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Secure Device Connector @1
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

HE4 ELBE 1P, Ll TE SDC VM & (Download the SDC VM image). X447 Bk (K3 10 - 1 T

r -

Deploy an On-Premises Secure Device Connector p ¢

Step 1
Download the SDC VM Imagedand follow the documentation to deploy the SDC VM on vSphere.

Step 2

When deploying the VM into vSphere, you will be prompted for ‘CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere. s

CDO Bootstrap Data

QBRPX1RPSBVOPSJleUpoYkdjalU9pSINVekkxTmlJcBluljViQBk2SWEwWFZDS JkuZX1Kc2FXNXJaV1
JVWlciaGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1uT jFZbk5qY215d2RHbHZ 1bk 1pT2xzaVNWUKVH
YUpoYzJVaUxDSm91VepSYVdRAE1pNHdJaXdpYm1kbWR5SmRMQBox Yz WeVgyNWhiV1VpT21KamIyWm
x]bkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWElpT21Kel1XMXNJaXdpY285c1pYTWLPbHNpVINSSTVIW
OUJSRTFKVG1KZEXDSnBjM@1pT21KcGRHUWIMOBpqYkhNemRHVN1TV1FpT21JeE1pd21jSEpwY1dGel
VWUmx1bUZ1ZENJNmJuVnNiQ3dpYzNWaWF tVmpkR1I1Y0dVaU9pSjFjM1Z55W13aWMzQkpaQBk2SHtD
RVRSSXNJbUYxZEdodmNtbDBhV1Z6SWpwYk1sS1BURVZmV1ZOR1VpSmRMQBp3WVhKbGJuUkpaQek2sw
prMuUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWNMLIcB1tTANRV1Z1
ZEYScFpDSTZJbUZ3YVMxamJHbGx1b1FpTENKelkyOXdaU8k2V31KMGNuVnpk(Q812zSWSKbF 1XUN1MO8
k1T1RSbUBySTRNQzFpWW1NNUXUUTNPRGNEWN1 Zek 1DMN1ZVBpgWldaaE16aGhOR1 LpTENKM2ZNtbDBa
UBpkTENKcFpDSTZ JamN3T 1dRMVpHSXpMVFpoTmpZdESEVTBZUZABTIRCbUXXUXhNelJr TURZeESGWT
FPUB1zSWIWMGFTSTZJakZpT1Rjd@1tVmpMVGhoT1dZdESHTmx0eTA1 TVRBNExXSmx0ak SpWk RRMBS5H
TTJa0BoSL1INSZEyNzhoNUNSZDNPRUUSHUAXTZVRd 104aHpkS1htR3BhUmt SYWSIZDJ1dmRFQzg1TH
hoZkB40Q19PNFBmVjNSTHpNRUSmMcBFoSTVDNHBGVNFSLNo2RDJ10z1FRy81 TzNZcGpWdGe3N1 FnY2hi
ek5XNedKajRyTT1yVzM3RXdRdF9zeWh5azVkTOV1TVIrMlewR1 JReXhLoempoU1JLUT pKNXQBeGxuN1
NFWUAKZ32Jd¥QzUE1Da2piNVN4a29qum1 hRmdDWERqGC1J JUERWTY 1WUFShTnprX2RZTVd fNDZabHF j
dGR1ic1p4WFZoSkVGa215Zk53YjZCdaFARUp2VDk2bmRMYVVaYzNjWGdJVBETYU1zeF JPb1VRR2ZRBDN
BKcHM5a24 tNGBwZWtxcB1BTXo5UVZeOMXZ1S ) ZWNmSNdBgyV3J1cDRZMTY 1MC1yeDBpb1hWNFdzQSIK
QBRPXBRPTUFJT j81d3d3LmR1ZmVuc2VvemNoZ XNBcmFBb3TuY29tIgpDRESFVEVOQUSUPSIjaXNjby

WIS M zip ST PRI SO AR SRR A LA
* CDO-SDC-VM-ddd50fa.ovf

* CDO-SDC-VM-ddd50fa.mf

* CDO-SDC-VM-ddd50fa-disk1.vmdk

W6 ] vSphere Web % /7 iy LA HE 51 B 4y & 5 VMware JIR5545 -
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672 Al
LIE18
LIE19
PIE20
TEN

FIR22

LIE23

TIE24

Pk 23 E 4% H ESXi Web % /7 i

FEIRPE TR N OVF BB S 22 A B A L A8 R FUM Lo
WHETEHUE, fTJF SDC VM.

FT P SDC VM [l & .

R P 44 cdo k. BRINEE 4 adm123.
ERRFF )G, BEN sudo sdc-onboard setupo

[cdo@localhost ~]$ sudo sdc-onboard setup

H LIRS, BN adm123,
YR N P root BTSN root FH 7 1250
R0 cdo A P AR Bt . SN cdo FH 7 IR

Y RGHPUREIR IR EE1ER CDO 13 (Please choose the CDO domain you connect to) I, i % A %4 (1) Cisco Defense
Orchestrator 15{5 ..

RGHLRIT, FALLUT K SDC HE &
a) IP Hilik/CIDR

b) Mk

c) DNS %5 %%

d) NTP Jlg%5#+ 8L FQDN

e) Docker M

iR Docker MM AT, 1514 Enter .

VRGN XEEEFERIT? (R/F) (Are these values correct? [y/n]), 1fiH y#IAEBEIEN .
INCNIE TN

MRGHR BREEIRE SDC R ?  (Z/F) (Would you like to setup the SDC now? [y/n]), HiA n.
VM il & 25 A g R 8 .

@ 5 SDC If) SSH %42, LL cdo S 43 & )4 N &Y .

TEPURE G, SN sudo sdc-onboard bootstrape

[cdo@localhost ~]$ sudo sdc-onboard bootstrap

HRGHORHA [sudo] TEII, MG AEDE 14 T I cdo BT
UAGIRIEN CDO MR £ EE R UE E 15| S32F5UE (Please copy the bootstrap data form the Secure
Connector Page of CDO) I, iEHAT LA R FE

1. &3 CDO.

2. M CDO Kkt B > REKEESR.

3. EEAEEHT, SERE IR LR &% (Deploy an On-Premises Secure Device Connector).
4, JXHEHESS 2 S EH) 51 SF2F IR (Copy the bootstrap data), #&J5kkIi%] SSH % L.
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Deploy an On-Premises Secure Device Connector X

Step 2

When deploying the VM into vSphere, you will be prompted for 'CDO Bootstrap Data'. Copy the
data below and paste it into the CDO Bootstrap Data input field in vSphere.

CDQ Bootstrap Data

(QBRPX1RPS@VOPSJleUpoYkdjaU9pSINVekkxTmlJc@luUjVjQBk2SWtwWFZDSjkuZX1Kc2FXNXJaV1
JVWlc1aGJuUnpJanBiWFN3aWRtVnlJam9pTUNJcB1luTjFZbk5qY21sd2RHbHZ ibk1pT2xzaVNWUkVMH
VUpoYzJVaUxDSm91VBp5YVdRAE1pNHdJaXdpYm1kbWR5SmRMQBoxYz WeVgyNWhiV1VpT21KamIyWm
xjbkpsY2tCamFYTmpieTVqYjIwaUxDSmhiWELlpT21KellXMXNJaXdpY285c1pYTWIPbHNpVWsSTVJW
OQUJSRTFKYG1KZExXDSnBjMB1pT21KcGRHUWIMQBpgYkhWemRHVN1TV1FpT21JeElpd21jSEpwY 1dGel
VWUmx1bUZ1ZENJNmJuVnNNiQ3dpYzNWaWF tVmpkR1I1Y8dVaU9pSjFjM1Z5SW13aWMzQkpaQak2SWt0
RVR5SXNJbUYxZEdodmNtbDBhYV1Z6SWpwYk1sS1BURVZmY1ZOR1VpSmRMQBp3WVhKbGJuUkpaQok2SW
prMUSHWXpZamd3TFdKaV16a3RORGMBTnkxaVpgTXdMV1poWW10bFptRXpPREUWWMLJcB1tTnNRY1Z1
ZEY5cFpDSTZJbUZ3YVMxamJHbGxib1FpTENKelkyOXdaUBk2V31KMGNuYnpkQe1zSW5KbF1XUW1MQB
k1T1RSbUBvSTRNOZzFoWW1NNUxUUTNPRGNOWW1Zek 1DMW1ZVBpaWldaaE16aGhOR110TENKM2NtbDBa
QBRPXBRPTUFJT j81id3d3LmR1ZmVuc2VvemNoZXNBcmFBb3TuY29tIgpDREIFVEVOQUSUPS jaXNjby
1hbWFsbG1vIgpDRE9FQk9PVFNUUKFQX1VSTDAiaHRAcHMELY93d3cuZGVmZW5zZWayY2hlc3RyYXRy
ci5jb2@vc2RjL2Jvb3RzdHIhcCIjaXNjby1hbWFsbGlvL2Npc2ZNvLWF tYWxsaW8tUBRDIgo=

#1 Copy bootstrap data

FED RGN BREEEHFXLEZE? (2/F) (Do you want to update these setting? [y/n]), #iA n.

HIE26 R0 LW ERE” (Secure Device Connector) [T Ml bE%E, HEEHE FH SDC KRS E S iEED
(Active).

AXER:
o X A A M A AT IR
* HiBR & 5 SDC [ HL b

Fr = [ . . \ = O

EEECHELN LSRR EFIEEZS
W& FEUE K CDO JER B B I, AR A AEE M b R 338 e A A 7 B2 8% (SDC), DA
L CDO 54 2 [l MG . WY, KR AEAEIET AN, BE AL IP bk, s HaEast
BB PG o HIEN 24 % (ASA). FDM B H %45, Firepower & B H.0y (FMC) A2 4=
KKz JEUAE B A H T R & SEIERR N CDO.
SDC Wi T BAE 2 B W o LHATII M2, DA TR B IE B 52 8 W44 i B, SDC 183 CDO 47
A, RKRZEF RN CDO KL, IFEZE &I NZRFZ CDO.
AN SDC A DL P 1) ¥ 26 B i B e T I 6% 46 L Szt 1) oh fig b FLlc B SR /e (B2, TR
B H I, AW —A SDC 7] 3 HF K2 500 6% 4. 575415 R, ES WAL CDO HL&
FEH£A4SDC, %21 W,

SERE PP AR o) 48 Y8 1 U RE AU LIS A ) 245 1 *2228¢ SDIC.

)

AR 2 SDC L. i Sl SEJ7752 8 CDO ) SDC OVA WG IFREAT 2226, 0 T i,
WS AT CDO 1) VM MU HE 2 A i ey » R 7 L.
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FIAZ Al
* CDO i Z/ M RES R 2, Ff HANSCRy SDC AHI R 2 8] ) Web/ Py LR
* SDC 4AZi7E TCP i 11 443 _E BATR HI ) 58 43 3 5 iRl B o
« KT MEIamM, WHAER RPN ERIFEE 5% .
« 4T vCenter Web % /73t 5 ESXi Web %/ 3ii (] VMware ESXi F-4/L.

\}

B R R vSphere SLTI%) T 00

* ESXi 5.1 BN .
* Cent OS 7 Vi Z A R %
* {{ A4 SDC ] VM W RGE 2K
* VMware ESXi FHL7F % 2 4~ CPU.
* VMware ESXi L2 /DFH 4 2 GB A7
* VMware ESXi 77 %2 64 GB BAit 2% MR SR EAUML,  HARHGR TR mic e £ . s fioe &
X XA B R B (LVM), DR A mT LR i 55 ™ JE BT o (R R 4 22 ) o

« 8 VM LK) CPU MAAFJE, FT0T VM IJRfifR “caiEdds” RS SDC 4T “353)” AR
7

© PAT ISR N AZRES R AA MYE Linux FREE 8T vi ol A0k g i g 501

* WIERBEAE CentOS MEIIAL L 224 A M SDC, AT U E W] 204 Yum 2244 T o AR Yum
Bo'E, FERRECYum 5B, SERTAETS BN 1 80 1443 4T P b Ui i) o #8875 EC E yum-cron
1l crontab KRZ B . S 222 E BINGAE, B E & 15 7 B DU 22 4 g LL AR VR
HY Yum 87,

AR FHAZET: LR P a2 SRR B i i b, MBI S . S AT
“n-dash” , FEBJUIACKENG AR, XAy ST LMEN “m-dash” NH], XA HES 8 R

P BN HAE SDC ) CDO F .
$1B2 I CDOEHA, HETEFBRS (Tools & Services) > &£ E#EEE (Secure Connectors).
WIR3 ey sl b, SRS ieH, RERHE R 2% % 1%E RS (Secure Device Connector).
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é" e + tenant name _

user name

c 3

Secure Device Connector@
Secure Event Connector
11/18/2020, 4:41:08 PM

11/18/2020. 4:41:08 PM

FHEA CHE LS P SRR E R RS A
LIS L% CentOS 7 BRI, F/04 SDC 2 HE LA T RAM FIREAE 4% 1) «
« 8 GB RAM

* 10GB Hg#4257)

W6 wAE, BUEIEAMLE, flidEE SDC B IP Hidlk. - RHERD R OC
FIBT  fiLE DNS (A M) 4.

LIE8  HE NTP (LEH RIS Iss4s.

$IEY  7E CentOS %24z SSH /%545, LMEYS SDC 1) CLI #HA48 B,

S0 E1T yum FH, ARG R4 open-vm-tools. nettools Al bind-utils

[root@sdc-vm ~]# yum update -y
[root@sdc-vm ~]# yum install -y open-vm-tools net-tools bind-utils

LB &3 AWS CLI HAF4L; 152 [ https://docs.aws.amazon.com/cli/latest/userguide/awscli-install-linux.html .

e 24 WHIE ] --user bri&.

SIE12 2% Docker CE 44 1152 [ https://docs.docker.com/install/linux/docker-ce/centos/#install-docker-ce
iR AER “AL A PR 22 e” T7i

B 13 )53l Docker 45 HAE AL S B I 5 B0 -

[root@sdc-vm ~]# systemctl start docker

[root@sdc-vm ~]# systemctl enable docker

Created symlink from /etc/systemd/system/multiuser.target.wants/docker.service to
/usr/lib/systemd/system/docker.service.

LB QIE N “cdo” Al “sdc” o cdo H PR ARG S LUSATE BEIIREMIH P (R b o 75 A H root H
F) , sde F1 ¥ 21247 SDC docker 28 s

[root@sdc-vm ~]# useradd cdo
[root@sdc-vm ~]# useradd sdc -d /usr/local/cdo

SIE15 4 cdo FH T WE B,
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SIE16

LIE18

SIE19

SIE20
SEN
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EZECHELN ERER SR E RS

[root@sdc-vm ~]# passwd cdo

Changing password for user cdo.

New password: <type password>

Retype new password: <type password>

passwd: all authentication tokens updated successfully.

4 cdo H P us | “wheel” 41, AHARMLE P (sudo) BLFR .

[root@sdc-vm ~]# usermod -aG wheel cdo
[root@sdc-vm ~]#

7% Docker If, &8 — M) 4H. HRYE CentOS/Docker [RIRRAS, ‘B[ BEMFR A “docker” Y “dockerroot” .
K7 Jetc/group SCAFUAEE B AT, RJ5¥H sde F - ds b .

[root@sdc-vm ~]# grep docker /etc/group
docker:x:993:

[root@sdc-vm ~]#

[root@sdc-vm ~]# usermod -aG docker sdc
[root@sdc-vm ~]#

W12k Jete/docker/daemon. json SCAFANMEAE, THEIEZ I, JFAEM LU N WA SIS, H0H A 3) Docker & &
DAL

iR HHARTE "group” T N 4L 4 R 5 18 A0 E— 20 WAL Jete/group SCAEH R B2 LT

[root@sdc-vm ~]# cat /etc/docker/daemon.json
{
"live-restore": true,
"group": "docker"

}
[root@sdc-vm ~]# systemctl restart docker
[root@sdc-vm ~]#

G R4 2R FH 2 vSphere ¥ 6 & 0E, 1HTI#E] SSH ] “cdo” M P B, BX5, TN “sdc” H
Fo BAGHETHNEILE, HMmAN “cdo” MR,

[cdo@sdc-vm ~]$ sudo su sdc
[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~]1$

¥ H S E MO Jusr/local/cdo.

B — 4N vootstrapdata FT A, HAGERBIIAR &I EIERES W SR 2 1951 TR EhoR 5 20
A ARTFSCH . BOTUAER vi B nano GIENZ S,

51 FRETHA K base64 Gufid. X HIATARIL IR L T H B4 A extractedbootstrapdata K3

[sdc@sdc-vm ~]$ base64 -d /usr/local/cdo/bootstrapdata > /usr/local/cdo/extractedbootstrapdata
[sdc@sdc-vm ~1$

1817 cat fiv % LA B M a0 o dw AR i 1 et N R s

[sdc@sdc-vm ~]$ cat /usr/local/cdo/extractedbootstrapdata
CDO_TOKEN:"<tOken string>"
CDO_DOMAIN="www.defenseorchestrator.com"
CDO_TENANT="<tenant-name>"

CDO_BOOTSTRAP URL="https://www.defenseorchestrator.com/sdc/bootstrap/tenant-name/<tenant-name-SDC>"
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{8 FA Terraform t£ 27 AWS VPC EERER 218 &% 15 .

P23 BATLU RS, KRS SR A T BB

[sdc@sdc-vm ~]S sed -e 's/“/export /g' extractedbootstrapdata > sdcenv && source sdcenv
[sdc@sdc-vm ~1$

$IE24 )\ CDO &5 SR PG,

[sdc@sdc-vm ~]$ curl -O -H "Authorization: Bearer $CDO_TOKEN" "$CDO_BOOTSTRAP_URL"

100 10314 100 10314 0 0 10656 0 --:=—:—— —=—:—-=—:—-— ——:——:—— 10654
[sdc@sdc-vm ~]$ 1s -1 /usr/local/cdo/*SDC
-rw-rw-r--. 1 sdc sdc 10314 Jul 23 13:48 /usr/local/cdo/tenant-name-SDC

HIE25  f#)E45 SDC tar £, JFIB4T vootstrap.sh AL SDC A4,

[sdc@sdc-vm ~]$ tar xzvf /usr/local/cdo/tenant-name-SDC

<snipped - extracted files>

[sdc@sdc-vm ~]1$

[sdc@sdc-vm ~]$ /usr/local/cdo/bootstrap/bootstrap.sh

[2018-07-23 13:54:02] environment properly configured

download: s3://onprem-sdc/toolkit/prod/toolkit.tar to toolkit/toolkit.tar
toolkit.sh

common. sh

[2018-07-23 13:54:04] startup new container

Unable to find image 'ciscodefenseorchestrator/sdc prod:latest' locally
sha256:d98f17101db10e66db5b5d6afdalc95c29ea0004d9e4315508£d305790275458: Pulling from
ciscodefenseorchestrator/sdc_prod

08d48e6flcff: Pull complete

ebbdl10b629b1l: Pull complete

d14d580ef2ed: Pull complete

45421d451ab8: Pull complete

<snipped - downloads>
no crontab for sdc

SDC HL{ENTE CDO H g R “YEE)”

T—%#ita
o BB N B HIHRZS (Onboard Devices and Services) LN ZLAS ] CDO 45 BEI 4% .

{& A Terraform 127 AWS VPC tE B L 18 &iEEse

Fi&Z 8
1227 AWS VPC F#38 SDC 2 1, iH & H LA R ATHe 44t

* CDO 7 A& AE A A, IF HANSCEF SDC RN E IR 22 8] ) Web/ N ZACHE . Gn S8 FHAC B IR
5%, AN 2 W A EE RS (SDC) A1 CDO 2 8] (Kt e BE A T A £ o

o B K RS TR DL RIS I 2 U 1)

s B AWS K —AED A AT MK AWS VPC Fl—/~ AWS Route53 4545 XI5
* iR CDO 51 F 7. AWS VPC ID LM ID.

* ORIEHE SDC M4 T IMIEH: T NAT MG,
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B =xzcnssmsnpnn

* FEIBAT B K BRAE B HTTP 45 1 )3 1 4T TF MBI K R4 21 NAT B S5 TP fR

PR A Terraform SCAFHERINLLN M AUSAT; 0 R T34 A 22w

module "example-sdc"

}

source
env

instance name
instance size
cdo_bootstrap data
vpc_id

subnet_id

"git::https://github.com/cisco-lockhart/terraform-aws-cdo-sdc.git?ref=v0.0.1"
"example-env-ci"

"example-instance-name"

"rb5a.xlarge"

"<replace-with-cdo-bootstrap-data>"

<replace-with-vpc-id>

<replace-with-private-subnet-id>

L | | A [ B

A RN BB IGIR, TS0 % AR IE A Terraform Bk

ijﬂ% 2 4‘4 instance_id ﬂfﬂﬂ’j‘] Terraform ’ftﬁ%‘:':' E"]ﬁ]ﬂﬂ

output "example sdc_instance_ id" {

}

AT LME ] instance id HEREH] SDC SE], LAMEAT AWS R0 LA & U B B (SSM) JEAT MBEHERR . A o8]

value = module. example-sdc.instance_ id

Mt Iz, W52 0 2 A a6 EHE 4 Terraform BELHH I H! .

T—5Mt4

BN} SDC AT ik fEHERR, AT AWS SSM 33 SDC 524, 55 % AWS RS Fl g2
TS, TR W TR R S 25 R VR, T B, T SSH iE RS SDC
SEAF ) g TINS5 A T T

B R EIREFERERAY IP ik

FHIEZ Al
* AU B A RE AT AR 55

* SDC WA ZIAE TCP i [ 443 B ¥ £ B PRICE 1o b B oF 556 90 11 54 HH i 77 ) AL

\}

R E SDC 1P Hullk 5, B IEFAT £ E R A CDO.

@ SDC 1) SSH ST IFEMLINIERI &, JFLL CDO I B 8k
RS A BEAE L TP Hihik 2§25 SDC VM Y4 TIC B AR B, W] ifconfig T

[cdo@localhost ~]1$ ifconfig

Egﬁiﬂi%itlﬁﬁleﬁﬁht, ﬁ%%@)\.sudo sdc-onboard setup fﬁé?o
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[cdo@localhost ~]$ sudo sdc-onboard setup

A MR, ERAEM.

[sudo] password for cdo:

SIS FHRRKEEN 0 LLEE root #1 CDO #1464,

Would you like to reset the root and cdo passwords? (y/n):

BB AR v DUECHIC B M 2% .

Would you like to re-configure the network? (y/n):

$®T PR, BABSEY SDC KIH IP HlkA SDC VM ) HoAb A5 & -
a) IP il
b) MK
c) DNS z%5#%
d) NTP JIg%5#% 8 FQDN

W NTP s %5 5% FQDN AN &R, 4% Enter 8.
e) Docker M
1R Docker M AT, 1534 Enter .

PIR8  HARLPURI AT EMN, AN v A

Are these values correct? (y/n):

R FEBEN v Z 0, IR IE I EAERCIR, DN eI a2 5, 85 1H TP k() SSH E#K Z k.

WX ALY SDC IFIET IP Hubikb G4 SSH IEH I 5% .
0 KLU TERSRAS WA A4, LUfifR SDC IEHi817.
[cdo@localhost ~]$ sudo sdc-onboard status
FT R L ILAESR A IR [ ok 1.
i WARAE VM & T PATICRE, WERAE RS S, R0 B 3his T IF Bonikas.
FTERN EEW LGl CDO P FiAs A SDC Mk . ZHATIERME, 1HITIT CDO N S TREMRS > £
RERR UM,
FIE12 T TR R R O 5 O TP bk (1 e A e
PB3 (ERMEEHKTD, SEERENES.
V%S E S RINER OB, FFE ERO BN o i H IR A o
BEET G TP Mk S S AR AR B A AR HER 1] 147 3:00 J5 S BLAE SDC [RiELRIE B &

A RAE VM _E#E SDC 15 R, IS AL B ORI LRSS 2 a3 11 7.
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B &= 18 & 12
A
Warning g5 2o BV 0% 2 1 4 64598 (SDO). I ARIER AT . ERVTBEIRIEI , M IR,

$11% SDC (1984, I SRR SDC I TMTHEB B Ao TORTIEHE B T AT 208 B2 T
A B TN B 2 S

o

ZNHL rhER SDC, THIEAELL F R

S MG IERE D BB SDC FATAT g . AT LR L R R 2 —:
 BRLE EFE B AFP SDC B SDC. FRIFLME R, WS N X:
o ¥ AWS VPC ERE

* I\ CDO HJHI B 44 2] s 2R (9 SDC AL e 6 o

a. HZ AR AR SDC 4423 CDO K%, LMEHE SDC 4 H 1T %%

b. 7EiEE (Inventory) JUMIHY, EPEEHHE M H B o

C. fE “W#HHEAE” (Device Actions) Tk, ridiMIBR (Remove), RJ5 HdifBE (OK) LLAfITA G HIHRAE .

y%re 2 )\ CDO sgHrf, % T EFPRS (Tools & Services) > %&£ %28 (Secure Connectors).

B3 E “LAIERAY” (Secure Connectors) JUIHI b, sidhE A5 #24l, RIGiEF& &% &iE1ZSS (Secure Device
Connector).

é Q = tenant name _

user name

ll ¢

Secure Device Connector@
Secure Event Connector
1171872020, 4:41:08 PM

11/18/2020, 4:41:08 PM

WA E IR (Secure Device Connector) R H, IEFEM R SDC. H A& THEORAE N A 2.
LIRS E “FR1E” (Actions) EASH, sidi ® MR (Remove). #EUEILL &2

Warning 5 HLREIIER <sde_name>. MIER SDC [ AT, MHER SDC 5 2 SL G IF AR SDC, X5 4 fiE
CUNDER WA S

oI TSN CERARIBER, PIEIER SDC K 2REAEBCE BT SDC Ja BB EHIX L B & 0F 1 R AR
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1 AsA A—+ snc =5 —4 soc ]

o GRS AT ) U EBE RS, 1 A ERGE (Cancel) JFEE R CDO SZ#F.
o WRBGRSE, KN <sdc_name> 7 F I SCAKET, KRG RT#AE (OK).

HIR6 EHASTURHE T, WG ARGk EE, i NS b Tk ) SDC 447K .
$£7 SE (OK) LAARIAMIE SDC.

1% ASA \—1~ SDC 72 E 5 —> SDC

CDO > HEAHL i Z A SDC. 7.4 CDO )" A £ A SDC, 2f 21 U] LIMER LA N2
¥ 52 ASA \—A SDC ¥ %5 —> SDC:

B EFHT, pid MRS

FIE2 iR & (Devices) BT, AR5 Al ASA IR,

PR3 EHLER ) B IAl SDC 1) ASA.

LB 4 (g &IR1E (Device Actions) kg, it EBHTEIE (Update Credentials).

$IES5 i Secure Device Connector 1441, #RJF 1A LN & & #8021 SDC.

PO WA T EF WA E R P AR5, S5 nid B # (Update). BRAEC T, 75 WA B 5% H 7 42 R i 5 8
FFEN ASA [RAEUEAH R o S8AS D645 I S8 o D530 28 B 45
R WERPTAT ASA HAE AR R B FEUE, AT LLKE ASA 4> SDC #iEEFE £ 55— SDC. #IH ASA HAT

ANFIAEUE, 20— LA —A SDC # 22 73— SDC.

5 Z7 Meraki MX 3E3£E4E

WA N Meraki #5HTHIBR 2E T APL %40,  UAAZ00E CDO 1 BBNE G UE . BAE R % 4H, 1
Z: [ RIS 2R Meraki APL %4H DLSRIUE 245 o CDO AN SRV I8 B 26 A B (R4 55 0E ;. Wiy
DA, AT LLE Meraki #5561 F-3hlHT APT %4, #4707E CDO UT " F-ah 5 5 APT %4, LA
SR o A

)

Note 45 CDO JCikRIZE 4, CDO FIEBSIRASTRES o “SEIE L o R X M, BTfe
LA APL 29, #iA Tk Meraki MX [¥) API Z4HIEHA TG iR .

A FH UL T B3 58 381 Meraki MX 848 I AEIE

$E AN, Al IREIRS.
LIB2 1A% (Devices) IR, X5 i Meraki &I o
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SIB3 EHEH T ER TR Meraki MX.
LR 4 {8 &FIR1E (Device Actions) &g, it E#HEIE (Update Credentials).

SIS N CDO H T &R & &1 APl 248 (APl key) , R /5 mii B #T (Update). BrIEES T, FNIL API Z4H 5 EH T
N Meraki MX HIFEIFAA ] o BEAS D003 6 B e 3 S 24 458 45

EMARENEERES

$£IB1 ) CDO 25, T EFMPRS (Tools & Services) > % £ 1%3£ 88 (Secure Connectors).
PIR2 EFEEA A SDC.

W3 VRN B, it SDC SRR A gmi i bs .

FIRA4 H=ard SDC.

I AR K B7n (e CDO Jtifih I SDC ARRIAEAIAL E, WHREEFEERN “ 2R f ks o
JERT -

BB R EEER

{FH BCRR AR hy b e bR T H . 8%, SDC & HIEH, ALY, 22, W VM L1
TR BCE AN IERf, W) SDC Joiks AWS @ T HRCE B & #z . R P 5 3l SDC S8, N iR
YR pE T TR] (] 25 () T S B 5

HIB1 JEF SDC. AT LM SSH #E 78, W al LUEH VMware BN R TR g6l - . D
$1E2 Ll cdo H ) G4y &5k SDC.
L3 Y3 SDC H 7 LATE BT SDC Docker 7555 :

[cdo@sdc-vm ~]$ sudo su sdc

[sudo] password for cdo: <type password for cdo user>
[sdc@sdc-vm ~1$

S 4 JI4% SDC T HA:

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeToolkit
[sdc@sdc-vm ~]$

S5 JI4 SDC:

[cdo@sdc-vm ~]$ /usr/local/cdo/toolkit/toolkit.sh upgradeSDC
[sdc@sdc-vm ~]1$
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w24 coip EiEms4 soc ]

AR CDOFER, EEMZ 4 SDC

I AL 2 A SDC, S LUE B 2 e, AN IMBLPERE T FF. HA> SDC R LUR B e %
K g I 2 i g B S 14 2h g S FCE B SCAFIR R

TR LLAERL P Bz e O RN SDC. B> SDC A LV /MR, 3X 28 SDC 23R IX 4610 Bt v 1)
WAERR A CDO ML WA 2 A SDC,  #Hs 75 BA AN [R] 1) CDO FH 45 FHL b 25 199 Be
B

FE AN a5 8 SDC R FP #3855 — > SDC REFAHIR] . Al CDO ) VM WG 25 22 4 Vet
HERES, WATIES A ORI LA 2 i i ids . AL G SDC B3 HL ) 44 MR A
1. AN SDC #ALT2 5 -

T FT A (FFA1ERE SDC iE#ZI CDO /YR &

TR LU R U B A T AR ] SDC 3823 CDO 45 :

TR AT, AEEE (Inventory).

$2 S8 & (Devices) LI LA 3 4

PBI SRR RAET R,

HEA MR IR A, WAl “H 07 (Inventory) RIS B IEHL, LB R CDO & (1 BT B4 A1
K55

HWS g | DUR IR

LI 6 FELLIERN LN AIERHS” (Secure Device Connectors) 573 71, 1 BN K) SDC 44 FK.  “IE " (Inventory)
FA sl A JE s ik b 1) SDC 42 3] CDO I #%

WD (R R IEAR SR b A JE RS, DMESE— DAl

L8 (k) e, sERRIGEERIGH, DM 2T CDO & 1 Fr A e a5 AR 55

ZERFEERTIRME =TSR

*amqplib *
amaplib RRAXETE (c) 2013, 2014
KERR -7 B R <mikeb@squaremobius.net>

HEEE “amgplib” RIE MIT FAEREF R . o LAFE It B R R34 LICENSE-MIT Hi%E &l
A, IMAUTRETEH

http://opensource.org/licenses/MIT
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*async *

KA Ef A (c) 2010-2016 Caolan McMaho

IR FIRS AR ( “8R” ) BIARBEA A TR A IR AR, B
BRREFER. 5. 8. EFHINFEH. 9%, BIFAIFEGEERERIEIR, FRIFFRER
RN RIXAEM, BIETIAT &4

IR RRAS RS B FNASVE AT 75 B A5 AR R A 1R BT A A B R

Fridsnf “izfmst” BERRMHE MBI RRIE, SFEARRFAFEHE. EABERIE
AR ARIERIE. EEAERT, EFERGFE ARG SR E R H B SH. ™~
SR E5ZHEXNEAER. REREIHMEEHAAE, LERETER. RRITATREME
HE =it

* bluebird *
MIT $#A3E (MIT)
KRR (c) 2013-2015 Petka Antonov

R F RIS AR FNAE RT3 “BR7 ) BIARBEM ATIRFIAEARGBIBIR, BF
EBRRTER. E%. 8. SHHRFILE. 2%, BFAH/EHEERGMNEIAR, FRIFREAX
RN XA, (BAUETF LT &4

IR REUBCFS W AIAS VR T 7 WA A AR R i A A s

Fridif “izfgte” RIATHEEMATHETRIE, SFEFRTXTERLE. ERABERE
R AR RIE. EEMERT, EESARNEFE ARG SR G ERE LB,
SRS ZERMEMERE. REREIEHMTERLOR, TIERHTERE. RIUTATEZHEME
H &=t

*cheerio *

KRALER A (c) 2012 S4FF2 & <mattmuelle@gmail.com>

IR FIRE ARG TR ICEE ( “RE7 ) BIARMEMALIRE A IBARRGRINR, E1F
BERRFER. EFl. 4. §FHNAEE. 2%, BIFF/EEEREMRIAR, FRIFHRER
AR IR, BB T 145

R AR B RAR A A 7 B A 5 L R ) BT A B AR B S a0 v

Fridi s “iz/EH” REBRHMTEMBRSETRIE, SFERRFXTEHEYE. ERBERIE
URARIEMRIE. EERAERT, EEAESFE ARG G0 EASE RS, 7~
SR E5ZHEXNEMER. REBEIEMRIHAAE, TERETER. RIUTALZREME
E &=t .

* command-line-args *

MIT ¥ /]IE (MIT)
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KRAXETA (c) 2015 Lloyd Brookes <75 @gmail.com>

FRIE I FIRASARAFNE R ( “HRE7 ) BIARBEM ATIRFIBAIEARGANIR, B
BRRFER. 8. B8, SHHNFES. 24, BFAH/EHERGMEIER, FRFRER
A SUX A, (BHUESFLUT &4

SRRSO W AIASTF R 7 W] A5 AR (4 BT AT R AS BB

Pkt “#zIRAE"7 RIEB RS EAARSETRIE, SFERRTRTERLE. ERBERR
AR AR RIE. EEMIFERT, (EESRREEE ARESEREEARE IR SE. 7
EHEZHXEMER. REBEHEMTERFAR LTERETER. RUTHEREMR
=gl e

AR YE MIT 1 ATIESR 1S4 7T .
Fedor Indutny, 2012 ERAXFF A

R FIRASARRAFNAE R C “BR47 ) BIRBEM ATIRFIMAIEARGAIIR, B
BRRFEA. E8. E%. SHHNFLH. 24, BFAN/SHERGNEIER, FRIFRER
BN XA, (B8 LT &4

IR RS W RNAS VAT 7 W LA 5 AR A ) AT A B B ) v

Pkt “#zlRt” RS EMARSETRIE SFERRTRXTERLE. ERSERE
KRR RBIRIE. EEMERT, EEFSARNFFE ARG SRS ER S E LB, 7~
SRS ZERMEMERE. BEREIEHMFTEHRLLE, TIERETSRE. RIUTALZHME
F &2t

* json-buffer *
kAR & (c) 2013 Dominic Tarr
I IR S AR FNFE S IR S ( “BE” ) BIZARBIER A TR A IR AR SR AR, £14F

BRRFER. 8. E%. SHHNFLH. 24, BFATHN/SHEERGNEIER, FRIFRER
BN XA, (BAUETF LT &4

IR RS WY AIAS VR T 75 A 5 A B B A B A s

Fridi e “izfgte” R ATHEEMATHETRIE, SFEFRTXTERLE. ERABERE
R AR RIE. AEMERT, EEFSARNFFE ARG SRS ER LB, 7
SRS ZHERMEMERE. REREIEHMFEHRLSR, TIERHTESRE. RIUTATEZHEME
F &2t

* json-stable-stringify *

T MIT F[E T 4% :
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TR F RIS AR FNAE RT3 C “BR7 ) BIRBEM ATIRFIALEARGAIIR, BF
BRIRFER. 8. E%. SFHNFLH. 24, BFATHN/SHEHERGNEIER, FRIFRER
RN XA, (BAUE AT &4

IR FEOBCF WAIAS VR AT 7 A5 A AR i A B A s

Fridif “izfgte” RBATHEEMATHETRIE, SFEFRTXTERLE. ERABERE
R RBIRIE. AEMERT, EESARNFFE ARG SRS ER LS.
SRS ZERMEMERE. {EREIEHMTERRLSR, TIERETERE. RIUTATZHEME
ESh=ge ]l

* json-stringify-safe *
ISC 1F /] E
KA FR A (c) Isaac Z. Schlueter F1TTEkE

PRt 7 AR H B . =l B oR/si AR, B2 ey sl A h i a5 BB AR
B W AAVFR] 7 1]

ABAE <R R, AFE NSRBI R, AR G RIS A (0 B A I s 4H
ke EEFBERT, EEHTHEER. BREIFEREMSBAEAMER. BX. BESERE
RENR, LIERESRE. FRIEMER GRS KRG EMASIEREER.

* lodash *
WA T TS B4 2 F1 HoAth Tk & < https:/js.foundation/ >https://js.foundation/
ETF Underscore.js, ERIXERA,

DocumentCloud F1 Investigative Reporters & Editors < >http://underscorejs.org/

VAN ARt BRWYIRISREA LIER, BFSRUATAEMEITHLIER:
https://github.com/lodash/lodash

T RLEER T ARSI EES, BEA
LR

IR T IRES ARG FIB LTI ( “8R4HE7 ) BIRBIEM A TR F AL IR AR a9IR, B4F
BRRFER. 5. 5. 5FINF LK. 9%, BIFAA/ESMEERGMEIER, FoIFREER
BRI A RN, BIETFUTES:

IR R W RN AV ] 7 B A2 7 B O T A A B 40

FridsRfE “iRJE#” RIEBTHHEMBRSRERRIE, SFRERRTFXTEHEYE. SRIFERIE
R ABIAYRIE. ZEEAERT, EESRAUEE ARG SR EaERSRE MRS, 5~
5 ZEXNEMER. RERESEMEEHANSE, TERETER. RRITHERHEME
ESEEp i
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BT CCO MF R B ADRIRRALFNHE XANF] . RAMKEDE X A 304 R RBIET B IR RS .
CCO: http://creativecommons.org/publicdomain/zero/1.0/

{7} node_modules Fl vendor H 55 H [ SCAF 2 BLARAAE H FOAM ey (1, B0 B SVFaiE; &
i sUE B e, PO ENTARE RGeS LR ARIE A .

* log4js *
ERAX T 2015 Gareth Jones (i % Efth A B9THEL)

R#E Apache PFATIE 2.0 R (\ “¥FAIN7 ) 240 FRIEBTFAFAMRE, EURSERLXE. &
A LUE I LUTS 90 31k 3R BRI AT IE B AR -

http://www.apache.org/licenses/LICENSE-2.0

FRAEERERERSUAMBEN, RIFFTIES XHVRES “REH" 2%, BAMEEREA
THRETHRIESFE Y. BSEITFANE THRIFAHERE XES EERFIRS M ENE.

5T

C

* mkdirp *
KR ER & 2010 James Galliday (mail@substack.net)
IR B2 MIT/X11 FrHET 289 Se Bt

5 I FIRSARREFIE LIRS ( “EREE” ) BIARBIEA A TR G AL IR AR AR, B4%
BARRFER. §5l. 5. SFHNFELH. 9%, BIFATA/EMEERGMEIER, FoIFHFER
BRI A BN, BIESTFUTEE:

IR RRAS S W FOAS V] s B A A S A 1 BT A AR B S A

FridsRfE “izJE#” R BATHHEMATRHRERRIE, SFRERRFXTEHEYE. SRISFERIE
URABRRIE. ZEEAERT, EEHEIEE ARG SR EERREMOERSH. =
52T MER. RERESEMEEHAASE, TERHETER. FRITHTEREME
ESEEp il

* node-forge *

# BSD I AIE (3 MFAD

KRR (c) 2010, Digital Bazaar, Inc.

WRAXER A -

MRARBH A ARBUERLITHER (BA8F2E80 FEFSTIIFE:
*RRBMENRS A LRRE LRRNER. AFEIRRUTREER.

* U ZHBIRRERRITR, ©HUREAEFI/SERITH —FREME MR E S LR RSB,
tFAFRF TR RAER.
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* RZEERWBEIFA], F5E M Digital Bazaar, Inc. R S 5E 12 S Ha T REEHIGTEFE

==

ZREHMNTEEREER R B, FNRIBEMIARKBERNIER, SFEERRTRAT
EFRIERE MR E AR TRIER. EEMAERT, DIGITAL BAZAAR i FLUMEA A {EH
ZRHERBEMERE. BE. 25 555%. EMHERMERE (8REFRTFEREMSRS
BIRM: gk, BEERSFAHREL: UFHE) , ARFKBEFNEE, LIESBERRE
MEES REHEEHNA, BERiLEETEER. mREEHENR (BRRAZXEMERE) ERIZFR
=, IMFEHENAELERENATEEN.

* request *
Apache ] iE
FR7ZS 2.0, 2004 £ 1 B

http://www.apache.org/licenses/

A, SIS KEFRFFH

1 EX.

R BIEARIEE 1-9 THERER. ERAS RBIZRMEM.

R RIRRALER A E SR MR AT A FRAEITIF AT T RIS K.

CEBRTR BIEREEAURAE EMIEEIZIR, B SKME s 512 S AR E 4T A SR
XS ER. EREXSH, “=8” BE(BISRIEMAR, ANEESEERE U LK
FHEHERE, (i) HAEREREFESZH+ (50%) A LB R ITRGEIFTER, 3 (iii) MBI
KR Z A

“iE7 (3 IERY D BIERITEIFRHEMZIUREIAN ABUEE K.

“R RRARERTETENMNEEREN, SRERRTREFERE. XERMEE .

“Bir” BRAREEMEI X ERXTTIMERIEZMRBIEN, SEERRTEIHFN
RAAD. BRI R AR A H A R IR R

“YEdm” RABIRIEFA (AERE S SBEMMRINAERT) REMEREASERERANEE (T
E AR P RET —NRBD .

“OTEER BREEWMET EREME SIMERITEMR) 89, HREEIT. IR, FRmtgHE
ffE AR LR OMEmBRE RS BB Em. RI|FLTUFA], TTEERTEESE
mERETEERSBZER, INSEREREMTEERMZEDHRZEE (SUBRAE) ZEm.

“Hin” REEMEMEER, SEERMNIRIERAFIIZIEREITEAE R A E S SIELN,
HRAET B FRE RN AT KRNI EH TR D ABUERE LB ER T AR A UPANELE
mf. FALREXS, “RBR BEAZGATFAANEARMNEFET. OLHBEEANER, &
FBERRFEIFAIAERENSRRIFAIAEENEMEE. RRBENREURLRTBIREREA
WIRFIEERMAITHER, BEFREFEHRIIEEURERXARRESUREAN “IERE" &
BiE. “HB’fRE” BHEITAA, URIFAIACBKEIEREHERANMERTOEFSATKRZD
ABEERIR.
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“TIEE 7 RIETAAURRRFA AR R R ANMERBEM A ASIEA L.

2. A RTBOHR T RIBULBUFRTRIFRFFY, SAIRBEFILR TE—TUKAR. £IKIER.
FEEER. RBELMNEN. FAEHERIRSOTR, EFEHMERFTEERRR R B IR
XAITESR . HZFTEER. AT AFET. BFSFR, URDK.

3. BFIFAIMNR T . IRIFBULBUFATRIZAAFEY, SMAREEFLE TE-TUKAR. 2K,
LR, RBETRNEN. TN GREATSERT) TFFA, EFERE. E2%
. M. BAHEE. HE, #OMUEMAREILER, KEXFATRERTREETTIFANE
FIRFIEX, FEAMRRTFIFA, WEMERERBREERBSRIUMANEFHNERBASE
R EM MR AR Z K ARIN . MREMEMLEREEHZRIFL (BEXFRSRIF » £
KAEMBUER P AT S R EES LRI EFIRN, MARTE IO AT -F S 32 e ERE
FIFRIERS IR LR iFiRZ Bk

4. Bo%. BRAUEEFATRPURESHKEAEFH NS X ERIETEERMEIE, TREEH
TiEN, RREREHEUT Y.

BB ERBATEE R R E bR E R M AT RLER B A, F0
B e MR LM EBE B RYEE, RAREES T

BB R EMITEERMRERE R PR EERREMAER. 8. EiRMFEER,
FEESITEEREMERS TXMER;

MRERE S “BHM XAXHENESZ—ES, WESZXMERTTEERLAEIEIZEN L
HhaSmIRBMBAILEIAR, FEERETEMNRIMBMITEER ELEUTME: A
TTEERB—EA D ZBNBAXAXY; ERTEIEP (WRSTEER—ERLD ; HH,
ETEERERMERTD, MRURBFHIRLEE=7EM. FRXHEHNAZTNGRSE, F14
BV RTRIIE . BRI S ZRTTEER P BRI ERM A A A UM REXFME SRR
B, AR EMMEABRERABHBITFATREN. REENERMER. ERMSLHEILIUT
AMER SN, BRI B ST siRm B S RIS R ATt B 5 P2 sl A B SR It 24T
EERIEABIKMER . EFIZS LIRS AR RV AT FRFnF G

5. \RfmHRR . FRIFEIIELAEER, ENERITFAARZHNSEANMERPRERRFEZ
HEBUF TR FRAF AR, TEMMMERDFLE. REALEARE, MESTFAAMZEFR
R TEMEBIFAIIL, I AT R SRS ER SIS BUZ B IR AT 1 R 550

6. AtR. WIHFAIHFRETFERERTFAANES. BiF. RIFICTREFREINR, BRIFLERE
AR SEMRG A ERRRIMEFNFRAXERBZALFE.

7. % RmEM. RIBERAZEERSGEAHBEIL. EMWFRIAYE “RER RER (ASuRE
&1 “RIERT REERR) . FHEEARRSETHRIESFYG, SFBERRTRXTRER.
ERN. EHEREREMRIESFESY. BENENATHEEARBS ZIERES Y, FRKE
ITIE LT AT I A PR A T XURE -

8. AEMRSI. AEMEFRAT, EEMZEEIET, TRERN (BHFEIX) . SRSHMEIE, K
FEREREXR (FINMEMERIKRITAH) SUEARBEHIN, BN FEFEBZMRE, SFEE
BRI E BE AR TTAERERMAE MEAERRIER. BE. 5%, MHESRRERE (&8
FELRRTEERK. FL. HENRNSHEFRE, EMEMAEEELRESRRL £
MigREMARSE, AERBECWSMAERERF AR, BRI,
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9. FZIBRYMMRE. BLRERIBATEERN, ERLLRFES SHIFA —8R93 5. B8R,
TEESH A RAEXSFUSAF], FREWEZEA. B2, EET LIANEN, BRATKKEBSH
WAz, TMERAREAEMKREE, REERE, MEERZEMEEBRIMMIE B
EHERBERBEARINEZEMER, BENEELRE. A HMPHRIPERZIRNE.

FERFHLER

* rimraf *
ISC ¥ A[IE
FRILERA (c) Isaac Z. Schlueter FISTkE

FrUb 7 AT H ] S B oR/sin AR RR, B2 AT sl A h i a5 BB
RO I AA VR R] 75 ]

AHA <R R, AFE NSRBI R, AR G RS A (0 B A TR s 4H

ko EEFBERT, EEHTHEER. BEIFEREMSBAETAMER. BX. @ESUERME
MERR, TRERAGE. FRFIEMEEEMH S ARG ERATEREEX.

* yuid *
FRAYETA (c) 2010-2012 Robert Kieffer

MIT A - http://opensource.org/licenses/mit-license.php

* IGIEES *

FR#ER A& (c) 2016 Chris O'Hara<cohara87@gmail.com>

FIIR FIRERREFERICETE ( “RE7 ) BIAREMALRGI MO IBARRGRINR, S1F
BRRFEA. EFl. B, EFMINFILERT. &, BIFTFASEERGMEIAR, FRIFRELR
MEANRXMEMN, BIETLT &4

AR BRSPS BRI ARV ] e B A B A A ) B A sl A

FriREf “izIEH7 B AMHEMBRHETFRIE, SFRERRTFXTEHE Y. SRSERIE
R AEARIE. FEEAERT, EESRIGFE ARG EFERSREMERSH. ™~
R EZHXNEMER. REREIHMEEHMAASE, TRERHTEE. RIUTHEZHMR
E &2t .

* faT Rt *
FriEit%l OSI - MIT ¥ ATHE
http://www.opensource.org/licenses/mit-license.php

KA ER A (c) 2011 % & Bk B F1R
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PRI F RIS AR FNAE RT3 “B7 ) BIRBEM ARSI EARGAIIR, BF
BRIRFER. 8. E%. SHFHNFLH. 24, BFATHN/SHEHERGNEIER, FRIFRER
RN XA, (BAUETF AT &4

IR REOBCFS WAIAS VR AT 7 A5 A AR i A B A s B

Fridif “izfEte” RBEATHEEMATHETRIE, SFEFRTXTERLE. ERABERE
R RBIRIE. AEAERT, EESARNFFE ARG SRS ERE BRI, 7
SRS ZERMEMERE. REREIEHMTERRLSR, TIERETERE. RIUTATZHEME
ESh=ge ]l

= %%/ CDO

Bk MBIBEPMA S (CDO), &/ i AR S SAML 2.0 #rUEM S LR (1dP). £ R H
Py IGUEPEAERE T LA K F A B,

1dP I A5 F P AR E, 1P AR FF IR LE TR 7 BT S 30 AIE . 2 R S B0 iE S it T A4 ) &
WAz . CDO M il EEAE 4. SO CDO M LU P i . 1 7 8 5k i
CDO 454104 IdP FIH P 1D B £ CDO AL FIEA FH il k. 24 CDO B ILRCIiny, P 2
R BEH )

BrAEE R AL A O S s S R IERE Y, 15 S IR 2 R =8 5K . Cisco Security
Cloud Sign On {f 4 Duo M7 2 Z G M IAUE. )7 Al LUEREH SAML #1555 5% 5 Cisco Defense
Orchestrator 2%

BE S CDO, MAA%5 14 SGAE Cisco Security Cloud Sign On H I #:— /MK 7, #i /1] Duo Security K
B2 R G RUIE (MFA), JRLEFL B #E 5 G1dE CDO idk.

2019 4F 10 J] 14 H, CDO ¥ S e e M 45 ki H Cisco Security Cloud Sign On £ H &
PR P A1 Duo for MFA.

N

pab e o WSV B S TS S B IR HERE P 8 Sk CDO, A3 Cisco Security Cloud Sign On A
s, BT UGS B ORISR R % .

o« R IEAE S T CDO, )b ik I fff S 25 e 1

RAER CDO FH 7 JELE 2019 4F 10 A 14 Helz JFEIER, ESHE CDO M FIvIa a5 30
o

A8

WA CDO ML 5 2019 4F 10 H 14 HZ At CAF (L, 1S JIT# 3 Cisco Security Cloud Sign On
SRR . 430 Ui,
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#1 CDO FH P BY#IIRE R

TR P %% (CDO) ] Cisco Security Cloud Sign On /£ A & 43 3 4F2 7, I8 H Duo #H T E
SO RAE (MFA). B R CDO, #4147 Cisco Secure Sign-On HEIEM A, AEHEER Duo B E
MFA.

v 7 ZEMFA, BRI S SR A 1) — E AR B . WU 3 B B UE (—Ff MFA) J5 22
73 BER FR AR G 5% CDO I 7 S LS. 35— AN P A4 R, 5 AN %77 AR ) —
M (OTP).,

| o

BEEED REAY CDO A 2019 £ 10 B 14 HZRIFBFE, 54H 1L 2 Cisco Security Cloud Sign
On SRy , 5 30 0L Bk, MARAL.

HEETE

Z % DUO Security. FRATEBEEAETHL F 2% Duo Security N o G SRAO - 40 i) 22
%¢ Duo A 5EIN], 1 EEFH Duo MK ZR S KAESRH: ENHER

RHEIEZ . 2 IR sl s A — PR i . T OTP sk IR, B DL v 6 I b B S i)
[l D AR L o TR OR B Ve 2 I B 1 B T 3l s B 1A I D
[REEAR1E?

TE4REE GBI Cisco Security Cloud Sign On Ji ' JF L E Duo Z I S I UE , 5 56 i, X2 4
A R EE T AP ER

TR KM R HE R

TRRY, BABLEPERIEIRMN CDO X

TR AR 8 R ) A& 2411 CDO X4, & 5% https://sign-on.security.cisco.com fii, & 0] PAIEFEE 1 in) 1)
X, s CDO fE1i [ Defenseorchestrator.com I 14 CDO (EU) 511 Defenseorchestrator.eu.

T #5%| Cisco Security Cloud Sign On S 12 {127

£ 2019 4F 10 1 14 H, BRI EY A (CDO) 23471 #4545 ) Cisco Security Cloud Sign On 24 £
UHR LR, AT Duo BEAT £ K 2 3 4 Krilk (MFA). E%F CDO, @157 Cisco Secure Sign-On
HigENS, SARBER Duo BLE MFA.

CDO % MFA, e ARSI GO ALY — B AR RE . XUR 3 S 3 90E (—Fl MFA) 75 %
PRAN 53 BUDR 25 R A AR 6 5 CDO I B BLSEE . S —NRIZE P B AR, B8 AN 40 AR
[ — kP20 (OTP).
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\)

aurweszcuanss 1

iR o WL B O PR R8s S PR 728 5% CDO, W4 31| Cisco Security Cloud Sign On Al
Duo AN RS . S8 nT ARS8 Sy & .
o R IEAE P DO, i YE S T
* INREHI CDO #FZ7E 2019 £ 10 A 14 Az FEIER, S H CDO ML I &%
5530 0L, MARAL.
HEETE

TR WAEIT I Z FTAT AR 2L 3%

. ' 224 DUO Security. FRATEBUEAET-HLE22%% Duo Security N o WHER ST aife]
%4 Duo HEEM, 1EAG Duo WK ZE S UFRTE: TG

s BERES. EEFHBRAEAR—RESE. BT OTP J2SE T, Bt A& a5 i ah 5
SEI R R R L) TR ORISR B I b B ) BT Bl 1 A IE AR I ]

* BIEEHT IR R} Secure Sign-On K /' JFFL'E Duo Z K2 S IRIF. XS 4 DR, B
AP

T fa B 5 K MU HERR

HTFRHARSZMALER, CDOBERRK
R T E WRESARE  CDO,  FF HAE A 2 IEA 0 R, (H8 S0, sl a2

i

CRILEN” ORI A S R, AT RE 2 AR A EEET Cisco Security Cloud Sign On K/

FE I R HEAT B ok, T 75 B4 R B 255 ) Cisco Security Cloud Sign On JIK )7 it & Duo % K # &
PYEE 5 55 56 TUH I BT MERTY) Cisco Security Cloud Sign On Ik} o

% %2 Cisco Security Cloud Sign On {=HIE#R A& LI, BIEFXRE5N CDO

RT3 A gefl 5 CDO M ANFE I H P & A T Cisco Security Cloud Sign On JiK /o IR
BHEAR I FFH0 (TAC), LUYE CDO F1 Cisco Secure Sign-On 2 [a] (¥ /745 & o

ERREFHNPEERRY

R T % AT R IEAE 22 U S S As T ARAE I TH B2 5% . 192 T B4R 1M https:/cdo.onelogin.coms
https://cdo.onelogin.com/

fRIRT53% B3k https://sign-on.security.cisco.com.

 FRRTTE WIS AR B Cisco Secure Sign-On K/, A1 — MK )™ . AT Cisco Security
Cloud Sign On Il )" AL E Duo 2 K& G4 50k , 26 56 1L

o fRRAE R E O AR, AR S ERBE s GEED o BIRNYT A i
e (WD B BRI s (IRHIX) W CDO R
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. M Cisco Security Cloud Sign On 3= | #% /3 5% CDO

* fRRF53E W AT A FR M) https://sign-on.security.cisco.com. https:/sign-on.security.cisco.com/

M Cisco Security Cloud Sign On =% E#R /351 CDO

#1811 1E Cisco Security Cloud Sign On # il iz _F 77536 211 CDO #441l. CDO Wi 244 5 1) https://defenseorchestrator.com,

1Ml CDO (EU) Wi K48 F 1) https:/defenseorchestrator.eu
HIR2 i A S KU A bR LLE$E Duo Security X Google Authenticator, il H4 445 £ B X 5 N 5 4 B i 2%
s MREAEIAHS ECA s, WGz .
s MERBAEZAT] T Al RS Rk EhE R T
s RS TR EOA Pl s, W RS R ESER ) CDO AL .

« MAREAIAHM BRI, KR 7 g o< CDO MRS S gl AL .
PR RISk B2 M A E R ARPEAER, WS GELLZH T/, on page 46,
MR B AT I Lk I 2 AN

i
CISCO

Cisco Defense Orchestrator

Choose an account

Portals Tenants
US East Coast Boston Office
US West Coast MNew York Office

Los Angeles Office

Sign Out

EEHARPHNEREIER

IR BRI LR 4 B
IR LA bt S B

iﬂlio Tt FIRLE H N HAT A B LA PR, A R,
o P, on page 49
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CDO = #FBY 4 FORE{E

CDO RSP o6 o EA TR CDO AN SCRFRIR AR o I R PATA WA 75 W
XA RRAS BB S R SCHF . WIS AN

*5;151%\!
s nWARASCRRTEN . 33 W
o WIVEA SRR, 2 33 0T

TIE R

TR T HT 2R AR &R RE . DI B R, T 0 TR & BRI R

FITHRE PRI B
WERA =
Amazon Web BR% VPC AWS VPC i AWS il & Bl 8. AT
Al RS vEdifs &, 1S AWS SRS,
LA AE AWS ¥ & W A 3 AWS VPC, SR )5
TRk HZ A CDO.
Google =E& Google = V& (GCP) 2k GCP #5i & BT
. AR RS KNG R, 1§25
% Google Cloud XY, £
Microsoft Azure Azure I Azure ¥5H| & BT 5 Hr. AP
BRI RS PEAE S, S0 Azure SXHY .

CDO 327 LR 3 S48 ) B B AR «
* Google Chrome

* Mozilla Firefox

B B N 25 B HEFR T X

Cisco Defense Orchestrator 4371 %!
CDO B A H &, $AFThRef . MAsIvtRl, SR aI7E 3 NI N 5E k.
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B o

REBAGEOLY, B AERIINSERG, BN %, Hnr U2 AR E A 000 TR R I H AT 4 g
% 1: CDO HE47 Rt (8] =

25 A 8]

(24 1)NEFEID
A Y 09:00 UTC - 12:00 UTC
AT 09:00 UTC - 12:00 UTC
EHIH 09:00 UTC - 12:00 UTC

FESLLEY SIR], S ATRAR T LAY R R AL, OF HAUREST 23R Bs K By, thar LAY; il i%
. BEAh, A CDOMN B A 4R EEAT I 22 A

N

AR IRA T S AE A A AN AT ] CDO SRAE A B o LB I B S

AR AR I E CDO 8 A2 A5 BB KA B by AT A (e, T2 )RARAEFIT AT S S W R AL L
f iz, R IR AR AR RS N (0] B 2N
T RATHIBG KIS E TR L HE P B ) 3=

TE CDO T 1T = A4 B KBS H RO RS BT R 2 | BB ANERL P L3838 T =28 A BB K Bs 8 B
FI% . MR E A P S E A AE E L P . CDOESAER T Bon—/ Mg, s
BB P R A 1R SR8

FESIHCZE AL BRI AES TR 3 /NP ARSI, AR P BEAT OB iRe 22 W RERT 22 1 /NI o AE SORTAE
I, R TCVE VT ) 2 A B KRR B EREE, BT AT T7 1) CDO AR )

R 2 R ATRORE I E TR D SRR R (B 5

Ex B ] X

(28 11N
= 04:00 UTC - 07:00 UTC R 4B (EMEA)
= 17:00 UTC - 20:00 UTC WA -1 A (AP)
SEHADY 09:00 UTC - 12:00 UTC LN X

HRERE

Cisco Defense Orchestrator (CDO) ff & RERGAE “ W& ” T b H 2 SCRL 2 FIAN A Pl P ) 2y
Iflo 7& CDO JEHfiry, sk Ze il SHti A (g & (Settings).
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FAILE

AL hE

HPRE

BREMIEKIRER

AXER:
< WRLBCE , 235 0
* P E
s HiS il E

 JHANWE , 38

4 BAMEIR TR AR T, sSdRgE (Settings).
2 LL N CHE M CDO BE 1) 374 :
* /5%, on page 35
* XTIRIA M, 1S APL AL on page 43
 FTRMSRE, WS-
* Ja FHEE 20 SR BRI, on page 35
o BEIE RSN A BEE L, on page 36
o BRI SRAS DRI E, on page 36
* Web 4341, on page 37
* fil/" ID, on page 37

* FL/ 4 FK, on page 38

PRI CDO UL WoRili & o Ml PO AT e e F

XA, W2 APLAHE. API4HE, on page 43

JE S SO SR BRI 2 S AL BT A o B SR S SRR R, W RAT B R R

TN AH LA CEEY RRsIEkTd, S RE.
P2 R ERIETR.

zmizs [
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$®3 i ENIEKIREE (Change Request Tracking) N B

NG, BERENAE FMESD “HEU0EK” (Change Request) T H A%, JHE “HtH&E” (Change Log) & #
“HKE SR (Change Request) R 473 HL,

FEIEBRSIFARERERAR

SR SCRPR FU P B IR ORI, AR SRR SR BB E E a2 A% 7 (. HoE,
RAGJERG AT A B ek B EOR B E R SR N 07 I B BRI o ik, RSl Bk AL
FENRAEFIAST” N, DLERsxct kb,

LR IE B SR N A B, AT TR

PB4 LARE I T AR, R E (Settings).
FR2 FERIEIR
$E3 iR RRITIFARETEILFAR (Prevent Cisco support from viewing this tenant) R frI7E

BB izt & i AYED
JA e S B34 ), Defense Orchestrator 1] UL H 2% 52 HARAE B o BT AOAEATEE o, sk
ZE B R AR e I, WG BOE /R B0, RIaA RERZE .

RS AEE, WHITEL TR

P (B4 LA R RRPIRT, S RE.
P2 SEERIEDR.
$£IE3 LS A SIETIREE AL (Enable the option to auto-accept device changes) I 3 H.

BRIA It 546 i8]
SR i) 1) B K i CDO B 1) LN IR e 5 LA 1 P SE SRR o LPazB 48 2 S0 A P AR P 4 B P BT AT
B, JFH AT AR N 5

\)

Note bpt— A EiZ MK, AT LLEEE (Inventory) T M 5E4&30 (Conflict Detection) YIS o
PEIEFE

S R T T (R A I B, ST L R

F o4 BN BB RhaEd, Sl igE.
$1B2 S EMIZE (General Settings) LI .
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$IB3 BN RZEAE N B FF (Default Conflict Detection Interval) Ry 5, SRJ5 kAN A .

BRIt B shaRE rYER
DA v A BB T, it T AT S AE D5 A K RO FIRTIN (R BEAT 058 . RS, SR RATE
RIFPREGE N A g . R AsiaE, HSHE A

TR, WRILA K & HAFACFE M, WIAECDO X 25 BT i i 5 o 4 B sl 8 2% %
%o MAEERLLT ERF (Synced) RS (F M2 HZR (Conflict Detected) Bk A& R4 (Not
Synced)) , WIARSHAT TR E AV T 23 40 H Rl 28 AR A BT A 541

R B AR B 3hERE /Y% (Enable the Option to Schedule Automatic Deployments) #2551,
B A vl 7 8 8 S A ) o o

| &

Important 41 51 fif FICDO N — 5 Be s BIE LA UIRIFE, W& 2 S A8 . R A APL QU2 AN
RIFRE, W50 S MR IUAT B8, SRR A RETHRIDHT IR B3

TR HNZE AR A 3 i, W AT L R R

PB4 BN R RRgRT, N RE.
FE2 LlEMILE (General Settings) 1+
$E3 i B A B 3hEE BYIELE (Enable the option to schedule automatic deployments) ()3 .

Web 44

¥ 268 20 A TR T ol B2 1 SR SR B A 7 S A TS DR B X RAE B & (KT . 6wl
EAEBRMIWTA] . BB ASRRAS 7 SRR B EALA AT SRAE T B AR DD REA IR, 7
Wy JERECRE tro DT SIS DUE B A% Bt s AN A R i

BN IR 7. ZEAEH] Web 23T BAERER A, 15 HAT LR R

BB 4 EARER NSRS E (Settings).
S 2 S EMIZE (General Settings) L+,
$IE3 LMK S (Web Analytics) R IH B,

AP 1D
MU ID ARIRA o i R i 2P AR AR Ry pL (TAC), IS AR AR AT
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B =z

R B
TEIALP ZAREAR RIS AL o IR, L SRR R W A 75 E R DR AR S R
L (TAC), bfE B AER A H

BEIZE

RET LA F R WA 0 DU A SRR SRIBR AR B 26 B R 22 AR I I CDO Gl S . BLARIX
ST Sl TS R AL IR T AT e o, AEDFARPT A B R ASCRE FiA al IR S5 TR
XTSI K] CDO 38 0 ) S e SN 3 ST, AN B

oK F CDO [T S AR IR A RS2 oM ) B 8 o AT ORBER AP MRAE A R E 2,
AT % CDO JFAG 7532 5% W e 2 10 5 5

FELM SHIRE T, AR E (Settings) > @A E (Notification Settings).

Rixg&TIEREER

\}

Note  focpn il LATRBER IR 51 ) A (04 b S SOX S B B sl T il FI A . A7 O01RAIME R, W2 LRI
TENPN 5% T A A

T A A AR LW AN (K T B4 TAERESS 5t FalR A LU N AT AT #AF
* #R8E (Deployments) - Mt EA LTS SSH B 10S % 7% 14 S 41
* &1 (Backups) - WLEAENGE T FDM 45 HE 46
* F+2% (Upgrades) - tt#AE LG ] T- ASA AT FDM & B 4% .
* ¥ FTD B2 = - WEAEEH T H S FTD
M FMC F] CDO [ % 25 5 FEL 3 -

RERLERHER

)

Note  focphZil A7 ABARBEER 51 A (0 4 AR S SOX B B B sl T2l FIB . A QTR (5 R, 12 5 LRI
PR R I .

T 25 R A S AR BE AN 1 BT AT B % AR 5. T2 A DU M AT A 41k«
* B4 (Went offline) - b AR iE H] T L B R SRR BT 8046
* PR TE Lk (Back online) - MR A& H 115 S5 (KL P ORI T A 4%
* #ME] % 3E (Conflict detected) - ML AEIE T 5 4R SCIR I T A B4 o
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amizs

RixfE & BERRER

L IEATBRE TR S /A (04 e SE X Se i B B T3 i @A A OCPRAE R, iE SR
TEVR A R

ARG B QU5 B IE R, RN B . 13 55 00 K6 A S AR VR 0 (0 BT e AR O
Wste TR a UM AR fTRAE:

* R B FF 1A (Search started) - # R IF AU RE A1 . XIEH T2 AR R RITEER .
« #Z5E R (Search completed) - #2245 A BT84 X308 H T 57 BN R AR 2

* KM (Search failed) - 2RI W R A X0 F] TS BIHE R AT RHE R . ik A S Bk
iy, ARJEEIK.

AP
Ja T A 4R (Subscribe to receive alerts) Y)44icll,  LAURKE 5 SR IR FH P 368 55 ORI IR IS5
FEENFNER . FNBSAFFE R F2 M BR BB, SO IR R DI, A RO SR

EERD, SRS O B I (0T TR BT IR U R s HATBREE R Al
AP RT AAS IS BRI 4% H o ERRERRAE E QAN A N sl HTBEARIBCR AAS 2T L 213,

L . I T-Bhim A A o
A
Warning 4 JUSEFR A P, 1 45 N IERATIHBAT . CDO AN 23 A5 b5 S (KA P DI I L P (g -t
Hk.
& & CDO &%
‘9
s s S bR AIAEEFL T ERAER R HTE R . CDO H R AR LE 30 K M % 512 it
B o
A\

Note 47y % 1% 24K (Send Alerts When) #4) /h FIFHURI L 2 540 CDO H 7 (K38 A0 878

BB 55 8 AL

ERS I S AL 3 N H A A% N Webhook, I B4 CDO I8 K205 21 15 i b # hTHIAR » - S5 0h 20
F) RVFITIE N H%LEW;)\ Webhook 7452 Webhook URL, LAME#E CDO H i3 JH i 1 ﬁ KIEAN
{58, iEZ A CDO 415 RS-
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71 CDO & %1 /5 F AR 55 5 Bk

JA MRS BE R, DA It H8 52 1RV JE A 028 I FH B0 45K e e CDO B AT 188 75 22 I VH JE A% 2 I FH 242 i
Webhook URL, J# CDO &I CDO [1i@%0i& & (Notification Settings) T [ ) Webhook L iE
Al

CDO A 5 37 FF Cisco Webex I Slack 154 IR G5 4. AIE R LR 55 (R 2 e L 1T XAk,
AT EE R B S LA

\}

AR EBEEE (Notification Settings) UL T HH 2 5 (A8 S e e 23 SR8 B H 1 ik

Webex Teams BY1& X\ Webhook

TEA
PIR2
$IE3
IR
$IES

$IE6

PIRT
$IE8
PIE9
L0
TEN
LIE12
P13
LIE14

LIE15

FHIa Z |l

CDO i A1 /s 7EFi € 1) TAEZS B, B2 7R A FA AR B E S Las Ao 17 % Webex Teams Wi
AbPE Webhook [ 5 245 &, &S [ 1 0] JF & N 1 1#) Webex.  https://developer.webex.com/docs/api/
guides/webhooks

13 LU N LR Webex Teams 2 4F4% A\ Webhook:

FT I Webex Teams 1 [
TR DA N, RGN EIRR o SEERAFERE 7 R I 1 38 30 B 25 P B 00K vh 4T I J0RE Webex R H Lo
i AR 2= A= B $ 4% A\ Webhook .
EFEERE (Connect). IHERAESTERIEI-R 4] T OAuth FZALLL A VF R
IEPHIES (Accept). XUEI-R23 H 3l 5 n) 2 N H 1 & 0L
HEAT LA T B
* Webhook £ #K - $41 F T-Fr iRkt B S At ()3 S 44 75

o PRI - AR PR RS ] A A AT AE T Webex HIBAH . WA M ANAEAE, 50T LAAE Webex
Teams @I £ 5 22 6] J R S A C B 0T DA 735 22 )

TEEERIN. LR Webex Space JHCEIVR I (138 41 .

521}l Webhook URL.

¥4 CDO.

FEAM SRARL T, A& E (Settings) > BN E (Notification Settings).

I ERI &

s NS i

ffi N Name. ILAFRIE CDO H Rk G E RS S . BANSs tH A% K 31 CURC B 45 AT o] S
JEIF T 732 Ik B Webex 11 4 4527,

KU IR 55 1 1) Webhook URL.
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Slack B9f£ A\ Webhook [J|]

P16 il “HE” .

Slack #J1% X\ Webhook

CDO AN B A AEFRE RIAE T, Sy RN HEPErR ) I Aiflas Ao 2K Slack W14k 2% A\ Webhook
FITEAIME B, 20 Slack N H]. https:/api.slack.com/tutorials/slack-apps-hello-world

1 FH LN TP Ao Slack 4% N\ Webhook:

L1 BN Slack Pk .
P2 T, RS BRI R IR o
$®3 e H S ZRAE N Webhook 4k Fi% N ] . PRI,
HEA WAL Slack TAEZS TR MR HE B3, DULDAZI [ AL 2R R4 B 03 6 o, RS0 B A I B I P o I SR
FlE . MATEN R, SREIEPRATIE K.
HS LA AL N Webhook N T, Jil#r Slack ¥ & WU, 4R JmLEF45 5T Webhook 73 11 £ T 4E451A] .
HE6 3] T S AP B P R CDO %N Slack i . EHHEAN (Authorize). 1 478 S5 43 5K i I 85 JT
URTUTH, 755k Slack JEAEZC AR TAEZS M ARREI T o AR Rk £ B e CTAEAS M), SRRl S
N SRR E A e ENR. > A N Webhook LAFT TFIN ] A S UMD, AR5 ML TR Pk Fld & . X4
FIH I TAES b s H T S BT o S RS A B AN 0 TG o A5 I T4 2 1) 44 Bk LA G 4
BIREE,
PIET  “Slack BEE " TS84T n) B (TG E VIR #8315 1] Webhook URL.
$IE8 XA CDO.
HI9 LM SRR, SRR E (Settings) > BE1I%E (Notification Settings).
P10 RFRSEN.
FEN Sl OIS %4
P12 Hi N Name. ILAFRAE CDO HB7R ok CRCE RS AR BIAN S AT e 38 O c 3 AR 25 TR A A o
HIB13 BT RS IFIERE Slack 1E MRS AL.
PG K RSS2 1) Webhook URL.
FES Al “HE
B E X B X\ Webhook
FFIEZ Al
CDO A2k H E XA B kg o AR kA il A 5 SORF N ], CDO 23 ki JSON i
£

/Bho

A J5 FAE N\ Webhook F17E it Webhook URL (115 8., 5 Z RS U . 3K75 Webhook URL
Jii, W LU R A H Webhook:
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| EEESRETE

P NIRRT 52 SUIRSS B ] A2 e 52 ) Webhook URL.
'ﬂﬂzzz HxX % CDO,
23 MUY, mig E (Settings) > BN E (Notification Settings) .
a/HarA RIS 0
FIRS SlEon S
FE6 fii N\ Name. BAFRAE CDO H Won ol CRCE RS R RG. E AN LR K 3 CRC B S5 FATAT A
PR RETT T hrsic IFk e A e S IR gs 288
IR 8 KL MIRST - ) Webhook URL.
PRI il “HiE” S

HEICRIKE
R F e B B BB R A 0 e, T, I i e LR 2 e
B L S

M ERRLERIER TEL MR L 12 > HAREI T H &Lk,
T3 T LU I BE R SRS A7 i 2 ] o

1% SAML B 5% % 5 Cisco Defense Orchestrator &£ 5

DR A %% (CDO) ] Cisco Secure Sign-On £ 5 SAML B 5 5 5% Sy $2 it i (Idp), FH1EH
Duo Security #4172 [N & G454 (MFA). X5E CDO {15 1% 5 43 56 UE J7 1%

O, WA 7206 F O SAML B U5 Sk 1dP fif )7 5 CDO S,  HLBARATTIY TdP SCHF

SAML 2.0 F1 S i & HEFR 77 IR B I AR WERE . ] Lho

ZLRE H O SAML fif# v 7 25 CDO 4E 8, B2 RS2 N QI 2. AU, 1520
(A Cisco Security Cloud Sign On 25 = 5 S $E R P45 e/ ) -

[ ]

Attention {32 557 FF S, A A 5 3R 4R F 342 5K (Manually Select A Technology), #A /i 4%

SecureX - EFRFEIR (SecureX - Sign-on and Administration), LUE 5 E A ) F1BAEE &

S #1 SSO UEP

RIS PR (IdP) % 5 SecureX SSO £ G ER TAC SZFFZE B IR metadata.xml]
. FREZER, ES AR} SecureX &5t 8 — 7 G FE FEAE G «
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)

AR CUESRASSRREREGIN, WO RO RIE R F SRR, RS SecureX - B RIETE, LUE
R AR IR (1 A BA

PR IBRRD W 5 S 0 3R (1dP) H#% 5 CDO %%, 11 CDO TAC A8 S FrifisRk, JE4
fit metadata.xml 31

)

ER RAIRAEIUENS 1dP 5 SecureX SSO K, AN E HEAK 5 CDO 41k

APl % fi
TR N GAEEAT CDO REST APT i FiIN$ /] CDO API 4, A%54E REST API #ZAUR K 14 A AP
A, WA RERT) . AP 2R KM Uil AR, Aoy R, T AT AR e AT
AT LA CDO 2R B APT Ao X84 A AE A UG SERIAT L, JF HURE Wi ” Ui T
FIIPRES . WRELE CDO 4TI 7 — /N ot IR P 2 E Mk E (General Settings) BT, Ji% 4
AT, EARE] R H A R
AR AT DO R ERL QI8 H SRR — MNP AR S AP A . ARk E Tk
JALORE, ANBEH T AR PR AL
APl < h# 483 FA 7 BR
A§§%EamNWwé%UWDOET%%%JWT%%%ﬁ%E%%E,%%ﬁnmewé%
fai e
CDO API & A i LU — 41 A W] -
*id - /8 uid
* parentld - #1) uid
* ver - APIRIRA (WIIRIRA A 0, #1401 cdo_jwt_sig_pub_key.0)
*ATH - A s scti TR (T
* client_id - "api-client"
* jti - 24 1D
THEETE
4 R APl £ 2

FHE ELAME SR, A& & (Settings) > B Hi&E (General Settings).
P2 ARMARp, SdAm APT AR,
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IR 3 AR Al A 3 BRI 1) B R Sk, R W DR A A 2 A 0 B

AT API S48

API AR (HE, R ER. HEIBIR AT A AN e e, ] DUOE £ R8T
H API A

S LM ST, At & (Settings) > B Hi&E (General Settings).
P2 £ “FTIIAH” (My Tokens) 1, 424 (Renew). CDO & E B 14 .
IR 3 AR Al GE b UBE L () B S, KB A MR LA

54 APl S pa

H fELAM SR, Al &8 (Settings) > B #I&E (General Settings).
FIE2 4 “TRIIA” (My Tokens) 11, siihii$H (Revoke). CDO Kifif iy 4t

S REEFKA S EREEDEFAFIERZERNXR

PEF AR E A (CDO), %) 7 EE A5 & SAML 2.0 #AE) B $ L7 (1dP). £ R 5
IR AR P LA CDO W Al sk o IdP K AL B P I AEIE,  1dP AR IX S AR LR H gk AT
SR, 2 KE G RuER gt TSN S 75 . CDOH ek FEAEH A HHOURK
CDO L/ LU P it . 1 83k, CDO 42238044 1dP (1911 1D WS £ CDO 1) ff 3L
HHF 5. 2 CDO B VLECIR, PR sk BHE AL

BRAR AN B O U R SR, A G B bR DRl e 2 = 5 3. Cisco Security
Cloud Sign On i [f] Duo #1472 K& S5k, 27 ] LERK SAML H i % 5% 5 Cisco Defense
Orchestrator ££ 1%

ERIIERIE
DL 2 IdP K 7 anfal 5 CDO I Fd 55638 H LU 5% CDO H /- iR fai Ak 1 B

TR APl SRk 20555 SAML 2.0 PRt S LR (IdP) (414 Cisco Security Cloud Sign On
(https://sign-on.security.cisco.com)) iR i1l CDO, AT & 450 AIE

B2 1dP R P EEAER SAML Wi, 117 WosH P el LUF I iR, 4437 https:/defenseorchestrator.com B
https://defenseorchestrator.eu Z¥ https://www.apj.cdo [1J#li.cisco.com/. https://defenseorchestrator.com/
https://defenseorchestrator.eu/https://www.apj.cdo.cisco.com/

PFPR3 CDO Kiik SAML W5, SO 7 44 0 F 2l HAH ) rp B R 52 T P A0 R e %
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tzemmax |

« WA AE CDO EREAFLT EATHdsk, W CDO 23l F 452 T e RL 1 Vs AR, I B (¥ A (ke
SE T AATTAT DASRAT (R 44

* WEARAAEZ AT EA PGS, W CDO 2 [ 283 B 4y S UE I P s al (A A T FE RO AR 13 . P
F IRV AL o IR E AL B CRE T ARATTH] EARAT 1At
* WIR CDO BCA K21 5 3 Ak (K AT Wit IR ERG T ads, W) CDO 2 o — AN o, ik Al
2 THFA % CDO (3 245 R sk e el i
£ CDO A il sk AN SAE IdP FPEIEEIK )™, & 1dP AT K AN fE CDO I id .

[FAE, MR 1dP _ERK 7 IEA R TN CDO H MR - il sks (H2, WA 1dP K™, TG CDO %)
P AT S0 50 0E . #HER CDOH FHd sk AN Bk E B MR 1dP K s (H)E, WREAE CDOR Fid%, &l 8
ISAE R Rk Vi e CDO AL .

It ZRA R & X

{$ F8 Cisco Security Cloud Sign On B9%

X1 CDO [ Cisco Security Cloud Sign On S (R P 1)%% P, B4 i 53 v] IAE CDO Hi
Al JFHA P BLE CDO BATH N . Wil PiANH - 44 8RS, JF HH P CIE#E T 5 4 56
iE, WA RTELE SR CDO.

WG B A B A P Vi e CDO,  AATT A FE IMER CDO T T Al sk B AT . Cisco Security
Cloud Sign On K/ 3R AFAE, WIS B AR ZL ST ', AbATT T LA 5 Cisco Security Cloud
Sign On AH[F (1 FH ) 44 G HT i) CDO il 3k .

R Pl B T SR FA T AR S0 (TAC) 1) CDO )8, % al LA TAC T RG] 2 ]
e, DUEAATT AT DO AR I ) 2 4R 55 B,
HEECHEMNMREREFNER

X8 SAML H. £ % 5% 5 Cisco Defense Orchestrator £, B4R PA¥E ) & 3 $2 (L2 70K 7 T CDO
FH . X6 AT LLAE CDO FR BRI BB O BRI S R P ad sk

G RAATFR ZERE L P U5 CDO, AT AT LAHER 1dP ik P A1/sk CDO F Al %,
I FABAT T R TAC M5B, AT LA TAC TARIM A 2 B Hs £ 00 S S AR e ik 1
1 CDO H Fids%. #RJA, TAC LI RER U2 i CDO fiLF, #HTHE, JEm r#idifE S
FOEEL,

BRITERSIRES

R AT RS HRAL T (MSP) 4] CDO ) Cisco Security Cloud Sign On IdP, WA Tr] LLH 47
W} Cisco Security Cloud Sign On, AtbAITf %/~ ] LLE CDO O HAIEEH Fidsk, BUE MSP n] DL 2
BT . 48R, &P AT DR BRI 58 A I BR MSP il sk .

AXERM
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B ==zmr0p

« M B
o SRR AN % P TP

BEZHERAITH
CDO S [ 1P WK 2 B F1 AL AT A 015 B RS AL 11 B ks
# AP IARPERA .

N

Note YELAL/S 1/, BAT LIS ZA KB INALS, JF S AR P B3 . BRENZH T
Gt AR ATAT AL S EAT AT B

HETE

LRI AAE BRI R B R ZhRer al . BN R FHZ AL TS, W R TAC 3828 S FF
WiRe MRUSCRRE SRR G, T B R “HYE R (Super Admin) A €4 kAl LA
BRI

TATHEUEE I Web 3 305 BREATFI Cookie,  LLIE S 1] fig AR IR BE L0 Yo 25 AH O il L

RPN
(YR D A
M iﬁ%

SBORBERAEA BN T AL B AT e DS BB R T B R A A
BTl & DA IR BATEOE A Bkt Wb D)X, i 45

SR TR, VPR RS R AR R A B E M. = B “ AnyConnect
REVT IR VPN Ah, BRI R e P A Bt k. 2RI B € 3R, CDO /a4
NIRE S CDO BHEAE IR

o o] DAl vt LAE A U AR L PRI S

s AT © TP RS HONIE S BRI (esv) SO AR ST B A0 AT 1 4% o L R
TRV NG BT HHE, CDO A2 BN csv 3CIF, Herh QIR SO
SAEAFR AL H IR

s WHBENE TN CDO P B & . ZH P RIVERIRE (Manage devices) 4t
e, PRGE B CDO AL Bk . W BRI B, IF Hazdr 511760 T R —
DI, BORAER A FR B W R B UL BRSO R AN R B A
AT AR AR 20 2 (168 0 PR B SRR IR
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wrapsmazasrils ]

\}

Note fyy 4% 5 4% (KAL) A T HoA X 3, SR AE % X 4k ) F T & 5% CDO (1)
Begs, R ERT FAZIX I ) CDO B I s RS, B e
BLIR7E

- MR
© BRSBTS AL
< BRI B R AL AT
s Tl ¥ AF CDO AL R T

BHEARMEZEATA

HATBYE PO A T Ln TP inA o 48] U 2/ I in A o ldn, S mT DLORERR
DI AL S I 2 S [ X I e 2 IR9R

|

Important At {3 45 K FHL P G 24 APT P, AR 1) CDO HE4T 5 43 B8 AIE ) APT 4

\}

Note  fp LBl 2 AR VR INEN TR, 45 AEANAEL S A2 i APT 4 MEOT A ORIV B SCASCA . SRS, f]
CURFA R AL AN IR D 10 5 R AR DI AL DA e o

PR AN RS, g E (Settings) > E#MIZE (General Settings) > F Y2 h# (My Tokens).
FE2 Sl APL AR, RIGEHIT.
W3 R, RE sGERL ETR .

SRR A A MRS AL F
TR KGR, RJA i fRAr
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B rsrapnsmpEs

MNE AT A HIERHE A

TR LRI, A il IR .
PER2 gl A MR AT IR ER B AR, BB P AR o
T3 miliiER (Remove). RIS e AT R«

EEEAITFIEE

YIHFE P

Cisco Defense Orchestrator ( Defense Orchestrator ) ff#SREUS4F “WHE” T FHEXZ M1 M
A NH PP e Ty . A2 R A e s, Vi IR E (Settings) LTI

BERRE

¥ 268 20 M AR i el B2 e SRR I B A 7 S A RS DU B . X RAE R & (K Ui 76 iU
FAEBR MW TA] . SUSERSRRAS . 77 SR ARAS . B EALA AT SRAS ST ) AR DD REAE ARG, 3
Wy SERSCRt  tro P AT SIS DURR I B A% Bt s AN & AR R s

BRI 2% b BEAE ] Web 0 AT BAER K G L, 3BT DL IR
1. fE CDO it , sidi =S Hia iR E (Settings).

2. il General Settings.

3. A MRS AT (Web Analytics) R H.

RARER

10T LLAE F P38 (User Management) b & G S5 287 117 BRI BT A F P id k. B8nT LA N
YA o BR A P . A ORVEANE L, S S B,

WEREA ZA T AL, W LA R )7 slAi ) 2 el Y3, e #5484 CDO.

B EZHMP TP b, A BRI PR
$IE2 Ld 1A A (Switch tenant).
YB3 EPEAFM ) EHS .
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ersnms [

BR} BT ) 4%

MRS g — I R I = 55 o LSRRI Z8 I, e 55 Rz 2 R S 2 il
CAAE S AL AT D5 SRS R . Bn i@ MR A FhpLH], A BB FAOEE, IF gttt
(A 2R I A 2 R A B, AT RS A R34

o RN AR W 45 o ar HR St i ORI ARAE I DI fE

o JERNEE 0™ i B AR B SRR IR S5 A A%

o 5 O RE RIS BATTAR ™ i o
BEROR I IR AR YE % 2 a1, TSRS SR I 4 o MR A, AT DU SRR )
M2 BLE .

)

i o XFF BV PER, F T e R B e o T B B SRR A B
* CDO AN BB RL T M2 BEE o T iy S Be 48 B A Y F7 o A 24 00 e R A5 JEL

2SR BRI M 4%

TEVIG RE W E W, RGP AT M 2 ERVE Rei - 388 . i R IE R A 90 RIIVE
fSVFRTUE, AZAE VA I S R AT E M e & o BN &, A R RE P HE A (FE “ AT RE
VFRl” OO D Ve RS, BCE I A M A P CDOMEA T M

M AT, S E RN 7 2 1) B A5 3 RV vl IR o VRS a8 v M O F AT el m 3B 7 Pl .
fan] DLIE sk 28 SRR RS D X 28 B I DG PR % 42, (R eI By KO T 46 B s UL 2RI dbik i, 4%
H BRI ReR W T & 5 2 iEs . Wi A s il B sz AT B Be v il Dhge, ek 4k
SLIEHIEIT. ARIEAGER, WS (Firepower W& HIA L ERM ) (6.4.0 EHE BRA) RS
o R B CEE 22 DSV 5 E) | 2 S i1

AN )
HREHE

7E CDO H Gt B g F F id sk 2 1, V8 B i B S AR P i -5 SRS AR B 5 FH i s 2 [R) 1 %
ZAULT RS 332 R (1dP) K 5 Pl sk RS H 7 3. CDO 7 /7 2 CDO d s FIAH Y () 1dP ik
P IXFEAATI A REIE L & 0 B E FE VG [ 4517 CDO R

BrAEE A A R 1P, 15 W B 428 S 2 BTE CDO FLP I S 32 (R o AL LA 4y
BB s A SRR 22 4 8 S A b S 4R ERE Y o

AT LIER P& (User Management) 45 A& G 5B HAL A RERIGBTA FH P id . IXELRG IR 5
TR P I DA v S Rr 0t SR AT AT SO RS2 FF T RE I o
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B zessommpepsmries

EESE

HIFE P REXBI A Fig X

BB 4 BMK) ST Fhiygd, S gE.
$E2 NHHAPERE.

@ SETTINGS

User Management Email Last Login Token Roles

e

o~ example_tenant

net-ops@examgle.com

User Management

7iz3f208

sec-ops@example.com B Admin
superadmin@example.com 8/30/2018 Super Adrmin
hereZhelp@cisco.com 8/20/2018 Read Only
net-ops@example.com Slnianb Admin

LTSRS N VT R, TSR “HWBEE” T RCE A IR R BEE , 3 35
g

A

FA P& B Active Directory 22

X T ORE T B e R AL, AT LK CDO Wi 21 Active Directory (AD) 41, AN &4 AH]
FIURINEICDO,  LME SR AA A B - SR AN 8o AR TR0 (9 anvas oo FH P S
HHFD DA PAE Active Directory 52K, TIAFF 75 EAE CDO F15E /K

B BYAEH R P A, AREN “CH P EE” ORI, ik AD 41, H R 1EANE
KB VS B TRS R4 R P A
“Active Directory A~ £ £

& & (Settings) T “H )& HL” (User Management) #54> FLA 24 Hi L4} 1) CDO ) Active Directory
ML R, BREEE, o iEs AD BT R AD 41t

AD 4 A\ )P ARLAE Active Directory Groups 1ZE3i < 58 Users $EIH - Fh f i 41) HY .

“EHRZAE” EIF

“PEE” (Settings) T “H 4 EL” (User Management) #8406 — N T 8 4% HERZET . tbHr
T4 s U 17 CDO AL (R I 7 (R B g 8 skt ), DSCREAN F P FE E OB S I f . XA
A 8 AD 4185k o
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et ]

ZHREAR
YE25 CDO ' IAM Dh eIy e, M OAE R LIS 2 Mt

—ANHP LR T AD FIEZAA, JF BAANLAT LLAE CDO A SCAAIF ) CDO ffitt . H P {E
S SRAT I B AR H 7 BT & 1 CDO H o W TAT AD LA e il . o, st P g+
WIS AD 4L, FIX PANLES LSS A 1 6 (Ol g A 48 nE) cpo v, % 7
W [ I AT AR BN G B RURR o J38 AT B AR £ £

AD W K AE CDO g 30—k, ARGl AEARIA 2 1. MEReAzsh 1, BIRT{E AD
SIS AU Te) A PR A 2L

\)

ER WU P BRSO R LT B AD ALK E RS, WSS I P A K B AD 41
P it

EETE
1K AD ZHWLSHE 0 F P 8 B A I E) CDO 2 17, #0750k AD 5 SecureX k. 41 %) AD
SRR (dP) MRS, W DAZIPAT LA 44 «
1. AR TAC $RA2 I FF M), IFiE R DU E BT H 2 X AD 1dP 4£ )k

https://mycase.cloudapps.cisco.com/case
* 119 CDO L A FR AT X K
o B SCHE X H I (B @cisco.com. @myenterprise.com)
* XML A& A UL AR Te s -
2. {5 AD " INLAR HE X SAML Al TR, XEEX S KNG,

* SamlADUserGrouplds - )& ik H 7 7E AD _ERIFTA 4%, #ilhn, 76 Azure HHIEFE + 7%
DA SO O TR
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| TR

1: Active Directory " 7E X B B E X FE B

— Microsoft Azure £ Search resaurces, senvices,

Home * Cisco-COO-Dey > Enterprise applications > securex-okta-o > SAML-based Sign-on *

Attributes & Claims

—+ Add new claim  —+ Add a group daim == Columns 5 Got feedback?

Required claim
Claim name Walue

Unigue User Identifier (Narme 10 user.userprincipalname [nameaid-for.. ***

Additional claims

Clairm narme Value

httpe/fschemas xmiscap.org s/ 200505/ identity/claims/emailaddress user.mail LA 4]

httpe/fschemas xmiscap.ongfws/ 200505/ identity/claims/givenname user.givenname e

http/fschemas xmiscap.ongfws/ 200505 identity/claims/name user.userprincipalnamea sixe

http/fschemas xmiscapoorg s/ 200505 identity/claims/surmame UsEr.SUMame =i
[ SamlADUserGrouplds | UsEr.groups 5
| samiscurceidpissuer | “hitps://sts windows.net/1e491488-.. ***

* SamlSourceldplssuer - U@ PEME—AriH AD Sl 140, 76 Azure "PIEFE + A MAIHI%, SR
JRIREN A Azure AD BRIRF, U1 T 5E A TR -
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[& 2: #% % Azure Active Directory FRiRFF

= Microsoft Azure

Home » Cico-CD0-Dey » Enterprise applications

securex-stage | SAML-based Sign-on

Enberprise Applcation

RN T A A& I2AY Active Directory 28 .

23 Zagech resources, senvices, and docs 05+

FRCUNEE-FLR]E

T Uplosd metsdata file =) Chemge single sign-on mode £ Tiest this spsvication B Gt el ck®

B e I UL LAY

Rl Sipne Cptiangy
m Deployment Flan Lagaut Ud [T
Manage
1 Properties g Artributes & Claims & it
& Cwmens givanname user givanname
4. Fokes and administratars [Frevies] R bl ]

emailaddnzss T
&2 Ukars and grougs mamg LA LS RTEF Al s

z T SanmiGource dplauar Tratpesfste wind awsraty 1ed21488 . 625341 -202 103300

D Single sign-on et

SamiaDLEerraupids RILET Groups

B Provisioning

Unigque Usar ldantilie

! application progy

2 Zall-service g

A LSRR e gl e

SANIL Signing Certdficabe & edi
w Status Artie
Thumbprrt ATECETS3CSRTTT3E5 20652675 1FTORMEET1GR]
Security Expiration 11/5/2024, BA1S1 PM

% Conditicnal &ccoss

.f. Parmisiong

B Tioken ancrypian

Arthiby

F Sign-in logs u

Matification Emal
App Faderation Matadata Un

Certilicate (Basetd)
Certificaie (Rew)
Fedaration Metadala XL

| mipstegin micnsaianing camy1 e631488- 6250, [ |
E—
Dorwnioad
Deranilad

S Usage B insights

E suditiogs

Set up secunex-stage

Yeeid' e 10 configine B appleation ta Bk with Azur AD

Lagie LIRL

& Peodsioniog oo

T AOODSE MOANOWS

Lagaut LIAL

|Hlm'fﬂpginrriuuluﬁuninvwrru'1e4'§'1-133-525¢.. '.'1]
[ Frtpecpists windowe. e esa1aBs-62sa-aif 12021 [ |
| ttpoginmicrpsnfonine comy et 406- G2 5, =."||

ey slap-by-step inslrustions

I T R ETERY Active Directory 2B

PFE1 F3x CDO.

B2 foh bR CEE” Tkt Sl RE.

PR3 il BREE ®wui k.

LR 4 EPR RN Active Directory ALIEI <.

WIS WA STIRA AD A, AR AD 4. WARAWA%H,
PI6 FALLTE R

L AN L
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. RIEF T F P EIEH Active Directory £

+ S8R (Group Name) - HiL A 104 Fk . LA 5 AD O£ FRILIL. CDO A4 FHIL T BIIRETR 7
.

* APRIRTT - W) AD T3 NHARRRT o APRIRFF BN 5 € SO WEE SCH AR IRFTARIA . En gl
A ME AR VO N IRAEATEL, 140, my-f Favorite-group. 12345 %%,

* AD WUR# - Fahfii N AD 111 AD MR & 1H .
Mt - HiE L AD ARSI Mt AR, WS .
o (AR #8VE - W@ Tk AD AL AT 453

TR RE.

“wiE T A R EI2AY Active Directory B

FiaZ |l

IR, £ CDO H4i’HE AD 4 H P& BN B CDO Wife[ FR ) AD 2. 4 TCi5AE CDO H 4
i AD AL, B AD 4t AD 4L (I Py .

$E1 ¥ CDO.
P2 A4 bR CEE” TRt Sl rRE.
PR3 mith APER L.
SR EFRIERA Active Directory 4 IETIF .
LS HiC BN AD 4, ARG EE G K.
PIR6 B LU MA:
* tHZFR (Group Name) - i AME— K. CDO AN SCHFIL T B R IR F 45

« AFRIRLF - WK AD F-Bh N AR IRTT o AR IRRFIGEIN 5 [ 5 SOH B SCh AR IR A A IRl . e n DL S
YL ME bR UG R IO TAT (B, 140, my-f Favorite-group. 12345 %%.

« AD Wik #E - T-ahim A AD H 1) AD Mk & 1H.
« Mt - et AD AP B EETAE P M. ARG R, IESHBE P M.
o BVE - IS INGE T AD AR AR A5

k& B B P &2 # Active Directory 2B

$IB1 &% CDO.
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sizzmcno e [

B2 o4 bR “CEE” TRt Sl RE.
FIR3 Al BRERE wic.

PSR4 EPRTIFELA Active Directory 2L+ .
PIRS i LEMER T AD 4.

IR 6 ILEFEMER Kb

FIRT richiffig D Z MR AD 41.

£ 2 %78% CDO A

BEIELHN) CDO H P, FF B ATIX PN IIAE 5% o EAT AN B4 P AT =
« JyHtH il Cisco Security Cloud Sign On JIK /™
* T CDO H /7 441 CDO H /il s

SERIX YU TS5 )5, F ) al LA Cisco Secure Sign-On #l HiBFT I CDO. #7 ) MR FRF 22 4 8 5t 45
HITHIHFT IF CDO, on page 61

1% F P 13 Cisco Security Cloud Sign On Ji -

FH AT At IS 4761 2 Cisco Security Cloud Sign On I 7 o AATIAS T ZEA0E AbA 1K 4l 23 1ic 1) (1) AL
IR

XF%E3% CDO

JERLBH M (CDO) f# ] Cisco Security Sign On 154 S 3424727, FHH Duo HH T2 G346
iF (MFA)., E& 3 CDO, wA%1E Cisco Security Cloud Sign On HeliEM A, SAFEIEMA Duo B
& MFA.

CDO % MFA, e ARSI P GO A — B AR R . XUR R S r90E (—Fl MFA) 5%
PN B DR 22 SR DR 6 5% CDO [ FH Y S 08k R — AR 3R T B NG, 38 AN 4l AR Ak
(1 — kP20 (OTP).

| o

Important 4 R4 4g CDO FA A 7E 2019 4F 10 A 14 HZAIFE 24, 15 1H i % Cisco Security Cloud Sign
On SRR, on page 30 B i, MAEA L.

% %= DUO Security. FATEIUELET-HL 12224 Duo Security W o 1 A4 fa] 22
%¢ Duo HEEIN, 157G Duo WK ZE B iFfam: FMHER.
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. £1l72 £ 89 Cisco Security Cloud Sign On i A 3B & Duo % EE ST

RHEIE . S B s B — X M8 5. i T OTP 2L T IR, B UGS 026 I Aol b5 S
[l A AR B o TR OR SR e 6 I B 1 3 T 3l e B A A I D

£1) 2 £ #Y Cisco Security Cloud Sign On M A 3B & Duo £ EZE S 183F
WIS S TAERAE D N VUE . TH B 5 T DU D 3R .

$IE1 SEMETRY Cisco Security Cloud Sign On A
a. Y3 https://sign-on.security.cisco.com.

b. fE “¥” BRI, sadiEm.

Security Cloud Sign On

Formerly known as SecureX Sign On

Email

Don't have an account? Sign up now

Or

Other login options

c. G “QUEMKk " (Create Account) X 1iAEH 7 B .
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#1724 Cisco Security Cloud Sign On ¢ A F-BL & Duo % F XS4 IE .

Account Sign Up

Provide following information to create enterprise account.

Back to login page

Email *

First name *

Last name *

Country *
Please select *

Password *

Confirm Password *

[] 1 agree to the End User License Agreement and Privacy Statement.

Cancel

FATA AR T LU o

o EFERF (Email) - Fr N I8 5 208 H 8 5% CDO KRG bk .

« B45 (Password) - % N 5R 35l .

d. fEfs i eI M A (Create Account) 2 J5 .

Cisco 2K 36 UE WL M4 A ik B E M s bk o FTIFHFIEA:, AR )5 s BEEM P (Activate Account).

$IE2 £H Duo IREX AR SFHIHIIE
FATHEWAEBCE 2 N3 S I uE A 3t % .

a. {88 % EZESMINIE (Set up multi-factor authentication) %, fidific & B % (Configure factor).
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. PIEE#AY Cisco Security Cloud Sign On [/ 3+-E2 & Duo % FE S I0E

b. midiFFIaIRE (Start setup) , LML ANESERE D e, RJAIIERAS 2 B I K T ACR -

ARVEMFEE, S0 Duo MHAZE S M IRUESRR : EMHER . WEREH B EEZA Duo N, Szt
M R AGIS . Duo SCRE— A B2 AR .

c. {EIn LRI, MiHEgER.
d. IR Z B 56 IE 5% Cisco Security Cloud Sign On.

P33 (AL 1% Google HHA I IE RS 1% E 4 Min S5 10 UE=S
a. EFE L Google Authenticator Bt X HIFE B %, RFNLET—.

b. F&l e Frh 4781 E Google Authenticator,

FR4 EERRTE2ERMA R RE LD
a. EFERE HAE S LMEH] SMS FEE K .
b. kLG,

c. MtIEmKA. MALE, BEFEIAS CDO N E B Cisco Security Sign-On #Hilk . #&i4 m] LA 21 HoAth b H
KlHk,
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£1l 72 £ 89 Cisco Security Cloud Sign On i A 3B & Duo % EFE ST .

Tip
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. PIEE#AY Cisco Security Cloud Sign On [/ 3+-E2 & Duo % FE S I0E

ST LA AR -t 3 Pl Bl LA S22 S S W IR MUy EAT HE Py, 0SB 10 0 P B 3 1 O F i i 44 8 000
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s cno maatizceo Aaies [l

{&£ %1y CDO A P& €3 CDO A Fic %

A RAT “HE B 67 BRI CDO M A fRgf)d CDO Hl ik . EZUE BBV AEH] ik el &
H) CDO R R4 (E55 PR & MAR [R] IS AT ik G el Y id ko

A BU R R A R ATE 2 P A i ek

P11 %5 CDO.
YR 2 4 EARER Ny, & E (Settings).
$123 AR EE (User Management) 11 .

PR sl n T il s CREBT S I B .
TS LU Ik

Note FH P I HBAS Hadil 4250 5 Cisco Secure Log-On WK ™ (TR FE Mk AH XY o

PRR6 M NhS s s i) RN E R 2 b e A
BRT mEHE (OK).

PR NER = 28 FRIZHEHRFTFH CDO

IR 1 1k Cisco Secure Sign-On 2 Hil# I fiiiid& 4% CDO #illi. CDO RN 244 %53 [n) https://defenseorchestrator.com, fij
CDO (EV) #5265 #5 5 v https://defenseorchestrator.eu.

IR 2 i ok B I AIE 23180k L% $E Duo Security 5% Google Authenticator, 2 B 748 £ 15 B IX 5 4> 43 I IE 25
s WREAEBE S BRI, RS AL
CWMREHEZAT LRI, BRI EER T
o WA T EOAE T A, WK e IR B BEE R CDO R
 AREAEIA L BT Pl KRS TR ¢ CDO MRS BB R
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K ESEE R AR AT B
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B H BT Z)H SIS T

o VRT3 8 )2 A T

* 7F Snort 2 Fl Snort 3 A Z M1 F 5 )4k .
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« IS ) OOB Change ¥ &
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* BRI
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D AN BESRAT BL T 54 -
* {£ Snort 2 Fl Snort 3 JRAZ [A1F- 5 ) .
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MMt .
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* 7£ CDO g 320, BOF AU BRAT AT 0 S Bl sk mg,  FHRC BT E .
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o FR BRI JEAT A UTTHI TN 2 o
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Note 1t SR FEZE YL b1 v] LB CDO I idsr, (HAZ I il sk H A P B A il A N 25 T
T A SRR PR 7 o BRAEE A A AR USSR S PR R, S
SRR BR 2 e m B . H P L EATHE M Cisco Security Cloud Sign On i ;A R 1E4IE
B, EZHF CDO L 445 % 5%, on page 30,

* 7£ CDO Ol SRR, SOBTATIER A0 G ssens, I e E AT i
=N E

* &% CDO H [RAEAu] U A A BEE

o PR AN YEAEAT DTIHITR N 7

o HACBRILE, AFEESHE, JFERE VPN U .

© B RATA U _ERAEAT R BN B REANE

ARG MDETRURGY B O APT 2R A SRR R A B AT AT A
o AT TR SR G, IFATELE .

EXARPAemIER

s kA P At WA A SR OCEH P 0] DU e BN - Il %

WL HEE Pt ETLUESH Pidsk. PR aaEa e <P g7 Zrh i e sl

HRVEAME R, WA E R 7 3, on page 49

T R R P 5 A e S O Pl sk e WERIETIAH A BE 51, 51K & Defense Orchestrator
X FF. CDO &/ Wil it TAC A8 S RFIG =K

MRRPAeRIERFIEER

CDO )" 2 CDO AN (1 TdP WK™, DUEARATT AT AT B34 96k -5 i 45 1K) CDO L™ o i
FEF 2315 Cisco Security Cloud Sign On G ' 1) CDO H Fidsk, A2 ik . an il i
1t Cisco Security Cloud Sign On &AM, In] BUIE i T/ 3 https:/sign-on.security.cisco.com Jf £
&R (Sign up) BEFECHE “yEM” Sk BATEM .

)

Note {27t CDO L HAT YT L0 (o My (4 REIAAT BLAE 5
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Note HARNEICE BT LA CDO il %, (M Pl K IHA R PSP i e s . 1k
W HAM P S 3 EERE P K P o BRIEE AN B O s s S PR T, 50 S
PR e R e k. H P AT LLE AT M Cisco Secure Sign-On K s A X TEAN{E R, TE S HT
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EIZ{X API FH P

S
L2

B3

$IE4
HIES

SIE6

%% CDO.
FEAT LA R R RS, midh RE
i RPETE IR,

ST N Fe s KB R A I EAL
EFX API F§ A (AP1 Only User) & iEHE,
ERRZZEY, WANHPER, RESHRE.

BEEFER I BARGEMHBIEAE ‘@7 T, N “ @yourtenant” JEEUK A S INEI A
MRS GE S (0 SERHS A B I s rh i T A
M E .

st PSR &R,
FEFTHIAL APL T SR8, sl A APL SR8 LA APL 4.
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T B AT B O A (A RERAT IR S5 . A OB I O3 S 25 26 ok ¥ CDO L f €,
FEHAOE SR, 28 BRI IL TR ER . P FRGs)n, AITR A A .

\}

Note {27t CDO I BAT MG L 0L (o ffy (4 REIAAT BEAE 5

A\

Caution 57 0 ] i 3k 1 s COK M 5 T P A RORIE K APT A CISRAT) o APT 4, on page 43 1) ff1 4
HEUE, HT AU GHT R APL A

WERHFfA®
A\

Note Jpit CDO Hij" o8, JF HOZUE B A E i/ e, U H Pl S o EpT s, sl ok
e

LGRS e A, WERAT B R R

P11 5k CDO.

P2 4 BAR CEFE” FhglRd, S gE.

PR3 s ARER L0k,

LA LGP AT R g E bR .

WIS M A7 (Role) Ty B rbadh £ HT - IR RS A b i 25 1R P A £

W6 WA sk R 5 7 O APT AR, AR AN LS O P ) A T IR APT 4
ST Aidv.

FIR8 WIIR CDO MIER 17 APL R, THIBCARA ™, DUEAATA LLEEHY APL 2R

MR R eSS

kR CDO ] Frd sk 2 iR 7 id sk 55 Cisco Security Cloud Sign On K 7 (S, AT B 1F e Hk
H P35k CDO. MHIBRH gy, tosMiBe 5% P ad sk R APT A0 (Al ) o Mlkx CDO
FR ] P sk ARSI Cisco Security Cloud Sign On H [ /7 1dP K .
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Note {xFH27E CDO L HAT YL 0L (Sl (A REIAAT BEAE 5

MER A Pic %

FUMER e XA ta, SRR

P11 Tk CDO,

P®2 T4 LAMER SRS, SEHRE (Settings).
£ 3 Lidi A PEIE (User Management) 217 .

WA SEHEMERE R BTEAT SR AR @

PS5 MHE (OK).

W6 s, HHIAEEHL T HERIK

— == = kS rarlay \
SRR AIEEEFR O MATE
M CDO [ F AT I A A RB K854 B R N DU
FHiE TEFRRSS (Tools & Services) > Bh A iEE IR AL (Firewall Management Center).

‘&t Defense Orchestrator Firewall Management Center

>| Firewall Management Center

Hostname

Name Devices Status Last Heartbeat
Actions

Firewall Management Center 82 Active 11:09:55 03/28/2023
© Check For Changes

& Deployment
@® Updates

= Workflows
© APIExplorer

Management

& Devices
@ Policies
@ Objects
< NAT

%€ Tools & Services ) Settings

% Configuration

= SmartLicenses
& AMP Management

“Bl SRR B L IR R B R R
© WERE AL _ERATEE 2T KR B Ry, 3 AT 1K FMC.

o AT IR KRB B R0 |28 ) Secure Firewall Threat Defense % 5 H

& Firewall Management Center &
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FEDUIAIVEL S R, DL T DRI 30— D # A
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RGO EER. & E’Ju%ﬁéﬁwﬁkﬁ SR AR b O e TR 25 A2 A 1R BT K e
H R RS I AT A R T BB 0 73 BIBEAT IR [F

IFEAEBET - EFTFF CDO #1 R TRIB A IEE R A0 [ A

15 AT I KB B L PG B BT e g BN BRI, 4 mT AR AR ARG 150 Hh 4T T A
JV IR BCE DU, DMEAE CDO R 25 A4S R BT K A S e I]F'FPI_JHTLVE MEHER. Flan, &
FTUAE AT A K bty EEERT R, [RJ I 28 A 2 4 SR ZE Jk 1) CDO B3 H s

UEDREE T 2 MUE) 2 AT B K s B0 T (M FTAT CDO Bk . BAEBHEIR T IF = Akt
(IR It e B 11, TEERAT BA R #RAE

7£ CDO ']/ L, #%4F Ctrl (Windows) 2 Command (Mac) 141, #R o s ok AH N 1 i 2

)

AR U NRIAAE IR T IT S A AT R B ARy U .

DA A AEFTE IR AT IT = A8 A B KA B0y 1)) T ) — o< 41«
o T EFNARSS (Tools & Services) > B A IEEIE > (Firewall Management Center).
A M E R, $45 Ctrl (Windows) 5t Command (Mac) 141, 48 J& e B 5 1) i1 T T .
« IR (Objects) > Hfth FTD *t5 (Other FTD Objects).
* il CDO WA B A R IEbR, RJGE R R B AR AR .
EREE R, $4E Ctrl (Windows) Bt Command (Mac) %4, &) fidi 7 kKR,
« EPFHSHE R (Dashboard) > R1E#E4E (Quick Actions).

4% Ctrl (Windows) 2¢ Command (Mac) &4, #AJ5 rith & FTD %RE§ (Manage FTD Policies)
&I FTD 3% (Manage FTD Objects).

AR CUEYIREHT CDO M, CAEBR IR T ST ITROAR R, A2 HOB7 A B by 11O R A
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Cisco Defense Orchestrator (CDO) $2 It & FE . L, RV 2 Fr W & IR 5 O T E
https://docs.defenseorchestrator.com/Configuration_Guides/Devices and Services/Software and Hardware
Supported_by CDOTE “# /=" Wi+, &nILl:

* HI7T CDO 4 BB B & MRS
AR S BERAR ST (K E B S AERRE -
* FEFIE IR TP A O AT O B MBI . 520 A B 0T
o PG AN B AR S5 IR It o
o PR B AR G5 52 5 Al ke i) 7L
o AR HTRA N D3 BRI B B AR 6 (1 B SRS A IR DL
© AT KA P AL
o ARHLAE B AL

i
Gk
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~
~
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Pany

XET o ATAT I KA L A B O B BB A, IR W] AR A rh B K RIS

s JLAFRS R TP hk, TS HFR A BRI R B A B . RAX NG . R
MRS I 25— MY R VLRSI B MRS . SRR, 2 80 1T,

o B BRI D8 8 T HL A SR BT RRCAS . Snort fRCAS . BCERZS « JEBIRAS . phoek
UL L ARG e 2 AR AR AT I E . TS L hEas. ILEAR » 2 78

7£ CDO A B i & 1Y IP thiit

LEAE R TP Huhbs ¥ 453\ Cisco Defense Orchestrator (CDO) e, CDO £41% IP Mk 774t e H A
ek, JfAd % TP Hhhk 54815 . W R4 TP Mk &k 2B ek, & nT LR CDO A7 1) TP
Mol CLUCEC il . 7F CDO B Bk 45 1 1P M bk AS 2 50 B e 45 MO T 2

L CDO H T B AR 1 1P Mudik,  W4AAT B R RE

LS SN, S REFRS.
$1E2 A8 & (Devices) MBI LA B ¥ 4%
PRI SR ARAIETR,
Tl LI oL ygas f1 8% DhRE A FR BT 75 e 45
SR A4 GEPEIL TP Mk 345
PE/S Mg FIFMIES (Device Details) Eikg b7, sl [P Hihik 5530 1 gn 44
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Nashua Building 1
o s @,
W6 BT IP Hukik, AR5 sl A R kAR
WEAGASRKAETS, B R ERS R E BoR ORI .

*H %1%:%\:
* (EHLT Z AR B %, on page 77
o JE it R HDFNE 2] CDO, on page 76

7£ CDO A E g FRI AR

P e B BEBCRI R 2576 AT G ELAE CDO IR #l 2 3k 9 — A FR . 18 mT LU 0% 44
PR, MG S BB & A S TG

B AP, Sg & FARSS (Devices & Services).

FIE2 &% (Device) IR AL BB 4 o

BB I P LA TR WA

FIR A EIREFIFMIZSE (Device Details) G s 05, il s 44 K55 1 0 4 f 4

Nashua Building 1 7y

TR AETECPRAPIAARR, K5 mih O 2 i
BT AR, RIS N B ARSR RL Bos 2R

Sk E RS YR
A SCA WD RS e 2 IR S5 P T N 5 20 B (esv) SCF. B4z X5, BT RAfErE 73R
¥V (51140 Microsoft Excel) 4T FFiZ 30, LIt A 1550 H AT HE A & .
TR AE R B B TR e B o 8 AT U FITIE 0 # R IE TR 1 e 4% 5 VRIS R

FE 3 B RIS PR T, AR I8 & R IR R T Bon 2P S 2 S BRI
Ve AR T A B MRS, s g E B LR s T W AR S5 (1 74 R DhRE S S VA
TR E BN A

L1 75 CDO FHiF=, sSidiEE (Inventory).
PB2 Nl & EI R AR R, SOt AR ER A R A WA
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PRI AN B A AT DA IR IR R A A B, BNl 238 (ANl LOAFTA B 3 e B .
TEnT LU I IE 2% A 8 R DRe A 4R I i B

F$®4 T EHBEHIRSHE CSV (Export list to CSV):
oo oo s 0

e &) + Create Template + Onbaard

W

SIS R BN, WHRAE csv X
$IEG fE PR I csv SCHE, W4 Lt AT HE A g .

FHRFEE

KRBT B R E . A U R RR e ARG E T 2] JSON 3CA

TR AP, SdRg & FARSS (Devices & Services).
PR2 Nl & BRI, sOn AR B R A RS .
P AUl RRRAEIR.
TERT LT A L ERS A0 48R DhRe A R 7 1%
IR A PR B DMK SR H BoR .
PBS (TR, EFEFHEE.
IR 6 LEREAIA LLREAL & 5347 JSON SCAF.

B SN AR E
T LI SR AR LU AR, PR L S CDO B B B AT ORI T LU H] e fie 6]
FEFR LN A AR R R O o BT DU ek B B R g 13, ORI TE
On ) Wiki BREERE KR T Hfl URL. 0T DU 7 2R S AR I AN BRI 55 Lo RG]
DATR] I ] — i i 5 22 A B8 950K

External Links

& Search

Add External Links @
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TRANEE R v LLRIAAT A7, (R A R B 22 A ORI . B, n R A i S A
P85 BE I VPN IERSK YT H5 € URL, WXL EORMRAAAE . WRIEH) 2~ =] LS € URL, 1X£E
URL ARSI ILiE o ANSZ BRI URL R4k S A2 R o

NETE

FATE QIR {location} 2, LA LUK LG IF RIS URL o IRAZ RERFIZE B A TP Mkt Bt

https://{location}

HXER:
* 9’5 £ UL, on page 77

o FH BTSSR, on page 72
MBI & B SRS B

P AP, SHdRg & FARSS (Devices & Services).
P2 AUl & IR A, sl AR R R DA RIS R 4
P3N R A IAEIT .
PR LRI,
] U 8RS A R IhRE AR TR R

RS A MM TEAE R Gk, HR] O T

B2 LI AR

IR T /& URL FBUP A ABERN) URL. R85 224558 508010 URL, lan, 1R 3% http:/www.cisco.com.
http://www.cisco.com/

PIR8 milaly + KB B KK

€22 Z| ASDM FDM H95)ER4E B%

DU & H B CDO 419 ASA [f) FIE N 24 3 244 E HL A (ASDM) Fil FTD [f] Firepower ¥ 7% 5 B 4%
(FDM) 475

B TR, AEHEFE (Inventory).
BB2 Nl & EI R AR, Ok AR JER A R AT A
PB3 AR ARAETR.

AT LT L 9Ea% 18R ThRg AR 7% 1 4%

PB4 ERREEA .
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PSS AAMMTEAE B G R, 5E “HMEEE:” .

LIE6 MAFEE A, il ASDM FDM.

BT 7F URL B4 https:/{location} . {location} A% f- ¥ 1 78 ¥ 4 ) 1P Hbdilk.
HIE8 i+ fE.

AZMIRE IR INERHERR

B A, Sg & AR S (Devices & Services).
PB2 il ® & EICR DA R, Bl AR EIR DA RS .
PBI R A RAIET R,
TR LA Ik 825 R4 2R 1) e ke A R T 7 1R %
PB4 R RIS,
WIS EAMMTEAE Bk, B3 “HMEEE” .
s LI NG IR
BT LT ik — i N7 ] 1) URL:
RPN
https://{location}
7t URL 7B, {location} A8 S AR W45 1) TP Huhik . X2 #5104 B 4517 ASDM (1) F 385z .

* 7& URL B PR NBERER) URL. 875245 € 5888 URL, #iln, xJ T 1FL, 5% http://www.cisco.com.
http://www.cisco.com/

PER8 milily + KB B R

smiE e M FR SN AR SR

P AR, g & FNARSS (Devices & Services).
PB2 Nl & EIR U ARG, ot AR R R A R AT .
P33 AR A RAIET R,

ST DU gk ds A8 R DhRear T w4 .

PR A IEF B RS,

SRS A METE R G R, Fes) “ MR 0
PIR6 R AR B A AE B AL R T R g B AR LA

SRRT b AN P bR T G A B R A R, T AIA TS R A
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P RPN, Sg & FARSS (Devices & Services).
W2 pili @& LR LA R A, Bl AR TR DA R S R
P3G RARAIED R,

BT DU 1L 98 2 AR R Th BER B HR T /3 (K1 B 45

PR WTIEF LA BRI,

TR A MTE R R, e RIINERREE )

PIR6 R bR B A AE B A R LT R iR AR A

PURT AN B b m] G S I R A B R, TS IR 3 AT

Bzt EFFHiEREE CDO
CDO Fo Ve B B IS 2 b4 A 45 e TERHEHER] CDO. 1¥ 4 CDO BRI Fid ) “ ik
7, CDO EH RSN B 6 s AT S . W TG BE TR VF 5 AR . 2 T
HE Y AL HEST CDO A AT S 15— 25
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o (U, WREANY — 8RS EHIER, CDO R T ER IR, LIgksl s
o

TR AR, Rl IR EFARSS .
PER2 pidi W IETR AR B
PRI Rl B RMIET
R DE & A HRIERS T “IeIEVI A7 B
FERA N IES R, R EmRER .
S5 UL ERERE (Reconnect) & . fE R, CDO R TR A 16 5 B 4 R A ) ir & 1L

FIR6 AAIEHA (notifications) LI, T ML B FOPERSRAE AL . RAA T A St e & FOB SR AR Ml
(AT L U] B BRI BE 245 6L, T il (o AR B, JORERIE 1) 21 RN T

Tip A SR 58 L8 2 SRR, W R TR B B e, DU
SEAL I B BT
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A R Py D BE 26 B I PR AN S SCAERE LA

P RPN, g & FNARSS (Devices & Services).
PR 2 il ® & EIR DA, B AR ER AR S .
PBI AR AR R,
BB A EPION LA E R R A BT .
SIS LM EIR (Management) &%, s5idi&iE (Notes). B Notes,
W6 michi A Mg, ARG IE BRI SCAR S 25 . Vim B Emacs SCA Y 4E 2% o
LT dalt “H&E” (Notes) ULl
P8 midifRTF (Save).
RSB ORAAARE TR

EREZEFNHER

G BT Sk 7 DT AT A AT 0 R BRI R UL 46 LA S AN I B 46 B IR o 32 TR AR 1 6 A
PR ISR RS FEHEAT 732K, IFAEL HI ARl B % SR AR NI IR p s e AT fmT LI R 22 2
BE B Y JEASAE DT L e 46 R ARLIE TR i A Pk e 6o

fEn] LLAESE U B A DL R TR R
© WA LI R WoR BN CDO [RIFTAT SEIN 4
o BRAR S M SEE IR 4 55 N F1 CDO 1A ST e 1) T A AR 1 4% o

R

PREE TS e g B R BEAT 73 Al RSP LAAE BN IR sl E N 2 e BEI B AR B N T B sl ik
oo RSP UAAERIEENT GG RN I FREE . AR ZE N T & s S n B TR 2 D8 e 46 Rl
IaE ElrEa

N

AR N TR AR A Sy IR 5, N T I AR A S R RIS B
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B srzumFeenys

Al LAEH LR B “ group name:label” B FRZE4]. 5141, Region: East 5f, Region:West. 41585 %
GIEX P AFREE, WIHARSENE A X8, #8n] DAFE i 41 1B ¢ East B West.

BRI T & FXS &

TERARBE N T B, AT LR D8R

PERN ERBRBINFRAE, T S 2 SR P B MR SS o R RIS INERAE, T A 2 U R R S
P2 gl R E LR AR B, B R AR R LA S8 %

PR3 Ml B RAIET .

TR A ERNR PRS- DA R s .

PERS (LA MBI AR 7 Boh, 17 E Bt IFRAE .

FE6 nllii + Klbr.

AWS VPC 1 BFR S FNFR

S0
-
G

i

Mk AWS VPC # A\ CDO i, CDO &7ERCE I 7 AWS VPC br%s. it ul, &1l
M AWS S HFEAEA#EAE CDO [ . X SRR IR A CDO 7%, W LITEIR&EFARRSS (Devices
& Services) T L &F, WAGAT LA 228 E kRS —FE. W B CDO MR br 25 ol A
HUBPRSS, XL MANS[ALB] AWS VPC. #5508 FH AWS #5361 & Fah 3T AH A 0 2. fEZRA
AWS VPC Ji, 7F AWS #5816 a1 sis i i VPC FrZBASAEAELE CDO I B fIA T, tASE
R A B SR A R

0] LIAEE B (Inventory) A3t 5 (Objects) T S F 28 22 AN ) () 1 s S 25k 7 4k 1) 92 £ A nt
%

B pE, 15 R RS MRS SR TR R 2e e R T

TR YRR VP AR B RUR AR RAS . Snort JIRAS . BUERIRA . FEBRRA. phoKI L A
TR A AR AR HEAT I o S AT LU, FH o B 28 7 I ise e 4 R AR T v A R 4% 188 ] DA
FHAE D8 S A BTk e 2 A IR B ek % o

N5 e ge RVFEIE Rt SR XIS R R A S 2R A AT g, ] DALE 4
RS EAEE RGNS FETT DA R 7 BAE L pE s &5 W M RO SR e 40k, 1P Hiuhtsg
Uity 145 R0 2

TV A AT G}, Aas ] L2 A R0 R Gl 2 AN F P R SRRk A FR AT e g IR .

FELUF R, s T <M (SR —E0 AND B HARE L EX % AND 28785
M 2% OR RESHINZR” &
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siF A EAAR soc iz2) coo wigs ]

Filter by Device

Show System-Defined Objects

a Unused

Duplicate
a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

L= m B T WP L IS P | B L B R WY )| Lol B

Unassociated

Metwork
Protocol

a Service

ICMP

Time Range

URL

Application Filter

Securitv Fone

T FEr A R +EE SDC %= %! CDO HYig &

T LU MR RO BT A (I AR ) SDC 3 #:3] CDO 8L 4%

T iRt SEEE (Inventory).

FIE2 iR & (Devices) I DL F B 45 .

PBI AR A RAIED R,

PR 4 QUR CIREARTRLIESAT, W “VEH” (Inventory) E TR IIERMIZH, LLE/REATH CDO & B 1) I 47 B4 Al
K55 -

SIS iR | DRI
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B ==

PSIB6 ERLIER “ LW RHIERAS” (Secure Device Connectors) 743 H, 38 8 BOGHRK) SDC 44 FR.  “3iFH.” (Inventory)
FA B Rl A g g ) SDC 423 CDO 4.

P]RT iR Rl ES e b A gE sy, DUERE D AR
P8 (L) SEkn, mlEE AR AR L L, DUE BRG] CDO A& PR IT A B8 AR 55 o

BE

CDO # 4l KM R Ty 6E, TR 4RI % MRV 4. 7EIR&FAARS (Devices & Service)
A, WHRFEEERED RN, i BRfa MBS ] DU BRI AT 43
ZFR TP Mk B B A P A1 ok B AR A

[FlRE,  STT LU S &R (Objects) 2% 1] FH K148 2 AR T I BN 52 220 IAE A #4820 S 20 TP bk, g
M. gt PhEOREHRT S

SRR PR T IS P R 2 A
TRR2 RPN RAEA, RGUR BN SR

Vorlay SL 2

BT &1 %80 CLl &=
CLI Z2&r DMEH B 52 38 208 CLI iy %, i 20l LB T 2 i el CLI v 2 HIARR . BT %
AT AE— AN A W% LRI EAT .

A SRR 1) CLI LW RN 75 2 6 et s AT M I dr& o CLI 2 m] (et v 46 il B AV B — 550
Pho A 58 4% X CLI ZRIUA S s B BnT DT HIE e LA CLIZ

AT LAANE CLI 2ok B A HHAT TS . A1 RTFAME R, TS MW Hiar & 614 CLI %,

CLIZ 2 RGUE ST € XM REEE LI CDO$ A, Joikgmi sl bR I % SR i
REBIEE, AT DAG S O B -

\}

Note LUf77Ei% &3 CDO J5, A figh ik &l

LL ASA hfl, Wi AR A ASA BIREE T, T RUSATRL R4

show running-config | grep username

IBAT A, EERE username B N EHER IO T 40 o BRI Bt dr & R QIR TEAEHTIAR )
(Vi FFAE 7 40 A DN B K4S 5

> show running-config | grep
TR DABE R i 44 280 S0 n] LA I 2 50 P G S A [ 1 2
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meiwsuzouz [

> show running-config | grep
SRATKAT UG PE, IF HAZUE R 7 R 7 A5 A R Rl i iR, FEADIH N

show running-config | grep

B2y, A2 A LA i 4 (R e g A8 T IE A ) CLL ik

NS el CLl &

PIR2
PR3
PE4
PIES

$IR6

IR
$IES
$IE9
P$IE10

TEN

FEQIEE CLI 22 201, 1AL CDO Wiy 247 i bl il ay 2, DAMER PR iy & V5 VA IE B IR R o] SE 1 25 5 o
Note

ESRE T, B (Inventory).

Mt &% (Devices)iZ I LAk £ ¥ %
RT3 R AR TR, ARG PEAE SR AP I 1 45
fidi > Command Line Interface.

M CLI Ui ks W, LB C8AEAE % .

NS o

TR BAREME I AAFR . WIALFTEL, 150 CLI A ud I A

{E4r % (Command) FBih i N\ 5e 44 .

BATAT I, RS ) i 230 43 ey RS S 46 R I S B4 R
sl OV E T TR A %, A FUR AR T %

EEAT A, WBHIELT CLI %,

M CLI [ £igFe I B CLl = 6iE CLl %=

FEMREP, BN EBITIES . J3 D € N BN R GE 58 SR B 7 SR

FESHURE T, Sl & FARS

pE s AR CLLD Sl s BT P 8 SO, TR FRsAT dr & e . CLUZEAER K )™ LB 2 1)
L=, fHANE CLI g il %

R &R .

AT AR B A R, SRR IR FAE L R RD 1 46

i >_f@ TN,

EAREE K CLLUL N, RIFiEfizi <. WHN AL
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$IE6
PR
$IE8
P9

S0

BT

PE1
PIE2
$IE3
IE4
$IES
LIE6

TR
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e
i

o M B A LR A LTS . OB R A, AN R R A TR
« fili CLL WO s W, LAA A CATFAEI A . B BT o P o SR S5 LI CLL % . v S

7N
TEAT 2 B kg .
T 2w A i 4, il CLI Z St 2 b i A LAE 2B CLI 2 1) 34l

T ETREME A FR. WERTE, WA CLI LRI RTERE .

BT BN A, AT P K .

IBAT I, R ZAB T A& B2 B 4 RS S A5 R I S 5
TR . IR AT TSR AT B, AN R IR € (KB

TS, WEHIET CLIE.

CLI

B}

eSS, S &R .

MR IR .

AT AHRN T s AR TR, RFIEHE— A EE A&

sili > _@LiTEQ.

EmA TR, fdas &,

My A THIAR P £ CLI %%

LA NN 2 —i847 %
o IR EE XS, 5 A& E (Send). i A AN SR AEN N, R . AT T .
 WRZESSE, Pl P HEORCE DNS %2, et > BEESH.

W Using M Configure DNS

» dns domain-lookup (ER{LLYIS

dns server-group DefaultDNS
name-server IP_ADDR

16 “Z%0” (Parameters) Wi, 7E “Z%” (Parameters) ‘7B HE S HIME .
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micuz [

Parameters X

IF_NAME
dns domain-lookup outside

outside dns server-group DefaultDNS

iP_ADDR name-server 208.67.220.228

208.67.220.220

PR  mili Send. 1 CDO WL R IL AT 2 HF R s ICE 5, B3l B e p !
PR KixmmS)n, KWARESFERNEE “HLar & nlae Cis Tl & 817 17 3% ” (Some commands may have made
changes to the running config) DL S AN .

£ Some commands may have made changes to the running config Write to Disk  Dismiss

* mii B NELE (Write to Disk) 2K 1M iy 4 Fr A BE 2 LKA A TG EL FH RAT o FOA S SR A 38 e 6 (143 2l B
He

o il R (Dismiss), A KW L.

‘miE CLlI &=

ST LA XU CLIE (SRR R S . ik CLL R & AT B0 o Z0F-IEA Y
i A A

B ETHET, S MRS

P2 NIk

PIE3 AGHHE IR A AT

PR EIEREN R

HB5 il € 1T#ENO (Command Line Interface).
P PRI P L

PBT rlli b2 1) g4 B b o

PIE 8 (EgwiH 2 IEHE P g CLI %2,

L9 ATHRTF (Save).

HRWTIEAT CLI Z Ui, 121217 CLI %,
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| E:

fER CLI &

fEnr LUMER F 7 5 SCID CLL %%, AR ANBEMNBR R E05E % MIER CLIE MR A BE& 105 30T
AR 2 T E B

S AT, S IREMIRS .

HE2 SIHEEIRT K.

PRI SHIE UM S ALE TR .

S A HEPIE %

HIES fidi > 44730 (Command Line Interface).
PIB 6 IEPEEIMBRIG T X CLI %2

PIBT st CLI ZhnZsrh (R m Bl s @

FIR8 HIIAZMER CLI .

XF R

X GIEATAE DA 2 A S P 5 R A o A 0T G m] LU RA 2 SR — Bk . S85mT LAGY
HERAISGL, ARSI, BB S, SRR A% S A R B 20 S R S . i Ry
XI5, W SR DA AT AR ] SE S i A SRS

ANV, SPUINZBR RPN S, RAFEA], IFE “X%” (Objects) T L4 HE
file CDOFE “X5:” (Objects) JUIiI A, W] LAGw #HBLATH ST QI3 BEAE 22 4 SRS P A IR Bon 5 o

CDO ¥ % Gt LA SR HZX R, JFEX R (Objects) T+ A I ttAR L @ FEATHRIN.
A, TG L I, JF H AR 2 A SRS B % 2 A e S L
* EEXMGREIEF B LR AR SFREA RS ARG X G H A TR
FIH, IR SN A . R RS bt s b il @
* A—HXERLIN G HE GBS ERAMEAREEARRN S AR, H7SAEA R R E
AT B AR AR A RO S, (EEEAE I R AR, RO G E 2 BB, T3 A%
A8 A—BUZ ki) B KRR ®
© RME R B SR B A IO E AT AR B AR B U5 I 81 R BONAT A 51T o5 5o ARAL T Y
X5 p i bR L
T ] LAG R AE RN B SR T L R PRI 5o R mT DLEEEAN S AT ] I S SCHR R0 5 AERN
) e SEEMRS A FHZ AR ORHR I B, 25 BRI B RIA A iZE] A . CDO
ST DAL T 0 B0 B A R 4 SR (1 TR B R W ROR AR X 5. CDO

CDO FVFIE AN B 5 52 S R I B8 B4 AR S 0 5o AT, 48 e LU R DL R J 2045 B xS
%. CDO
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<l
R

\
/

X

Dk
2

Sl

]
b

IREER .

o FRAE S P AR R AL EFT A N B XL IS, on page 90

s Ak ERESE . RTINS ZR, IFG I MER S I 2] S n) il .
« ARSI B, WARAER],  ERE LI ER -

© RS AT A B

* FESRAT AT, VPN S 5 SO — 2 SRS AT 4 (K50

o R ARG RIS AN SIS B I OC R

* FAR AR BATIGE IR AEHI N 5. CDO

URIEAE QIR L R B I A B O R B B R, TSP LD TR PEAn S S RN A b
PR HEAT Wb HE

FERAHIE T LA WA BEEFIEH CDO BRI 5o

Cisco Defense Orchestrator (CDO) <1 F Z AN & L EF MR LA RN A0 %, BIHEEI &,
LN 4 I I RR AR IR

)

FEXF & (Objects) UUIfii_Eo A0 Gon] DURFAES Sems, DA Rl e — Mz BB S &, JFH
e AL O ST AT AR SRS o IR BT LS B, W A S A T AR ) B X
(¥ e A SR o

BEILFEXRNEN, CDO KAERNERT W /ARZMRINE. KNG AAEEMFENNA. CDO £
TRANME S B R rh on BOT R A S s <P MUK TR AETRAME B, LT
R — AT EIBIZE, TASE FLAE S fir 40 R
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B sz

Objects obispiaying 100 of 163 objects g 0 ATL-TMG-INT
Object Type Network Group
Q, Search for objects by name, IP, or @ Compare + Create Object
AIL=orF=VVrc U A NELWOIK \aroup | 4 ]
ATL-SS-BUDC 2 @ Network Group ® SHARED
ATL-TMG-INT (3] & Network Group Network
OBJECT REFERENCE TYPE 130.131.230.149
L+ 130.131.230.150
ATLFTMGPO1 Network Object/
ATLFTMGPO2 Network Object Relationships
ATLADDSPO1 ® & Network Object & lockseol )
& locksco3
ATLADDSPO2 o © Network Object e ®
& locksco_1_1 T3]
ATLADDSPO3 [ 3] © Network Object
ATLADDSPO4 (3] © Network Object
ATLARCHPO1 [3] & Network Object

WMRES

A i SCVFI B i B PN AR BN . CDO 2 R e 78 i N R 1) e RO AT
o BARXNZAT WA S DA BRI EA R KB % L, (A CDO ALK LA R —BI R,
N IX AR AR D 8 s AN N K o

TSR LA I SGE T K2 B 5, SR 5 18 T 56 O i SEANR] 8 SCHY LA B R E X 21
B BT LLEHE 7 204 DT e B aa IO 5, (RGP AR RS Re 8 0 Ty e 4 B e PR A S o X
G VPRGN — AR B (R T I L 5, AN S 2R 20 8/ B £ T BB LA mE 1)
HE I o

B, SRR TP A EEE — GITENUIRS 2%, I G T — NMTEINUIR S 20 5
print-server. &M ACL HAH MM, HITHEZHT EDHURSS 5 U7 0] BRI o FTEDHUIRSS 3 0 %A
—ANMERRAE I A = A S R BRE . B n] DA 78 a6 R SEI 1Y), AR AT A R KRR
A1 “printer-server” XG0k, (RSN THIME R HEANA
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sxpmnz [

Editing Shared Network Object X
Object Name * Devices Usage
print-server &= 2 Devices - @ 0 Rule Sets =
Description
printer server object
Default Value v
eq 126.0.1.0 = ASAv-99-18 - ¥
QOverride Values v
Enter a value to add it
Value Devices
126.0.2.4 & Pasadena-ftd-730-516-... == P
126.0.1.6 &= BGL_FTD_7.3 P |
126.0.1.9 & connected_fmc A0

Cancel m
Q%

Note i RfFfE A—SUMN %, EaTLLK e G I — N B A ERNILEN S HREMFER, S
N i P AT

A REKBIAS &

T LA X G AST RV R U s s v A A o 83 W] AR AN S AR LU BRS040
FERRI eSS P AR FZ R RO R I, CDO 2> QU S EIAT A HIZEIAS . JsUda R G 5
DyPREEAERT X S50, IR e £ M Bk R MR -

RRIRIDN GAF D BIALR B AE CDO - LU PR AE SN R 5506 S IR (K LU 5 SREmes I A2 5 R BTy
LR

BERARRKAS G, S i RIETR I 22 Bk, AR5 P ARSI R IEHE. 7
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|

alualn
CIsCo

Defense Orchestrator

Objects

= Hide M 36
- e Hend [ Q Search for objects by name
| Dashboard Filter
£ Inventory & Filter by Device
D Show System-Defined Objects
Policies ® Issues (36 J¥
(0 Unused [ 15 ]
Objects
@ ov () Duplicate (15 )
oo VPN (O Inconsistent
(h Shared Objects v
i () Default Values
1j\r Analytics
D Override Values
(& change Log () Additional Values
O Unassociated Objects v
Jobs

&
x
%

PEE X R

Tools & Services

Settings

Unassociated

a§)

Object Type v

(O Network
() Protocol

~ o

S LMK CDO Sk H, SR (Objects) ik — kI,

PR 2 USSR DA R S LA I B

PR3 sl bRBL AL

M Compare

o

HIA TS A BRI S
SIS I PR R I %
o fili RPN (Object Details) BRELREA IR R FHFSk, #0728 /b (0 AT B
o T B AN BRI RAE LA AT £ B DR f

$IR6

Cisco Defense Orchestrator 27t 112 |

CAMIED  “RAR” MER AN S J5 e BT L a BORMS A ORI . RN B 5 B4 OG0, S mT LA B o6

S, RESHEREREUAERSMIE. CDO W R B & MR E IF, R BRZS %% H .
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S0
S
Gl

(0]

gz

AT LLAEE B (Inventory) FI3$ SR (Objects) BTl _F- A FHIF 22 AN IR (132 i 4 R 2 4R 28 A PR K BE a8 AOx
%

TOLPE, RGBS . FS AN SR TR I e M B A% i) Y

T YR SV I AT B RVR RS . Snort A, TUERIRAS . EBRRAE. PSSR LA
PR B A AR AT I 8 o H R T U FH ok S8 4 7 BTk e 44 R AR TR vp A R ke % o f88 ] LAAE
FH L P8 28 BT e e 4 R TR vp A Rk 7% o

Nf 5 e g RVFB LS. R FEEi g R OCHE R S SR HEAT I 8 . R A] DA S
R EEGERAEE RGNS, B U R FBAE L JE 2 45 R R SR e 4 FR. 1P Huhk ok
sty 5 X %

T A O G, 48] LA 548 R 1A R G 8 2 ANV LE 48 2R SRS SR Ay HR AT e 45 3L o
FELUR7nplrf, s s (A EAR—E0 AND B A7 HARE 35 % AND 28985
M4 OR MRS XS .
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B ouses

& Filter by Device
Show System-Defined Objects

a Unused

Duplicate

a Inconsistent

LY

Default Values
Owverride Values
3 Additional Values

J UNassocidied UD|ecTs
Unassociated

a Metwork

Protocol
a Service
ICMP
Time Range
URL
Application Filter

Securitv Fone

X &R IS e AR
FEREE, AT X5 (Objects) MR U BT 1 T

« T X5 (All Objects) - Ml JE SR ALAAE CDO Fyd: W T A 4 Dl T 0 %o el Dk
TS, s R a0 N T I g I AT

« = 3% (Shared Objects) - BLPLH L JERS 7R CDO KILIMAEZ & 5 LI X % .

* IR EFHDIRIX & (Objects By Device) - SV REIEPERFE B, LA AT LLAR (EPTIE B 1 3KE]

FidiE s (Subfllters) FEREAS ERLUE S, BnT DU ] 71 9 & LLE— D4/ NEFHEE . X487 id
PEAREE TR R - &% JIeds Phidlss.

REBE A AP KL R R YRS KR [ LR A6 PR ULRC N B2
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mEvgiEs [

*MT A RS — BN S, (iR & DR (Filter by Device) LURE ¥, ) AND &
* A—EU XS AND i

* 4% (Network) X§% OR AR%% (Service) X% AND

* QL E R TR0 S 44 21

Tk TRBRRGER (Show System Objects), Kk 45 okt A HE RGN SR e XI5

FEBE BB N H AR 55 IO TIOE XA 5o IXEERGU GRS, POV EANICZ A0, rTLIER
TR B AT EAT. WNREP UG HZ REN G RGN R ICIES i ok .

BOATTOL T, BRARFZMRETRARE . LAENZE P ERRENER, HEPEESE DI BR
R (Show System Objects). ZEEHBAS S LT IR GN G, EAELUE A A T IRFFARIE AR

WERBSIR RGN 5, EANTRA S WG ARR LI A T WEREI R RGN R, eSS

HRANILIELE R
[=BOF BUbiA-
VARIIVYIIS ER - SURT IR S =%-a =y 1P S BRI & D EASHI VS E R VB I RESE S 2
P ALK CDO FHIFET, mdixt &R (Objects) - LbH— AN IL I,
PB2 R IR g s AR T, ST RE AR AR . BUHE PR AT SR P RS, DU RA S R P e AT

LIRS
$IE6

$E7

X% HeAh, BHEERFBOHNER ] B CAEM R T B P AT SOA .
U BN 45 R R A e Yok BRI A R, AT L R RAE:

a. MiiRIZ &SR (Filter By Device).

b. AU IAT VA B e A B I DU FR e R e 46

c. M EANTEL IR

d. sliEE (OK).

EP B RARZEXR (Show System Objects) LAFEM R R TS REX R . BUHIET BERFREFEXR (Show System
Objects) Al MR R LR T HEER RETH G

6 HR LR Ny I SR A RO S a2 AN R, U R PR AR 2R R R AR L S AR JE AR A5 R
AR AT AT ) AU B 03 2SN %, i IE T B 2B (Ignored) [117] 8.
WHREEIEMN G B & & 2 HIL XS, iHEHZE X R (Shared Objects) H ik H it i (1 ik 845

« BAIAME (Default Values): A HLAT BRIME AT 5

« Z21{E (Override Values): iy HAG 7 s H KX %,

* Hfth{& (Additional Values): T3 HA AR XS .

LR PN B T AT sl SRS TR0 5, i I R R X Bk (Unassociated) o
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RGeS

W9 B IR 133 & 2B (Object Types).
FE0 EET LUEN R AR TP Huhk ol FS A B0 SRR 7B, DA IR gs R & R S S R AT 5.

B T TR S HERR I &

R R

W N B pE AR, g5 RS WoR & LIS, (HAS BRI % 5 HAD R AR
I, ¥ ObjectA 7E ASA1 Fl ASA2 2 [a] ke, i st et % LI AT # ASAL FIILExts, M4
$k 2] ObjectA, (HERE A& BRZNEAT ASAL L.

LR SN EMRM P b, WARERRFTIE B . AR RIS RIRE &
RERED o EFCDOWRIMIN G, RIGHE “RR” WIKHHEITER. ERE SIS G RN
B HN RN

R BAT AR R A — BRI ik — R AN EA . AT DA, R GORAE
BRE A EL ERSAAAEIE B, I HISE A G B A 0 5 [ i e
ARG ] U R AN B Bl A AR BN I, S PT REAS B ATk L g s XS . il T
CDO 7EALZX G o) iU AN Bs LM (RS 5, IR A 5 20 8 2 X BRI R AN, AR R 45
PATEAE

P ELAME CDO SR, midi 38R (Objects)JFIEHE— AL,

WIR2 AIERAE R RN 5. I UERE, on page 90

PR3 7EXTR (Object) L, GEREEEHUN ZWE 0T 5o — 0T LAY 200 — A 5.
WA R VR A IR HUY 2

S HIASINER . DA, M ) B SEXT SN, 8 1% 2 K 1 LT 2 R 5

IR e 5%

BR8N S &R

AT DA R B0 B 2 A B

A

Caution 1150 2545 i {915 JC BB B .0 3B B A HORLP -

TESAE DT L6 19X 88 36k G2 RN AL BT AR ) B 504 S I AE 38R (Objects) > EoAth FTD %35k (Other FTD Objects)

T F RIAR I 22 384T R K A e B A 28 06) 5 el 2 v
M~ T A 2 ) 5l 2 2 A PP A T P ) 1220 5 AL
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ms—axERnxg |

I M CDO T, EHEIFR (Objects)JFik Mk,

PR 2 AT GO IR S R Bk B MR &, AR e k.

B3 AERREH . WRIERBEEOS GA P T 5, WIFER SR g rh il 2 81, JoiEm R iz 4 .
SE4 Sl “EEE” (Actions) B, AR B,

LS b, AR 5.

PR AR IFEEIMITE S, SEERF G 2 A

Al R — 2B R fE R RO X &

BN BT ITUG R P Z il B, 2 RV 2 RO R . — U2 7T LUIER 50 AR AE ]
TIP3

LR AR ) JE S A AR 0 5o A w] DA B4 i gl R B WA R A HOR 5 B R 0 % o 1 ik
MEFNRIG, RGN DR R IEHE .
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