FS 15 52 B 0 ) 25 3 7E S 7= 151

AP AL E LA
o AL NHEAE SIS MEIR | on page 1

&2 N MR SR B 4B i

AV Y A

7 19]

PAR 7= 38 1A 21 B AR5 Ji s 17 B P SRs ) D g

1 GaHERIMG AP SEMS 1) S B3RP B s o Bt A I DE AR AN A 7L g 2% o

2. AARRHIA GHEHSMTREALD ISIMNASBTHG, SR R RCE A R I 2 4Bt
.

3. B EAE M NS M SN 2 P A IR =AM AL B8 %

4. TR GRS LU B0 45 FH N I DS -

UEoR B 5 7E B B PE S (0 S b S . B R S R R L SR AR A P A BE RS TN
(AN R I T LA T RE 5 R RGBT eI L TR “ RIS EE 27 1 A e SUH P i,
F R SLRE A IR A SR m AN P AT YE AR U A R e A DG OB A Bl EE i B R I BB RS FIHZAL
EHTARRELE Z VA S, ES I RS

o LGS PR R (A R A

* BijiEE

o BRI PERS

* SrRCE BAT S5

B4 R B

AL “ BB 5EmE 7 (Mail Policies) i 5 LA ) A A HIA% H B S o

TERFIRGE T, WREWR T REWE TP, JF B e H RSB Sophos BY
McAfee 79 S I BEAE AL JERS . U “ A2 NIBLESHENE ” (Incoming Mail Policies) UL IfiKs 5 T B LL,

EROAEOL T, 2 BRIAAR AT S0 7 AR L B
o SBRMBAE Cn SR T BRI O - 2R

e T SobiA-con N |
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BRI R B R BT |

B c=5. ezmnwam

o BRINIORISRMEAT: BB, TR MR R
o BERLEIRAE: BB, TIUEMEAE 328
< EAHHEPE: RJE
o SBIRHRAE COn SRR R BRI PR ) - 2R
o BINROBESR IS A1k, TIUE IR 32
o BERLLMSPE: PO, FIE M
< EAHIELE: RE
s PR CRHL, FHOFERRE, SRR SRR X Ak
s BEERIMEAT: AR1E, PE MR AE 32
o INEERIIRAE: ARIE, BB e
o AT AR, B R
© SONTRREAMIMR A EFF

* QOutbreak Filters: Enabled

o AR R A A Ah
o AT BE BB A AT ) R B ST TR) R 1R
« KA HIBHE K
s WAL pER: 25H
Figure 1: “fENERH55 8" (Incoming Mail Policies) TUTH : £ AR EHIBRIAEE

Incoming Mail Policies

Ernail Address: @ Recipient
O zender
Add Palicy...
Order | Policy Name Anti-Spam | Anti-Virus | Content Filters Outbreak Filters Delete
Defsult Policy IronPort Anti-Spam Sophas Disahled Retention Time:
Positive: Quaran tine Encrypted: Deliver Wirus: 1 day
Suspected: Quara Unscannal ble: Deliver
Marketing Messages: Disabled Wirus Positive; Drop

.

N

Note  ZRaAcfslrh, o N MR SRR 70 a7 1035 IS5 25 X A0 g, A PR R i o 3 S e ¢

2EH. EZRM “AFaR”
M Sl R 5 (e NBUAE D) BT XA SR A4 PR B e A IR SIRAS X IR sz . n SR %5
JAR, W2 BoRiATE “CUA M7 (Enabled) BORCE R EE . [RIRE, WSS OAEM, MR REIE “ O4k
H” (Disabled).
R AL SZ HEA IS5 R VE AT D sk g5 b i), W2 Wy “ANATH]” (Not Available). 7EiX
YefBAL N, i “ART 7 (Not Available) FEHEHK /L “ 242 IR55” (Security Services) IR H1 {74
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JRV LT, AN T D042 SRS i 55 e B L DT e I 2 S B A, i W T 2 B R A
it WHZHTH.

Figure 2: R &R %A A

Incoming Mail Policies

Email Address: ([~ @ necipient
O er

Add Policy..,

Order | Policy Name Anti-Spam Anti-Wirus Content Filters Outbreak Filters Delete

| Default Palicy | Mot Available | Mot Available Disabled | Mot Available

ey [ENRIE[ Gurton | MESRERH]

348 NHR 1B B BAIA Sz 331 I AR 14 R ik

T4

IS S P KRR TARER — DA SN . R IR AR I % AR5 -
o EIGRERBRATNE, U Rl A AN B P SN R I AT T 9 A e A IR G5 X I AR A

TEAI T, KAt NHIAER A W 1) S by S S A5 B eSO SRR R 1 e RO 2 B S A T
M PEANSEA L A, AP R4 o s R T e SE SO, DA 25 SR A 1 bz S g
o BRI MR A AR SR 2 . KR S ISR D Re, IS ESHLIL R H AR N . E R
HIS - ) 3 UK 71 SCAS [MARKETING]

Procedure

s OB R 2 4 55 PR

Note i T-ERINLARSSE, DU ISR — AN B 8 ST &5 ok SRems o %S . mlLL s 4%
H” (Disable) k58425 FH %Rk

TE “TRIARIBE I IBA4E " (Positively Identified Spam Settings) #573H1, B “RHME AT IERAE " (Action
to apply to this message) H 5 “MIFR” (Drop).

fE BRI E " (Marketing Email Settings) #4>, i (Yes) LU HIE A M4
WERE R, WIERNERAE AL IL SVE I A M, [R]85 8 B TUE SCAC [MARKETING]
COTMSCAFNBAE” (Add text to message) - Bt {452 US-ASCII F-FF .

3 (Submit). TEVERL, AR AR S & S R 22 42 IR 5 (R SR O S, AT ek
e

5 B ERFE, R AR BRI SRS S SCBR A B3 2 R 3 M A e R

e T SobiA-con N |
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I

Figure 3: “ R OIIRERFIEE” (Anti-Spam Settings) T E

Mail Policies: Anti-Spam

Anti-Spam Settings

Policy: Default

Enable Anti-Spam Scanning

for This Policy @ Use IronPart Anti-Spam service

O Disabled

Positively-Identified Spam Settings

Apply This Action to Message: | | Drop ~

Add Text to Subject:

[Frepend Jizran

b Advanced | Optional settings for custom header and message delivery,

Suspected Spam Settings
COno @rves

Note: If local and external quarantines are gefined, mail will be sent to local quarantine.
Prepend v

optional settings for custom header and message delivery.

Enable Suspected Spam Scanning:

apply This Action to Massage:

Add Text to Subject: |[SUSPECTED SPAM]

b Advanced

Marketing Email Settings

C g (& ves|

Send to Alternate Host (optionall: |

Prepend (v

optional settings for custom header and message delivery,

Enable Marketing Email Scanning:

apply This Action to Message:

Add Text to Subject: I[MARKETING]

b Advanced

Spam Thresholds
Spam Is scored on a 1-100 scale, The higher the score, the more likely & message s & spam.
IronPart Anti-Spam:

® use the Default Threshalds

O use Custom Settings:
Pasitively Identifisd Spam:

Score =[50 (50 - 100)

Score =[50 (minirum 25, cannot exceed positive spam score)

Suspected Spam:

A & A ANFOY - A 2H 61 2 BR 4 SR g

T

$IR2

FE R ﬁB’\EP R UM FTSRNG: — M TR A2 QLdii i LDAP # Bl 30O » I3 —
AT TREAG R AN SR 3 FC SR A P oy 198 SO A B, A 1 e A € PR B AT L 6
DUR BIXSEHNG . SRJT, R SRS IC B AN R (K BB A 2 4 B

Procedure

s RN SERE (Add Policy) #2840 61 LT SN .
A REAN SRS S SCHE— 4B, IR Y (WRTHED .

SRS [ 4 PRADZNAE S SCHTHB A SRS R (fe NBUAR ) Aol 1
PIL, RN (e ANBAR ) ARSI, BB HRDPAL AN

sl “rigmiEE (M) 7 (Editable by [Roles]) #4821 ok 7 57 B FE M4 S O 2 RO BE A e 9% H e X
.

4 SRR, AsyncOS 22y FLATISPH 00 S BRI SR B8 51 S 1 SUAR (6. Z0RAT
T AGRAR M1 S SRR 955 RO A B U T, A 2 e PSS i

P
RN
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wegmnsaEsns |

ST A DUNVE PR 34 REAE LSO SRS 1) 48 PR ECHC AP . WO B A58 1 30 2 B S 23 i
FLAT 58 425 ) PSR AR K 1 52 SCH T At

AR BTG R, B S 00 B BARS .
P4 SR .
i SCH PR KA NIE RN . (A RTEAME R, SRS UL RG] ) FE SRR B ER UK
WA AR AT NS SEmE I B A AR A L A S
5 S R T R] s LT 7 2UE X
SEHEPIMR A HbE . user@example.com
o ANGEREMBAEHbE: user@
« ST . @example.com
o ASERST T E P @.example.com
* il VLA LDAP # i)
Note  AsyncOS GUIAI CLIH ¥ H /45 H A 72 K/ANE o ldn,  an i ANk N Joe@ 1 HL
I % 3% #1| joe@example.com [¥JHE11 55 2 JEHL .

T A Y 2 SR LDAP H s (40, 7E Microsoft Active Directory. SunONE Directory Server
[BLRGFR A “iPlanet Directory Server” ] 2% OpenLDAP H 1) A7#H 5, T a] LUEE B M9 S fic
O A LDAP 45 4% LLEESZ WO N ik K s A 8 52 ph 380 % FH Mt AR sl s A 0L DSk L AL
5 WS A5 AT R R WA N s B N

LA M Y G A AT I ER A, T T DA R TC 1 ) ke kg I A2 SR o SCHT
HREMFE, ESHLDAP £ifi.
Figure 4: A ERBEEX AR

Add Incoming Mail Policy

Policy Nome: (@) | [Salzs_Team
(e.q. my IT policy)
Editable by (Rales): | No roles selected

Insert Before Policy: | | 1 (Default Policy) w

O sender
@ Recipient ()

& Email Addressies)

er@exampie.com, user@, @example.com, Remove

5.9
@8 xampf o)
{31 LDAP Group Query

Query: | Sales_West.group (%
Group:

PRS0 (Add) LR T )= i SR
ST LS R A W R A LDAP Sl 41 15
A5 P AR A2 1m0 AN 22 P ER 970 AR IR 25 SCIR T

| e T SobiA-con N |
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BRI R B R BT |

B sozmnnzrsso

F6 NG, AR (Submit).
TR, T 2 A R A% 1 A U T R A8 1 KA TN SR s I A P BRI
Figure 5: 37 A0SR0 - 4 854R

Policies

Add Policy...

order  Policy Name

Anti-Spam

Anti-Virus

Content Filters

Outbreak Filters

Delete

1| sales_Team

(use default)

{use default)

(use default)

(use default)

W

Default Palicy

IronPort Anti-Spam
Positive: Quarantine
Suspected: Quaranting

Marksting Massages: Disabled

Saphos

Encrypted: Deliver
Unscannable: Deliver
Wirus Positive: Drop

Disabled

Retention Time:
Virus: 1 day

FBT FOS RN (Add Policy) $H] AR 53— HT g .
RSN T, 5 SCT R BA R 01 1) A fS A b
Figure 6: 73 T 32 I PA €1l ;2 SR BE

Add Incoming Mail Policy

Policy Name: (2) | [Engineering
(e.g. my IT policy)

Editable by (Roles): | Policy Administrator

2 (Default Palicy)

Add Users Current Users

O sender Recipient: bob@exarnple.com
- Recipient: mary@example.com
@ Recipient (7 Recipient: fred@example.com

Inssrt Before Policy:

(& Email Addressies)

L Add s

bob@example.com
mary@example.com
fred@example.com

Remove

fe.g. user@example.com, user@, @example.com,
@.example.com)

) LDAP Group Query

Query: | Sales_Wwest.group ¥
Group:

Subrmit

PIR8 A LRI G, i@ (Submit).
P MM,
Figure 7: 37 M 558G - TA2EIBA

Policies

Add Policy...

order ‘ Palicy Name Anti-Spam Anti-Yirus Content Filters Outbreak Filters Delete
1 \ Sales_Team {use default) {use default) {use default) {use default) i
2 | Engineering {use default) {use default) {use default) {use default) @

Default Policy

IronPort Anti-Spam

Pasitive: Quarantine
Suspacted: Quaranting
Marketing Messages: Disabled

Sophos

Encrypted: Deliver
Unscannable: Deliver
Wirus Positive: Drop

Disabled

Retention Time:
Wirus: 1 day

WG, PRASET A A 1 R WK B 5 BRIA SRS AR [ R o IR 4R AT — SR ) TR R A 004 T
Bos fHOE, MRPRACEE 5N RIS KA AR 2 k. ik, XF5 “Sales Group” X
“Engineering” g A P IEECATIB AR AR ER 7 20, 5 BRI RIS AT AT AN R 2 AL
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sk, gexinezm i

A BEXFIEE

U8 1 VLB A 7 T SRS PTG 1R U 0 s 2 £ 5 DA BRIAAT 2 SR SRS AT K«
* BHEO R W] SRS A T g RO SR A ) PR 18
< ot CHEED RIS AL ]S BOA S A [ ) B E
© KERY OISR EEN T 24k 55

A AR R 24 N LB FAUK A 4B 8132 R 14 SR B

SIE4

$IES

IR

FEREZR B o, A RAE b — 7 b B A P A SR

o P THTE BN, R S SR A v L S O EEBRIA S SE R B B . (RS2 B D A AP IC B2
BRI S B A S0, on page 3. ) EFF O AIBIIRMEAE BRI SRR OR B o (HJE,  FEASH
T, RS BB E A B E,  DME A S AT A 2 5 3 I e 2 X

T APURK FR) SRS T i K IR D2 3k ) 5 AT A AL AR AN o5 2 B AF
AR MR B B PSR TS B BB AR A C R

o XFFLREFBN, HEX “WRighRILIER:” (Outbreak Filters) DI AE % &, i HAEAS A& i nT BE MR
tH % example.com H54% 2 AN URL. W F M R I I8 28I S ST 440 “dwg” B SC

A RBC BN B AL DE A VRIS R, S PR R D4 -
DN B B A N SR s o 7 3 S - S e 20 R«

Procedure

U SR AT T S RO e A Ik SS ORBLIRIBAE) H10E I R 4% o

T ORISR, R4 4 (use default).

T B PB4 ij 45 LI b, S e SkRms s S BE IR B4 49 4% 7 (Enable Anti-Spam Scanning for
This Policy) [FME M “Adi FHERIAN S (Use Default Settings) 524y “ i F ;e B3l 1544 ” (Use Anti-Spam

service)o

BRALIEFE A S b BEEE AR S5 (Use Anti-Spam service) 1 PL7E 76 £E BRIA S P 5 S BEE

LE “HRNB R IR & ” (Positively-Identified Spam Settings) #4071, # “FHELEHAT HEAAE” (Action

to apply to this message) 5k “MIER” (Drop).

1E “HERABIIR AR E” (Suspected Spam Settings) #5431, iR (Yes) i HEEALL S b f- 414

TE “HERABI IR MR E R (Suspected Spam Settings) #5737, ¥ “ G HBAEHAT IEEE1E " (Action to apply

to this message) B A “ B LMK ES X 7 (Spam Quarantine).

Note Lt “HiIRMEAFRE X7 (Spam Quarantine) SR HEAE “ B MBAFRE X7 —F e Lk E
R MR

E“URINSCAE| T (Spam Quarantine) 7B, fidi It (None).
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iR N A TSR |
R T

AR IR T I A B8 125 DX PR RS AT JeAt AR i

LB F B E” (Marketing Email Settings) 7 0H, 2 (Yes) LS XK B8 A28 )8 a5 s

(ERIESEiHM
SIES 7E XM AT I TE” (Action to apply to this message) ¥4, EHE “HIIRMBLEREE X" (Spam
Quarantine),

TR SN E L
TR, A A R W SR A P 5 B SR AN R (1 B

VRIS, R A BE AU SR S A O ELFCHAC P N g DA 8 45 [T A SR 52 3L LDAP 5 14 DG C ) B KA
S B B 3R A 1 X

A A B B Z 44 N LB FAUK A A 4B €132 iR 14 SR R

O TR A IOA S s 4 A2 A oL i 4 1 2D R

Procedure

SR sl RIS AT P SR A IR DO RE 24255 ( “HRAILIERR " (Outbreak Filters) 41D F1I%F MV )
%.

HIF O Iz skns, UL . (EHBRAL R .

SR 2 TE AR I I SR Th e e A A5 VU b, B SRS M R B B S Ok < Ja FD B R R (19 Sk
#)” (Enable Outbreak Filtering (Customize settings)).
PEARESE “ (HE XHE) 7 ([Customize settings]) 1] 7 o ERIA s 5 S E
BeAh, RO AT LS SR AR 2y BN 2, T S VI FEAN R ) B

S 3 ETH “Lat AR (Bypass Attachment Scanning) #4371, 7630 4 FBOh BN dwg.
S 4G “dwg” ANTEMBAE 9 SGEAT B4 e m] DUE e FCHR SR 6 2 an S ka1 kb
Note 5T e AN~ BEALAU SR TR A 2 24 BN A 2T ()

PSR4 LERITRA (Add Extension) i .dwg SCERAS I BS54 DE2S h REFIH IR SCHHT e 44

H#.
$IBS L2 A ER 58X (Enable M essage M odification) .

JE P S APHAS CACASE WIS P 99 D PT A AT B PR R U OB W 2 B i RV B ) DA B i 7 T 58 Bt e Y
(¥ URLe WSRAT P 205 i Mol )80 4 o 7 ol S P AR e, T o R b2 4 AR T

BEATHE ] o
Note a7 S A SRS ) Se b SR P41 USSR el i s v US40 A B e P PO 1 7
B

| EGET et ]



| eptEsEmsinm ST R R

wegmnsaEsns |

PB6 EFH T AREZRER4/E A (Enable for Unsigned M essages).

X SCVFHEA M SCES A8 A M 1 URL. 4200 B URL Z5E R BRE,  DUE L E LAl 15 ook
B DA 2 AR B U A LB TR T 2 s B e R 2 DX R I TR o o948 FH 1 BRI PR B
[k 4 /B

$IB T 45531843 (Bypass Domain Scanning) 7B A\ example.coms
MR A AN 23 & 48 1) example.com F5EH: .

$128 NN % EAPA (Threat Disclaimer) 4% “ 24:4EM” (System Generated).

IS X S T AE S IE SC_E D3 A D= W, AT P ST SRS A o BL R 7 Bl
RGBS 5T ]

Figure 8: 1R % i3 IRERE

Mail Policies: Outbreak Filters

Dutbreak Filtering for Policy: Sales_Team

|| Enable Outbreak Filtering {Custemize settings) ~|

Dutbreak Filter Settings

Guarantine Threat Level: (2) | [3 +
Ll

Maximum Quarantine Retention: | yivs| attachments:
: 1 Days
Other Threats: 4 m

Bypass Attachment Scanning: =
® File Extensions to Bypass
| © None defined
| Add Extension
Message Modification

Enable Message Modification
Message Modification Threat Level: 7 |

Messags Subjecti | [Prepend v [(MODIFIED FOR PROTECTION]

URL Rewntmg ¥ cieea Security proxy scans and rewrites suspicious or malicious URLs.
(& Enable only for unsigned messages (recommended)

) Enable for all messages

| ) Disable

Bypass Damain Scanning (7)
example.com|

|
(examples: example.com, crm.exarmple.com, 10.0.0.1, 10.0.0.0/24)

Threat Disclaimer: | [System Generated v

Preview Disclaimer &

Discizimer text will be applied to the top of the message body for Suspicious and Quarantined
messages, To create customn disciaimers go to Mail Policies > Text Resources

TR FAIHINE L
TR A AR S A S BRI AN R 1 B

SR, RSSO A D dwe BOBEPEIAEAT AR CHAOrE AL D TR BN SR s SCIRAE DL RS )
K Gerl o i R A L PR AR T RS AL H . (5 4R 1) example.com SR HERL ITHELF AN 2B OB RL L
i R AR E ), IF HAS AL T EE.

| e T SobiA-con N |
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B Eonezmnsns e AsgsA

AEEME R ER 2 AT HEA

EEHIS

] “ AR5 (Find Policies) 42 HH 1% %8 LU AE “ A& A3 ” (Incoming Mail Policies) s “ 4% i s
PE5%m% 7 (Outgoing Mail Policies) U [fi ) S0 7 52 S FH

i, HEAN joe@example.com I mirli “ AR " FHIHG & Won 45 R AR I LE SR 5 5 i SR VL
B SCH
M SRS IR AL R Bb 4 “ Y SRS 7 (Edit Policy) T EAGw %51 SRS 11 FH 7

TERD SERALATHI IRHAR & R ERIA TS, DU E S, WA A AR A sl A L e A AT A
FCA SIS ARANVLHC, )R 28 DUPCER DA SRS o

BT A S B S AP B, AT DR TR GIAN T A G AT NC B3RS . A0 ihid, PRSI
iR, AT LR SRS P R K 2 BB AL BRI SR R AR . SRJF . w] AR e s H B0
JUARIFCAD ISR S, FORMRE 5 2 BRI A S o IRy 3, AT e s b BRI
53 I BRAR DRI AR B TR S P R 35N 20 B2 i 2 AR Gk BE A W REE -

AT LU A P 7 ot R ISP s AT S SI it 1) 7 S SOk o R L il S . A0
B SR 15 AR T RE sl D Bk S 2 P MBAT ORISR MR AR R . “PRAT 7 SRS O H AR AL 3l B it
IRIEW L IRMB A, To i8R WAl SRS

Table 1: FURFRF IR R IG IR E

R E RFRE
B Wi I E 5 L L
ATBERR AR W ATBERE RO A0 A NP AT 1 [T 5
ERRIOE: He I EE R - < | AR
R R CAE
b IR % PSR ik
W 5 T
RO E 5 AT I B
R I E5 TR A 5
o CURTH, AV E S AT | CORT, foVFLei s Sk 44
R A I e P X A A P 2 PP
ETRHASISEHEF

FERTRBIFR I, R G SR A NS SRS 3R Fp A 1) =BT A Rl s o A7 3K 28 A o DR A 4
] H e TSR B E SO A I BB BE AT G . R QLT AR

| EGET et ]
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=
|

§E}

BWEEEH a2 “Confidential” tintt [

1. “scan_for confidential”

Ut e S R R G “ confidential” F4F . WSRFRBZ T 0, DRI R A % 2 s 1
W4 hr@example.com, FERAZMIALERILH] “Femg” kB X 5.,

2. “no mp3s”
REPEGER IR MP3 BEAF, TR s A SR MP3 ST
3. “ex_employee”

I P 0 PRS0 B E AR B Al CAnRT A D (BT A R ARUCRS, )2 ) S
PRI BT N RORS E BENMEAT: SRR PR AT N IR BT

FEBIE N AL IEAS 5, MBS CRUAEERIASRIS ) AAEAN R 2 15 b R R 2 AL B8 4% o

IZP@,/?: “Confidential 7 A9#314

B S S
w

BN NEILIERS S BIES— ARAERIIA R AE

Procedure

il “HEfSmg” (Mail Policies) iE T o

il AR NN EILIELS” (Incoming Content Filters).

mRNITTE RS (Add Filter) 4%

fE “HR” FBe, BEX scan_for confidential 15 4 il Y& &% 1 44 FK

IR A FR] LA ASCIL “F4F 7. FRIZEOE AT WAL IERS L FRIE — AN PR b2 2
BE N RIZ

il 4miEE (M) (EditableBy [Roles]) ##%, W “ITHMEE B (Policy Administrator), #AJ5
M ZE (OK).

J& T S A B G A (R 2R BE A W] LA I N AT BB DURCAE LI S e rh A i N A
JESS

£ “UiH” (Description) B, HEAHH. #IUl: scanallincoming mail for the string  ‘confidential’
M “ON g+ (Add Condition).

WEFE “HBAFIESC” (Message Body).

fE “HL 53R (Contains text:) B, B confidential, #AJ5 fiiditfiE (OK).

“OSIMAN L JERS” (Add Content Filter) T4 SR N 4148
i “UNIIERAE” (Add Action).

R “RIARIER] CEAFPIE: ) 7 (Select Send Copy To [Bec:]).
1“7 Berh, B hr@example.com.

L “T/” FBP, # [message matched confidential filter].

M BE (OK).

e T SobiA-con N |
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B mosenes R eg mps e

“OSIMN L JERS” (Add Content Filter) UL i< S 7m0 A 4%

L5 il “USINERE” (Add Action).
PIR16 EFE “FEEIX” (Quarantine).
WD A NRER, R “RRK” (Policy) B X 35,
P18 SLLHE (OK).
CORIMN AL IES 7 (Add Content Filter) Ui £ S~ AR N AR 55 — I0HAT
PLIR19 FRATIHIN T L

BRI, AT AT AT Al N MBS S T A AL DB A s AEABI AR, AL RSNSOI T ANBr i N A I g
o HITE MR NI BIAEAT NG, DR RIS 99 DX AR B PR A ] WA AN 2 32 L DE A 1R 5 o

) Ak S 4 = B9 MIP3 f 4
BN RN A S0, (BRA TR

Procedure

PR RhRINEIERE (Add Filter) 4%

T2 F AW FB, B no mp3s 1E AL IERR AR

PEI  pliagRwiEE (AR (EditableBy [Roles)) iz, EFH “HKIKEFH " (Policy Administrator), 2R/

M BE (OK).

PS4 7E “UiH]” (Description) B, BEAULH] . FU1: strip all MP3 attachments.

LIS N CUINERAE” (Add Action).

L6 IEFE “HOUHE BMMER AR (Strip Attachment by File Info).

LT R SRR (File type is).

L8 N Eh, IEFE - mp3.

IR IR, WM.

SB10 SEHEBRE (OK).

TN AT

Note il NS BERS I, AT T E M. WA LA, W@ SCRATATER AR #R 4 22 )
PN CARE &SR TR true() BRAFRE SEZS N - 2 SORE P 250 B2 I FH T A 3R
W&, WISULECPTA R D

1R[] % X 2 B 53 T RIER4F
=AW ALIE BRI A S R PTTHR A

| EGET et ]
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Procedure

Ay

miiAsnEE SR (Add Filter) %411 .
6 “4Fk: 7 (Name:) 7B, HA ex_employee 1 AHL JERS A FR .

M 4RiEE (M) (EditableBy [Roles]) 554, HEFE “IHRMEEELIL” (Policy Administrator), 285
R E (OK).

£ “UiB:” (Description:) =B+, AU . #l%1: bounce messages intended for Dougs
il &4 (Add Condition).

RS E U4 A (Envelope Recipient).

MFEEEAEN, EPEFFKA (Begins with) JFEHIM dougl.

Ml E (OK).

“WAILIESS” (Content Filters) UUHPAFIRIHT, LR RASINAI A TEER, AT LAGIH 055 i 53 T
fEuhl: LDAP ko Rl d THSINEIZ Ho)n, teN A U ds Rl sh A 5.

A

SkSF Sk
S RNE G
W N =

el s

v

S S S S OSE
S8 S8 S8 S8 N
00 ~N OO o1 B

Qe

LI NE CUINERAE” (Add Action).

L0 EHF “WA” (Notify).

TN EP RN N SERE, SRJE7E T B BN message bounced for ex-employee of example . com.
HIB12 /E “fEFIMIR” (Use template) #5401, 45—l FIARAR o

Note L ST FISEHC B PRI, TP 2 Ik D8 2 M0 DU) A e (1) S8 o AN 2 S s AE L P S b o i,
UG AT A E L BB SR & (Mail Policies) > 78 (Dictionaries) T (= CLI 1)
dictionaryconfig fiy4) FCE NS W AR R o7 A0, M EAIAS BoR A
EI. AREEIE MM TEAE R, HS A A

L3 LHHE (OK).
“ONIMA 7L JE%E 7 (Add Content Filters) U1 ] 2% R A I (F 1 o
L4 IE CPRINERAE” (Add Action).
SIE15  EF “IBF (A H1F)” (Bounce [Final Action])Jf sy “#fie” (OK).
IR WAL IR AR — DR RSN 2 A B AR, T GUI £ BoREh .

IS IR W] RES S BUR AT 51 L RIE ISR I R A ANWCRI P B — AN RHE AR, 55— N
T [P 3 AR

LIR16 FEATIFHHIA T L

BENATIERNHE R E S EAA

LELLEoRfd, (R BN ESS” (Incoming Content Filters) TUHI A T =N Ess.  “f%
AW JES” (Incoming Content Filters) Fl “ i A %1 JE % 7 (Outgoing Content Filters) T2
B AT LA 58S S R i A7 v e N A g A ) “ B3R

| e T SobiA-con N |
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Figure 9: t5 N\ B TiESE: Q1B T =M iTiEss

Incoming Content Filters

Add Filter...

Order  Filter Name | Description | Rules | Policies Duplicate | Delete

1 scan_for_confidential | scan all incoming mail for the string 'confidential' i
2 no_mp3s strip all MP3 attachments W

3 ex_employee bounce messages intended for Doug i

FERCTR BRI Fr s R S AT A WIS SRS 2 AP 1) =57 A 2 s o

o BRI HMOX = NN AL JERS -
o TREFIBAAZ IR no_mp3s i JE 2% .
o B P BACKS e 203X 28 Py 25 i JE AR A BRIA AR N2 SRS

BIANBR T AFRBYWH NGRS TIER

TR R ] D 45 A SR J R AL e

Procedure

sk AR NHB1EHEIE ” (Incoming Mail Policies) R 3 [F 45 N B4 505 &

2 LTI RE DA S 7 BRAA SR IR A A AT N AL B R A SR, on page 4 7S IR PR A SR o
TR, BUANS DU N 2 0 T SR 2 F A 250k

AT BRI A T 5 A AR IR 2 ik gs ( “ ISR (Content Filters) 41D % Ri[¥ % .

7t “WAILYE” (Content Filtering) %4 /] 45 0Ll b, #4 “ERINHEE BN 2L IE” (Content Filtering for
Default Policy) M “Z5H N %1€ 4% 7 (Disable Content Filters) 5k “Ji N L9828 (H € ik
#)” (Enable Content Filters (Customize settings)).

EEFNFR e LN AL JER (RN AL IESS A T “AE NN 3827 (Incoming Content
Filters) UL A0 2 W RAEb vl b BHEE SO “IR N AL IER (AE XBE) 7 (Enable Content
Filters [Customize settings]) I, RNk g R IEHER N CAZEH Ok 224 B8 APIRE .

SR A pE AL B A (Enable) RILHE.
MR (Submit).

A NRBESEME” (Incoming Mail Policies) T[] HP 1) 78 2% 7R £ 4 BRIA SR 3 FH Rk i #3144 7R

Xt TH2 F1 BA R YU A 52 7F MP3 B 15

IR SRS AE] “no_mp3s” AL IEAR KD BK:
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Procedure

PR sl TREBIAEISAT h 5 N A iR 2 ks  “NA I UELS” [Content Filters] #1)) X W (1) 4% .

P2 /& “WILIE” (Content Filtering) 2445 VLRI F, ¥ “IRIKII N ZEILIE: THE” (Content Filtering
for Policy: Engineering) M “ A FH N 2538 (kK BRIA KNG & &) 7 (Enable Content Filtering [Inherit
default policy settings]) A “H AN AL IE (HE L& E) 7 (Enable Content Filtering [Customize
settings]) o

T R B, K “AHRIER NI E” (Use Default Settings) fHHI Bl “ &7 (Yes) i,
AN REIESE SR HER A AR O A2 2R PR
FIE3 HUHIET “no mp3s” 1386 I 1) A IEHE .
PR A SR (Submit).
“AL NHBAESENS 7 (Incoming Mail Policies) BT PRI 43 b £ 04 TR SR It IR o B 28 1) 44 B

PRSI

What to do next

VRIS, 55 TRE SRS 18 ST AC IR A A B PERG AN 2 R MP3 s (FE, LA A3 e A1
e kR MP3 B

B X1 GUI Pl E N E IR R Y15 A

 FEAVEN A ILIESS N, AT LR E 5. W RARE SCERAE, W8 SCIRAT f 45 A AR 28 A2 R
P ORRE BRAR AR T true() ISP I D8 a8 MU - fun SRHs A 7l AR I P T2 S, )
S VCEETATHE . O

o WRARKS B SN M Beas A WAL DRSS, WHZ N AL IESZ AT, JF oy DU A
PRV B O T ILIBAE SRS . A R ZIRAY BE DU AL JEAR PRGN 5 L, T2 70 A BAE S5
o EREGUNIR AT T DL MG BRI 0 OC I T AT AL e A, B P A g AR e R A E X

A st 2 nit.
o Dok PEAS AN ERAE A SCARIY,  UR STy AR IE NI UL b AR S e A8 % +2 {[]
VO

UERANAE T TEARIE G, INAE I N7 bl Sk SUEATIZEE 74T, flfn:  “\WiE 7

© IARRLBERSE XZAFAF, AT LOE Sl EE NPT € ERAE (B2 AND) &2 ATAT5E
SEAE G245 OR) A REXS A A L IE A ML VL -

s ATLUER AU ¢ RPET A DR RGP E A N R BE R . B, T LG I
VB “ARIL” NIRRT . SEA I8 S A Sl 2, EE, W DU T I DE 25 oK
TR SR AL B AT 52 ma R Zeh ARG (B, msPEH D

« HHBG ARl N sifte A 2 JEAR I “ 807 B, W] AR D) e AR & 58k LN A 9812 1)
WAL IERS, e AT 2 S BN R ST B AT M AF I A P o A2 R F
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o [ “HE NEAE Y 2RI E RS (Incoming or Outgoing Content Filters) UL T 1l 2 554 5 4
IRIUES R RS uR/E

o T AR NEAL HIBAESEIS ” (Incoming or Outgoing Mail Policies) U 1 24 BRI S0 i H B i)
EESUR/E

o NILARPTATHS A T Z A 7R P o

o WERLIERR AL “Bee:” Al “BEES” (Quarantine) FEAFE AT LS B e G 2 (1 B% 25 X 45 B %
He GHSRENG. iR R AR 2 X v DL ARULE ) SRems b 25 DX R A i ok g 2,
DMEA S RGP s A T s (R, B 5 AN AP I 8 F o Fe I R A 2 D) o

s T EfEHE “H#i174 7 (Scan Behavior) L[ BY scanconfig iy 2 AH [ RCE, Kl “FEANHE
{47 (Entire Message) £ AN HREMBAF 1945 ks EFE “HENUEAE” (Entire Message) R4 1B
PR IESCRIB . AR “ 3”7 (Suject) 3% “f53k” (Header) £ 1F R B 5 kM5 K.

o WARAEMEER G BCE T LDAP k4545 C(HP, A4 Idapconfig iy 244 M4 W9 O HC & ok A by B
R A8 R IR E LDAP R%54%) , 4% LDAP B & FH /- & v & BoR7E GUL H.

o QISR TG HC E VR, U] PN 2 g DU A e () SR AN BORAE GUL . i, i
SERTARAEH “SCABEYR” (Text Resources) UL THIEY CLI H 1) textconfig iy 4> i B il AR AR FIHIE £]:

DA, WSS BRI
o WAL UESS IIRE UL AL AR/ B R F LR AR G A 1 SR

* Unicode (UTF-8)

* Unicode (UTF-16)

* PHRRIE S /47 T -1 (1SO 8859-1)
* PHRKTE /47 1 iE-1 (Windows CP1252)
« AR (Big 5)

* A 3 (GB 2312)

* fifAH 3 (HZ GB 2312)

« i (ISO 2022-KR)

« i (KS-C-5601/EUC-KR)

* [ (Shift-JIS (X0123)

* Hif (1S0-2022-JP)

« Hi& (EUC)

A LME AN AR BB R 2 TAT . BRI O s AR AR 2 A 745 G 6 1R SCA IR B
TS 2% 0 A8 SO o K22 B B s 8 mT ] I 2 7s 2AS A A

Figure 10: AR TR PHZ N FITE

Entire Message ;I Icuntams;l |He||u,‘fm§-lﬂ? My marr

Conditions

body-contains{"Hello, fFfB? My name is Steve") %

o FEAE N BRI e v b, fEH “UdMH 7 (Description)s  “HUN” (Rules) Fl “ 5
W& (Policies) HEFZ 5 L4 A 78I JE AR P AL AL ]«
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* AR (Description) LK W R AEEREAS N A JEEH U] T Be P A SR . G2 BRI
KD .

* B (Rules) ML P 7 A0 A= B s BT A= RS PR RE DU 1 I 5k 5

* SR (Policies) 7~ 2 FoJd HI A8 A P 7 I JE A 1) SR
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