fic & M < LU YT iR 4

AT LU )
o P E I OC ARSI A R HE IR, on page 1
o {F FH VT FE 57, on page 2
o FCE MUV REP )4 R &, on page 4
o G AS ] Web F1in B st W R vt W & #2175 3K, on page 7
o SEIHE A CLI BT A2 7K W i #2315 5K, on page 11
o ML OCHLE, on page 14

Fic B M < LA S R 14 RO ik

SRV SR S S R SRR 2 A S 25 W S (T R

U R IR E R G, SR LI PER: BB, AR e TP AR BIAI N I R SN THRE »
M 9 2 TP T DA TELIER 199 20 19 265 A RO AC P N AT o) LB N o 296 PAY ) 28 29 0 LG o -2 T P 113
PelRss o G, WRPFEERERAL A () B AL F P (SMTP). BRINIE DL T, %8 H] T SMTP 4%
Mk%5, JFFPERZSI) SMTP MG (AR IBAF A Heds, B “MX” ) .
M P AR AT RE Y e N SMTP JER UG SKMR S5, TR 4t R 75 5 TP ¢ 1 RC L (1 BB F
AL BRIR S o ASTWT R 38 T AN ELIER 194 DA TR S ke o 81 LB Y 1Y A 2% PAY PR AR S N e AR Ao T
UL AT R 4 S IS MIE R A0 20006 AL IR A A, LA RERS IR SZ M, DL ACRE M Hh 4R 2Ie R N 3=
Blo APREOUIT RPN IEAT TR E 1P MUk 4 52 i B “SMTP Ja G P9 e o Bk, il
W Ry 3de R SCHISAE 4 SR i 5 2 1) S PF 9 S A SR IS PR AR 8 LA
AT LLGUEE PUT SR Wy Ry
c AR, MUTIFRSOR B BB AGEEIE . A SRR P ROR B V2 EHLIERR, IR IR E
Ie] 24 PRAC AN
cFAB T, OUTIFESEOR AN RSE GEFOK F A AR PER S5 2% (POP/IMAP)) &
IR IR R 2 AN P NI o L RITUT R PR ok BEATRR (2500 B i ENL
EER, RO E [ SR Z RN

LEQVEAMTITREFIN, 320 E LR B
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AT EDEEA G TC |
B snumes

s ITREFEME. & CEH T IR P R E e, BUACR: € TR MW A i g k. i,
T8 n] DUFR 8 22 T R e 16 TP 42 R 1, AR A SRR & L T R . A el b AT
SRR R VEAIE B, WS B T 27, on page 2.

© SRVFMBLE ENERBIMRATRE R . € AU, TR B R BN N IS . Biln, AT
POE SGERE TN, DB o] UERE R R . AR T IERAE G R, 155
A FH LU 1) 3 SCAVRERE I L

© ((NERTAHfMITRF) ATIEF A EZRZERARIAMIE . & AR P MR Ll
)\o Wﬂﬁﬂ, ﬁﬂ%éﬂéﬁf%ﬁfiﬂ%lﬂﬁ currentcompany.coms Wi@ﬁ'ﬁﬁﬁ@iﬁﬁ oldcompany.coms I)_]\M’E‘\ﬂ

u?ﬁ% currentcompany.com *ﬂ oldcompany.com E‘JH}B’TL—Fo ﬁj‘&ﬂﬂﬁi&ﬁﬁtﬁéﬁf %ﬁééﬁﬁgﬁw 'Ljﬂaé%
[ 35 T80 44 BRICPE N k2 52 4G 4 4z

TEPTWTRE P TP L E B (UG “ EWLUT MR (Host Access Table) F1 “Hff A i) 3 ” (Recipient
Access Table)) , H423%Mi7E SMTP 23 i ATV REF 5 SMTP RS54 I (5 77 oo SXASTHB A 199 5%
REAT 2 00 A 2 B2 A S s A 3= L

Figure 1: (TR . IPEOFIELAMBEOZ BRIKR

‘ Listener ‘ Port

IP interface IP address
Physical Ethernet interface Physical interface

= w— Cisco Email
Security appliance

& A ITiEF

AJfE GUI H “PIZ%” (Web) > “il Ly (Listeners) UL L8 f# F CLI ] listenerconfig iy &K

BC BT R .
A Ll SCE T A U R e (4 Jm i B A ORTEANE B, 1SS 0 T B2 77 14 4% ) 1, on page
4,

FEAR AT B R A 5 _E T RE Py I, 5 2225 R LA A AN R«

o AN ECE AR IP 2 1 E XMW RE s, AEBEAM T RS A8 25048 — AN AN [ (1 g 11

« BOAEOL R, WIUrFR A SMTP VE g WS AE P R (L MR H IR 55 o ARt ] LR R 46 I 0 £
ﬁﬁ‘l‘;{@ﬂmﬁ:[y\ﬁUTj}ﬁ( (QMQP) %ﬁtﬂm’f*i@@?ﬂ&%o ﬂuﬁ}ﬂ listenerconfig CLI fﬁ/ﬁ\lﬁﬁfﬁtﬁ%
k.

o AT RE T SCRE BRI PR SLER 4 B (IPv4) FIES 6 hix (IPv6) Hhulik o AL SNt A% 7 A AT —hie
A AT RIS FH P AN AR o 0T R A FH 5 B 1 A UAR [ RSCAS PR IS s o 451l
WUR A B IPv4 AT IPve BCHE 1 WiWr AR, IR FEERE RG] 1Pve I EHL, WA L4
fEH 1Pv6. {H3E, S piVTRE P RC S U 1Pve Hutil, el ok sz 2] HATH 1Pv4 Huhik it
FHl.

* (EIBAT “RGRCE T (System Setup Wizard) J5, HAERBAF M OC_ERCE /bW R (i
MEMED o (53, SETFIRIEMUIFRT, AsyncOS A2l X LLERIN IP 15 21550

B RE R
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wanries [

« C170 #1 C190 & #&: BRLAIEOL Y, “RGEWENT” 5IRERE —DaItrie)y, M flT
POk B IR R ERAE,  thn] F TR 4ROk B PRSI IOHEPE . Rt i, —AMITWTRE S AT LA
TR IRE -

o R T A MG A 9 O RHERR Wb, n) LABIEE “sinkhole” JSAUMIMINIRLST, AL SLak £ H
WIWTRER . I sinkhole MUWT &I, AT LGB S AEMMBR MRAF AR LB AR (%3¢
A5 S, TEZSE AR HEER " o O AEMIBR B AEZ BRSPS ARG, wT LA B R
HEARNBNB I SE o ARG FAREEL WAL, T LA B A4 1 2R e O A1)
é@%@l&@é—o it{ﬁ%%%ﬁ%ﬂ/ﬂ\ﬁéﬁﬂ CLI EF‘B'(J listenerconfig ﬁéﬁf%o

B - BAT AN LU BRI AR R AR ) A FEA L - R P s T “ R BRI T £
FATPIAS AR UK R #2 E1ERTII R0 AR Gt g M R S P P S e B T MW R e — A
NICUTRERS, FE— RO ERUEASER S — DB R, R AP0 ERftuh
HEREIRSS o

B - DA PIAS LUK R I PSSR BRI AT R P s T “ RERE 7 AP
AN VAR R4 10 RIS 0 SRR L )3 (0 S R S A P OGP AR N TP BB T A A LTS
Fs Rl SR AN i A H St R IR 55 o

Figure 2: ZFELS B AR/ LUK MO BB AR X £ 2 e BOriEF

AT,
; Internet »f" -— Note  This public listener uses SMTP
Vme | protocol on Port 25 of the
B \\___J,?’L" PublicNet IP interface on the
* ST Data2 Ethernet interface to
s accept messages from the
Public Listener: Internet.
mhoanaNEilE IP interface PublicNet sends

| IP interface: PublicNet (e.g. 192.168.2.1) | messages to destination hosts
| on the Internet.

‘ Ethernet interface: Data 2

Cisco Email
Security appliance

IP interface PrivateNet sends messages to
w Ethernet interface: Data 1 | : 2
internal mail hosts.

| IP interface: PrivateNet (e.g. 192.168.1.1) ‘ Note  This private listener uses SMTP

Private Listener: protocol on Port 25 of the
“OuthoundMail” PrivateNet IP interface on the
t Datal Ethernet interface to
accept messages from internal
| = systems in the .example.com
domain.

Groupware server / Message generation system

rEm ks i



AT EDEEA G TC |
B ==vviesnesss

Figure 3: % FEL-SX A A > LUK W 2 1 BB I 5% L B 2 SR AT AZ e

TN

£ =
\_ Internet | <

|
o

+ SMTP
Public Listener:
+ “MailInterface”
— |“—“" IP interface: MailNet (e.g. 192.168.2.1) ‘
Groupware server / ‘ Ethernet interface: Data 2 ‘

Message generation system

Cisco Email
Security

\)

Note . /\HE{fi R 7E Data 2 LK L1 F 11 PublicNet IP 32 L1 ()3 11 25 |, ffiF SMTP P52k A
M IR, I 4k E . example. com BH RS IMMBAE. TP £2 10 MailNet K B4 ik 21 H 1
A AR L, A RIS L.

BcBmiriE FRIE /R E

PEWT R P R4 S 1 2 S M L IR E 0 O IC & BT A W R o G SRAT T R P ) ey A I Y
PR 4 R (IPv4) I 6 R (IPv6) Huhb s 0, DMut Wy FE e 15 0K (R  3& FH - TPv4 1 IPv6 I & o

Procedure

FE KL ML (Network) > T2 (Listeners).
$&2 NmELF/IRE (Edit Global Settings).
PI3 TR T LRE .

Table 1: (AT F £ /R E

eRiRE 15 AR

PN U S MUV RE R U e K R R . C3x0 T C6x0 B IR IAEL Y 300,
(Maximum Concurrent | C1x0 57 [ BRINAEL A 500 W1 SATITFE 5 [ I 3252 1Pv4 I IPv6 354, Wi
Connections) PERORAS Ay AN Ay . B, SR BRI E B RA 300, 10 TPv4 I IPV6
SR AR R AR 300,

BRI TLS YRR | Y8 T Wi P 4 & 08— I Bk IE R TLS MR . BRI 100, 11
(Maximum Concurrent | SRSy 217 i I 4% 52 TPv4 A1 IPv6 TLS 342,  WEZHRKE 20 I PIASEE2) -
TLS Connections) B, SRR ERECh 100, W IPv4 R IPv6 TLS X B(K M AIAAE kR
i 100,

B RE R |
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menriErnesizE i

eRiRE 15t A
TEAN VAR BRI R | SR VPR S B E AR s N AT M . T 0 KA 1P s ik Ok Y

i 7] (Injection
Counters Reset Period)

THEES AR B R G, B Basil & o E ST S (B, & 159
PITTASERE 60 2381 W LU R AN 25 38K 31— AN Ty B R I 52
ARG MERE .

HETAERAE A 1 /8. AT AR & B Bk 1408 (60 B2, &Kl 4
/NI (14,400 F5) .

THS P .

AN NS I HE 1
B JE B (Timeout
Period for Unsuccessful
Inbound Connections)

B AsyncOS 1E IR AN I NS IERE 2 Firis SAVF IR FFA B IN TR

AR ERE AT g2 X FE—Fh SMTP 231 : AW & SMTP 5{ ESMTP iy
Ly AHARRARINIBAEN . MIE BRI TR I, AT Ak R Ik,
e Tl BT W T

“a21 SR I ISR NI, IEAEWTITEE L. 7 (421 Timed out waiting

for successful message injection, disconnecting.)
FEIERL IR ITENMEPE 2R, AR A AN ) o
AT AT AR EI¥ SMTP 4. BRI 5 7041,

P NS IERZ I | B AsyncOS 7158 I Sl 4 LT Fo VR LR K7 50 BE AR I TG 8

IR (Total Thme |y o A 9B VP TR R B RV — LI SR

Connections) PRI TRIPRKZY 80%, KA HH LA R B -
“421 O RVFRERER ], IELEWTIT. 7 (421 Exceeded allowable
connection time, disconnecting.)
R I B GERIN [H)1Y) 80% I, MBAF I SR 2 W P He,  LAB 17
M TR BT TP+ o A SRON SRR T T (R I T 8 AL L IE B IR N T )
80%, WX NWER T e KBRS . e g TR BN, 75 Ad e .
AT T ALV B SMTP 3E4#: . BRIAMER 15 234

ER LRSI NN TR AN TFi 58 BRABIVE T A RSP ERE B 32, AR AR ISR BdE 26 .

(Maximum size of
subject)

RO A B E A 0, AN HIAT A B o

rEm ks i
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AT EDEEA G TC |

eRiRE

15t AR

HAT SEIRE 44 (HAT

delayed rejections)

T B A5 7R B N 2 AT HAT #4s. BRSO, HAT 644 11345 32
o, IfHAE SMTP 235G eG4k B briE i & o

B HAT “4548”7 (Reject) B MAIELENT, AsyncOS wJ7ERBAFSCAE N
2499 (RCPTTO) (i ANJEAE SMTP &5 FFUGH) $ATHhdn. @it ity g4
WS4 2= JE AR WP 2 T IR IR, LAE AsyncOS £ B BE 245 O¢ LU AR Za i £
MIVEANAE B BN, ] LI 4 BH b A i i ok A AN e\ otk 7 7 S
o FEIR HAT R 4004 0] DLBRAK A& % MTA K0T 2 I EIR 0 AT fETE

765 HAT sEiRfE4e )5, Bk AL AT N
MAIL FROM i 2 ¥ #5452, (HAS Al HEf % %

JTff RCPT TO fir & #MHAEL, IF Bon—BOUAR,  FIWIAGR IR RBUR 2
[EEE

W% MTA Ji i SMTP AUTH MHAT B 03 5iE, MIE ATz T “+
4k” (RELAY) %W, FfH ARVFEATIER LM

H AL CLI 1istenerconfig --> setup command AT HEATHLE .

TR 4 SAIFHAE .

What to do next
X ER

* 7 Z Phgm bt (P A% L, on page 6

B8 % MmLHMF I E

TET AAEAE L S 50 MR S A B 2 SCHIEA: X S (AT A«

- fik

o RAricIEE ASCI A5 3k
S NUNHESY A

SIRCE MAT Y, A CLI I localeconfig T4 .

)

Note  <hE ] Web GLHINCE ATy -

H xonf| CLI A,

B RE R

HS A S5 IR EAR LA 2 AN G .
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J8 121 A Web 571 €132 (i #2 5

PE1
$IE2

$IE3

TE4

Procedure

@it web REeitieRaneEins [

Vi iRk

RIRIEFEML  (Network) > WIWFFLF (Listener) o
M RINIITEEFF (Add Listener).
BoE F R X E .

Table 2: (532 7R &

20 AR DOV B M — VR DA BERER B . VTR P58 S 4 FRIK A KNS
AsyncOS 7 76 VBRI 10 TR e 44

BEFRE R | LA BT e 2600 o i —

T f . ,

igﬁ; R, ASETRL L oK 1T 0P AR O

BT, THOWTRERRPIEE I (D PR .

$10 (Interface)

PR IL LA AT RE P ) O C R G TP 22 VR TCP 3 o AR 42 A
F 1P b RIRRAS, W AR Al L2 oKk B 1IPv4 Mtk 1Pve Huhb sl AN AN 1) 3%
Beo BRNESOLT, SMTP i F o 11 25, QMQP i F i 11 628.

AR Al e & S

(Bounce Profile)

ﬁ%@@@aﬁj@ﬁ‘ (ﬁ”%"l"%@\:Tﬁﬂ CLI "PE/‘J bounceconfig ﬁﬁé‘ﬁﬂ@ﬁ‘b&lﬁl@ﬂ
B, TGS A R R RCE S .

A IAE L
75 (Disclaimer
Above)

R TTA W I THAE O N Ty (SR rh it I “HEfE SR 7 (Mail Policies)
> “ARBYR” (Text Resources) T EY CLI H1H textcontig iy2 GBI 70 51 75 1,
WS “SORBIE” —)

FeITHEWIAE R
77 (Disclaimer
Below)

PRI L7 5N 7 N e o A W] Gl “ BB 5EmE 7 [Mail Policies] > “3C
ARG [Text Resources] JUHIEY CLI ] textconfig fir & B M T A Bl £E 41
KPR WS CSORBHET —FD .

SMTP & {75

872 SMTP &4 56 UE e & SCA

UEAC & A

(SMTP

Authentication

Profile)

UEfS R T DT I0 TLS MERer & —MET (I P4 T il “M%” [Network]
(Certificate) | > “JE43” [Certificates] T HIEK CLI H1f] certcontig Air AN MIMIIET, 1524 N

55 H Al MTA G REER) .

(Al AR FRA e X, BeE H 6 SMTP “varn rrom” Fl “rcer T0” iy EHTIN & & .

rEm ks i
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B =3/ web REbIR ORI IR E 2 E

AT EDEEA G TC |
*

wE

152 AR

Hiuhl- i AT g 2
(Address Parser

Type)

AHF DL AT 2828280 2 — R PR MR A R S ) RFC2821 bk Ao AS FE B
PEHEHER

o AR ROK L REC 2821, /™40 R, Ml il 2315 3% ) REC
2821 FUN, AHAT DL 2 /46 55 1) B -

* fEE 5 5 AV K, WfE “MAIL FROM: <joe@example.com>" —#f.,
o TEs A T ARV R R
* “MAIL FROM” Hl “RCPTTO” iy ANX 4K/,

o ANSERERANERA) S (fFlhn, RFC 2821 ARV “ID.” XEHF4) .

A DOR R IR SER NI I, XS IAE AR F i RFC 2821
AR :

B RARHTERIEA AT IR F JCHTA AsyncOS [MIATAT Ay eI D) “Ar4k”
W pFshE, JF H.:

o BWSTER . ESGRHREER (RS S P RBINERT AR, IFSZBIREL].

* /£ “RCPTTO” Ml “MAILFROM” 4 B4Rk (1) s 424 b k- J0 6] AN 5 B g 1)
KA.

* R ZMRERIGS CERERAE TRFIREIN WIS EEED

FVF 8 R 44
(Allow 8-bit User
Names)

DR A HZAE T, ) SeVRAE AL (T 44 BT 8 AL A, e o

FoVF 8 il A
(Allow 8-bit
Domain Names)

U SR A FAZE I, T S VeI AR S 20 A P 8 A7 5

B RE R
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WIS

@it web REeitieRaneEins [

wE 1t AR
FOVFHB 745k SR A FZE T, K SR VFRR ke FR 0 dsm] URACAN I, m] DL AN ) 5
(Allow Partial STBE
Domains) _
PATF il e 70 38 ) 7 441«

* foo

* foo@

* foo@bar

FAE “ERINI” (Default Domain) DIREIEH TAFE, @207 H I I .

ININEGIALE: T ANEA S8 e AL IR R R ER 8. BRARZE “ SMTP M
BARAT” IR T SRVFE R . SR A I, R IR “BR
IWEAF NI I BIANS 58 A FROE A4 1A AR Atttk St R 1
B BT R AR RIS (RSB, T RLEE SURTWT R AT AR B 4R
Hudike O

WERIEAT ML GRS, AL RIR M E I AN SR Dt w8 (B & AF
Ak, 2 R IETRAS N ER A A A Ntk Bl AR4E R 48] LA A 50 G e S
P, BURATATH “0e” VEOUIBPERIEAEN . B RBRIA R NI Hs
“eyourdomain.con” MYANEI “joe” , LAGIESE 4R B A N4 FR

joe@yourdomain.como

5% H (Source

e RETAE “MAILFROM” 1 “RCPTTO” Hudilk A&y % b (4T R I

Routing) SRR A e, A “@” AR IR e (.
@one.dom@two.dom:joe@three.dom) o WIRIZE A “EL” (reject), HHEFFH
a4, WREEN “Yri” (strip), KR HUIE YR B304, FFRs 1w D
4.

KA HAE SO | e B RS LA R R SO RIAT . HAT, IXSEFRER IPv4 UM FTE

(UnknownAddress WH. R, BBk, X T IPve MubikSC o, SR LLZE PR A 4E iz,

Literals) T LA I3 B R [ % b -
A ST R N S B RIMEIR M. R A AR T DS AL S . iR TG
VEARIEMRAE,  Z AR PR g AR A AR ) .
ARSI T, oo KM NHREIE B A sthhl, e s gl o) a7 Bl 4
4,

EH P a4 | ORI AN F75F (B % 58D I P 2ok w4

A FHIX L 745

(Reject These

Characters in User
Names)

CRIE) MR R R e 3G BEEN T B € ST R AT 0 I R i

rEm ks i



B =3/ web REOIR W F IR EZIER

AT EDEEA G TC |

wE

L RA

BRI RIEEL
(Maximum
Concurrent
Connections)

FSEVFI B KA

TCP 5t BAFIR /N
(TCP Listen Queue
Size)

AsyncOS H57E SMTP fIk 5545 12 52 R 2 A B KE R A T

CR A1 LF 42
(CR and LF
Handling)

R AL B4R CR ([B42) 51 LF GAT) FFRTIIA:

< EBR - VIR, R CR #FRI LF #5564 CRLF . ¥4
Ironport-Invalid-End-Of-Message X i L7 £ LZL_E%WE%TB)&/% 4
WPHI R T, R B A RO S A7 5 B o k.

* $E4E - FHLE LI F

« RF - AV . # Ironport-Invalid-End-Of-Message X 15 Sk 701 £ &
SRR

N Received 15
3k (Add Received
Header)

T TR IR I S Sk o TR I8 wT I e RN A A %
W W] 7 (Received:) 53k, EEILrP 4k Ar. WU EAAASE “Falicn
7 (Received:) ffi Sk, o U H] L T 25 H 1% Dl fig

“HRWCRS TR (Recelved)fn%T AR TAERA S AL B R R 2E, 1
ST WA HE N BB SRR AL L AR I

Note

LA P CR A SRRy 3, AT DA DR AN 2 DRE AT An 8 T J45 A Rt it ) S
PF B BRGS0 TP Mok s AL, o e MR K9 4h o AESEH] ORI
%HTJ‘, i,%/J\;]:‘\O

1§ H SenderBase IP
Profiling

YEFE 1T 5 ] “SenderBase IP #1477 (SenderBase IP Profiling), JFFHC & LA T
T
« S %EER) Sender Base #BATAT 8] (Sender Base Timeout per Connection).
5E S AT RN EFE ) SenderBase 17 8 I TR JEE

CRIIED MR R e 3G, e BT T2 05 Le VT R e ARSI T LDAP 259 (R BB
ﬁﬁﬁ XLREAEMIWIRE Y LA A LDAP &if. fEMH BRI T, 420 E JG 81 LDAP i, AEFF

IR AL HARAT F AR 1 50 e
5604 LDAP &l iEafE R, 153

B RE R

PR . R AR AT DU I 0

Z: [ LDAP £xif],
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1522/

s, BismAnsst R Em L MALFRom [l

TR 1t AR
52 A 1) (Accept XT?T%E’%‘%], TH MBI IR PR (A nT LA A 7E A BA A AL 2
Queries) M JETE SMTP 21l ] & 2 LDAP 452
XF R AT TAEN S AL B BB () LDAP #2352, 15 AAULEC T NFR e iTh: 8]
EETE.
XFFRAET SMTP 2 i Il ) LDAP #%5%2, 145 W R AVE V5 7] LDAP [l g5 d&
PAZ AT AL BRRBA o W LAGE R B AT [ 5 SO Y. SV Bl 25 54z
B, EPEARAE SMTP £l AR “IK P 484 K1 71l (Directory Harvest
Attack Prevention, DHAP) [#{H, &7 EFFiEH.
7E SMTP 2 i P AT A NS AIE 1T fig 23Uk /> 2 4~ LDAP £l 2 [ [ iR . K]
U, EalRe =, ERHASULDAPEAZ G, H MRS %s L 3ok 36 n .
ARFEHMFEE, 1HSHLDAP ik
% B 2] (Routing | XT3 HET M, 15 MFIRPIEREA M. FCTFEANGE R, 1S HLDAP it
Queries)
PhAEAT it K AhEEA W), 15 MFIR AR — AW, AR5 RO i hl, 40 From
(Masquerade Y, CC 15k Huhk.
Queries)
HRHEME R, ESHLDAP St .
24 72 f) (Group XA AW, NSRRI, AOCEAE R, 1§ M LDAP AifiiiA
Queries)

TR FAIFHINE L

What to do next
HXREM

o3, BRIAIERS XA IE#H 1Y) MAIL FROM, on page 11

ERIAB A4S0 A IE 5 A9 MAIL FROM

W RAEAE “SMTP Hisikfi##T” (SMTP Address Parsing) ZEI00 4 A Wr A2 7 Ji F T 45 F R A A 56 IE 5l 2%
T ASCVFR R, WK AN A FH 2 (T W R P BR A A

XL DIREM B

Bt CLI €2 AT iz R i & 3% 15

NERAN T QAN G BT RE Y AT SR AR 55 A IR 28 listenerconfig 1T 4

rEm ks i
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B sanr sy

Table 3: €2 (AT i F HIE S5

AT EDEEA G TC |

tZ AT FRIES

WLHMFHS

AP TR

listenerconfig ->

new

G AR AT R A R i

listenerconfig -> setup

O AVTT R P 4 AR [T S

bounceconfig, listenerconfig-> edit -> bounceconfig

K Ge o0 WIS U R P SR IO R

textconfig, listenerconfig -> edit -> setup -> footer

it B SMTP 5456 3F

smtpauthconfig, listenerconfig -> smtpauth

fil & SMTP Mty

textconfig, listenerconfig -> edit -> setup -> address

Pc B AT R P A BRI

listenerconfig ->

edit

->

setup -> defaultdomain

WA I E A Sk

listenerconfig ->

edit

setup -> received

P CR 781 LF #7538 CRLF

listenerconfig -> edit -> setup -> cleansmtp
(LB @ XINTEE:S , . .

listenerconfig -> edit -> hostaccess
A MU B e F P (RAT) 32 M (X | . .

listenerconfig -> edit -> rcptaccess

S A S (T A D)

I R R K XHE (TLS)

certconfig, listenerconfig -> edit

WEPEUET (TLS)

listenerconfig -> edit -> certificate

7% listenerconfig iy 2 A5 B, 12 % i&EH T-Cisco Secure Email Gateway/[f] AsyncOS ] CLI

F R o

AR AL IC B RS R, TS PR E S AL R DI fE .

EPSE]

=12t HAT 224§, on page 12

=% HAT 5%

NERESCT N HAT 800 TERG WU, W RAASIE S k AR T30, sUa 4t
M ARRIE T . BT RS BRUE T b 2 S NS ECCR PR PRI R iETL,

B RE R
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Table 4: 5% HAT 53385%

santss i

RIS (Maximum
Recipients per Hour Error Code)

2% B =l THIE
AT R B R H , ey
(Maximum messages per max msgs_per_session 1000
connection)
EIAEOR A | e oo
(Maximum recipients per —"CPES_Per_Tsd 1k
message)
N | I
. max message_size 1048576

message size) 20M
SO RO R | e N
¥4 (Maximum concurrent -
connections allowed to this
listener)
SMTP $ﬁmg,ftﬁ% (SMTP smtp banner code j&? 220
Banner Code) - -
SMTP *;ﬁﬂ]EIZIK (SMTP smtp banner text ?%EI% Accepted
Banner Text) (¥) - -
SMTP h 4 f (i (SMTP T
Reject Banner Code) smtp banner code 550
SMTP #H 4t iE LA (SMTP TR H ,
Reject Banner Text) (*) smtp_banner_ text Rejected
21 SMTP il 4144 - on | off | default N
(Override SMTP Banner use_overridae hostname erau
Hostname) , S

override hostname newhostname
i} TLS (Use TLS) on | off | required

tls on
1 FH S 3% BB A4 414 (Use ek on | off e
anti-spam scanning) spam_ehee °
1 F 9% #4713 (Use virus , on | off
scanning) virus_check off
15N R A R e N
(Maximum Recipients per Hour) ax_fephs _per_nou
BZNNPWRINECONIEE I e ey

max_rcpts per hour code 452
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A (Maximum Recipients per max_repts_per_hour_text Too manyrecipients
Hour Text) (*)
i} SenderBase (Use . on | off
SenderBase) use_s on
& X IP {5 2434) (Define . e -10.0- 10.0 i
SenderBaselP Reputation Score) Svil[lz; e sbrs(-10:-7.5]
]
H SRAR AR S U5 - sk /NI 11 han Limit ey e
KT ANHL (Directory -
Harvest Attack Prevention:
Maximum Invalid Recipients
Per Hour)
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