iz

HE1ExK

AT LRI

* #%i&, on page 1
* H#&ZEAY, on page 12
* H#& 1T H, on page 68

o THEHESCHERTH &I H, on page 1
* HAEZEM, on page 1
* H&EKZJ7 %, on page 8
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H & 21 AsyncOS EﬂMﬁFTﬁH’EiﬁF A ROE, AR s 3R 88 R s A ROk Bk
ERTESIH AR B BT IE RS NEEEWHE (B, BRI H SRR HE) M.

REHHERALSCAR (ASCID A 0T H R IER IR, A2 H &R —##R. ASCII X
AAF BAEATA SCAR G 28 HH ¥ AT 52
JRHEAE M R AR A B RN 45 0 G, VR AR B 2 ANHBAE I OC I H & B4R Rk o FER R
TH., ERREHEEMCER, T#ER.
BT HERME LR, HE RIS R (BN E ARG B Rk [F—
H &M R VE e 2N .

HARRARR I 1A ) B s R B, B, WHEEdE . RESHE R ik socAE s .
QU HASTT I, BATE R HUER A A OCTRAIE B, S0 H ST I, on page 68.
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Table 1: B 538!

EESE

LR

L RA

SCAR R H

Stﬂiwﬂﬁ#tﬂ RAILK MBI R GEAF AN IAT B Billn,  WBPF, A%
Zs FTOTARHIERL . IR\ TLS 5%

qmail # A1 H &

qmail % AL H Dk W RGHRAEE B 5 T 30 h ez H AR,
HE¥ A5 BAAAE A qmail #45X.

e H &

ek H RS MR SR IS A S R O FE 25 R, B, A SGHREi
P NALIE S BB S AR R 2 R [BIARSGAE B HARTHE N “ IR
A7 MR, EXEWEPTAMRE BB Kl kAR HEHAT, H
F%$ﬁ%i 2% HETH RORIAT T A AR ik 2% ﬁ%ﬁ%f o fRIEH
GUL TR Sl s, DR m B EROR . Mﬂﬁﬁﬁﬁmﬁﬁﬁﬁﬁ%
FUSSCA AT Ja AL B, B FLR 4l XML 50 CSV GE 570 BafE) #%
Ko ¥4 T HALE: https://supportforums.cisco.com/document/33721/
cisco-ironport-systems-contributed-tools

i H &

AR H &S SR P N R R NIRRT A s B

FR WEPE D RN IDS BME R AL (S B E AtdiE Wiff:
NIRIFTR St AT AR oK E O N LM AR o eAh, X N IR PR
SN S G ERIDS v S TR 1 e NN U T S N N/ e eSS
Bz, BRI AE.

R H G d sk CLURS AT RS SHE B, 4 status detail
Hl dnsstatus iy 2. csk HRRATH logeonfig 1) setup Fir & i E . IR
H & RS T B B SR R I R A 2 M T

A WA H &

SR H A S M O S g e N ML IR (K] SMTP 2 15391 10] 1) %5
JUum AR 5 AT o M H S AT SR Ry 2 W N A AE R )i
WAHE H & I#*?E%ﬂi%SMW il B SR 1Y
s BEECH B . AT DUE IR s iR H AT, FEiL P&
T A R

AP H &

VEAN &l 9 50 5 R B R G4 2 EHLZ W] ) SMTP 2%
e VENR H R T HEER 1 22 4 v g AN ELIC Y B BE AW ] () A
I EARAT Bl

ARG HE

ARGHBWRUTER: G1FEE . ROl : B OCVF Al ik 21 S
DNS RAAF BA P EH] commit fir A B80T . REEHEX T Hif
IS W D% R HE AR ARAT T

CLIH#ZH&

CLI #1#ZHES WK ALK TG CLIiEE) .

FTPR S %% H ik

FTP H&idsk TH AR R FTP RS KGR . Al sdE et
e SR P53l

GUI H#&

%% HTTP Hi&.
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HTTP H &880 FJS U HTTP F1/88 %24 HTTP RS AH <15 B
T P S ifT (GUT) J\_L HTTP Vjin), BRI HTTP H &S -2 [H
FCLIF#ZHERMGUL. HESERSEEH CoHaimfdiim i)
AILE GUI Hh o inl (1) 51T -

KRS ATA R SMTP H IR, B, ABBPERI S LR fF A Ik
TR & 45 S

NTP Hi&

NTP H & R OGS & T NTP (Z I [P ARkSs 282
B2 iE. HRFEAER, ESH “REEE” AN “ YN 25 1A
PR (NTP) Bl I ) 7 347

LDAPH H &

LDAP ik HEA T IR LDAP %35, (GEZW “LDAP&H#]” —Fi. )
e H AR 10 SR AT MR AR 2 A i 31 LDAP Ik 2528 1Y 2 W i s 45 .
HRHAGE R, EZ0

e B A H s

SRR H & sk AR G SR BER SHAH D REARAS R 5o Se b
ISR EFT BRIk A - BEAh, HMLHM%%ﬁ%TaEﬁWH%
FIEERRI H &

S B 3 S Y R

WA R BESR AR RE, LR H AR AR A R L S “ AR R
7 BAEATOCHIIE AR . H SO mbox A% Ko A7 9% S BB A |4 )
FEANE S, WS BRI —

IR AR5 5 H A&

T RIKAMAET I RS IENERS. K2HEBATERK
ﬁﬁﬁw

IR TS AE A RS AR (R H ARSI B e r ey . Hi&
LA mbox A%

Bl 3 H & By 55 H Bl sk REFRaE I D REPIRZS, QIR EOHT B9 2 5 1 ST
BT IR S

7993 5 V1 B4 B bR, W H SR AT /IE S AR B

RIS PE . HAESCHE A mbox A% 3. AXRTEAEE, WS “Pikd”

=
H,

AMP 5 H i

AM@ﬂﬁﬂ VLSRRG ZEE AR I RENPIRGS . ATRTEE R,
[ SCAHA 2 L e AN ST AE 2

AMP f£44

D CLRE I SRS E 25 DA 0T s SO R AR I 7 5 1 B R BB A AN T i
FB AR EEAT AR, LRI AR Al . H S04 mbox
1% 3

Scaning H &

FH H SRS 1 A3 LOG #1 COMMON T & GEZIZHD .
TXISVY ST R Y W . R AR, IR RN R R R
I HEAE T R G006 4R
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B S IS 2 DX H AT SR g B S P B XA DR B4, Bl Tt
GUIZHATIHIECE . B P SRS A B 2 ] A CRATHEIRSS)

SMTP 2:if & SMTP £:ifi H & id s AFIAE ) SMTP 255 0T 15 B
Z4/MiEFEK H & GAFNRMAIEFR HE SIS R 5 38/BH 1R 5 3R 3B R R
LAEITR
et et H A S il sk S s IS 1 BEREAH DS R34
WA HE A5 A H 20 %5 M EE M G s AT B4R o A v A DG R B
FOHTRE T H & TOHTRE T H & % 5 RERS TR A B 344, 4101 McAfee B 8 52
SCHE B
RERH & PRI H &0k T 5 BRI A i R A A o BRI H S R H AR 1
£,
B EUE H & SO B IE H 0 5% I 0 8 S R B 8 sk 43
Bic & 7 Sl % H % Fic S Dy Sl ok H A IE S LU AR R MR 5 1k A= AR ) DL R A8 ok A
LN S Y D RE A U %AmL By O B Sl s H &
T H & B IRTHH R A 2 BE PR E B
API Hi& API H &0 5B 3¢ AsyncOS APT AHSEH &R Fiqt, 5 l:
* APL A BEfs ik
* 3 API FER RS (FEM N &)
o GOy IR A T
o R ENR
* 55 AsyncOS API #EAT M 4% e 1 B 50 1 It B0 13
G HE H—FF HEERAH BT LR A H AR, &
A DA fe i B 2 A A BTS2 B (SIEM) A i sl sy F 3E4 T3 HT Y
Bl (HEGED 78 X8 H SR K2 B SIEM AW i V2 8
FH )38 H 4% 28 (CEF) H & A% .
CSN H & CSN HGEH &7 ¢ CSN $edli AL RN S B AT AZEBRBE S & &

CSN Hfii CHIS: 9 SR T BEALE TP 40 45 5D

e R 2 R B H &

e 2 P A £ B 7 H A 5 IR R e R 4 B £ B 7 2 IR S5 AR ORI A
Bo RBHAMFEEAT “fFE” 8™ E” g0,
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< H=
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ﬁmpgmm

ﬁng&m

BB
H &

PRERH & | .

SO I |
H &

PoE s |
xH&

API H&E |« .

|-
&

CSN H

-+
N

RIS | o
CRRENYE N
H &

% H &

SR E

AR DUR L — AN SO R S R H G S, AE HAETT R RE, 2448 F GUI 5 logconfig fiT 4
Gz ek g H TR, o] LSCE B,

\}

Note /i bEAN FAE BT A HAEHEIR VAR, ZHEEAMIGE ] T ik bl @5 CLI EATH %R .
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Table 3: B 12571

Axtzrs

ERZII

IR %, BT DOE A “ HAGTTH” (Log Subscriptions) BT s iy
FU& H i, AR5 sl 207 1) (0 F RSSO, okl HS SO ARGE A H]
(RIS, W] AR ST a8 8 LV AR SCPE S FTIT3CF, s SO A 3C
Ao BEITEAEH HTTP(S) B, thE BN R T ik,

Note fififj by i o R PAEMTUM SN H &, AR MTZ0 G
SHL HBERTEZ0D , BIAELE CLI HhdRE th 5 iR st

FTP 1%

W TTVE LS S WIHEIR B R v LB FTP g5 s . 1T 25Kk $E
PUEREV SR 4 SRR F AR F oo FRS ORI S B0 B 1 [RlR
THRIREAT A o

SCP %

BTV RDR H SO e A HES B FE T ML L SCP 45 2% . Bburvksisk
EERE TSN FAE AR ] SSH1 BE SSH2 W) SSH SCP k4528, 1T H %
SKIRAET AR TSN P 44 . S50 R H bR H 3. H B SO RS 5 5 B 1
(R R T AL
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Syslog Push

WL HASH BB IR RS H GRS % VAT & RFC 3164 41
1.

Note  DUFJLFSCAM H B W AT H R4 H EHEIX BT L4
B RGHEHIE TG, £ TFIFBTP AL ER:
* £H#12& (Hostname) - i NZEFE ARG HEMRS 81 EHLEZ .

« im A (Port) - HANIZERE RS H G RSS2 i 5. BRUE A it
J 514,

* 8 (Protocol) - & FFT MY (UDP 8% TCP) #H4T H &AL %0

* B & K K7y (Maximum messagesize) - i A2 Ik e i R 45 H ik

Ol R C =3 N N N & B ST R (YD I

Note [ F TCP P HE A KA/ M 20— N T 1024 F1 65535
T AR

Note [T UDP BB {85 K K AME L AU — T 1024 F1 9216
FAYZ AR

* &% (Facility) - W FH5, HH SRS RS BINEW T, £

TRAIRPIER “ S0 I0AE (Auth)” AL,

* TLS- [{UEH T TCP ¥riX]: dEF bk minl s TLS EH HEmM B
NHIS A 4 9 A 3k BT R 2R 4 1] A R 45 45

© WURILFETLS BT, VS ORAEMISAT W S i A R 2 ) e,
LUSEAE B P S R R 2R 48 H i I 5% 4 Z A1 57 TLS 4%

o RGEHEHEE VAT AR IR O] “SSL fiL'E” (SSL
Configuration) JUAIHY “ oA TLS %4k 45~ (Other TLS Client
Services) 11 H EEFE IAH ] TLS AR

* RGEH EHEL KM TLS 3CRFS i DEFAULT SSL #4414
DEFAULT 47 J& OpenSSL DEFAULT #0453l
ALL: !'EXPORT: !LOW: !aNULL: !eNULL: ! SSLv2,

| EESEES



| B&ic®
Axxazmazsl [

* RE AEMAZENX - [(UERTF TCP ] kit ke b R4
H S EE H G HIC E A A 22 v X, LASSVR 22 Al A M SGAE I e
ARG H B MAS A AT N A7 HSFE . ARG H S A5 4% T I,

LA ST 46K D P IX A 1% H ST T B Bodls Aok 2 R 8¢

HS RS &5 .
Note s FETTURICRES 2T, IR AR S8 H IR 55 A IEAEIEAT, L
G H S e £k

o i ANHRE LG PP IX (K, B R B IR E R R A R S
R IR 25 5 0 B K TR LN i) o 3 m DARE ff 1 A5 s 25
Ko

o W RAEAT T AR B 4 BY FUET T, R U B
T, MR T ET H AR RE S 22 b X B AR 1A

o LMW E S RGEHERS S ER S, TRk
AT LRSI H S E s . X2 BT TCP 0 R 40 H G ks
TEFTE

« BOA RS HEMBLZE PRI K/A 100 MB. SR VR 1 d K
BERIPIX K/ R 1 GBo 850 LU N LA A BT R R/
(1073741824) . JKF45 (AM) ZTIKFH (1G)

MGER T4 —F1EH | 7 ikes e 506 H G SO 4% 31 Amazon Web JIRS5 (AWS) A% = E3HAER)
&) AWS S3 HfEi% Amazon T FAEAERSS (S3) 1AMtk . 1T 7558 S3 AR A4 FR. Vi In) S5 4 A
RS ) Amazon S3 AR o 85T DA EVR S SR DR S H S .

Note 5 CRIGHIA AR AWS S3 AAAf R LM HI LA R 55 A OGR4
GRS LN ML AR AR AWS JH SR
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials
access-keys.html,

HEX 42 E R4

AsyncOS S H T IR AR REA H AT HIBUE H oo HSOPRAE H o 158 e 44 85 i € (1 H
Rl /N = P AR e R N AT S P T%*ﬁﬁ%éﬂﬁk A ELR A H S S 44

/LogSubscriptionName/LogFilename.@timestamp.statuscode

WSS ATLLE current 58 s CRIARCIRA) o HBEALEEUNER CORAAIRZS I H S S0P

HE& %ﬂ%mﬁﬂ

B HETTH A, RIS — AN P R e AR TR ORI, Wik T
%H’Jﬁ?ﬁglﬁ) s RS R/NEGHRIEIR . 75 CLI HH S logeonfig fin4, B%7E GUI HEH “H
HITH” (Log Subscriptions) U [T FE B K SO R/INFITVERIPIGE (P ] [ B o 64k, 380 LYE GUI H
BN EIR AL,  8iAE CLI H 4§ A rollovernow iy 2 Xz & 1) H A& 1T TR . A Tk RIFE
TEANE B, 162 RSN 58T H & 1T, on page 73.
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BER I T30 P8R R HE AT /A7, A2 HEEIHE MR EEE CBRIAN 104301F) 5
HLAE ARGt 252 10 H S SO AAA# 2 1) o

HANBRERE

A D9 SG T B AR 22 BR AR R H A TT A oAt H S AR (8 B RV v LR 2 T IO D o 3R
IEWLE, KRk “T31 F4” (Manually Download).

Fﬁﬁ%ﬁﬁﬂaﬁ STHIH BN 3, 15 error_logs HAEITHERAN. HEHERZH A 1, DMEIL
UL R . ARG R, ES M H &Y, on page 69. HxG)EH H&EITHEESINAE H &
ITHER, Lﬁf‘ 5 H & 11 H, on page 68

FU

e =

I
ch
pE

o AP HISCASHIEAE H 75, on page 13
* fffH{L2% H 7, on page 27
* fff B[P H 7, on page 29
* AR H 3, on page 30
o i FH3 A H &, on page 33
o AR H &, on page 34
* R4 H &, on page 35
* ffiH CLI #i1#% H &, on page 36
* ffiH FTP Ik %54+ H &, on page 37
* {fi /] HTTP H &, on page 37
* i/l NTP H &, on page 38
* fif FHH4H H &, on page 39
o A8 b A H &, on page 39
o AR 17, on page 40
* ff FH P9 EE H 2%, on page 40
* ffiFl AMP 5] H 7K, on page 41
o AT 1 SRR 251X 1 7K, on page 46
o i B IAERRE B X GUI H &, on page 46
* fiH] LDAP ik |1 3%, on page 47
o Sl 2R/ IESIER H 3, on page 48
{4 H 7, on page 49
o i FHHR 5 #if) H 3, on page 50
o A FH OB R H A&, on page 51
* TR A, on page 52
o ffTH & 4y 56 E | 3%, on page 53
o i FHIC ) sl sk H &, on page 53
o A SN EPMIE 1 4 H 3K, on page 54
* T & JF 4 H &, on page 55
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* T H] CSN H &,

A [

on page 62

o T R g M 5 i H ik, on page 63
* ff FHH #% H 7, on page 63

* {fi[f] CSA H

i, on page 66

o ff FHANCH K, on page 67
o IR =447 H &, on page 68

H &304 B9 B E) B

PAR HAE S5 HAE A S TG FIZ R H . AsyncOS RA LK GMT fw# (AFP N g, H
PAEHEIF KA

® @jﬁﬂklﬁl/m\
* LDAP H &
* RGHE
o HigpEH &

{&£ F S AREME B &

RRH BB GATRMBAFEN WEPFLi% LUGR P PEARAS o X428 H 0 25 JORI, Il
TR E MBAEAOAR IS DU 7 BT R GEPERE

REHEATEAEME R E . (B2, BAUEMIEREA AR NIEAAR, THA—E 20 5%

(iR

ARAE RS TSR Tl BREAAT I BRI 5 o

‘F%%E%TIZJKEEB{&F D N EPika(]'fE P

Table 4: SCRER 4 B EFRIHER

ZitHER

AR

ICID

TEANERE ID. HARE RGN SMTP IERECT R iReT, W &R T A% 1 2
B

DCID

FHNER: ID. HArZ2 5 — RS- 4411 SMTP RN ECERR RS, AR ] K%k
1 BT LT B, ARG SAE— RIB A% A% 14 38 7) 242 #8 RID

RCID

RPCIEHID.  H AR R B MBAFRE 25 X 1) RPC IERLIIEC AR AT al Al HIEFR IR
PEIBIER RAT /A 18 r 5 IS g 2 DX PR o

MID

HEAE ID: A FH o ID ERESIR S H S KRR

RID

Wb N ID: A EEASERPFHCE A3 L 1D

New

WERCRE.
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FitER it AR
JTis CITABT IR o

FRRESCARER M H R

A B R 7s B D e H S F AR v

\}

Note [ :ESCfFpiffT B G  (ESRAERTENTREAT 95 U TR B R .

Table 5: SRR HEFHIERS

1
Mon Apr 17 19:56:22 2003 Info:
New SMTP ICID 5 interface Management (10.1.1.1)
address 10.1.1.209 reverse dns host remotehost.com verified yes
2
Mon Apr 17 19:57:20 2003 Info:
Start MID 6 ICID 5
3
Mon Apr 17 19:57:20 2003 Info:
MID 6 ICID 5 From: <sender@remotehost.com>
4
Mon Apr 17 19:58:06 2003 Info:
MID 6 ICID 5 RID 0 To: <mary@yourdomain.com>
5
Mon Apr 17 19:59:52 2003 Info:
MID 6 ready 100 bytes from <sender@remotehost.com>
6
Mon Apr 17 19:59:59 2003 Info: ICID 5 close
7
Mon Mar 31 20:10:58 2003 Info:
New SMTP DCID 8 interface 192.168.42.42 address 10.5.3.25
8
Mon Mar 31 20:10:58 2003 Info:
Delivery start DCID 8 MID 6 to RID [0]
9
Mon Mar 31 20:10:58 2003 Info:
Message done DCID 8 MID 6 to RID [O0]
10
Mon Mar 31 20:11:03 2003 Info: DCID 8 close

R[22 N AR B B SO/ i H &G S0
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Table 6: SCAER 4 H S F 1R 2 51

75 1t AR

1 RALE RGO IFATEIEN ID (ICID) “5” o ZIERAEA P 1P 2210 B E], IEM
Hutkk 10.1.1.209 e B Bk .

2 % P & th MAIL FROM 4 f5, A RBAE5-BCHB A ID (MID) 6.

3 VU RS2 R AT Nk

4 PR, I AR ID (RID) “07 .«

5 3% MID 5, H5 L5 NG IFAfA .

6 PRI, BOBERWIT

7 WAL L AR S TG . RGEAHLAMIC T N 192.168.42.42 £ 10.5.3.25 [F4L4I44E ID
(DCID) “8” .

8 JF4R 5] RID “0” FIMBEEALI%

9 M MID 6 | RID “0” [R{&3% B3 .

10 HRILIEREWIIT .

XA B R B Rl
DL AR 5 4 H bl

BRI ENFOME X
FIEG PAWAT N B — S PEE AR R SE b o DA% fr iz s 14 .

Wed Jun 16 21:42:34 2004 Info: New SMTP ICID 282204970 interface mail.example.com
(1.2.3.4) address 2.3.4.5 reverse dns host unknown verified no

Wed Jun 16 21:42:34 2004 Info: ICID 282204970 SBRS None

Wed Jun 16 21:42:35 2004 Info: Start MID 200257070 ICID 282204970

Wed Jun 16 21:42:35 2004 Info: MID 200257070 ICID 282204970 From: <someone@foo.com>

Wed Jun 16 21:42:36 2004 Info: MID 200257070 ICID 282204970 RID 0 To: <user@example.com>

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Message-ID
'<37gva9$5uvbhe@mail.example.com>"

Wed Jun 16 21:42:38 2004 Info: MID 200257070 Subject 'Hello'
Wed Jun 16 21:42:38 2004 Info: MID 200257070 ready 24663 bytes from <someone@foo.com>
Wed Jun 16 21:42:38 2004 Info: MID 200257070 antivirus negative

Wed Jun 16 21:42:38 2004 Info: MID 200257070 queued for delivery
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Wed Jun 16 21:42:38 2004 Info: New SMTP DCID 2386069 interface 1.2.3.4 address 1.2.3.4
Wed Jun 16 21:42:38 2004 Info: Delivery start DCID 2386069 MID 200257070 to RID [0]
Wed Jun 16 21:42:38 2004 Info: ICID 282204970 close

Wed Jun 16 21:42:38 2004 Info: Message done DCID 2386069 MID 200257070 to RID [0]
[ ("X-SBRS', 'None')]

Wed Jun 16 21:42:38 2004 Info: MID 200257070 RID [0] Response 2.6.0
<37gva9s$5uvbhel@mail .example.com> Queued mail for delivery

Wed Jun 16 21:42:43 2004 Info: DCID 2386069 close

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]

Mon Mar 31 20:11:03 2003 Info: DCID 5 close

FRThRIER M (RERME)

HAPAMAE ) —BHHEEEA MR DG A RErh,  HARENLRN S XX AR, IXERTERHs
HSPAL E BT AT — D BSPE R DB S A A N, T ABAS I BRI L A N

Mon Mar 31 20:00:23 2003 Info: New SMTP DCID 3 interface 172.19.0.11 address
64.81.204.225

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID O - 5.1.0 - Unknown address

error ('550', ['<george@yourdomain.com>... Relaying denied']) []
Mon Mar 31 20:00:27 2003 Info: Bounced: DCID 3 MID 4 to RID 1 - 5.1.0 - Unknown address
error ('550', ['<jane@yourdomain.com>... Relaying denied']) []

Mon Mar 31 20:00:32 2003 Info: DCID 3 close

BIfREREERIRE

B HBPRE N MBAE R OGRS R RIN, WEPE ORI BB SRR R i 2 ke
W, HSPER s DA% o

Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110

Mon Mar 31 20:00:23 2003 Info: Delivery start DCID 3 MID 4 to RID [0, 1]

Mon Mar 31 20:00:23 2003 Info: Delayed: DCID 5 MID 4 to RID O - 4.1.0 - Unknown address
error ('466', ['Mailbox temporarily full.'])[]

Mon Mar 31 20:00:23 2003 Info: Message 4 to RID [0] pending till Mon Mar 31 20:01:23
2003

Mon Mar 31 20:01:28 2003 Info: DCID 5 close

Mon Mar 31 20:01:28 2003 Info: New SMTP DCID 16 interface PublicNet address 172.17.0.113
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scanconfig A < RUER I R

B & MR

Mon Mar 31 20:01:28 2003 Info:

scanconfig iy & RIBR ISR .

Delivery start DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:28 2003 Info: Message done DCID 16 MID 4 to RID [O0]

Mon Mar 31 20:01:33 2003 Info:

DCID 16 close

G B ICVEo0  Ry 2 AN RSR 3 I CIMBRBEAF IS ), AT AT scanconfig i &€ RGAT A . Wk
e 2045 Deliver. Bounce LA Drop.

T IOR IR/ scanconfig WA Deliver B SCASHRA: H & .

Tue Aug 3 1l6:

Tue

Tue

Tue

Tue

Aug 3 16:

Aug 3 16:

Aug 3 16:

Aug 3 16:

Tue Aug 3 1l6:

36:

36:

36:

36:

36:

36:
seen before first header

29

29

29

29

29

29

2004

2004

2004

2004

2004

2004

Tue Aug 3 16:36:29 2004

Tue Aug 3 16:36:29 2004

Tue Aug 3 16:36:29 2004

Tue Aug 3 16:36:29 2004

Info:

Info:

Info:

Info:

Info:

MID

MID

MID

MID

MID

256 ICID 44784 From: <test@virus.org>

256 ICID 44784 RID 0 To: <joelexample.com>
256 Message-ID '<137398.@virus.org>'

256 Subject 'Virus Scanner Test #22'

256 ready 1627 bytes from <test@virus.org>

Warning: MID 256, Message Scanning Problem: Continuation line

Info:

Info:

Info:

Info:

ICID 44784 close

MID

256 antivirus positive 'EICAR-AV-Test'

Message aborted MID 256 Dropped by antivirus

Message finished MID 256 done

?X%1§U@%E‘J% scanconfig &yﬂ dl‘Op E‘J)‘LZIKEBH:EFSO

Tue Aug 3 1l6:

Tue

Tue
Tue
Tue
Tue
Tue

Aug 3 16:

Aug
Aug
Aug
Aug
Aug

w w w w

3

16:
16:
16:
16:
16:

38:

38:

38
38
38
38
38

53

53

:53
:53
:53
:53
:53
seen before first header

2004

2004

2004
2004
2004
2004
2004

Info:

Info:

Info:
Info:
Info:
Info:

Start MID 257 ICID 44785

MID

MID
MID
MID
MID

257 ICID 44785 From: test@virus.org

257 ICID 44785 RID 0 To: <joelexample.com>
257 Message-ID '<392912.@virus.org>'

25781 Subject 'Virus Scanner Test #22'

257 ready 1627 bytes from <test@virus.org>

Warning: MID 257, Message Scanning Problem: Continuation line

Tue Aug 3 16:38:53 2004 Info:
Tue Aug 3 16:38:53 2004 Info:
Tue Aug 3 16:38:53 2004 Info:

Message aborted MID 25781 Dropped by filter 'drop zip c'
Message finished MID 257 done
ICID 44785 close

FEAGI, ZA 0 “CHBPFIESCEE” (R AL & CUHC BN SCRF A 2 AR IR0

Sat Apr 23 05:05:42 2011 Info: New SMTP ICID 28 interface Management (192.0.2.10)
address 224.0.0.10 reverse dns host test.com verified yes

Sat Apr 23 05:05:42 2011 Info:
SBRS 0.0

ICID 28 ACCEPT SG UNKNOWNLIST match sbrs[-1.0:10.0]
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Sat Apr 23 05:05:42 2011 Info: Start MID 44 ICID 28

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 From: <senderl@example.com>

Sat Apr 23 05:05:42 2011 Info: MID 44 ICID 28 RID 0 To: <recipientl@example.org>
Sat Apr 23 05:05:42 2011 Info: MID 44 Message-ID '<000001cba32e$f24ff2e0sd6efd8alS$@com>"
Sat Apr 23 05:05:42 2011 Info: MID 44 Subject 'Message 001'

Sat Apr 23 05:05:42 2011 Info: MID 44 ready 240129 bytes from <senderl@example.com>
Sat Apr 23 05:05:42 2011 Info: MID 44 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Sat Apr 23 05:05:42 2011 Info: ICID 28 close

Sat Apr 23 05:05:42 2011 Info: MID 44 interim verdict using engine: CASE

spam negative

Sat Apr 23 05:05:42 2011 Info: MID 44 using engine: CASE spam negative

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Banner.gif'

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment '=D1=82=D0=B5=D1=81=D1=82.rst’

Sat Apr 23 05:05:43 2011 Info: MID 44 attachment 'Test=20Attachment.docx'

Sat Apr 23 05:05:43 2011 Info: MID 44 queued for delivery

TER, =AM EE B4R Unicode #5350, {EJCI% 7R Unicode 9280 [, IXSBHHAF LI
FIRI T 4T ENA% s

£ DANE 3235 T B BT R A5 1%

S 30305 B AN A PRI TR 2 o B2 1 9 AN DNS IR 2% 22185 5K 224> DNS MX it 5% DNS A it s il
TLSA it5%. W3S DANE & “9i#1” , TLSA iCsoB iR Ps ot NI x.509 SEF{E R TIAE . 4
B TLSA iR, R AR 2L A N

Tue Nov 13 12:13:33 2018 Debug: Trying DANE MANDATORY for example.org

Tue Nov 13 12:13:33 2018 Debug: SECURE MX record(mail.example.org) found for example.org
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q('mail.example.org', 'CNAME')

Tue Nov 13 12:13:33 2018 Debug: DNS query: ON('mail.example.org', 'CNAME',

'recursive nameserver(O.parent')

Tue Nov 13 12:13:33 2018 Debug: DNS query: QIP ('mail.example.org',6 'CNAME','8.8.8.8',60)
Tue Nov 13 12:13:33 2018 Debug: DNS query: Q ('mail.example.org', 'CNAME', '8.8.8.8")
Tue Nov 13 12:13:34 2018 Debug: DNSSEC Response data([], , 0, 1799)

Tue Nov 13 12:13:34 2018 Debug: Received NODATA for domain mail.example.org type CNAME
Tue Nov 13 12:13:34 2018 Debug: No CNAME record (NoError) found for domain(mail.example.org)
Tue Nov 13 12:13:34 2018 Debug: SECURE A record (4.31.198.44) found for

MX (mail.example.org) in example.org

Tue Nov 13 12:13:34 2018 Info: New SMTP DCID 92 interface 10.10.1.191 address 4.31.198.44
port 25

Tue Nov 13 12:13:34 2018 Info: ICID 13 lost

Tue Nov 13 12:13:34 2018 Info: ICID 13 close

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q(' 25. tcp.mail.example.org', 'TLSA')

Tue Nov 13 12:13:34 2018 Debug: DNS query: ON(' 25. tcp.mail.example.org', 'TLSA',
'recursive nameserver(O.parent')

Tue Nov 13 12:13:34 2018 Debug: DNS query: QIP

(' 25. tcp.mail.example.org', 'TLSA','8.8.8.8',60)

Tue Nov 13 12:13:34 2018 Debug: DNS query: Q (' 25. tcp.mail.example.org', 'TLSA', '8.8.8.8")
Tue Nov 13 12:13:35 2018 Debug: DNSSEC Response data(['0301010c72ac70b745ac19998811b13
1d662c9ac69dbdbe7cb23e5b514b56664c5d3d6'], secure, 0, 1799)

Tue Nov 13 12:13:35 2018 Debug: DNS encache (_25. tcp.mail.example.org, TLSA,
[(2550119024205761L, O,

'SECURE', '0301010c72ac70b745ac19998811b131d662c%ac69dbdbe7cb23e5b514b56664c5d3d6") 1)

Tue Nov 13 12:13:35 2018 Debug: SECURE TLSA Record found for MX(mail.example.org) in
example.org

Tue Nov 13 12:13:36 2018 Info: DCID 92 Certificate verification successful

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl.2 cipher

Tue Nov 13 12:13:36 2018 Info: DCID 92 TLS success protocol TLSvl1l.2 cipher
ECDHE-RSA-AES256-GCM-SHA384 for example.org

Tue Nov 13 12:13:36 2018 Info: Delivery start DCID 92 MID 23 to RID [0]
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A 2138 AN A TR 9 5 o AL 199 5 Ak DNS IR S5 #4475 5Kk 224> DNS MX id 3%+ DNS A i s Hl
TLSA i3k . UREFE DANE N “a5nfhl” , TLSA Wl MR Ps o Ak 1K) x.509 3FBAE R TIRUF . 4
FAEPIOAE R, ARG AL . a0 A B 224 TLSA idt, MR FIHRAE,

Wed Nov 14 05:52:08 2018 Debug: DNS query: QN('serverl.example.net', 'CNAME',

'recursive nameserver(O.parent')

Wed Nov 14 05:52:08 2018 Debug: DNS query: QIP
('serverl.example.net', 'CNAME', '10.10.2.184"',60)

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q ('serverl.example.net', 'CNAME', '10.10.2.184")
Wed Nov 14 05:52:08 2018 Debug: DNSSEC Response data([], , 0, 284)

Wed Nov 14 05:52:08 2018 Debug: Received NODATA for domain serverl.example.net type CNAME
Wed Nov 14 05:52:08 2018 Debug: No CNAME record(NoError) found for domain (serverl.example.net)
Wed Nov 14 05:52:08 2018 Debug: Secure CNAME (serverl.example.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: SECURE A record (10.10.1.198) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Info: New SMTP DCID 102 interface 10.10.1.191 address 10.10.1.198
port 25

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with CNAME (serverl.example.net) for

MX (someone.cs2.example.net) in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.serverl.example.net', 'TLSA')

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX(serverl.example.net) in
example.net

Wed Nov 14 05:52:08 2018 Debug: DCID 102 All TLSA records failed for certificate not trusted

Wed Nov 14 05:52:08 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net)

in example.net

Wed Nov 14 05:52:08 2018 Debug: DNS query: Q(' 25. tcp.someone.cs2.example.net', 'TLSA'")

Wed Nov 14 05:52:08 2018 Debug: SECURE TLSA Record found for MX (someone.cs2.example.net)
in example.net

Wed Nov 14 05:52:08 2018 Info: DCID 102 Certificate verification successful

Wed Nov 14 05:52:08 2018 Info: DCID 102 TLS success protocol TLSv1l.2 cipher
DHE-RSA-AES128-SHA256

for example.net

Wed Nov 14 05:52:08 2018 Info: Delivery start DCID 102 MID 26 to RID [0]

Wed Nov 14 05:52:08 2018 Info: Message done DCID 102 MID 26 to RID [O0]

Wed Nov 14 05:52:08 2018 Info: MID 26 RID [0] Response 'ok: Message 31009 accepted’

Wed Nov 14 05:52:08 2018 Info: Message finished MID 26 done

Wed Nov 14 06:36:22 2018 Debug: Trying DANE MANDATORY for example.net

Wed Nov 14 06:36:22 2018 Debug: SECURE MX record(someone.cs2.example.net) found for
example.net

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('someone.cs2.example.net', 'CNAME')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QN('someone.cs2.example.net', 'CNAME',
'recursive nameserver(O.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP
('someone.cs2.example.net', '"CNAME', '10.10.2.184"',60)

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('someone.cs2.example.net', 'CNAME',
'10.10.2.184")

Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data(['mail.example2.net.'], secure, 0,
3525)

Wed Nov 14 06:36:22 2018 Debug: DNS encache (someone.cs2.example.net, CNAME,
[(2692348132363369L, O,

'SECURE', 'mail.example2.net')])

Wed Nov 14 06:36:22 2018 Debug: DNS query: Q('mail.example2.net', 'CNAME')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QN('mail.example2.net', 'CNAME',

'recursive nameserver(O.parent')

Wed Nov 14 06:36:22 2018 Debug: DNS query: QIP ('mail.example2.net','CNAME','10.10.2.184"',60)
Wed Nov 14 06:36:22 2018 Debug: DNS query: Q ('mail.example2.net', 'CNAME', '10.10.2.184")
Wed Nov 14 06:36:22 2018 Debug: DNSSEC Response data([], , 0, 225)
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Wed Nov 14 06:36:22 2018 Debug: Received NODATA for domain mail.example2.net type CNAME
Wed Nov 14 06:36:22 2018 Debug: No CNAME record(NoError) found for domain(mail.example2.net)
Wed Nov 14 06:36:22 2018 Debug: Secure CNAME (mail.example2.net) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: INSECURE A record (10.10.1.197) found for

MX (someone.cs2.example.net)

in example.net

Wed Nov 14 06:36:22 2018 Debug: Fetching TLSA records with initial

name (someone.cs2.example.net) in example.net

Wed Nov 14 06:36:22 2018 Info: New SMTP DCID 104 interface 10.10.1.191 address 10.10.1.197
port 25

Wed Nov 14 06:36:36 2018 Debug: DNS query: Q('_ 25. tcp.someone.cs2.example.net', 'TLSA')
Wed Nov 14 06:36:36 2018 Debug: SECURE TLSA Record found for MX (someone.cs2.example.net)
in example.net

Wed Nov 14 06:36:36 2018 Debug: DCID 104 All TLSA records failed for certificate not trusted
Wed Nov 14 06:36:36 2018 Info: MID 27 DCID 104 DANE failed for the domain example.net:
DANE Certificate verification failed

Wed Nov 14 06:36:36 2018 Info: Failed for all MX hosts in example.net

BRF 1532 A TLSA 18R L3 m kK

M4 213 AN AT 9 5 o AL 19 5 Ak DNS IR S #4475 5k 224> DNS MX id 3%+ DNS A i % Hl
TLSA i3k . MNREFE DANE N “a5nfhl” , TLSA Wl MR Ps o Ak 1K) x.509 3F BAE A TIRUF . 4N
FARBITCRM TLSA 3¢, FHJE W 2 ARG, 75 2 Al fsF o

Tue Aug 7 05:15:18 2018 Debug: Trying DANE MANDATORY for example-dane.net

Tue Aug 7 05:15:18 2018 Debug: SECURE MX record (someone.example-dane.net) found for
test-tlsabogus.net

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME')
Tue Aug 7 05:15:18 2018 Debug: DNS query: QN ('someone.example-dane.net', 'CNAME',
'recursive nameserver(O.parent')

Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP
('someone.example-dane.net', '"CNAME', '10.10.2.183"', 60)

Tue Aug 7 05:15:18 2018 Debug: DNS query: Q ('someone.example-dane.net', 'CNAME',
'10.10.2.183")

Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data ([], , 0, 300)

Tue Aug 7 05:15:18 2018 Debug: SECURE A record (10.10.1.198) found for MX
(someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Info: ICID 32 close

Tue Aug 7 05:15:18 2018 Info: New SMTP DCID 61 interface 10.10.1.194 address 10.10.1.198

port 25
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' 25. tcp.someone.example-dane.net', 'TLSA'")
Tue Aug 7 05:15:18 2018 Debug: DNS query: QN (' 25. tcp.someone.example-dane.net', 'TLSA',

'recursive nameserver(O.parent')
Tue Aug 7 05:15:18 2018 Debug: DNS query: QIP

(' _25. tcp.someone.example-dane.net', 'TLSA','10.10.2.183"', 60)
Tue Aug 7 05:15:18 2018 Debug: DNS query: Q (' 25. tcp.someone.example-dane.net', 'TLSA',
'10.10.2.183")
Tue Aug 7 05:15:18 2018 Debug: DNSSEC Response data
(['03010160b3f16867357cdfef37bbbacd687af54f
225e3bfa945e1d37b£fd37bd4eb6020'], bogus, 0, 60)
Tue Aug 7 05:15:18 2018 Debug: DNS encache ( 25. tcp.someone.example-dane.net, TLSA,
[(11065394975822091L,

0, '"BOGUS', '03010160b3f16867357cdfef37bb6acd687af54£225e3bfa945e1d37bfd37bd4eb6020") 1)
Tue Aug 7 05:15:18 2018 Debug: BOGUS TLSA Record is found for MX (someone.example-dane.net)

in example-dane.net

Tue Aug 7 05:15:18 2018 Debug: Trying next MX record in example-dane.net
Tue Aug 7 05:15:18 2018 Info: MID 44 DCID 61 DANE failed: TLSA record BOGUS
Tue Aug 7 05:15:18 2018 Debug: Failed for all MX hosts in example-dane.net
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A 2138 AN A TR 9 5 o AL 199 5 Ak DNS IR S5 #4475 5Kk 224> DNS MX id 3%+ DNS A i s Hl
TLSA 3. WAL DANE A “fAHL” , M) TLSA ic B R HE IR A1) x.509 iF PR 34T 56
o AR FRA B NIk TLSA id 3¢, WIEHIfAAL TLS Sk In# SMTP £ ifi .

Wed Sep 12 06:51:32 2018 Debug: Trying DANE OPPORTUNISTIC for example-dane.com

Wed Sep 12 06:51:32 2018 Debug: SECURE MX record (mx.example-dane.com) found for
digitalhellion.com

Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QN ('mx.example-dane.com', 'CNAME',

'recursive nameserver(O.parent')

Wed Sep 12 06:51:32 2018 Debug: DNS query: QIP ('mx.example-dane.com', 'CNAME','8.8.8.8',60)
Wed Sep 12 06:51:32 2018 Debug: DNS query: Q ('mx.example-dane.com', 'CNAME', '8.8.8.8")
Wed Sep 12 06:51:32 2018 Debug: DNSSEC Response data ([], , 0, 1799)

Wed Sep 12 06:51:32 2018 Debug: Received NODATA for domain mx.example-dane.com type CNAME
Wed Sep 12 06:51:32 2018 Debug: No CNAME record (NoError) found for domain
(mx.example-dane.com)

Wed Sep 12 06:51:32 2018 Debug: SECURE A record (162.213.199.115) found for MX
(mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:32 2018 Info: ICID 1 lost

Wed Sep 12 06:51:32 2018 Info: ICID 1 close

Wed Sep 12 06:51:33 2018 Info: New SMTP DCID 2 interface 10.10.1.173 address 162.213.199.115

port 25
Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA'")
Wed Sep 12 06:51:33 2018 Debug: DNS query: ON (' 25. tcp.mx.example-dane.com', 'TLSA',

'recursive nameserver(O.parent')
Wed Sep 12 06:51:33 2018 Debug: DNS query: QIP
(' 25. tcp.mx.example-dane.com', 'TLSA','8.8.8.8', 60)

Wed Sep 12 06:51:33 2018 Debug: DNS query: Q (' 25. tcp.mx.example-dane.com', 'TLSA',
'8.8.8.8")

Wed Sep 12 06:51:34 2018 Debug: DNSSEC Response data ([], , 3, 1798)

Wed Sep 12 06:51:34 2018 Debug: Received NXDomain for domain 25. tcp.mx.example-dane.com'
type TLSA

Wed Sep 12 06:51:34 2018 Debug: No TLSA record (NXDomain) found for MX (mx.example-dane.com)
Wed Sep 12 06:51:34 2018 Debug: Falling back to conventional TLS for MX (mx.example-dane.com)

in example-dane.com

Wed Sep 12 06:51:34 2018 Info: MID 1 DCID 2 DANE failed for the domain example-dane.com:
No TLSA Record

Wed Sep 12 06:51:34 2018 Info: DCID 2 TLS success protocol TLSv1.2 cipher

ECDHE-RSA-AES256-GCM-SHA384
Wed Sep 12 06:51:35 2018 Info: Delivery start DCID 2 MID 1 to RID [O0]

REFEBITIRREEFIYIE LT
FEATRBIF,  H 4 HAR RSO R IE AT AR DUR B AN ST ER AR AL ) o

Tue Apr 2 06:12:48 2024 Info: The vault health check has passed, and the initialization
status is True.

ARIE A1 N R SRR [ 5/t X W 2 R E
FEATRI, AR SRR S R A L350 R 3 B B s o

Thu Apr 6 06:50:18 2017 Info: ICID 73 ACCEPT SG ALLOWED LIST match country[us] SBRS -10.0
country United States
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Wed Nov 8 13:35:48 2017 Info: MID $mid not completely scanned for URL Filtering. Error:
Serror

BB 4 IE 3 F A9 B K URL 30853 URL F34% PRI
FEATRBIR, F R IBPHIE SR URL B0kt T URL $THi .

Wed Nov 8 13:37:42 2017 Info: MID 976 not completely scanned for URL Filtering.
Error: The number of URLs in the message body exceeded the URL scan limit.

ZaFE R EE URL EE ) BRHMCHEEAR S5 25

TEAREI T, &S Bos —ADPRMEERR N -3 mbsid S i 4e ki URL,  JF505E ) 2R 4 ARk
i

Tue Nov 7 10:42:41 2017 Info: MID 9 having URL: http://ow.ly/Sb6030£JvVn has been expanded
to http://bit.ly/2frAllx

Tue Nov 7 10:42:42 2017 Info: MID 9 having URL: http://bit.ly/2frAllx has been expanded to
http://thebest0l.wayisbetter.cn/?cMFN

Tue Nov 7 10:42:42 2017 Info: MID 9 URL http://thebest0l.wayisbetter.cn/?cMEN has reputation
-3.854 matched Action: URL redirected to Cisco Security proxy

Tue Nov 7 10:42:42 2017 Info: MID 9 rewritten to MID 10 by

url-reputation-proxy-redirect-action filter 'aa'

FoIRFERR I T R4 75 R URL
FEATRBIT, H A SR MR 4 URL JE04 515 bR URL.

Mon Oct 30 10:58:59 2017 Info: MID 36 having URL: http://ow.ly/POKw30fVst3 has been expanded
to http://bit.ly/2ymYWPR

Mon Oct 30 10:59:00 2017 Info: MID 36 having URL: http://bit.ly/2ymYWPR has been expanded
to http://ow.ly/cTS730fVssH

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://ow.ly/cTS730fVssH has been expanded
to http://bit.ly/2xK8PD9

Mon Oct 30 10:59:01 2017 Info: MID 36 having URL: http://bit.ly/2xK8PD9 has been expanded
to http://ow.ly/1W0i30fVssl

Mon Oct 30 10:59:02 2017 Info: MID 36 having URL: http://ow.ly/1WO0i30fVssl has been expanded
to http://bit.ly/2ggHv9e

Mon Oct 30 10:59:03 2017 Info: MID 36 having URL: http://bit.ly/2ggHv9e has been expanded
to http://ow.ly/4£fS030fVsgx

Mon Oct 30 10:59:04 2017 Info: MID 36 having URL: http://ow.ly/4£S030fVsgx has been expanded
to http://bit.ly/2hKEFcW

Mon Oct 30 10:59:05 2017 Info: MID 36 having URL: http://bit.ly/2hKEFcW has been expanded
to http://ow.ly/NyH830fVsg6

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://ow.ly/NyH830fVsg6 has been expanded
to http://bit.ly/2ysnsNi

Mon Oct 30 10:59:06 2017 Info: MID 36 having URL: http://bit.ly/2ysnsNi has been expanded
to http://ow.ly/JhUN30fVsnL

Mon Oct 30 10:59:07 2017 Info: MID 36 having URL: http://ow.ly/JhUN30fVsnL has been expanded
to http://bit.ly/2hKQmAe

Mon Oct 30 10:59:07 2017 Info: MID 36 URL http://bit.ly/2hKQmAe is marked malicious due to

URL depth exceeded

Mon Oct 30 11:04:48 2017 Warning: MID 40 Failed to expand URL http://maill.example.com/abcd
Reason: Error while trying to retrieve expanded URL

Mon Oct 30 11:04:48 2017 Info: MID 40 not completely scanned for URL Filtering. Error:

Message has a shortened URL that could not be expanded
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Mon Nov 6 06:50:18 2017 Info: MID 935 Attachment file 1.txt URL http://jrsjvysqg.net has
reputation -9.5 matched
Condition: URL Reputation Rule

TR BRI T AR 12 2 A~ AT 43 4 RO ER 4

FEATRGIH,  H & St T SRR I A A AR P R (B

Tue Oct 24 08:28:58 2017 Info: Start MID 811 ICID 10

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 From: <sender@example.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 ICID 10 RID O To: <recipient@example.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 Message-ID '<example@cisco.com>'

Tue Oct 24 08:28:58 2017 Info: MID 811 Subject 'Test mail'

Tue Oct 24 08:28:58 2017 Info: MID 811 ready 5242827 bytes from <user2@sender.com>

Tue Oct 24 08:28:58 2017 Info: MID 811 matched all recipients for per-recipient policy

DEFAULT in the inbound table

Tue Oct 24 08:28:59 2017 Info: MID 811 attachment 'gzip.tar.gz'

Tue Oct 24 08:28:59 2017 Info: MID 811 was marked as unscannable due to extraction failures.
Reason: Error in extraction process - Decoding Errors.

Tue Oct 24 08:28:59 2017 Info: ICID 10 close

Tue Oct 24 08:28:59 2017 Info: MID 811 quarantined to "Policy" (Unscannable: due to Extraction
Failure)

Tue Oct 24 08:28:59 2017 Info: Message finished MID 811 done

BT RFC iE M MAR1E 4 A AT 134 RO dn 44

FEAZRGI, HE RS T H T REC RN AL A BT 5 i me -

Tue Oct 24 08:23:26 2017 Info: Start MID 807 ICID 6
Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 From: <sender@example.com>
Tue Oct 24 08:23:26 2017 Info: MID 807 ICID 6 RID 0 To: <recipient@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 Subject ‘Test Mail'

Tue Oct 24 08:23:26 2017 Info: MID 807 ready 427 bytes from <sender@example.com>

Tue Oct 24 08:23:26 2017 Info: MID 807 matched all recipients for per-recipient policy
DEFAULT in the inbound table

Tue Oct 24 08:23:26 2017 Info: MID 807 was marked as unscannable due to an RFC violation.
Reason: A Unix-From header was found in the middle of a header block.

Tue Oct 24 08:23:26 2017 Info: MID 807 queued for delivery

Tue Oct 24 08:23:26 2017 Info: ICID 6 close

SRR ESHMERY HERE

FLLThRE T QA I, W E S/ nRAE (alt-rept-to SEVERS . BB rept EEE . bee() #
fE. Bimai e M5 o W% HER, EelaefEZmads B, WinsE £ MID LA DCID. 4 H rlfg
W N FrR:

Tue Jun 1 20:02:16 2004 Info: MID 14 generated based on MID 13 by bcc filter 'nonetest'
IR
Tue Jan 6 15:03:18 2004 Info: MID 2 rewritten to 3 by antispam

Fri May 14 20:44:43 2004 Info: MID 6 rewritten to 7 by alt-rcpt-to-filter filter
'testfilt'
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TR

&I F tar 3K B 14 B 5 X R BB 14

Bk

I

EESE

“TG7 4 F A LA T MID (0 IR AT 005

TPHFPHJB#%Z%@JBEEEHT M H G e Bt B 2 XTI A2 3, 4] RCID (RPC 342 1D Fx
W RPC M4, 7ELL T IR H G, MRAERhRic A B i, I A 2135 M- bR 2 X«

Wed Feb 14 12:11:40

Wed Feb 14 12:11:40
Wed Feb 14 12:11:40
<stevel@healthtrust.org>
Wed Feb 14 12:11:40
'<WITHO5606E5811BEA0734309D4BAF0.323.14460.pimailer44.DumpShot.2@email.chase.com>"

Wed Feb 14 12:11:40 2007 Info:

it a reality'

Wed Feb 14 12:11:40 2007 Info:

Wed Feb 14 12:11:40 2007 Info:

2007

2007
2007

2007

Info:

Info:
Info:

Info:

Start MID 2317877 ICID 15726925

MID 2317877 ICID 15726925 From: <HLD@chasehf.bfiO.com>
MID 2317877 ICID 15726925 RID 0 To:

MID 2317877 Message-ID

MID 2317877 Subject 'Envision your dream home - Now make

MID 2317877 ready 15731 bytes from <HLDEchasehf.bfi0.com>

MID 2317877 matched all recipients for per-recipient

policy DEFAULT in the inbound table

Wed

Wed
Wed
Wed
Wed

Wed Feb 14 12:

Wed Feb 14 12:

Wed Feb 14 12:

Feb

Feb
Feb
Feb
Feb

14

14
14
14
14

12:

12:
12:
12:
12:
IronPort Spam

SRR AR ER A B SR

M H RS L5 A SR AE AR A IS R R0 20 A e L KORE USRI A PRAT IR 5 B . K285 RAL T
“1'3 %‘ » j “ 1ﬂ L—iﬁ”

Thu Jun 7 20:48:10 2018 Info:
'http://digimobil.mobi/"

SDR 37E H 5% B el
SDR S ¥E(E EAS RATEIMLE . K250 BAL T “f5 57 50 “ ik 4291,

o Rl NI

I T

ZHABEESHEIERK

FEAIRI

| EESEES

11:

11:
11:
11:
11:

41

41
41
41
44

2007

2007
2007
2007
2007

Quarantine

2 N
R ar

H &

11:45 2007

11:45 2007

11:45 2007

L.

RIS

N

T HIT R

Info:
Info:
Info:

Info:
Info:

Info:

Info:

Info:

MID 2317877 using engine: CASE spam suspect
EUQ: Tagging MID 2317877 for quarantine
MID 2317877 antivirus negative

MID 2317877 queued for delivery
RPC Delivery start RCID 756814 MID 2317877 to local

EUQ: Quarantined MID 2317877

RPC Message done RCID 756814 MID 2317877

Message finished MID 2317877 done

MID 91 Threat feeds source 'Sl' detected malicious URL:

in attachment (s): malurl.txt. Action: Attachment stripped

4L F) SDR 55 I HH LS 3 B0 ik AR IO AAR B SDR L g I AF o


b_ESA_Admin_Guide_ces_15-5-1_chapter13.pdf#nameddest=unique_578
b_ESA_Admin_Guide_ces_15-5-1_chapter13.pdf#nameddest=unique_579

| B&ies

REANBIEE

ZHAEIE

RENGIEER

s AgEzinkes ]

Mon Jul 2 08:57:18 2018 Info: New SMTP ICID 3 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 08:57:18 2018 Info: ICID 3 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 08:57:18 2018 Info: Start MID 3 ICID 3

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 From: <senderl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 ICID 3 RID 0 To: <recipientl@example.com>

Mon Jul 2 08:57:18 2018 Info: MID 3 Message-ID '<000001cba32e$f24ff2e0$dbefd8alS$@com>"' Mon
Jul 2 08:57:18 2018 Info: MID 3 Subject 'Message 001'

Mon Jul 2 08:57:19 2018 Info: MID 3 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Authentication failure.

RRARE
7{: CLI EP@EH% sdradvancedconfig 1:I|J @ﬂﬁhﬂiﬁﬁiﬂi j%é” SDR E[ﬁ%ﬂj‘ﬁfﬁﬁﬁ’]%ﬁ

I8 K B AT

EARIH, HE&EERT 15 SDR IRSMAE I H I K I 5 M AR S SDR L & (1 e .

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com>

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID O To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0$d6efd8alS$@com>"

Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Message 001'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Request timed out.

R =
4 SDR VRGN, MBI AN T4, JF HLRC B R ERAERE BT Tl

ETHMEN

FEAREIH, HAE SR Tl TAERE RS ERCE 124 SDR AR 55 AL ARARYE SDR 2L JE KB 1F o

Mon Jul 2 09:04:08 2018 Info: ICID 7 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:04:08 2018 Info: Start MID 7 ICID 7

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 From: <senderl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 ICID 7 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:04:08 2018 Info: MID 7 Message-ID '<00000lcba32e$f24ff2e0$dbefd8alS$@com>"' Mon
Jul 2 09:04:08 2018 Info: MID 7 Subject 'Message 001"

Mon Jul 2 09:04:08 2018 Info: MID 7 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Invalid host configured.

R R
{F CLI ¥ ] sdradvancedcontig fir-4-He B M4 P S ZEF2 21) SDR R4S B T i (1 2 5

MIEIR

FEAZRBI,  HE SR Tl PR R AR YE SDR 2L BE HIlEft .

Mon Jul 2 09:00:13 2018 Info: New SMTP ICID 4 interface Management (192.0.2.10) address
224.0.0.10 reverse dns host unknown verified no

A&icE I
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Mon Jul 2 09:00:13 2018 Info: ICID 4 ACCEPT SG UNKNOWNLIST match ipr[none] ipr not enabled
country not enabled

Mon Jul 2 09:00:13 2018 Info: Start MID 4 ICID 4

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 From: <senderl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 ICID 4 RID 0 To: <recipientl@example.com >

Mon Jul 2 09:00:13 2018 Info: MID 4 Message-ID '<000001cba32e$f24ff2e0sd6efd8alS$S@com>"

Mon Jul 2 09:00:13 2018 Info: MID 4 Subject 'Test mail'

Mon Jul 2 09:00:13 2018 Info: MID 4 SDR: Message was not scanned for Sender Domain Reputation.
Reason: Unknown error.

fRRA =
RAERFE BRI, WEPFBehmic o AT, JF HRCE B2 N Tl

BRISEMEN &I RRZETH
eI, FR SR T RIS MR 10 D 2 S5 B

Wed May 6 11:47:45 2020 Critical: The Cisco Advanced
Phishing Protection Cloud Service has expired and is disabled. Contact
your Cisco Account Manager to renew the service and enable it.

RRRF R BHERARMRE R BEAT IR IR IR .

BRSRMEHI BRI &SI H AR
EAMIT, S BN T R M S BB 2 R 4 AE R E B

Fri May 8 04:50:26 2020 Info: Cisco Advanced

Phishing Protection Cloud Service expires on

2020-05-10 07:00:00. You need to contact your Cisco Account
Manager to renew the service

FRRAR: BHENARNRIE 2 ST RS .

Jc API 75718 UID 0 API 75 (8] 25 4R
TEATRBIR,  H &S M 5 Te i v R S R M4 B = RS I A 3, Ko %A API
i i) UID 1 API i i) 2541 ,

Wed May 6 17:52:52 2020 Critical: Failed to poll

for the Cisco Advanced Phishing Protection Cloud Service
expiry date. You need to add the API Access UID and API Access
secret key.

RORFE. BT EARIN API Ui UID F1 API i ) %4,

API 7515 UID =%, APl if5 8] 258 To 38
FEATRBIF,  H & SR M R ST v JEURE s 2% X % 4 £ 97 40 25 IR A% O 20350 L3, BX1A AT 5 i)
UID F1 API Vj A %5 T 4%

Wed May 6 17:52:52 2020 Critical: Failed to poll

for the Cisco Advanced Phishing Protection Cloud Service
expiry date because the API Access Key is invalid. You need
to re-configure the API Access UID and secret key

RRFTE. BFREETEFNE API Uik UID MIZ4H,
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EREZIEHE

e |

3% H 0% AT K AsyncOS BRI E G B HEWMEN “RE” R, XEWEI
HIRAE BB AL RAEREZL HASM B, HPET S 2% £ 4 HAEW B BT T il 24 ik 28

LIPSEN-®

3% H A0 AT KA NI ISP ZRAE T R B . i (R B D 2 i A E, JFH
AR O SR P AT Rt m . WA T P B, et T RAV

https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

3% H R BL 2 il s s i, DAS R st . R R s ARk H A % A5 S

Table 7: &% HEFIHER

FitiER 15 AP

AR By CHBA b AR ) BB [E] CHB A4 AR (3]

Del_time 3% i i)

Inj_time Injection time. del_time - inj_time = {4 A I A-AE BA 51 HH 452 83 1 ) 1]
T EFSONAR

H 5 ID

Ip WA NN TP Bl [ A S AL TP Mkt
ZLIN HERIMN, WA MAIL FROM

Source_ip VNI, AL NHEAE) AL TP ik

AR5 K EBCE N EL) SMTP i ¥ AR

A Sk FBCE N ALK SMTP i 13737 16,

Rept Rid WP N IDe N ID L <0>JF 3k, A7 2 AN NI R 5 2 Ak A 1D
lCIN (EESLVCIIN

SR IEL ek S I B
IR AR IR, ik H b2 BoRBL R IS B
Table 8: 15 3% A 53R E 5 8

FIHER LR

JE 4 (Reason) fEIERE R, SMTP Wi [ RFC 1893 35t Rk &4 QR fil ¢
g ke W N ENL) SMTP Wi R A HL

A&icE I


https://supportforums.cisco.com/document/33721/cisco-ironport-systems-contributed-tools

A%ies
B szezxza50

FitER 1t AR

GES ok B N ALK SMTP WA i 5L

e HER L GES P H R IBIEE k, on page 71) » ARIEME B 2 s 5 kM5 2 -

Table 9: {812 HEEKER

GitiER L

Customer_data FRICHTILSRAT Sk 1 TF A 53 ) XML bt
& KA Fk EPNIEL

fir EARESEPAIES

815 HR % B R
FSORBER IR MR % G4 H

R Th R R 45 1%
Mon Mar 31 20:10:58 2003 Info: New SMTP DCID 5 interface 172.19.0.11 address
63.251.108.110
Mon Mar 31 20:10:58 2003 Info: Delivery start DCID 5 MID 4 to RID [O0]
Mon Mar 31 20:10:58 2003 Info: Message done DCID 5 MID 4 to RID [0]
Mon Mar 31 20:11:03 2003 Info: DCID 5 close
RIXRTSIRE

<bounce del time="Sun Jan 05 08:28:33.073 2003" inj time="Mon Jan 05 08:28:32.929 2003"
bytes="4074" mid="94157762" ip="0.0.0.0" from="campaignl@yourdomain.com"
source ip="192.168.102.1 "reason="5.1.0 - Unknown address error" code="550"

error="["Requested action not taken: mailbox unavailable"]">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

</bounce>

BEERERNEEAEEE
<success del time="Tue Jan 28 15:56:13.123 2003" inj time="Tue Jan 28 15:55:17.696 2003"

bytes="139" mid="202" ip="10.1.1.13" from="campaignl@yourdomain.com"
source ip="192.168.102.1" code="250" reply="sent">

<rcpt rid="0" to="user@sampledomain.com" attempts="1" />

<customer data>

| EESEES
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<header name="xname" value="sh"/>
</customer data>

</success>

£ /AR E HE
S 5 T A MR A OB . F IR i 15

Table 10: ;R[5 A XS IHER

FIHER tAA

i i) % AR [RI R R A I 8]

H &g SR R H K 1 W4 25

pIEY I Eagit] IREAEIR (i hn, A [ s aR [A])

MID/RID 4 1D FHsc - A 1D

RAEN (EEZW LN

lIECIN (EESLICUIN

J5U ] (Reason) i Firh, SMTP Wi ¥ [1) RFC 1893 H5i M IR ARt fig e
fifp o s 5 Sk AN ALK SMTP i A QAL R 3,

UEAh, nEde e Ll I DB B i B BB SR GEZ I H &S C S WEPHE Sk, on page 71) , 1B
EEENSYRITER TN I EPR ENSE

Table 11:;R 2 AEEKER

&k EXBRIMAR
HE Fric % R B F 13

IRE H&EF B3R5I

HREM A GREIZERE =EIR)

Thu Dec 26 18:37:00 2003 Info: Delayed: 44451135:0
From:<campaignl@yourdomain.com> To:<user@sampledomain.com>

Reason: "4.1.0 - Unknown address error" Response: " ('451',
['<user@sampledomain.com> Automated block triggered by suspicious
activity from your IP address (10.1.1.1). Have your system administrator
send e-mail to postmaster@sampledomain.com if you believe this block is

| A7 IEER".
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in error'])"

BREYHA GREIZFEE =RE)

Thu Dec 26 18:36:59 2003 Info: Bounced:

45346670:0 From:<campaignl@yourdomain.com>
To:<user2@sampledomain.com>

Reason: "5.1.0 - Unknown address error" Response: " ('550',

['There is no such active
account.'])"

B HEIESCAN BRERARE B &

Wed Jan 29 00:06:30 2003 Info: Bounced:

203:0 From:<campaignl@yourdomain.com>
To:<user@sampledomain.com>

Reason:"5.1.2 - Bad destination host" Response: " ('000', [])" Headers:

['xname:
userID2333']' Message: Message-Id:

<lu5jak$6b@yourdomain.com>\015\012xname: userID2333\015\012subject:
Greetings.\015\012\015\012Hi Tom:"

)

Note </ A 74550 \015\012 /=T (fl CRLF) .

I I —+
1§ FH ’{k ne AN
MEHEICFE CLURESW AP RESGTHE B, 4 status. status detail PA & dnsstatus 72 . it3%

WIBRAE I logeonfig HH) setup ¥ B . R H G P IR TH AR BAC SR 11 A A E X T
P Ey VR

THERTSHEE
FRIEFRA H SRR REL 5.

Table 12: K75 HESHITER

FitiER 15 BA

CPULd CPU Utilization
DskIO HiA: 1/0 FIIH 2%
RAMULl WAL 2

QKUsd CHIBAFI 754 (KB)
QKFre " HIBAZ 255 (KB)
CrtMID g ID(MID)

| EESEES
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it T |

FiItER i AR

CrtICID FEAHZ 1D (ICID)
CRTDCID {&1% %4 ID (DCID)
InjBytes LA BRI AR/ G
InjMsg TEN IS
InjRep TENIAE NS
GenBncRep PE RGP AR R B
RejRep EEE RN & s
DrpMsg Z o0 (R K
SftBncEvnt HOR A S ) o
CmpRep RESALICEIN-E
HrdBneRep (T ENOTEEIN e s
DnsHrdBnc DNS Al [7]
5XXHrdBnc S5XX R A

FltrHrdBnc P 2 i P AR ]
ExpHrdBnc I A AR ]
OtrHrdBnc HABAEIE 7]

DIvRcp (S OEICIN & s
DelRcp EYZHRLCCEIN
GlbUnsbHt 4 JRIBCH T firh
ActvRep IEAEAFE A A
UnatmptRcp AR RIE I N
AtmptRep O R IR N
CrtCncln BTN IS UED 21y
CrtCncOut S R
DnsReq DNS i3k

NetReq W 2 1 SRk 3

A&icE I



B reusex

Axieg |

FItER 15t BR

CchHit G Ardnh AL

CchMis AT

CchEct AR AR

CchExp A7 1

CPUTTm I H ) CPU A H S [

CPUETm R 3 26 (i

MaxIO S AL R FR ek P B KT A /O R4 5K

RamUsd SFEINAE DT R

Swin ONIApeN

SwOut Wt (1 Y2

SwPgln FONGIE:S

SwPgOut TOHY A N A7

MMLen FRYGEH (R A 4

DstInMem WAF ) H AR B 8

ResCon BHETA tarpit (. T REFEEE, L NIBIHHEZ L EIER

WorkQ I Ay AR BB P 14 224 i HS A

QuarMsgs W o BE B AR B X A IR A R CHHIRAE 2 AN B S DX R T —
V@)

QuarQKUsd SHEME 9 BE AL I 2 DX IS A T B0 T 15 4

LogUsd H 3520 DA F 20 B

SophLd Sophos Bl #5434 (1 CPU 1] F1 73 L

McafLd McAfee Biifii #5414 ) CPU {EH] F1 73 L

CASELd CASE £t CPU i 11 43 Lk

TotalLd CPU VM HE R &

LogAvail AT FH T 1 2 S0 PR AL 28 1

EuQ B SR AT R 2 DX S A A o

| EESEES
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ZitHER 15 BA

EugRls 57 3 S AP I 125 DT T BA B S A o M
RptLD &L RN CPU f1 3

QtnLd bRt FE PN CPU $13k

EncrQ I BB R F

RS BERG

Fri Feb 28 12:11:48 2020 Info: Status: CPULd 45 DskIO 22 RAMUtil 22 QKUsd 6676975
QOKFre 1711633 CrtMID 6130195 CrtICID 722770 CrtDCID 54 InjMsg 4572789 InjRcp

4575323 GenBncRcp 255536 RejRcp 20388 DrpMsg 469642 SftBncEvnt 0 CmpRcp 3650806 HrdBncRcp
255536

DnsHrdBnc 23 5XXHrdBnc 28 FltrHrdBnc 255485 ExpHrdBnc 0

OtrHrdBnc O DlvRcp 3394965 DelRcp 305 GlbUnsbHt 0 ActvRcp 65 UnatmptRcp 65 AtmptRcp 0
CrtCncIn 9

CrtCncOut O DnsReqg 7756744 NetReqg 7769130 CchHit 8373490 CchMis

1989637 CchEct 1625236 CchExp 1569329 CPUTTm 37 CPUETm 62 MaxIO 465600 RAMUsd 1473355956
MMLen 54782

DstInMem 11 ResCon 0 WorkQ 54710 QuarMsgs 375

QuarQKUsd 145096 LogUsd 26 SophLd 15 BMLd 0 CASELd 0 TotallLd 100 LogAvail 116G EuQ 64 EugRls
0 CmrkLd O

McaflLd 9 SwIn 122 SwOut 5295 SwPgIn 368 SwPg Out 63639
SwapUsage 4% RptLd 0 QtnLd 19 EncrQ O InjBytes 516664777890

EAWIEK HE

SRR H AL SR AR 9 50 5 48 2 WO N EHLZ TRV KD SMTP 23 18 31 1] 1 7% /- i AR 95 28 845« It H &
M T BRI 2 WO N T UAFAE (1 [

Table 13: Fi@iX HEKITHER

FIHER LRA

i ) Ak AR [ A R AR R I TR

H &0 BEIE R H 251 0 40 2703

2N CESP L N

lIECIN EESLVCEIN

JiU Al (Reason) AL FE A, SMTP Wi [ RFC 1893 45 S IR A4 CHd i ¢
fift vk s % SR O N SE LK) SMTP i )3 A GRS A3 S5

s e sl —
15iA B &SR
Sat Dec 21 02:37:22 2003 Info: 102503993 Sent: 'MAIL FROM:<daily@dailyf-y-i.net>'

Sat Dec 21 02:37:23 2003 Info: 102503993 Rcvd: '250 OK'

| A&icE I
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Sat Dec 21 02:

Sat Dec 21 02:

Sat Dec 21 02:
21 02:

ITSELF'

Sat Dec
LINE BY

Sat Dec

1§Fﬁ lI)\Tﬂl_t H TR

FEAN G H &S B R 50 5 B R SUNHR 3 N 18] (1) SMTP

37:

37:

37:

37:

21 02:37:

23 2003

23 2003
23 2003

24 2003

24 2003

Info: 102503993
Info: 102503993
Info: 102503993
Info: 102503993
Info: 102503993

Sent:

Rcvd:

Sent:

Rcvd:

Rcvd:

HEigH

'RCPT TO:<LLLSMILE@aol.com>"
'250 OK'
'DATA'

'354 START MAIL INPUT, END WITH "." ON A

'250 OK'

21, AN HEXTHERR IR

P W D% D ELIER R A HRS T4 (14 7 7 i 2 1) RDE A D UARAT B o 1% H S SRAE IS R G2 AL )

P71, JER
’\Z\/

eSO “RIEARR” BN “HBORIE” ERE T
U iR E TP ks TPl TN B> THLAL, R IIEELRM B I8

Hi& Bl 3% IP V8

FEl N T A &2 1P Huhiko i H, 28— A0 T BALACK Bl % . RGO RSN TP Mkt
3T S n) DNS #53k, 5 IP kb3 T N4 . 7E DNS FF 3 AN, PTR 8561 1P HhkASAEAEI

ENEIR BRI

BC ENLA

IEAh, IR E Al TR

EANIR” HERE TS TRP R EE.

Table 14: 3 F MR BELIHER

FIHER WERA

I [ 8K Helie (04 i e 1)

ICID TN 1D s w] 5 HAl H R80T H A [RGB AT

KBNS | B CRIEERR” AT DA BIERE TR SRR 71T b “HORYE”
FRIAT 3 N AR 52 Bn 45

IP Hhik JITERE AL 1P Hihk

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '220 postman.example.com

ESMTP\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'HELO

mail.remotehost.com\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250

postman.example.com\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'MAIL

FROM:<sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 sender

<sender@remotehost.com> ok\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'RCPT

.EIlE%
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TO:<recipient@example.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '250 recipient
<recipient@example.com> ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'DATA\015\012"'

Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '354 go ahead\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'To:

recipient@example.com\015\012Date: Apr 02 2003 10:09:44\015\012Subject: Test
Subject\015\012From: Sender <sender@remotehost.com>\015\012"

Wed Apr 2 14:30:04 2003 Info: 6216 Rcvd from '172.16.0.22': 'This is the content of the
message'
Wed Apr 2 14:30:04 Info: 6216 Sent to '172.16.0.22': '250 ok\015\012"'

Wed Apr 2 14:30:04 Info: 6216 Rcvd from '172.16.0.22': 'QUIT\015\012"'
Wed Apr 2 14:30:04 2003 Info: 6216 Sent to '172.16.0.22': '221
postman.example.com\015\012"
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Table 15: 2% HEZiHER

ZitER 15t AR
If TR 8K R ) A Sy I 1)
HE KA

FEAIRGIN, RGEHERR T 850, O R4S i ML AR P SN RERE .

Wed Jul 26 12:39:09 2023 Info: Time offset from UTC: 0 seconds

Wed Jul 26 12:39:06 2023 Info: System is coming up.

Wed Jul 26 12:39:24 2023 Info: Attempting to connect to maill.example.com via IP 1.1.1.1

port 22 (explicitly configured)

Wed Jul 26 12:39:25 2023 Info: Verifying cluster synchronization with machine

maill.example.com

Wed Jul 26 12:39:28 2023 Info: Cluster synchronization with machine maill.example.com ok

Wed Jul 26 12:39:34 2023 Info: Attempting to connect to maill.example.com via IP 1.1.1.1

port 22

Wed Jul 26 12:39:34 2023 Info: Verifying cluster synchronization with machine
42157BXXXXXXXXXXKXKX-XXXXXKXKXXXXKXX

Wed Jul 26 12:39:34 2023 Info: Cluster synchronization with machine
42157BXXXXXXXXXXXKX-XXXXXKXXXXXKXX ok

Wed Jul 26 12:39:34 2023 Info: Inter-cluster connection is successful

Wed Jul 26 12:39:34 2023 Info: Inter-Cluster connection pool updated for
42157BXXXXXXXXXXKXX-XXXKXXXXXXKXXX - host added

Wed Jul 26 12:42:25 2023 Info: Successfully committed Domain Reputation configuration changes
to the inter-cluster machines

Wed Jul 26 12:42:25 2023 Info: PID 3086: User admin commit changes: Changes in SDR Config
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FEAIRGI, ARG H & SR SRR A I ) o
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Tue May 23 05:06:55 2023 Info:
port 22

Tue May 23 05:06:56 2023 Info:
421 5F XXX XXX XXX XXX -XXXKXKXXKXKXXKXKXX
Tue May 23 05:06:58 2023 Info:
421 5F XXX XXX XXX XXX -XKXXXKXXKXKXXKXKXX
Tue May 23 05:06:58 2023 Info:
Tue May 23 05:06:58 2023 Info:

EESE

Attempting to connect to maill.example.com via IP 1.1.1.1
Verifying cluster synchronization with machine

Cluster synchronization with machine

ok

Inter-cluster connection is successful
Inter-Cluster connection pool updated for

421 5FXXXXXXXKXXXKXKX-XXXKXXXKXXXXXX - host added

R HETRG - B S EEEIBSET I
FEATRBIT, R H 8 BRSNS SR I3 £ 7 T34 4

Tue May 23 05:12:07 2023 Info: Inter-Cluster connection pool updated for
421 5FXXXXXXXXXXX-XXXXXXXXXXX - host removed

Tue May 23 05:12:07 2023 Info: PID 68401:
ecluster

Z4 BTG - BE E L F 5 2R RE (8]
FEATRBI, Y H KRR O RS EIE R

User system commit changes: Updated the keys in

Wed Jul 26 12:33:40 2023 Info: Successfully committed File Reputation and Analysis
configuration changes to the inter-cluster machines

Wed Jul 26 12:33:41 2023 Info: PID 2128: User admin commit changes: Changes in AMP config
M CLl E# B &

Table 16: CLI FE#Z H £ % iHER

FItER EER

I 1) 385 HHa 1) A 1)

PID N A R 2 CLI 1% kR ID

HE HEETHAN CLI 4. CLLfH CRFiSER., 1R MERiER

CLI & 4% H & 7R 5

FEAA T, CLI ##% H & o FH 7%t PID 16434 #i AN LLF CLI fiv4: who. textconfig.

Thu Sep 9 14:35:55 2004 Info: PID 16434: User admin entered 'who'; prompt was
'\nmail3.example.com> '
Thu Sep 9 14:37:12 2004 Info: PID 16434: User admin entered 'textconfig'; prompt was

'\nUsername Login Time Idle Time Remote Host What\n
\nadmin Wed 11AM 3m 45s 10.1.3.14 taill\nadmin 02:32PM
0s 10.1.3.14 cli\nmail3.example.com> '

Thu Sep 9 14:37:18 2004 Info: PID 16434: User admin entered ''; prompt was '\nThere are
no text resources currently defined.\n\n\nChoose the operation you want to perform:\n-

| EESEES
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fEF FIP fREER A&

NEW - Create a new text resource.\n- IMPORT - Import a text resource from a file.\n[]> '

EF FTP AR 5588

Table 17: FTP BR % 88 HESKIHER

/|_,\

FIHER 15t AR

i ) Ak B A ]

ID P ID. B FTP E B 0k 1D

A FE 4 H RO E AR T LU HAESCPRIRAS (5 BB FTP 3845 B (Fx%. L
oo TG ERS

FTP A 5525 H &R f)

LEAEIT, FTP IRSsas H&idak TR AD: 1) o Son TARNEREW 1P #ilik DL AOES) (FAERTR
o) FERY.

Wed Sep 8 18:03:06 2004 Info: Begin Logfile
Wed Sep 8 18:03:06 2004 Info: Version: 4.0.0-206 SN: 00065BF3BA6D-9WFWC21
Wed Sep 8 18:03:06 2004 Info: Time offset from UTC: 0 seconds
Wed Sep 8 18:03:06 2004 Info: System is coming up
Fri Sep 10 08:07:32 2004 Info: Time offset from UTC: -25200 seconds
Fri Sep 10 08:07:32 2004 Info: ID:1 Connection from 10.1.3.14 on 172.19.0.86
Fri Sep 10 08:07:38 2004 Info: ID:1 User admin login SUCCESS
Fri Sep 10 08:08:46 2004 Info: ID:1 Upload wording.txt 20 bytes
Fri Sep 10 08:08:57 2004 Info: ID:1 Download words.txt 1191 bytes
Fri Sep 10 08:09:06 2004 Info: ID:1 User admin logout
fEF HTTP A&
Table 18: HTTP HESZIHE R
FitER ERR
I ]k Helie (1018 i 1)
ID 2315 1D
req HEREVH L TP bk
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EESE

FitER it BR

e R PR 4

HE BRPPATEAE S B ATRELHS GET 3¢ POST 14, SARGUIRES
HTTP B &R

AR, HTTP HERR TEM B S GUI IR H. GE1T “REWE 1S [System Setup

Wizard] %)

Wed Sep 8 18:
Wed Sep 8 18:
Wed Sep 8 18:
Wed Sep 8 11:

Wed Sep 8 11:

17

123

123

123

124

124

2004 Info: http service on 192.168.0.1:80 redirecting to https port 443
2004 Info: http service listening on 192.168.0.1:80

2004 Info: https service listening on 192.168.0.1:443

2004 Info: Time offset from UTC: -25200 seconds

2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg POST

/system_administration/system setup wizard HTTP/1.1 303

Wed Sep 8 11:17:25 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/system_administration/ssw_done HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/incoming mail overview HTTP/1.1 200

Wed Sep 8 11:18:45 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/mail flow graph?injector=s&width=365&interval=0&type=recipientsin&height=190

HTTP/1.1 200

Wed Sep 8 11:18:46 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/classification graph?injector=s&width=325&interval=0&type=recipientsin&height=19
0 HTTP/1.1 200

Wed Sep 8 11:18:49 2004 Info: req:10.10.10.14 user:admin id:iaCkEh2h5rZknQarAecg GET
/monitor/quarantines HTTP/1.1 200

& NTP H7&

Table 19: NTP BESRIHER

FItER 15 BB
I 1) 385 HHl 1 A e 1]
HE TH VL H BRI AR 25 2% (14 187 5 P4 28 I [R) i (SNTP) £ #5% adjust: ¥ &

NTP H &I

EAFIH, NTP HE W R T W REH NTP EALATHBEAE R G
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Thu Sep 9 07:36:39 2004 Info: sntp query host 10.1.1.23 delay 653 offset -652
Thu Sep 9 07:36:39 2004 Info: adjust: time const: 8 offset: -652us next poll: 4096
Thu Sep 9 08:44:59 2004 Info: sntp query host 10.1.1.23 delay 642 offset -1152

Thu Sep 9 08:44:59 2004 Info: adjust: time const: 8 offset: -1152us next poll: 4096

1§FH ?El :j:El E TS

1w B E R

P H B SRR /S 1 S LOG FICOMMON W B, TT& 1 “ REGE MY —2rhff) “%&
7 WAy, T COMMON Fl LOG 24114 & .

Table 20: 133 B EFKITER

FitHER LA

I I1) K Bt ) A I 1)

HE AL BRI — R T R N T b . IR B L RO B ARl H S
Hlﬂi/ﬁ:u\o

FEATRBIH,  HE W AIEH 9% Sophos B9 73 2 1 AR AT 99 5 (0 17 S i ¢

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system attempting to send a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...' (attempt #0).

Wed Feb 23 22:05:48 2011 Info: Internal SMTP system successfully sent a message to
alerts@example.com with subject 'Warning <Anti-Virus> mail3.example.com: sophos
antivirus - The Anti-Virus database on this system is...'

Wed Feb 23 22:05:48 2011 Info: A Anti-Virus/Warning alert was sent to alerts@example.com
with subject "Warning <Anti-Virus> mail3.example.com: sophos antivirus - The Anti-Virus
database on this system is..."

{8 A e s SR i 4 B 75

Table 21: [ ti iR R B EFKIHER

FitER L FA

I [ K K A A )

HE TS B P g R A, DL A AR 15 22 5 | 3 i S B 33 R A R
YU 5T
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Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19103) case-daemon: server
successfully spawned child process, pid 19111

Fri Apr 13 18:59:47 2007 Info: case antispam - engine (19111) startup: Region profile:
Using profile global

Fri Apr 13 18:59:59 2007 Info: case antispam - engine (19111) fuzzy: Fuzzy plugin v7
successfully loaded, ready to roll

Fri Apr 13 19:00:01 2007 Info: case antispam - engine (19110) : uribllocal: running URI
blocklist local

Fri Apr 13 19:00:04 2007 Info: case antispam - engine (19111) config: Finished loading
configuration

FitER WA

I 1] K Heli (0 A% g 1)

HE WS PEEL & AT IR LB AE 5 15 RS OB 1R B A

I &R B SR

[ERBmERE

Tue Mar 24 08:56:45 2015 Info: graymail [BASE] Logging at DEBUG level

Tue Mar 24 08:56:45 2015 Info: graymail [HANDLER] Initializing request handler

Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Loaded graymail scanner library

Tue Mar 24 08:56:50 2015 Info: graymail [ENGINE] Created graymail scanner instance

Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Debug mode disabled on graymail process
Tue Mar 24 08:56:50 2015 Info: graymail [HANDLER] Starting thread WorkerThread 0

Table 22: " & HEKITER

FitER AR

IS 1] K Helis (04 i 1)

HE HEQEPREE A, DAL R G50 B 28 € SCEHD
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Brfm H &Rl
FEA, i F 57 Sophos W 5| S #0% a X (IDE) ST RIS A 2 U T

Thu Sep 9 14:18:04 2004 Info: Checking for Sophos Update
Thu Sep 9 14:18:04 2004 Info: Current SAV engine ver=3.84. No engine update needed

Thu Sep 9 14:18:04 2004 Info: Current IDE serial=2004090902. No update needed.

ST LI BB i e o AR, T B2 W 2 5 | 8 A AT 2% 4 e IR T R e AT . A H
mﬂ%h%#ﬁﬁk,m%ﬁ@ﬁo

A AMP 5|2 HE

AMP 2% HEE 4 DU N A RS A .

o RIBB AT 2 IR 55 45 (0 SCAAR 25 v R A SO 25 AR 25 A8 1 o 2
« SCEHT, WERSCH O EARBISCIE TR &5 SCHEHTIPIRES e sk, ELB ST #r
i 55 s WL 21 1.

AMP 5|2 Hi& & Bl
LU 3 TR R0 AMP 519 136 2% H sl

o SCPHEZERSCAT 2 AT IR 55 28 ) 454K, on page 41
o PHEE )RS5 AR IL E, on page 41
o CHEE AWML, on page 42
o MSCAAE 25 MR 55 A U3 1) SCAAE 28 A i Y., on page 42
o O FAESCAFEAT 20 A LA AOSCAE 93 B ik B2, on page 43
o K EALSCIFEEAT 2317, on page 44
o TS EARRRSI, Bkl SofE EARTITANHEAT SO0 B, on page 44
o TSR AT IR SS A A R, B SO FAR TASHEAT ST 43 AT, on page 45
o SCPRIB WA E T, on page 45

XA E TN A AR 55 28 RO 4a 1L

Wed Oct 5 15:17:31 2016 Info: File reputation service initialized successfully

Wed Oct 5 15:17:31 2016 Info: The following file type(s) can be sent for File Analysis:

Microsoft Windows / DOS Executable, Microsoft Office 97-2004 (OLE), Microsoft Office 2007+
(Open XML), Other potentially malicious file types, Adobe Portable Document Format (PDF).
To allow analysis of new file type(s), go to Security Services > File Reputation and

Analysis.

Wed Oct 5 15:17:31 2016 Info: File Analysis service initialized successfully

XHEERS/AELE

Tue Oct 4 23:15:24 2016 Warning: MID 12 reputation query failed for attachment 'Zombies.pdf'
with error "Cloud query failed"
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Fri Oct 7 09:44:04 2
MID = 5, File Size =
File Type = applicat

Axieg |

016 Info: File reputation query initiating. File Name = 'mod-6.exe',
1673216 bytes,
ion/x-dosexec

ZitER 5L FA

AR, FC SHA-256 HIAFR T AIE B SCAFAF 2 IR 55 5% (K SCAF IR A4 7K
WERSCAF AT, W7 “RA7

MID JH T SR o S P T A% 336 (R IS () S D

SCAERAN R SHA-256 THAIAR URAF 3% B SO EAE B R 55 43 IO SCAE IR N

SRR K 3L SHA-256 HUFIFRIRTF A3k B ST 26 Mk 55 4 1 SCA K2R

PATF & SCRPR) SO 2R
* Microsoft Windows / DOS Executable
* Microsoft Office 97-2004 (OLE)
* Microsoft Office 2007+ (Open XML)
o Mol e R A
* Adobe f§i##5 X 14 #% 2 (PDF)

MIHEE RS SRR B X EE BB

Fri Oct 7 09:44:06 2

016 Info: Response received for file reputation query from Cloud. File

Name = 'mod-6.exe', MID = 5, Disposition = MALICIOUS, Malware = W32.061DEF69B5-100.SBX.TG,
Reputation Score = 73, sha256 =
061def69b5c100e9979610£a5675bd19258b19a7££538b5¢c2d230b467c312£19, upload action = 2
FItER 1t AR
A4 H SHA-256 HUHIAR AT A% B ST 25 R 55 2 1 SCAF IR A4 7K o
WS BANTH, WR7RR “RE7

MID FH T BRI 5 IS A1 A 280 PR S (1) BB 47 ID o
VOBLIESP S SCAAF AL BRAE A -

< EE

s IEW

¢ PR - (A NN
CFlERAN - RE N SCHERI AR

+ NS (LOW RISK)- 2430 PE4MHT I A3 FF b B R BB A 3, i)
YRR, SCHERIERTOIESIRT, M PR S P 3
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B rxaasmrsrxtsmze

GritEs T
R T
sy SCPEA R 83 RO SCAE I35 268157

W SCAF A EEFI E AR SN (VERDICT UNKNOWN), I 9 SCHE AR 4 15 2543
I3 R T HE SR 5

A AR SCAFAR 2 IR 55 5 HEAE (RO 45 58 SOOI 0 b A% SRR A

* 0 - Joili KOk A%

o 1 - BORSCAFHEAT A%

Note >4 EALERAEME Y “17 B, IBAFM N FAEIZSOT.
* 2 - NRIESCAFREAT LA

* 3 - URAETCEAR AT A%

B LR H#iT oA R H S idE

Wed Sep 28 11:31:58 2016 Info: File uploaded for analysis. SHA256:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£f0ea

Wed Sep 28 11:36:58 2016 Info: File Analysis is running for SHA:
e7ae35a8227b380ca761c0317e814e4aaa3d04£362c6b913300117241800£f0ea

Fri Oct 7 07:39:13 2016 Info: File Analysis complete. SHA256:
16454af£5082c2e9df43f3e3b9%cdba3cbael’766416e548c30a971786db570bfc, Submit Timestamp:

1475825466,

Update Timestamp: 1475825953, Disposition: 3 Score: 100, run id: 194926004

Details: Analysis is completed for the File
SHA256[16454aff5082c2e9df43f3e3b9%cdba3cbael766416e548c30a971786db570bfc]
Spyname: [W32.16454AFF50-100.SBX.TG]

FItER AR
SHA256 FIR SCIFIG) SHA-256 BLAIBR AT -
FEAT N )38 S F: I SR SCAPE A 380 S 3 i 55 i F 1L ST 1]
BB IS i A% SCAIR S 53 A 6 B LSS i)
SUSEEEE S SCAHE B b A AL
o 1 - RALI B R AT
*2-IEW
3 - BEHAE
(S SR AT RS54 3 B4 ST 23T 20K
1247 ID SRRy T IR 55 2% h R 5 SCAFS3 BT 43 L4 SCAF BT E (D)
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Details URRAESTAE 2 BT IR S AR, TR FAl AR S, A5 AR s SCAF IR i
Lo Hr 25 .

)RR A 44 FK SR AR CUn AR S 20T IR0 7S R B R A

R EEXXHEITHH

Wed Sep 14 12:27:52 2016 Info: File not uploaded for analysis. MID = 0 File
SHA256[a5f28f1fed7c2£e88bcdf403710098977fal2c32d13bfbd78bbe27e95b245£82] file
mime [text/plain] Reason: No active/dynamic contents exists

FitER i AR
MID FH T R0 T S AP T A 238 (P IS PR IS4 1D
A MIME S MIME 2871,
Js Al LR 2RI upload_action B E A “17 , SCHARAR FAESBISCIE 4T AR 55 2 19 )5
PEZ —:
-g#dmﬂ*4%ﬁi%-i#dﬁﬁﬂ%%#@%i@ﬁi#%ﬁw%

© IEAEHHAT SCPEOM AT - SO E R AT AR H B AR IEAE T .

o SR AR B SO T RS

o ARG SR

o SO RN H TR - 1A SO /IR ST 3 BT R 55 1 5 1 ) PR A1
« FAEBAG L

© SCPESTHT IR S5 S

« NEETESNBh BN

o — /AR TR R

T3 EEBRE, BRI St B AEITICH SR

Tue Jun 20 13:22:56 2017 Info: File analysis upload skipped. SHA256:
b5c7e26491983baa713c9a2910ee868efd891661c6a0553b28f17b8fdc8cc3ef, Timestamp[1454782976]
details[File SHA256[b5c7e26491983baa713c9a2910ee868efd891661c6a0553b28f17b8fdc8cc3ef] file
mime [application/pdf], upload priority[Low] not uploaded, re-tries[3], backoff[986]
discarding ...]

Tue Jun 20 13:22:56 2017 Critical: The attachment could not be uploaded to the

File Analysis server because the appliance exceeded the upload limit

FIHER 1t AR

SHA256 HIR SCAE ) SHA-256 HUAIAR AT o

o ) % SO TG LA B SCARS3 BT R 5525 1 H RT Ta) o
Details SO BT IR G5 28 B R I VA R
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FitER 1 BR
At MIME SO MIME 2678,
AR AR P A N

- T R SO, PDF U AR AL .
o A% - {46 PDF SCAf2 A

BT X4 R SCAFAT K _E AR 2k K
Note i3 2 nf LG4 52 SCIFAAT =ik k22l

IR (x) IS 199 A 2 1R S A% RIS I3 M M 55 4 2 i BEEE AR IO RD E ()0 48
PERIFRIEE R H AR BRI 2 R LI Ol

KA (JRN) TCVERG AT AL RIS IR S5 4% DRI R SGHE T AR R

BT XU ERSREIR, BI X EEmAEITCH S

Sat Feb 6 13:22:56 2016 Info:SHA256:
69e17e213732da0d0cbc48ae7030a4a18e0c1289f510e8b139945787£67692a5, Timestamp[1454959409]
details[Server Response HTTP code: [502]]

FHitER 15t B

SHA256 FARESCAEIY) SHA-256 HIBbR ST o

o ) SR SCPF A B SCLR3 b7 1R 5525 1 H R 8] o
Details A7 RICAE A BT IR S5 2 R I R

XHEMFIECHE

Fri Oct 7 07:39:13 2016 Info: Retrospective verdict received. SHA256:
16454af£5082c2e9df43f3e3b9cdba3c6ael766416e548c30a971786db570bfc, Timestamp: 1475832815.7,
Verdict: MALICIOUS, Reputation Score: 0, Spyname: W32.16454AFF50-100.SBX.

FitER i AR

SHA256 FARE S SHA-256 BUIAR AT«

I ) 38K NSCA 53 B R 55 A MO S AE 39) E 114 T393 0 I [

HE SCAFIE WA s (e M B 2 A2

fHE SO B R S5 25 o3 B4 ST (s 219 90

Spyname PRI AA R U RAE SO IRIE SO R B )
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Table 23: Wi ik H X FIHE R

Axieg |

FitER it AR
IS TR K A 1) A i 1)
HE THEEE PRI SAE BB BT MR & DT I 45D .

LR ERERR R X B SRl

LEA R, H & s I 25 X 84T 2] admin@example.com T HELE (MID 8298624).

Mon Aug

Mon Aug
queue)

Mon Aug

Mon Aug
queue)

Mon Aug

{58 A S R R 14 P 1

14

14

14

14

14

21:41:47 2006

21

21:

21

21

41

41

41

41

:47

:47

:47

:47

2006

2006

2006

2006

Info:

Info:

Info:

Info:

Info:

X GUI H&

Table 24: 1k Bi 4 GUI BESEHER

ISQ: Releasing MID [8298624, 8298625] for all

ISQ: Delivering released MID 8298624 (skipping work

ISQ: Released MID 8298624 to admin@example.com

ISQ: Delivering released MID 8298625 (skipping work

ISQ: Released MID8298625 to admin@example.com

FitER 15 AR
I 1] 8K R 1) A i 1)
HE RS PERIUOERAE, B B0 R IESs .

LR R BR B X GUI B 7= 31

FEATRBIH, HE SR T RIS UE S A -

Fri Aug
Fri Aug
Fri Aug
Fri Aug

Fri Aug

session:

Fri Aug

| EESEES

11

11

11

11

11
10

11

22:05:28 2006

22:05:29 2006

22:08:35 2006

22:08:35 2006

22:08:35 2006

.251.23.228

22:08:44 2006

Info:

Info:

Info:

Info:

Info:

Info:

ISQ: Serving HTTP on 192.168.0.1, port 82

ISQ: Serving HTTPS on 192.168.0.1, port 83
Authentication OK, user admin

logout:- user:pqufOtLévyI5StCghCfO session:10.251.23.228

login:admin user:pqufOtL6évyI5StCghCfO

Authentication OK, user admin
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Table 25; LDAP i B E 4 iHER

FIHER 1% AR
i ) 38k B AL A)
R LDAP 4 B

LDAP i3 B 7R f1
N

Note [ G3cfFrhifr HSH S . FOCH TR S ATHEAT T 45

Thu Sep 9 12:24:56 2004 Begin Logfile

Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.ga

Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.qgal

Thu Sep 9 12:25:02 2004 LDAP:
Masquerade query sun.masquerade address employee@routing.ga to employee@mail.qga

Thu Sep 9 12:28:08 2004 LDAP: Clearing LDAP cache

Thu Sep 9 13:00:09 2004 LDAP:
Query ' (& (ObjectClass={g}) (maillocalAddress={a}))' to server sun (sun.ga:389)

Thu Sep 9 13:00:09 2004 LDAP:
After substitute, query is ' (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga))"'

Thu Sep 9 13:00:09 2004 LDAP: connecting to server

Thu Sep 9 13:00:09 2004 LDAP: connected

10

Thu Sep 9 13:00:09 2004 LDAP:

Query (& (ObjectClass=inetLocalMailRecipient)
(mailLocalAddress=rroute.d00002b.loc@ldap.route.local.add00002.ga)) returned 1
results

11

Thu Sep 9 13:00:09 2004 LDAP: returning: [<LDAP:>]

A&icE I
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Table 26: LDAP i B & #4015 BRI

75 15t AR

1 H & S EIa 1

2 WOVTFE PR E N A LDAP AT 0h%e, HAREH 40 “sun.masquerade” [¥] LDAP

3 ]

4 i FE1E LDAP Hli4s %5 L A il employee@routing.qa, FEFIVCACIN, it
Bl employee@mail.qa, FFEHEHE Db LR E % Mo bk 5N BB Sk A1/B 055 B

5 H P F3hiz4T 1dapflush.

6 ) R A 3% 355 1 389 sun.qa. £ HREAR
(&(ObjectClass={g})(mailLocalAddress={a})).
{g} B ok L g gs R PR 2 4144, rept-to-group BY, mail-from-group Ki Y
nl,
{a} B H AR

7 XSS AR K% B LDAP RS54 Z BT IIAERS, B R kA (AT 4Hm)D &
e o

8 BEI5 R S5 28 G IR A L, TR

9 Rk A e g5 A A .

10 iR, XRRIRE T —4dsk, HEChHE RS A E R 2B, Rk
HEARE AR . SRS SR T 2 A UL R, X SR T R
A

ERREIIR/MIETFRRE
T BRAE A BRI F e i 555 .

Table 27: 2 £ 5% ML 7R BEFKITER

ZitHER 15 AR
I ] 8K KA 1) A i ]
HE [Z3ESS 2k PO AINE ) TR ) SEDAR =L/ AT e

| EESEES
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T 25K/ FIFR BE R

FEAGIH, PRSI H S LS T MR SCREP AN G RER R . B s T
ISR A NS I 2 i

Fri Sep 28 14:

6.0.0-425 SN:
10800 seconds

Fri

Fri

Fri

Fri

Fri

Sep 28 14:

Sep

Sep

Sep

Sep

28

28

28

28

16:

18:

20:

22:

22

22

22

22

:33

:34

:34

:34

:35

2007

2007

2007

2007

2007

22:33 2007 Info:
KAXKXKXKXKXXXXXXX-XXX
Fri Sep 28 14:22

Mon

Mon

Mon

Mon

Mon

[ERkEHE

MR BRI BT sk I E B

Oct

Oct

Oct

Oct

Oct

14:

14:

15:

15:

16:

37

31

32

37

:39

:37

:31

:40

2007

2007

2007

2007

2007

Table 28: & B EFKITER

Info: SLBL:
Info: SLBL:
Info: SLBL:
Info: SLBL:
Info: SLBL:
Info:
Info:
Warning:
Warning:
Info:

zesxmisiRaER

Begin Logfile Fri Sep 28 14:22:33 2007 Info: Version:
Fri Sep 28 14:22:33 2007 Info: Time

:33 2007 Info:

The

The

The

The

The

database

database

database

database

database

System is coming up.

snapshot has been
snapshot has been
snapshot has been
snapshot has been

snapshot has been

offset from UTC:

created.

created.

created.

created.

created.

SLBL: The database snapshot has been created.

SLBL: The database snapshot has been created.

SLBL: Adding senders to the database failed.

SLBL: Adding senders to the database failed.

SLBL: The database snapshot has been created.

%%T+1n:u\ 15 B
IRIETES I A I A o
HE EAERENER APk =y (PO R A D= g fi ATIHE =

ARG, s HEBRERGEHEH

Wed Oct 3 13:

Wed

Wed

Wed

Wed

Oct

Oct

Oct

Oct

3

13:

13:

13:

13:

39:

39:

40:

40:

40:

53

53

02

53

53

2007

2007

2007

2007

2007

Info:

Info:

Info:

Info:

Info:

Il BT PR S AP P 5% o

Period minute using 0 (KB)

Period month using 1328 (KB)

Update 2 registered appliance at 2007-10-03-13-40

Pages found in cache:

1304596 (99%) .

Period hour using 36800 (KB)

Not found: 1692

A&icE I
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Wed Oct 3 13:40:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:40:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:40:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:40:53 2007 Info: HELPER checkpointed in 0.00580507753533 seconds

Wed Oct 3 13:41:02 2007 Info: Update 2 registered appliance at 2007-10-03-13-41
Wed Oct 3 13:41:53 2007 Info: Pages found in cache: 1304704 (99%). Not found: 1692
Wed Oct 3 13:41:53 2007 Info: Period hour using 36800 (KB)

Wed Oct 3 13:41:53 2007 Info: Period day using 2768 (KB)

Wed Oct 3 13:41:53 2007 Info: Period minute using 0 (KB)

Wed Oct 3 13:41:53 2007 Info: Period month using 1328 (KB)

Wed Oct 3 13:42:03 2007 Info: Update 2 registered appliance at 2007-10-03-13-42

ERHREERHE
R A ) o

Table 29: R & E W HELKITER

%ET+1n:u\ ﬁéﬂﬁ
I 7] 3k B A I R o
HE ZIH S FR IS, AR S IR AR

wEEE HERBG

LEA A T, R A H & SR 2007 4 8 H 29 HE 10 H 10 H a7 6 H s ip ik i & A if
AT IS A2 1Y 5

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804479.

-~

Tue Oct 2 11:30:02 2007 Info: Query: Closing interval handle 811804480.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610228.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610229 for
['MAIL OUTGOING TRAFFIC SUMMARY.

DETECTED SPAM', 'MAIL OUTGOING TRAFFIC SUMMARY.DETECTED VIRUS',

'MAIL OUTGOING TRAFFIC SUMMARY.THREAT CONTENT FILTER',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL CLEAN RECIPIENTS',

'MAIL OUTGOING TRAFFIC SUMMARY.TOTAL RECIPIENTS PROCESSED'] for rollup period "day" with
interval range 2007-08-29 to 2007-10-01

with key constraints

None sorting on ['MAIL OUTGOING TRAFFIC SUMMARY.DETECTED SPAM'] returning results from

| EESEES
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0 to 2 sort_ascending=False.
Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610229.

Tue Oct 2 11:30:02 2007 Info: Query: Merge query with handle 302610230 for
['MAIL_ OUTGOING_TRAFFIC_ SUMMARY.

TOTAL_HARD BOUNCES', 'MAIL OUTGOING TRAFFIC_SUMMARY.TOTAL RECIPIENTS DELIVERED',

'MAIL OUTGOING_TRAFFIC_ SUMMARY.TOTAL RECIPIENTS'] for rollup period "day" with interval
range 2007-08-29 to

2007-10-01 with key constraints None sorting on

['MAIL OUTGOING_TRAFFIC SUMMARY.TOTAL_ HARD BOUNCES'] returning

results from 0 to 2 sort_ascending=False.

Tue Oct 2 11:30:02 2007 Info: Query: Closing query handle 302610230.

EREMEFHE

Table 30: EF12F HEHIHER

FitER 154 AB

i 1) 38k o ALt A

HE MRS ARG E SR, AsyncOS BB A LA R — R SH IR H 51
e

B2 F HERA
FEARBI,  H & o b R ST 48T McAfee By 75 & LAEAT HfT .
Fri Sep 19 11:07:51 2008 Info: Starting scheduled update
Fri Sep 19 11:07:52 2008 Info: Acquired server manifest, starting update 11
Fri Sep 19 11:07:52 2008 Info: Server manifest specified an update for mcafee
Fri Sep 19 11:07:52 2008 Info: mcafee was signalled to start a new update
Fri Sep 19 11:07:52 2008 Info: mcafee processing files from the server manifest
Fri Sep 19 11:07:52 2008 Info: mcafee started downloading files

Fri Sep 19 11:07:52 2008 Info: mcafee downloading remote file
"http://stage-updates.ironport.com/mcafee/dat/5388"

Fri Sep 19 11:07:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:12:52
2008

Fri Sep 19 11:08:12 2008 Info: mcafee started decrypting files

Fri Sep 19 11:08:12 2008 Info: mcafee decrypting file
"mcafee/dat/5388" with method "des3 cbc"

Fri Sep 19 11:08:17 2008 Info: mcafee started decompressing files

Fri Sep 19 11:08:17 2008 Info: mcafee started applying files

ZESEE
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Fri Sep 19 11:08:17 2008 Info: mcafee applying file "mcafee/dat/5388"
Fri Sep 19 11:08:18 2008 Info: mcafee verifying applied files

Fri Sep 19 11:08:18 2008 Info: mcafee updating the client manifest
Fri Sep 19 11:08:18 2008 Info: mcafee update completed

Fri Sep 19 11:08:18 2008 Info: mcafee waiting for new updates

Fri Sep 19 11:12:52 2008 Info: Starting scheduled update

Fri Sep 19 11:12:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:17:52
2008

Fri Sep 19 11:17:52 2008 Info: Starting scheduled update

Fri Sep 19 11:17:52 2008 Info: Scheduled next update to occur at Fri Sep 19 11:22:52
2008

Bz F HERA
FEATRBIT,  HE SRR B3 8, LAY T Sophos B 25 & I #4) o
Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”
Fri Mar 10 15:05:55 2017 Debug: postx updates disabled
Fri Mar 10 15:05:55 2017 Debug: Skipping update request for “postx”
Fri Mar 10 15:05:55 2017 Trace: command session starting
Fri Mar 10 15:05:55 2017 Info: Automatic updates disabled for engine Sophos engine
Fri Mar 10 15:05:55 2017 Info: Sophos: Backup update applied successfully

Fri Mar 10 15:05:55 2017 Info: Internal SMTP system attempting to send a message to
abshastr@ironport.com

with subject ‘Automatic updates are now disabled for sophos’ attempt #0).

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled
“ ”

Fri Mar 10 15:05:55 2017 Debug: Skipping update request for amp

Fri Mar 10 15:05:55 2017 Debug: amp feature key disabled

T ﬁlFEE E, . IL.\

EEE% AL»V3§%37¥§9€AASYHC()S BﬁEB##%EfFEﬁ1 Eio ﬁt;@Eﬂn)/%/u\ /\ftﬁgﬁ#[ﬂn) o

IS I DG T SR R R 2L PR Y BRI I s G el v S BRI P78 o e T s i P8 (R I R rh e A P H A
A, DIUEERER H RS2 sh A& Mo BRER H S A5 BAE ISR B AT i

f38 T LU JE R 2 A PR MR AT M 2% W O A 7 20 AN B D9 S B AP ) BRER A R

| EESEES
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Table 31: B3 I8IE B ELKIHER

ERSMBIERS

FiHES ijt BA

I A] 7 HHE (A I R o

HE T VL S8 S B R DG IR - B 44 LU P RLBR fl o el R (43l
1 “admin” . “operator” %) , VUK G KRS B o

§1ﬁq_L 1IE E n» Tﬁ']

Y_AZIKT{%JEP E:u\iﬁ_\‘}zﬁ)ﬂ “admin”

Wed Sep 17 15:16:25 2008 Info:

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Sep

Sep

Sep

Sep

Sep

Sep

Sep

17

17

17

17

17

17

17

15:

15:

15:

16:

16:

20:

21:

16

59

37:

ERBEERRIERHEE

P 7 e s H G R AR G S LR A R ™ A4 PR BRI 2« O PP A R AR S e 67 1
R HER N SE U SN I VP IR o BRI P SR A S, e B 5 BE U O G A S A

B H &

B & Bidx BTG

ARG, BB il H e

TR

<?xml version="1.0" encoding="IS0-8859-1"?>

:25 2008 Info:

:25

:21

:17

128

: 30

09

2008

2008

2008

2008

2008

2008

Info:

Info:

Info:

Info:

Info:

Info:

N

oe” LI “dan” [R)E 2R,

Begin Logfile

Version: 6.5.0-262 SN: XXXXXXX-XXXXX

Time

User

User

User

User

User

offset from UTC: 0 seconds

admin was authenticated successfully.
joe failed authentication.

joe was authenticated successfully.
admin was authenticated successfully.

dan failed authentication.

WP G  Ji 5 SCRR YRR LA ] 7 8 S R e 1R AN

<!DOCTYPE config SYSTEM "config.dtd">

<l--

XML generated by configuration change.

Change comment:

added guest user

A7 IEER".
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User: admin

HEigH

Configuration are described as:

This table defines which local users are allowed to log into the system.

Product: Cisco IronPort M160
Model Number: M160
Version: 6.7.0-231

Serial Number:
Number of CPUs: 1

Memory (GB): 4

Current Time:

Messaging Gateway (tm) Appliance

000000000ABC-D000000

Thu Mar 26 05:34:36 2009

Feature "Cisco IronPort Centralized Configuration Manager": Quantity = 10, Time
Remaining = "25 days"

Feature "Centralized Reporting": Quantity = 10, Time Remaining = "9 days"
Feature "Centralized Tracking": Quantity = 10, Time Remaining = "30 days"
Feature "Centralized Spam Quarantine": Quantity = 10, Time Remaining = "30 days"
Feature "Receiving": Quantity = 1, Time Remaining = "Perpetual"

-—>

<config>

{ERIMREANIRSIZ H &

ETF HEMSH K ETF 518, R, BESNER. R84 E4T

SNER BB IR 5122 B RS R

Thu Jun 7 04:54:15 2018 Info

“« ?'?a” EZ‘ “.U:il_ﬂ_‘[/ » é&%uo

H /&

: THREAT FEEDS: Job failed with exception: Invalid URL or Port

Thu Jun 7 05:04:13 2018 Info: THREAT FEEDS: A delta poll is scheduled for the source: S1

Thu Jun 7 05:04:13 2018 Info
domain: sl.co, collection:

S1
Thu
S1
Thu
Thu
domain:

between 2018-06-07 04:34

sl.co, collection:

ETFRECE RN - EE A
FEA TR,

Info: THREAT FEEDS:
hailataxii.com,

| EESEES

Jun 7 05:04:13 2018 Info:

Jun 7 05:19:14 2018 Info:
Jun 7 05:19:14 2018 Info:
sss

[TaxiiClient]
cause of failure:

: THREAT FEEDS: A delta poll has started for the source: SI,

sss
Thu Jun 7 05:04:13 2018 Info:

THREAT FEEDS: Observables are being fetched from the source:
:13+00:00 and 2018-06-07 05:04:13.185909+00:00
THREAT FEEDS: 21 observables were fetched from the source:

THREAT FEEDS: A delta poll is scheduled for the source: Sl
THREAT FEEDS: A delta poll has started for the source: SI,

AR TR BARICH WS R SCTE TR S IR SR I B L o

Failed to poll threat feeds from following source:
Invalid Collection name
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RRA R
3 Web S i P IR A 5K B (Mail Policies) > A1 il & P48 (External Threat Feeds Manager) 71
M, BRfZE CLI "1 threatfeedsconfig > sourceconfig Fard, IO E AN B IR R R A N
IEMRISES AR

ETF JRBCE K - HTTP $5i%

ARG, AEZRHET HTTP 8515%, 52 22 T07E AN I8 B IE R U5 SR I8 o

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error

RRAE

3 Web St R4 S ms (Mail Policies) > Z18 Wil & #1 45 (External Threat Feeds Manager) i1
M, BZE CLI T threatfeedsconflg > sourceconfig T, FEONHCE AN EECR ER
IEf R AR EH P S I uF A

ETF JREC & L% - URL T3
FEARGIN, HS R T URL G BRAE SR TCTE S B PREOR USRI B P o

Info: THREAT FEEDS: [TaxiiClient] Failed to poll threat feeds from following source:
hailataxii.com , cause of failure: HTTP Error

RRAE

3] Web F it (I £FSEmE (Mail Policies) > M il B 24% (External Threat Feeds Manager) 71
Ifil, BYfE CLI /] threatfeedsconfig > sourceconfig T, JEOHCE B AN BRSO
IEAfR ) N LA B 5 .

EHSHEHHEE

FERCE FUSSRAY “ &IPS I H TR, RS A FS AT b A S g s I
A “H AR kT

Mk HETHMHEREE N “AIFFFHE” (Consolidated Event Log) I, BRIAE I T &I £
PUFHEFB:

* ICID
* DCID
B

* MID

N\

Note U RBEMITIE H &5 B R T INBRAE AT BRI H S B

BHEHEETRA

ZESEE
|
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TEA R, 50k HARTT G H AR IRCE Y “ & 9F 3 H&” (Consolidated Event Log) I,  H i
o3 WoRIERE I A T B

Thu Jun 30 08:04:50 2022: CEF:0|Cisco|Cl100V Email Security Virtual Appliance|14.0.0-657
|[ESA CONSOLIDATED LOG EVENT|Consolidated Log

Event|5|deviceExternalld=42127C7DDEE76852677B-F80CE8074CD3

ESACustomLogs={"'label2': ['value20'], 'labell': ['valuel',6 'wvalue2']}

ESALogHeaders={'reply-to': ['test@esa.com ', 'newsletter@esa.com'], 'from': ['any@esa.com']}

ESAMID=1053 ESAICID=134 ESAAMPVerdict=UNKNOWN ESAASVerdict=NEGATIVE ESAAVVerdict=NEGATIVE

ESACFVerdict=MATCH end=Thu Mar 18 08:04:46 2021 ESADLPVerdict=NOT EVALUATED

dvc=10.10.193.13 ESAAttachmentDetails={'test.txt': {'AMP': {'Verdict': 'FILE UNKNOWN',
'fileHash': '7£843d263304fb0516d6210e9ded4fa7f01£f2£f623074aab6e3ee7051£f7b785cfa'},
'BodyScanner':

{'fsize': 10059}}} ESAFriendlyFrom=test@esa.com ESAGMVerdict=NEGATIVE start=Thu Mar 18
08:04:29 2021

deviceInboundInterface=Incomingmail deviceDirection=0 ESAMailFlowPolicy=ACCEPT
suser=test@esa.com

cslLabel=MailPolicy csl=DEFAULT ESAMFVerdict=NOT EVALUATED act=QUARANTINED

ESAFinalActionDetails=To POLICY

cs4Label=ExternalMsglID cs4="'<20210318070601.40490.18684@maill.example.com>"' ESAMsgSize=11873
ESAOFVerdict=POSITIVE

duser=9076@testing.com ESAHeloIP=10.11.1.2 cfplLabel=SBRSScore cfpl=None ESASDRDomainAge=27
years 2 months 15 days

cs3Label=SDRThreatCategory cs3=N/A cs6Label=SDRRepScore cs6=Weak ESASPFVerdict={'mailfrom':

{'result': 'None',
'sender': 'test@esa.com'}, 'helo': {'result': 'None', 'sender': 'postmaster'}, 'pra':
{'result': 'None', 'sender':

'test@esa.com'}}shost=unknown ESASenderGroup=UNKNOWNLIST src=10.11.1.2 msg='Testing'

\}

Note I\ AsyncOS 15.5 WiATF4G, %A LAE #) DLP H5E (% “DLP #4015 5”7 (DLP Details) H & 7Bt

(ESERBI, AT “DLP WEAIEEL” (DLP Details) KICH FAGIT BN, F &2 SR 5

‘E&O

Tue Nov 21 13:51:13 2023: CEF:0[Cisco|Cl00V Secure Email Gateway Virtual|1l5.2.0-334]|

ESA_CONSOLIDATED_LOG_EVENTICOHSOlidated Log

Event|5|deviceExternalld=4215DA06E2F3F6D98116-2AADF0566888 ESAMID=2 ESAICID=2

ESAAMPVerdict=NOT_EVALUATED ESAASVerdict=NOT_EVALUATED ESAAVVerdict=NOT_EVALUATED

ESACFVerdict=NOT_ EVALUATED end=Tue Nov 21 13:51:09 2023

ESADLPVerdict=VIOLATION dvc=10.10.11.115 ESAAttachmentDetails={"'dlp-ssn.txt': {'BodyScanner':
{}}} ESAFriendlyFrom=Tvh759350c@vm09centos0118.cs21

ESAGMVerdict=NOT_ EVALUATED start=Tue Nov 21 13:51:09 2023 deviceOutboundInterface=outbound
deviceDirection=1 ESAMailFlowPolicy=RELAY

suser=Tvh759350c@vm09centos0118.cs21 cslLabel=MailPolicy csl1=DEFAULT cs2Label=SenderCountry
cs2=not enabled ESAMFVerdict=NOT_EVALUATED

act=DELIVERED cs4Label=ExternalMsgID cs4='<20231121082130.88757.94440@1ocalhost>"

ESAMsgSize=815 ESAOFVerdict=NOT_EVALUATED

duser=senthrad@abc.com ESAHeloIP=10.10.4.16 cfplLabel=SBRSScore cfpl=not enabled shost=unknown
src=10.10.4.16 msg="te@@st'

ESADLPDetails={'DLPSeverity': 'MEDIUM', 'DLPScore': '46', 'DLPPolicy': "'Social Security

Numbers (US)'"}

HEFER CEF P iz {E CEF =P iz {E

I £33
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| B&ic®

gRaxsts |

HEFE CEF FE{E CEF FE{E
CEF #% 3 UiiAs il 0
BN R NI B
BER™ b s C100V B2 4 AU B 75
BEAARA 7~ 13.0.0-234
FFR D ZE
ESA_CONSOLIDATED LOG EVENT
FF LR s g 0 &S
PRt w5
GUI k&
F = deviceExternalld aiF
A2156ACTOIEIICSCDO2DEGCIIEIC
ICID I [H] start 7~fFl: Mon Jul 29 11:22:22 2019
ICID ESAICID A 199
TR A4 R deviceInboundInterface (F7-4% |7=ffl: Inbound
)zgﬁ{;{;%dﬁex;ﬂig;ﬂ?;ﬂboundlnterface fl: Outbound
RAEN TP sre 7~ 10.10.2.75
RAF NI, shost ~l:  demo.cisco.com
AR T 1) deviceDirection il 0
0->fEN
1-> {1
M = cs5 ZNUE
csSLabel=ESAMsgLanguage
cs5=English
SBRS 737> cipl 7~4: cfplLabel=SBRSScore,
cfpl=1.1
el 1P dve il 10.10.2.75
IS A A N St B cs2 /~Hil: cs2Label=GeoLocation

cs2=India

%z B
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Axieg |

SFER CEF iz {E CEF FE{E
R AR K ESAMsgTooBigFromSender | 541: true
T RE I :
true/false
R PR TP ESARateLimitedIP il 10.10.2.75
HS A1 S I (L csl 7fl: cs1Label=MailPolicy
csl=default
S P A s L ESAMailFlowPolicy ~l: ACCEPT
KA N AR ESASenderGroup /~fl: UNKNOWNLIST
DHA TP ESADHASource Ml 10.10.2.75
LN duser 7~l: demo@test.com
L% TP/Helo I TP ESAHeloIP il 10.10.2.75
FE AL/ Helo 3k ESAHeloDomain ~l: test.com
TLS & HIERE ESATLSOutConnStatus 7~ Success
A AEAIE
Success/Failure
TLS A Bl ESATLSOutProtocol 7~: TLSv1.2
TLS 1% H 2244, ESATLSOutCipher R
ECDHE-RSA-AES128-GCM-SHA256
TLS fE NEHERES ESATLSInConnStatus 7~fl: Success
T REMIH -
Success/Failure
TLS f& NPpY ESATLSInProtocol il TLSvI.2
TLS & N ESATLSInCipher il
ECDHE-RSA-AES128-GCM-SHA256
DMARC H|5E ESADMARC Verdict TMl: Success

Al RE AR -
PermFailure/TempFailure/

Reject/Success

| EESEES
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EREHFEHEE

BT

CEF =7 iz {E

CEF =7 iz {E

DKIM H5&E

ESADKIM Verdict

~fl: Pass

A RERIE -
Pass/Neutral/TempError/
PermError/HardFail/None

SPF #5&

ESASPF Verdict

ZNE
ESASPFVerdict={'mailfrom":
{'sender": 'test@cisco.com’, 'result":
'SoftFail'}, 'helo": {'sender":
'‘postmaster’, 'result’: 'None'} }

A REAIE
Pass/Neutral/SoftFail/Fail/

TempError/PermError

BUFRAEN

ESAFriendlyFrom

7~l: demo@test.com

IS A A N

suser

7~l: demo@test.com

[ER-LAECIN

ESAReplyTo

7~l: demo@test.com

BN

msg

7~f: This is a sample subject

MID

ESAMID

A~ 101

HE 1D

cs4

7~Hil: csl1Label=ExternalMsgID
cs1=20190729112221.42958.40626

@vm21esa0075.cs21

ERSP NN

ESAMsgSize

;. ESAMsgSize=32199

SDR {135

cs6

7~ cs6Label= SDRRepScore
cs6=Tainted

SDR 4¢—3aA7 R

ESASDRDomainAge

~l: 1 year 21 days

SDR & — g2 5l

cs3

7l cs3Label=
SDRThreatCategory

cs3=mal

S i 5 )

S i 5 )

~l: MATCH
] BEAIAE :

NOT EVALUATED/MATCH/NO
MATCH

A&icE I
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ST

CEF =7 iz {E

CEF =7 iz {E

AS H5E

ESAASVerdict

7~fl: POSITIVE

Al REIE:

R

TP/ S/ ] 5/

BULK. MAIL/SOCIAL MAILMARKE
TING_MAIL/POSITIVE

AV HE

ESAAV Verdict

7~fl: POSITIVE

Al RERIE:

N
EVALUATED/NEGATIVE/REPAIRED
/ENCRYPTED/UNSCANNABLE/POSI
TIVE

AMP HE

ESAAMPVerdict

~fil: UNKNOWN

HRE AR :

N
EVALUATED/CLEAN/FA_PENDING/
UNKNOWN/SKIPPED/
ENGIESE]
/LOW_RISK/MALICIOUS

IR LB E

ESAGM Verdict

/i POSITIVE

A REIRE

N
EVALUATED/POSITIVE/NEGATIVE

WAL IS S E

ESACF Verdict

~l: MATCH

Al REIE:

NOT EVALUATED/MATCH/NO
I

| EESEES
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H&EF
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CEF =7 iz {E

CEF =7 iz {E

R AL e A A E

ESAOF Verdict

~l: NEGATIVE

Al REIE:

R
EVALUATED/POSITIVENEGATIVE

DLP H|5E

ESADLPVerdict

/~: VIOLATION

Al REMIE

NOT EVALUATED/NO
TRIGGER/VIOLATION/NO
VIOLATION

URL P45 &

ESAURLDetails

2R

{urll:{expanded url:<>,
category:<>,

wbrs_score:<>, in_attachment:<>,
Attachment with url:<}url2:{---}}

Note 1/t URL U4 255 LA
ot P2 22 i

SCAFRENY

ESAAttachmentDetails

ZNE
{namel: {source:
{<>hash:<>,

verdicts:<>}}}

Note 4 ROCf) 4440 255 4
PLEFAF, b

HIHE A AR R

ESAMARAction

2R

{action:<>;succesful repts=>;failed
_recipients=<>;filename=<>}

DCID

ESADCID

A~ 199

DCID I i),

end

~4l: Mon Jul 29 09:55:07 2019

DANE 2

ESADaneStatus

~H: success
] BEAIAE :

success/failure

DANE F4H1

ESADaneHost

~l: testdomain.com

A&icE I
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B =scsnex

HEFER CEF =7 iz {E CEF =7 iz {E

s A2} X A act ~l: act=DELIVERED

AT HE R :
DROPPED/BOUNCED/DELIVERED
IP N ST

QUARANTINED - 41 5 3 £ 2. 4%
IF% 2

DQ - WIAR B 3% 21 AE IR B 25
Do ISP, iR

S 7 s 2 R A TR A A5 ESAFinalActionDetails A«

act=DROPPED
ESAFinalActionDetails= By AMP
act=QUARANTINED
ESAFinalActionDetails=To SPAM

HEXHERH ESACustomLogs iR

ESACustomLogs={'label2":
['value20'], labell": ['valuel’,
'value2']}

B SCH bR ESALogHeaders 2R

ESALogHeaders= {'reply-to":
['test@esa.com’,
'newsletter@esa.com'], 'from":
['any@esa.com']

\}

Note i 5 ik H 3G B A AFAIME (4540 "DKIM Verdict", PEI24 LA G FAR T DKIMD , I H &3 &
AL A % H BB

£ CSN H7&

CSN HE G EA7O% CSN Hidl AL TEANME S ATLIAEERERZUN &7 CSN Hudl CHEIF R AN D) Refl
MVEAERD

CSN #iiE HEEK B wl:

s FESLRGIE, HE RS PR DTG R CSN St O BIRBAE, DG B R SC R BEVE ATIEA [ 8
FHE e AT B2 (CSSM) T -

| EESEES |
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ERASEMEHNENPEE

Tue Apr 7 12:52:47 2020 Warning: Device is not
registered with CSSM. Skipping upload of CSN data

FRRFTZE: HOR ) R BEIHAT BLAS (CSSM) VEMHIR A9 S R REVE AT IE -
s AEARGIR, HE SR TR RS ATHIERE D, WEPFM G CSN il K ik B kL.

Thu Apr 9 13:32:46 2020 Warning: The appliance
failed to upload CSN data. reason for failure:
SSE error: HTTP Error 503: Service Unavailable

FRRFZE: TIRZEH] CSN FFAEMSAR M 5¢ E X T CSN.

ERSHRMEIE/F HE

R B A 5 BRI M R 0 D 2 ARG 2 B e KA AL T i
o TEE .

=R M & & B EE B S & B w5l
s AEARBI, HE SR T HBOE R SR TCTEA M5 Sk e A B IR M 4 B 1 B = k55, DR %

[EHEZBE

d

H % H

g5 2t .

Wed May 6 18:21:40 2020 Info: eaas : You cannot

forward the MID [877] Message Headers to Cisco Advanced
Phishing Protection Cloud Service as the service has
expired

FEAGI,  HAEER T AR S MBI aPr = ke Cal ], Jf CAEmRPERh4E

Wed May 6 18:21:40 2020 Info: eaas : Cisco

Advanced Phishing Protection Cloud Service has expired
and is disabled. Contact your Cisco Account manager to
renew the service and then enable it.

R WIKREK IR T R MEAT RS, R IR .
FEABH,  HE o T Rk 28 Pt 5 40 2 IR 55 R AE s 7 H 39123

Fri May 8 04:50:26 2020 Info: eaas : Cisco

Advanced Phishing Protection Cloud Service expires on
2020-05-10 07:00:00. You need to contact your Cisco Account
manager to renew the service.

R E: BRI RE P B ST RS

HELR AAA (BBRAE. SBAHCIK) FrF. KRS AT “Pik” 8 “BRER” 90

HiZHEFB RO

s FEAGIH, HEEZS T (B admin) i
o BRI RSCH) Web ST o
o MHISAE R S FK) Web FETIVERY o

A7 IEER".
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Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,
Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Event: Successful login

Tue Aug 25 12:33:17 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session established
successfully

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: User logged out

Tue Aug 25 12:33:58 2020 Info: Appliance: maill.example.com,

Interaction Mode: GUI, User: admin, Source IP: 192.168.1.1, Event: Session terminated

LEAEIT, HES RS N admin) #iN 7T logconfig CLI fii4.

Thu Oct 8 13:33:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'logconfig'

Thu Oct 8 13:33:46 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,

Source IP: 192.168.1.1, Event: User input was 'Enter'

ARG F, AHES AP (En admin) &F T HEE4M SR 1H Web F4H_EF) GUI T .

Thu Oct 8 13:35:07 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,

User: admin,

Source IP: 192.168.1.1, Location: /network/dns, Event: User visited the web page.

Thu Oct 8 13:35:13 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,

User: admin,

Source IP: 192.168.1.1, Location: /system administration/sslconfig, Event: User visited
the web page.

Thu Oct 8 13:35:24 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,

User: admin,

Source IP: 192.168.1.1, Location: /monitor/mail reports/threatfeeds report, Event: User
visited the web page.

FEAHF, & s H] Web FHECREET AT (140 admin) SSI02] 7 HEPERSE, (HARIZATH .

Thu Oct 8 13:36:30 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Added
user "admin" and changes

will reflect after commit.

Thu Oct 8 13:37:22 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,

Source IP: 192.168.1.1, Location: /system administration/access/users, Event: Deleted
user "admin" and changes

will reflect after commit.

FEAGIH, HESRAHT (Bl admin) B T AEBEEE RO Web il AR IEAZ I HTAT HE 2

Thu Oct 8 13:39:44 2020 Info: Appliance: maill.example.com, Interaction Mode: GUI,
User: admin,
Source IP: 192.168.1.1, Location: /commit, Event: User discarded all uncommitted changes.

FEAG T, HER P (Bl admin) J3F T PrA ARl CLI$2AZ 1

Thu Oct 8 13:41:38 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,
User: admin,
Source IP: 192.168.1.1, Event: User discarded all uncommitted changes.

EAET, HEERHP (Bl admin) %7 Web UL 2335 88 34T 7 e & k.
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\}

R OMENER “BE IR HE” (Configuration History Logs) 5 8 % H & i

P, R AR AR B 9 G AT PR TG S P BE 2 R AR R

Thu Oct 8 13:45:46 2020 Info: Appliance: maill.example.com, User: admin,

Event: The following configuration changes were commited with comment - 'N/A'

Thu Oct 8 13:45:46 2020 Info: * [standalone] Number of seconds before the Web UI session
times out.

FEAGI, HERRTHTHMEIERE, AsyncOS API JCVESRIH ETH .

Thu Oct 8 13:52:28 2020 Debug: 08/0ct/2020 13:52:28 +0000 Error - Code: 401,
Details: Unauthorized (No permission -- see authorization schemes)

Thu Oct 8 13:52:28 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Role Not Available, Source IP: 192.168.1.1, Destination IP:
192.168.2.2,

Location: GET /esa/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: User is not
valid.

EAGI, HERRT BT SOEKUERY), AsyncOS API 7] LRHH & 1T H .

Thu Oct 8 13:52:37 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin, Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET /esa/api/v2.0/config/logs/subscriptions/ HTTP/1.0, Event: API Access
Success.

FEAGIH, HEER:
] CLUREHT I (flhn admin) 8 INE] T HBAFRISC, AHRGEAZ .
o A CLIAEMBAF S S8 7B P IR S PR R, BRI .

Thu Oct 8 13:42:48 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin, Source IP: 192.168.1.1, Event: Added user "hops" and changes will reflect
after commit

Thu Oct 8 13:43:26 2020 Info: Appliance: maill.example.com, Interaction Mode: CLI,

User: admin,

Source IP: 192.168.1.1, Event: Updated user "hops" and changes will reflect after commit

FEABIF, HE SRR (B admin) £EBREERISCHIHT Web ST EHAT THEPFER AL R .

Mon Oct 12 04:04:47 2020 Info: Appliance: maill.example.com, Interaction Mode: API,
User: admin,

Role: Administrator, Source IP: 192.168.1.1, Destination IP: 192.168.2.2,

Location: GET /esa/api/v2.0/message-tracking/messages?startDate=2020-10-12T00:00:00.0002
&endDate=2020-10-12T04:13:00.000Z2&ciscoHost=A11 Hosts&searchOption=messages&offset=0&1imit=100
HTTP/1.0,

Event: API Access Success.

\}

AR AERBPER SRR Web S AT IOERAE (B, SRR, R s A 2O

SR ] T I LE AR AR Y, APL A k0 H A

A&icE I
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{&F CSA H7&

EESE

SR 2 42 EN 2 IR A5 A5 DpRAT B H . K2HUE BT “fFR7 58l 4.
BRZ 2R BEEFBRA:

s FEARBIT, HEERH IR, MR

.

.EIlE%

n

AN MRS58 mh R R

Tue Oct 13 10:12:59 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of an invalid token.

FRRFTR: ORI M IERE 2242 N 2 M 55 AR R0 5 A3 BAIE 2
FEAGIH, HES b PR, WBRML Az IR T 3R & 53R R

Wed Oct 14 10:59:36 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of a connection error.

FRIRTTE: BRI TRE M W O 42 1 KR 2 4 RN 2 IR 55 97 A e . e
FEAGI,  HAE SR T ARG ae s, MWIERHZ 2R = 55 F 3 R i di & S R

Wed Oct 14 10:59:36 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
of an internal server error.

FRRTTE: WA RIS AR Dy o

(EAGI T, HE SR T SSLUEBRUERMG, MR 2B = gy T it yI& Kk
e
Wed Oct 14 11:02:46 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed because
the SSL certificate verification failed.

FRRTTZE: AEMBIER I F € SR 512 rR A INAREE IR 55 4 T it (¥ CA I3
FEARBI, HAE SRl TABL G IR R, AR AR 2 M55 T 3 R i B IR R

Wed Oct 14 11:09:48 2020 Warning: CSA:

The download of the Repeat Clickers list from

the Cisco Security Awareness cloud service failed
because the proxy authentication failed.

PR EE: R A AL SS 2 T AE ISP R DG C B T IR A 1 B IS IR SR E .

EABI, HE SR T REDRNZ BRI = RS LA RS APL RN 41850 2 Ik 45 1)
SRR

Mon Aug 17 15:35:42 2020 Warning: CSA:

The download of the Repeat Clickers list failed.

A request to the CSA cloud service failed because

the Report API was not enabled on the CSA cloud service

RRFER: RN RET “IA5E (Environmental) > B 'E (Settings) > it 7 API (Report
APL)” TRk “ 3 % AP1” (Enable Report API) & iEAE
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s FEABIF,  H & SR R AR AN D REAE R E H IR

2020-10-15 08:00:11, 968 INFO csa The Cisco Security
Awareness feature expires on 2029-12-28T23:59:59Z. You need to
contact your Cisco Account Manager to renew the license.

FRRFE: IHHRR RN 2 B LLSET VR AT E .
FEAR,  HE SR BBk e AN DI BE RV UE k301, JF B R i 1 s i 0% L 2R % D)

fito

2020-10-27 13:33:21,714 CRITICAL csa The Cisco Security

Awareness feature license has expired, and the feature is

disabled on your email gateway. Contact your Cisco Account Manager
to renew the license.

FRRAR: WAL LB LI ST VWL,
FEAGIH, HERR TN ER bl H 58

Tue Oct 13 10:10:18 2020 Info: CSA: The downloaded
Repeat Clickers list is empty.

FRRFFE: AERB AR 2 IS5 h QU B R 45 By i, IR IEAIR S G et N

FEAGI, HAEE AT RS ER FEEARAL BB R 2 RS PR S48
NI

Fri Oct 16 05:22:08 2020 Warning: CSA: The download

of the Repeat Clickers list from the Cisco Security Awareness
cloud service failed because you have reached the maximum
number of attempts.

FRRAE: WA NAISCRE, DO ERL 2 A = ik 55 T3 R i 7R I 2

R AL 55T AMP B TR B ) 1 URL S8 3P0 IANRCIR S AT IOERAE . HHRSEA
KIfEE

=t =R B

o LEATRBIF,  H B SRR 2 A BEAR PR URL B 3124 5 M HBAE R R R £, PE A 2 Il 4G rp A~ 31
Z A

MID: 35 No messages in recipient's secondcloud@mar-esa.com
mailbox matched the criteria for which remediation was initiated due to
URL retrospection.

BRAE:
o RE A HBAF S 1S CACE HAFAE T A .
o TR MR AE M 22 5 Exchange fE£6 RS 2 (R ERE . 15 H G EIK P i & S .

o R AR TTWCEI LU N AR RS 2 H S Y DG T Exchange 7E 2k 45 F Exchange P95 I 55
BRI . 13 2 ) A

A7 IE“:R".


b_ESA_Admin_Guide_ces_15-5-1_chapter26.pdf#nameddest=unique_1055

Axieg |
B srusznpesras

[ERERG = EEF HE

W PE = AR Y H AL 5 ¢ URL 18 Wi #IRT URL AMRUIR 15 B KZHUE BT “FHE” 8L
PR Gl

IR F B RS BRI
s FEAORBI, HE RNl TAMER, mElRI.

Fri Feb 11 10:51:51 2022 Warning: ECS: Cloud query failed.
'Invalid token.'

FRRFTR: WA RIS LSRR By o
s FEATRGI, HS R TEMER S, =&l R

Fri Feb 11 12:11:11 2022 Warning: ECS: Cloud query failed.
'Registration not complete.'

PR WHCAR PRI SCRR T LRI AR By o
 FEMETRBI, HAE o s A R R KT 2K

Fri Feb 11 10:56:05 2022 Warning: ECS: Cloud query failed.
'Received bad request with error: {\n "message": "Bad Request"\n}'

FRRFTE: IR OB SRR T LRI AR B o

HEITH

* Fi'E H &1 H, on page 68

* 7 GUI H4gd H &7 H, on page 70

o B E H &k 1435 % &, on page 70
« W HH H T, on page 73
* L AL, on page 77

i & HEITH

SEBCOR B S R 5 rh AT 1R H T HT

fEH “HRGEH” (System Administration) SE ) “ H&EITH” (Log Subscriptions) (EfE CLI H i
logconfigfii®) MLE H&E M. HETHAIEA-# AsyncOSTEaIE S CBFRRI) M HE M.
HEIT PR R efeE R 2150 —aitENl. mw, HETHEAUTEE:

Table 32: BEXHE 1%

B 15 AR

H &M S8 SR I BRI H AT AR 2 A oGRS B, 2R HiR
KA,

H B4R MF ARSI H G4 .

| EESEES



| B&ies

Bt

152 AR

HETE

HePE A S ARS8 T B S —dH H AT T H S 7Bl
Note  ZRINTHOL T, RELUEHTHSH MID HETE, JIf HETIER

THE I B
Note {4k HARTT M0 HUESRMICE ) “AIF S SR E” i, 1t
FRAEM.

e

VR ST BN I R SEBR A4 FR o AT 2 AN ISR 5%, H RS S0E A4
= DMEFRIRAE R H S SR R S

HESC K

(P19 2 i SCAF AT LI B (R B KR

FZ I 18] (B

TE . SO [F1 FRT I ] T o

R PR

FEARE RIS RGN (DR, BB H S Sl S sk i
#.

ERINI RS0 10 £

H & 200

BCE AR H AT A BI A 200 .

Rz Tk

S SCAHB AP SR H & 3T A1

H&EZoN e H &S B HAW DU RO i —Fr. B MW goitm, S m
HARSCHHEOR, X RGEMERERE M. B S BRSO HS P A (s B2 4h, Bmgon H &
et AR R . BRI g, RZERIVERES AT T B

N

Note  wy Uk A s ¢ H & 8 ALE P H B 203

Table 33: B 53

HER

15 AR

R

BARRMAIBRCE . AGdseiR. AR E A S R A 2S5, (H
H SO AERLIN ) WA B RN e I H G0N T R G H B0«
?&” R

i
of

PATRE DR AR SR 1 o A e e B AN VR I R AN A R 25
2. WEHSGONAN S T REHERH &L .

—
olf
ey

FRBCE T DR R G — A . I, $T T R s
M5 RGO H SO BRE . BSOS T RS HEZ0) “fFE7 .

A&icE I



Axieg |
B =oustzasiom

B &R 15 BA

i I E A IR R, AR H S0 . Wi BCE, R IR R
WG BEHEZONA T RGEH S0 “ k7 o

PRI FEWACKE “BER” HSGONMIT RN AT Ao 2 it o™ B R Sk
A NFE, @AM WHEZHAM AT RGH S0 “IHIK” (Debug).

£ GUI R EIZ BEITH

Procedure

FIB1 K IRIE R GEIR (System Administration) > HARITH (Log Subscriptions).

$IE2 LERMBEITH (Add Log Subscription).

FEI EPHERA, MAHELHR JITHEHSD UK HE 4K,

P4 [PUEH TG4 S A E] RS e B HE TP s i HE B

FIS J5T AsyncOS 7EPAT H & ST IR R H & SR Tk B RN, BLA IR IR i [a] [ R . A7 G [l
HE SO HEAE R, 1S RS H H & H, on page 73,

PO EPHELN . THEREREEZ, 25 FE. WIREURE.

P EEHERR .

P8 AN .

#wiE HEITH

Procedure

$B1 KA R RGETE (System Administration) > HEITH (Log Subscriptions).
P2 fid “HERE” (Log Settings) 51 1 H HE AR

PRI THETH

PR A FIHIN T

& HETIE R ERRE

RGAE ORI HEFRE H & e Wil g R el w50 . RFEETE (System Administration)
> H&TTH (Log Subscriptions) Wi “4x s & ” #0H 4wiEI% E (Edit Settings) %4 (7% CLI
EP{EH% logconfig -> setup ﬁ“ﬁ%) Iﬁﬁtﬁaﬁ

* RGUMENAR . REUCRVERETR bR AN TRITaIRE ,  LARD b FA

| EESEES
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Axiczmass [

SIS MB A 1D 15 ko

JE A SR A FE A IR ARG
JE A0 3R SR LA WA () A 3k

N g A R A SR PR A Sk A2

FiAT H BT LR ARG LU =P s«

1

A ICRERBEHE S5

i 1D
QLR I, RIS D R MR AE ID 5k (I o VER, JRERAE ID mrRESk 3 E T
4B AT B8 1 AsyncOS A ili. #il4n:

Tue Apr 6 14:38:34 2004 Info: MID 1 Message-ID Message—-ID-Content

T2 M .
URC B LB, AR el SR R ROR A (IR o il

Tue Apr 6 14:38:34 2004 Info: MID 1 RID [0] Response 'queued as 9C8B425DA7'

T8RRI S 55 R AR AL 4 SMTP X 1l 3 18] W B, DATA iy 4 Ji I B IR AN B2 SCAR . AEA
TEIER: FHUR I E s Ay 2 5 I RE e MY 42 “ queued as 9C8B425DA7” .
[o..]

250 ok hostname

250 Ok: queued as 9C8B425DA7

TG FRa (BLA 250 Wi By H 1) OK 45 ) 2 ANTFAF R T Sl kU o AT 28k o 74 5 45
JEFR A B . N, A R SN DATA i 2 BRIA RN 45 Hi 250 Ok: Message MID accepted.
R, A R =L 5 — B IR oG, il A7 “Message MID accepted” o

ESCERS
JE IR I, RS sk 3 A PO 2 A ko
Tue May 31 09:20:27 2005 Info: Start MID 2 ICID 2
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 From: <marylexample.com>
Tue May 31 09:20:27 2005 Info: MID 2 ICID 2 RID O To: <joelexample.com>
Tue May 31 09:20:27 2005 Info: MID 2 Message-ID '<44e4n$2@example.com>'

Tue May 31 09:20:27 2005 Info: MID 2 Subject 'Monthly Reports Due'

A, AEBAE RGN, AT BRI SR AR S TR “ HRT 2R EE” (Log

Sub

scriptions Global Settings) Tl (={/E CLI Fif T logconfig -> logheaders Tt ) 5 B id K HIE

A7 IE“:R".



Axieg |
B

o WRAF R SCEAESTAMRAT H & AR08 H A RGR B H 7 i s g IS ko RS kA7 AE, T
ARG KAT LI AR WERBA L, WA SAE H S C B fT{E &

\}

Note b BEICSRIMB AR FE b, RS VPANAEAE T IR b T 15 3k, ANE RN H AR E T
15 KA Uit .
SMTP i3 ] RFC 1T http://www.faqs.org/rfes/rfc2821.html F 7€ S ' LI k.

iR Bl logheaders fir ML E T 2L 15 Sk, MIEARS (S B2 5 R i kG &

Table 34: B 515k

RRBIR | [ERRIBR
fH BTSN EPN IR

B, 552 “date, x-subject” 1E RN EIC TG LS FEMBLEH &P BoRLLFATH

Tue May 31 10:14:12 2005 Info: Message done DCID 0 MID 3 to RID [0]
[('date', 'Tue, 31 May 2005 10:13:18 -0700'), ('x-subject', 'Logging this header')]

BFEHHEN B ZICRBEHE

PEF EARGE—F H A Pl M SR PR FI A BRI, R DR H T AR & v
e Bt r A e X HERG L (8@ CLI 1 H) logconfig > ceflogheaders TR o MM A
Gi—F HEPCRIEE N B X HER K. ARG AR, MRS SRR AFRAE, Wi
B WASAEH ST RARATE .

\}

AR RS IR HE R 25 A F e CHEAE k.

WRAERE “HHHFMEH&E” (Consolidated Event Logs) H 1T FlF,  “ik e H&E T B (Selected Log
Fields) P55 “ H e X HERL” (Custom Log Headers), NI CEF H &4 H S HBIAE “&IFF1EH
&£ (Consolidated Event Logs) 1.

\}

ER RIS G, i R H SR A RS S HR R, CEF HAEAT IR BE BRI 65535
ANERF . BN SIEM fiftuh /7 Z AT §EXT CEF H & SCIF ARV AR A0 e T IR . 15 #f PR AR 4
M A9 R STEM fift wk J5 5 v Fu v/ (245 50 B b i o B0 s (R “ & 9 FiFH &7 (Consolidated
Event Logs) 11 7Bt H A5 3k o

| EESEES |
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% 35: Q&R

fERBFR | FRRIBFR
fE AN EPNIIAEa

flhn, $RE “date, x-subject” VENELRAGE L2 FE” BEFHE “PRIRLIMMTH:

Thu Jun 30 08:04:50 2022: CEF:0|Cisco|C100V Email Security Virtual Appliance|14.0.0-657
|[ESA_CONSOLIDATED_LOG_EVENT|Consolidated Log
Event|5|deviceExternalId=42127C7DDEE76852677B-F80CE8074CD3

ESALogHeaders={"'reply-to': ['test@esa.com ', 'newsletter@esa.com'], 'from': ['any@esa.com']}

FHGUIEE HERICRE/RE

Procedure

HIE1 KGR R G ETE (System Administration) > H&1T A (Log Subscriptions).

FR2 0 MRS R LFRE (Global Settings) #i77 .

P33 AiligwEIRE (Edit Settings).

WA JRT RGN EEEMAT H AR A I IDAE Sk 26 B AR B DA S 156 75 g = s
(s R SR A R

PS5 N HE RS AT LA ko

PR 6 ANZAEEA S H BT AT A e XHERE k.

PR T FETHHIA L L.

RANEF HEITH
BT IERBPERIC B HAESCIFRER, S SCHE R P R R KR gt € N a] AR )5, AsyncOS
FEPAT “IER” X HESCIARS, JFQUEEH SO RAF AL AN H S Es . Rk H RS HTE S
RI7i5, BRI H SRR AR AE R OC E, DI R oA MBS HL. A I B0
RIR HESA TR B, S0 HER R T77%, on page 8.
AsyncOS fE[RIRE H RSP x0T BL R 354 -

o A PR N TR s H &SSO CARAEI 70 “s” e da, W24 H S SR A4

< BUEEHTI H A SO, IR “current” R4 R SO T SC1E
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I s T N, AT GUI I RSEETE (System Administration) > HATH (Log
Subscriptions) T, #fE CLI H{# H logeonfig fiy4 2 X H & IT I RRE B E . il H &S
(IR R P AT A

« KRN

TR

R RPDELR

M HESAFE RSO/, AsyncOS AT HIESCAFRIER, Bk SOk i A S il 2 . €
SCIFRR s KSCAER/N AR R 28 m Ros k70, ] k o T35, fln, 24y 22 AsyncOS
FEHESAFEF10 J6 745 AT R, WA 10m.

& B8] [E;R
WA IPATIORE, "ERELL R RS2

* Fo. AsyncOS XA H & U5 B 5 R SR/ AT 1A
s BEXBEERE. AsyncOS KAt IR FIR JG it 7 52 10— B T TR AT IR o BRI R 1)
H e IR A Bgey, areldy h LR m a4, 20 AN KRB I8 DL R o B4
s BHMELR. AsyncOS fFRAESR EITRPATIONE . Ak $AE H IR, 5 AT 2 AsyncOS #4717
VI 24 W TR, B HH:MM.
1 GUI #2446 H [RIVRE . W ZEAE CLI H 4 logeonfig #iv A Hc B4 H PR, EEkFE “A 5|
WD, AT (%) /2 AsyncOS AR — RIAT IR
* BRIELR. AsyncOS ¥AEREE 13— REkH LR 148 € N RIHAT IR . i, AT LK AsyncOS
B AR = RVRE R TR AR AT H SO PR . BEECE AR R R, 1R AT PR
H YR 24 /NSRS TR] (HH:MM) .
WAE CLI, AT LMEBT S () fee REGER . RS ) feeRnsE K, S8E5 () %
b 22 A H BRI TR

NIRRT AL ] CLI A2 S8 = A8 LRI AF A (00:00) X H ST T HEAT SCAF IR

Table 36: CLI 895 B B ERIRIRE

Do you want to configure time-based log files rollover? [N]> y

Configure log rollover settings:

1. Custom time interval.

2. Weekly rollover.
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2. Tuesday

3. Wednesday

4. Thursday

5. Friday

6. Saturday

7. Sunday

Choose the day of week to roll over the log files. Separate multiple days with comma,

or use "*" to specify every day of a week.
Also you can use dash to specify a range like "1-5":

[1> 3, 5

Enter the time of day to rollover log files in 24-hour format (HH:MM).
You can specify hour as "*" to match every hour, the same for minutes.
Separate multiple times of day with comma:

[1> 00:00

T GUI HIIN R FUEITH, 3 AT LT 44

Procedure

L1 4 “KREEF” (System Administration) > “ H & VT A ” (Log Subscriptions) JUH |, 3% 7 ) H &
A S AL HE

P2 o, Bk A (Al IR E H A TR .

B3 kb — AN EANERIR HE R, SZBIER (Rollover Now) $Z41E R A H . s 32BN [E3R (Rollover
Now) F% 5 nJ [FIFR ik H 35

EGUI LEEHIEMHEEFRE

HEIE
N GUI &FH &, WIS MBS B HTTP 58 HTTPS k4.
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Procedure

$IE1

PR

FIE3 Tk,
PIR4

HECUHREEFRIE

AsyncOS 32 tail /iy 4,

B HERS S UERE.

5l

ELLF R, tail fiy
B ) tail w5

BHESZH (tail

LHTEERS

Axieg |

R R G ETE (System Administration) > HEITH (Log Subscriptions).
2 R BRI (Log Files) %1, £ HGITH .

EFE N EAEN LA b A 1 H A SO ks e DR Ar 2 REA -

AA)
>

JuTTfFFIWFI—J?GLEEEB’JDME’JHﬁﬁ/t H. kit tail %
{3 Ctrl-C 1B H tail Ay

I 1EHE i

=

/B> o

$¢

(U HEIREE commit 4 /1 1 7 AR DL S oAt

tail mail logs.

iﬁﬁ/iﬁﬂﬁ D ANy

mail3.example.com> tail

Currently configured

logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: Manual Download

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: Manual Download

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: Manual Download

4. "authentication" Type: "Authentication Logs" Retrieval: Manual Download

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: Manual Download

6. "bounces" Type: "Bounce Logs" Retrieval: Manual Download

7. "cli logs" Type: "CLI Audit Logs" Retrieval: Manual Download

8. "encryption" Type: "Encryption Logs" Retrieval: Manual Download

9. "error logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

10. "euq logs" Type: "IronPort Spam Quarantine Logs" Retrieval: Manual Download
11. "euqgui logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: Manual Download
12. "ftpd logs" Type: "FTP Server Logs" Retrieval: Manual Download

13. "gui logs" Type: "HTTP Logs" Retrieval: Manual Download

14. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: Manual Download

15. "reportd logs" Type: "Reporting Logs" Retrieval: Manual Download

16. "reportqueryd logs" Type: "Reporting Query Logs" Retrieval: Manual Download

| EESEES
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17. "scanning" Type: "Scanning Logs" Retrieval: Manual Download

18. "slbld logs" Type: "Safe/Block Lists Logs" Retrieval: Manual Download
19. "sntpd logs" Type: "NTP logs" Retrieval: Manual Download

20. "status" Type: "Status Logs" Retrieval: Manual Download

21. "system logs" Type: "System Logs" Retrieval: Manual Download

22. "trackerd logs" Type: "Tracking Logs" Retrieval: Manual Download

23. "updater logs" Type: "Updater Logs" Retrieval: Manual Download

Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.

Mon Feb 21 12:25:10 2011 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Mon Feb 21 23:18:10 2011 Info: PID 19626: User admin commit changes:

Mon Feb 21 23:18:10 2011 Info: PID 274: User system commit changes: Updated filter logs
config

Mon Feb 21 23:46:06 2011 Info: PID 25696: User admin commit changes: Receiving
suspended.

~"Cmail3.example.com>

Bo B EHE A

/1 10gconfig -> hostkeyconfig ¥4 E HMMEE B 5C [f) HAR MR 55 2 HELL H G 55 SSH #&BC i H]
I EHE D . SSH G as L AUAA X ALY — RPN AP L BN PI5E R /£ SSH
W55a% b, VARG RETHERIE . A ILENUE P 0 Bess #5585 SSH IS5 s A2 T AT A0 25 7 S v
HHL.

N

Note Ziifrsiij] s, S0 A24h58 (SSH) # 4.

hostkeyconfig TS PATEL N UIRE:

Table 37: EI2 W E4A - Fa & 5%

we 15 FA

New A IoprE Y.
Edit B SENA %]
Delete MBRIRA % 4H
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we 15 AR

Scan B3I FEENH.

Print TR

Host BIRAGENEY . XA EEACZIE RS “known_hosts” SRR

Fingerprint | 7 48 AL PIHR L0

User Bl H LB P SN R AR I A . XA E SCP HEX T I B Rl — 25 4. X2 2

TEIFE RG] “authorized keys” U HIME.

- R ENHA

FE R SORBIH,  AsyncOS $5H LR PIIF A EHLAS s
mail3.example.com> logconfig

Currently configured logs:

[ 1ist of logs ]

Choose the operation you want to perform:

- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> hostkeyconfig

Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.

- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys.
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[1> scan

Please enter the host or IP address to lookup.
[1> mail3.example.com

Choose the ssh protocol type:
1. SSHl:rsa

2. SSH2:rsa

3. SSH2:dsa

4. All

[4]1>

SSH2:dsa

mail3.example.com ssh-dss

[ key displayed ]

SSH2:rsa

mail3.example.com ssh-rsa

[ key displayed ]

SSHl:rsa

mail3.example.com 1024 35

[ key displayed ]

Add the preceding host key(s) for mail3.example.com? [Y]>
Currently installed host keys:

1. mail3.example.com ssh-dss [ key displayed ]
2. mail3.example.com ssh-rsa [ key displayed ]
3. mail3.example.com 1024 35 [ key displayed ]
Choose the operation you want to perform:

- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display system host keys.
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- FINGERPRINT - Display system host key fingerprints.

- USER - Display system user keys

[r>

Currently configured logs:

[ 1list of configured logs ]

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

(1>
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