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$B 4 B AMNBERNE (Enable External Threat Feeds).
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UL PR E 5421 (Suspend Polling) ( ** ) EIFR, 24 CURCE ¥ SecureX gl & Y5 UE T 15 6 1
R 55

o (k) gy “HBAFSRERS (Mail Policies) > A B S BE LS (External Threat Feeds Manager)”

T R E %38 (Resume Polling) (1) KI5, 4 CUEEE A SecureX BV N Y5 ISR 5 56 i)
i

o (AJEE) R “HBAR SRR (Mail Policies) > Mt EPrii i BE 2% (External Threat Feeds Manager)”
U I s2 BN %238 (Poll Now),  LAST BV A b — Vs De v 1] 3R Secure X JEM I . Y8 o

* WS AEA S B RIEE 5 12 T

S0 1 = B AT Y R
LI BT 2 A S0 e B

* HAT

© WA B IE A

AR EM
o FCE A NALELAE FAL S U IR, 5 12 BT
o PC T T AR PR B KBS (¥ N A BB A g A% 5 13 1

o B & 1 AR AL IR 6 & B B R 14
RET LUK LA A NZHL IS B A AT AN ETF 51 SR R A SR AL PR B A TP [T

UK

HIE1 LT EREER R (Mail Policies) > HAT #i& (HAT Overview) 5.
W2 N E DA HE AL U ) RS B AT R A AL

$IE3 LB E (Edit Settings).

P4 EPEHTT ) BTF J5 LA 98 1P Mkl .

HES  (Alik) AdnRneT (Add Row) s hY)—A> ETF J5.

PIR6 FEIHHIN T

W B W B E 1 PR S ER BB



| e W S5 B B 3 A S SR B

RERTLEesammsnnssmttes [

o & A T AL TR € & B BY BR 489 R & S iR A i3 R 25

FEHASE

BT E AR A A A BB UE &, LURRE A ETF 51 SR 5 00 55 B (R B %
IO 2 ) #R AT -

* URL {552 - HITR04E ETF 518428 4 51 URL.
o BEZE - TR ETF 5189208 R i
o BRSO R - TR ETF 53R SOOI AR S S

AXER
o AU PN A AL T R A o (R R, B 13 0
o AR AR e AR AU A v R, 5 14 0T
o A AL BE ARSI 1 URL . 28 15 1T
o AP IR F L e A AT A R, SR 16 1T
o AP PO L ST IS B A o RSO S 2R 18 T
o AP ISP g A DO S P B o A RS A

T 2R R R4 R Y

AR “ B AL DE RS TR BTF 51 AR M RSO R B3, IR SR AT AR Y [ #5
(=

FHiaZ |l
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HIB6  EPFIMEBEIENE (External Threat Feeds).
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BN S AL S Mk A R A A SRS A B I DB o P A R P A A A
REDE AR ARG A, AT DA A5 SR A3

212
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quarantine msg based on ETF: if (domain-external-threat-feeds (['etf sourcel'],
['mail-from', 'from'], <'domain exception list'>)) { quarantine("Policy"); }

A=}

‘domain-external-threat-feeds' JEddfE B i A5 ML o

* ‘etf sourcel' M THEMEAFAIME Sk RIS S ETF .

‘mail-from', ' from' JEH TR AR EHIF A5 ko
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Quaranting Messages with Malicious Domains: if domain-external-threat-feeds

(['threat feed source'], ['Errors-To'], "")) {quarantine("Policy");}
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(Security Services) > URL 1 i (URL Filtering) TUIfl. A X TEANAE E, 15 [ 77 1010 5 miAN 75 24 11
URL.

* WORIE CAEMEAE R OC EJa R R I8 3 . B8 R BRI Rl I 38, T 4 1 Web F1f T i) 22 42 il
% (Security Services) > Jpi 2 & L UE % (Outbreak Filters) il . A XCTEA S B, S IR TuE
o

o AR AR AR D6 )i F R SRR 5 1 4, . B FH IR B S MR 5 1 4, 1 e 21 Web St 1 1)
445 (Security Services) > [ B IR (Anti-Spam) T TH » A IS PE4IE B, 1 S A BLb S HE
R AR A: o

o (A3E) ff URL #3K. ZLAIE—AS, 15H 2] Web FHH 4 (1 B 45 0% (Mail Policies) > URL %)
#* (URL Lists) Tl . ARG L, 1ES B EE RS T 21 URL.

| e kB E e sEmE [l


b_ESA_Admin_Guide_ces_15-5-1_chapter21.pdf#nameddest=unique_393
b_ESA_Admin_Guide_ces_15-5-1_chapter21.pdf#nameddest=unique_393
b_ESA_Admin_Guide_ces_15-5-1_chapter20.pdf#nameddest=unique_52
b_ESA_Admin_Guide_ces_15-5-1_chapter20.pdf#nameddest=unique_52
b_ESA_Admin_Guide_ces_15-5-1_chapter19.pdf#nameddest=unique_130
b_ESA_Admin_Guide_ces_15-5-1_chapter19.pdf#nameddest=unique_130
b_ESA_Admin_Guide_ces_15-5-1_chapter21.pdf#nameddest=unique_393

TR X B & AN REAE |

B snmeesenme s nEss

{5 P ap 45

UK

I HR 44 SR B (Mail Policies) > ff A& i3 E2% (Incoming Content Filters).
RIS FE RS (Add Filter).
mAW@u%%%%%ﬂﬁﬁ
SR Ang& 4 (Add Condition).
,ﬁfﬁ URL {5% (URL Reputation).
R SMERELBNR (External Threat Feeds).
PR NIEZ URL [ ETF 4.
CATIE) SRR REAN AT FE AT W4 AR g 1) L4\ S VAR ) URL 813K .
LR AR E URL (Check URL swithin) 28550, UK M4 1E ORI 807 FH/sl “ M fh p i oh
1% 7% URL.
Ml E (OK).
R RINRIE (Add Action).
mili URL {52 (URL Reputation).
W SNERBLBNR (External Threat Feeds).
IR IRIE P AE A h ik (BE728) AR TA ETF 5.
(ATIE) JEPEIEAESS 8 b Tk ) AN VT AR WAH ] URL 413K
PP AR E URL (Check URLswithin) KEI5 , ARSI M4 1E SCRT 3 807 /sl “ W fF p i rh
1% & URL
FEMBATIESC A/ BB, 27 URL AT IR I 4/ .
ER R 16T, WIRANK: “Rr A URL” (Check URLs within) iET0EFE N “HIf1” (Attachments),
D) S E A 53 12 R A2 ) B A4

MRS AT LR T AT MR A B AR 25 44 PRI T 84

Ml E (OK).

PR IEIA T L

ER W REEIRER o E o FET Web 524543 (WBRS) METF it '® T “URL {527 W7 )82,

UK WBRS URL {52 4 A0 BE4% HRIT BEE N T ETF URL 5 2 S8 %I, LIt
ISP 9 5K 11 1 i

pratey omUL: IS el: D

B, AFH “URLAFZE” WEAF S S48 TE R AS AT ] ETF 514 (1 M3 b (R % 5 URL, 256
1% URL.

EIE:

W B W B E 1 PR S ER BB



| e W S5 B B 3 A S SR B
e sanmernzesn i

defang url in message: if (url-external-threat-feeds (['etf sourcel'],
<'URL _allowedlist'>,

<’ message_ attachments'> , <’ message_body_subject’ > ,))
{ url-etf-defang(['etf-sourcel'], "", 0); } <’ URL allowedlist’ > ,
<’ Preserve signed’ >)}

&
* ‘url-external-threat-feeds’ #& URL fFZ#N,
* ‘etf sourcel’ S TRLMIMBAEEMEAE B £FHh 2% & URL 1) ETF ¥
* “URL_allowedlist” j& URL RVFHIRMLFR. WH URL SRVFFIRAEAE, WERA “7 .

* ‘message attachments’ T ALA MR H S A AFLEE R URL. AH "1 F TR0 MR A4 A Hh
HJ3% = URL.

* ‘message body subject’ FHﬂ:ﬁiﬁiﬁﬂﬂFﬂﬁjtiﬂjiﬁﬂq“ﬁ%%???%E%%fiIJRLw ﬂi “1” fﬁﬂiﬁiﬂﬂmﬂ
PR IESCM B 5 URL.

\)

AR E LY TR AR ST U B A ) URL.

* ‘url-etf-defang’ JEREF LN EEE URL BIBAFHAT I ERAEZ —
DA 7R 2 4 AT DAE AL 35 3% 5 URL (IR L I 36T ETF 1%

* url-etf-strip(['etf sourcel'], "None", 1)
* url-etf-defang-strip(['etf _sourcel'], "None", 1, "Attachment removed")
* url-etf-defang-strip(['etf _sourcel'], "None", 1)
* url-etf-proxy-redirect(['etf _sourcel'], "None", 1)
* url-etf-proxy-redirect-strip(['etf_sourcel'], "None", 1)
* url-etf-proxy-redirect-strip(['etf _sourcel'], "None", 1, " Attachment removed")
* url-etf-replace(['etf sourcel'], "", "None", 1)
* url-etf-replace(['etf sourcel'], "URL removed", "None", 1)
* url-etf-replace-strip(['etf _sourcel'], "URL removed ", "None", 1)
* url-etf-replace-strip(['etf _sourcel'], "URL removed*", "None", 1, "Attachment removed")

'"Preserveisigned"ﬁinpvgﬁnouigﬁzc "F‘?%ﬁiﬁtﬁiffiiiifﬁﬂ:ﬂiggéémﬁﬂ?» "0"i§iﬁﬂtﬁiftﬁ£
T A Ao

FELLR -l o, A B A ) URL 8 ETF 51 3AG A, WHZ PR B M o

Strip Malicious URLs: if (true) {url-etf-strip(['threat feed source'], "", 0);}

| e kB E e sEmE [l



TR X B & AN REAE |
B =anstasemmem s EE s

{5 FH P9 25 378 2= A 0 da 5 B 4 s B9 B S 1

AR B SCARAR R I DEAS AT A ETF 51820 B E R A E B A o A9 ST, IR0t SR
PERAT N R 351

)

AR ETF 51 MR SISO T & R

Rer] DL L UM AR ff— Oy ARG E BT 8 “ B SCrHE R A AL IES -
o B RSO E A S ARATE BRI S S A

B “Hr s BN BL: 7 (Strip Attachment by File Info) 4 5T 44 45 &4, BN 54T
&S S

o S BSOS R (Attachment File Info) 5 fFAT “ 4 XA BMIBR AT (Strip Attachment
by File Info) #1E .

DU FE RT3 SR £ B 2E" (Attachment by File Info) 4614 F1 " SCAEAR MBS B A" (Strip
Attachment by File Info) £/ AAS M B B o ey 2 5L A

\}

EEE o WERGE VR “ SO R RAER AN O ERAE, I AT I RE D R 10-15,

o QR A RARE “H S-S EOMERBE Y (Strip Attachment by File Info) #4517 44 45 & H
WA GG, E2HIT 2R 49,

FHIa Z Al

B QI SIS . BRI AN, 15 H 2] Web it K "ML SIS (Mail Policies) > S
55113 (File Hash Lists)" W[l A XVEAEE, WS OIESCIFRBIZIER . 519 Ui,

i

L1 LRI RES (Mail Policies) > fE A& idJEEF (Incoming Content Filters).
P2 SEEARINIEIESS (Add Filter).

PR3 AN AL IR AR A .

LA R E M (Add Condition).

PSS AU XXHE S (Attachment FileInfo).

W6 EPEINEREAIR (External Threat Feeds).

WIRT  EFELAT STAHy A D = SO ETF U8

WIS (n[E) JEPEIEASTS S LR A B 1) S8 514

PRI AEHRAE (OK).

W B W B E 1 PR S ER BB



| e W S5 B B 3 A S SR B
YOS |

10  SEARINIRIE (Add Action).

LB AR HE S MBRHMIY (Strip Attachment by File Info).
LIE12  EFINEREANE (External Threat Feeds).

T3 G OREREAES AT e CGETE) (AHIE ETF .
L4 () EPEAEEE 8 Db Ik AR R SRS A .
WS FRASHHIAE KL

B3 S RTITISR
iz

PR HHER SR EE (Mail Policies) > X##15131% (File Hash Lists).
P®2 RIS (Add FileHash List).

P33 KA SCRIZA: “SHA256” ok “MDS” s LA 436,
FEA LUE SRR BT RSO (S 3 b B R .
PS5 AN .

{5t PR R e 318 = 0 S 4 B 4 o B B 1

i, A LR WP e AN A ETF 5 82 A B SR MR E B A o B ST, 0T R
PRI TG 23 A

B

Strip malicious_files: if (file-hash-etf-rule (['etf sourcel'], <'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception_list>,
"file stripped from message attachment"); }

He:

* ‘file-hash-etf-rule' JeMIFICAFAF ELMEF T PEAS KL
* ‘etf sourcel' yiJH TARIE AT ELHAIN M b (82 S0 (9 ETF ¥
* 'file hash exception list' ECFHFIBISNIIRII A TR, WERALFAESAFHANBISNIIZR, &

AR

"file—hash—etf—strip—attachment—action';i%?ﬂyﬁﬁﬂifgé?%gﬁijzﬁ#ﬁgmB##H@i%¢E4§$kc

FELUR i, W RAEAE 65 ETF 51 SRl A S im0 B A R o

| e kB E e sEmE [l



TR X B & AN REAE |
B sz mate s

Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action
(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

1 R 2 TR 2R M AR & N SR B

TERT LU IC L ) A B A N Al A B I 280 A A ISP SR o, DUR IS b 8. URL =3¢
(SR ClIP

UK

P AR SRES (Mail Policies) > £ NEBF 3R BE (Incoming Mail Policies).

P2 SEERRE AT ARSI R &S i3 8RS (Content Filters) " [ i #E4 .

$IE3 RFRBARRTIESE(AEXIRE) (Enable Content Filters [Customize Settings]).
HIE 4 EFEOIEIH TR E . URL SO Py 28l g as .

FIS RTINS

T—5#ita

R A AL 8 2 BRI A8 AN SAE SRS i, ST BRAE ST A AR s AN ETE 51 S0 1) ) Ja) i 0 SR 43
(=

HINEB B R IR AN B BE

URAT SR A B, DT DS ATARAE L UM SEHLZ00 K ETF 5 SR SHm o

Il 425 AN 220t B B 2 | 85 EE =
EFESNER B AN IR 5 | SE B
UV RIS 5, U WS NS B0 ETF 515007, eSOy F (i, A8
FBD RS TH ERS TRN AR | T AR T SR A ETF 51 S0
K PTBUBIL L FAE 70 T 303057 BTF 314

o B3 Web S “ R LIRS (Security Services) > SR BB R (External Threat Feeds)” T fii,
SR JE M SLRNEE#T (Update Now).

* 7 CLI " [ threatfeedupdate T2
BT EIAT ETF 513074105 B, W2 Web S 1) "2 42 Ik %5 (Security Services) > A1 0 Ja i

(External Threat Feeds)" TUIHH 1] “” AN EIRT #8887 (External Threat Feeds Engine Updates) 75
7%, BAE CLI H 4§ ] threatfeedstatus fiT 4 o

W B W B E 1 PR S ER BB



| e W S5 B B 3 A S SR B

srun [
&
EEHEELH
FRALE AsyncOS AE RIS R R G B I 51, AL F5 XS HR R4 7 FE A PR 1 B
HHEIER AR BB A0 iR SH
ETF 5] 48543 3WERKMT, T M $source| ‘source’ - TAXII VEHIZFR .

_name YEIRE AT W ERT G,
RIG R $reason

S, 2\ TAXTTY5E 35 2

‘reason’ - FE UG SRR

R I%
ETF 5| 4y AL H R Stype CtERE | $Scount - FEFFSSTY Fe /5 1) Al 5

Scount 1] MEXT G AR El. | X 54k

B, it VR g % | S type - ISR SAL
B k% .

FEHR A IR R P B R BUBME AR R

T LU % ETF Y b &A1 35 5 T TOC X R B (1 S AP 40 4

FHia Z |l

* TEHRORAEMS AR G bR IR EREE D e . 22 HY MR A B % (Message Tracking), 1% 3 Web LIl
Hl % £ PR % (Security Services) > & F iR 5% (Centralized Services) > BB 48R B (M essage Tracking)
T

o FHFAS DU M4 1y o8 25 Bl R AF I € 28 v] IE W5 18T o
pUk

W1 2|5 (Monitor) > BB ERER (M essage Tracking).

$1E2 LidiE%k (Advanced).

I3 fAr “IBLESEAT” (Message Event) N HISMEBELARIRE (External Threat Feeds).
P4 EFETTIN I0C,  LURER L 5 ik T0C X R IR BUb g o

HIEE (k) EPRERB IMERBLANERSRIR (All External Threat Feed Sources), LU 78 BB 14 ) 5% H L B 1)
AN IER ETF Y5k A A L5 b R B 1 o

FIE6 (k) EFYATIMERELANESRIR (Current External Threat Feed Sources) - %1 75 i) ETF J5,
DA 77 SRR A 22 4 9 G rhic 2 (4 T ETF SRR 25 6035 i i s 4

e kB E e sEmE [l



Tun W X B & R s apsianE |
B =ostneseramiiacs

ST (k) 1E “HMBIEIIEYR” (External Threat Feed Sources) 7-Bt 4 N Hr i€ ETF YRIK A HK, LIS
It ETF Y5k A5 65 B R4 o
P8 niiE (Search),

W B W B E 1 PR S ER BB
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BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



