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* P AL, on page 6
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dictionarylimits ?fﬁé\ﬁfﬂéﬂﬁﬁj@)\[ﬁﬁ%ﬂo
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HEXEM
o Ji] ML Y 7%, on page 3
o WU AR R SCAR SO 5 AR, on page 4
* YN Al 4, on page 5
* BRI, on page 5
* S, on page 6
* S 1AL, on page 6

i R IR AT AN SO AR IR NI, 4 H T DO ASCATE S, il B2 IR IR A
e ad n] A5 AR ASCIL P4 e A SCIEJUZRIA 33 i) BLER iy DU FE AR (K R e 1, (X
PEEOREE T U] 1A 7€ 5 A 5% Python FEIU I IE AN BEVEAN 1118, 15 & B Python 1E U
RIEAM T, R .

http://www.python.org/doc/howto/

N

Note  giypinl sk H TR RAEHIRF IR AT #, AT LUEF FRF2E [#] LABT LR i 7 R AR B R T

MR, aTRRE B, DUERLERTE o] LU AR s il Ak B4R 55 AF 2 24 AsyncOS 4714
IS o 18y P 73 SRR I, 3B AT S B AR UASE B R OB “ VP27 o iR AR
SEBIECH 2, BER 3, WAF5K 60 SRJG, AsyncOS 2343 o b —AN 55 Py 28 ml iAo 82 DRk 11
B HEAT FLAE, LA S ISR A2 15 I A A I DR R A
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2, BlUnAL o ORI S A9 AR K5 o IXSERR X T e A SE AR AT H o A7 R IE MR A 7

x#x%E



xAx#E |
B sanmanssrne
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PFIITEAE R, WS B AT I DE o S MBI Sems 7 —FE g “ B RERR AT o

\}

Note fuy £r-fl: ASCIT /Aty ia] i i A EAES U263 CLI WP ETE I S, M 51 ASCILF 7511037
ST R R It IS ASE e, GO AR, SRRSO T BRI, A
SN B BRI SO SOHE R, on page 4.

AR ERM
o AL FAIR T 7454, on page 4

FIRAA RN F T FHER

FEREE T TP, Pl PR A s NS SR AR o AR DR i
ARFITELL T, BT R AT A R ) RAm R 54 (FEIERERIE U B “\w” o) SR i = 2%
RN R iRk — 2L nl il Rt R m] RERG 4% by a1 S i St

R AR A XA HEF A FZ
BRSO, A A ) eI CL AR A7 IS A 199 56 P T B i 3t Y AR SR SCA
* config.dtd
* profanity.txt

* proprietary content.txt

* sexual content. txt

IXLGSCR SR B AR S A S DRSS S A, AR B S BB S . X8 Py 0] i AT AL, IF
A5 PR BEAR VAT R S LS DM 50l A i A 3oL i 5 O (A RO SRR S R T 8D

N

Note G )\ 1 tHim] R B “ DURC 58 517 7 (Match Whole Words) A1 “[X 4» K/NE ” (Case Sensitive)
WHE . BRI E SO IR

HIRVF A E HFZWPE4E R, 1S FTP. SSH Ml SCP Vil .

1A TT LLBIEE F A SRR P AR IR EE R OGN AIE ASCIT 745 i de iy a0 A
M 9 5 B SCAS SO Ao AR TE s e dirh, R SCRERS sh B PR 9 DG e 45 b, AR5 % SO
JrprA i SN, FHRENFEMATEGE R, S0 S A, on page 6. 130T HUIA ML EANE S,
WE 2 T 1 I, on page 6.
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Procedure

R S B R B& (Mail Policies) > i 8 (Dictionaries) T .
AR niA £ (Add Dictionary).
IR
(Al Mc & g ULic.
Note 4 f4s/E it & S 1 b {77 ILBL 5 27 37) (M atch Whole Words) FIIX 4 kX /)\E (Case Sensitive) ¥
EIN, AsyncOS SR RIX LR E . B AN FHITIE, AsyncOS AR XL E
CRATIE) (] il BLAS I RE AR TR o
BRERR VAT AR Bt T Zo0s T 38 A AR AR SR, B Bt o DRI 5 0 56 FE ARG ik 5
AR BEARRFTVEANE B, W2 AT S0 g 2 SE e P ofems 7 — 5
K Frinl Sk B I BIRE SR A .

WEREEER M2 AN A H, JF HATEIZ LA H DO S5 0 m] Rt i S DEAs 1541, TR RRAS BT AR TR
FEHH CRAT

Note Iyl LB ““idl” MIME 4N MIUCHI, W7ETF Skolsh A IE AR “ %7 (P2
P LK FEURGBUE . IR RGO R 7 Py el 4 O TF Sk AT %7
TR,

AT LU HORTE Bl DME AT AR T H A AR TE A w] Refid A R A . A7 SCtnfr ()
SRR € AL DE AR AT I TRANAE B, WSS B AT ISP I D8 # S ME 1 Sms 7 — FE R i« Py 7 i) gt
HIBMEVE T o

SidiRmn (Add).
AT HHA N T O

What to do next
FEXREM

* 1] it Y 25, on page 3.

&I
THERG AsyncOS 22455 | 1 SR A S AR AT S AF L g 2345 12 ERL . AsyncOS 22455 EMHER
(K] S R AR P9 7R D 2 R B O A IR, (R L VPAN 0 false.
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Procedure

FE1 KIKFH AR R (Mail Policies) > it (Dictionaries) F1H .
YR 2 i i) W) NG 1) ) S5 2 Py SRR B A
AT 23 S i 5 | 3 S A O DR
B3 (RN IR (Delete).
B4 TR E .

HEETE
UIPNSS NI R R TP S Wi & B sty e don

Procedure

FE1 KR AP RS (Mail Policies) > 782 (Dictionaries) 7.
$122 LS N (Import Dictionary).
PRI EFENILFAIAIE .
W4 EPRE NI
WIS GEPEE A AR TE A Y BRI
AsyncOS 23 N ARIREBE M P ARED L —NMERAE . A, TR AT ik -

PI6 PPty =K.
;T il T—% (Next).
o7 L IROEZ e LT L
WIR9 FATHIA L L.

I
FE
-

~

Procedure

FE1 WK T BIHRE SRR (Mail Policies) > “ii i ” (Dictionaries) 5T [fi .
$E2 LS HIAE (Export Dictionary).

PR3 R

SIR A TR A SR 4
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TR 6 LA IAFII G -
TR AN .

{52 AR AR 32K PR 25 1) 2 5 I 2= A0

] ] 5 5B dictionary-match() B4k 8 2% B0 AN Py 250t g A% — A ] .

X ERm
o Ji] LT FC I 2SN, on page 7

1) 82 U G 33 R 2R A

L B 1 S A 44 0 dictionary_name ) 28 M AR TE IR S, 442 dictionary-maten(<
dictionary_name>) [ BB JEAS ] (RN EREIND K9 PEAL A true. W FZI MALELE, M
WKL PPl A false.

f%%t%i, dictionary—matCh()i%MUEQ{FﬁHLjbOdy—containS()IEjEiﬂﬁ%i%mU%@1u: TEJQTﬂﬁ%%B#FﬂEﬁE
R, MARRE k.

Bk *Tkifiﬁﬁl_éﬂﬁj* dictionary-match () ° FRARF AR XE{m:kHﬁihmu ap
subject-dictionary-match (), A FlH LM, neader-dictionary-match (), FEIZHLNH,
ﬂ%%%@@é%iﬁi%&ﬁ%i) AR BULER G R, ES m“ﬁmmﬁkﬁ%*m
IS S — ) ] A

Table 1: N 75 17) B2 A R 4 33 356 28 A0

A EE 335 B
MRS et sonary-naten WO 60 2 59 M B 4T T i
(<diction§ry;name>) A UEHC ) 73] 2

FELLRoRBlrh, K5I —AMMEH aictionary-maten () MU FIB MBI IEAS, LAAEMB A NG B %319
WA “secret words” (AR ML (FE b7 ip QU PR AT 5= 1 RS AR Iy Bl 0 I6 A5 B B o i
R, mTRENEN, A EEERILRCT NSRS T “codenane” MIIBFFA 25X I UE
BT true.

bcc_codenames:

if (dictionary-match ('secret words'))

{

bcc ('administrator@example.com') ;

}

| x#x%E




xAx#E |
B aazex

FEAGI, B PR MB A i% 21 SRS B 151X -

quarantine_codenames:
if (dictionary-match ('secret words'))
{

quarantine ('Policy');
}

AR ERM

* ] # 4% H 7, on page 8
o AN 253 B, on page 8

Table 2: i7) B % B 7~ {51

1 I
T RCAT
Hin KA foo $ 452, LA~ foo Tk

MR (A E R A) A | foo@example.com, @example.com

example.com$ (4iJ2) @example*

m
&

BREEERR G icfE, Mg eh 3 A B, X AT 2
ol “RE:” 8¢ “FW:” 281745

iz A 25 1)

trace PRECAT AFRAEAT AT qictionary-maten () FUUR AR JE LS O BRIE 5t A 0 EgN1E S,
152 A MRS LE R E : J8ER . B8] I quarantine 0 #RAEMRAL JE88, 40 BIMAY
quarantine codenames It YER N TN o

73 by AN
TﬁfFIZIK./J'_'\ l/?\
SCAS U PT LA BT 81 A B DAy WA 28 ) SCARSERR o SCAR B T U A R R —
 HERRAR - NMBIMATI SO ARTEMGER, 1EZS 5 %57 75 IR, on page 13,
o B EAEAR - 1 I A AR, 5 notify() Al notify-bee() #eAE AT . ARG R, 155
5] 36 HIBEA, on page 18-
* BRI B I8 RARAR - 71 Mt R 2 I VR Dby 8 S Rk R o T U 5% (B In S s 4>

AR, B A R AN FH B B 2 3% FA)ad B AR . AT TR S, T S BB v
JIARHR, on page 18
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* AN ENAEAR - K A 194 DT B DA 0 28 At A I A 26 (RS A o A A2 20 ST A AT 2L
B AR FEPEAE B e B o A OCTEANE B, 1E S I I 8 AR, on page 22

T LS ] CLI (textconfig) B GUI R BISCAY, ih: A M. 4. SAM T,
A GUI B BSCA RIS KL, 1155 I SO %S BLIELIA, on page 9.
SCA AT LA S AR ASCHL 775

\}

Note  fu5lls ASCIT T4 [ SCAR 5 5 AT g 40 465 (1 283 CLI TR VR IE W o . B A R 0t & ASCIH
PRI SCASHEYR, 15 SRR IR G BSOSO, iz SCASCrE, AR5 KE BT SO T8 S N AE
Ko HRVEAE R, THS B WA A ORI T AHZ H, on page 4.

P
o K5I A SO S5 AR 1, on page 4

BXARZBRIEAXKRHEENFIET

BV NG

T AL ZRAT BT IR ISP R 5% B RE R H 3o SN SCR SO A 047 A5 T BB P SR R E B H e i
R SCA SRR 1 EAE LB H

RV R E H R E E, 1S WFTP. SSH A1 SCP Vil .

B SCA AN AR ASCIL F4F, 15 78BS I OCR I SCAS ST R AR TE A I B SCAR I, R
PERE BN B O b, SRIGHZ SO E N BT ORI E N . AR FACARFETENE S, S0
FANXAELE, on page 11, 7R FHILARERGEE, ST H AP, on page 11,

iR e TR

AILMEA] GUI B¢ CLI & BESCABEYR . A H i/ 4 GUI.
7F CLI 1 f] textconfig iy A4 Bl SUASHE K
A P PR L N AT 5

L

* Z R M

s FHFIFEA

o NPT SUAR IR 8 A SCAHB AL

o N FBESORGRIER AL E T HTML B

FXEm
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o IR SCA B8, on page 10
o S HICA B, on page 11
o SASCARBE, on page 11
* JE T HTML [ SCASBEYEMEA, on page 11,

NN AR F IR

Procedure

FIE1 KT R B3 8% (Mail Policies) > AR IR (Text Resour ces)

FIE2 SR AREIR (Add Text Resource).

PR3 EAFR (Name) B i N SCAR ZHR 1) 44 7R o

WIEA NHEE (Type) T-B Pk R BIEALTL

FIBE XA (Text) B HTML 1432 A (HTML and Plain Text) 7Bt rRd A EE SCA

R SCAHE AN FeVFAl SCAHIB A, 56 3CAS (Text) FBE. 1SR SCAS B feiF HTML Fl4l SCAS g
£, A HTML #AgE32A (HTML and Plain Text) 7 E .

FIR6 FLAIFHHINE L

What to do next
HXER
* JLT HTML [ SCA B A, on page 11,

TR 3T 78 B3 IR
HEEIE
TE B SCA B P it K 5 -
o 510 MR (K SCA LI IR BT AT WA oL 908 2 AR bR AT JE R
o G EMER KIS BEIR I BTAT N AL 08 S 0K B 0 5 PR, (HR VAR false.

Procedure

FIB1 EARE SRS (Mail Policies) > XA R IR (Text Resources) T, s SR (1 SCA U A “ )
b7 (Delete) 51| NSRRI bR RS X BoR— 2B B

$IE2 SRR (Delete) MHER SCA U5 .
Note A< fi ] 3 A ] P 7 B HIS o 908 2 1 5 v 5 | ) P S AR W
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Procedure

HIE1 {EHRESEEE (Mail Policies) > 3CANRIR (Text Resources) T [, i SAXAEIR (Import Text
Resource).

pz YRR s VNP

FER3 JREHD.

FEA i =2 (Next).

SRS LFEMIR, AT, RJRIE RSO TRIER AL
FIR6 AN L L

FHXARZIR
EE T

TR, P HSORTEIRIN, S AERBPE RO HCE H % P B AN SOARSC T

Procedure

$IE1 {EHME SR (Mail Policies) > LA KR (Text Resources) 7{ifi |, fidiSH AR (Export Text
Resource).

FER2 EFE MO T
BRI A SCABEERI T4
TR A LSO SCAERI GRS -
FIRS AR (Submit) LLERCE H sk b G A & SOARBEK SUA S

EF HTML B9 3R 35 R Bk
] LUE LT HTML BB EEF Sl SCAR BB CElan S5 /5 00D g — e e AR %Y. K& 3E T HTML

(1 S A R 2 SCAS P ) SCAS BN 128 BRI, e HTML (R SO BRI 2 B iz 7
WIS (K SCA /el #4873, SESCAS S22 2 T2 H 5 IS PR SCA /A0 SCA R 53

| x#x%E



xAx#E |
B s wssaF wmeescasn

SN AL T HTML (SR SR, GUI ML E SUARgmERIhRE, &7 T-shin N\ HTML AR ]
AN & AR,
NI GREEE T HTML [ SCAR BRI, 5 R LA M ME R
o Br DLEFIET HTML WA H 8 AE B2 SCARRRAS, ] DU ST 8 SCAESCARRRA
o SR ABALE (Code View) #4451, A LATE & SCAZmAE#8 F HTML AR 2 8] Y] 6 .
o BIE GUI H N B SCARGR 28 AN ST R (1 HTML ACRS, 35573 24 Ch0 0 & 3F F-5h 4 AN HTML 4%
. B, #n] AR EIAT IRV LUE ] <img sre> HTML Fric il A XS 238 IR 2% 2% E A %
I .

HXER
o PAMG T HTML (K SCA %5, on page 12

SANFNSHET HIML B9 XX A E R
AL SCASC A3 O 3 NJE T HTML () SCAR TR K0T HTML () SCAC TR 5 tH B S0 i, 3%
SCAMAL 5 5 RROCAS (1) SCAS R IR DA 845«
® [html version]

® [text version]
TXLGFR A3 ()7 AN
B, RS AT R AL BL R U4

[html version]

<p>Sample <i>message.</i></p>
[text version]

Sample message.

P HAIT AL T HTML (SO BRI, 35 % LU~ BUATE e -

o PSSO IRPEEE T HTML A A 354 I EE T HTML (SO BEIRI, S RSO A
[text version] T

o MSCASCAE SN, AR SOAR BRSO SCFF HTML M, W [htm]_version] #4374 HTML
AR FE B (1 SCA B AR A6 A6 0 HTML B5PF . SRMBI,  rtext version) #82) FIKFTASCA
BN AR SCA B Hh RS e A Ry Al SOAR B«

* MEEZEIEALAER theml_version) BB MISCAF T ALLGIEEE T HTML (SO BN, HEF:
W 5231 [text version] T4 ) SCA B 7 HTML -4 SCAS s A

A ~x :
ERAXAZIR
T 2RI () SO B FRAR R (1 7 SN, RIS “ SCARTRIE” (Text Resources) U [ EY textconfig
CLI fir 4. GI)5, RERhRA AR A 77 AT o A g 75 WM A ASAR by el B8 AL T R — 2
AR, 17 877 95 0 SR g IS AP S e 1 7 2 1 iR A P o
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AXER

* 57 75 IR, on page 13
o G T A B E ARG R 2 AN 2wt on page 16
* JE AR, on page 18
o [ 993 2538 HIBAR, on page 18
o SR [RIFIIN S U SR, on page 21
* JINE AR, on page 22

7 BRARHR

X T A W B PR 40 DT AT A, A I O ] AZE SO Chodl BRI B BB RL RS BRI
T B AT DA DA D7 92 1] R A4 19 O ) B A4 o 4 B 75 B«
o SE TR, TH GUI 8 1istenercontig fird (IE S i it il W FE P I8 N 56 53 75 B SCAS, on
page 13) .
o N AL IERRAE, add Disclaimer Text GIEZ [N AT IEREIE -
 AFIBAFEIE BN, ada-roorer (0 (HEZI “HEFTHEAERIE B SCHENDPF ARG 35, )
o AT EctE 2 R BCE S GES MR 2255

o Dy R I DE A A P S A AR SR ORI P AT I 2 4 0 B R A LR L GRS S B2
PSR o hy I AR N 4 S 2 A5 WIAE SO L T7 8

fun, 7 LA ) IS FR Aol 9 R A PR R WIS BRI AR A BT < (e I s B¢ 7 1]

A G 57 PR WISCAR Z 17, DA Z0UBIER S 5T s AR . A GUI W) “SCARBER” (Text Resources) BT THI
GEZ I SCA YR, on page 10) B textconfig v GES M GE T BARN 4R AE R K1)
AsyncOS ] CLI ZH%85) O QA Al 1) — 4 U 745 |

FXER
o G LRk PEAR IS N4 5 75 B, on page 14
o ST RE S N BT B AR, on page 13
o G TT AR R JE R R EAR i, on page 14

NIn%e A BASCAR

QU T D0 E DI SCAR TR, IR I 2 W R P BB (R A R SO 5 A o R AAE RS 107
BUNTTIR IS o R W SCA . BRI REAE A 3L (Nl FIRAAT (it i fe s BXmr A .

W R IEAL 5 SCAF HTML B4 (Microsoft Outlook Kb ZS M AFRR A « %%Bﬁj\*éiﬁ 7 I
W MG A MR BIAN 0 o0 S 53 75 BHET EEd . (HE, WUERIBRh &2 A N, MIASKT N
FHATES, BB SR AL 2 T0R%, e A S o7 7 W B B — A%“EE/J 5y, B
“Content-Disposition inline attachment.” 7 5¢Z &5 MBI TVEANME R, TS AR BB 8 2% 5
A IS - S — Ry <A 1 S g A B A
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188 1T 1 SR 2R AN N % 51 75 AR

TE T LIS FH L E AR 454 ada-footer () BRN LIRS EAE “US NP2 07 75 W SCA” (Add Disclaimer
Text) i) M- 11 e BT 75 B B I P SCIRARE 8 SCARE A o il an, R AR AR Ik s B 2K 44 4
legal.disclaimer CANTFRF R M INEIM LDAP 41 “Legal:” A0 H ;& IZEH BT A HE4: .

Add-Disclaimer-For-Legal-Team:

if (mail-from-group == 'Legal')
{

add-footer ('legal.disclaimer');

}

RRERMIERRIEES

Rdewr U R A F I JE SRR A (AT RTVRANME S, WSS “ AR M o 08 % St B S 3
I “ERAEARRT D .

LR A8 A T e o AR -

Table 3: FhimEHB T =

TE BiAE

$To BB “UWAE N (To:) ik (g “AFEcfE N [Envelope
Recipient]) »

$From BHOIRAE “RAFN:” (From:) 153k (A& “f5EMEN” [Envelope
Recipient]) »

$Subject A TR R A )

$Date B nr Hi, KA MM/DD/YYYY #.

$Time TR A H IS DX AP 1R 2 T TR

$GMTimestamp A TN A, BRI RNl 7 (Received:) 4T H RIS
/B, X GMT il

$MID Al B 1D, BP9 30 SRARRIB R “MID” . 15275 RFC822 [f
“Message-1d” fH (fif[f] SHeader F 2 1% MH) H¥F -

$Group AR NI A NUSEC I AR AR NI FR . Sk N LA s 95
23N P45 “>Unknown<”

$Policy Bl Ry v N RIS N T AR N HAT SREE R A4 FR . T SRl F s I
WS, WSHHNFFFH “>Unknown<”

$Reputation BN AN TP A5 2135 WERERAEES 7, 2% “None” .




i s |

T8 ERAE

$filenames Rk WEAE B SCPRA4 132 5 43 B A%

$filetypes Bk WA E B SO IRE 5 43 bR A1

$filesizes PRk B F B SO NI 5 43 B A1 35

$remotehost 4 A K WA 36 BT R SR PR AR S LA

$AllHeaders PR B

$EnvelopeFrom Fr A w3 2 A N (B, <MAIL FROM>) .

$Hostname =X 5] HEEPRIBE R

$header[ ‘string” ] | ARG IEAEELE DLRCHIME Sk, PR o 5 | 4G SR IME. THVEE, AT B
IS5

Senveloperecipients | Fidf Ay A BT A S E A (53 HFR, <RCPT TO>)

$bodysize B A A RN CLA A 5D o

$FilterName AN SREEY (S UPORYE A1 R Y /i

$MatchedContent ;Eﬁﬁﬁ%ﬂ%‘” RLUE RS I A 2% (A5 body-contains 255 & 2% B U A P 75 35)
#)

$DLPPolicy e b3 B R A DLP SR 1) 44 FK o

$DLPSeverity B MRS, WL “f8” (Low)s  “H” (Medium). “” (High)
i “E” (Critical).

$DLPRiskFactor PRl MU ORI AR R AL (1345 0- 100)

$threat_category

B Ay R I DE RS U ISR TY AN Eg Pty T VR B A

$threat_type

g Ay O D AR U R I T 20 B, wT LU 2RV . W45 45 Y
AR Ao 5

$threat description

R 1 o D A B R A

$threat level

BN B AE 2 (F595 0-5) .

$threat verdict

B T (Yes)B “47 (No), HAREY T WA & Sos i Zon BIfE . an
EBﬁ:E‘JFﬁjHFrﬁmHJJ@iﬁﬂﬁ?ﬁ%?ﬂﬂﬂ#ﬂkjﬁﬁmj}ﬁﬁﬂUWE D Jh A%
PHEBCE R “A2” (Yes).

T

DU W] PP T AE L g SR A AR, S BRI AE e A ] Gl GUI R “ SURBEYR ™ (Text

Resource) T [ 8% textconfig 4D 5| iZA & :
T sh s GO I BRI . UTE-8 4ah (15| H a7 EPBtH 4, add-footer() #4E S #FFE ASCII SUA,

x#x%E



B zosmeEmienssram

"EREPK

BEFRICFZ NS

AsyncOS %A FBEEAT AN A P45 g i ¥ G 57 W EAC TAR IR 1 B B

SR PR IN ¥ 5 B3 75 W TBCEAE M (R IESC N

xAx#E |

BIANTEDL R, AsyncOS
W R AE SR 3 A1 G o7 S W IR b AN ], U] LA

MIHE 1ocaleconfig T WHCE M B E R EIAT . B THMRE, RIBIEN A S 2 IRE
H:
Wtk joe@example.com | fi5 3k
KAt
mary@example.com
T fhr
<blank line>
a 1E3CHER 7
[l IFC ARSIV SE D B AR
Example.zip o ARy
BN AT Z A IR IE ST VL B R 2 MIME 090 28 —ANFILUN S i@ s “BAE” , i
F— AN RS B R
G ot AT DA BT Con L) sl 2 i3 — 2 40 46 v 1 s Ao
Wk N: joe@example.com |17 3k
RAEN:
mary@example.com
ES PGS
<blank line>
b ESCER Y
I E RS U =E [ EEE G o7 7 W IAE AL 5 A 1 S 73
Example.zip A
MWAOLR AR SO S BT A W 2 A AE S i ANULHEC, T AsyncOS 2 21 #2185 IS 1 SCAH

PAE oot A PR AR AE I3 C “NER” D, i AN BUBRST Y

I (1) it 77 2K HEAS WS A T g
PR FEEN . B, WER BT gD 5 IE S UTae, o3, Qe %ot s i
(P SCARAL S AT AN I s (2 RF (FEIESCH) WS ot WPk WIRELRGZE I o fildn,  mT DA A
T US-ASCII 151 1SO-8859-1 it S 51 5 B IXAE, IXECFRFph vl LUES “HEC” 2R

2, WMRRTTEHAARES IE LA, WAL 10catleconfig T 2K AsyncOS Bl Jy 25 it
T B 8 11 SCSCAN AV E B 53 75 B (1 4 ht, DAL 4 B3 75 B A DAL FEE B 1 1 ST
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example.com> localeconfig

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body is added as an attachment.

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[1> setup

If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain

characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set and is being used or
modified,

impose the encoding of the body on the header during processing and final representation
of the message?

(Many MUAs create non-RFC-compliant headers that are then handled in an undefined way.
Some MUAs handle headers encoded in character sets that differ from that of the main body
in an incorrect way.

Imposing the encoding of the body on the header may encode the header more precisely.
This will be used to interpret the content of headers for processing, it will not modify
or rewrite the

header unless that is done explicitly as part of the processing.) [Y]>

Disclaimers (as either footers or headings) are added in-line with the message body whenever
possible.

However, if the disclaimer is encoded differently than the message body, and if imposing a
single encoding

will cause loss of characters, it will be added as an attachment. The system will always
try to use the

message body's encoding for the disclaimer. If that fails, the system can try to edit the

message body to

use an encoding that is compatible with the message body as well as the disclaimer. Should
the system try to

re-encode the message body in such a case? [Y]>

If the disclaimer that is added to the footer or header of the message generates an error

when decoding the message body,

it is added at the top of the message body. This prevents you to rewrite a new message
content that must merge with

the original message content and the header/footer-stamp. The disclaimer is now added as

an additional MIME part

that displays only the header disclaimer as an inline content, and the rest of the message
content is split into

separate email attachments. Should the system try to ignore such errors when decoding the

message body? [N]>

Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched footer or heading encoding: Try both body and footer or heading
encodings

Behavior when decoding errors found: Disclaimer is displayed as inline content and the
message body

is added as an attachment.

Choose the operation you want to perform:
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- SETUP - Configure multi-lingual settings.
[1>

ﬁ;’% localeconfig l:llJ 54 E’JﬁéQHEMA‘ % Ny 15 lfﬂ “J%HHB#H?QEBEjJ%WEMﬁF” *

AR notify () Ml notify-copy () LUESEAF A . AT LA EIE ASCIL 3
ANRAEAL R GES 0 T MRCF L8 S5 Sl PE sems 7 —Frp ) “HfEaei” ), QRPN #E
LB EEAH DG AL B . a0, o LUEH] $Allheaders #AEAR S AL AR M0 M5 ko f&
ALY TEAECE “ RN (From:) bk, 35 2508 A 94 5G4 A (s g 3R [ s ko

U AR S, B A) e N AR SRS i g R . IR SR N A uERs,
notify-copy () lyESHEAE R E K “grape text” HAIKIESE “grapewatchers@example.com:”

Figure 1: N 25535 85 HP 9@ &0 7R 151

Edit Content Filter

Edit Filter

Name: |grapec:hec:k

Currently used by policies: | DEFAULT

Description: | |Looking for grapes.

Order:

Apply filter: | ) If one or more conditions match
o Only if ALL conditions match

Conditions

| Select New Condition... [» | | Add Condition .|
Condition Delete
body-contains("grape") W

| Select New Action... v | Add Action '
Action Delate
|n0tifv-c:0pv ("grapewatchers@example.com”, "Found one!”, "", "grape_text"]l o

[ Corcel |

B 7 55188 R4S AR

AT PRI 2R 11 57 99 253 0 SRR«
© Bhf S @ RNARAR . 70 B AT A JSUAR IS 1A PR o 0975 2 0 A1
* IR A B AR A AR ISR WS AR DA B AL A

1573 9 5 0L RS P A P 5 AR RE AN AT [R] U 7 5 e A ARU S L Bl 7 5 | B T Ao e
AR o T LA G A IS SR I i BRI A SGE A AT LA B ARl AR R
N: 7 (From:) ahike AR, 155500 ISP R0 52K i 0 S i B [l 3 ik o
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| xx#r

areyxmmsanes |

HxER
o H 8 X5 7518 5045, on page 19
B & X Bh iR =18 IR
N RFR R T H o S R A A R .
Figure 2: BB SR RE HF BYBH R 5 & SRR IB E0 7 51

¥irus Infected Messages:

Action Applied to Message: |De|iver as Attachrnent (RFCE22) to New Message v/

Archive Original Message: | ¢~ Mo & yes

Modify Message Subject: | ¢~ Mo i Prepend [ & append

|l aRMING : WIRUS DETECTED]|

= Advanced Add Custorn Header to Message: | &  ves

Header: 1 l |

Ualua:.j | J

Container Motification: | | anti_virus_container

Freview Message Body =)

(see Mail Policies = Text Resources > Andi-lirus Container
| Templats)

X ERM
* BiiEEl A4 5, on page 19
PrimsBmtE
AR BRI AN, A DA R 2 rh 41t AT e A

Table 4: Bifs S BAEE

TE BiRAA

$To B s AE “WefE N7 (Ton) 53k (AN “A5 8N [Envelope
Recipient]) -

$From B IBAE R AN (From:) fi sk (ANE “AFHE N [Envelope
Recipient]) -

$Subject 45 A R A S A (1 2 R

$AV_VIRUSES BN TR P AT AL BRI T i 151 516 -

“Unix/Apache.Trojan” , “W32/Bagel-F”

$AV_VIRUS_TABLE e MIME #873/BHAF42 R EL B AN 8 0 (10993 BE A -
“HELLO.SCR” : “W32/Bagel-F”

<unnamed part of the message>: “Unix/Apache.Trojan”

$AV_VERDICT B A B R HE -

| x#x%E
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TE EMAE
SAV_DROPPED_TABLE | 4§ J il (¥ AT 1034 o SRAT AR — AN ST 4, TR %
I KUK #2512

“HELLO.SCR” : “W32/Bagel-f” , “W32/Bagel-d” “Love.SCR” :
“Netsky-c” , “W32/Bagel-d”

SAV_REPAIRED_VIRUSES | 4t o4 ¢ BRI 52 14 T AT 903 23110 51 46

SAV_REPAIRED_TABLE | 3y % SRAIME 5310 A 8 40 R 5 (144 . “HELLO.SCR”
“W32/Bagel-F”

SAV_DROPPED_PARTS | 4 iy i ok (1) SC 44 1 10 3%
“HELLO.SCR” , “CheckThisOut.exe”

SAV_REPAIRED_PARTS | 4§ 5 & 53 (¥ SCAF 44 2 43 151 4%
SAV_ENCRYPTED_PARTS | 4§t S Jin 5 (1) SCA-44 2l 43 1 51045
SAV_INFECTED_PARTS | 4§t S (oL 5 93 11 SCAF 10 SO 44 B 47 2 B A1 3

SAV_UNSCANNABLE PARTS | 54t Sk AN v 44 (14 SCAT 44 36 4311 510 4%

$Date Bl 24ur HiY, SRA MM/DD/YYYY #%X.

$Time B oA A Hb IS X 2 R TR

$GMTimestamp R R I AE H B, B iR BRI 7 (Received:) 4T
(R IE), KA GMT I [a].

$MID B IRAE ID, BN R AR R “MID” o 5275 RFC822 11
“Message-1d” 1 ({1} $Header K RI%{EH) TR -

$Group B R NIBAEI A NVCEC I A A N 4R W R N B 4
PR WSEAN TR H “>Unknown<” .

$Policy R A N HBAEISE I 1 KA B HAT Sem& 42 FR o SR A Ad F e X
IS AR, WS TFTH “>Unknown<”

$Reputation ¥ KA NI IPAS B9y WEREE (G S5, 2%l “None”

$tilenames TR M AR B SR 44 T 5 o B B 2 o

$filetypes 5 ¥ R MR AE B S AR L T2 5 A B A 3

$tilesizes 5 0 Ry WA B AL S /N I 5 4 B A 2

$remotehost 5 by g WA 36 B A X DG ) R A =LA o

$AllHeaders Brf h b 3k




| xx#r
semimzsmamen [

TE BHRAR
$EnvelopeFrom ORGSR E N (R, <MAIL FROM>)
$Hostname B g WA R 2RI L4

)

Note it MFRAX sy KNG . B, ESCAREDIRE “Sto” LR THRE “STo” o R “AV_ " Ak
FESSARMRAE R s, WU 777 3 <None>.

& CUARTHR G, A4 FH BB 3R B (M ail Policies) > & N/f& i B34 5k #% (Incoming/Outgoing M ail Policies)
> YRiBRH R S IRE (Edit Anti-Virus Settings) T [flok policyconfig -> edit -> antivirus fiy
A e RGBS “B1B8E” (Repaired).  “ANH#1##” (Unscannable). “ E1%” (Encrypted)
ay “ BAFREEEEIE” (Virus Positive) M4/ RFC 822 B HUARAE N . HRETEAIME R, E& kK% A
SE SUEARGI A o

iR 3] F0 70 2 2K YL 588 ZNAE AR

AR [RFI 8 2R IOl A EAR PR FH g 3 5 30 B AR AT (], U2 0B [ 8 2 O e AR 2 5 R (]
0 SR IS o s R T e — B A FH o 88T A o R [ P SO AR I i 0 ik o SCR B AT, 755
2 A ST B R e SIS AP o 5 2R 3 1

N T AR R E SO R AR (R38R .

Figure 3: ;R [ EC & 3L H A91R (BB FA 7R 51

Send Delay Warning Messages:

" Use Default iNo) ™ ves O Mo

Message Composition

Message Subject: IMessaga failed

Motification Template: | haunce_notice w

Preview Message =
Minimurn Interval Between Messages: |]_44Ug seconds

Maximum Mumber of Messages to Send: Il

\}

Note  .)3%5ififi H§ RFC-1891 DSN A fefdi F [ & XAk .

N ELSEIR T A O SO AR RN ISR

| x#x%E
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Figure 4: I EC & 344 Y0 25 5k M8 FN 7R 451

Notification Settings

Use systern generated notifications by default or create customn notification templates can be configured in Mail Policies = Text Resources

HTML Motification: | Systern Generated
Text Motification: | System Generated

Encryption Failure Motification: |

Preview Message =

Preview Message

Message Subject: I[ENCRYPTION FATLURE]

Message Body:  [MaxSize ¥
Preview Message =

AXER

o B [BIFI DI 2 WCIE %048 &, on page 22

iR B FAANE KM@ N =

QAR [ s RIS SN, R AR 2 81 S (A R e A

Table 5: ;R BB AT =

TE BI®RAE

$Subject JR AR A )

$Date 24 H Y, R MM/DD/YYYY ## 3.

$Time A0 g A B DX () 24 i )

$GMTimeStamp R 2T TR RT YT, BRI BB (Received:) AT R B
], KH GMT I,

$MID PrAfe AR 1D, 8Py R AR IR AR “MID” o 1527 5 RFC822 I
“Message-1d” i (ffi ] $Header M RI%{H) 1HiF.

$BouncedRecipient | & [b] (e A ik

$BounceReason ST e 1 J A

$remotehost R A Ay A 5 326 B S D S P R 6 1) L4

HN%E 8 AR R

o S R RS A S K SRS P o 1 5 DA BN e st SR A o 2308 R i i A Al AT T 2 e E)
I A I P OE DI R U B o W] LA e RN BSOSO A 6 e I A S
I, AT LA E HTML AISCAS IS AT . A, ARt A SCRC B SCAF, N SCASRT HTML

WA

B xx%E
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