FERHENIFRIFENX LIFEZREN

AEALE LU
o A ORE SCAVFIEFERLE LA, on page 1
o R PR AL E AR AN, on page 2
o AT A0 SR 1 SCHB A A N FRI D7 8] K, on page 7
o TIRTUE SCRAT N ALRTIR A3 50, on page 10
o DU IR 77 AR R 5 — AN R A NZLIRT BT, on page 12
o i FHLUT M R E, on page 20
o AR NEERFNAE FH A A A 3IEF1 %, on page 21
* SenderBase & FIHE 43 5 M, on page 22
* WUERAF N, on page 24

B RE X VIR ML E ) A #hE

XA E TV RE Y, A ZH0E S A%ALU%EE?%JEE HIZ R EALR N IERL. i, ArBlgE X
WREEHL, DUREAN R n UEE BN AR . 3 id AsyncOS w] EAEH] EHLYS A & (HAT) % SCIeiF
REIR L8 HUE L BT R o

HAT 4E47 4L, X S T2 T R ook F R WL AR N . RS BC B T Ry
HATH N HAT . 4 22 30RE JH AW AP fiC & HAT .

FEHR B IR B A ERL, AT E SR ME R

EAEEM . @ R ENEE BRI R 7 2 B R BN g RN, B,
AT LA TP Ml RS 2 ENLAA TR R AR N e L2 AR L. b n] DU 2 AL 1P (52
135y K SRR M. B RTEME R, ISR Byl AR A4, on page 2.

< iEERI . AL SRS RV R AN e SRR R B R, LA ATE DL
AT . A MSPR S e SCUF . i, AT RLe SCRVHREE RAE N LSRR VT R 7,
{HAEREANE B R VPR . ARG R, TS DAl B0 S s SCHIsA A A N ¥ v
i) HLI), on page 7

76 “HB{E5ERE 7 (Mail Policies) > “HAT MER” (HAT Overview) UU[HI b XA VFMRLE 3= L 422 2 i Wy
2o
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B =narse

AR P E] TCP S FENT, 2445 1P Motk 55 7C & 1 A& A N 41T ttﬁ LA IRAE “HAT £
A7 (HAT Overview) ﬁﬁiﬂﬂj HIE VRS A N4l 4R 2 VCEE I, «Hﬁﬂ e IR IR S
NHRER: . W CAER N ECE T 2450, A E%V_EEE,H\EH%@#, PR IN TREY,-Z N

BRI FEFP Y, AsyncOS 23 AT A2 G i e SCAR A AT N LRI PEskems o w] LAg 4R TIUE L
PV RAE N RS AT SR, I OVEUE B R AT N R . A RTEAE R, ES0 T Iie X
RAT N FHB A5 5%, on page 10

ALK LG i) P AR P 5 B 20500, i BT UK SCPE R A ) B LG ) 3645 B A2
WO RE P IS G, AT 2 BT L 1) LG i) A5 6 . A OCTEANE R, 1B S B EHLUs 1)
KM 'E, on page 20,

X EH
* 2RI\ HAT 4% H, on page 2

2K\ HAT £ B
ERIAE UL R, 20 SCHAT BURRGE AW R /3 RO [ ) A7 «
« NHTIRF . HAT WCE 52K B A BN IR
* ERMITIEF . HAT WENEROR BETRE EHUERIE, JHEZ P HAL ML,

7t “HAT #i&” (HAT Overview) ', ERINSHA N “ALL” o nTRAgmiHBRINGH, J7ike: 78 “H
£ 7 (Mail Policies) > “HAT Miid” (HAT Overview) VLI [, s5dF ALL & AF AL HBAER SRS o

N

Note i id fFi4fi sl EHLLAMUPTAH EHL, 1istenercontig Ml systemsetup 4IRS R AL E
N TR ER” o JPIBR k. PO “A gz aspdk” s “55 =757 thak) & SR vrliser i ss =75
AkH) SMTP IB1F ARk S5 & . I AL BB AR Ak gy A ] - WA ok B A HT 7 B2, T b 44 &g
TC PR AR A N T LUIE T 9 S R KRy SR A

RBimiE ENEXERHAEBR

] LA SGEFE ENLZARIE R BIVTAE  177 e W e gl Rk AE NG . RAE NG 24
TR EHANE, &4 T LA TR 7 sCAL PR S8 A AT A 32 (R R4 1y 52 X
RAF NG AR L 7 R i R A N 3R

* IP #ihik (IPv4 B{ IPv6)

« IP JLH

 RF 2 EMLEE A

* IP fF 2% “HL” 432

o IP {52454y (SBRS) yulH (k4340

* DNS F1| 3 75 i i b

ATRBAE NG A AT SR TR S, WS B R ANZLEE, on page 3.
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9 SMTP iR 55 25 2218 55 WA W9 DG a7 SMTP SEHEI, AW R PP S5 4P PEA R A N, IF BAERF &
RAF N TR A (Bl TP A5 264950« SEl 1P Huhil) PREE R Fogh R A N4

\ )

Note = 4l i $h AT XU EE DNS 25 %k K IRAFFI I AIE e FE ML 1P Huhib (A5 bk . Horb RG0S 0L 1P
HEF) & W) DNS (PTR) 254k, Z G &% PTR &4k 45 R IE M DNS (A) &k, RJa, R A A A&
AR LTS PTR ArRgE RIUTHL . QIR RRITHER A 0 AR, WARSOKAUE A TP shbik kit
i HAT "4 H o

LE “HRLESRNG” (Mail Policies) > “HAT #i&” (HAT Overview) VLT L 5E SR A A4,

HXER
o KA NAIEL, on page 3
o WP SN TP ke U AT A2, on page 4
o $i IP A5 B35 € UM N4, on page 6
* Jl A if) DNS 5136 e U R A N4, on page 7

& ANRIEE

Table 1: 7£ HAT P ESGRIZEM: KM AAEE

B &X

n:n:nin:in:in:in:n IPV6i‘[ﬁi—ﬂ:; Z:%g@)?ﬁﬁﬁ%%—éo

n:n:inininin:n:in-n:n:n:n:n:in:in:mn IPv6 ﬂﬂm:%?ﬁl%l, K%E@Tﬁﬁﬁ%%ﬁo

n:n:n-n:in:n:in:n:n

n.n.n.n s5e4 (5 1Pv4 il

n.n.n. HB4y IPv4 Hihik

n.n.n.

n.n.n.n-n. IPv4 Huhikyu

yourhost.example.com %éﬁﬁ%iﬁg
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B rsrmsz. gmpwneymseAsl

B X

.partialhost partialhost 32 H [¥] FiT 7 ) 2%
n/c IPv4 CIDR Hbil-He

n.n/c

n.n.n/c

n.n.n.n/c

n:n:n:n:n:n:n:n/c IPV6CIDRf@,iﬂ:ﬁ{; K%%&@jﬁﬁﬁﬂa‘é’ﬂ:

SBRS[ninlSERS[none] | [P (XRE4h. AKHEANREEL, S HIL IP 4524405 URIEAZL, on
page6

s0:n e L L TIITTR
21, on page 6.

dnslistldnsserver.domainl| DNS HIR AU, XL S, ESIIE L & DNS 713 @ XA
N4, on page 7.

Ay VUHC ALL Hhik ke bR OG5 e OGE T ALL B AL, JF Hingk 2
BFEEN (EHASIIHD .

MLEERE & . 70 IP Hhht F &5 A4H

HI T SMTP st BcAT M T IR MBI A AE NN B 7 ik, PRI IRt s (0 S N S SR —
L TBOREGEIE S 4o B, FEMBPErp Db (5B A F A, AR O3 1) HELO sk, =38 HUE7E
R84 o IR ARAFVE 22 MSAEAE BE 53 AN ) O MARAPE R ) R UEAE ) JR AL
ATIZLEHEAE? 7 O T IRPB i), TP AR A5 T A T SR IR J2 b, AR R EHLIR TP
Mok 3R 53T B0 145 IS - TP il A AN JEAS _EJEVRAE M rh D ) — g S

| Ptk 5E SO AR M ALK TP btk IS 90 5% S BRI B UBAS 4 (IPv4) FIRRAS 6 (IPv6) Hb
hE.

$8 5 SCNAE T BA T E I 84 (BN, yahoo.com) I EHLA ISk, HARKE XS IP Huhk i 2
] (PTR) A HIH 7€

W& BT 2 E SO TP bR Sk GEF AR, HARRYE ARIN CGEE B R 4578
LR RIECAR AU (14 4 BRI LR ) TP ik 18] 53 O DU 2

LRERE SO TR PSR 48 B AT 3 TP bl B o s — LB S 1 564K, At SenderBase 5 . 41
ZUT AL Mg P A B A, T DGR BT & 1R, T UM Fr A & (%)

X E
* M4 HAT % & 50, on page 5
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1RIE HAT 1% & 5K HE
FRIH T R A H R LRl

Table 2: [ 4 Fir & E FLA LA R 5]

RIAER W& EE gz
W 2% IR 4515 R Level 3 Communications Macromedia Inc.
AllOutDeals.com

GreatOffers.com

HS A e 553 GE GE Appliances
GE Capital
GE Mortgage
ENYZEIN The Motley Fool The Motley Fool

T M2 T AT 5 AR RUASE B mT ReAH 20K, DRI A e SR mss P 26 T I S I8 SR A A 2L TP (5 2 IR 5 T
S Ak 20 2 AL PRI A B AT SRR IR T A, T HIS A2 DX DG A 6 TE R X Rl T ke i T 2L B 8l v
Hemg . fE BT R, WA ¥R T “Level 3 Communications” 1524 MG MR (HAT) H A
4 N2, I SenderBase 3k T-1% W 2% BTG 3 42 il F1) 25N 2H 23 SIZJite SRS

B, fE R, WP R 3 i AEE N 10 NS N IRR ], WHE4E R 5K T Macromedia

Inc.. Alloutdeals.com F1 Greatoffers.com &/ H 2 LI 10 MAEN CoF200 3 AT E &,

ANBPESE 30 MR o IOTVERIR AR T, R — AN GUT G Rk B A, 2R ) 3
FIFHABH A S Z 250 . It “The Motley Fool” W48 T H FHnBlEAT L S . dn i ok %

PRI BE B A BN 10 AScPE N, T The Motley Fool 4% T 7 & /NI B2 BR T 10 ANISCPE N K 3% 1K)
HBALo

M A% D e i SORAE AT F S I 4% T HOR BIEAT O KA N BB SHEms pR sk iy —Fh oy 5, 22
AT SR R A AE N I SR R 5, g (125 LA i) il
© LA ANIEFIRL 1P it ?
WA P T RE ST T2 RN st ISP AR BRI 28— 4 T [ ik i o 25 St o 5 91 TP 3575 M
558 AF o TP AR 2RSS S AT R AA T NAHXS A ( W45 T 47 7 2 SenderBase ZH21) (15 R 1%
AR EUNE S 4 YN (FRVE
« FORMAZURE SH 5 2 1P bk, JFHREE 2 AR
s IRIEEME, At % 4 A S B2 &R
© ORISR S 2 1P ik, JIF HOARK S 2 Akt BRI, W24 HLr Ao s 2 5 i
PER SRR
o RHEMBAFHYEIE R /L ISPy NSP. A BAMIMBIFALIL 1 & 7] s St WP (95 . ISP. NSP
IR BRAMU AL 10 2 7 #0813 1hIVF 22 1P kb I N3RS 57 22 S5 0 ) DGR 1) 20
2o BFHERMSAER A N A AR HIVEL 1P Huhik, T s /> K 1P Mkt A58 K s
o 822 6730 5/ ) L5 IR Y S PR 852
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B =resesevseisa

IS4 s 4% o e A L AE 48 T 45 4 15 SenderBase 2043 2 [HI[F 25 5, Ko s Wil R4 SenderBase H
HIZHE R BCEEAS A NIERREL. A A ISR M hREI PR 5 6L, TE S0 “ T2 42

e e
e o

ZIPEEBIEX ARG ANA

IS4 5% v LA 1) TP 5725 R 55K 58 TP 5254500« TP (254570 2 R4 TP {525 iR S5 4 A £ R i
25 1P Mok, e LA A TE . AN T -10.0 2 +10.0 Z ], QN R PTA,

Table 3: IP 5 £ B3 5 HIEX

=59 aX

-10.0 ARAT e S bz SR MR P AU

0 WL BEEAAL, VARSI

+10.0 TRATREZ AR R AEN

P BATIE T IR AT N Bt L2 B3 I (0 R U5

FEPH TP A5 EAT 0, W] LUK B 4 Q0 B D 31 A NIRRT AR BEXS B A NN T BB skems . il 15
G305 BITE RAF ARG AR 2. X e DU GUI AR iAo 1l S e d kit N T
HEFAEEE , on page 120 fHIZ, WERAESCASAFHESUT K HAT, 25 FEH A AR TR

IP RS TS

Table 4: IP 5 & 152 MEE

SBRS[ n n P8 o RATF N GE R B0 TP A5 2 M 5 2 1K, 10 4520 76 9 L2 TR S

SBRS[none] ANFE TP CIERBT IR REBCA TP (52515390 -

A\

Note i ik GUI ¥% £ HAT ) I 4% AT 4 i 1 1% sBo: n, oo n & 48 JiT 47 70 TP £ 2 IR 55 P I Mk

g,

'fj‘iﬁﬁ Wéﬁ (NetWOI' k) > 1ﬁiﬂ}ﬁ?j¥ (Liﬁel'lefS) ﬁﬁﬁﬁi CLI ':P El'(] listenerconfig -> setup ﬁé%ﬁlﬁ] IP
R MR ST o W] LAE SCAE AT TP {52 Rk 55 I W W OGRS A (N AR 2R, 7T LAAE GUT A ]
“ EHB’H‘%EEH%” (Mail POliCieS) ﬁﬁﬂlﬁﬁﬂ?‘f CLI "I"’fjiiﬁﬁ listenerconfig -> edit -> hostaccess /Ffﬁ/Q\'\
P B AN 10 SR R A ) TP A5 2 IR 55

N

Note  facit il LG AE S f 13 D6 AR A8 IP A5 264920 (1 “ B, b X RGUAL IR AT RAT B 475K
PR, TS D RSB A 2 24T Y “TP A7 L “ il B A E R GEER AR A
“GELPINTE RGERAE .
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wigeie oNs iR msrAs ]

BT E 16 DNS FIRE XA 4 AH

AT AAEUTRE I HAT s S N SO & 5545 5E DNS SR 55 S ILAC. (EERITRE R
J IR T DNS AT % & . S R & K B e 24 iirid LA F R yg Ss I Gis 25 “ A F s
RLUE AR S s 7 —ZE ) “DNS ZIRMIN ) BERAEAE, (B2, DRSS BBl i 7S
fA4E

I AZA L AT LAAE A ) DNS ZIR (AL PR B AR, DUEAR D B PR siems . fildn,  wT LURZE

T o PR AT N

N

Note

\)

— U8 DNS FIRAF AN, (B4,  “127.0.0.17 « “127.0.0.2”7 5 “127.0.03”7 ) Kfenfxd
WRTARCHE (1) TP HuhE (0 & A Ol o A R R A3t 98 4% DNS ZUZRMUN G 2] AT FH MR A 98 5K
T AE S 7 —F ) “DNS ZIRMN” ), LK Al 45 R S AR PEIT . 22, AT
A L, 7F HAT 5 e ZA 1) DNS JIR MRS 2SR R (B2 B LESIR 1 BoR IP Hh

1

Note

£ CLI ', HMRIRAE AP & 455 . /£ GUI "€ DNS ZIR &N, AR 5. 7E CLI

S ] dnslistconfig fir WA AT, 24 DNL A a5 #0 B S sn) B 4571 DNS 53R 2247

TR, BEHLEATH R IR U “AR” . #ilal, X query.bondedsender.org )7
PR VPG IE T R R 48 A 7] 1) Bonded Sender™ TR AT T W 459658 PIEFE =ML, LA ORFLIR A5 23
P5EHENE . W LMESCERIA ) ALLOWED_LIST &4 A\ 41 LA 1) Bonded Sender v1XII1¥] DNS li45-45 (%]
WA R AT AR R AT N 5 FFAH R 8 2 R A SRS o

{5 P BB 14371t 5K B RE SC RIS 15 & 44 A RO 377 i3] AL U

T T TS AP 9 S T LA i s B A SMITP 2 0 33 1) AR AT N BT A2 3 PR M0t o 300 3 2 S 54 s
HoE LU R S HOR i ] SMTP 431

 ESHL IR IE B IR

eSS (OIS E YN IN LN

 MEEAE SMTP 2 if WAL R 1% B 2 X SMTP AR R i

o JE B bR AS I

* SRR ERIP

o hnsg, BnAE A TLS N SMTP &4 .

* SOIUESEL, Bl DKIM 56 kG AT

e, WRAFF SRS 2 IR EAU ISR HRAT B R 2 —

* ACCEPT . 323, JF HMBIHEAZ B di it Wr e e v kU IR, il e AU (X
BT AR .
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FERENIFRIFREX L IFEZREMN I
B arzeiEs

* REJECT . #Hsziiss, (B RN R N i 3k 4XX 8l SXX SMTP IR &S . REA
PR MR

\}

Note jfn] IJC & AsyncOS LALEMB{FIAE A28 5] (RCPT TO) 1 A2 AE SMTP 4%
TR AT AR 4 ‘@iilﬂ:)jfﬁﬁé’éEﬂMﬁFAi_i_HﬂMﬁF?E?@%iE'IEIEHWF,
P& AsyncOS R 8 5 243 ¢ LB HE AR 4145 B BEE I CLI 7
listenerconfig > setup Tl 7@6% ﬁ?%l?éﬂﬂg‘ T lﬁ lﬂ T{Eﬂa CLI
AT AR PR AT E R K

* TCPREFUSE. fE TCP 240 4a3%E s .

* RELAY . #:52i% 8. AVHTATIEE NJEATE, - BASZIEE NG 10 2 11 R

* CONTINUE. Zg HAT Hms, J¢HAREET HAT Ab3l. e NGB SR fE ek
CONTINUE 4 H#&8C, WIS %4 H . CONTINUE #E T2 8E7E GUI Hxt HAT 1%
o ARVFAMER, WHSH AR NAH T HEEE R, on page 12.

HXERR
* HAT “AZ 517X, on page 8

HAT LT =1E7%

FRE N T AR, XA IR ] DL O MR SR X QEX SMTP J 6 [ il i i 45 5 A H
BELAX KNG, (a0 $group 5 $Group J&—FE 1.

Table 5: HAT = 81E5%

TE EX

$Group BN AE HAT LRSI AR NA A FR . iR R A N AT 2R, W&
BoR “T5” (None).

$Hostname INFEL I WA SCIGAE f5, A ¥ N fE ENL A . an R 1P bk & n)
DNS &y, EAREIFENL, WER “I87 o WM DNS 2]k
W C(Bihn, anROGVEEER: DNS k4545, BORRCE DNS iRg48) ,
7~ “HREN” (Unknown).

$OrgID B4y SenderBase 4143 ID (CBEE{E)
G B AE M e TGV SR EL SenderBase 4123 1D, 8034 U0 R IP 525 IR 45 IR
[Bl{E, W7 “J8” (None)s

$RemotelP B e R i 11 TP sk

$HATEntry B e FE R S ui VLRSI HAT 04 H .
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AXER

* fif | HAT “¢#&, on page 9
* ik HAT 45 &, on page 9

{£F HAT Zo 8
A\

Note Srubas Sy “feE I 6 LB 7 — 25t A 431 smtp banner text F max _rcpts_per hour text
% HAT S0 AT H] .

XA i, mTLALE GUI 12 STRUSTED Sl 1) CL 4652 & e g R o L SMTP IR i [ SCAS
Figure 1: (£ Fi HATZ 2

Rate Limiting: Max. Recipients Per Hour: | @ |ynjimited

@]
Max. Recipients Per Hour Code: | [a32

Man. Recipients Per Hour Text: | [Too many recipients received this hour from
[Host: $hostname

BE M, 7E CLI e

Would you like to specify a custom SMTP response? [Y]> y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the group:
$Group,

S$HATEntry and the SenderBase Organization: $0OrgID.

ik HAT £ =
TEMRRIX LA B, KA CATRAE (R T SON LI TP M HEA 0 B 99 ¢ E At W R P 1
SALLOWED_LIST & AN4. #RJ5, MiZitFEHLEL Telnet $E1T% 8z v LLZE SMTP i i 75 3147
R Bl

# telnet
IP address of Email Security Appliance port

220 hostname
ESMTP

ERENmEREXFEEnEN i



ERENTREXL IR EN |
B ek AR e

200 You've connected from the hostname: hostname
, IP address of: IP-address of connecting machine
, matched the group: ALLOWED LIST, 10.1.1.1 the SenderBase Organization: OrgID

Tﬁgﬁi /E)(Zv'i'fEFAQH-TrH EHM’-'FUH. klﬂﬁ

ERAN T ARG A LT RE I C B A T2 SR N AR 3L SR

Table 6: 2 ST 2 FF B F0UE S & 18 A LB FN BT SR MG

X & A 308 BRAR B B T R
ALLOWED_LIST | s (E 0 R 1 AVRINE] Allowed _list % ff |STRUSTED

AN, FEHE STRUSTED HB{iisens, LAE
K BRI R AT N3 g AT %
BRI, Jf Hok B IRk A A BN RS
27 % A 5 B 0 B AR A A T A A

BLOCKED_LIST Blocked_list &1 A1 i & A (il | SBLOCKED
I AE $SBLOCKED M3t S s Hh 15 i (1) 2
O o B RAT AR IR 258 A SMTP
HELO #ir4 i [7] 5XX SMTP M 3 S 4 4
XS LT .

SUSPECTLIST Suspectlist &4 A2 AL 2 ] PR sk p 4% | STHROTTLED
MR 2 (1 IR R s o i R A n]
BE, ] LUK LS N2 Suspectlist &4 A 41,
SLHR IR IR A A SR s 4

o U PR 2% BRI REAS 2 U 1 s K 4L
R = LSRN NG (&= S N
IS A A /N R B M R L 32 1A e K

* KRR EHLARE N B K N
BRI 20 NMCEN . R, b
BB AT s KBRS ARtz 40
TR, T DA iy RN B N

o WA PN 2085 H S B e R A4 5 | B2 RN g
INEEERE S AT (RO RS
JA X L) fE

* BRI A SenderBase {75 2 Ik 55 LI HX
A RRAENPITELNE B
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TmExku A anmeren

MEX £ ANA i3t AR ERIABC & AR SR I
UNKNOWNLIST IR ] T R A Nk | SACCEPTED

B, I Unknownlist &4 N\ 40 v] Re k5 A H .
AL 2L () IS A3 S s i B A 2 p e i b )
P NFESZ, AR RO A (iR ik
ARG P g 1R 1P 55k
S5 HBIN. 4 T 3R I DG RAT NFIHIEEE 9 25 1)
TEAME . Ibak, e Tk RN
R, I HRHBOIME. AR
SUETEAE R, WS R OGP
{FE MRS T I TELE B, 15 WP 5%k
%o

ALL & T HA T KA NI R AT A4 . 45 | SACCEPTED
RUEAE L, 2B BOA HAT 4 H, on page
2,

NERAN T ARG L AT RE I TC L A T SR A N RIS A 370 SR

Table 7: & A {072 FF B9 TR RE S & 8 A LB R B A4 7 S M

TN % ALE 8 B AR B AR T R R
RELAYLIST AS R VR R IR AR NE] | SRELAYED

Relaylist & F A4l A& SRELAYED i {F
TSR, LUK AV R IR AR N s
B AR, I Hok HIX e A )
P AN S B3 A s 8 B AR A T
Hio

Note RELAYLIST &fF N ALHELEIETT
“RYWEINF” (System Setup
Wizard) I Fo V6 R BT () R 4

ALL & HAR T KA N ERINE AT AL, 47 | SBLOCKED
KIEAME S, 1EZS BN HAT 45 H, on page
2,

\}

Note 7 {4 AN LU s 11 IB A R 0 45 10247 “ REEWEE 7S (System Setup Wizard) i, RZE 442
N B — MR . B AN ASMIT R, S —ANE T T R R S R
4] SRELAYED B4 e o S+ AT IS LA _E UK W 3 1 (1 BB G5, RELAYLIST A& {4 A
21 F1 SRELAYED WIS {3 Sl H 2% Won7E & T R2 e .
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LItER 77 AR R B — 1 & 5 A A RIEME

i “ B 55m% 7 (Mail Policies)> “HAT iR ” (HAT Overview) £ “ HIF{2:37 5% 7 (Mail Flow Policy)
UG BT R AL B F A N RS (0 7 e sk G s ot 4 R DI i A2 N AL RIS AP 7 S s ]
SCELE E 11

X EM
o QU RAT N TR AF AL 3 on page 12
o R RAT NI IR BAT KA A4, on page 13
 FUHTHRZDN AR NIERE I AT B RIS, on page 13
* R RN, on page 14
o AT TSI SR 18 SCHBA A A N IR D7 ) KU, on page 7
o 38 SCHBF3 S (PR IA A, on page 19

B3 & 1 N\ LB TRk 12

Procedure

Qe

Sk Sk Sk SFOSE SR SR
SN N N N N O
-~ OO 1T BEW N =

S EIhR S RE (Mail Policies) > HAT #i& (HAT Overview) G
£ “ir R (Listeners) F-B FP 3 B3 2 48 1) i B2 2
MR &4 A4E (Add Sender Group).
SN KA NI AR
PR ILTBCE AT A N H R (T o

CATIE) S ANTERE, A et R A N2 S IE v B 1A R
MR 2 A N ZEL I FH 210 6 I 37t s
Note i JLAAN Kt 2L 1Y FH 21 e & N AL IR IS A S (ol e A ISR SRS A2 0D 5 DU P Bk

NI “Hks: (JETRME) 7 (CONTINUE [no policy]) B4 SR
S (Wik) HEFFE—A DNS FIIF&K,
W9 () WHRIP(E A WA RS BN XL “J5” (None)¥87w, F FLHH RR 5L,
FIE10  (Ak) A4 DNS 1%,
LB (k) FE N DNS KUk E .
FRVEANME R, 5SRO AZI0AE 19 & A N S it 58 ™ 4% 14 BR 1l ¥ &, on page 28

FB12  HIHEAS (Submit) LUAIEE KA1 A4
B3 AR R 4L
FIB14 SdnRmAHEA (Add Sender) ¥ & A N IR R AN

JRY TR Y ]

Y Y ]

B ERENERENRIFEENEN



| ERENTEREN RIFEENEN
wruAFmangzeid ]

o RMMEHA P HbYE, S IP s (IP Addresses), #s00 IPv4 Hidik. 1Pve Mulikek B4, K5

RAEN AT LLASE— R4 1P Mt A4 M4
s RIMEHAKBEERMX . EFMIBAE (Geolocation), EFEFE /MK, SR JGHEATE .

PSRN

What to do next
HERED
o GBIV RE R I TP 5 2 ko) B

BEHENRMBEIAE 24 AH

Procedure

W IR TP B4 Py 5 e B SO v, sy OB AN4L” (Add to Sender Group) #E% .
WIB 2 WO E MR LI HI R IR R A N4 .
IE 3 FEATIFAIAE

Note (LS nF A NALN, GUIFPSHI AN LB, 0, FEaAAE “OnEIR A A4 (Add
to Sender Group) UL [fl ¥R K example.net, MJZS¥S I example.net Fl .example.neto 2/
2% B HIR example.net I BIAEAT EHLERF A MBI RN . ASHEMER, ESHAK
N8, on page 3.

WERZIR IR AAE NI — DA KA NS CAFAE TR AN P IR NI R T,
NRUSINEE RN, FF LR A 2R IARS .

LB 4 LHRTE (Save) I IR AR N IR FIE] AL NHBLFMEE 7 (Incoming Mail Overview) UL [H]

What to do next
HXER

o GG I ML i A ST R S AR B R IS
o DR TR EE AP 9 O A= i 57 R S

EFHEY T NER BT AT B9 Fr

RS A RAF N AN BIGIT AR, WR] RERT 2 4% A AL

| ERENmEREXFEEnEN i
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ERENTREXL IR EN |
| EEETLN

FEAS SRR RE T I B LA 2 A BB R HAT . A RS ) 53 8 B HLIL L, MRS or
BIRHZE AT HR AT

Procedure

FE1 S FIERESEE (Mail Policies) > HAT #i& (HAT Overview) G{ifi .
LER2 fF “PIVrFEF” (Listeners) B A1k B gm0 VT R .

FIE3 pitidmiEIRAF (Edit Order).

P A BN NG T HAT Y .

SRR FFER A . RELAYLIST (fPRApEREFR S ) , HikiE ALLOWED_LIST.
BLOCKED LIST. SUSPECTLIST Fl UNKNOWNLIST.

TS FAIFHINE L

BREZHEA

LGB IEAE “HAT Mg ” (HAT Overview) SURITRASEK “ Ak E N7 7 BOh g A SCASR Bl K A F
No BIANZR TSR, R sidi “Ak” (Find).

{52 F HR 5 37 SR B RE S A% N BB 1R AR

FE B IS0 R s 2 B 5 18 LA WA 3 S5«

o “AFHIERIAE” (Use Default) HLIEF AL T REHOIRA RS, SRS FIBRNERNG “I B o B EEIA
H, VHMER “TF” (On) Sk f 6 2w nl vy i (F(ESE T 58 2 CUJ A Z DD R s B . 228
SCERIME, 120 e B AF SR 1 BRIAE, on page 19

s FESHW R TROERBCE . (Flan, H SRR SEE Pl B 2k CECE LDAP #Z A, )

Procedure

FIE1 KRR T HIEI AR5 B (Mail Policies) > HiR4-57 55 #& (Mail Flow Policies) B .
PR 2 fiRINEKREE (Add Policy).
FIE3 AN TR E R

Table 8: BB SR BE S48

2% 5L AA

JEZES

T IN LGN AT R A2 (K B R PE IR B/ NI ER KB AE R/ A 1 KB

B ERENERENRIFEENEN
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Eameranexeamean ]

S8 15 BA

K H AN TP 8RR | SRV —A TP B kb 3% 35 B e AT W P2 e 1) e K I A H

IR R

REANTER BB | AN 4 ) DA e AW R e IS R B8 1) e K I 4

£

BEBFHBF AT | R I SN 32 A S PR i K A

NH

SMTP i

H & CSMTP BIEAR | 24 5 ST A e iSRRI, 3R [BIH) SMTP A4 .

figh

FI5E SCSMTP R SC | 24 5 BT RE iy i ST RN, 3R [T SMTP R SCAS o

* Note wLA7ESLF BN — LA, 7 RPEAME R, 1S HAT & 151k,

on page 8.

€ X SMTP fHifs | b it fe P dE e i, &[0l SMTP XA .

s AR

HE SCSMTP FEZ4H | 24 AW R PP AR 4 S, 3z [ml ) SMTP B SCAS

i SCAS

& g SMTP Al EAL | BRI OL T, 2 g e EHLE 7 SMTP B, #E 1 F SCR A 1 5 o R 1

%, (R GBI 3 HL4 (B, 220- hostname ESMTP) o AJ LEFi il 76 it Ak
B ANTAL ENLA R de SR TR o BEAh, T LR LA 7B B 2 LLIEBEANFE AR
[ AR TAZE Y| 2

EHLAYEZR PRI

BRI R KR N | BE AT R P /N IR A AR LR R B R AN B R G 2 R BRI B A
FAFN TP HEhE A AN BT RE PP 23 ER R B A IR B s (H
&, T DO R AR AR A o B AT I, RIS R 1P Mk Ok
RN FEFBN Z AT R F I, SEAT A R R BRI
Note mJLI7EMTFB AN —S 5. AOCHEAEE, 16 S MHAT L8R,

on page 8.

BN R N | 24 AU D AT RE P 5 SRR B K N K, 3R (8] SMTPAGHH .

IRV

I BRI S K | 4 LRI o BEATTWT R e s SOOI S KM N0, 3R (7] £ SMTP Al

NE A A

VAL YN: DS

ERENmEREXFEEnEN i



B smmarme e memn

ERENEREN R EEHEN |

L RA

AN GIRIEEbEON
e N

FEFRE KIN BEA S BEATTWTRE 7 R WS 5 A A ik A ME 5 85 S AF A 21
KBNS RS RIREE AN REMITVTRE P SR ES F O
BB (S, B P O R P R S T S AT I, AT
AT RE P HCRIK R WA Nk A I, A AT e A R
i

RS IBOAT RN, B2 RN, I3 fi e o — A e KM
NEL

T “BRINHBLFIR S0 7 (Default Mail Flow Policy) B & # 1 fie KA AEL,
DA BRI L Eh A IS0 SRS A5 FH (R B (R TR R o IS ) D) B S Pl LA 8K
INREEIRLSRENG ” (Default Mail Flow Policy) 385 .

FER A N GHE AR PR | 2405 b oAy b it 8 S SCRRD I i) ) B ) e R MAL A N0, 3R B F) SMTP

RS R b5

FEIE A AT AR BRI | 2405 3 A AR I Ay AT T 2 s SCRY I 1) 1) 88 £ e SO NS, iz [l

R SCA SMTP h5ifi SCA

il 5k R A BN E SCHH R BRI BRI Le (5 B R AN, IR S E B RPN
HLIEZIRR . ARTEAME R, TS0 O A NIERFNAE T A A Nkl 51) 2, on
page 21,

e

f# H] SenderBase #%
il

BT RE R R TP AR 2 IS5 1K “ 2y .

1% 1P ik (R ARACLYE
Grfl: (AL
0-32)

FITARE TP il R R e AR IR BRI ad %, RN £ K2 CIDR Herb A5 FRLT
WAL (0 EHL VT ) (HAT) A H o 8 MR a L (A0 3 32) LU
ARG O AHAL TP kAT 70 AR BRI A, RN ATS R i G A B BEA TP b
W44 ST e . BSR4 “fif ] SenderBase” (Use SenderBase). 7%
HAT HEAAHAHEAE S, 16 S WBCE S AL L D RE

BRI ER TG (DHAP)

H SR AR SRR . | AW R /8 B B A T2 R LB P e K TRt N B L 4l 2718 RAT

RN RO TEROI | 48 F1 SMTP Call-Ahead JIR 45 #5148 S 50 5 7E SMTP 2345 i 4 sl £ T AERA

PN B HRIR A JCRE LDAP WA AR S B 25 A I 85 R (FE DGRt F 7
] LDAP #2523 b e X)) o %4 LDAP 52 & i % DHAP [ 3E411(E
B, S ALEE LDAP 2.

H RSl | Sk 2RO N IR, WIBE N O & G S AL IE .

WIRAE SMTP £33

iA %] DHAP HI1H,

lIpiEaseEsN
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| ERENTEREN RIFEENEN

Eameranexeamean ]

S 5% BB

B /NI TR TE 0 | 48 52 AE TR R A FH AOARAS . BRIARAE S 550,

N B AR

BRI B R TN | Fi 7 T T IGR (RE BRI SOA . BRASCA ) “ TR Nk £ (Too many invalid
N B SOA recipients).

W RAE SMTP 251 T | i3 FiZ 30 n] £E SMTP 235 ik 2l DHAP BI{E I 50144

%% DHAP B4t

W2

/NI TR R TEA0 | 4852 BT SMTP 2315 1 1 DHAP T 5030 2 i 248 F 104860 . BRARAS A
N E AR 550,

Bp /NI R B R TR | 3852 FH T SMTP 231 7 (1) DHAP T Ji035 3 32 I 54 i 1 S0 Ak o
LI G SN

Br R B4 A3

FEaa L AR EE ] 2E SR RE 7 i s SR 4 6

R

B3 25413 LE BRIV RE 5 v ) FH B9 R4 6

EHEANEEERIE

KA NSRS ZIAE | i R A NI Z 50 AE

IZEFM S M IEIE

TLS LEBEWIVTRE T SMTP il h 4. 1 3k sl Bk AL 40 2 %2 45 (TLS).

URIERE “¥IE” (Preferred), I DA IR Mk A1) A A 52 AH SCIEOR £ 1
Bik, - WSRO 4 S s AT S Wik (45 e A 25U T TLS
51253 P K et Ik VE R 5 B R N 2l AN TLS i A%
MR, WP AR g e, IF HR A A2 ] TLS Hils

WRE PRI BA R, “WAER e (Verify Client Certificate) T4 1
SR A 0 5 55 P A S P R R ST TLS 4% . Rk “ 1k TLS” (TLS
Preferred) 1 B EPEULIET, M P BATUETR I, WEEER AT SuiFE TLS 3%
e ABLER P HAMUEB IO, Khdaidde. X1 “F5% TLS” (TLS
Required) W&, EFRIIEIURZER A B G 80E1, WL DA fe fuirid
P

A KR R AE R
page 21,

A7 2 P il T TLS SRR MR 15 S B B PF I SGE 7 TLS 34k

TS e NER AL Y A F AR B2, on

ERENmEREXFEEnEN i
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B smmarme e memn

ERENEREN R EEHEN |

L RA

SMTP & 3 541F

MIZEFE FHLERE B R SAVF. 281 E 755 SMTP B4 5 iE. /F “LDAP
i —EPEN T SMTP S48 KAIE

% TLS A1 SMTP

% TLS LIS SMTP 5 (50l

B 56 F [7) 15 8 -
W A/DKIM 2544 | GF e Art W 2 e ;3 e A 8l DKIM 2544 ({X R ACCEPT 1 RELAY) .
DKIM % J& F DKIM 364E .

SIMIME g% #n&E

S/MIME fi# % /5641F

* J5 ] SIMIME {45 5i4641F
o BEPEAE SIMIME B UE J5 2 PR B i 2 MIBR AR A i3 25 44 . 1 = ik
LEMTIEAT, AOR B BIBR PN 25 44

SIMIME A4A#8 &

S/MIME A3 4E

Ja B SIMIME A A4,

FERUE RGN R AR
1

W ARAR NSRS IR I, WL SR AR A

A7 il EOBTIUESS

R TR TR I AP

SPF/SI DF 3&3iE

Jii FH SPF/SIDF %:iiF

St AT AL )8 B SPE/SIDF 2544 . A5 R FE4IE B, 555 M- 5640F .

¢ 'E SPE/SIDF — (k2 5. W LLikF%E SPE. SIDF 85X SIDF 3f4¥. 4 Cit4i{E
B iES MRS IE .

AR T
“Resent-Sender:” I,
“Resent-From:” ,
MIEZ% PRA BiiF 45
R

AR kSR SIDF Je s —Z g, TEHCE Y AF7E “Resent-Sender:” BX
“Resent-From:” {53k}, 2EEE PRA S3IF @ ot &5 S 590 K
“T5” (None)o A T4, nf LLIEFEILEIT.

HELO MR,

OB 2 52 HELO SH AT CRy bk I -1 SPF Al SIDF e — 2k
HHD .

DMARC I&iE

& I DMARC K3iF

XA T RE 7 3 H DMARC 3604iE . A7 %R B, 15 S % DMARC %6ilF

1 F§ DMARC #&41Ffic
B

EPEEXS SE T B2 P8 1Y) DMARC 56 UEAC & S .

B ERENERENRIFEENEN
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| ERENTEREN RIFEENEN
exitrzmnzivg [

S 15 AR
DMARC R | 5 &% DMA RC L2 R 5 I Th g .
7% DMARC V2 i & I EEgn 5 S, 121 DMARC 2R o

Note DMARC FiVE 2R SR w5 B AE 7755 DMARC brifEo T fiff DI Le il 14
25t DKIM 2544, sl Uk Aiiid 2411 SPF id % .

FFricRYRE
e TehR il R M, | A4 TR FIRHIERRICTIRE (FF “PCEH A LSl ae” — = h 3T 1797
(SR 40 W OGO, B oA iC iR R ] JC 8O FHE 28R [ 5

H e Ak, BT “IBFEGHIE” (Bounce Verification) ¥ E . 41 FIL ¢
B TCARIC IR [P AT R, DR DG 2 82 52 38 [T o

S % A DNSHiE

W2 RS E R AE N, on page 24,

RS

COENIPIE R R A NSRS b o IUREAT — DMISNER, (UL R] AL B S s KA
ME. ARUEAREE, SR NBIEF]SME, on page 26,

Note 1SR 7E HAT rp 42 e it Fl 17 S B SRS APFA H B o e DS I S 52 MBI 2 s e AT T
A BEAT S B M S48 BB o A . A RAE RS M 5 A 5 r S M4 il B 2 4
fili, WUV BT TARBAS I TS 2 EAT 434

TR A FAIIINE L

E X HME T R EE R EOAME

Procedure

FIE 1 RGN GHREEE RS (Mail Policies) > BRE RSB (Mail Flow Policies).
HIR2 7E “PiNr R (Listeners) 7B HH %6 8 2 4 B (K TV P o
P$IE3 N ACE IR NS N 7 I ERIA SRR S 4 (Default Policy Parameters) 4z,
IR 4 5 SCTYTRE T8 IR A7 A0 SR e 1 BR A
ARETERTEAE S, 5 S Pl HI BB SFms g AL AN BRI, on page 14.

FIRS FAIFINE L

| ERENmEREXFEEnEN i
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ERENBEREX R EENEN |
B srznnazms

ERENRERER

A LCRE FALDT i) 2R FP A A IO T AT AR S R RIS, i HL AT LUK SO rp A A 1) RN LT 1) 45 5 A 2
T RE P IOMEAE R G, T2 o BT AT BT ERLUT R AR
AXERM

o Fg WG )R ACE T H BN SCAF, on page 20
o MAMI SO N EHLG M) 2R BL E, on page 20

1 E 7 ) FRECE S H E SR

Procedure

FIE1 SfH] MRS 7 (Mail Policies) > “HAT HEi&” (HAT Overview) B[ .
P2 /£ “MIFFE” (Listener) ¢ P ik £ 4w 4R AT R Y

$IE3 TS H HAT (Export HAT).

P4 N FHN HAT FaNSCHEA o IX 2R IR DG IRTC B H s b G i SO A R
WIS FEATIEMIA L L.

MIPNERSL SN EN I B RECE
5N HAT I, M CUHT HAT R G 94T HAT 4 H .

Procedure

FIE1 SfF] “HPESEIS” (Mail Policies) > “HAT HEi&” (HAT Overview) B[ .
FIR2 7F “PUNTFETE” (Listener) S0 1% 458 4 5 (K 0T T R 55
$IE3 LS HAT (Import HAT).
LI 4 NIRRT

Note G A RS b Z5E WA 194 SC PR T L H S

PS5 SRR (Submit). RGUK B RGN E, ZURMIAZ BRI T HAT 4 H
$I6 i SN (Import).
TR HIAEIE
ATRATESCHE I “FRE” o LU “#7 PRTFSRIAT SRR 44 AsyncOS 20 . 4

# File exported by the GUI at 20060530T215438
SBLOCKED

B ERENERENRIFEENEN
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PIN P O T |

REJECT {}
[ ... 1]

A e N E B A& 1 A AE S 5%

Ik A2 SR s T LA — A MBS T — 205 s A A N IR e, 49 3k 2 B 451 b
5 TLS Hfz. Huhb#) R o] IS IR bE . Sk, 3820 5R0 1P stk v LAAE ] GUI A 1) BB 1 SR R
(Mail Policies) > Hitit 515z (Address Lists) JU[fiEL CLI H'[#) addresslistcontig T 2 B HLEEFER

“HihEFIF” (Address Lists) GTIRIZs W M9 5C o B A7 kb 5102, DA RS T bk 27 3 O AT AR I 1
TN o

Procedure

FIE 1 R UGE IR (Mail Policies) > it 513 (AddressLists).

PR 2 pidiiRniteit 53k (Add AddressList).

S 3 FAHES R A FR

HEA AN HIES R AU .

SUE (3 BRI R PIFE h FH SERE MO, 75k P PR 5= OB etk (Full Email Addlresses
only).

PIR6 VEFELL FIEIZ RO 21 &

o QR ER AR b2 S b A SE AL, 1 IR PR R TEEE A B4 b hik (Full Email Addresses
only).

o W BRI kA R AT S, 1E X PRI (Domains only).
o WRERR RS R AT 1P Hudik, T ERRXBR | Ptk (1P Addressesonly).

ST FNEARE R, AT DU DU A%
* %%E@Hﬂgﬁ:i@,iﬁ user@example.com
° K%%{Hﬂgﬁ‘iﬂiﬁ user@

Note {1 SLIkPE TN fo 1% SERE AR 141 (Allow only full Email Addresses), IS REAE AN 56 %
(I E SELRE

o FCMREHBE (6 TP Hihk: er1.2.3.4)
s ST eexample. con
* RoeBH A e example. con
TVER, SR 1P Hhhb 20 LT e Tk
DU 53R 2 AN Wb o i Rl BB AT 20 B bk, AsyncOS 4 F BB 4 H i k38 5 4 B 41 4 .

<~

| ERENmEREXFEEnEN i



FERENSAREX RIFEENEN |
. SenderBase 1% & FNHR {437 Sk BG

TR 8 FAIF N E L

\rL | == =] : Vo sl
SenderBase 157 & FAHR 147 ok B
H T 532 5 WA 9 G PR B IR N P A SR CnT e 1 AN Bl BRI, i R 2 Al LA
T
432 (Classification) -> % 14 A 2H (Sender Group) -> B3 437 5 B& (M ail Flow Policy) -> iR % R #l| (Rate
Limiting)
VRS R, WS N ITA . R 1P Hidik e X A A4, on page 4.

“ONT WY B R E AL TP MR N SMTP 231 (ZE ASEOIr R 7 rh 30 73 870 A A4
e AT N ORIBIR B SR W] B O IR BRI S8, G BRI & BRAIRE A 2 15 10 e
PNIEES (6N L IEE NSNS DA 6= NI TIN5 PNV I W Vs g e SR [ K - o e el 5
. )

I AEICRRE SRR AR N AR5 R A N P B RS AR AR BOICE  o SRAE ) I T A ]
KE BB NI W28 BT B A IR B N B BRI T LA

VLB TR A AR — 22 B S DL
© WERIPRMI M T B AT, W IP 5250k 55 25 A Bleke KB bk e gy D S/ (B
XA AR N PR (R o 5 e SR B CEH AT 1724 1F) CIDR 3, (HA U2 Wit

FEAT
* WARAEH] T HAT AL DR AERXAMEOLT, JERE Y ] by SR SCI ) B 207 B 2 4ok K2 ik
Broy BRI

WA, WSHCS R AR (Mail Flow Policy) -> X BRI (Rate Limiting) i BAH . XA T
“IILS/AL L CIDR AGVE (Al 20 R NI TP kb)) Ay “fid” FB.

ERNTE DL, TP A5 MR 55 A TP C B SRS T A LW e e SR - e 1% 0T R e ) 48T

HXER
* HAT 2807 fig, on page 22
HAT 53\ T e

M AsyncOS 3.8.3 il JT#4h, W LURSE 1P Huhib BRER A% A HEAE I PREIFE S, W 7E K CIDR S 4
PRAGTUT R (M) ML VT MR (HAT) R NS H . B, A N EEAR#E 0L “10.1.1.0/24”
VGRS, TSR] i B 2 A sk A s e, mAS o T A I R B A KT B s .

B ERENERENRIFEENEN
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nrez [l

\)

Note > 7 {fi B B {07 ¥ HAT SEMGHEIR AR, ASBELE HAT MW EFE LI S “H )/ SenderBase” (i
Xﬂ'T CLI, E listenerconfig -> setup éﬁé\EPXﬂLT}E.’FH SenderBase {%E\HISJ(%E,‘J u_Fl‘Eﬂﬁ%EIE]%: no:
“Would you like to enable Reputation Filters and IP Profiling support?” ) . X/, HAT H A7 4
i6E 5 )i ] SenderBase IP it & 3 748 HAHHEF 11

EVFZAEOU N, ML IhRER) 2 e SO (|, R TP #hhikal, @il “10.1.1.0/247 5%
“10.1.0.0/16” >, [ Ko B30 S s B 3 7 B b 2 R T35 /N () TP bk
HAT B LA EIhREXS N T R G 1 LA R 414
* HAT AC# , on page 23
* {347 HAT SRBSILIN , on page 23
o FENFE IR, on page 23

HAT BC &

HAT FCE A ATy KA N7 s o At NG B SCRAE ) TP Hdikfifa) 4327
GBCETE RN o WS SR W TC o SCAnAe] # 1>k H i 1P Hudik ) SMTP 231 7R3 FH b Dh g
N, TP HudiE R Ll “23284E CIDR Bt (4l 10.1.1.0/24) KAt N4,  [RINHA A spd i =41 (/32) 3F
IT¥st. AT LA “signficant bits” S5 MG 1 B SEIL H K

BT HAT SRBSIE IR
HAT 258 J1] T signficant_bits g B IEI . 1ZDhfE o7t GUI I “HELFSENE 7 (Mail Policies) > “ 1§
PR (Mail Flow Policies) T

¥ SenderBase JH T B AR LI E K “IE1” (OFF) ok H AR R Tl O Ny, « B
TR Y T R A TP Huhik, 9 H™= 4211 CIDR A0 i A/E 4 I LLVC AL ZE HAT A5 LR R AN
Mo TERIEFAF R, CIDR B ag (AR A M A7 208 “iE =" o Pk, ACIP Hbdik 1.2.3.4 g7
HERTT HARYE significant_bits e 1% & 4 24 1) SRISBEATULACIN , ZE /) CIDR ekl 1.2.3.0/24. B
SaE A IhRE, HAT KA A4 H (Blhn, 10.1.1.0/24) o] LLEA 520 B 4% 40 1) Sms v (1)
BRTESH (LEASRGI y 32) AN[R] R 19 48 B A B (24).

H K 1istenerconfig MR MITEAMGE R, WEZIWEMH T Cisco Secure Email Gateway[t] AsyncOS [f] CLI
ZZFE M .
ENIEHIEEA

A7 AE A R IO B AL I, R P A R ARy I T AT e o 0T D0 K AN 1) TP Mk B o2 1
PEHER RS, KPR E O ST (B, & 15 8 AR 60 7380 AT LA R4
PEA I KB AN CVEE BB R RS RE .

METTERIAME N 3600 2 (1 /NE) o mrRAFRE A I, MREE 1 080 (60 #2) FKE 4 /)
(14,400 Fb) 7],

i GUI A4 i B A CHOCHEAE R, S R B R P 2R i E) .

| ERENmEREXFEEnEN i
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ERENHEREL R EENEN |
| TN

BN PAAE CLI H# ] 1istenerconfig -> setup M- W EMIEIL AN . K 1istenercontig fird )
FEANME B, 123G T Cisco Secure Email Gateway ) AsyncOS ] CLI % §5F4 .

EER A

WH, BB RS ZE IRk B IEBEL 1P #hhilJo 2 B DNS BT 4 N . DNS 5 UE S 1]
PASRICA % A N AT SE(E O FAH Y AL PRI A . SMTP 2318 BT i A NBGUE. CIRAE A AE N TP Mkl
(¥ DNS 2R HIERG YE ) 3 m 35 Byl D AL 57 00 5% S P4 T Ak B P 7 R S - o

K ARGRAERNT NI BB EF . MR, AsyncOS $#RBUA M NIIEBCE,  DAERE M1
WA ST AR BESR B R 2RI A A A NI 94, PR R SGHE B A £E SMTP 2315 2 Hir H 3 FH
1R FRZRAE R A A NBIHEPE, SRR 2R A A

B NI DDA AD 2 DA L0
C EEREEHIMOWIE. XA SMTP &F 2 ik, XM, WS R AKRIE: 1Hl onpage
24,

c EHEZGANEES B, XA SMTP SiEF R A . GRFEANGEE, 1ESHEENKIE:
HERAEN, on page 25,

HXER
o RAFENEAE: 341, on page 24
o KA NIHIE: A5 B R AT N, on page 25
o SR AT NI UE - 57, on page 27
o ek BARGIUE R R A N B IR AINR ¥ &, on page 30
o RAFNEAEA H &0 5%, on page 31

&ZUENGE: £

KA NI RE R 2 Fp I PRI R 2250 UE . 9141, DNS RSSE T e “ CLOCH]” BARmIN,  BH B fEAE .
FAF NI A= HL DNS B AIE e B SLVFAE SMTP 23 1 Z A R AE K A AT NI T 202, IR AN ISR
RIGIER AT N SGAES TP RAT N

HIB A2 199 O 22l 3k A% A HIB A4 1) DNIS 36 UF 382 EHLAI AR IEIR . IRIGUFAE SMTP 2316 Z i AT RE0H
AT AUTE DNS Ak, SRECFIEGIEZEFE 0L IP Huhik CRIR) AU %k . XCE DNS B4k S %t
ER FHLIG 1P Hobik ) /< 1) DNS (PTR) &4k, ZJ5/2% PTR k45 R 1E M DNS (A) &k, AR5,
AL DR DR A £ A B 4R 5 S 75 15 PTR A4k 45 R ULHC . 4n S PTR 8L A A4k 2RI, B3 &5 AL AL,
MR GAAE T 1P bl RIULAC HAT T4 H, IF BRI AR KRG RAE
KGR 1) R A N5 R LU 250

* BTN PTR L3 AE DNS HHAFALE.

o EF TN PTR id s A4k (i T I DNS R i R0

o BTN A DNS 25 (PTR) AVCHELIE [7] DNS £ (A).
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g Amir: sses [

R RAE N “ZE4FHL DNS $4E” (Connecting Host DNS Verification) B, A LIHRZLL U)K
PENTREAT A GEZ TR SUSPECTLIST A AF AN AL B K B AR 5E K & AT NP HE 1, on page
28) &

A DAAEATAA] A NZH B Ak NV B T 3 ] EHLDNS Bl s (HJ2, 53043 1) & A N7 0 = WL DNS
KUE B IR R S4TSR LI UE RN o X BERE B A5 35 SR A LA AN T i
R, AN AE T4 4 sl BRI A A N R AT N AL Jia I e . i, 7E ALLOWED_LIST &A%
N 5 FH EAL DNS Bk kG ok F R 3R 1) R A N I 3815 5Kk § ALLOWED_LIST 1 af
15 BATE N IBAAR R R AR B CRLFRGETT s b S B/ B F A A o A8 SR, ELAR IR T IS A 5
W TBCED) o

REANBIE: FHEHA

W E R NKAE, f5E R AR S DNSIUE. (3 R AE NIJE & nl b 2 fEf5 3t
RAFNIZ ) DNS A A B MX 5% ? ) Wi 24075 DNS A A HR IS 8 216 65 R 445, a0
FR I B DNS I 5w b, WIJCIEAENTIR. 55— 51, W2 A vz [P ) “ IAAEE” IR
A, WAL, HIGIEAE SMTP 2GR A 42, 1 EAL DNS BAF/ES TG a2 ik 4 - BiEH T
¥ SMTP w45 %1 IP Hiuhik.

FEINVEAN © AsyncOS X & {4 Ak I3k AT MX ek A ). 285, AsyncOS HR P MX ic 55 2 i) (1) 45
FHAT A CFK AW . WIE DNS RS 2R F] “NXDOMAIN”  (HIREE ) , AsyncOS 24 i% 15
MAAAELE . XK R T “ HIAEEREE RN 260, NXDOMAIN 1] G 2R R4 PR IR 55 4
WA A MRS AT AT SR A PRI 55 45 o

)

Note 41 5L DNS Wi/ %) “ NOERROR” MR AE NEE 2346 45 9% 45 MX 0 5% 1138,

{E7%, W DNS R4 %8IRF] “SERVFAIL” , NWIFLFSE, “HSTG N ifE s 244 N” . SERVFAIL
EWEAAAE, {H DNS 76 B W0 s 7 T A7 A IR I ) 8
17 S R A 326 3 sl R A ) He A AL R A N AR 2 & MAILFROM {5 B (ZE(S E R A
DIE K [ 8252 ()R G50 0E 10 A NS4S B AR T . X n] g2 SN 8, A K% 3 MAIL FROM
Huhik B PR AE G & 3% . A S 3 R A N BRAIE, P I EE R G B 45 MAIL FROM #4204 I
fifi (HA 2D IR
of TN MBI e ms, LA

* A HAEE R AR N DNS 5.

o gk A IEG IS B R A AFLAE [ 52 X SMTP ACH R & . 40 555 14535 & 44 A\ DNS 464iF,

DA SN TE A R4 st R A N 2 9l BELLE

o NICIERERTIOAE B R A NSRRI B e Y .

* JJ DNS FALELE I 3R A NIR$EAE e SCmipy .
T LU A N IGE 9] AR A7 A B Ao i R4 4 FLIR 2R IR ak B bk (31 6 G20 Ak N 360 iF 451
A%, on page 26) o A LIRS FAE B A A NEAE A H & NSRBI Ah . Kk, B, EAE RS
BR A NI I TR 4075 B A8 2R Hh R 58 R R b B . 8 T LLGR & ek B N SRS sl
TRI IR EE, BRI Sl AN 2 BEA T I AE /2 ko
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B =55, =iimmies R Em MAILFROM

AR A B AR B GRS UE I A N, AF 2 2 nT i DA 3 6 Ji DRI A SR 32 ok 1 R 2 36 11 A4
NI i, IHAERE GYAR IR nT LUl ik DNS 4750 UE - 151 DNS HR4s-#5 i) @ n] i
SBH X A A NBEAT HIE

SR FCR ARG IR A N IBARI, 75 SMTP 23 13 3 IR A K A4 36 10E 481 /1 2 R0 s 44
Fems A B R A N DNS B0 F B S B R A A28 illn, mT DAFESZ R BRI >R [ B 175 DNS A7
FETTAIUE AL M o $E32iZ MG, A AT AT A 2 SCHY SMTP AU AT YA 45 MATIL FROM
F A IEM I HEAE . X AE SMTP 231l SR & 4 .

ﬂu@ﬂ GUI Eﬁ CLI (listenerconfig -> edit -> hostaccess -> < policy > ) Eﬂﬂﬁﬁ:{;ﬁﬁ%%bﬁﬁ
RO ATAT BRI SN S5 P AE 2 A N DNS BoiiE CRLASB A4 .

HXERR
o Ao BRI A IE#I Y MAIL FROM, on page 26
* 52 X SMTP AR5 A1 A, on page 26
o RAENIAE: 53 KM, on page 25

ER4im . ECIABFNIE R A IERAEY MAIL FROM

U S E PR B R A NS0 UE BT RSP 1Y) SMTP b Al B i sl b A8 b R VFs 0tk 210 e MY
R AR — T 1) SMTP Ml AR AT I TG 73D 5 W2 A0 R > R BR AL BB AN AT

XD REM B

B E X SMTP X A5F0 0
AT LA S B R AR NS A IES IR . 7E DNS FAFAE FI5E B R4 N BL TGl 1L DNS A i figfr
(DNS k%545 nlRE O oSS A5 B A NFa e SMTP A AT 1 s 24 .
1F SMTP M . 7 A] DAL B — AR 1R sEnvelopeSender, fE&IX HEXWMNE, 1ZAZEY BN EE KM
NIHE
JUE I AL S5 KAN], EWATREE PRI . BB RS, CORSFIN
Jn] Be Ay SRR AR BRI SXX SE Bk 4XX 805 .

ALY N3RS

RAF NG SN AE SMTP 218 1)K [ 2l 70 VF sl i 48 sk s s ik i 71 3 o 3 mT DA 4 4
(IR R FTIE R SMTP ACRSAIFHLEm N o REANHBAER I RER — SR A NRAEBISNE, Jf HESIR
F S AW S o

A NIRAEB S T LA 11 H A5 240 T S 10 B S DAy a5 2 A% oAl A B s M o 5, 4%
fﬁEﬁ% E/‘J MAIL FROM pres@whitehouse.gov ﬂ L)E?’iﬁ-)\%lﬂﬁﬂﬁl‘%@*ﬂ Hj ’ J‘T‘H_ ﬁ iﬂ%&%ﬁéﬁo 3[2
ATLAB IS B B SR VFIRAE, i el s . IX SR AL AR AU 1) 2 (RAT) TR aghAT 45 Bl
A (SMTP RCPT TO fir4) AbEE,

RAF NSRBI SRR AR GUI Hadad “ HEPF3Emg 7 (Mail Policies) > “ il 7% ” (Exception Table) GL[I (54,
E CLI il exceptioncontig ) & X, RGN GUI (2@ UIB{F LA ] ACCEPTED i
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skt AR - gERE [

9 SR R I8 BIR 2 5GUE R R AN, on page 29) BY CLI G52 (i i T-Cisco Secure Email Gateway
(1) AsyncOSCLI Z5F8F5) ) LLZEANHENE A JEml G H .

FAENIAEGI SR i) 26 H BAT LU R i

HRBEEHIINERTELE S, IES B AT GBSk DR AT A 36T 00 o HE B o 28 538 U 1Y) &
4\, on page 29,

S % AR E - 18 B R

ASHTRAEOR ST S UM B A A A (¥ S8 7R 7= 451

ST R, S SN NIRRT, Sk B B 1) DNS 25 1) 55 FLAS G FE 3 32 AR s 424 e
45 SUSPECTLIST &4t AN 41LF1 THROTTLED HRAF 37 56 W 54T FR 151 o

BAELHT G R A AN 4L (UNVERIFIED) FUE IR {437 5 i (THROTTLEMORE). K H AL )2 3
HUR ISR AE SMTP 2535 2 B BRI (4] UNVERIFIED & 114 AN 41818 4% ) THROTTLEMORE
I EST < DI

A ACCEPTED MR A3t S Ji H T 4 3 R A N BHIE

2 SRR Ry S R A N SR E 1T S A T

Table 9: %% AW E: ZWEIRE

F AL YN Ei a2
UNVERIFIED THROTTLEMORE 7F SMTP 21iE 7 i
SUSPECTLIST THROTTLED MEBE 1Bl PTR 305575 DNS d1 A 727
HEFEFHLR T DNS #r4k (PTR) 15 1E ) DNS 14 (A) AULAL.
ACCEPTED SMTP 2% iifi #1 A (A5 A A3 0«

- # AR ) MAIL FROM
- {55 KA NAE DNS FHARTELE
- (5 E R AE N DNS AT .

X ERM
* ffi il SUSPECTLIST & A4 NALBR 2K H AL WAE 1 A4 AR, on page 28
o S AR IRAIE P R A N SIZ it B A% (1) R ) 12 B, on page 28
o 58 B LIS ACCEPTED I3 5K i 3k B AR 22 36k 1R & AN, on page 29
o AR A N TRTIIS A Stk A A N 36 I o B3 R 22 B0 AIF 1 AR N, on page 29
o TERAT NIER A2 i R Hi bk, on page 29
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B 5 SUSPECTLIST % £ A RIR ISk B R BIIERY% 5 A BORE4E

{5 A SUSPECTLIST & 14 A £H PR Il 5k B K 22 36 1iE B9 & 44 A B R4

Procedure

FIB1 KL FREREESE B (Mail Policies) > HAT #Ei& (HAT Overview).

P2 RIS T SUSPECTLIST .

PR3 mihi4wiEiRE (Edit Settings).

P4 NHIEPES THROTTLED 5.

HIES Wb “iER: EHL DNS BAIE” (Connecting Host DNS Verification) (1) “4% 3-#H1 % 1] DNS 7 #% (PTR)
ANULHL IE 7] DNS #r 4k (A)” (Connecting host reverse DNS lookup [PTR] does not match the forward DNS
lookup [A]) STIEHE .

I 6 PR IMINTE .
BUAE, M R DNS 2 R W) & 2 K VS BE SUSPECTLIST & Ah A4, I 4%k  THROTTLED
IS 98 A s T BR A1

Xt AR LU0 IE Y & A SR BB AR R PRI B

Procedure

FE CIASH BRSO F A, H:4 4 THROTTLEMORE ) 3k e B 5 7 b (1) PR A e
a) 7F “HEFEA SN 7 (Mail Flow Policies) T{ifi I, siidiiRinsEm (Add Policy)
b) MBS A FR, RIGEEE “H52” (Accept) 1Eh “i&EHAT A" (Connection Behavior).
c) MCE g LARR e e
d) $RAIHHIN T

FIB2 Gl —HIRAEALL G TA], H:4 ) UNVERIFIED) K Hid & 44 il THROTTLEMORE
e
a) ft “HAT Mti&” (HAT Overview) GUfi F, sidiiRmng & AH (Add Sender Group)
b) Mk THROTTLEMORE 560
c) M “ER:THLDNS KAE” (Connecting Host DNS Verification) ) “i&#2 41 PTR i 3% 7E DNS

FRAFAE” (Connecting host PTR record does not exist in DNS) & EAE .,

d) ATIERINT .
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% R4 BLE A ACCEPTED it nsms ki aikawirs st A [

E SCHR 4 LA F ACCEPTED MR SR A% 2 X BI AR R I IERI A A

Procedure

TR KL FEAB SR B (Mail Policies) > BBt 5 B (Mail Flow Policies).
HIR2 fE “UBLFALHNE " (Mail Flow Policies) W IH I, sitdi ACCEPTED HEEIR S0 .
P 3 ) FRS)F &4 AKIE (Sender Verification) #45.
$IB 4 /155 % 4 A DNSI&IE (Envelope Sender DNS Verification) #54, $T LA N 4%
* YEPEFF (On) Ay bR AR iat SHems i FIAR 3 A8 A\ DNS BGHiF
< BT LLE XH & L SMTP ACHS A
I 5 /- 1F A1 (Use Domain Exception Table) #4), HEFEFF (On) 2K o k4] #h 2
P 6 FETIEMIA L L.

RYE & 4 A BRIt N & 4 ABEIER I P HERR AR ZIERY 2 A

Procedure

LB KL AR 5R RS (Mail Policies) > “f5l4h3k” (Exception Table).
Note {5l 4hzoks 4 R B H T “AFE I 43 ” (Use Exception Table) I ET A M43 5 s

U2 7F “HBLEEIE” (Mail Policies) > “fi|4h3% " (Exception Table) W ifi [, fidiiRinisifs (Add Domain
Exception).

WIE 3 FAMBAERE . o] DU R 2 Hkik (pres@whitehouse.gov)s #4FK (user@). 3 (@example.com B{
@.example.com) BEEA G S HEECR I 1P Hilik 1k (user@[192.168.23.1]).

PR A J5E L SCVFICRAELK BRI IR . A RHELEIEE, B W] AR E SMTP ALRSA A 52 M .
PRS PATTFINE L.

R NEUEG S 3= 18 R ik
Procedure

P 1 “HISE” (Exception Table) GLUHIY “ A if KA NJ k5L (Find Domain Exception) 43 H A
MRSk o
T2 miihiE#K (Find).
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B cakanimnss A nmentizs

IR AZ I IE S R AR 4 H IERC, W2 B —MLRERIZ H o

KB REWUERY & 4 A BYER i &
S EVARLE TR A AT B LRI R X 0T T
VR, W DNS ARCHIB AR TSR f

7
S
.

X Em
* KIX MAIL FROM A A At Ag AN IE A (13X HEF, on page 30
o ARAT NS E R0 v HE B ) ik R SX AT, on page 30

%1% MAIL FROM % 14 A i 31E 48 3K A IE s 84U s HR 44

JL45 ) THROTTLED ZRBE MRS A DNS AH G 1 B 2 AR AIRE,  H A LIRS 20 IEAf I MAIL
FROM % & »

Procedure

LI FTIF 5 I MG Telnet 431 .
HE2 i SMTP @4 Kk A A IEMI MAIL FROM CERLTHAE R /S5 D Bt e:.

Note o1 SFUF IS 104 5 i B2 DA A6 P BR OSSR mlA A8 sl A s P Iy YAl Fe v i e, e SRR 7
HohEfFET GHSI “BCE PO DO — 5D, WIRTRETCVABIAE . A ARl
Skt SN IE B T S

TR 3 KBAULASIERE S

# telnet IP address of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

3

FIER, SMTP ACAYFIma R J2 %54 THROTTLED MISH-37 50 (45 45k K Ak N BR11F 158 25 I PR A RS A g
Mo

M NG E LT o HEBR B Sk & X B

EK E BT NI ARG S 81 Y S B PS k F) BF AN B2 A5 A A NRAIE R0, TR AT LT
1
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FIE1
W2
PR3
PIR4

FIES

e nirmAsiez 1

Procedure

P UL N RS B B AT “ RV AT A4 | admin@zzzaaazzz.com

WA 0

FI T 5 WEAE R G ) Telnet 2318

i SMTP i 2 WIS AE A NIGAE B #12% i A R4 bk (admin@zzzaaazzz.com) 326 M3 B 14
Uk MR RS Oz .

# telnet IP address of Email Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

RN KA N SR PR Bz iR bl Wk B NI R 2, DO 3 R A
R4y R 43 DNS BiF

ZHANWIEFI HEIER

LUR HRS 4 HR It A NI 58 45 R K7 1 o

HXER
o {5 B RAF NKGAIE, on page 31

EHE &M AIE

AEIENE B KA AL

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope sender
domain missing

WATEAE (NXDOMAIN):

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected, envelope
sender domain does not exist

BTGV #HT (SERVFAIL):

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected, envelope
sender domain could not be resolved
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| RN
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HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



