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on page 13

o JR R I IESS DI REFI M LE 5, on page 14
o PRI g A D BE AN EE R BB 151X, on page 18

EEE)&Z& I)I:E =15 é%lﬂﬁ

Procedure

BB KRS T RERS (Securi

ity Services) > 1# & i3 E 28 (Outbreak Filters).

$1B2 filidmiELH/HILE (Edit Global Settings).
T3 M EMER, PATLU N ERAE:

o AxJR e R L e




BritiEs |
B =rmzossma

o JE A IE R A

o BCE BRI SO R B KRN IV T 2 DA 71 8 SR A K/ )
MV EVREF Y SUR S
o A 2% A8 B ER R 2 [ Web BB BRI .

TR A SN E L

What to do next

I Dy REIE ] LU outbreakeonfig CLI #ip 4>k 3kHL (24 (& H T-Cisco Secure Email Gateway ]
AsyncOS ¥ CLI ZF%451 ) ) o M iUs, A IEMIATE B

)

Note i {ii il Web Jit1ii )i Fl URL (I H & ida¢. A M CLI B H URL HAIERMIBH, 208 H
URL H &5 URL BREFEREZTEAN{E K , on page 13

HXER
* IR AOS E SR DIRE, on page 12
* JEH BI&E R FN, on page 12
o o R RO YE AR R, on page 13
* J3 F URL H&ids A1 URL WBA-EREATESI(S B , on page 13

ERB R ERTRE

B4R A RO eSS Thie, Wik B IEE 4 )R E " (Outbreak Filters Global Settings) U [l
“JE B L IERS” (Enable Outbreak Filters) 5534 [ S EHE, A5 R 232 (Submit). #8620 LA
BRI PERR VTP

—HARA A, ATV AN A PE S CRLRGRERIA SRS ) Ff e T Ak e L s
fg. ARELAEL, EHS BRI DI RERIIE SN, on page 14,

PR D s D BE A IS 5t E &N A9 5 1 88 (CASE) KrIl s 253 iy, AN B8 15 et T S B s 41 4 5
H AR T B, WA S AR ISP R4 5% E 42 Ja) R B s SR S P B e 22 1 i o

\}

Note  fy A48 W R AE R BB WM A AT GESME 4 0. 24 , WA “ 24557 (Security
Services) > “J Kk ILIERS” (Outbreak Filters) T _I &t B (Enable), A5 a3 I R &4l

ERB&R RN

[ 3 1 1 SR AE M A R SRS A B G SRR o Gt SR WA P AT S PR 1 25 44 B S R 4 A
ANTTH, G — AR B AE CSOPFRNEED) SRBE M8 TR (R mT RENE . B8 T A IE R A 4,
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pRezrsnss

TR PR AR R4 RS (Outbreak Filters Global Settings) Ui “ i3 ] & N U~ (Enable
Adaptive Rules) 554 EIEHE, 2R )5 MR (Submit).

ERB A ERNER

EHFRICA “HBOFER” MAE, DU R JEAS DI RE AR . o R R pE RS S IRy, T
TR | B AT AR xL/IE%&FI’JJ—‘?E’c Wik “RGEHL” (System Administration) JEI< [ “4
W (Alerts) TUTHI, $i& 5 KIE M LLRHC & B CE bl . A OCH B R L IE A B0 I 5 B, 153

. SNMP [ BRI A ek JER, on page 21

/2 URL BE12E#0 URL MR EERERIFLHIE R
BUEGR, K2R bl X 5 URLASCH H &, 2R IEAE IR R RN 5 Boh R b B b ads
LR H &
o MBFHR 5 URL 28510t i 8% VT AL i AT/ URL E/thﬁlj
o MBFHR 5 URL {5 250 € 83 VT AT AT URL A4 25
o BRI g T R AE R AT URL

HLE FIX S HAE ) H &0 5%, 35 FE CLI 1§ websecurityadvancedconfig if%, &S Web 7t
b % 2 AR 5% (Security Services) > URL 133 (URL Filtering) i .

HEXERM
R RIS SELAR AU, on page 13

mE R OIS AN

F ) £ RO 2 A WIS B pty AT BB I SCRERE 5 20 BleRE A 2 — OB B AN, IFBEAT T 2
VRS RI R T DL S, A7 ORVENS, 52 MG B IR 55 a5 BB DL N 3T MRS

HXED
R R I SEAS N, on page 13

BRI IER AN
T ARG 3 T BRI IR, 7 LA E AN AT AL

(S, DRI A IS 0 5% — BUIN 8] i by 500 i DRI SIS B il 55 2 SREBCHT U, mT RE 2
Zliﬂﬁ%ﬁﬁﬁﬁfa’\ﬁixﬁl A 2o B SRR B 25 P O S AT BN A B I o 3K
I, S RT BE A BN P B L AT S AL R S

AL TS BN AL (Update Rules Now),  AERFEEHT IR 55 4 T30 280 ST R H AR o
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\)

Note ~7RNEEFMN (Update Rules Now) FHILANZ: “ Rl WS99 5C L B BRAT (K0 R, U B e ol
BRI o FERER SEHTIR A5 s LB AT RIS, i AN, SRR SR AN S TR B AT
RN o

X ERM
o BRI AL JESS LI, on page 14

i oy Fbl

BOAEOUT WM OCRERG 5 A Bh 22 N — OB R A AR R . It “ 24 ilkgs” (Security
Services) > “JRZ5 W ” (Service Updates) GUIfT, nJSKUbIRIBG . A OCTEAIE S, IEZ 0 s 58

1R % 3L iR = T RE AN IR 4 SR g

FR R I RS hREAL & AT AR IS AF SR AT IR B . FEMBAR I b, AT e AN WA SR ek Js FH 2
PRI UELAR T RE . AR MO LE SR, nIRRR s SO e 4 A e T AT B R I JEAS DU RRAL B . b Tl fg
] LUl I policyconfig CLI #r 2K 3KHL (52 (i T-Cisco Secure Email Gateway/[f] AsyncOS [
CLI ZH% 15/ ) -

\ )

Note i ol Jit il I 2 Th R F B Al 2 U, 5B 190 5 1 At PR S 3 s A sl 8 e 2 U1 4

TG URY 58 BB SR (3 R I JE AR D RE B A, 1 ol B RS “ BRI YRS (Outbreak Filters) 41
R
B HIAN 58 SCRE € M3 s (AR Ak JE AR Th e, ISIE B RBRA IR (AENI®RE) (Enable
Outbreak Filtering (Customize Settings)).
AT LA BB S T DA B A AR B
o B8 B X 4 )
o 08 B X g A B I [
o SLEIARIR AT EE UM AE, T AR S I 21 b 251X
© GUATHISCIH 44 2R
o HEPHE B (e
o T B E OCATIE RIS pE4 A2 A 23 A5 3k, 0 Sthreat_verdict. Sthreat_category.
$threat_type. S$threat description £ $threat levels,
o ALHE AT AR 2k
* X-IronPort-Outbreak-Status
* X-IronPort-Outbreak-Description

o WA AL 2 A4 H H AR, (5 R4 9 SR B AT e e 25 25
s URL&EEG
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* B ST W]

RRBABRASE (GREIAMMESERRIEE) (EnableOutbreak Filtering[Inherit Default mail policy
settings]), il 48 A BRI A SREms e SCHIMR AL DR AR BB o L SR BRI A Skemss 0t AR A i I 48 DR
DI A LAt S A2 S s oA P A [R) ) e A g s i, R kAT B e X

BATHE U, TERIAEK

AR ER

o VR B X 22 B, on page 15
o [ X S K AR BE 1), on page 15
o B AT RE 44 2R AL, on page 15
* HEPFE L, on page 16

WERE XA HE
T A P TR SO 85 D R B . B8 D A R WS IO s T 7
Ko WM . SR B B 3.
AXLEAER, 50 BRI X A 045 3 51, on page 7.

be & X s K AR BB Bt (8]
i 72 M B A o R o 2 DX T g B IR o K T BB 5995 753 PR 1 S A2 R T 5 D 48 4 0 BT R R
PSR AR B B LE, AT CAFE 2 AN R AR B I ). 6 TR 2 g, 2 b A& X R 4 i SIS H R
HnBIFRE X (Deliver messageswithout adding them to quarantine) 5 HE A] 37 RIAE LB, 1 AVK
IR | R R

)

Note il 0y siemg i ] “MPHE T (Message Modification), 75 I JG ik b 85 4190 2 g o

CASE VAL [i1 B8 F 5 P W 202 01 I 8 5 o 5 X Ok Bt JUT PR o 2 CASE SESUIRIN T A, RSP I o
FER B HEE,  BRAREESC N RDES H b 2 DI b 7R ) o 1 O B I 1]

SO RARE
{65 T MBSO DASEATHE SO AR CASE SESEMBIRIG BRI, R ST HSCHEy e s A
U A o A B AL

BEATHEA P R4, Ead “SATHHFFR” (Bypass Attachment Scanning), JEFFEEE AN S
&4, SRJG ARG R (Add Extension). AsyncOS £ “ZEATINSCAHY €44 (File Extensions to
Bypass) 513 Won g 4 KA

BENGAT Y SR LA HNR MR AT 44, 1R “SATI XY 447 (File Extensions to Bypass) 4
Ferb SO e 4 55300 1 17 SO BT b



BritiEs |
B saxcurme ssxuxn

AR EHR
© GRS REA . AR SCIEERIY, on page 16

JIHT RA: B/ XHLR

ST A, ARG A AESAT I A AN, R SAT R AR SR AR OGS (Bl zip
AR doe SCAF) o N, AnSKE doc IR MBI GAT YT R4 AR, WSS T doe S, BIAE
EAHERSR ST IRABISE

LY

T SRAR B ISP 190 A1 10 2 404 £ i o R A W sl B S A B B U, TR ] “HIBPHE TS (Message
Modification),

R B A 1) B 2801, AsyncOS ] LIME U AE LU S A7 URL, A1y 38 e SR 45 22 4 A B o |7
W N CAn SR AT 228 T TR R B R ) o S8k, HBPER G T LAAE MR A s in e i A 1), DA
7 P IS A 2 T 58 o R

SRR A R U, 5 2R BB

HXER
o MREFE UZUY 5524, on page 16
* B4 32 /81, on page 16
o BRARLIE AR5 Sk, on page 17
o £ H HARHELE AL, on page 17
* URL 5 HIZEATEL, on page 17
* BT A W], on page 18

R IE C B A 5 2R
MBIV IR R A B SUBP ZO BU AR . BE i B 7 RS CASE &[98 B 258 il oo
By, FoRBBSIIRITERZ ey ok, Fon BB Ul . AR BUE FHBOAE 3.
MR 4 £ R

XA B S SO I AR 25 UM IR A, W DA 3L 3 UG Sk SOAs, DUMEE A oA TR IMRY
XPHBEEATAE S A8 RS SR ES 0 b B g OCAR A IEAS R &, lN: sthreat verdict,
Sthreat category. $threat type. Sthreat description M $threat level, EJZ%%%‘E‘J?HQO ﬁﬁ‘ﬁ—j

N, AT E (Insert Variables) Jf AR AR k.

“HBAEIE B (Message Subject) 7Bt AN S ZIE M . FEICFBIP NI SCA G Cn 2R ATED) 5%
AU CAn 25 ) s in sk, wl 2 Baas I i SCAR S B AF B Jsl s E . i don, @i SREEmin, nIfeEds
MSCAS (Mop1FIED FOR PROTECTION] o M EJLANZEHE .

)

Note {4} 8” (Message Subject) 7B %52 US-ASCII F-47.
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BASIRSRAHE

mewrsmess W

AL 1] B AR O AT BRI A 3k«

sk s o TR
X-lronPort- | x-IronPort-Outbreak-Status: | X-IronPort-Outbreak- o XF AT A M4 B H (Enable for all
Outbreak- $threat verdict, level |Status: Yes, level Inessages)
Status $tireatilevel, 4, Phish - Password o CH AR R R R (Enable
threat_category - only for non-viral outbreak)
Sthreat type .
« 25 ] (Disable)
X-lronPort- |x-IronPort-Outbreak- X-IronPort-Outbreak- - BH
Outbreak- Description: Description: It may . tiﬁﬁ
L N
Description | sthreat description trick victims into
submitting their
username and
password on a fake
website.

)

Note fi SRRt ik w5 Skt DM, 0 2504 J ik 4 A 3 Py S AP 4 o 80 S O ol e TG 4% I
PRUBLE L AR5 50X (5 Sk UL E (1 A Al s 4 e A T
# A B R EH

URL EEFISITIE

U SR BT A L U A AL R A ST N R DERR K, AU A A I DR ARG E N R AL PR
(IR PE A IR MR A o XAy, FEACBRASIE G HEAT WAL B 28434, AR)5 A AT A Dk A
SR

7r % B B FRERE 41 (Alternate Destination Mail Host) FEtHf, i N2 R 2E A B AGIR 4 CLABEE—
A (R RS TP Hiht (IPv4 5% IPv6) Y FQDN.

L SR (U 2R B I B OB, TR A L D8 28 Th BERE J S B A BT URL,  DAREAEH]
i He F AT URL IR A AT T F R 1) 2SR R 46 22 QBRI R B 00T . AT SRPEANE S, TS HE
7] URL, on page 4. ) WISRHICE (18U 20 B L b i B L, e &8 Ib 2 B i B o W SR IEAE R AR/
B AR R, B RS 22 Lk TOC A7 I 8] 23 A7 7 RE AL M A (RIS AP B A i w5 P o, A
SE W AR TR . CASE AL H] STO AR (1 BB AR A LU B F 1R M1, DARAE e 15 TR A
FEOR B FR B, I X K AR 5 X T8 AT A1

AsyncOS G {5 Fh ) BT URL, 18 MZ847451%) URL FR4h.
BIES URL, A H LA R IEI0:

s SARZRBERER A (Enable only for unsigned messages). i L 1F AsyncOS 5 AR 254
A PR BRI A A2 B ) URL, RS2SR IR, JRHE SO T URL B S A H ik
Ho



B snes=mn

BB % 53 7 BR

BALiIE

BritiEs |

\}

Note 41 SEL7E 99 2% p IS 1190 2 AR R 55 7% B L #4471 BT 46 i DomainKeys/DKIM
24, WM 2% ] BLEE S DomainKeys/DKIM 2544 4441 /) URL, JF

JRFF MR 12544 o
WA X 2 25 RE 28 44 I A 72 A A S/MIME JEAT i sl /2 A0 75
S/MIME %4 .

* X EHRE/E A (Enable for all messages). ILIEDI SLIF AsyncOS 5 A M Hh 75 & BIGE H R
A& E ) URL, QR4 MIAE. Wit AsyncOS B84 MR, 24K K3
* 22 (Disable). ik 25 F 1 R I S84 ) URL H5

AT DU SO DAHERR 8 CURe 31 URL. &L, i 7E “&idd4%” (Bypass Domain Scanning)
TR N IPvA HisiE . TPve Mk, CIDRYEF. EHL4, &0 ENAEIE. HHESHRENEH.

Seid i DA 5 URL I IEAE I (K42 Jm RVFPIRRAL, B2 656, ARIZAVIIIRKMTEAFR,
THZ I BIEE SLVFIK) URL 1L 38814 .

ISt W 5% R LAAE W] BE B bndl B D5 BRI S o A R R, DU S H P RN . RGBSR,
TR AT LU HTML sigliSCA B

MU TT R (Threat Disclaimer) #1148 & EAE AT 1 S 50 A W SCAS; ity “ BBPESEIS . (Mail
Policies) > “JCABE YA (Text Resources) #E#%, 1] 57 A5 WIBEAR QG T S ot A W] S ot A WA AL
FEHI TR UM AR . iy “PE %ot W] (Preview Disclaimer), A LLETE UM % o1 7 W 3t
Slo 0T EE AT IR, R LU A AR R s M R R B 0 L B SRR BT . A7 G
A ot A UITHERIE R, 120 SO B B .

MEEMFEBRARERX

W K3 v i T RERE 20 RS 45 AR B A R B DX o IR I8 DX PR T E S A Ay A ol 2 DX SR ABL (7 oA
MBI R, SRS SRS E LX), RS X AAT “fH2” (summary)
PLB, AR AR A B 125 X rHBCE B R RN, DA 28 DX R s A T P A7 WS PE AR AT Y Rt
TREAN,  SoRBERID; X NN, B HIARTE) o ATRMEAE N E R, WS
T TR A N B DM “ F R0 2 P HL, on page 19,

X EM
o AR EEER SR X, on page 18
* TR BFEE AR B DR “ RN 2 3 ML, on page 19

BiIZmERAERERX

EIRPAT A AT A28 N LE R 5C 5 O 8G 12 DX SRAR D, (FL s i B TR R A R BB X, Ry ) 2 03 3 A 10 1)
B 5, IXBN TR A WA AT RER TR .

WERFEA G Ae bR B, WARYE R B X i, L R AIfR oL
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marsmsxm wanpzee 1 |

o WIRBE R XA “BRINERE” (Default Action) % B A “JiAT” (Release), 414 B 101 PR 21) 30 ol b 125 X
i PR RTS8 nT DARC e AR B DX, AR M DRI B 0 B T8 T 2 Wi, 6 AT B
T PREME. B BRI IN X-Header. H JSIX SIS B, 1550 B3P
W 25 R ) BRI BRAE

o« WRBE XA “BRINIRIE” (Default Action) BB N “MIER” (Delete), 414 11 BR 21 1] i b 25 X
T IR B I

o WIRBEE X O, PN INE 2R, ek Adw . FEXMELR, B e U T R H
I PIIEAE O — g 2 B TR AS P HIAE ) BRI A BT A B H 78 2 )2 A o 8 mT AT o ol 25
X, DUSEAE IS DR 1 T8 T 2 00, S AT DU AR JRES AR B0 d . s

X-Header.
EH T L R AT R 58 2 TR A B 2 A, B AR o 2 DX e PRI IS A2 AR T e A 1 BN ) 2 i gl
B IBAT o

HAE, Wik “ERINIRAE” (Default Action) BBy “MIER” (Delete), M2k A b B X A5 AR A7 2L

RHEBUR Z B P AN ER BOABRAE B ED “IIER” (Delete). A7 5% MR R I 125 DA T S F 05 gt
KRS BN BRAE TR B, WS 0 A S A BRI B R IR ERAERAE .

R SRR AR A R s X PP LS WIS, B A A5 AR JT RA ) S I iy SR S AT T o 8 X ) £ B
IR, T DUE R I LM B I [] o V1A, SIS 1) £ B I ] ] 3 S50R8 2 X A2 K

\)

Note  fp it L4 RAEHIBWI 40 OFIR@IMPPRSRmE) |, MR B DX rh L Sl ph, AR S MO 28 T B
125 DI AN SR AT B 3 44, B AE SR S 25 TR 125 DX 2 i BT Jd P B 93 e IR AN 4 o

N

Note i LL{f AR AL L6 R, TR RIS b P A o (LA, A 6 L PS5
P, AR LIS B T A

mERARBXIN “RHANBEEE" JE

EGUIH, sl “Hi#E” (Monitor) S P I M BR BS IX A FK, T & B BR RGBS X IR A 2. MR =
XA —NRIMEEL, B RR B I “ 30 BEAH 27 (Manage by Rule Summary) 542 .

Figure 3: IR ZMRE XY “IRMNEIBFEE" (Manage by Rule Summary) {1 &

Quarantines

Quaran tine Messages Default Action Status Settings
Spam Quaran tine & 2565 | Retain 14 days then Delste W‘ Edit
Outbreak o | Retention Varies al Edit
[Manage by Rule Summary] Action: Relsase 0% Full

Folicy 0 | Retain 10 days then Delste IWI Edit
virus 0 | Retain 30 days then Delste | — Edit
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BritiEs |
B =am=nEammEmam D sHR LR X HE TR

AR EHR
o G 47 AL P R R A U XD o A o 12 DX Y S PRAT BB 454% -, on page 20

15 FAHE E A E PTAR4E L0 1D 34 4 B 35 [X R B R fAE A T B A 4R 4
R RN PRS2 (Manage by Rule Summary) 845, W 1D 4320 25 15 & B 25 X R ) 2%
VE3
Figure 4: IR R TR B X B “4%M N EIRIHE" (Manage by Rule Summary) 11 [El

Outbreak Quarantine Summary

Manage by Rule Summary

All
Select Rule ID Number of messages Average message size Total size Capacity
O EXE_BAGL 4 16 KB 0.1 M8 0.0%
Totals 4 16 KB

FESCALE A, R AR PETBAT MR BIHE AR 1 R o A A B N A SR PR BT AT IR FRDAR - T A
BASEFEMAE . BeAh,  tr] LIRS R 8 R slon HHE .

if it quarantineconfig -> outbreakmanage CLI @iy &t n] IFH L D). HOCHEAMFE LR, ESH (GG
T-Cisco Secure Email Gatewayff] AsyncOS CLI %5/ ) -

4 == AN J = =]
BitmERA TR
2B A R S 365 22 PP W 350 B R 1L JE 2R ThRE P BE VG Bh A T H .

X ERD
* R EEIE R JERR R P, on page 20
o JER IS PSR MEIR FIHLN 515K, on page 20
* R R EX, on page 21
* Al SNMP Pl A I B2, on page 21

mERATIRRRE
MOLLRR AR ISR, TGP o SR VR A AR AR, DR

R 103 B4 A i T 2 B 2 PRI A 045 R e 7E “HR#%” (Mlonitor)> “Jii #E R A it JE4%” (Outbreak
Filters) ULifi Ef & A ILE R . AXRFAFELE, ESH “Hffeaihygs” —&5,

1F2Od IR R ELAFI R 5 5%

NI FORL )51 R P AT S B A ik ELR D e M ar RS A G B it “24k%” (Security
Services) > “J§ #EME K I YiEHR 7 (Outbreak Filters) Ui n] 1 & A% &




| ®eitiEs
EPY e |

mERAREX
P 5 P 5 W A e 28 B IR (AR S PR, 5380, ST 7B

BHRIESIR . ARG, TS P r A bR B DR “ A2 U455 224 21 P, on page 1941 S |
o153 M 25 A A o 1 X

E4R. SNMP [aftFIR & ik =R
B I B R S F PR A I3 W AsyncOS S41A SNMP i,

2R B H ), B i SNMP BRI . 45 5% AsyncOS ' SNMP FEBFIVEAfE B, 152104 “i@
CLI FHIMN " —%.,

AsyncOS 17 P FFSR R Kk Al et Dh AEEA: /AT

AF 2 1 R g 5 DX PR /N B R KNI 5% 50%. 75% FIT 95% INF, #4421k AsyncOS #3. EFxt
95% B AL KSR ) 7 FME A “ 8 (CRITICAL), 11 He 4241 AR () e d oy«

7 (WARNING). B b 25 DX G oK s i B, R A e . o o 20 DX 5 R/ i ek g
EI, AL RER . ARERMTELAE L, 5SS,

RATREI T I, BT B CASE 51 H I N, AsyncOS 43 A2 B4R .

TR B I AT E 7S Th RE LR HERR

AR AOE ] TR AR A I DB B DI RE MY LU AR R R

X EM
o ) OB 2 2> AR G IE A | on page 21

o ZABHE NG 1) SO 2R B, on page 21
o MR P 20k yE s A /57 T8, on page 21

[a) B Rk & 2 K H IR BB

AR A BR E IX “ A BERR 25 X7 (Manage Quarantine) U1 (SR HE, Sl ANIERL> HehT 1.

% ARG RSO RE

AT B R — R F A St (SRR ﬁAﬁm%L%i#%@;W%ﬁﬁﬁmﬁ,ﬂﬁﬁ@
M#ém&ﬁ BOE RN, A S HRERGE O SCPER R A, Al AT $1 4

BRI A1 A = SRR R R

ST SRR MR R AL IE A RS A AT R A I I AR T o X LT R AR RT fiE 3 B Rk
UNE &2 3Rk 3o Y SURYE S RE T
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