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AEALE LU
* BT Web [ JEH] 7 #ET (GUI) , on page 1
o G B E, on page 5
* A AT S (CLI), on page 5

E-T Web 89E 2 H F 52 (GUI)

Al DA 3T Web [ EEH P A (GUIL) iy 247 S (CLI) 85 BB R OC . GUI A3 le & A I %
RGP 2 hhie. H3E, JFAEFTA CLI A 7E GUI HR RS, JELehgg N At CLI $24Mt.,

* W BEA 2K, on page 1
* i M GUI, on page 2

BLY7 )T Web [ UL, S B30 38 04 20 S FE R BB 45252 JavaScript £l Cookie, 1fif &2 20 REMS 27
5 FIBERE R (CSS) (19 HTML T

Table 1: 3735 Ry 55 B8 F0RR A

Rl Windows 10 % 5 5 i 2 | Mac08$ 10.6 % B S kA&
Safari - B HT RS E A
Google Chrome | f53 (1) & i A T A E A
Mozilla Firefox | &g 7 i) 4% e flR A BT RS E A
Microsoft Edge | 557 1A% e R A T A E A

* Safari CEHT IR E RRAD)
* Firefox CHr HIAR e A )
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* Google Chrome CHo B &2 A

* Microsoft Edge (et s A
i 270 (RIS FH 22 AN D0 B4 2 1 B 20 4= 6T 2 ) DG EAT S0 5. AN 9F4T GUI A CLI 231 . 15
M2 FEEIMT R, HAZSFE.

AL ] Web FLI, T BE T D0 U (B BEL A, PRk S v A e ] e s S S
T HFT I

LAEARFM AL U GUL 15[ LA R URL:
http://192.168.42.42/
IR SRR, BRI 40 AN i 5 S R 4

AXERM

o ) BRI T A MR D, on page 2
o R on page 3

™ EOAR P& &L

* HHF4: admin

* %ﬁﬁ%: ironport
FEAHT (AR AT AsyncOS MOATH MR FR 8L, ROk A HE [ B R SEBCE 1T .

VIR ARG EE, FTFEAL O IP bl DL o IX 4% 11217 HTTP 1 HTTPS IRs. 4
$: 0 )H ) HTTP Fl/sk HTTPS IR45 )5, AT DM AT 2 SO R S g 2 GUI, WU F5 e B8 i &
XA CRP “suhbgs” ) %y IP 8201 1P Huhik sk = HL44 16 4 URL Bif,

i
http://192.168.1.1 Y
https://192.168.1.1 Y

http://mail3.example.con1EE

https://mail3.example.com

\)

Note 30 =4 3N S 7 HTTPS (i HHTTP i sk AR 5 B 22445, ic A “neeps://”

H4E35 M GUI.

FEXxER
* IS
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http://192.168.42.42/
b_ESA_Admin_Guide_15-5-1_chapter40.pdf#nameddest=unique_33
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WG T AR, AT AR R i L, e nT DA GUI WAESERE . AL a6l
@\ ﬂﬂ”ﬁé“t\ E%’J*MZ@J&E (E]]?}Mf clustermode ﬂ] clusterset ﬁéﬁﬁ%m\fﬁé) °

HRIEAME R, WSl GUL B
ZEIER - Web FRHE 9]

VAR BGY, ROMHEE R Web Fr i F Al FH RS RE D) REAHC B 50 BN A 52 BRI U7 I B -
RV T 2 2 R A E D) REANIC BB -

meEsk L BIRE R 0 5 R B S BE 12

BATHR AR Hi DA SZFF (Help and Support) > FHE L 3k
(Packet Capture)

B R ISP R G 1) FTP U 17 M 4% (Network) > IP % 1 (IP Interfaces)

Bl E 344 R4 (DNS) & M 4% (Network) > DNS

fil & TCP/IP 15 % k2% (Network) > Routing (14 H1)

BB AR UE ) 1 k2% (Network) > CRL >k (CRL Sources)

Bic i e 45 s e DL T RN B LA (Security Services) > Ik 55 T (Service
Updates)

B PRI R ARG (System Administration) > 4} (Alerts)

PZEER LIPS ARG B (System Administration) > 5% 41/ {5¢
(Shutdown/Suspend)

TR T Z G (System Administration) > R4 TH2
(System Upgrade)

P T IS I S 1R ) ARG B (System Administration) > [ 451 1]
(Network Access)

S B IS AP DX O ) R T A G (System Administration) > # J{ ¥ &
(General Settings)

LT Web (1) R G0 B 0] 38 OEAHLE ARG B (System Administration) > R4 % 1] 5
(System Setup Wizard)

S0 I ) O 11 5 i e Z G555 (System Administration) > Ji5 25247 5} (Next
Steps)
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b_ESA_Admin_Guide_15-5-1_chapter48.pdf#nameddest=unique_34
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B =3 s ranmEmatg

R “#BER%E7 PNAHIEER PG
PRI R MR, DU B I PR D), LI PER: Fe
ST BTN HE A S AI%, B 3 51,

T LA el B R O% Web F I 3845757 (How-Tos) /NEFR U5 1] Izﬁbl_w 3. BOA
oL, EEB#FH%LF‘JEHT CEAETTIRT NAE "EARTTIR AN AR TR L = SR .

MFRENIZPAR T, BRI E 1T EEBEE ) LR
o DRAFICE - VEDR, O E AT AERUINRGI
o WREBCE - P, AR ELR A A E
o BUNRBEE - i, AR R A AR

)

R s Y —HZE LTI RMNETFLLUFH . admin. cloud-admin 1 operator.

* WIHAEH Internet Explorer fitAS 11 U5 [a] fEA 9 SC 11 Web FiH, WIn] e Gkt a “HAE L /N
Ao ¥ 45 Web A B R GEETE (System Administration) > E#i& & (General Settings) i
HEH “7E 5 IE AR (Override IE Compatibility Mode) ¥£35, FJ &5 “#pfE %" (How-Tos)
N

ZAEBEM X LR “iRMERET BH
QD%%’%%’&%@H@ EEIWF[X_XH&J:FI’J “3‘5%1?77/25” /J‘éﬂ’ﬁ:, ﬁﬂa?'f CLI J:ﬁﬁﬁ adminaccessconfig > how-tos %

I
IFIIj/Q‘\o

T ZEREBERX LR HBRERET A

mail.example.com> adminaccessconfig
Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- XSS - Configure Cross-Site Scripting Attack protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

- MAXHTTPHEADERFIELDSIZE - Configure maximum HTTP header Field size.

- HOW-TOS - Configure How-Tos feature.

[1> how-tos
How-Tos consists of a list of generic walkthroughs to assist the users in completing

a particular task (for example, "enabling and configuring a service engine on the appliance").

Would you like to enable How-Tos? [Y]> no
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https://www.cisco.com/c/en/us/td/docs/security/content_security/howto/esa/c_List_of_Walkthroughs.html
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EHBEEIRE

* BLE S0, on page 5
* PEACEUHGT B, on page 5

=

T LAAE S AF 4R A 1R W AT A [RIIN S xS B AT B

RRHMFEN
TR 1 DR AT 22 O B B
SR RANS,  “BIINE " (Commit Changes) 148178 Jy 6 (41 .
BLE PRI LE T 2, 3 A IA B B (Commit Changes).

AN 4=

<175+ M (CLI)
AT S A (DR N S IR AR S TP 300 ) SSH U in) B R AT i 11| [ & 4 B
Pillo BRIVIEML T, SSH ZEE #iu O LAt E . /] interfaceconfig AT 2R HIXELR % .

H % CLI iy 2 ML Miedifi &, 1520 (& H T Cisco Secure Email Gateway ] AsyncOS ff] CLI
ZIRED)

\}

Note  {jjii] CLI ftj ) BRI/ 44 s tich 55 I 4 S M 1]« 352 00 ) BRIAT] 7 44 A0, on page 2.

=ZEIER - CLlI iA19)
VERN =BG, B TR = E R B &% B K4 € CLI a2 3E 2 R B U7 i BAUR .
NRVEYIN BT Sl =5 B0 50 IR 4 2 CLI i %

CU &% L

alertconfige TC I A 5
clusterconfig T 5 AR T R R B
clustercheck PR TJ PR
dnsconfig fic & DNS B .
dnshostprefs Fil & IPv4/IPv6 DNS 1T .

SRR %
|
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CU &% okl

displayalerts IR MR SR IE I R J5 n ANEAR

enginestatus SR AR SR T BT A 5 1 HPIR A AT CPU A
ERET

etherconfig P LUK 3R

interfaceconfig We & AR R TP Hiuhik

loadconfig IE T WL

mailconfig T T ISR 2 i B AR BB C A1 M R B
k.

packetcapture PRI 7R 10 241 A el A Al

reboot HHA B RGE.

repengstatus IR ER IR0l EN s

resetconfig WA B R

revert PRI A 56 BT AR RRCAS

rollbackconfig IR B AR 1R A IRC B

routeconfig FCE TP BK K.

saveconfig LB R AT B

setgateway e NINEPSC 3 ER I

sethostname WAL AR

showconfig 7R T A -

shutdown KR GELL R T L

systemsetup HIRRGE R E .

tcpservices BORFUREST TF SO AR R A5 R

tzupdate BB DRI

updateconfig ML E RG L H AL

updatenow T 4L

upgrade GHRTH R o
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