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Note i {2 [ S 15T Web FLTii i F AsyncOS API HTTP/HTTPS i [1 (6080/6443) Fl trailblazer HTTPS ¥ I]
(4431). AT LAFE CLI H# ] trailblazerconfig T 2K AL HE trailblazer HTTPS i o A CR7E Bl K 3k
HFTIT trailblazer HTTPS i .

° i—’l trailblazerconfig CLI fﬁéﬁ%}a, L%ﬂfﬁﬁ U\‘F URL -

https://example.com:<trailblazer-https-port>/ng-login

,E\:':P y example. com%ﬁgfim%jzjﬂg y <trailblazer-https-port> %EHHWFIW?‘% I“ Bﬁﬂﬁﬂ‘]
trailblazer HTTPS ¥ 1 .

4K trailblazerconfig CLI iy 2 M 1ELIfE &, 120 (ERFZ 2 Em 42258 E) .
 GoRBIH Web Fri, ARGl REMEMSE LS ER L. KA | HEEH Web RE
B Bz
EELA
* AEAR IR 2 CB A AsyncOS API.
o HHI R RAEZ A0 _E ST AsyncOS HTTPS API i [
o TR ZIUFE R S BT P S IH i Web ST o

s BB trailblazerconfig, WIDAZAERG k&% F3T JFHCE ) HTTPS 5 1. 2R HTTPS
14 4431,

ffiOR DNS J g5 s m] LUEAT 2 U7 il WIS R0 SGH8 5 1) ENLA o

HXEM
o BRI P A4 RV, on page 15
o TR0 BRI U5 )T Web FiT, on page 16

I EOAR P& %D

R 2B I R P TR IS 19 5%, DI 200 B SR DA 8 B A RER AT B IS 4 S 1 46 F) 56 4 ) AR
Bo RSB IRIT, Web St e @ BN S S, JF H CLI 2758 S BRI 3 i 2 i R
S ELR iy 2 AT 1) o

* Commit
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B saewe nm

* Interfaceconfig

* passphrase

* Loadconfig

* Systemsetup

* loadlicense Cidi F T~ MM AT /9 55
* feature key

* Ping

* Telnet

* netstat

‘fﬂfhﬁﬁz admin

* %ﬁﬁ%: ironport

%4

login: admin
passphrase: ironport

N

Note [pflosiflBiy, RESEREEHMAN LAEN . WRLEIBITRERE H PN LU, &%
WA ZH B 5 o

18] 1A Web 511

TN HT Web FLii7 10 1H Web Fiifi, i dditide ks &, W FE PR
& 3:i718)|1H Web &

Monitoring Tracking Quarantine admin L 7 @
IH Web G R B b5 o & T AT B g %, A RV % i .
U SR B SE R A, T B E S 9 S (K87 IH Web S

AEESHEA TS Web RE
BB R R AT, R R LR G T ) e R A
BLAE, 65T G 3 SR B M P S0 Wb 7T
T SRR, W Web FLTAT LA HO T T EIRR, AR5 B BAER (Dusk Theme).
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Procedure

TEB1 ARG R E T
o FHE VT R FE T Web BB BT (GUID, on page 15H7 B I & S 2 B 7 S

 THRAE 408 OFIE IR AsyncOS THED RGNS, 2R B Wias 2 B S EHE 14 B R S8
BT

o N, 7E “RGE P (System Administration) JEI-RH,  md A MEEESIR P “ RAEWE N
3”7 (System Setup Wizard).

IR 2 JHah. EZSHE 1 2 JFA, on page 18.
o PR VAT L

BIE3 R%. WEWSHE 24 R4, on page 18.

© BB MR DG L4

o PUEZEWE . WA SR E R B3 SR
o W RSN A CE R NTP IS4

o HUPT R B 0L AR

* RS H &

LA W%, 1S 3 M, on page 19,

o 8 SCERIA S FH 28 F1 DNS 13 E
o ETHANCE PRI, AR EOEAENIBAE ONSTERERE) | 8 X SMTP B (Ffik) . il
BAGHIRAE RSO RERE ) FE SRV B R Se 4k i R g (A

LS ZeMIESHS 4 2. %4, on page 23.

s B IP 5 &g

o e s S A P 45

o et B P 25 X
* J5 B e ik 55

o A S YCE R AR UG E R 5B %)
o Ja R RO e R 55

W6 i, IEZSMH 54 9, on page 24.

o A R AN 2 e
s EIX R RN, RGaPR

PERT PR
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B217:

£24

FFia

. R

REFNA

R ERGER

& &t E)
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A RAT IR A 22

BBV T PN B IR VAT T, iR R R S ) R OHE, SRS AR EAIRE (Begin
Setup) $17.

SE ] DLAE LR A & A B W) SCAS: https:/support.ironport.com/license/eula.html

* WEFHLA, on page 18

* MUE RGUEAR, on page 18

* MUEAR %484, on page 18

* W E A, on page 18

o BE %D, on page 19

o AR G5 1] 25 SR8 iy I 20 ) e A D 2k 2
* JA FH H 85 FF, on page 19

MBI G 52 S 5e 4 IRE THLAG o« A4 PRI £ ) 24 B 53 73 L o

O RARE T I T T RS, W Cisco AsyncOS 2l HEPE &6 BHE . i \BE ik s
HRH S P

IR E DU MRBCRGTEAR IS HIE . APk B 5 ) B 22 k. P
P NIRRT O R P A R B R, (AN SR F SRR e P e 4 o T LARE e ik —
SAUWERILE . TRFAER, WS Bk

B AN TRV R Bl AR B B S, e isdT iR . VR AR AR M Y O |
AFA T AR B AT

FERBLEM O EBEEI DX, AEHRAE SRR H RSSO (I IR IEAR R . AEH] b R R BT E i)
I X Gl GMT ks € N IX CERPEE R, I§S L GMT W) .

AT L2 5 F 2 B E RGN BT i), R n] LUASEH 19 4 15 ) 3150 (NTTP) K 5 9 28¢ Bl 194 v fy Al il
KAl o BRATEOU T, CORCE TR0 WA P G R] ) R R e Te] 4545 (time . ironport . com)
—N%H.
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| &EfRE
wawn [

wEE
TEE UK P, X R AT P R . fESE B Cisco AsyncOS 7 B DL 7 ()85 R Iy, BT 36 L 11
KD AN BT 1B 55 B M R A AE 22 AL
B T Fah Qi G 1 2 Ah, 18I0 AT DLAIEE 2R 50 A2 R ) 20 DL SR g R A X 5

BRERSAERE
“HRSSHE” o RIEP AR Talos = MRS,  LLSIE R 4484 ke il
WA MRS HE, BRI 22 2 MO H 2 & IR AT BRI AN N s, Rt R
B Eh B, JXLEIJJ e ST H N RAELE S, RICEEM L 2 NG5, SR G B T
RO . RSB IR e N0 s H T gk AR WA = W ORI Thie, DAt i . $edit
% TS (1) JEO 2 SR T %6, AR BB G S 32 8T iy (A b S R« 9 2 R0 H S8 4R
W) Bk
FHIRVEAE R, 1ES A IS H GR35 A 3R

BRBERE

FEhFF D E CBRIAC D IR P SCREAIBA A %&Eﬂ‘T%ﬁHﬂB%W?‘%E‘JI‘ﬂ%ﬂ, LASE AT LA 13t
NREIRBSI R, ARG R, TEZ 0 B350,

i F—% (Next) 4k45 4t

B30, SNt (M0 JFECE DNS IE, ARSIl E Data 1. Data 2 FIVE FILEL 11 HE
S A D) S A 42 SR s ] A2 R A2

* [l & DNS FHERINM O, on page 19

* BCE M 45421, on page 20

» B2 E, on page 20

o TRERMBAE (AFE) | on page 21

* C170 11 C190 %3¢, on page 22

BLE DNS FnEIA R X
BN BRI A (RIOC) K TP Hiuhibe #50] DUEA] IPv4 Mkl IPve Hihksli DL Py .

BERK, WCHE DNS (445 ) % . Cisco AsyncOS 17 AT LT 122 7 ) ELIE 0 M3 IR 25 2% 1 i Pk i
P8 DNS fETRET /A7, B8 R 4nT DAE ST 2 1) DNS 85 %% WA EFATH B A4,
%%Eﬁﬁii/\ DNS JIk 5525 1) 1P HihEF M4 o 0T Dol RS0 W) 5 2 i A DU DNS Jilk%s
Ao R, HIAT) DNS RSS2 IVIAILAEL A 0. ARTEAME S, WS AL E 4 R48 (DNS)
W

H
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Note

#%” (Use Internet Root DNS Servers), Wil 4552 & B4% L¢ IP Hudik, DUMESER RS RE 10 .

IS W4 5% 15 207 i) 1IEAE TAF ) DNS JIR g% a8 4 BEXT A NEFLIAT DNS Eifk o I R AL VA I R 5%
IS JCVE A E WS 9 5 T 5 ] FR) I AE AR DNS kS5, MO IERLESE “ A BERMIAR DNS Jikds

A85 RIS A X S B A 5 T SR A B DA W) 3y 11 S BB ) P 48 42 11

TP AN, %S “J3H 7 (Enable) ZIEHE, RJGHE IP Huhl. PILAERD A 52 4B 2 10 AL
o TEETNIE TP Hulk B 242 45 (1) DNS c 55 SOl NSt B 2R 1K) TP Mk . e HshkiE % HA5 5 DNS
(IR S AN MXAd sk o 8TT LUS FH IPv4 itk IPve Hidiksk L iy, A fl DL B, 800
P PR

RN VST BB M (AN gkl fl: (e HD sk &R e B, AN EN
HUREPR I AL & — RPN R, ERZHUBLEM I b, BE AN O AR, — AN DR TAE
MEEE, — O AT RSB, 45 C170 F1 C190 BEAERISE b, 0 H— N 0 T4 AN FAL s,
H—MNEOHTEH,

WG — AN T R B s 2

T IS 424 09 5 L P G — AN B DA A T 42 11 0 BRI B 32 4 TP kb . 4n B e s [R) IR ) Data 1 UK M)
Uit VAT Data 2 DUA S 1, D05 /3 B s o e A L o

FFF C390 #0 C690 i &%« A i3 UAH F I A — MY BE LUK M it O B A E R 2 HECM, DL kA H i
W B RS N il A2 s 38 S84S5 — AN 3 DA I s 11 B B e B I s R 2%, DL & F (i
T3 o gk ol s A o

FF C190 &% M, RGUVEE A S E —ANMH LUK M 5 A AMu R, TRl 1l
N R AE e 2 H i A

EZ N TP Mk 2 e 24 EE LUK M %5 11, on page 10,
T Rt LU T E B

* SO S IO | P stedib . JX AT LU TPv4 Ml TPv6 Mubik sl LL LA+
" AT IPva ik BECI0PILEHERD. AsyncOS LA CIDR M IIESHERD. (I, 255.255.255.0
ERCLIEES (REVSELE

X ¥ IPv6 Huhik: CIDR AZUIRETER . 140 64 RrRTZRN /640
o (a[Ek) TP HuhEK5E 4 R E EHLA .

)

Note

ToVEAE R LUK B2 11 C AR [R5~ 0 9 19 TP stihik . A SOG40 TP Hbhik e B i e s 8.
T2 BE R 28 71 TP M dil .

EBC B B PEIN,  2EE 3
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| &EfRE

ke (Rrik)

it (i) [

o HAESZ M )3
< BN H AR (SMTP B ih) , 33X ] ik 1

M “ AR ANHBIE” (Accept Incoming Mail) SZIEHE LORG45 CIC B 0 52 B 1F . i A S SZ s 1
fskA4 o

BN H AR X0t B8 E A e Fr eV SEPLA SMTP B i siA4 7

KL —A SMTP B 145 H . SMTP ¥ 38 rl ik 0 B N\ 2 E B A8 e (MX) BHLEEANME (H
FRAWAE AV 03 [RAT] 4« HD B8 m BT A i e, Aediglzzderp, SMTP i ke SURe e A1 (4
41, Microsoft Exchange) Ji 552 8IS Al bt (1) B ARAEI5 R i) “ R —k” o

B, EArLlE AN, 5 NI exanple. com MIPTH H A3 . example . com 52 BB % th 2
2ﬂﬁﬁﬂl?c%«?§ exchange.example.como

AT LU Z AR H AR sl (Add Row) W8I0 ) — /M. st AT AR ] iR AT

)

Note /¢ i b IR b il E SMTP A& il ik . i A @ AL SMTP B il1, R G0EHli ] DNS 23k I:6f 22 i

W RE RN A ANHSPE AR R Rl G2 BB AU B

Bz Z DI I — MBI AN TT ). B, AR example. come BEHfTR K IE example.net (AT
%E@E/‘] EMﬁFEW#}\WvﬁH?@P@ﬁE, 1%%)\ .example.net A4 ﬁ?%ﬂigfﬁf‘ B, IIEJ lﬂ /TEXLI&
4 Nt

EMCE M rp Ak I, B YRS, Vs ik R S gk lin .

XL TR I E ALV R R 11 RELAYLIST 4 H o ARG R, 1ES I N,
g “rpdrAL AR (Relay Outgoing Mail) 52U HE DUKEF2 LG B A P 4k iy A\ T RLIE i s 44 14
S AR IR FEH Lo

MIETCE Ak R R R O Ry, RERE AT R E A ZE D, 2AaRE WSS
JFiZ4: 1) SSH.

FE NG, QU PN RAT TPv4 k(32 11

o EHLRE CRARICE N 192.168.42.42,

* {&Data 1 LKMHEE A 192.168.1.1. & RE N2 P .example.com 45 RV HE(, SMTP
#% tH 4 exchange.example.com 7 Y.
o £ Data2 LUKz A L8 H 192.168.2.1. BN E A M exchange.example.com 14k HE44:
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gEfmzE |

B comncesn =y

€390 F1 C690 %%t

C170 A C190 %2

Figure 4: M4Z#ZEO: MRTERZED (EDRIRE) I8y 240MED

| able Data

This interface is typically configured fo accept mail.

IPv4 Address / Netmask:

1.1.1.1/24

1Pv6 Address / Prefix:

EODI:dbS:l: 14764

Fully Qualified Hostname:

Fulty quelified hostname for this appliance

Accept Incoming Mail:

[ accept mail on this interface

Relay Qutgaing Mail:

= able Data

i,

This interface s typically configured fo relsy mail,

E Relay mail an this interface

IPv4 Address / Netrnask:

11.1.2/24

16 Address / Prefix:

EDDl:dhﬂ:ll 14764

Fully Qualified Hostname:

Fully qualified hostname for this appliance

Accept Incoming Mail:

E Accept mail on this interface

Relay Outgoing Mail:

a able Manage

[ relay mail an this interface

This interface is typically configured for system administration,

IPv4 Address / Netmask:

1.1.1.2/24

1Pwe Address / Prefix:

EODl:dbﬂ:ll 14/64

Fully Qualified Hostnare:

rnail.example.com

Fully qualified hostname for this appliance

Accept Incoming Mail:

Ll Accept mail on this interface

Relay Outgoing Mail:

[ relay mail on this interfacs

XFF C170 A1 C190 %4, Data 1 #2105 B E A H T ANMBAERIAL B4, 1 Data 2 #2111 H % &

(LI

HECE S TP Mk H TP IR ORI I, RGUBCE SRS 3 D0 FP:
Figure 5: W30 : AT EAMEE R FER 14 IPHAE

v able Data

This interface is typically used to accept and relay mail.

IP Address:

192.168.1.1

Network Mask:

255.255.255.0

Fully Qualified Hestname:

[mail3.example.com

Fully qualified hostname for this appiiance

Accept Incoming Mail:

Accept mail on this interface

Domain

Destination

Add Row

|-example.com

example: company.com

exchange.example.com

i.. An Exchange or Notes server

Relay Outgoing Mail:

v able Data

Relay mail on this interface

System

Add Row.

|exchanga.axamp\e.cum

example: company.com

W

This interface is typically used for system administration. (You are currently connected to this interface.)

1P Address:

192.168.42.42

Network Mask:

255.255.255.0

Fully Qualified Hostname:

mail.example.com
Fully qualified hostname for this appliance

Accept Incoming Mail:

[] Accept mail on this interface

Relay Outgoing Mail:

[ Relay mail on this interface

WEMZE
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B R R LR R 434

BRbmEEAME

Mii T —% (Next) 4k2:45:1%

R 4, WCE RBIIBAEFIR BRI B o 3 SIS T 455 TP A 25 i R 06 8 s 3o S s -4 45 |
B, KT EE, T LR A I i8S AT Sophos B McAfee I%rﬁﬂiﬁo

* JHH IP /52138, on page 23

o Je RSB AF 44, on page 23

* JA BT 144, on page 23

o JA S GOR AT CGUAHEZE BT IRSS) | on page 23
o JH B R L JER, on page 24

TP {52 B 55 P LAV AT 1K) S SMB AR R J 58, AERE "8 2 B T3 2 T A A 10 S B SR s 1 3%
gt (Pln s s ) e .

IP 52 R4 0 P AR RS T A MU RE TP Mk, MERf . RUEHOIEZRER “ PR mlBEh g 1
Jiiho TP A2 A5 MG AHR G2 U5 A 32 RO S AP B S S R AR [ — A 0 e TP A 25 55 O ARy 2
K AE T E RPN A R AL I B AR 2307 5050 TR A A F AOAR G SRl 2 U
ER e SURY

A, TP AEE IR N BN (32D TR

SRR A X 2 m] BE B B e b S B R 30 R A . ZE RS E I R HIIX —#R4, &l DLk
PEAEMRAE X 2 b4 ey Ja T s B3 B A o #8348 mT LR AN J3 T Z IR 55
TR R S b R B E AR SS, WAT LS AsyncOS Bt & Ay K 17 3% S A2 RTS8 47 3% B3 A2 232 ) A< 3
B SR MR 251X o 437 35 I 25 DX AV A DX SR R e 2 P B2 DX o EIC B e 2 P Ul R PR 2 T
HEEH G LG 1R B 251X

TS A P WA RO AY, T AR A 0 5 R A i BT e r 3 A G R T . 7 ) SRS
fﬁ*ﬂfﬁ@ﬁﬁmﬁﬂ_

T AR M 5C v] fEBE Y Sophos 7 B8k McAfee B #2145 481K 30 RARH IS H. ARG RE
[ S (F3X &0, ] DU FEAEIBAE 6 b4 5 B 414 5 1 4

B SR IERE A I BRI, )2 BRI AR A IS R ER DA A% LB IS S 20 00 A5 1o I I G
ST A R A RE, (HAME RGN EPE e B B

HS BN RE, T AR R D% S O B e SR s e 3% T

ERBREEMRERP (XHEEFSHRS)

i B R AR AT AREAT ORI T 2 IR IR S5 T BRI SCAE AROAR S A 2645
ARVEMER, WSS HE S LIRS A5

4]

wE

bl
b



b_ESA_Admin_Guide_15-5-1_chapter19.pdf#nameddest=unique_131
b_ESA_Admin_Guide_15-5-1_chapter38.pdf#nameddest=unique_132
b_ESA_Admin_Guide_15-5-1_chapter38.pdf#nameddest=unique_132
b_ESA_Admin_Guide_15-5-1_chapter18.pdf#nameddest=unique_133
b_ESA_Admin_Guide_15-5-1_chapter22.pdf#nameddest=unique_134

B =rmees

BRB%DES
£5%: HE

4

wE

pors
b

T RIS R0 5% W] HE B PR AR Ao DR I 30 U I B o AL DB 28 2 AEAL U B B 2 A IR 55 T W
BT IR 52640 SO AT R B R SERSAE,  SROEBHOR SRR A ) “ 5 BB .

ARG, WS R IESS
M T —% (Next) k2451

P A B IR 2 L R ST LU IB AR (Previous) #4818l i B0 A7 E A M 4mAE (Edit) BEH:4m
MAZGWE ., MBI 2 . EIRMEED AT N, Gk E:e Ty #4038,
—HPIMH AU AR AR R E A R

o on s B RS, E R REEE (Install ThisConfiguration).
ARG WA IEHE . iR EE (Install) 2Bl E .
TR SCHL s 28, T LUR IR IR A

)

Note -y 5t L0 50 5] T EE BRS04 9 DG (8 1 A BRA TP ik, T siehiZe % (Install) #3805 477 URL

(http://192.168.42.42) WIIERE K. {HIE, B0 2800 507 22 1) 20816 TP Mkl

REWE TG, RESRIEZFRERME . AREAGER, ESFRINZEK, on page 39.

% &5 Active Directory AYiE1E

W RGEBEE ) FAEMSAE OG- IEM 2238 TixAlE, W4 BIR Active Directory [l 45, W EEATEHT)
W25 113517 Active Directory ik %5+, 1114 1] Active Directory [ 54 Active Directory Hit 25 it &
LDAP JIg 55 2 ECE SO, I B W B @A T et NS Uk . WA A Active Directory B0 Ay 2
R 5 U TRCE, s “Bhid DB (Skip this Step). %57 LAYE RS IR (System Administration)
> Active Directory 85 (Active Directory Wizard) Ui _FIZ4T Active Directory [f]'F. #&EiEH] LAYE &R
L& 18 (System Administration) > LDAP /i AL Active Directory A1 Al LDAP Bl 1.

Active Directory [ F 210 2 0 LDAP IR &S #5 C B ST R M R SE B, Blan S gy 5k 77k, il .
FEA DN LA L5 SCRF SSL. Active Directory [7] Sib 614 LDAP [Ix 45 #5 B & SCAF () LDAP $#52 Fil 73
AU

Active Directory [n] ‘76l LDAP IR 5525 E XM )G, 1EMH RS EEE (System Administration) >
L DAP GUIHI 57 7 I B SO R AT SO B i iSO o o SRR 22 A AR 5% 1) LDAP %
o

Procedure

7E “Active Directory [1]'F” (Active Directory Wizard) Ui -, i 73=1T Active Directory [61% (Run
Active Directory Wizard).
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BES
<

W}

| &&#
wapnrrase ]

HIE 2 Hi N\ Active Directory R4S 21 EHLA
I3 KN S F I K 7 44 F a5 R
FEA ST —5 (Next) k2L #4E.

Active Directory [ F4X5 Active Directory IR 55 #8 IR . WA STy, Mg or “lat H sk ik
" (Test Directory Settings) UL [fi.

YIRS M NEAIEAA(E T Active Directory H1 I HEAEHEEIF s okt (Test), SRMNAHRE . 45R S8R
E “HERIRAE” (Connection Status) T-B
PIE6 i (Done).

N/ 4= H 1=
PJENTRET TR
TEIE TR A OCIL B4 55 Active Directory [ SAC & BB ZmifiE )G, RAS TR “RE%
WCE JG 28 ” (System Setup Next Steps) U [fil
Al “REREJRSDR” (System Setup Next Steps) UL BERE, Dk SEMC E 48 1B AR 56

F ey < {75 M (CLI)
b CLI {17 in) RS E & B2 BIMRLE X 22, on page O i BRI FLER: A +. ) BOAH &80
ALE G . wW], REEHEM M BEAG Vi CLI FUABR . 75 G 5 B G - 28— Vi [a)
AT ARG, B LAl B AR AR A . CHREIA P FE R, ESREIA
Fo ) “RAREMS” STREFREHRRIK S HIEOS, B0 LABERT H passphrase fivS B H
BEMAKSH A4,

W DA IER:: ] ) BN TP #ihk 192.168.42.42 55 SSH 2% . SSH it B A s 11 22, 7E
TS P AR A

M A ATE R A TER P B AEAAT UGPSR S B S A g 1 I 2 . X
HERERIIBAT R, on page 9 Pk i) FR AT 5 L FH B L. 78 R I A JE RO P A2 AT 2

TR N P 44 R 1A T SR R 5

HEXERR
o W BUAH P AR, on page 15

™ EOAR P& &L

U SR 2B IR R S BRSO, I 200 B XCER DA A RE R AT 1 IS X S 1 6 [ 58 485 ) AL
PR o B USRI R OGS, Web Sl PR SURINE 15, I H CLI S AR B BBl B i 2 iR
TR AR fir 2 B U5 1]

* Commit

* Interfaceconfig
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B zaesrrmeon zarEns

* passphrase

* Loadconfig

* Systemsetup

* loadlicense Cidi - HEALLHIE AT )9 55
* feature key

* Ping

* Telnet

* netstat

* P4 admin

* %f: ironport

%t

login: admin
passphrase: ironport

\)

Note iR ifiBRS, RESIEREEFMAN N AREI . WIRAIBTRERE W P SIHER, &
WA B o

BT SITHRE (CL) RRERERS
CLIRER G615 GUI ORI S B R —50, FUT D HUSMI L

* CLI Wit 4 5 F Web SR

* CLI WA VRS St 171 OB (1 E 0T W 2 1 BR DA IR A SR s

o CLI R 5L 4 R s 25 R A I DB 22 A W B IR R .

s ERGWE BT, CLI AL R LDAP KL E . {6 1dapcontig v 2614 LDAP it
B

FET ARG W E T, HEMSPERTF NN systemsetups

IronPort> systemsetup
RGEWE N FELER IR RSN RS QR RS R O¢, s i R s s 4
DA ECE, WEALL R RIS “R2” (Yes).

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.
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1F systemsetup M2 IR EIER T, 444 InboundMail B2 A W R > e & b 78 PublicNet IP $211
J:iiﬁfo ﬁ&ﬁ%r EZﬁﬁWT%%F?@EEij@%%%%example.cmnﬁﬁHGEﬁ%imB##o Eﬂ%iéﬁﬁﬁ#?ii%ﬁ
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You are now going to configure how the appliance accepts mail by
creating a "Listener".

Please create a name for this listener (Ex: "InboundMail"):

[1> InboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 3

Enter the domains or specific addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.
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Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

"

Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]" are allowed.

Separate multiple addresses with commas.

[1> example.com

Would you like to configure SMTP routes for example.com? [Y]> y

Enter the destination mail server which you want mail for example.com to be delivered.
Separate multiple entries with commas.

[1> exchange.example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number

of recipients per hour you are willing to receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 4500

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 1,000
Maximum Number Of Messages Per Connection: 1,000
Maximum Number Of Recipients Per Message: 1,000
Maximum Number Of Recipients Per Hour: 4,500

Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
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Use SenderBase for Flow Control: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk

£ systemsetup v 2 IR BI04 4 OutboundMail % F AT F2 57 BC & 4 7E PrivateNet IP $2 [
LIt RE, BE RN exanple. com MMNPTH EVLKITA M. GEEE, &HIFHAK A

ﬁi: .example.com)
RIG, WPz R I CRB D I ERUE AN AT T A5 7 (R BRI AL 0] SRS o

THEE, CTRRE FEOMES Z iR M A ST R P A . AT SRTEAE R, T2 0 AT
WrREY o

Do you want to configure the appliance to relay mail for internal hosts? [Y]> y

Please create a name for this listener (Ex: "OutboundMail"):

[1> OutboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[11> 2

Please specify the systems allowed to relay email through the appliance.

B osEfws
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Hostnames such as "example.com" are allowed.

v

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addressed are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener?

(Rate limiting defines the maximum number of recipients per hour you are willing
to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMAil created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk
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You are now going to configure how the appliance accepts mail by creating a "Listener".

Please create a name for this listener (Ex: "MaillInterface"):

[1> MailInterface

Please choose an IP interface for this Listener.
1. MailNet (10.1.1.1/24: mail3.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

[11> 1
Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.
Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.
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Full email addresses such as "Jjoel@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[1> example.com
Would you like to configure SMTP routes for example.com? [Y]> y
Enter the destination mail server where you want mail for example.com to be delivered.

Separate multiple entries with commas.

[1> exchange.example.com

Please specify the systems allowed to relay email through the appliance.
Hostnames such as "example.com" are allowed.

v

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener?

(Rate limiting defines the maximum number of recipients per hour you are willing
to receive from a remote domain.) [Y]> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 450

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Connections From A Single IP: 50
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Maximum Number Of Messages Per Connection: 100
Maximum Number Of Recipients Per Message: 100
Maximum Number Of Recipients Per Hour: 450
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]>

Listener MaillInterface created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk Kk Kk
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Congratulations! System setup is complete. For advanced configuration, please refer to the
User Guide.

mail3.example.com>

ECREP SRR kP NDY S-S IS8

ZEE AR AsyncOS FL'E, &0 LM mailconfig iy 4 32 HI A% AL & NI IS systemsetup 2
F 1 2R e 5 s A

mail3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file. Separate multiple addresses with commas.

[1> user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com>
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HIS A 0 A F D e e 2 I DB e 26— IRAEH systemsetup AT B MUITFEFE F'}ﬂ}iiiiﬁﬂiﬁﬁ
J3 1 Sophos B McAfee Bﬁfhuj?‘)i'ﬁﬂ%ﬁ LURARI, RASEBCEROF ORI 2 0 R4,
on page 18 /1¥5 & Ak
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Your "Receiving" key will expire in under 30 day(s).
Please contact IronPort Customer Support.

Your "Sophos" key will expire in under 30 day(s).
Please contact IronPort Customer Support.

Your "Outbreak Filters" key will expire in under 30 day(s).
Please contact IronPort Customer Support.
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