XA EE T IEF A 517

AEALE LU
o SCAAEZ L PRI 73 Bk | on page 1
o P E SCAFZ M 23 AT DI RE, on page 5
o SCAHEE RSO3 Bl s 5 RS | on page 23
o LE TR RO 3 2 B SO RIS |, on page 26
o WREHERR SO R 34T, on page 26

M EE TR iR

RSOGO L R J7 S WP B b 2R H B RIS TS R R R b -
* RIS SCIFRIE 2
o T AN AR S IS5 T AN B S ST A
o LERRAFHTE RN RSP0 0T L IR By, JEAEM R A P 0 SCA 1 NS R 199 5% 3 R 14

LETh e T AR NHEPEAT A% s o
SRS TR S P S T A R B = (N IBEREE) ikl

* BB ISCAHEE AR SS  Cisco Secure Endpoint FAFT = e $ i, 8 “fREL” o “air-gap” A
Moy B TRIEAT . TS T B A SIS 25 1 55 4%, on page 6.

o B XA IRSS AL SR AMP S E B AT e & 3e . IE S I B A SCAE o AT iR S
7% | on page 6.

A BRI TE BB
BB 5 A DT S A « SCPRRATT A2 BE  ARISIE N, SRR, B, SO
SMRIETAEA . WIRFERHF S BRI T, 5 WIS, ELSC PR A A T
AMP U5 SR . TBURZEIEA A FRAT TR 2 45

AT RLORE A B S S O IR

| QIR pubiLiib e it |
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B conmma

A E MRS R ERA RIS W AR, TSI . STPFARIEASSCA o Bl L
HEERESERISUR

MM R [R]— SO G GBI, R GeRE L BN BRI A E
A A 8 ST ) E A DB FE AR SCPEAE ZE AN BT IR 55 P SR IR S, on page 370 51 FH ) SO 45 A1 3C
VELIR
X ED
o SCPHEZFNSCAT 2 A S 5 R, on page 23
o LE TR RO s T SO SRS |, on page 26

SO AL T A

B AR OO WA R I 238 4, A5 WITCTR K B SE RTS8 5 K AE WA, AE B9 2341 i AR 37 BIDP
SO AL AT AT 73 HT

)

Note  ERUUIEUL T, WIAMELE) MIME {5 Sk S0 IEA, SCPHERE RS HG IR ] ORI H4 7 1. B
AL AT BRI o R TCVES U, AR R “ A RT494E” (unscannable).
U B REMS LU, WIPEAL BRI SO AR R 0, e R “ AT

#i” (unscannable) A “3E=” (malicious).

B AISCAFARE MR S5 Z IR A N SR kS .
PP SCAFREE )

o QURHBAEANEL S ARAT A, WSCAHAE 2 iR S5k ]« Clkad” A€

o WSS Ry SOAA 25 MR 25 P 3 ELA o IS, IRk i ik TAEBAF

o R HBAF AR, AR SO E B RS AR R A, WAL o6 I A A FH S S

o GRS AR B IR SS SRS AN R DR s fa e, WME 2 IR 4555 1 STl (o g i
GURAT R o3 M) IR IEUE A5 o 0 Bk 7 ik 3]l ok F B8 04 25 AL, A 8 1 A A
HIS A} S I v g, 5 2 SR AP ) S P PR 4R A

o MR B R SS WAT S RAR B, BTG o B GO 208 SO 2580 73 A Ik 45 T SRR
() 3CAF , on page 3D, WIPKE SCHRRE A IE 5 FF H B R4k g i TAERAS

s WIREH T SO T IRGS s AR IR G B R T SO A L, I HLSCIR AL AT A A I SO IR R
e GE S SO BRI BT RS T S FE I SCPE  on page 3) , WAT ARG BB A: (i 2 50 e 25 Bt
PRIEAE I BT AL, on page 18) FEIGSCAFEAT MM o AR ERAE A I BITAF AR I3 A N 1 RS B0 45 T
Bk B B A AN R SO DA A A, TR G2 i RS TR A

o KT A A ST o3 B (R385, AR 2 PR R ST 3 B [ I BEAT o i AR BRI S5 aR B e, 2
fERZHAE, MR RS B4R B & RN o TR ST T-05 25 Ik 45 R Ul & R S0 11
W2 A FH ST A2 B E

o AR R 5 IR S5 2 (R I BB N T 3 B HE 2 e R BA AT H, WP 2SR “ANAT 4
f#” (unscannable), F N FC & 4AE
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Figure 1: [0 A £ ZXH D TERE BRI SR TERMGHRIP TIERE

Verdict

Deliver file to end user
Block file

Deliver file to end user

Recognized
File

Score =1 -59

Undetermined

Score = 60 - 100 |—»] Blok i
Send file to file core |- Block fle]

reputation service

File qualifies for analysis

Y Deliver file to end user

es : .

Unrecognized and send file for analysis
File

3
No Deliver file to end user é

UIAERE SCAFIEAZ
© WK SRR B A BAT 00T SCPPRIE IS HTTPS Ak
© OPMTIE i EAO B, HATRERE

o FESCAF 3T JE AR A T R ST AT BEAS S A 38 IR 25 UM A S0 o OIS 2 th— BUN TR A
(K12 I ZAE ,  TAS— € B (K SCPE I MR KA

* fiff HHACHE Cisco Secure Endpoint % & #4F70 BT 52 45 73 AT SCAR IR 45 R R AT AE A - .
A RANE R HIE R, S5 SC B E 38T, on page 1o

M EE S BRSSP Y3
ARSI B HCC PRI, SRR SR A TSR S 4

AT DIRHE AR S0 L SO AT U L 0 B o AERC B SCIE AT DO REIN,  EFEEE 3 B i SCAF SR AL
LA AT IR U nl AR SR BB AR I, e BB, I n] BLIERRER I SCR36
RBEAT A%

AT AT B3 T IS5 SCRFTR LS SCAF R PR A5 JE I g R P il e A7 SC VPSRN 3 B TR A8 SO
T WS B AT ACLT P ESRIC) CREURE A 222 4™ i v G A ORAP IR 55 (0 ST S5 A
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html, T
At SCAAF 2 A SCAFAE AT I3 W AR A ] BE Bl A2 B

BT IR SO, A — AN S SRR R AR K o SRR, 1 V5 iR
https://tools.cisco.com/RPF/register/register.do.

T K SRS T A FELLE %38 AN iy IO GO A ORI AR B S

\}

Note 0 I AL LLEAT 0TI SC1E - (R NI B8 A% R IIB 2 rP (0 S0 AR B fk . BEA A ISR
IIMTEE R, IELE “ T (File Analysis) 7 75 0 1 #22R SHA-256.
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THEEER S |
| R T

AR EHR
o Jot R B SCA AR A A 73T 55, on page 7
o ORECRIC T IR SO E AR Y 7B 4], on page 22
o ARG G SRR, on page 4

TR a3 b2
DS QRN e
* RS LA R AT AT RS 152

A RAS B R LA AN A SO MG . CBFE SO0, 1S B SCAME 29 B i 25 P SR i) SOk
, on page 3FEFL MG B .
TEMEE 5
o AR I — AN SO, WSO E Z RS 2 BT R i sl R SR B S HlE
o R AR BAF RS SO ), I BT SR T30, WSO 25 IR 45 2 B0 s 4
BAERYSCARIR E] OB HIE
o U FURESE U AR AR ST BB AR AR, WASREZ SR A 530 # o
o AN F A SR SO REAT A e 200 I S S R G AT, FEuk I serh, iR rh— AN
(RSO E SC A, IS A SCAAE 2 MR 5 2 BT 0 s R B A A SR B “O% &7 (Malicious) ) 5E
( “HE” Malicious) FIEMLAET “An49H#” (Unscannable) H5&) .
o FELANIHOLT,  FR i SO BN SO B AL A AN v i SO

o Bl AR EE T 200
PRSP A B EHRE ] -
* AR SO B3 SCARERE 200 s
* AFRSCAER/NETE 50 MB.

o AR SR SRS R AP BN W]

\}

Note /pD) RH5UL K, A4 EAL3] Cisco Secure Malware Analytics (Threat Grid) /f3E—25 7347«
* Cisco Secure Email Gateway JC755E SR IUAEAS A
o SRR ORAP IO AFRE SO ARRAE M o B D 6

\}

Note  RZEALVFAL HAT %4 MIME 2850 (U SCA/2SCA) 1 AR BUCAFI1R 2%
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T el |

&iX 2| RimBIE BRI FATE
¢ S FRUUCIE SHA A SRS 2RI GRS . RARIECHALY
ISR RIS I ELSCHERE A I, SO S R B 23
AT RS ZHEAT TR LAy BB MR LRSI AR . et

FIPS &M%

S5 I AREE 3 [/ T e 45 2 4
A RAHE Cisco Secure Endpoint % & 8K A 43 BT e 2% I 20 B SCAF HIAE BAN S 55 S IS L =,

SCPERE 2 R SIS T4 45 FIPS £,

Ao & X HEE oI IhRE

L5 SRR AN 3T AR 55 T A5 (K 285K, on page 5

o FCE A SCAFAE 3 S5 4%, on page 6

o BCEAMSLAEI MRS 45 , on page 6

* Jot FHRTHC B SCAAR 2 A 23 H i 55

o (WA TGS ) BLEBS4L, on page 14

o BB T SO AR SCR 2 A (R 50, on page 16
o MBI EE A T I HEST, on page 18

o A SCAEI BT X, on page 19

« P HTI X, on page 21

© SCPEHEE AT X 4k, on page 21

o R REAT R CE S B BRI AN, on page 22
© PGB E AP RS , on page 22

* BRI T RN ZOG AT R B K E R, on page 22
o RN ZEE AR Y DIREMIICE SR | on page 23

SXBEEMT RS BEINEX

JIT A Aol FH A 8 i 25 (A IS A2 2 A % 10 06 20 g e ink F I B9 5 L0 4. VB AR IC Sk s FH A B
() Cisco Secure Endpoint % 2 A 73 #r B #5 H SCAE 0 BT IR SS D
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B e=rexussmss

« BRATEOUR, B SCAHE 2 A M I 55 (A

o BRONTEOLN, T8I BRIA Y SCAH DGR IR R B b -5 SCPRE 2 0 A I35 NS T 5 R 931 I 45 14
TAE . ZhE HALEL O 2% th b E, 1A “ @SS (Security Services) > “ SUAHEZEF4)
¥1” (File Reputation and Analysis) T[] “ =% ” (Advanced) ¥4 B bk G a8 .

AR LTI IR Sk I PEAAE S, 12 BB kS S

BCEAR M HEERS R
WA Cisco Secure Endpoint Private Cloud %8 FVEFA 2 SCAF 0 B IR S % :

o T BONBL AT B A R RS ZUB ORI BT 2= B SORY, QA 2 MG B
FireAMP FA {5 =45 :
http:/Avwwcisco.comy/c/en/us/support/security/fireamp-private-cloud-virtual-appliance/tsd-products-support-series-home.html

A5 F SRS AT AR 32 b A SRR AT 55
HoASCAFRT N AMP BRI 2 8% 1) “ )7 BERGRIN .
o fE RER” B CEERT CRHIERE) BT RCE MELE. Cisco Secure Endpoint Cloud %4

* ffif& Cisco Secure Endpoint Private Cloud % & [F AR A Ky 3.8.1 BE A,  DAEE I IR 4
W 5 5 2 4 A e A AN

* YEiZ 45 I N3 Cisco Secure Endpoint Private Cloud SSL ilE 15, DM A% 2 e HE4F M 5 .

\}

AR BRI MRS S )G, OB MR 22 A B O B 5 2 A5 S AR T2 B AR
SCPHEE RS 87 DR 6

BLE A X H DRSS
QIR HKS Cisco Secure Endpoint 8 5 A7 A W& FIAERA AT 2= SO0 A MR 55 4«

* R ( Cisco Secure Endpoint % & #73 # e £ BB A B A5 R ) #1 ( Cisco Secure Endpoint %
RERAF TS B FEFR RS ) o Cisco Secure Endpoint 3% 2 8K A: 0 A 3645 SCRS Al M
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/
products-installation-guides-list.html 3R H

A5 FH I SCRY AT AT A A IR AR5
i [] Cisco Secure Endpoint 2% & 4K A5 s 25 HH 1K) “ B 7 B nl SR ICLAB SR .

£ CEHFEEY T, WRTIAFEMAER: SHAMAERNESRSER. CSA. Cisco Sandbox
APL. ESA FIIBPFZAH 4 »

* BE ARG E Cisco Secure Endpoint 2% & AE 2 HT % 4%

W et EESERS S |


b_ESA_Admin_Guide_15-5-1_appendix4.pdf#nameddest=unique_78
http://www.cisco.com/c/en/us/support/security/fireamp-private-cloud-virtual-appliance/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html

| sctEs s
pRnEEtEEnsrns [

o WERTFEL, W5 Cisco Secure Endpoint 2% B AKX A 70 M e 24 AT SEHT N RA 1.2.1, 1ZMRASC RS
SRR A2 A e £ I FE o

AR E A S MPAT RIS, T2 AMP RT3

o PRI I T A v I R AR IR AR o SERE A e 4 v % J0 e % 3% 42 2] Cisco Secure Endpoint
M RAT o B B A TR IE S

o U PGB {5 4TS : M Cisco Secure Endpoint S5 #02E 0 W ¥ 45 A8 BRI B 22 42 ¥
% FAFFR A 2544 SSLUEP . 1524 Cisco Secure Endpoint 2% &t i AE 0 M v £ #1 B FR pg i AT

KT8 SSLUEB MU o 1% 5% 26 4E —MFf Cisco Secure Endpoint W5 & A 43 HT B8 EWLAAAE

9 CN iES . 2K A Cisco Secure Endpoint 3% 2 #0470 B 5 25 [ ERAUE AN AEH

o HERA TS HTIORCE N, REUE B3 RS BT B S M R 2 i, W
JE RIS B SR 2RI 3 T IR SS hprid e (HR:, R 2535 IR R — RS e o o Sy 0

FERMEE X HEEM SRS

Before you begin
o SRIOCCIHAE Z RS ST TR S5 I ThRES B, JFR AR B L B 4% .
o WAL 5 SO 2RI 23 BT iR 553845 1O 245K, on page 5.
 WUE S E TR ARG BB T “ 3B (Updates) B Lo

* WIERAEHE Cisco Secure Endpoint FA 25 W8 FIAEFAE 2= SCHH(E B R S5- 4%, 16 21 I B A S5
2k %% %%, on page 6.

* WARHEHKE Cisco Secure Endpoint 2% 5 AT 73 B s FAERAE = S0 i Ik 552, iE S0 ICE A
ST A5 H kS5 45 , on page 6.

Procedure

T EHFRERSS (Security Services) > XH{EEF12 47 (File Reputation and Analysis).
P2 LREL£EEE (Edit Global Settings).
$IE3 A BAXHEEZE (Enable File Reputation Filtering) M1 a] % ) /2 F 3 4 4 # (Enable File

Analysis).

o IRk R R BSOS 2 538 (EnableFileReputation Filtering), 210 & TS Z AR 5 28 (File
Reputation Server) ifi7r (FELBE6H) , LW F: EFIMNBAEE RS2 URL, it
MR EE S MES R EEER .

« [FFE, W B HES T (Enable File Analysis), U042 it & ST 4> #rAR 5 88 URL (File
Analysis Server URL) 5> (FEH B 7 1) , JHEWF: AN T R IRS4 00 URL, i@ pLF,
AT AT R .
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XHEE RS |

Note  J-2 5 W] REVS BN SCAF2R Y, IO HERIAG 0L M AR . Wik E ISP #r, IF Hifs
FHE T PR B BT RO SCIERIY, 25 R AR 830280

$IR4 VRIS CHERAFAE)

o

FB’S  (EXHST (FileAnalysis) 70 , AAHRN ST £ BT s SCAF2RAE (4 “Microsoft TR )

LU IEIEAT A3 HT

A RSCFFISCA R R, HS AP HIIS . SCHEEE AT IR S5 DT SCRF I SCA: , on page 3

Note R L2 5 HIAS AryB A0 (MR OS2 Y, AR IR H o an S 3037 iy, b2 S22
(VR AN SR Ik TR R 7 IR 45 s RO B 5 % IR A B AR = 32K 8Y (Other
potentially maliciousfiletypes) 1 LS FH UL ThRE . 409G H b Thae, B T8 Qe ek
A, BRI S R IE I SRR AT W

$IE6 JEITMHEENESRIEE (Advanced Settingsfor FileReputation) [fiH, JEHLHE 75 2R R 51| 5«

Reputation Server)

AL 152 AR
SPGB RSS2 (File | IEFAREEZMSHEN TS, SRAHEES.

MREFRREFEE S, HRMELL NN E:
* 24| & E#14 (Console Hostname) - #i A\ Cisco Secure Endpoint FAFH
mw AN B4 .
* BEIKHD (Activation Code) - #ii A\ Cisco Secure Endpoint FAH == % £
HIBE AR o

A R AR IR S & EALAA RS ARSI PEANE S, 120 Cisco Secure

Endpoint FAf 2 304

Note T4 S {{F2F AT SSL A, #Z{E Web Fiti 48 H CLI fir
4 certconfig > CERTAUTHORITY > CUSTOM & Network >
Certificates (Custom Certificate Authorities) 5 P4 #5705 25 I 55 %
CAUEP B AMP N2t 5 £ FIRIE 54762 . M Cisco Secure

Endpoint FAfT 2z % & 3RIULIE T (Integrations > Email Security
Appliance > Version 15.0 and above > SSL Configuration >

download) .

Cisco Secure Endpoint 3
il &5 4E % (Secure
Endpoint Console
Integration)

rihi s Cisco Secure Endpoint JEA B M X (Register the Email Gateway
with Secure Endpoint) 5 #& (¥4’ 2 5 Cisco Secure Endpoint #4 il & 4
B ARVEAIUEE, 152 MBI OG5 Cisco Secure Endpoint 4% il 15 52
Ji%, on page 11,

LrBk IR (Heartbeat
Interval)

PAG3 b A B 1) ping 1B WA .

AT (Query Timeout)

fi%

bt

W I el i AR A

W et EESERS S
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pRaRExsEsnsngs

IR 15 BA
AEPEHERY (Processing SRR I R 28 I AP
Timeout)

SCAFAR A% 0w 1D (File | SCPHAE 2 IR 55 4% EUEBE A9 )50 ID O .

Reputation Client ID)
B (File Ve INEE T EER (Suppressthe retrospective verdict alerts), LA
Retrospective) A0 ) AR AR A MBSO N 25 3 B 20 1) IS A0 st 3 3 12 ) A o

Note  7EJCIIRISCHFFE S HINGOL R, 1620 S ORI 1 AT Fe A B
PR WEREAE T 2 WSS AT S0, W RETT “ SO T A R B IO AR AR 5 25 2 LR 2 i

| QIR pubiLiib e it |
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MHEE SR

15 ERA
A TR A URL [R5 4 4 7K (URL) BiFAE 287 = (Private analysis cloud).
(File Analysis Server URL)

WERFRE AN = IR ST A%, W IEFE S AR D B B B IR 5 A8 . R
GRS R 1 BB R0RE R DR T (0 T YR 55 2 8 I 212871 2

EFEFRE 50 M1 2 LA H P 5835528 1 Cisco Secure Endpoint 3% & 4K 25 3 M1 15
AT AT, FRRRAEDLUR A

* TG BRE5 25 - g AN JO7 sl AERE Cisco Secure Endpoint 3% = #4443 HT5
%1 TIPva kb sl B4 . B8 2 v LS B Cisco Secure Endpoint
AT M B

Note 32415 K R IR AL 5 AR B Cisco Secure Endpoint % 54K
PEIF BT LA T o AN A2 IR R L 2

Note  AHEFE— S [ IS I AT R 55 4 RIARRE AR 55 4% o "&b
I ST R 55 4 B IR 55 4 o

RO REAE LB P I — ST R A5 A% . WERE RS,
W e 22 W] AN N 7 AR 55 4% HT A R g5 e dh) A6 20 T[] —
MERE. ARERINZANMERE

* JEP M A H 4 (Certificate Authority) - W35 FH BRI EGARSER Mk
#1# (Use Cisco Default Certificate Authority) B¢{s F _E £ B9 57
A H\# (Use Uploaded Certificate Authority).

R P B AR AYIE B A H1#4 (Uploaded Certificate Authority),
i T BT (Browse) KA b & S5 A = A A1 I i A5 b
BAUETSCE o BEAE P25 R AT 2 IR 45 A A RE T AH ]

Note i fr ik 45 -y SCAF43HTBLE T Cisco Secure Endpoint % & 4
4T RS TP, AT A ) Cisco Secure Endpoint 5% = 3 F 43
Mri 1/ (#lanhttps:/panacea.threatgrid.eu) , LA A FIEREEHEAC Ut
AT ARG BT S0 . A %A Ui 1) Cisco Secure Endpoint -8 & 4K
PR TTR VEAE S, TEIER Cisco TAC.

AEL B E (Proxy Settings)

Ve E B S &4 T8 (Use File Reputation Proxy) & ikHE, LUEH%E
JcL R ) — N SO 2 BT AR B, A R SO AT I i AR B

WU EIRCE AR AR, RO IE T E R X HEERIE (UseFile
Reputation Proxy) & IEHE, SR 55N AR S5 28 (Server). i (Port).
F A% (Username) FilPassphrase (%83) 13 FL.

SCPES MY 3 1D (File
Analysis Client ID)

SOOI TR S5 A IR B 1% i D O .

PIERS (AL WUR BN SOPEAE AL B AN B A7 WY, W5 eTT “ 2847 A" (Cache Settings) IR .

W et EESERS S
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$IR9

1EHREM 5% 5 Cisco Secure Endpoint 3| & & 5 .

WS AT SO T B B R, TSR “BI{E % &7 (Threshold Settings) AR . 1 b BI{E
173 BER TR S IR o IR DL N AT — ik i

* fEHIR H 2RSS 1R (95)
* BN E SCE - BROAE ) 95

PR FEIMIA T L

R AEAE I ) A1 Cisco Secure Endpoint 3% & #F /0 it %, 1i57E Cisco Secure Endpoint % & 4
I FT RS EIOS R IR

BoE “H P KPR 53U WIHE Cisco Secure Endpoint A 43 HT SCRS H $ 43

a) VHIC N SR 3 BB o SR 23 Mr % i 1D B 1D AR iR S80S 0“7 .

b) %3 Cisco Secure Endpoint % 5= X 1F 0 M 15 45

o) ILFEXRID..>EEBARA, JFNER “HPFEAFELRY .

d) ARG HB AT 2 4 Vs SO 2 7 s 1D 463 “HI 7 K.

e) AWAWIHIL “user” WS,

1Z 81 < 5 Cisco Secure Endpoint 1=l & £ 5%

T AT LK ) B2 £ 55 Cisco Secure Endpoint #1582/, 7 Cisco Secure Endpoint il &5 14447 LA
T ERAE:

Qg —AREER (5 SR,
 FE R IR0 SHA VRINEU M) 2 5 SR I
» BIEERL RV
« WEFCHE SHA YRS AV 51
- B P U
TR (5 SR IFFE RS IR LV B2 IEI 30 1 5 S
-~ gk 1 XA
o i (15 SCRMRIR N (5 AL
o g LR A BRI LR B 5 1 AL
« SO SHA B SCIFRUI RN
HRHENT B4 5 Cisco Secure Endpoint i A 4L, 575 B A T B B VEHES 1 B

LG, 30 SHA RIE B SCAHE 2 MRS AR, MOCHHE 2 MR 4543 3R 15 1 S SHA HI 3 Cisco
Secure Endpoint #Hi] &5 o CUH T- [A]— 304 SHA B0 78 5
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. 1R 5% 5 Cisco Secure Endpoint 3] & & 5

LI
$IE2

$IE3

$TIE4

SIS

WIS SHA Cbric 2 Janbm,  HF H w58k 7 — 30473 i 2 Cisco Secure Endpoint 2 3l & H1 1)
FELIEZZR T, DS A A ) o

“TRIUERIAERYT” (Advanced Malware Protection) #1175 TUHH AL F5 B MR ZE R X 4 BIE N B E SR G
X4 (Incoming Malwar e Files by Category) #14), LAEr M Cisco Secure Endpoint # il & W 21 1151
NBRIEF R SCAE SHA L], X Ee30fF SHA Bk B E X4 (Custom Detection). 7Efi 5 1) “f%
NS R B /%7 (Incoming Malware Threat Files) #5843+, #81 ABH1EZZR A S SHA F 8
4]k S A 15T B B E AR (SimpleCustom Detection). #8] DL Sl R A 1« B8 214145 B 340
ez, LA A LE Cisco Secure Endpoint 5 il & H ©L A B F1 3R 1 SCAF SHA 1 ST RGN EL o

FriaZ /il

ARIETE Cisco Secure Endpoint #5Hi &5 tH AT HAT & B U5 AR H - K P o A3 - anfl 414t Cisco
Secure Endpoint % il &5 FH 7 K 7 158 2 7E 4145 B, 15 HER Cisco TAC.

DT AR AR SR RERC B, HLAE IR Cisco Secure Endpoint 251l & V3 /i O 8 S OIS X S o D AR 44
CLAE HLH LA SR 1) Cisco Secure Endpoint #5555 v MR AE I OG5 CR AR LI AN SR 2 1 T 3l B
e A FEE I

TER R O ARG & SCAE 2 98 . WS 08 HATEC BSOS B AT eSS T i ane] Je B RC
SO B g

UK

ISR EIRE (Security Services) > XHEEFN53#7 (File Reputation and Analysis).
ridimiE £ /& E (Edit Global Settings).

7E Web FLIHIP) “ SRS B RISCAF53#1” (File Reputation and File Analysis) UL [H 1 SCAFE(E 251 “ gl
WH” (Advanced Settings) AR, fidifFi& &£ ME Cisco Secure Endpoint (Register Appliance
with Secure Endpoint).

rihi WA M 2] Cisco Secure Endpoin” (Register Appliance with Secure Endpoint) J&i, # H i Cisco
Secure Endpoint #2553 UL IH]

5 S5 UE % 5% 3] Cisco Secure Endpoint #5544 .

s Cisco Secure Endpoint 24 UL o 1 53 (Allow) LT A [ 45«

i “RVE” (Allow) (Allow) Ja, JEMBEC TSR, IR EEDE [ R w& 1 “SCIHMEZEMIHT 7 (File
Reputation and Analysis) JU[fl. &1 % ZFHE /R TE “ Cisco Secure Endpoint #5115 ££ % (Secure
Endpoint Console Integration)” 7B, w] LM HH % # 24 FK H & X Cisco Secure Endpoint 45l 5 UL [
(B E B

T—oMita
* B0 LL 22 Cisco Secure Endpoint 1 & LTI fF] “JK 77 (Accounts)> “ N FHFE/T” (Applications)
4y, LASGAIE A& 15 W] Cisco Secure Endpoint 73/ T 8 1 # o #E 1115 2% 44 K /R 7E Cisco Secure
Endpoint #51il| &5 UL “ N HFET” (Applications) #8475
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szs xuamgErEnEs i

« VEME, BIOBRERRANIMBIBGAAL CHZLD J, ZAIBEIn T BRIASERE (ZEEnE) o BR
A TR AL B IS I BHLLE 81 R B AT VF AR S0 SHA . W2 H s ik #% 1] Cisco Secure Endpoint
BEE, JEA I A BRI R B RV SO SHA, 152 [ https://console.amp.cisco.com/docs 1
] Cisco Secure Endpoint F J* 30,

3

iR “SCAHEZBEE” (File Reputation Settings) T “ SCAF(E 2% it ID” (File Reputation
Client ID) {555 Cisco Secure Endpoint ¥l & '] 7 i I £ 1) “ %4 GUID” (Device GUID)
(Device GUID) #H A, WIHRAE A, W45 Cisco Secure Endpoint [F14E RO JGIEAE T HHLELAE
FEONIEH TAE. TS 8 A Mk %, A Refd ] Cisco Secure Endpoint L.

M Cisco Secure Endpoint 5l & iy FE M B4 &8, AT LIER &R “SCHHE2E” (File Reputation)
I “EgiRE” (Advanced Settings) W s BUHIE M (Deregister), 8535 1875 2 2|
https://console.amp.cisco.com/H[f] Cisco Secure Endpoint 51l & UL 1HI . A XTELNE R, 1HSH
https://console.amp.cisco.com/docs 1] Cisco Secure Endpoint HI /7 30 .

.

P

\}

R SCPEAR Mk 55 2% S SO St il by, I R SR 1 3l Cisco Secure Endpoint i1 .

BT FH Ay SCAA 2 IR 45 45 128 1R AH ) 508k 1 7 Clisco Secure Endpoint 4551 £ F TV I 1995 o

iR

\}

QTSRS AE ARG B O T SO B I A5, WD s BB A4 1Y ks 1 2 A Cisco Secure Endpoint #2581l 5
WO TN o A ORIBCTS T B T 0 AT HAB AT SEATL o 8 06 S04 FH DAy S 25 IR 55 i 226 8 (1) H [) et
Huly, 7 Cisco Secure Endpoint #l] 5 F8T M B A HB AR O .

pEktd

\}

(FEAERFRCE ] SRRk “ SCH(E RN S50 M7 (File Reputation and File Analysis) r ' 15 # A

—MNEBLNFE ) B — N EREGONRS, 7556 M Cisco Secure Endpoint #1il & B VM B8 6 IR

TR K “SCHATEFNSCA434T 7 (File Reputation and File Analysis) Al & % & 1 2 51 I EEE )
Jii, R4 Cisco Secure Endpoint #25fil & FHTA WA R4 04 5k o

ek cd

WSS SHA 15 8] T — AN A g, 5 UEAR R S0 SHA /215 5N T Cisco Secure Endpoint

FEHIG B SEVRIR T

EERTF! XHESMXERFTREN

IR R HTB R A S SO IR Ss s TE45 A6 32 LA 158 W] LA CRFF HScHs rh Lo 25 «

o BT IR GS As P ANOR LA BB AR R S IR SO o M R 55 1o e 4% TR 4y
4.,
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XHEE RS |

B oszxusnms mERsd

(%

o 20 B ST 3 5 DX AR 2 R B 20 ORI R X R BUIRL ), B4 ST 20 W B
B IER, JFd AMP SIBEEE . R, RSO AR BRI SO 34 Ak 55 s LLEEAT 23
s AHANG PR B 5036 B ST I3 A B S X o

AKEZHAME R, 1EZihttps://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/
products-installation-guides-list. htmIH [ JEL AMP S8 & A 74 S0k .

AEZXHZRS) EEREE

TR A AL NAER B IR TS, T SAVFL NN BT N B 2 A& T DUE = P BT X
SCAFIISCATE ST 45 R VAR ., 2R T A IS — B 4. W) DAETH SN LR o e
ERrE iR
A& TAE:

* TOREERE P I BT A TH SRR I A

o ORI LR B P A DR SR B S AT ik S5 s, JF HAZ A5 4% IEAEIZAT

\)

Note s SLA7E A Hb READAIIS A 159 5G rh I8 i v T UE 25 B SO 3« A B D™ 28, S AT98R T LI
JHAREVF R UEIK ™ 1D AT B2 SO0 M 1K) B Sl o

Procedure

PR PR LIRSS (Security Services) > XHHEEFI S 4 (File Reputation and Analysis).

B2 Sl mEtt A Hs EF IR W XX 2 ##Rk & (Click hereto group or view Email Gateway for File
Analysis reporting) i Ik 01 i 15 5% 73 2

IR 3 [ FAE M O AR REVERT, IE ] /6% % | D /%R (Appliance | D/Name) 7B F-ahim A 41
ID, AR5 rith SZRI4r4HE (Group Now).

&
(W RAE MR PE R 5 b s PR RE VT, 3G ] R 48 A S R eIk ID M M40 1D, JERE LB IRTE &
Z40 1D /B TR,
AR
s B HBEET A4
o AT DABE IR BN 2 4 .
o SRT DULE TSN LR AR TR 20 591 I 6 e 441
o W R E IR BN A AN, I IR T AR IR . I ID X2 KNG 3 HARE
&2
o SRAL B AL ID 2ER L 2T 56 AL DL BT (0 SO I BE 1 BT B 4 b A R o {HAE S 48
Hrp s b, REKAFZ ID.
s WIREFHEAAID, WERS T EIAER, H HATE B2,

W et EESERS S |


https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/amp-threat-grid-appliances/products-installation-guides-list.html

| RS
srsuamnsizeaszn [

o REABZIA WA A (KD AT B 26 0 B LAAE 2 A A AR ] (K SCAE 2 M e 5545 o
WA FRTREVF AT, DA RENK T ID X B AT 0 4L

B X H SR E R ZERR

Procedure

P L RERSE (Security Services) > XHEEFAISH7 (File Reputation and Analysis).

B2 il s Hs EF R W XX 2 4Rk & (Click hereto group or view Email Gateway for File
Analysisreporting) £,

$IE3 A& E M5 4R (Change Group) U2l 5 7 .
Note {434 LLYE CLI "/ F ampconfig> setgroup v 4 Bk 4l ID.

$IZ 4 {£i%#%4H 1D /&FR (Appliance Group | D/Name) 7Bt R N 4 FR ek ID, SR )5 i ST BN 4348 (Group
Now).
Note a0 2 S b B 7R i 4 Hh T AT e £ I AL A4 K

WLt g DR 2
Procedure
P11 EHEREIRS (Security Services) > XHEE 447 (File Reputation and Analysis).
BB 2 Sl mE e Hs EF IR W XX 2 ##Rk & (Click hereto group or view Email Gateway for File

Analysisreporting) £ .
P33 AU EFIEE (View Appliances) LA F 7E4F € KA AT 4l il i e 4 .
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STHES SRR |
| R o e T

PHERBIR ER - FN A 2%

AMP.ENGINE.ALERT.WARN | 243 K. RKfE A Cisco Secure | S4: R A
Malware Analytics (Threat Grid)

S SRy I v A 2 /S
Ty, E 5 Cisco TACFER .

AR K. WARNING.

YL MBI S oi Al F R e
Ik 7 1D |1 Cisco Secure Malware
Analytics (Threat Grid) I 55 #87%
£ A A TR RIR AR

fo & A T XSS 13 A0 304 2 A R BB 14 SR g

Procedure

P KL MR ES (Mail Policies) > & N B35 EE (Incoming M ail Policies) sk #4435k B& (M ail Policies)
> 1£ H AR 55 #& (Outgoing Mail Policies) (WIEH])

P2 ST S K SRR B RIP (Advanced Malware Protection) 1| R REH AT 12 24
PR3 PRI

o R EA AN EFL Cisco Secure Malware Analytics (Threat Grid) 4%, FFEAAGEE CHKIER
= (Bt VA TR D, SR IE T B A X492 (Enable File Analysis).

o WURMAFRARL D “ATTEHE” , MR 5 AT I3 A o 02 D LU Js BRI AN T 41 4 S
I, R “ AT

* HRFEEIR
o SRR LR R A7 R B R 4 ST
* f74F RFC R IB1E.
* 4055 200 AN AL f SO B A
o BB AN BRI K7 ST R A
o SEIURMCIHEAT

© SRERBRH - SCPF MRS BEARFARE SCAE, R e LB RIS AL BRG]
* AMP BRI A

© SCPHEEIRS AT

 SCHEAIBTIIRSS AT o

o SCPHE A R I

W et EESERS S



| sctEs s

RERT s tsnrwmegns [

o SCfF_EAL AR

o AT LR AMP 1SR AT 18 A MISPHE R S — ISP Ak EL4 A -
0 s
o JREARIR IR F
o K I AT 32 1 SRS ol 12 X
o WAGERALILIRAT, TFIERELL T BN

TR RIS AR o AFATE EAE N mbox A% 2X H &R U A7 /2 5 & ¥ amparchive H 5%
EP TN B Y AMP 4744 (amparchive) H & T .

o SRS SO B A R T Y, G [WARNING: ATTACHMENT(S) MAY CONTAIN

MALWARE].
FETTUSIN A 8 SRk, LA B DB pR AN

TSRS AT, AT R oAb bl . sy “a2” , IFSART IO At

o RATKEA AT IS AOR B I H AR AL s “2” (Yes), 4 A2 HI 1P bk sl EHL
%o

o WRALPERE NPT AL B SREME BR 25 D, WFREFELL T B fF
DN DRI Bl RB 7 e T A TS et R e BN I RS SR N2 NP 0
EAER B D, I WS E (P e G | R AT

SRR R HEAE AR o AERSTH EAE A mbox k%l H & SCHAEABTE ¥ % L) amparchive H 3%
o TRELTALE Y AMP f£8Y (amparchive) HITH .

o SR O B RS R U P, i [WARNING: ATTACHMENT(S) MAY CONTAIN
MALWARE].

FETTININEE SR S, BATA) A FE O SR AR 4l 42

o WIBHERAL N “BE” (Malicious), NIZESE AsyncOS AT IEEME. DL EIN

TR SRR A o AFREE AR mbox A% 2 H RS SR A AR B 11K amparchive H 5%
TN B Y AMP 1744 (amparchive) H & T .
R

BAFMPE IS R A RO

< BT
i,
il

s TR

BB R R e T, B, [ AR PR AR I B R A
 SETUSIN A RE SRSk, LA P Gy SR R i 4 ] o
TS BB N, ISR 2 oAb bl . R (Yes), IFHABT I A bl o

© RETTREG M AR R H AR BV miihi2 (Yes), JFMIAH] 1P bk sl BN .

QIR pubiLiib e it |



STHES SRR |
B eemsxssrmmes

o JEPE B BB AT ST AT AsyncOS 2T (4 AE . LU i1
* ARIRIE B B AT o

SR AR RYS o AFRS B AE 0 mbox 4% 3 H & SCAF A7 5 1 % L 1¥] amparchive H 5%
. RTINS E ) AMP £ (amparchive) Hi&E1T .

o RS O R S A, B, (U IR SRR .
 SETTANINE E XAk, DL A GRS A
o BB, AR AL R AR . TR (Yes), FFEAE R A bk o
o SRR RAEBEAT SCAT 3 M BB Ak B¢ F HFR 0L i@ (Yes), JF4mA % H 1P ik
BENA
o AU TAR NI S0 ) O 4 P ) e S S SRR N, e R 5 Jee 2% FH P IR K AT R 4B
Roete. & BRI B 3)#M " (Enable Mailbox Auto Remediation)JFEFf N A#EZ —:

o BRI . R R AR A S R B A B R R g e T, SR
B,

o MIERMISPE o P I0TRT M oe 26 AR IS P 7 MM B3 B 25 R i B FRT Ao

t
o BRI ML T BRAZ AT o LE PR TI]RGO S A g e H P (43
UPHBPRRE BB o JF MR (T BSAE R AR AZ B A o

Note (I~ Office 365 /It 55 AN SCHFMIBRIX LESCAF I AL, PRI TGN Bk 19 e s
St CANBREBAE) R

Important ¢ g WA F SR B AT, TE A AN s

TR A SN E L

B &5 PR3k 32 43 AT R BB 14
T LUK 25 T B b B RS AT BRI SO, T AN S BIRE AT DRI 2 AR BAS . AR 25 DR TR
FOPTAAR B I E AL o S SRAESCAT B 4 R AT AR B R S R TR A, A AR T
PRl SRAT AT 2 U3 ) B

Procedure

I KL MR ES (Mail Policies) > & N B35 EE (Incoming M ail Policies) sl 45 & (M ail Policies)
> 1& H AR 55 B% (Outgoing Mail Policies) (WEH])
B2 TR ) S R B B R R P (Advanced Malware Protection) 1) (A 3EA T 15 24

W et EESERS S


b_ESA_Admin_Guide_15-5-1_chapter26.pdf#nameddest=unique_594

| RS
gRxusmsx

FIB3 A TR S MBLE” (Messsages with File Analysis Pending) #54> R, M “ N T BE2F 1)

f£” ( Action Applied to Message) T fi5EK H ik FIRE.
1 2 [ FH SO 53 B 31X, on page 19,

I 25 A IS AL A7 i A ST AR o3 BT B 5 DX
(A[3E) 76 “SCAF MR AE PR IR LY (Messages with File Analysis Pending) #7> F, #8110

© SETTRE AN o AR R mbox R H RS SCIFAF it AR ¥ 1) amparchive H 3%

T4
7 EETIAC B Y AMP ££44 (amparchive) H & H .

s BT E SO B S A, B, U B R SRR .
© TEMNBAALLEAMPER, A EFF 0T R AR B AR A BRIMETIA “5 7 (No)

© RAISIN T Sk, LA EE AR AERS AN F

AN NI 2 DR TBCHS A T AR A B PR Ak BB B X, D3R 4 g 20 LR A A 23l

Note

o LERYJR U B o
o G SIS AE 3 8
o IS E e k.

TS FAIFINE L

What to do next

HXER
i FHSCAE 3 B B B3 1X, on page 19

ERXHEShEEX
« ASC RS T B0 B2, on page 19
« FENULHE LA HTHA 25X P, on page 21

WEXGEITREXIEE
Procedure
S EF T (Monitoring) > 5REE. fREMHBERARSEX (Policy, Virus, and Outbreak Quarantines)
$1B2 Sl (File Analysis) b 25 X 4k .

T3 TR
AEBCESCAT A TEOME (1N 14E.

PR A IERC IR IZLE S AsyncOS UK IR ER N EAE .
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B secusrEsxis

MHEE SR

WIS WA AR € IOk B 45 R i A 3 o 5 DX Ry s A2, RS I 2 DX i 2 ) 23 Al ot
T HU 1B P18 T 7 2 (8) it L f X B 44 R P BRI SR E SR R =S (8] (Free up space by applying default
action on messages upon space over flow).

SR 6 WAL SRR ERRAT, W] RS 1 D o 221 376 O B 39122 HRE FSCA) S 10 At £ -

1T

=
=S¥

Bk 3= 8 (Modify Subject)

SENSCAS, USSR 5 2 754 LN 0 1 J 46y i 7L TSk sl
P, RarRe Ay B YO BB ] RE S B N

Note i iF Bl AR ASCII 7T/, WAURYE RFC 2047 #E47
LR

A X 4Rk (Add X Sk TSR WA R ERAE it % . XAl e AR A, Bl
X-Header) BT AT IR 7 WA 1 Ji DT A A I
AN FRAIE
ZNE
4 ¥ = Inappropriate-release-early
{H = True
Pr BB (Strip I3 A AP P 1 g AP o B R R A B A
Attachments)

%
5
~Jl

RAE T LAY I U R B XA

HPR

&8

ns

AHuH ;' (Local Users)

AH ] AR AN A AR LAY 1) B 2 DX T

AR BATE B OB s R Jr A B D IO B 51X R AT
Sea Vi AR«

JH P (Externally

CLAR R Ty AT 5 3 B E

TR LB A S A BT

Authenticated Users)
B ESCH At (Custom | AU I 20— AN HATRB XU HBRK A% X P e, 4
User Roles) A ek I,

SR8 AN E L

W et EESERS S



| ScEETmmsT 4
Fawmxtsnmaxsmmnd ]

FEh b 3E 4 bR B X A HR 4

Procedure

LB EFEIE (Monitoring) > 5REE. fREFFBEHRAREX (Policy, Virus, and Outbreak Quarantines).
W2 LA B B X AT, AR “HBEE” (Messages) #1H (185 807
PRI MITEKR, XHEPFAT LR 14k

* MER

* B

© SEIR BRI X R H

o SRR EIAS K3 BB FR 5 R M A s 1

EPXHiRERX
AT SCHEA BT BS54 Cisco 1L TS5 A4 BART oh 0 "o, e AR
B

X EEMS T Xk

AT DA X AR SR AT T R AR BED SRR AE RN G SR A S o P LAAE IS S o A X Skont i Sk
AThRic, SR e A P Py 2 I DB A e P T L L ) Ak PR TR S 2 45 A

EE PN
(EEE= ARERIE (ROXNE) |1
X-Amp-Result IEH A E T SCFAR 2 R 55 P AR BT S

R (Malicious)
A4 (Unscannable)

X-Amp-Original-Verdict | 5z {2k 41 S TAR A BRI AR FAE o« S R A E 2
R AATRERMERS, BEHCRA A7

FEREN
X-Amp-File-Uploaded | true T AL BN A0 SR BATAT SRS o, AR
false Sk “EL” (true).

| QIR pubiLiib e it |



XHEE RS |
. E&LARRZERXEEFIHSSMIEHIRM

Bl & 2% F P 2158 X E EFiH S S 4R id8 &

BT SCPHAR AT 37 AT BE A B AT R, B B R AR S, AR X RSk B A E X
PELAN L IERS -

SR EE R HRFIPFNERE

W RAT AR A R, DT LS FHAERE . RN S L S0 (1 v 2 2 S A 90 4 R I S s
DAIBAE VT ML S I h Re %54
AN AE G AR 2 9 I 44

MREWEIXT BR SR EERHRIP BRI ER
AR A o 123 5 RGBT B4
BB R RS

3R 5 AR Eil) EEM
BIEAEEL 507 (FAFH =) Cisco Secure Bl A gy
Endpoint 2 &R0 T s & 1iER:,  JF H 75 2

K, A ARG SO B A T RS R

Arik.

Dhaes gL VE N T Dhae bR HE)
ANET Y [A] SCAAE 28 3SR BT S B 2 A1 AMP ik
52 s s B 2 A1 AMP 5B
{2 43 AT 5 | 58 b W R 7 IR &S T )R 8 b7 2 A1 AMP (EPSS
SO 2 T A i 2 A1 AMP (EDSS
HIERT AT SCAF R B T . Al BEA 8 L | BB AMP (EPSS
AR A

BT ICVE o My e S 2 797 75 A1 AMP ik
5 2 F BT IS Wk 20 B T A 8% SR SRR A i 2 A1 AMP (EPSS
AT RS TR . BHERR AR TAC |AMP iR
FEPRAE SO 48T ID VRGNS S, DUMB R ZE R .

AXER
o A RICHERL 2 SCHE B B M IR 55 45 10 T 541, on page 27

W et EESERS S



| sctEs s
snsgEansrr nennaetns

o LE TR RO e T SO SRS |, on page 26

BRSREERH R EMEEEP RS

RS AR 2 A IR BAR TR, 1 2 B A A% DML B B P 4 R 1 R 49 5 2 v JE
R RS ARy 803 P IR B2 2K

M EEFH Ttk E 5 IRER
* 33 SHA-256 i 7FR AT, on page 23
o SCPHE BRSO 23 A i UTTHI, on page 24
o B HABAR b 0 SO 25 EH | on page 25
o KT R IRERA MBS OB R RS ThAE , on page 25

B SHA-256 5% FRIR T4

T SCHE AR S B, IR e 4 2 ] 22 AW 53 (SHA-256) Ry RN SO AR bR R T o Wi
AP AT AR FR I A — SO, BT SRt VR A o AR AT ) SHA-256. W15 22 AN 15 2% A0 BEAT [R] 1) 3C
4, 2 SO BT A SE AR H AT AR TR ) SHA-256 FRIEAT

TERZHARE T, SCHH% I SHA-256 fHAHT CRA4E 51X

| QIR pubiLiib e it |



B coesnxusmrsnm

X EEMXH 2 iR & TTm

MHEE SR

wE

AR

RN ZEE AR

H]

B e SO B IR 55 VR AR T S PR S o

1 HIE O SCRE, EZE AMP I S . s
AR R WA SRR G R R S

USRS B 45 B A7 (10 SO S UK A SO 2
P, RIS CR A8 CAF R SO SHA (L E5 78 1R
R PEE AR Y R

R R 2 BOE NI EER A ST B0 s 17 A T [v) 24 ity 1) i %
SRR S P, A28 B EX A& H e/ AR IR
FIF S SHA H 47 Ees

N THT 17 £ i P 1y 2008 5 3 A7 4 31 65 SR EC D BHLLE 471 3 Hh 7 5
1 SHA B 2 ARIER TS (1) “AR BRI S 35 B
A BB B EXEN .

fsnr LS 1 2GBTS TR sz, AR
THT [Fa) 23t F) vy R0 R A B 4 23 61 6 81N BRI R B3R 1 S04
SHA [ SCAFPUETEANE B

TET AR 1) AMPAEF (R A% A S8 73 2 A AR U )
LSS

RS GEE AR ST A

BARIEAI T IO REAS SCAF IR I TRLRCADE (BRI I AED o Beek
K 30 R A XM aR .

SEAETL 1000 1 SCPEAMHTER SR, RO 500 csv SO
PN LA PN 04 B LA SO P RO MM

RO LR A 5 SHA IILARAE R, s i SO i Pean s 6

DTS AU BER ARSI T SCPFRI IR & AR HAR TR (5

ER WRURIE NI e G sl R SO R S U SO B S)
s ISCPE ATt oA SRR UK IX LSO 1) SHA
{H.

W et EESERS S



| sctEs s
srampshxtEstews

4= 1t AR

RS G B R (572 BT AR S OB R AR T 5 S A 6 P R s A 2R H
Wy, DRI e v DAREAE T S8 B de it o 245 Bam & 2B ARk
AMP {5 25445 22 471 H M v 5 A0 FE ) e s e s LAk 2
AR SO . A RIS RS S, TS SO )
BOHT . 1 0,

BEEHIE 1000 NMEOEER, IEBEEIRSH N csv .
A SHA-256 118 2 Ok A2 A8, e &S A B s e T 1
FIE, A B HE P e sk

PEAERFE SHA - 256 1E f K n] FH IS Ta) ¥ [ oA 1R B 32 52 1Y)
M o RS BRI ) Y Ande ) , i &S5 SHA-256 8%
Pz,

EFHMREPIXBEEIREE

P SCAEAR E A 3 A Bl 2> AR A AR SR IR rh 3R At S8R i S8 R DRy BELL A I 271 £ 3
FIAR S AT RER B . s AR, 5 AR A N %1 “(Columns) B .

KT iHE RERM BRI SIEERGRIP Thae

76 “HB{FERER” (Web Message Tracking) H48 2 SCFBUPME BT, WVER LR JLAL:

o PR R AHE B MRS R B FPEESUE, ISTERRRM S R EERERIP (Advanced Malware
Protection Positive).

o “HBFFERER” (Web Message Tracking) {00 1% Ak B = 55 IS I 30% 1] 4 SCAA5 25 A0 PN S 46 ST AFA
EHPERIASAG R i, QRIS T, AR m AE BB A B S i, 0
FEBRER S R AR T E

7E “HRPFERER” (Message Tracking) FEAN{E S 1 “AbBEFELN {5 S (Processing Details) 373 {2 7 :
o W AR AEAN AR SHA-2565
o MR R AR R 2% SRR R ORI RS FlE, DL
o IV B B A AR AT B A
o A EHNAE AMP ADE B RGP RTH . IR ERER” (Web Message Tracking) HH ) Ji 46 S 14

PRI B AR A E R . EEARW MK SUFIRAE CRATREERT) 5%, U
dHE SRR ) SHA-256.

* ARIAFDHTRIE S CRIR TSR UL LGRS RIE S AT 730 AAESCAE i it s

AR IHT RIS HARAE B w2 i R B SO W IR S5 43R L. AR SO AT v
AR S, IKEFERE (Reporting) 5535 (Monitor) > X534 (File Analysis), 24

QIR pubiLiib e it |



ST EE SRR |
B =xommyizmsm g

AN SHA-256 R CAF . ARSI TR S5 © AR R S fF, W DL A ERE. &
G A BT IRISCAF IS R

MR A AT T LA AT I A SO SR B340, SR LR S s AE “ B ERER ” (WebMessage
Tracking) ¥R 4 K.

T B 7 7E BB e B SR ER IR 1

Procedure

$B1 &F AMP H)5E HER A .

$E2 A SHA-256 SEEAT B T AT S 45 11 Web 1 SR ERB0E, 1RSS40 M A& e T 7 (R STk
W3 A ERER B AR T B O S P R BT B SO 44 A R LSS RN

PBA KA ST (File Analysis) #R 25 755 & 16 1% SHA-256 1648 7007, LASE VRN b T SO BB T

What to do next
HXER
SCA I 7 BE T, on page 1

SRR X EE M

* HESCHF, on page 26

* AR | on page 27

o A RICIRIERE 22 SUPHE 2 BT 03 M R 55 2 R AT 541, on page 27
* APLZAHADE CARHLSCAF 234D, on page 27

o RILZHUH FALSCEE , on page 28

AT RAIEAS M IR SO 2R EAR | on page 29

HE&EXH
I
a1 amp AP W5 505 9.
+ Retrospect ive RLHTHISE HHT.
+ v il sananoscing SIS AFA BT 4

W et EESERS S



| sctEs s
CrT |

AXSBRH R R RY CRARSCFAHT) 1015 B RAES AMP 519 H &
SCPHE 2 I g AN BT A e AMP |58 H AR AN H &
FEHEMR “SCPHE A R oh, LR AT REE A -
© 1 Ri%. AERPIBULR, BSAURIE ST T ST AT .
* 2. ARik, TEXPMEOLT, BASRKIE AT SO 31T
3 [URIEICHEIE . EXFMES R, SRS RIEICHIR, AN RIS T A SO
©0: KHAE. EXPEWN, ANTEIATAEAT AR,
XTI H & “Disposition”
o L AR ERE R, Sl AR R IERD
*2: IEW

3 BERA

Spyname sz J&(Jl 4 FR o

{5 A BR IR

PREZAN AT T SCAHE 2L uE M A DhBe . M B, BTSN 7 A& DI s 1«

BRIEEEZRZEXHEER XGRS SHEE TSR
ie]

BRI AL = P BIRE R B A T IR G A T8k CRAERATREICR RS

e )

fRRA R
o PR O L B SCHEZ AN T IR 95 T8 A5 U 25K, on page SHHIEK
* WA A RERH RS 5 IS5 EAT AR 1R 19 45 ) R
o 38 T A v A

R LIRS (Security Services) > XS EF1 247 (File Reputation and Analysis). i #4
W7 EHEE ‘g WOE X

APl AR (A H 9 )
=) R

BAEZRAER “ ST (File Analysis) f 35 FEANE B INICE] APL# P E L, s BT 224 e &
K183 Cisco Secure Endpoint s S0 T i 554 LA AR50 BT 1) SCAT

| QIR pubiLiib e it |



T s RIS |
B rrisswz axscsm

RRA R
KA AR B R B BE 2 T Cisco Secure Endpoint 3% & B 0T IR 28 I N4, IF BOELEF AR
H Cisco Secure Endpoint 3% & A0 AT i 4545 10 AL 2SR 15, BZESAR IGO0 M e R AE LA 8. iR
P i)«

o WA BT ENLA T AMP ERRAT 0 M v & A ORHIE 15

 BHUE A% F]Upload the new certificate to the.

o B AMP BRSBTS LI APL %4, XU, 1S AMP %= 0 W & I AE 26 7

.

AXERM
* Jed FHRC E SCA A 2 A0 23 A i 55

APl Z$HtHIR (NHEZIXHDT)
i5]

A A A B T SO ARt I e I, B 2 S i) F ISP ) DG TG R4 22 Clisco Secure
Malware Analytics (Threat Grid) f55# LA EAL SCAFEAT 0BTy, A8 25021 AP 2504

fRRF =
W TE7k 17 ) Cisco Secure Malware Analytics (Threat Grid) fli 45 %%, R RS R /EICEY R, P LI #%
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