AR RO NE LT RE sy AR 2 S S DL S B 4 52 s el SE U R e . A SRS B
WS B “IP kil AR .

o A1 DG 4 2, on page 2

o MEPERISCVRRT, 554 0T

o REFLAHB A 1 SV AT HIE, on page 21

o B PEBCE ST, on page 21

« “WlE 7 (Configuration File) UL, on page 26
* B HPALAER] |, on page 27

s RS, 29 W

* JIx 55 58T , on page 30

o BE LRI O BT, on page 31

* JF2% AsyncOS, on page 38

* JA F IR 5G| on page 43

* WA 2 2 AT RCAS ) AsyncOS, on page 44

o SRy IS A D9 S A S o) I T R [ s ik, on page 45
* NARGIZAT RIS HNC B BIAH, on page 46

o KA OS2 4T R, on page 47

o 24, on page 47

* L, on page 70

* /1] SAML 2.0 ¥ fi ¥ 5% (SSO) » 5 76 T

* 7£ AsyncOS API [FIHBAFM ¢ BLE OpenlID Connect 1.0, £ 84 1T
* RGHI A, on page 87

* [ XALE, on page 89

* WAL E, on page 90

* MU HTTP {5 Sk QMRS » 28 91 1T

s B HMAGERSTIERPRE , H91 I
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B semxnese

o BMOANEIR AL [ B4 (IDN) PIHEFE . 28 92 1T

F 14 P X Y 5 BER

DA AT 55 AT LR A BRI A 9 G o f 3 ] T BE

o RG] FHRAER OC , on page 2
B IRHEORE X | on page 2
o WS BT I AT () B SO A3 | on page 3

RASE G| FEEM X

FER A EE B 5| SHBEM GG, nl ARE G R sk &, A S 2 RALIEBAA AT A B4
B LLEE CLI " f# ] shutdown E%, reboot fiy4>, AT LI#EH Web Fitifil:

Procedure

P KKIEFRGERE (System Administration) > X #]/E 1 (Shutdown/Suspend).

IR 2 {ERGHR1E (System Operations) #4r, M¥RYE (Operation) N7 Hhik#E K] (Shutdown) BRE#
5|5 (Reboot).

IR 3 MNERIAPE  URVFT TR ISR B 58 DG P 1T 58 i
ERINGEIR Ky =+ (30) 75

R4 LGHBIA (Commit).

ZFH IR FN{RIE
ASYNCOS FUVFEHTSPEIEHCRIFEE . (5T

o BB SE W RE e s AU R e AR A
o ARIEPIAT IR BUAE B 5 Sk m 2 A B F o

{# ] CLI /1 H suspend fir 2 5445 H Web FHi:

Procedure

FB1 KIRIEFRFEETE (System Administration) > 3/ & (Shutdown/Suspend).
W2 R T R B 2 AUV AR S BRI

TEER R4 (Mail Operations) # 5y, JEFEEEHE K DI RER/BATVI LR o QA BEAE R ST 2 Al
v, ATV S AT RE e IR
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TR 3 IFALILPTAT IR F BUAE SR 8 SR 2 MR B . MRS 2ER, JATUL R ERAIEL

a. BT MR, T AE RS I8/ F18 (Specify Domain(s)/Subdomain(s)) 7Bt , #ir A\ All,
SR A 1% Enter .

b. BEsEIE R E I IR AR, 1A TS B8/ F 18l (Specify Domain(s)/Subdomain(s)) - Bt H
g NIRER 142 FR ek TP Mk, RJ54% Enter. {2 S 08 CARIMEZANSH .

SRR A FANFER IR, DL VRT IR I AE A 5m  5C P i 58 Bl
WEREATIT ISR, RIS MR A .
BRAIEIR 30 5.

PIRS5 midifBiIA (Commit).

What to do next
MIEHE ST AT RS, 15 2 ) 15 I IS AR 2 R4 32, on page 3.

=R R IR T I e S

] “OCH/%15” (Shutdown/Suspend) U [ BX resume iy 2 P 5287 58 IR A IRy 2 ORI A% 2%

Procedure

PN KKIEFRGERE (System Administration) > X i#]/E 1 (Shutdown/Suspend).

SIR 2 {EEBEIRAE (Mail Operations) #5), 1%PE B AL (1 T BE AN/ B TV FE)T .
TSR W ST Z AT R, W AR MO AR B s R

PUR 3 WA AL PTAT M Bl A 32 2 R e 4l 22 AN S g s 2
1E38 /18 (Specify Domain(s)/Subdomain(s)) 7Bt , i HArgc H _EAo< A B bx.

R4 LHBIA (Commit).

EEAHBARE
A

Caution iy g6 T v ) e 4742 1 S0 B2 11 0 R AR Ao R 9 Adhmin F 7 K™ 7 1) Weeb
S CLL, W20 B8 ) B

OB R CBEAT B AR N, ST REA BN BRI TR . SEED ) B E R I RAT A
(1, A AR a2 R BHT AT 1 HE e AR D C B e RN A BB ) BCE . ) BOAR
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BT Web FHifisl CLI (IR, AT RE S R MEFR ¢ (FTP. SSH. HTTP.
HTTPS) k%5, HaaMbris el It b kS . Sarposd an =77 A E D ) BRABCE :
* 7 Web Jti L, s RGETE (System Administration) > Bt & X4 (Configuration File) Wi [
() “HE” FL, Bt RS TR (System Administration) > 2 %1% & [5)5 (System Setup Wizard)
R “EERCE” (Reset Configuration) 441
* f£ CLI I, f#ff resetconfig % -

\)

Note  {y {4 ji S b T B 4R ASH), resetconfig A H . WEMNH BWEE, LM KE

14T “REWEINT” (System Setup Wizard). A XTEANE R, WS A R G v ) 3
o FTTFIBAFAEIE AR S I PFAR 0K o

27~ Async0S RIR A B

B 2 MR YOG L 2 HT 23611 AsyncOS A, 1T H Web S L “Hi4%” (Monitor) 5 L1 “ &
MR (System Overview) JUH (GEZ I RG0RE) , BUFH CLI ) version T4 .

B I 45 7

s DIREHD], W4 W

Y
R M AsyncOS 155 JFA, ¥ RESTHAMA R IOZIVF . LTS FHEZ VT B0 N T hfg
VERTIE SRS T BT S REVF AU

BUIREM: FHORAEIDRPE RERIHE AR T TR B R REIK 7, JFAEMB AR 5C L m F SRR REBR A FVF
o ARVEMMGER, WS BRI, 55 0.

* BB DIRE#HH, on page 4

LHE CLI h A& DI RERE i TR P47 D RE LA L DI REBEAR R M5 B, 516 /T] featurekey fiT %,
LE Web Frifl L&A I RE# PR P D LA S B PIAR I E R, TR REERE (System

Administration) > Th#E % $A (Feature Keys).
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BRI

R RN

s JAMRREAEFR, H9T

o ) AR RE PO BRI B RO, B 9 1T
o MEGVFRIT R B RERAFVRR] - BIAT I, %6 8 1T
o HIEVFATHE , 28 11 7T

o WEVRHE BT BEESE AR ISR OG5 12 0T
o F) R RESVRFCPE A BB ISR G, 28 12 1L
s AR RE , 12 0

o GLHZACINES , 55 13 0L

WA DREVFRIIE , 25 13 0T

o BB REACEE , 520 BT

< EAR, BI19

o SRR UN R REVFRT 55 20 T

T R e AV AT, A ] US4 A BRI S M4 0 DG VR T e o BSOS R BE ARV v, A2 ) JELRHY
BRI P 2% (CSSM) YEMHIBAE M 2. CSSM se i adin 2, T 4E3 18 0 SR F g B s )
PRI RN R . AR AR T, AT DA AN R, AN AR R P AR (PAK) £

Rl E e

FEAAEAER OGS, BRI CSSM 1 BRI R SCVF ATIE I F 42 VF PR IR Dl o ISP 09 56 F 22
PR BEACEDR B 45 5 CSSMIES:, IR VPR I EA% 2y CSSM LUBREAE 15 Ui«

)

pE

RENK A4 K

WA e VAT IK P R BRI P A4 B AL S AN SCREIR Unicode F-4°F, WU AR SGGE A S} Talos il 55
A ARIBUERL Talos 1EH . AT LMAEHI LA R SCHFIF4F: -azAZ0-9 o @:&"/;#2222() Rmpy

1 2 [ https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_
Guide.htmlLA T fift SERH e BPF 4 HE 2% o

WRETR &

RERT LU IR 14 5% R TR D RECR BV PIIE, TG ATERE ) Cisco B REFKIHE HiLAs (CSSMD 1),
X B ] TE B 22 A ) W S R 5 v S B S 19 S HLA - LI ) A B B A6 3 A K S R T
] LAAE LU B8N O B DI REVFWTIE :
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* FREVFRIE B (SLR) - (AR e N R BE N O A Thise (Bildn,  “HRPRAREE” ) TR F
LIRS

* KAWFLETE (PLR) - AL A AT Dy BE K AP0 R VF RTIE

A7 RN AE M P S OR B VP RTUE I VR AR L 2B TR D REVFRTIE , 26 13 UL,

W& ESEEGR

AR REVE PIVE M ISR S, B A DA AT 28R e VF TR A T e % LED #e i (DLC) itie A 8 ¥
HO BBV IIE . XS VF ITIELE CSSM 117 fRREFEANK 7 v BE 3T .

\}

AR AR  OR E A D REVF ATIE, W23 )R 3 DLC HERE .

\)

AR DLC RRRsel)n, SRR R RV IER Oy 22 IVF AT IE . I, i 5 Cisco TAC B AR .

)

AR 5P DLC MR R AT — AN/,

Tl LUl DL AT — 7 a0 F DLC BERERPIRA - “Rliah” ol “ R -
o WMZE ST REEEE > BRERMAIF R vU BRI RDIRE” # N & LED # RS
TR
* CLI ‘:F‘ license smart > status %ﬁ/&\':i:' B‘J&Hﬁd}(#}%& H.

)

AR CUDLCHER RGN, RASKIERGEW, TEAUHRMURA ., BHFIEEZ IR, K576 CLLT
’fjdi)zﬁ license smart > conversion start ?ﬁﬁ/y\ﬂ%ﬂ%éﬁL’ﬁ-ﬂﬁ?iﬂ%?ﬁﬁﬂﬁﬁﬁﬁrﬂﬁo

\}

I8 DLC #HFEIGEH FAEL T IE, A& T IE ) SLR o PLR 2,

FriEZ |l
o TEHRORIES T 09 ¢ FAT HLIE P 4
o BERERMYERIBA, 2 DRV BRI H1E5 117 (https://software.cisco.com/#module/SmartLicensing)
TR AR, B R I W 5 e R AR R B T

9% Cisco B e HMHAE ARG i (1 1 7 K ™ €1 51 Cisco B REHIHAE LG DR 2R TT2E A,
2[4 https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_
Deployment Guide.html.
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\}

AR SRR RIEOE R OCHE (NI E S s, LS AT B
BRI 53 T 7 i AUHAB S BON B2 1 2

Hop T AR 2 1) ELIBC O R 36 VE TR S BB s P, ] DAYEAS 38 2o B R RE AR A5 B g
A, B LRt CSSM ThRE . NEIFEZ TN T G, B A AE At 22 4 s PR VE R
UE, ORI B n) CSSM R IZEHHE . CSSM A &2 I = KIEE B

\}

AR WG A B AR TR, VA AR S TR I 6. 1.0
T,

© ZIVFRTIE (ARG0) BT 7 ma M R Fge S VF nl et A% 2148 REVF T k.

i 2 i https://video.cisco.com/detail /'video/5841741892001/
convert-classic-licenses-to-smart-licenses?autoStart=true&q=classic.

o WP R SC IR SN Bl 2 s CSSM ARSI B A0 . HEPER SR ST B CSSM AT A i 22 #6
T U BEVF ] BRAT R

ER I U T A I AR FILERE B CSSM, WA ZRUAE ] R4 BRSS > BRESSEHT o MDA ¢ AT
B A FACHE

AR O RERSE > RS EH v FECEAQBEN, TE RS P A S e, B, 4 R
P& 7B, AR P4, A& DOMAIN\username.

\}

ER RO R Secure X K, TE A CRAEHBAE M D¢ _E A B BEVF AT R X 2w o ) R SecureX v
TR O

B RERMITR - A A
WA GO BRERAFVFRT, WAAZIHAT A B FE 7 R R e P V]«

1A FAES
B JA R RERRAFVF AT JA RV RERRAFVFAT 58 9 0
B2 [ SERL RE P R [ SEVRHE RE AR B AT M A
Cisco Secure Email Gateway e, 85910
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FRER

3L HIEVFATIE (D)ReEHD

HEVERIE , 25 11 70

NEFRIFATIEHEE ERHITA - HBAR

MR NE WAV PR 2R RE KA VER], 0 PAT DA R SR 2 e AV AT
A FHER
1P Je TV e AT VR ] A A R A VRRT L 25 9 1L
H24 I SURHE BE SO B DT I RURHR e B B AR T W s
Cisco Secure Email Gateway e, 90
w30 U VFIE (BhRE%H]) VS VFAE , 28 11 7T
EE AR RV AT Cisco Secure Email Gateway Jii»  JITH5 BLAT 175 %% Classic VF Al IE#R 4
I T P (DLC) ViR A3l HO B REVFATIIE. A OCTEANE B, S ML , 28 5 1P
W& E SR,
SRR TS R HIFAT - AP
WA EAT R AR BB RIS T A IR G, I H2 o RS R B ik A Ve T, U2 AT LA
TR
A HFAER
H1P Jet I RE AT VAT JE A AT VAT, 5 9 T
924 T RAE B R RO H] | SREUNMEE ] VLN E-TS A
VLN, GE-FME TR R LA | VEAIE B DU A A v i
M Cisco Secure Email Gateway | Cisco Secure Email Gateway ,
10 17T
H30 FIEVFITIE (DhRE% ) FIEVFATE . 55 11 0T
SRR TS ERHIFA - HERF
T SR Al T () 2 A S B S N I8 471 Cisco Secure Email Gateway, WAAZRPAT LN FL DL 25 fiE
AP
=] HFAER
1P A A RE AR ] JA B Re AT, 559 1L
w20 TR VF AT UE TR VE L A USURE | SRIBCRIAE T VLN GRS A% 4]

L N IE4T ¥ Cisco Secure Email
Gateway

TEAIME B LM AR R0t
Cisco Secure Email Gateway , &
10 3¢
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% AR
3k FATE (SR aE D) HVEATIE , 8 11 3
& & RERR AR AT
iz

$E1 EFRERZHEIE (System Administration) > £ £ 44 14 7] (Smart Software Licensing).
HI22 i B A E R MF AT (Enable Smart Software Licensing).

BT BRI T, S RN T AR RE Y4 T (earn More about Smart Software Licensing) 4%
.

W3 A KRR INGE B, STERRE (OK) »

i NS T

Tt 4

A B BEA AT i, AR GeVF TR T Thae il H sh7E B RV AR AT H o an R e AL 4
AR E R, B 90 REVHEI, wT DL Re AE AT ThRE, o5 M CSSM 7 /it
A X 5 o

LERNH 2 10T LA S AP BRI, B (90K, F 60K, 30K, 15K, 585 Kil&kG
— R WEEA . VIR 5, AT LLE CSSM IR O

)

AR AEARGEVE PR B A R TR KB RO IS 199 5 2 o P B VR SYT,  RIMEAbAT S ) T RE K
PEVFRIDIRE . ARGV B RAA RO T UE A BT RO I 190 5 28 2 D P A PR 39T 4
BT HE UL WA 005G 72 o 1 A5 SR VPA R REVF R DI RE, USICR Cisco HH HIBN, 1) B BEMK AN PP A

VETHE. MR, PSRRI T A F A

)

AR AEMEPERIOC EJE ] “CRREVERT” DIRESS, R TOTE AR REVE B R B 22 M VF T B

B B RVE B IR B A X
92 AR PE TR ARE NN E I e, A RECRT” S R AR VT S0 e
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. FRERFOfEFE VLN, SEH AR 1415 B LMEZE SBRIER T M Cisco Secure Email Gateway

UK

T GBI e - REEIR > RS A T,
HI82 YRR RS ATEEM (Smart License Registration) 3£
P& 3 AliEIA (Confirm).
S0 4 ) FAE T R B (Transport Settings), 1% fidi 4w (Edit). n L4
o HiE: i HTTPS HERE BRI S B 2] DR B B A . BRE DL R, Shikmicik .
o IR OG0 AR A N DG B BE AR B e TR IS R S B R R R B g . R
BEIETF;, A2 AAL i X D6 BB RE AR BEAS DAL URL, AR5 sy “Hie” (OK). kT
X ¥ HTTP A HTTPS. fE FIPS B0 T, R4 A SR HTTPS. A AL CHIE R, WS

% Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing
Deployment Guide.html.

A5 P 8 S R UE U o) RURFR e S 1A BELES 11
(https://software.cisco.com/#module/SmartLicensing). SRR 1) “ ERUIK 7”7 (Virtual Account)
U, SRJG VTR “HRL” (General) ZETH-R, AR BRI AW o SIS DG IR 7 it S48 4 Lo

AR SEGNE NS AR R, S
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing
Deployment Guide.html.

WIS VIR AT P0G, R b S 4 R
PIR6 i EM (Register).

ST AE “FREHAFVFR]” (Smart Software Licensing) Ui b, #A[LIAJE “ a0 % O M, i S Mt =
W37 (Reregister this product instance if it is already registered) ZiEME, FHHEM MR K. ES
) R e SRR B IR O, 56 12 DL

T—%Ht4a
FE NS R TR B L, T LR “R BRI AT (Smart Software Licensing) DU [T _F 7 B v PR
&

o

\}

FERE (R T AV R RO BB IO R SR E RS T B,
RO AE A6 I I 5 VA

FRENAA(E A VLN, EBFERFHE D LUMEAESBRIE T E M Cisco Secure Email Gateway
PAT LT PR USRI VIN, GEBAS RS R, I X S PR 40 BRI A X T Ia AT 1 kg

) Cisco Secure Email Gateway:
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S F MBS 2 AMEIT R Cisco Secure Email Gateway. 45 J< Uiy M HE L Cisco Secure Email
Gateway {5 5, 16 S b4 [n) EURHE Ge CPH A BEES RIS AR M O , 28 9 L.
P2 7E CLIPHIAN vininfo 4. MR E8 VLN AE BASHEGE B S HIX e iEgnis B/
KT E R, DMEZ G .
AR vininto AW TERREF B T . A K vininco R MIFAE R, 1HZ04 (CiscoSecure
Email Gateway [1] AsyncOSCLI Z#%455)

W3 TR W nl UEE M AR  F I8 4T L Cisco Secure Email Gateway . A7 2% Ui 5 1 vl 4iE
TR A M #L Cisco Secure Email Gateway HIVEAN{E S, 15S I TE B4 AlE , 25 13 T,
HE 4 F CLI PN updateconfig -> VLNID T
PSS YURFERA VLN B, RS S VLN (P8 2 1)
R updateconfig -> vinip AT AN EVF T UE BB R o A R updatecontig ->
vint T A NG B, 1521 (Cisco Secure Email Gateway [¥] AsyncOSCLI 2 %4575)

FR EEH vinid Fard, EATLLSINEEE B VLNID. 0% AR VLN A ERf, w8 T B
ETURAE L VLN,

1B 6 7f CLI "4\ CLIENTCERTIFICATE fii %o

TR HREPR B AKX TR RN, RSB BAEPIEE S (PR 2 )

1B 1F AT IE
PR SE R  6 2508 5 HAI P S DV T

\}

HRE (EVFAEBUAGN OB T, BURHSRVFATIE, 4 A RIS VT E 4 RS T IBPE R %

g2

FIE1 EHRFEEIE (System Administration) > ¥ AJE (Licenses).
$IE2 pitimiEig E (Edit Settings).

IR 3 LB ARG VR RIER ) R AT UE FE/RTC B R SRR
PR A SRR (Submit).
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B =nmunerems s umsm

FR OBRUENT, CHRALIRAE AL FEFICisco Secure Email GatewayiR [0 5 UE O VF AT IE . S8 ASBEIE «
152 H B TROX LV R IE

B ATAR VAl 3 B AN 25 FOIR 25 0 2 Ak B R Cisco Secure Email Gateway B [F156 UF FVF AT IE . IX
AN T R ATA S A I 5

T—%#ita

Ve B S BIAE, E AT AR (00C) B, I HARANF A UE rl 3R15 30 K11 58 R
M. R /A OCC TEIRIAZIIART, & E (B30 k. 15 K. 855 Kl fs—R) Ha)
BRI

OOC TERIAFIN G, BASREAE AT UE, 1y X STh e AT . BRIV X ST RE, #AZ0HE
CSSM [ ] LT H A AL, FRE4 A,

MERE e B TR 25 T TH AR %
puk
1 LR EIE (System Administration) > £ £ 414 7] (Smart Software Licensing).

I 2 MIRME (Action) 7412 Pk FBUH M (Deregister), 4K %3] (Go).
FIR3 AR (Submit).

6] 5 BE B R S 1R 8 T E AR 5%
g

PIE1 EFERFEEIR (System Administration) > & 8EEFF A (Smart Software Licensing).
H1E 2 MIRE (Action) N5 R ILFFEFEM (Reregister), X5 fiditE 2] (Go).

T—%#ita
AT REMIRFERE L, S 5 D RPE RERP T BT IR AF G, 26 9 1.
FEANTE RN 50, FEMSAE R OCHC B, 48 nT LU M IR R 0% o

e E
VUREAE ] CSSM T HHIS PRI X 2. 1 58 e e 4
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\)

AR ACHO R REVETDIRERS, A SRR . R C IR, DA ZU R R R O
A REE AL B E . SRR BCE S, AT IS R O o

TS 1) SRR BE ST AR TN IS 4 5% T A o o] S SUA B

LR AFIES
) SR RO B B AR P B, 65T WL ATE 1.

AR HREAECTE WIS 9 2R i 20 A o

T LR EIE (System Administration) > £ 8E 84414 7] (Smart Software Licensing).
WIE 2 MIRE (Action) T 741 L FEIE 2 1) il :

o SLRISEAFERL

o S RISEZHIE T

L3 LETE (Go).

T BB TH e 1F AT IE

s JAMHVFRIETE , %5 13 51
« FEMHFRIIETRES o 5B 14
o FOBVFAIIETRE » 5 15
© MIBRVFATIETRES » 56 16
s ZEUVFRTUETUE , %6 17 0T

o FEARBER R R VP E TR . 56 18 T
o R R ASHIVF AT IETI R . 5 18 T

=

=

~

=

BRVFALETE

FHia Z |l
il DR A AR A X S e R REVF T A K
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\)

ERR 380 DIAE CLI ':F"Tfﬁa license smart > enable reservation T A R BV E . A5 TR S
B, EZ B I RAA G CLL 2% 45m 1 “ AR VFuE” —= i “ad: SHRE7 5
e
g1z

T TSR - RGEEIR > BRI A LI .
W2 R FELKAVFRIIETR B 1L,
PR3 Sdi#iIA (Confirm).

VFAERI®  (SLR 8% PLR) 7EME RIMEA: M ¢ F IS .

T—F 4
o R EEAVF AR . ATRTEAE R, WS MV RER 5 14 00
BT AAERSPE R O R AR VP ATIE SR, il . A QTR R, S0 ZEIVFanEsie » 28 17
W

a

lfﬂﬂﬂ:—fﬁE ﬁ B

FrIa Z Al
ORI CAE R I E I ¢ B R FIVFRTIETUE  (SLR B PLR)

N

R IS nTLUE A CLI Ay license smart > request_code Fl license_smart > install_authorization code F~fir
M IIREVFRTIE . A OCTEME R, 1S WS ILRAAICH CLL 2% am I “ R hedId vr vl uk”
—F At ZEIRG” T

UK

T ATEEIIEM OC - REEIE > BEeR VR U .

$IE2 pidhiEM (Register).

$3 L EHI4LAD (Copy Code) LUK HliE KA
ER BETEAE CSSM T A TR SRACHS BUE B AU TS o
iR 24 /NI RIE IR RGUEAR, FR7R I8 TR B R .

P4 fiT—% (Next).




| zgem
E I AETRE

ER SURBOE TN, RS BOE T RS . BEICTELEME R S h 2 e AU (FE CSSML ] )
RO o RIS BOE T RS S5, TR R TAC LA B G M R 0B A /F mTIE o
HURS B CSSM [ B B, DLOR B RS sl 9T A7 D RE A VF AT .
IR AR A SRR AR AR R, TR R RSV AEZ ) Ccisco.com) L B SR
(¥ BE7 . VPRTIEZEIR > R B VFRTE B850
FYR6 L LU TR T 2R A CSSM 177 SRER AR Wt 280 IS I 5% v«

o YL P S HI FE R MG 4LAD (Copy and Paste authorizationc code) ¥ 3, 4R 5 ¥ BEACADRE G S “ 5
I FEARL L2 AU 7 (Copy and Paste authorization code) 2610 f) SCAHE

o LM ARG EEIF IR RS (Upload authorization code from the system) #£J5, 4R J s ik 4% 32
4 (Choose File) LA AL FZAUARAY

FET R EFIED (Install Authorization Code).
R RHTAUL S, SRR R A REE S R VR T UE TR (¥ R G

WORIIVFATIET R (SLR 3¢ PLR) VENMEGKIMEIER 5. 78 SLR ', DK TR VP iE & “&
TR IRZs. 4T PLR, HEERISCH T VFRNIEAR R A “ R AR IR

\)

R 'Reserved In Compliance:" IR HB A 9 DA AUAE FH i V8 ik

T—F 4

o VGEHFSLR]: TS, AT LA AT UE TR o A OSVELIE B, IS B TR AT e T
, 15 T,

* &M FSLRAIPLR]: WURFFE, #al IR ol IE Y » A o0EgE 8, 35S R BRI el ik 7
B, %16 1.

o SR AFERBAE PG 2R VR AT IE TR o A7 R VRS S, S0 ZAVFrETE 55 17 0L,

BT RIET &
T LU B oh REOR B VR RTAIE, BB B RER B VFTE IR B .

AR HRETR EVFIIET R, AN RE BDB R AV RE TR -

AR BT LIE CLI H e license_smart > reauthorize TS HEHF AR . ARFENGER, HS
() 5 5 ARG () CLL Z %545 110 “ R Be BIEVFRTUE” — &) “dnd: SHR01” &5
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zogEr |

UK

1 F5) CSSM 17 LAAE RBZRUARAS,  DLURE T AR B8 IV ]k

AR AW A IR B TR (5 B, 15 B BRIV T AE LA D)) Ccisco.com) 13 Bl SO
(K3 557 7 SEGTEIR > BB OR B I9VF AT #82)

HER2 SHI CSSM 177 SIS .
SR 3 ARSI RO REERE > BRI R .

B

pZ

4 M\ “HAE” (Action) AR PIEFEIHIZI (Reauthorize), MR Jn midi#ifT (GO).
5 JH I LA M7 SR CSSM ] ZRER R B ASCACHE R U 1 R 7 99 25 v -

. PR EHIFNRENEIFI4LED (Copy and Paste authorization code) 23, 4R J& K2 AL AL K LG 2]
“STTHIRURE P 7 TR R SCARE T
« PN RG R _EEIFHURED (Upload authorization code from the system) ¥ET0, 485 £ % 3L
# (Choose File) L EALEAUARS .

P 6 L EHIEI (Re-authorize).

127 S EHRES (Copy Code) LS HlAfARHD .

ER G EAE CSSM T AL IR AR DUSEHT Vi T UE TR

PIR8 niiE (OK).
S 9 AE CSSM [ 177 s i A 9 S SR P A AR o

R AT BT IR EALG B, 5% % ALK PFV T 2 8D (cisco.com) BB SCRY 9
B 7SI > SRR X VAT

VRRTERUR COEHR. BB IOV RTUEAS B < ST " R . AT VRSB R AR AR
=

78N o

N

A BR 1F AT SIE 71 B8

HRECRIRC AREFRME SR T AT SV T

T—5Htta

* [EH FSLRFPLR]: R FFEE, &nf UAMERVF AT UET o A XCTEANME S, S MRV ] iE i
B, %16 1.

o BERTCAEMRPE M S rh AR VR AT IE U « A ORTRAIME S, TE S0 ZEMIVFnIERU » 28 17 i

ST I3k A5 ISP 1 5 Pt PR PR D BE 0 A2 B A VR R IE TR o
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SR AETE

ERR ‘ﬁ' Tu{fﬁﬁ CLI ':F'E/] license smart > return reservation ?HD ?ﬂﬂ]“g/\ltl:—‘rlﬁ%ﬁ% ﬁﬂ(ﬁ:éﬂﬂm
BB IR CLL S SRRV TIE” — b “ s BH5b17 i

TR ATEERIEER S E RREE > BRI I
T2 N “HAE” (Action) FHFIK DLk EIKES (Return code) 445 %2 (GO).
S8 3 A S5 (Copy Code) LUK IR [HIFLHS .

ER ST EAE CSSM ] A FH R (AR DUH RV AT UE T o

AR RS MM RIEEW, R EECEE C R A s R AR
$1B4 SE (OK).
SIS AE CSSM [ 177 H s i M A 194 5 3k BRI [

FR G oRWMS IR RIS RIS S, HET B RER VT AL B (cisco.com) I #EFE: PR
i SEBE IR > JBR = i SEA b B SCRS B R .

S0P R VA MR DB VP 0.
A\

AR ORI O R IR VT IE TR, AR A R e B &« 2 R

BT ATIET RS
AT DLAE B4 9 o 22 A4 Rl IE TR

N

pEsE 2 @' An] PAZE CLI i license smart > disable reservation Far AV UET Y . RS
B WSS I RAAE G CLL 25 18m 1 “ ARV e —=h i “@d: SHR67 5

PR ARG F REERR > B eEIAIF AT U .
HIR2 Sl ML (Registration Mode) 7-Bt T I 2! (Change Type).
HIB3 E “E S M (Change registration mode) X 15 HE 1 i 4238 (Submit).
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B =eseTaprTiEne

pE s o ARG SRACHE IF AR VT IETR R 5, R R SRACRED K F S HGH -
o LRABASIFEEIVF AR TR TR PR VF P UEKE O B AE B A 5%

© WER R T RAUY, JF HAREARERAL T “ O R3S, Wl “REH” OFAD
IR

T FRTIIS A 0 5 Fp Y RTIE TR B 44
HERRX T ERVFAIEE
REAT B BT B R TV RTIE TR

\}

EFRR f@:ﬁﬂ uﬂfﬂﬂ CLI ':F' E(] license smart>enable reservation ?ﬁﬁé\ﬂq%ﬁﬁiﬂ E@%ﬁﬁ‘ﬁ*ﬂ%)ﬂﬁ:ﬂ
WETE . AT CTEANE B, IES el S IECAAH G CLIZ % fami It “ B RERIEVFAIE” — & “dy
% ZERB) WY

UK

W AE OSSP OGN U 3 2 oE LA

S 2 iGN S E REEIR > BRI A U

$IE 3 P E K A AIIEFE (Specific/Permanent License Reservation) ZE77 .

FIB 4 kS AER PRI EIRZIFATIETEE (Enable license reservation for all machines in the cluster) i
FEHE .

PIRS5 sidifBiA (Confirm).
AERET BT AT B R VR RTIE T

W6 WS N IUETE L 5 14 T REPER TSI M OGOR B D RV .

WD [IE] MR T AT AN ES SB6 .

T—5tta
© [OUT T SLR]: 46T DU 75 B S B O T4 U SERLSE 7 VP T E ARG . 4 VRN B,
BU8 HVFATERE , 5 15
FEEBHER TR N BB
SESTIT g S T 8 68 P FTE TR
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i

\)

- @éﬁiﬁju’ffﬁﬁ CLI license smart > disable reservation Tan 2 AR AT AUV
AR . A B SRR SRR CLI SRR 0“3 RE ALV TE” — e
“Goks BETH) W

i

FE AEECE R RIIELE R OC L REE TR > BRI AT 001

$I2 b ZAERPRATEIREIFATIETE (Disable license reservation for all machines in the cluster) %
PRAE .

$I3 fid L (Registration Mode) 7B T [ E s 2% (Change Type).
HIBA4 £ “FSUF M (Change registration mode) X 15 HEH i 4232 (Submit).

SR A B ARV TR TR

KA e, SR e
* ST E A B AR AR AT
* JA R RRRRATVR AT RIK
* PRANIIIT AR
o PEAIIEIR PP 391 1 6] 5 1) B LA &% 33
o CRITEN
* VRN
* RIFRAFIL
* BRI
o JRINEUH
o CERERIIEN
© JIHEET ID AT
* ID UE 8T 2RI
* BRI
* ID UEF E ]
o AN RLSE BRI EI CAS R0 58 BRI 10 £ I 5 1] G LA S 20399




zogEr |
B =rzane

* DIRERI I H A S

* [f0G&E AT SLR AT PLR]: 2B B sRACHD Ji5 e B i AU AL o

o [{&E M T SLR Fll PLR]: OV RlEh 22542 BURY

o [{GEF SLR A1 PLR]:  CV R4 iR [R14CAS .

o [SUEH T SLR]: R DI REVE rIUE TR O 23] .

o [0&EH T SLR]: 5T B AU 2 T e VP AT E 2130 2 i AR AR A o

EE R
HERFUBLEIA S 12 R R ARBEIA, WEAATLL R B

UK

$IE1 LR EIE (System Administration) > £ £ 4414 7] (Smart Software Licensing).
$122 EEEERIBEIIRZ (Smart Agent Update Status) #5745, st 3L BIE #7 (Update Now), 43 FEtd .

R R CLI fﬁ/ﬁ\saveconfig W HRZEE (System Administration) >SEHERE
(Configuration Summary) i i Web & [ R AFAT AT L B S e, WA S ORAER REVE T AH OCHLE .

SRR TR REFA
FEARRFICE T, T LS AR R VR AT, A ] SRR BSR4 B & 1) I 0 e A v S5
BRIEIE:
1. AEC G ROC B MARTFBE A D) 2 SR
2. HIfERGEIE (System Administration) > & BEEVHFIF AT (Smart Software Licensing) Ui .
3. Mili/aH (Enable).

4. EHTEEEPHEITEN LB A 4157 (Enable Smart Software Licensing on all machines
in the cluster) & 1A

5. M E (OK).

6. kLR RTEN Z BEME BB AT (Register Smart Software Licensing across machines
in cluster) & 1EHE.

A E M (Register).

7.
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Enmarirmii [

\)

:EE%% 1’5‘\@( U\E CLI ':P'T%ﬂ% license smart TILE/?\E{ ﬁqgﬁéy}tﬁ:ﬂ:ﬂ ’ ;{F EJ Hﬂ‘ fﬂ /%\ﬁ{'%u %‘E%ﬁ:%fi%%/fﬂﬂ%
ATHE L.

\)

AR FEARRERCE S, BOR T USRI RERAEVRAT, JF I R REFCPE S B A SME T A TS R
REVFPTARRERET,  SmT DUG SRAR AT S 9 S I FIE A REVF T DI RE . S mT LR S W4 G I 38NV
I SR A AR AR R O, ELRC BRI REVF AT DhRE, T JC 75 A — AN R SGTE A o

RVEAE L, WS R AT S 2L

FE 0L R 44 I 2% 17 AT E

FERLEVF TR RERI G, S 0 BB N 2 4 BB e T . A SR R 38 (47 B3k
o

)

Note <2 AUl 2 I G VF T UIE T, TEVEAT FFHR SRR I B AT R BB 13

FE 0L R 44 ) X 1 PTE 2 2R

RSB 4 SGF ARSI 5, WS R SR e QRN M, (HAIRTG 180 RIN L M5, fElk
WL, AN AT AR S5 R .

VFRJIERIHZ BTAD 180 K. 150 K. 120 K. 90 Ky 60 K. 30 K. 15 K. S K. 1 KA 0K A
HUEHR, I HLAE v BRI S5 0 A2 4 FRAH R PR TR0 B & AR . IX SRR T “ R40” (System) 267,
FEEANEGH A “TE” (Critical). FERAARICRX SO, 15 S RS INE AR N, on page 49,

XA Hh 2P SR R G H
BN DIREE A T Re 2 58 T UM A W DSV rT uE 28 o Yix SeB g L2 H W, ol s
o
HXER
o LERERLBLERI S LK AsyncOS A RES S VF AIIE | on page 44

Varlan [===THR Y

IR E Y
IS A4 P9 S v R BT G T S AT AN E SO . A XML (AT R AR ICIE ) Mgk
Al

A LA I 2 Ay AL SO
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B snmesxeems rmems

o T LUREBCE SO RAF BB R SE, LA G0 R OR A7 T S BC B A o A SR TC 252 B 1 R G
PR, BEATEL “IRlR” &l (RAT A IC B S0

o« BOTLLU R REIATRCE SO, DIRGEEA WB MO PTATRCE . (VR 2 BB IR e FoAT R
7 XML SCAFIERE . D IX AT LA B o0k 24 Fir e B w] BEAEAE /DR IR CInERIAR ) 3E4T i

B -
« STTILL T AILARCE SCPF, ST, PRI LI R, ISERR L “S8” CLI
A Web ST L

o A PUEE FTP Uil EAESEANECE SO, o n] DUR S NEC & SO — 354 B4R I 2] CLI
o T2 XML A%, T DUE SR AR & S T XML S2RIA] % DTD (SCR42R A
E XD o HLLFE DTD SE5AE XML FCE SO, FE T bAg. (XML 53 T Hn) M Internet H
FREL. D

£ XML B & X232 % R X

o T RAMN—ANMIAE R OGSO ARG B SO pE, IR, PRI AR RS — AN IR G . IXHE,
] LU S AR RA MO B2 AN AR I DG IR 28 . HAT, 8 WIS BEE IC 2 SO AN C/X SR AT A I 5 T
WA M RV R 2 A BEAS HE A 45 9 5K
o ST LICKE AN IS 9 O R 2IAT T B S A e ST oy o T DM SO A IS A4 1 S ()i A
(B0 (FEZ MR DCEREE T ) S B 37 350 43 6 o 3 280 LAt s Y K
fBian, w7 ALEMR PR A R ORI “ 42 R TH 7 (Global Unsubscribe) iy 4. 414 1%
INHCZIEHRCE T “4 B0 H” (Global Unsubscribe) 712¢, T LK “ 4 BT H” (Global
Unsubscribe) Bt E #75 AII HISAT /9 58 I 20 pr A s kg 5

Parlax oo 3

EIREE S
BRI PIAE IR ¢ A B SR, IR sy “ REEEEE” (System Administration) > Pt 3¢
7 (Configuration File).

“WeE S (Configuration File) T II AL BL R #47

« HFTEIE (Current Configuration) - T {RAEF1S HY 1wl & A
« INEBLE (Load Configuration) - 1 I s 2 ul 3440 i B Sk
* REA PR EYIR/ME LS FEE EGLIREBEIRE X) - A X558, WS 22502 -
PRI T I A N B A o 326 R 45 3 AR 2 22 4 9 3 /B E 3 25
+ EFFCE (Reset Configuration) - FH K AT L& f & [ H ] B E ONAE B E 2 AT e iR
ARE) .

\)

Note L s 2 b ) IO SO A LAA N5 1) PEM 4% <X Bt B RA B RITE 1

HXERM
o DRAFAIF H AT B C & SCAF, on page 23
* JNZHCE S, on page 23
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| zgem

wrmstunmnscy |

o JH L HRAE AL B S, on page 23
* HEMHTINCE, on page 26

®EMSHSRAYECE X

ARG ETR (System Administration) > BL & 34 (Configuration File) U[fi ) HFIECE (Current
Configuration) #4y, 1] LR M FTACE SR A7 2 S AV 5L, BSOS ERAEBIIBLRM 5C F (7T FTP/SCP
M H 3% R configuration H k) ] LI b MBI A2k 22 8 e ik

DL S BABERC &S A — i AR A7

* 5 URL I 38Dy B8 A8 FH 1 IR 25 04T 2 438 A5 BT FH AR

© “BERPARIFE” (Contact Technical Support) BT _FARA7F) CCO A F ID Fl4[H] 1D
A DU I 126 v o e B B SO R B B RS AT I HE SR B i RSB o B i R S AT A A 1) B A
HERAZ SO 4y i ” RSV L, OV A0 B B i A TR TG SO J B 2 31
AsyncOS.
Al DUE Lk o B B & SO R B RS B G HEA N T A RS . R A TR s I S A
P HEE 2

* i FAGH

* RADIUS #14

* LDAP 452 %%

o AHLH P )AL LY

* SNMP {4

* DK/DKIM %4 % 4]

* 4NE SMTP G 43 SiE 265

* PostX Jinas 2 g

* PostX JII# AR %0

* FTP #ki% H & 1T FH %15

* IPMI LAN %4

o HORTFE 7 IR 55 7% URL

o] LAM# H saveconfig dr & Ea AT A H AL B LS HL

18T R 1 A X B B S

AN B E X

B “ REEATER > “HLFSCAE P I MRS %% 7 B mailconfig fy 430 Y
P4 TSP AR IR 2 PP

i ZEETE (System Administration) > Ec & 34 (Configuration File) JUIHIK “ IN#KALE " (Load
Configuration) 844 Hr e B A5 BB MEARR S, v LM 10adconfig fiy 2 E AT 24T A 1 H EC &
24

TR B =Rz g &




zogEr |
B ramaxs

o W5 BISAE configuration H3%, R Ltk
© HEMNAM TN EARRE SO .
* FLERIIC EAS R .

N

Note Ty indd (& bit s 1 (e & S AF

FEARRERIT, AL PSR s M S EE . A S IMBERTERC B R, TS B AE AR TE I
PE I G N2

TEACAL IR ik, S AT 254 G ) TOURE AL 35 BL R ic:

<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML

</config>

%ﬁiﬁ/‘] </config> ﬁﬂ@ﬂﬁﬁﬁﬁﬂﬁﬁﬁw Xﬂ‘ﬁfﬁiﬂiﬁ#lﬂjti configuration EI%EPE"J DTD (I*ﬁ%ﬂ
5E SO TR AUE XML VA {E. DTD X4 M config.dtde WHRFEEAEH 10adconfig T4

i, A AT RS TR, MIASINECE M. LU N3 DTD SEAE MR EE M G 2 AM 6 UF & S A

AR AT,

AR R AT, W RAEAECE S (gl brid Z 178 CME B <config></config>)
BRACE SO e s AN — gy, R PEE AR IE (W k), JFFETE <config></config> ARid
R,

“oRE” FoR DTD & INEEE /NI 58 BT A A 45 RARC AV RELE N o Bildn,  EAL kGG an ™ Ay

3

A
<?xml version="1.0" encoding="IS0-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">

<config>

<autosupport enabled>0</autosu

</config>

e e EAEIN G R IR R o AEAE R A0 P9

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">
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| moem
=tz s ammire ]

<config>
<autosupport enabled>0</autosupport enabled>

</config>

WA 25 B ] AL
M RN E AR ORI R C B SCAE IR 6 TR B AR IR, B, R RERA AL
L, Bl e EAR LU RAGES (RIS A HIAT <config></config> FRIL) -

<hostname>mail4.example .com</hostname>
o fHJE, RGUAREE XL T 2 MW RES e, IR R 3E ST AR A R 32, B AL
P L A
<rat>

<rat_entry>

<rat_address>ALL</rat_address>
<access>RELAY</access>

</rat_entry>
</rat>
SRR, PO SeVF A, RIMEE “ogi” dERIRAMIAh.
A

Caution |- 4 sl Rl I G . S G B SCAH A0 738 20 I, T Rl 2 17 A A ALk B A A WA B L5

LB NV v B o vt L s o N R TP T PR V6 P UL BSTE o Sy 2 1
LA AL B SO i IR A

ZTHRC S 2B RIRRIC

A ORI — R LB S, 35N WERA S FRID, WA E SO, BE R E A
B o, WEREE AR, WL ECE AR SRR .

fitn, AR

<listeners></listeners>

Ko MR GEH BB AT DT A |
A
Caution |- £ sl b I PC 5 SCPF (K780 I, AT RE 23 A Web ST ER CLI T F OO Bdh e 8 . SR
AT AR S AT R e B 1B R ER A B B HUPE R RO CE RO, TS 20 A A 2 2R IR

5o BEAHh, WERANHAE DTD 2 XIHVIRC EEE, EAMMIEa <. S0t i B 8dE, Hin
A lE S
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B srnzezomzmezasn

KFmE BEITAZBEEEEN
AR BSOS A B H TR (i, A FTPHEIX A HAEITHID 5 loadeonfig
T AN D E D . FTP HEIL RN, RGN, B2 logeonfig fir 4 e B 1A )%
i,

RKFFHERBIESEM
XML it & SO “mis” JRPEDA R “1s0-8859-1" , TCICTEAE IR 74548 B L e S0 T
%E\" Rgﬁﬂj showconfigs saveconfig Eji mailconfig 'IILE/Q‘\, %%EEI{¢¢}EEQEE%E/T$

<?xml version="1.0" encoding="ISO-8859-1"?>

FUAT, LA At g it (1 e & ST

AXER
o FESEREHSAT P 5C b A e

EESRRIERE

AT E S SR Z B s ) B E . EREE N, ERAABRNCE .. SRR
BRI RRE R GUI P il fe ] B E .

WS REE N BUARE, on page 3.

EEREXH

R BEE ] showconfig M B AT & XA HEAME Bl o showconfig T2 ALK 2 AL & 71 EN 2 5 4.

mail3.example.com> showconfig

S

Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.

<?xml version="1.0" encoding="IS0-8859-1"?>

<!DOCTYPE config SYSTEM "config.dtd">

<t--

Product: IronPort model number Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

Current Time: current time and date

[The remainder of the configuration file is printed to the screen.]

“Be &3 1” (Configuration File) 71

o EELNC & ST, on page 21
« E ) BUAKE, on page 3
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© AWK 2 A3 2R /LIES 3R

sk AL P i 8
IR =S (]
o CICBR AL A 9 5 B4 w445 7], on page 27
o P M PGS 25 (R FH IS &, on page 27
o FHL CHAh” BEAIRERL A, on page 28
o FRPRISCEIAG DCH AR (8] (1) 354, on page 28

(PR EEHLER M 55D & AnA] A E = (8

T84T ESXi 5.5 1 VMFS 5 [ RERLIBAERS 5¢, %A LA2MAC 2TB LU F G243 a] . % Tis4T ESXi
5.1 IHBAEMOC, BRIH 2 TB.
TN R AR S X S S O G L A TR], 1 AT AR D B

\}

Note RS RFISAD LA A T2 VMWare SCRS 1 RIAHDCAE L

HEEIE
406 52 e i AR )

Procedure

pz A IR GBS
P2 ] VMWare $ A1) 52 1 TR B0 BT H 9 I 4820 1) .

W2 [ VMWare SCR A 0 S SR AU B IO B A5 R e AN, Wl AE LU A7 B3R BSXi 5.5 L A5
K.: http://pubs.vmware.com/vsphere-55/index.jsp?topic=
%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-FSFDODE39ES7.html.

HIB 3 KIS R (System Administration) > 7 # & 38 (Disk Management), J-Hf A T8 1) 55 52 15
CAER.

EEMOEHETEERER

TSR] LI 3 A WIS 90 5 465 358 BT Y 14 B R 1) 2 O R 2 TR R DA G A A 1



b_ESA_Admin_Guide_15-5-1_chapter39.pdf#nameddest=unique_1621
http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html
http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html

B = s mowmase

zogEr |

=18

TE R IR

o EF WAL R AU BRI | KOs 2 R EER (System Administration) > # £ &1 (Disk

G5 TR A FH A O Management).
o R LA IS T 4 I I A4 D
R bR 7% 1)
(LIRS o T R AR IR 5 RN S SO B X, ) e K PR B

B BB o

o XHF SIS (Policy)s  “IiTE” (Virus) 1 “J&K&” (Outbreak)
BRI, KRB AT 7R B 2 DX R B (W ER R . T S A 3k
PR o 120 S (R BRI

« T “IAh” (Miscellaneous) LA, 4200 T30 N o Hi i LUK
S R R EHICELL N ESHE R “HAL” B
HIfEAL 2% 7], on page 28

BIE “Hfth”

Ao & aY % 22 == (8]

FoAt R At 18 R S M P B . MR Rl . SmT LU B T Bl 8 LR 2R

A
EEE 5
Bt WK 4 & 38 (System Administration) > H&ITH (Log
Subscriptions), JfH.:
o A MREE H A& H S AE H R MR %
* AR T B AR R BT H AT .
o BUE IR OR S GO0 A I b B TUK R RS
o WHRATAT, WRBNSCAF RN
EAETTHORTIEN M ki 22 #BBH FN L #5 (Help and Support) (Gisets AT ) > #3E
B3k (Packet Capture).
Fic & SO H IS FTP % 2 AR G /data/pub H 5% .
LA AT g K2 | EERCE @ FTP Vi [ PR ¢, 1S FTP. SSH Al SCP i il
el TP
IV NN W 4 B E T8 (System Administration) > #7222 (Disk
Management),

IR BB XL A = B R ER

2 bR AL AR BRI 75% I, R THIR RS 5 JON I R GUE AR . AR RIS E R, &
INPRIET))
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LRI BX LR, 152 AR, on page 47.

Y K3 .
MRS EMEREIE
g A2 ) B L REAE T A T 3T, AREE A BB L N 34T .

RERERS
IS (Services Overview) GUIIZ H LR 5 5 1K) 24 i Il 55 MR DU i A «
* Graymail
* McAfee

* Sophos

ST ISR (Services Overview) TUIRHT LI T E5
C FHEHIN G A, BTG, 5529 51
- RIS G600 LR, AR, BB BRI 515, 5530 7T
BB 5 S0 1S BB ORI ISR (1S, R B 2R
S E I
SR IR 45 | SR LSV AR, I SR, R < R

%7 (Security Services) > “JJx%- 5 ¥ (Service Updates) UL [ 1 /{122 FA #9 B 5 5| 28 58 #T AYEEHR (8] B
(Alert Interval for Disabled Automatic Engine Updates) 3£ .

)

AR TN T RS, B3R At

AXER

* PRSI, 297

« MR B LARTIRA 518, 55 30 1T
s mEHE, H30 1

* REEE, 56 1L

FENEHGIE
g2

LB #3R 2RSS (Security Services) > BRSS#EiA (Services Overview) G
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B ocssmmaimsie

FIR2 ml AT AE# (Available Updates) 411 i SE T (Update), LASRHRIR 555 15 14 55 ik 55 SRRl AS o

IR AR E RO RO, SEERE A AT A .

B2 LARTAR AR 51 22

UK

TIE1 3R 2RSS (Security Services) > BR 514 (Services Overview) T .
FIE2 S AR A (Modify Versions) 5171 [ 2L (Change).
IR 3 L HE SO I AR S5 A, SRS S LA (Apply).

IS X S g 5 VB[R ) b A RCAS
ERIRSS HUB DR A R S5 A AR U RRCA

iR A (Apply) 5, ¥ BRI s B3 5. 28 H Bz, S IR ey “2R
WE” (Global Settings) Tl »

A7 K5 VEE IR ANEE T F 3 BB (K5 ROR A A 21 AR H &
« BEEF AR WE T OIERREN B RO K2 B BT R BORK 0 .
ARVEAMER, WS R H 7w,

DL i 25 5 22 58 LLSRAS e e A0
* DiRe# 4]
* McAfeee B a5 & X
* PXE 5%
* Sophos 595 5 & X
* TronPort Jz 35 3% His 444K Jul
o BRI pEAE
o BF DR
* URL 287 (H1 T URL idyEDhfe. ACTEAIMEE, SRR URL K I4E AR 5 )
o FEME TS5 5 H T URL A JE D) RE R 5E T = IR &S AT A5 il e . A RE R,
152 8 KT 5 Talos 1R S H1IEH:. D
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* Graymail F)

\}

Note  DLP 5| 4Rl i ZEULHAC /3 2K 4% 115 B A R £ BR %% (Security Services) > B #1#E & 5k (Data Loss Prevention)
DU EACER . AORTEANE R, TS BOCT 508 DLP 53R 4 25 ULRC 7» 2535

JR 25 SRR B THCE S (DLP SEHBRAN) MIFTATIRSS . ANBEMAENT MRS (DLP BB ER
A RN IR

TR LSR5 AR U LS B GORT, 152 b B A AR ORI BT, on page 31.

N ===B Ty = -
1% & LURER A R FNE R

 SrBCTHANEHT IR LT, on page 31

o R I 2 00 B O RIS #5  BTT A HT | on page 31

o P A 194 5% LAE A 1) B7 KBS A8 SREXT T M B 37, on page 32

o WAHLAR 55 25 T+ AT BT, on page 32

o MASHI R 55 485 T+ A SEEr B A RN R 285K, on page 33

o TEAHIR S5 35 AT THWHUE, on page 34

o PR SSA T B LR O AETET , on page 34

* ML F 38T, on page 36

o PO A 19 DG DAY UE S8 A% 7 R 45 4 5 IR 250, on page 37

o BB A O E A (5 AT AR I 45 #3815, on page 38

S ECFH R AN E Fh BRI
14 AsyncOS THALRUSEHT SN R U P K107 AT F IR

o BEG MR OCHS A) BB SRR BT IR 45 48 T 8O o BRI T
o BT LA R R 8— kST, AR5 AN 48 v (R 45 25 0 A0 FE BB AF I OC o 12 B AR HiL IR 5%
s FH L ANTTH, on page 32.

TR PEANBC B IR TE, TES N B RS 48 BCE LU TN BT, on page 34,

IR M R B E A B RAR S 28 T EFTRINEF

HISPHER OQ LA B BRIk 55 4%, LA I 38T AN HT -
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Figure 1: 3B REFH 74

EE

- =

- B

| -
Your IronPort Appliance HTTP connection -
through firewall IronPort Systems &

Update Servers

SORFEEHT I 55 # A T B A5 TP kit o A RBEAT IR SR A I KB %, W] RERR SO BC B AS LR AR
TEANE R, TS D C B A 00 5 LLAE ™ 4% (R Bl K S A 85 mh SR O A1 S8, on page 32,

B — A7 BRI LA i 1 80 1 443 1) VR BT R 45 4% T 22

Fic B R4 I 2K LA FE ™ 18 RO B K S ERES R SR BT R AR BB 3

SR} TronPort FHFI TR IR 45 2346 BN TP kil G RS SR B K R S g, 1 Re i 22 0 S Al
AsyncOS JHE L E FASHLE

Procedure

P E S ERE P SHFIRR, REGHAS URL Hlik,

IR 2 AU KBS LA VR 80 (A IP Mk N 2T+ 2B

B3 KIRIE P& £ PRSS (Security Services) > B 55 5 #1 (Service Updates).

$IE4 S 4mIEEEFHILE (Edit Update Settings).

LIRS fF “YniRT Pk & ” (Edit Update Settings) TUIAY “FE B R4 2%(W%)” (Update Servers (images)) 4
gy, PR CARHEBIRS#” (Local Update Servers) J77E “FEA URL” (Base URL) 7Bt i N 7E 2R
1 bR B RS URL, LLZRHL AsyncOS TH2 A1 McAfee B 85 € o

HIB6 HHIAC N “HHIRS#(F2)” (Update Servers (list)) #8431 H “IronPort B FT Ik 45 %% 7 (IronPort Update

Servers).
TERT AN

MR AR 55 28 FH R A0 SR

AT LLRE AsyncOS THE WG T B0 2A IR 5545 T N B CRIM 2 A FEE TH,  Joils B AR 38T
IR55 28R4 AL DIRE, TR B E I HTTP N 23 W 25 rh A7 B o) IR D (R AT IR 4525 -
W AGEFE N AT MR, BIATECE NS HTTP e dsa% ¢ “BBrigBLas” O #F AsyncOS WHURFLE £
B

DR B A G TEA g ) FLIA A, Bl B SR R BB+ 1 3t A8 A IR 55
#ro 5 AsyncOS T MASHIAR G5 &5 T B AR REAN WS99 OGTE 7 A SERE TronPort Al 55 &% T B0 S 22
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e P T L e |

\)

Note  SEURL it IUALKE AHE IR 2525 HI T AsyncOS T4 o 1L Sy 2 4 T WG AT AR i BE T AR 5525, AR M iR
S5 A WL IronPort F B2 4 58T, DAL, S 2% A SIS 0 SR TS T2 28 0 S 1 22 4
55 o

Figure 2: iE12 B 7735

IronPort Systems
Update Servers

L CE——

local HTTP connections

<>
Web Server with HTTP - e

access to Internet

370567

Your IronPort Appliances

Procedure

PR BCEAMRS S, DR RAR AT 0.

PIE2 FEFHA

$IE 3 {F GUI 1 = £ PR (Security Services) > BR 555 7 (Service Updates) 71 5. 7E CLI H i ]
updatecon£ig iy 2 AL B A AT A H IR 55 45 -

PB4 THARGEEIR (System Administration) > R A4 (System Upgrade) Ui skt CLI Hf§ f upgrade
A TR

MZRHE BR 55 25 FH R A0 Fh AV REEE Fn R 20k
BN AsyncOS FHEFI T B SCAE, R8I PR I 4% Hh b 20T R G0 ml i e LT 5
o ) RGBT RS 5 0 ELIBE N U R AR
* Web W W88 SN A ER)
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Note i F-ibhiiAc, s 7 SEIC & By Ji 1 B LA A VRIS HTTP 5 i) Seu il
WA Z5U4E 1] DNS ZARIMTAZHFAE TP itk AT Il

XA AsyncOS BB SO, 1810 P 8 10 286 v bh 25T — AN 42 LA 2 2R [ I 454 -
* Web fIl%5 %% (#t1 Microsoft IIS (Internet Information Services) 5% Apache JFURAR%5%8) , iZARSS
ANV
o SCRFH KB4 BB 24 AN FAF
s CJA H H RN
s CAECEHTES (ESMEIE) sidiA ¢ “fjm” ) Soiir
« /b E 350MB ] H B AR, H TR AsyncOS B T4

Tzlgiﬁ",ﬂﬁjj =1=] J:j:%.—éiﬂé&ﬂy%1%

R E AR %5, ¥4 http://updates.ironport.com/fetch manifest.html PA R % T 25 WA 1) 1 455 SC
o BEREMUG, ERANEITES T EIRAEM O B VLN O T RERANAT M DG 545 ) LA
HBAEE R IRRA S o SR, RO WRER A RSER . s PR A, AR RS &
AR AR H S ZIP SO, AR H SR RN R e R . ST IR, IETE “YniE R E” (Bdit
Update Settings) TU[fI*H (BfE CLI *f ] updateconfig) Hf 514 W4 ST it A 45 A M R 4525

ARHUIR 55450 25 XML SO, FH TR R4 s R0 SGmT H AsyncOS FH2R BRIk 28 2wk
Bo ST UG o UEBH ST T UG ZIP ST (1) asyncos HSk W o il IR T AH RS54 AR
H i ZIP SCfF)G, 78 “Ym BB & " (Edit Update Settings) UL I (EfE CLI H i
updateconfig) fii A XML [56% URL, QG4

A RIEFETHRIIVEAE R 35S B R BUP R RE SRR IR

18T IR AR 55 2R AT B

ERINAE DU, WS AF 90 G B A T4 )RR B 55 s AT . Tl HTTP 3w 11 80 |
AT, JFHNAECINE . WERAA B K 3T Tt 1, w] Do SCRBER 55 2% LU B 99 9% 1]
LU ECZ S SE BT (10 R U ) i 1

WERIEFEAE AR RS 2%, 7T AR E S ATRE 19 5 3 B8 e A 11

)

Note i ffsg SCTAUBRIRSS 3%, AZARHIR S5 Ks 1 3l FH T IC B 0 o AR IR 5525 RO T A7 T 55 ST o il
AT AN 5 55 1) BE T 5 PRACER AR 55 45 o

Ao B AR 552 B A T A RFIEH

FRRERE T RS B 28 A A X G BT s PR IR 55 2 A A 6.




| zgem

mERssREUTIARNES [

W LA AsyncOS T2 AR 55 S B 3FH AR 7] BAN ] (R e

&I

B 52 M W0 SR B SR R 8T AN T, IS AE 2% (A H IR 55 4 h PR I 2R . ARG, &
BRI 2% SR P 77 e B BCE DR SR , on page 31 T L

Procedure

HIB1 K IRGEFR 2RSS (Security Services) > AR &5 B #7 (Service Updates).
$®2 SHREEHILE (Edit Update Settings).

T3 WAL

wE

1L FA

EHRSE (B

TEFEEL N SEERL TronPort BT Il 55 # 3 A MR 25 TR A e 45- 2% 1 3808k}

IronPort AsyncOS 2R WHRFI IS5 B 8T BRIN & b Al FH R} IronPort

THTIRSS A8 T BT AT R .

K AT AT AR R, IETE A WL BT RS S

W RIEPEAR RS2, WA TR TR B AR 45 2 1)

FEA URL Ml 5o QRS54 75 S Bk, W ] LA AN AT 20H

IR IE T

FERARNK AsyncOS FZFT McAfee B 55 € AN BMA i &, 15

i LA AsyncOS A% & (Click to use different settings

for AsyncOS) #5#% .

Note  IBEZ ST 2 ) — 0 A IR S5 2 2K b B8 =5 ) b S R
FUN T 28T

BB RS (13D

A DR A 8 B T R S AR TR BB A R] D R IS R S B
B} TronPort £ F BUAHSCSCAT FIE BT 13K

HePE DR} IronPort BT IR 55 #8302 AN i I 2% ik 558 T 3T HT T2
RS SR F1ZE GUEW] XML 30 .

ZGHRAE T AT R 4R A B AT AsyncOS FHde e R4S 45 . T2k
FUHE B AR ER A E M B} IronPort 55T IR 45 2% F k.

W PEA SR 25 4, TR NS [ BN B3R AIE I XML SR
SRR, AHE SO RUIRSS 35 10 HTTP 3y 15 o 0 gty 117 B
B, AsyncOS KA FH i 1 80, WIS 45 F5 Z G M U0IF, WA
AR P 4 N2
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zogEr |

wE 1t AR
EEEX: A Sophos 1 McAfee il i v MBFHR BRI RHE BE

ZEFMBPN . PXE 515 HUR . J AL D as LU AN DR R Y B
S SEPONTE R EI R GRS A BB R .

BFEES s. m Bl h, DUFRORM. pph b A 0 () KAk
FIZh 58T

Note LAt Tl % £ AR5 (Security Services) > Br##E % % (Data Loss
Prevention) J{ I 4 DLP & F A3 58T 1B 55020560 g
M55 FH B EH . A0, 1S W T35 DLP 5 %A1
REAIINGE S aE

o A B 3 A RO 1)

=

FERE R E SIBEAR ] “ BB S0 Zhaent, SN ZORR BRI E

BAEEH my halid, £ A0, DAFECR. BRIMEN 30 K.

#0

TEFEIR AR A L 1K) 22 A AL ST K0 SR 25 4% I BT PR I 2 3 1 o o
WA B R o BOATEDL T, WEPE R ek iM% N
AT

HTTP (KIBAR 5525

FIT GUI 51 H 1 IR 45 (1 P e AR BRI 2545 o

R AR SS 3, WA ek T A IR %S
Note % HTTP AQRER 55 I w] LU HTTP Pl
Note  HTTP {45 &% MU HCE A CHE HTTPS Pl

HTTPS {XIEAR 5588

i F HTTPS BRI EAHRE AR S 2% . Wb sE X7 HTTPS AR S 28,
B e R BB GUT A 81 HE 1 IR 25

Note it i HTTPS fCHE [ 554 i mf LA H] HTTP il
Note HTTPS X3 IR 2% %% I HC & A SCRE HTTPS Ppidl.

TR A SN E L

BLE B E

Procedure

TR KK PN RLIRS (Security
(Edit Update Settings).

P2 EHZEEHELUR A3

Services) > B 55 B # (Service Updates) T11HI, A5 iitimiEEFIRE
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mEMGRLURTERErRSEiEBnass [

PR3 ARG (WRERZ IR AEAFI D o A Bmasin a8 m, /N INE S8 he fs KB

KA 1 /I

Hic & AR Y ok LUBEWE A2 R AR S5 23 iE B A9 B U

KRB P R P IR 55 A EAT AR I, WIS 199 SR8 T G 28 R R S Py I 25 e 5 A A
WERPECE TR HIGUERING WA FEEER, IR SRR H S il i 5 8

{1/ updateconfig iy 2B ML . LU 7 s 1 i e] e 6 L A T

mail.example.com> updateconfig
Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: b5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates
- TRUSTED CERTIFICATES - Manage trusted certificates for updates

[1> validate certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images):

Update URL:

Feature Key updates

http://downloads.ironport.com/asyncos

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: b5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

zaeE ]
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B seemeseormnssas

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[r>

BiREEENEERERSRERE
AR WAL % 58, IURTLAA AN CA 13 F PR O 554 . SERE, R
N T

{8 1] updateconfig iy Mo B LI LU R 26l o 1 e] e B ik It

mail.example.com> updateconfig

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwWIBAGIBATANBgkghkiGIw0OBAQUFADCBgDELMAKGAIUEBhMCSU4x
DDAKBGNVBAGTAOEBUIENM. .« ot et eee et et et e ee e e e e et e et e e et e eees

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.

FH 25 Async0S
Procedure

Command or Action Purpose
T WUR MR PAT IR, HECEEH T AT | B8 LRI AT, on page 31

BOATH R BRI R4 LS RERT
CRIED I3 R IXEE 3K

TRR2| THETHTIN T O 2 15 22 A HITHGESN, on page 39

DRI | BRFOTHR L AHTERAT L Z DL MRS . | THE AsyncOS [T TAE, on page 40
THESERE P TS

SRA| AT T NEAIZETH |, on page 40

B 7ae=
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| zgem
srrasnzs

RTHRERBRS

RIS T PARREH AL, ISP THEERE P TS L.

BRARIEHIMERS

CRBHIS 22 4 Be % AsyncOSCLI ZE R Tl T TH AR LA B dr &, 23R ML T LA
TRILE: http://www.cisco.com/en/US/products/ps10154/prod_command _reference_list.html,

AT F B

BRUAHOL R, MR M OCH AsyncOS FHLIT,  HAE BB RIEAR N SRR I H PR AE Web Fit 11 T

HIEEBURIR

TEERLIITEENL b, BRAEDUE T8 R v L

=18 R HRAE

(LR ST PARL AR RPN W bR BTG L

A A AT it s s g R k.

K A HT I % o i) Nk, ARG IEREERREBEN (Clear the

203 T T T B T A notification), #RJ5 riiliZ M (Close).

Al

BB R I IE A (R A “MEEJ\ A EIBIR & (Management Appliance) > R4t & 18

(Administrator)” AR F . (System Administration) > Z&ZEFH4K (System
Upgrade).

A] 4R 8@ A

BRAEOL R, lBPE R RA AsyncOS TR, HATHE B G AIBCAR N SIS ) 7 5 7E Web Fi1i 15

HE 2038 %0

TEARRHL TS L, SRR OGE ] T B8 sk i oh L.

E 5] TR R HRAE

R KRB TR TPEA (5 B 1 BUbR B S AETH R AN L.

B P TR 5% st AR PR )R Sk

KPS S rihm Ak, RFIEPEERRIEED (Clear the
P 3 T T T B T M notification), X5 miiti %] (Close).

Al
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rogn |
. F+4% Async0S B9 ER T1E

=18 FE R 3R1E

THEHB R I E A (IR AT “ PR A EIRIR & (Management Appliance) > R4 &8

(Administrator)” BRI . ) (System Administration) > ZZF+4k (System
Upgrade).

F4% Async0S B4R T 1E

VB — Pt ERHE UL QT N 2D BRI T e TAE.

Before you begin

TR ARSI PRI BT AT S WERANGE B TARBAA, SR T AT T

Procedure

B AU R ORAE XML BCESCIF o WER S TRy S X o B R BT TR ARAS e 7 B S
B2 WA “ e AaBIR/MLESIRR” (Safelist/Blocklist) Tifig, 1Hl 3 HixsI%k.

I3 FREFATIE . WRM CLUBTTH, AT suspendlistener 54 . IS M GUE HT 2,
> B VTR .

PB4 S ASNET . W LMEH] workqueue fir B F LAEBASIH AGHEATEL, 204 CLI WK rate fir 4 145
IS I 5% S e e

Note -2 Jim FHT it F 0T R o

TEFZEHR
T DAE AN P a2, T DI RSk TN, TS 23k,
A\

Note  7p— Yt rh AR 25 2% CITASZE SR} TronPort IR458%) FaIFTHL AsyncOS I, THECK e R
W RIS 228 . FERITIRE, PRIER TR 10 #0. WoRIbREIRE, 0] DL SAE S 80T G 2 mrdm A
Control-C LUIR H FHZfE

HERTIE
o EFEREEMN BRI YO8 ML E IR FEE TR . ARG A RIS, L
YRR RE T AREICE MG, AR B U5 R I T 2. 15 2 [ v B LRI 2
I, on page 31FIAC B R 55 B B LA N 8 88T, on page 34.
o QRSB , E BT AsyncOS FIHES LAE, on page 40 A B 1% .
o R LA R RGP e TR, WE ST R S
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 WHRIUR AT, WILEE & U B 2 B e i 44
o T, K TCEELE FIPS Bixl T A TLS v1.0 fRAS. {H &gy A3, 4] LLZEMR {6 &
Ba H TLS v1.0.

* M Secure Email Gateway 15.0.x M B =i hRAS TR, i 22 A HEEAR 128 4 BE IR T AT x509 4E -1
CanSR RS #A MR . x509 UE T I 7E Web Fitiin EATH “ M4 ” (Network) > “iiF
47 (Certificates) JH B ] CLI v certconfig KA E « VEA: 0] LAk Ik 22 e ME i
R4 SV x509 4E 15, (HAR U FEML

Procedure

FIE KUGE PR GETE (System Administration) > ZRZEFHZ (System Upgrade).
$182 A% (Upgrade Options).
$IE3 LiEFR (Upgrade) 487 R e .
P A LI
£ TRz 3RAE
W R N O T R M T #FH %% (Download and Install).
WERIE R8Ny, MRS PR BB S EA N
NIRRT X T £ (Download only).
IR P A ZRRYT, MRS IR B S N
RGMEG G NEZER) T, AWk .
ke FETIHR LB e MR (Install).
G fEe O R8N, BG4 oIk I
“223¢ (Install)” B T8 FRiE 2225611 AsyncOS FRUA

LIRS FRAR AR N R, R INE MW A AR ik — > AsyncOS A
W6 W E A
a) IHIERE R ST E R AT BB AR ¢ _E[¥) configuration H &H1.
b) EFEE AT B B S R
Note  JoyJiffif] GUI iy “Hc'E SC#F” (Configuration File) VLTI &K, CLI " [ loadconfig 4N
BT s R G A
) T ARG AR A Ik S A I B S B RIAS, TN B RS RO BRI k. HE S A R 2
A HR AL o
PR T riili4# 4L (Proceed).
B8 R IEAEIAT %3
a) TEAERN 2Rl R (AR A e
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B =ssaTans. mEsBEL TS

FERS A R N2 T, e R 2 B A
R AT T R b o 4%
b) EIRFFT, MTIIEIE/E (Reboot Now).
©) RZ110 43%)E, E TR YI HEPER SC I 6 5%
ﬁﬂ%ii%%ﬁ%ﬁﬁ&lﬂ#@%%ﬁ, DA ORI, WIS AR TE S Ja 200 22/ 20 20 Bl
iyl (e

What to do next
o WAL, I T U TR .
o WO EHAR LT
TEMERS ZHETH RIS, W N TF IR IEOX Le I BT ERAE, A3 “HER T1F (Before You Begin)”
IR SAT, (RIS “ %36 (Install)” L.
o R BTN
s FHUAM ORED PiVrFET.
* WHRGIRAFECE M. AXRAERE, ES IS BRCE ST, on page 21,

* TVRFERIG T R
BEERETHRES. BURSUMERE & T

Procedure

HIE KA F R G ETE (System Administration) > ZRZEFH L (System Upgrade).
P12 N ARIEIRN (Upgrade Options).

WIR3 IEHE AN

=18 TRz 3R4E

BE PR A LI A 1)
UARBAT IEAEREATIO R B BRSNS R e, WASHE
P HCIRAR .

VIR = st LT R R Y BXGE TS 8 (Cancel Download) #44H
PCY NEOEERAT R, REA & BRIk,

MR L0 ) 2 R RE 7 s i DT 18] (R BR SC 44 (Delete File) %4
DR LR C NN, R4 2 Bon ki,
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$®4 (W) BAEIHHE.

& FIxE IR TR

MUATTE 80 - F1 90 - RAUAEF I, 4 Fe e F 55 R A SCHLAR 1 FeL i
W RS A B RS e R A G FLYR, DA SR 44 A T BT IR P ek R i FH R BC & e T RE
HEETE
o A FHER DK L I e FE FRYEAE A (RPC) g D HEEER R R M. BXREE, WS (W)
e Ham) .
o BHORIBEE M AT DI RE Vs 18] B do, Gl ek B K RS T AT A o B 1 ity 1 o
o UL RE B L I I e R F YR AR A FH M — (1) TPv4 kb o bz D1 RT 2 RS BT ik 1 i R fic
B, MR ipconfig A& .
o U FMBAEM O, ST AN 0] DU E SRR R BT 153 45 B 11 (IPMI) 2.0 RRAS IR 25 136 =
TH. SRR TR,
s HORUI M AT D TEAE R, W20 (CLI Z%548/M) .

Procedure

B ] SSH sk ER AT 4 65 3w 115 ) iy 47 ST
T2 FiHAA “F 5 (Administrator)” 1 ) A PR FIIK 2 5% o
PI3 HALL R

remotepower

setup
T4 BEIURRE LM E R
a. ULDIRERL M 1P Hbdik, o b 28 HEAD A O
b.  HAT RIS IR dr & BT A 1K H - 4 AR
IXLGE S b5 T ol 28 RIS 19 O PR A LE A5 AR FL AT

HFIBG i\ commit {717 M.

L6 MIEMNCE, AR AT DU R R P 5% FEL Y

TBT R R T L — B EMARAE . B, Bk B — A2 Ry, IR R AT
BUAT 45 10 BE 53 A BB U [ BT 75 TR IE 15

What to do next
HEREM




zogEr |
. 8 2 Z HIRRZAET Async0S

o T B M 9 O L

Wk & £ Z BTk~ HY Async0S

AsyncOS $2fUR AsyncOS # A1 R GUIKIZ B 22 TR Z BT IR A i A FR A o

0D

FERBPE R K AL revert fir& o — TN E ARV (A . Bhar & S SBO0TAT ICE H SRR . AL
SRR B O R RS BOR R, R IC B M BR . SN, FEFEHTNC B MRAF IR 2 H, K
REAEIE 2 PR H . T iy S SRR B, PRI A revert fi &I, AT AERS
O BB 4 ST ) BEA S 7] o

A

Caution fi.p 250 HLAT B2 A3 B RRA I C B S0P o TRCE SCAFAS I i e

TEFE BRI 35 _E 1 AsyncOS 7T B2 B M4 AT IE
U SR MGE T HEPE ) AsyncOS 9.0 12 213& HI T- M) AsyncOS 8.5, MIIVFRIIEAN B

G R E H F IR HT AsyncOS 9.0 Pk & 213& H FIE4:#9 AsyncOS 8.0, WS TR AP AN ] 22
AINREALIBLER 180 K 5 PRI

e P12 HIAEAR TS D0 T #AN S S 2

HEXERR
o LB A 9 OCVF R 2 |, on page 21

i & Async0S
Procedure

LB HREE R E B R IR E SCE . BEE SR G R, ik, o] DU R 12 S &
G H CBOEE FTP Rk SCHF. AR, 5 S0l i B 1 A 2% Bt & SCPF, on page 23

W2 {EIHARTEENL EARAEME AR OGS AR E 1 S EA CRBERCE RS .
Note XA JEIRTEM T 2 5 BT 2L & S04

$IE3 WUIRE “ 28RS (SafelistBlocklist)” Thfg, ¥ “204351)3/PH 1141 (Safelist/Blocklist)”
H e B AT

WA EAFIBAE S A

PSRBT R 5G4 CLI.
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fEigfT revert i &I, RV RV 2 B SR, BRRMWE L IIR A, B RIPATIRE #RAE .
PIE, FESE K AT D BT, W20 TR IR A .

M CLI R H revert iy4 .
Note 43 i FEdE T FERS . WIRETR B 1520 /0B A &5 i &, IF ] FBr ik 4251 & U in] M4 D9 5

AR RIS AL 1) G R P o

WHEHERMWIRZ G, RIS 4 H interfaceconfig iy A1 & H A A Vi in) IP Mokl
HOE N[N

FERCE AN 10 3 FTP 80 HTTP.

DL FTP ARG 1) XML e & S, Sef ORI ) GUI St

INARIE ST B AR AR 1) XML e & S0

SRR “ 22 453 /PHIESFE (Safelist/Blocklist)” Thfg, i SFAIFME “ 245/ 1EpE
(Safelist/Blocklist)” %4 %

FAASE ) SE 25
AR, NALEHIFTIE AsyncOS JRASIZAT S IR MBI 56 o

7y B ) 5 2 B R Hi 44 B B 1R [o] b it

g 3

TSN T T 5 2 IS S )R [ b
TELL MR, TRk AsyncOS A& i () BB A IE B4 36 AT N
o S BRI AN
o JB A
* DMARC X 1%
 JWAN (notify() Al notify-copy() i BE#SHEAF)
o PR B Jman (PAMRR B I B “RIEREIA” [Send Copy])
o 5
o At BT A
fsn] UAR S IR PR ) R 2Rk P R4 o dd a] DA Tk 4 Al “ R 3L ¢ (Virtual
Gateway)” 1k,

1] PAILE GUI Hal 27 CLI 1 {# i addressconfig iy 215 B Go A= B A IS 2 (4 3 R b -

Procedure

SHE “RGEEH” (System Administration) > “IR [F[HihE” (Return Addresses) T

PIR2 pihi4wiBiRE (Edit Settings).
WIE 3 NI S — A B AN IR T R




zogEr |
B rzsernrnsumsne

TR A SN E L

A s— /=1 5'; ===
ARGIBITIRASHELE H{E
WA USR] LA WS90 56 [ S ANZ AT S 0 (i CPU AT BAB F 0 5 IS5
sy TR, AR T DR I 0 S 7 A 4G 5 R A

\}

Note  giffi[i] CLI h REGUSITIRDISHACE WIE, 15 H] healthconfig f74 . AR, 1525 CLI
WA G T RIS 22 42 245 1) AsyncOS CLI Z %45/

HEETE
AT AN E B

Procedure

BB KK RFEEIE (System Administration) > RGEIEITIKIR (System Health).
PR 2 piii4wiERE (Edit Settings).
PR3 FiE LRI
* 4 CPU i il $ig € BME S0 (BLE 23 tEB=D
UEAN, IR E AR 2 1K) CPU Y FH IA 3 0B 1) BB I A R R . RIS — MBS,
W CPUAFHIAE 15 730 B NIE RN T H 5% Ml SH—ANVEHGE IS AT FIE, WafiRis &
i
Note xSy 10y fih & 4 1F A ISP B 2 vp (%) CPU A A 4L
* WA U AS e € BE 0N (LA - B S
WEAN, I TEFE 2 AT AR Y A7 A H AT FH 26008 280 P B8 1 B ) 2 5 R . IR B — MR
Jei, QR A TTIIACHR B T H 150% BAE 15 20 B (A1 5 i fid 28— /MR IGME, WS R
L ANVER . B, WERBIEBCE Y 10,
o« MNERS BT AL R 10.1% I, BIEHANVER,
o GNAFASHAT RS 15 20 B NIR B 15.1% I, 2 RIE T — VB

o BAF R B R S KR e BIEL M (BB EOERD

BEAR, 3 R E A BB Y R BI04 80 B O B N R A B . AR MBI A
U R BAZ P BB ECATE 15 3 BN IE BT Y 150% ik 58— ANEAR A, 2 7 Rk — MBI
B, W R B AL E A 1000,

* B I o K BOR F) 1002 1, ARSIV EHR .

o EAF N ISP B R KR 15 2 B IE R 1510 I, W A% —AMER
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Note  JHIJBEMIITATEMIYIE T “ REEM” (System Alert) Kl
SRR A RTINS

What to do next

IR HIhRERCE TR, WM IREAT RSB A RU], TES A INERYT A, on page
49,

A A s— /=1
BB RIS ITIR R
LA TS AT RO 2 D e RS A B A OGS AR Ot PATIBAT RGOS AL I, RS0k A 240 IR
AHE” (Status Logs) I sl (2 =/ANH) CUBHIE ISR B2 TR 50 .

)

Note 5 +ZEHATIL /M HTIN RS “IRAH & (Status Logs) 42040 7 20— H iid s Hdi .

EPATIB TR A, 1

* 7E Web JHfi b, MKIKE: 2 R E T8 (System Administration) > 245z 174K (System Health) 7T

I, RJa AT TR E (Run Health Check).

* £ CLI I, i217#74: healthcheck.
I S AR R GAE BRI ) LA AR R 1 s — A el )

© BT AR

o MR A P AR

* & CPU 1]

. AR

* I AE DA
MRS TROU A FE WA PE e 2 T _Eig— A a2 AN ), 1 AR ML RS E .
AREMER, WS-
http://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/11888 1 -technote-esa-00.html.

45

AR AT B S AR AR AT, P AL BRI O AR A RO A DGR B o IR i) E
CHZEMED GO DA “3h7 B “HBE” NG, AT IR OC LR e A ket ae . %

1 EH IS P90 S o 85 T DA S A K5 A0 PR 20 ) 41 5 o IR L e 0 ISP Ak WG Tt D B Ay W L 7

PG S R IR . L GUI T “ REEFE” (System Administration) > “#4) 7 (Alerts) T [fi]
(8}, CLI Hf#] alertconfig iy %) IR,
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zogEr |
| I

ERmEM
T DL LA T I 4
R RETEIER.
« S48 (Warning): 7 3230 — 45 W 5 P Al 92 B e
R R IBITIET R

B a3

AT AL RBRIAEYS ATt SCRP R BT AR I AR GUAZEE, ] DRGSR P DG BN 7 AR R GEAIE R G E
R FTATEIR MBI EIAS . BLIHBERRN “ FIZSCRE” R SCVRRRATTI B 3 80 SO R 1) 7 SR 1A 2%
Jie “HBNSEET ERER IR, WAL IER 2N, status fiv4 (05 H A 1) AsyncOS
JRAS o

BOATEIL R, WE NI “27% 7 (Information) ™ ELIEZ 0 1) “ R4GE” (System) BRI AR F
N SWCENRAT IR RE BB AE I BIA . R ANTS B AR JR AR AR, W] AT Zh e -
LA I EAE Ll fE, 152 P IS B R B, on page 50,

BRI

Il

MNHBAF I SR AL R BN (Alert Recipients) 48 bk S, 3846 03X 28 H bre L1 SMTP
e R

H 3 A M T P R S S 190 S R R T, DB AN AsyncOS TE 3 [ HBPFALIE R G0 A8 AT
MR EARMEA T ST AT (B R SeAkid, MIEAE AsyncOS fAE K RGLHbaI hovia

17
EIRIBIERGEA S AsyncOS ILZAR A MM E,  IX TR AR 1F 1) A3 T RE-55 AR R A A AR R AN K
gﬁ:

o AR AR VE DNS MX FIl A il B 5%,

o TIITHASL 49347 DNS 45 H 30 204k, Z2A76F 30 208l —uk, BrLlanit DNS H B s,
AR 1L

3

EARMBAE AL TARBAIALE, P AT EA DR B Rl s iR F . 5340, e ASZ BT
JERR BN AL E AL

EARMBA T ANTE L AR A, DRI AS 5238 [P C SO B H Ao i R A 1 5

Note [k - {248 H] alertconfig CLI 4 H T TLS S HFJF7F SSL At &' ¢ & vl ifi v /5l 7 FQDN iiF
W] A EIRSS 2HE B R RARE “ A HLZF” (Common Name).  “SAN: DNS #5%” (SAN: DNS
Name) B ol # [N A77E, LASGES 4 FQDN 4%,
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srmere ]

Note

\)

[W] 3%k - {NAEAT ] alertconfig CLI v 2 J H T TLS SCHFIFAE SSL B E W & UL A H T X 509 J6AF
1N P R 8 T e e N = R

Note

[MT3% - A48 alertcontig CLI fir4 3 I T TLS SCRFIFAE SSL L& ¥ & Ui i3 H T X 509 % iiE
] KA RS A UE R “ A L4887 (Common Name) %, “SAN: DNS #F%” (SAN: DNS Name)
FBUEM S RS AR

Note

EAR BB

[FIik - (NAEAEH] alertconfig CLI fir4 i3 F J7 TLS SCRFJFAE SSL MU B v & Wi A FH 17 X 509 %1k
] Aok 55 sl F A o

Date: 23 Mar 2005 21:10:19 +0000

To:

joe@example.com

From: IronPort C60 Alert [alert@example.com]

Subject: Critical-example.com: (Anti-Virus) update via http://newproxy.example.com
failed

The Critical message is:

update via http://newproxy.example.com failed

Version: 4.5.0-419

Serial Number: XXXXXXXXXXXX-XXXXXXX

Timestamp: Tue May 10 09:39:24 2005

For more information about this error, please see
http://support.ironport.com

If you desire further information, please contact your support provider.

NINEIR UL A

TERT AR G 8E, ] LIORS 042 i 1] WP SR K N R ISR i, n LUK R BN SOR A 2
AR R IBCE IR N, BB AR LB AN R IE “RE” (System) CERAAL) [y«
7 (Critical) (GEM) {5 BN H00E 40
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Note iniire RGEUCE WA T “HBISRE” o WRE IS BRSO A7 ™ T RIS T (4
A DA IR S SOt

Procedure

S KUGER RGBT (System Administration) > 23R (Alerts).
P2 iR nER A (Add Recipient).
SIR3 FABAE AL ATLAR A 2 AL, I LE S SRR

FRA (k) AR BECRR R N SRR A FRA A S F Rl B i, 1 1% AR AR FN ST 5@ 0
(Release and Support Notifications) & IE4E.

SRS EF IR AR B B IR AR
FIR6 FAIFHINE L

REEHRIKE
L F B E A S

)

Note  {ii}{] alertconfig CLI fir 45 SCEAE MR 56 L ARAF B4R Bt LM H S A

Procedure

T il “ER (Alerts) B I 4REIRE (Edit Settings).
WER2 N A5k bk DA R IR EARIN AT, kR “ B84 (Automatically Generated)

( “alert@<hostname>" ).

PR3 WUREESR E ROR N IR BRI R R, TR RN ARG R, WS AR ERE

74, on page 51,
* $85E AsyncOS K1k i 5 AT SR IR A TP 4L
* 85 AsyncOS K 1% T 5 AR TS5 IR B K AP 4
PB4 nJLUIHEIES “TronPort 313 FE” (IronPort AutoSupport) EIUK A H “ A8SZRE” « A% “A3IL
7 IPENME B, 152 133K, on page 48.

CWRBM T AT WEE BRCEIE 527 (Information) 2 2R ST EAR I E R
NIIE “BENSCRE” it AT LB S HEAE T D fE
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1
i3
&5
fu
|

TS FAIFINE L

BERE
TS BCE A AR ) E AT R, A
o ROEEE I RFC 2822 15 kUi (it N HuhEEAE HERINY “alert@<hostname>" ) . 7] LATE
CLI F i [f] alertconfig —> from iy 4> ¥ & IH I
o RO I BT E R AU TP AL
o RIE T S BT EE A IR B KA H
o “HISCERRT PIRS aHEEERD .
o BEJE IR BCE M “AF . (Information) 20 RGTEHR BT NAGE “ ABISCRE” AREHR
A
REEEEE

A LAFR 28 AsyncOS Kk H 5T EAR AT SR WIG RO A, iR (W 8 0, AN ki H A SR 2L,
M A AT SE IR A I T B AR AR v e T BUE I R N R KR IR o« RIEAMER S,
RILF A EM 2 A SRR R CEIRAIRG) K3 n. 38900 1R 08 AR5 AP En w65 % b2k fa)
o [RIUG, WUERSERE SFP, EHOIER PR E SR, 15 Fb. 35F. 75 Bb. 155 F0. 3150, DAE
i

B2, AR TTREARAAR R nT DUl I “ ik B B BT S5 5 1) B K FP 4K (maximum number of seconds

to wait before sending a duplicate alert)” ¥ B, WE ARG RIS ERAE. B0, W AORwIaa
WEN S, B R 60, WIFES T, 1570, 3580, 60 5. 120 RPN Ak 4, DAL RHE.

EEHITER

IS 0 S e DR AFSOBT (R, DRI R 25 SR i B 1 4RI, Wl LAAE GUIR CLI T & . X
TR TGRS 199 5T 3o

BAGERHERMIIL, Wl B (Alerts) TUH LR EFHZERTRIER (View Top Alerts) 1%
FER A FH CLI ) displayalerts #ir4. 7 LAFE GUI W% HIH. 20l TR N HEZEH

ERINHOLT s W 2% b 2 AT 50 4 AR LU s e HER EERTRYER (Top Alerts) % 1. fEH] CLI
H1) alertconfig -> setup fir< g 45 M P SC DR AT ISR . W R BRI LI fE, U RE B IRACE SOy
0.

JXU B 388 25 15¢ AR

NRIESRABII BN, GBI R A M) BRSSO, Wil M ENE (GE
%, ZHEE) USSR TS S8 (R o SEUE A EAR B SE bR SCAR B 4o

Blhn,  DAREARMSAE ] RESSAEMEAESOA R “Sip” o ADEARNT,  “Sip” KRR SRR 1P b
ik

o [ PHEAEAR, on page 52
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[ 3 3 R4 E 3R

* B #E 4R, on page 52

o HaRR RGBT (DHAP) “4K, on page 53
o R4 AR 2, on page 53

o BRI 25 X 4R, on page 54

o 2B/ IESIFREAR, on page 55

* RGEE, on page 56

o SHIFLTEAR, on page 67

* W EER KOS JE A EAR, on page 67

o JERAEREAL, on page 68

REE

PRAUF W AsyncOS AR S b S B ER A1, I B IR SR AR B .

Table 1: 7] g2 89 R IR AR E IR 5 =

EiRaR

HR R FRd A

25

AS.SERVER.ALERT

$engine anti-spam - $message $tb

PREL AR | BRI R

“engine” - RIBILMBLEG BT

“message” - HE MBS
“tb” - FAF

AS.TOOL.INFO_ ALERT TE B - $engine - $message

S o BRI SE  DL a) RELN ik

“engine” - S 17 I M |45 4%
“message” - M

AS.TOOL.ALERT T - $engine - $message “engine” - BB G HEAHR
P, T PR A B R | g R4 | “message” - EAE
LTI e S 0 R

B iR 2 224k

FRAUG WL AsyncOS A2 IR BEEAR A1, AR B SR E AR FE P 1 Ui
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Table 2: F] RERIRG RS E 1R 3R

ERBR R4 O IR SH
AV.SERVER.ALERT $engine antivirus - $message $tb “engine” - [y s it T | fR2ET
/AV.SERVER.CRITICAL
PR R B LB | “message” - F B A
e “th” - I
AV.SERVER.ALERT.INFO $engine antivirus - $message $tb “engine” - BN TE S SR,
(5B MR R S b | “message” - FLMEfE.
Kz “th” - PRI
AV.SERVER.ALERT.WARN $engine antivirus - $message $tb “engine” - MG R,

ot ARG LB RN . | “message” - FIZIBFE
“th” - HLFRIEH.

MAIL.ANTIVIRUS. ERROR MESSAGE | MID $mid antivirus $what error $tag “mid” - MID
P WURPPR R R O R | “what” - R R
iR, WEE. “tag” - WEHER LB CIIRT Y
B o
MAIL.SCANNER. MID $mid CVi5R, JoirH Sengine BEFTH | “mid” - MID
PROTOCOL_MAX_RETRY i “engine” - IE7E46 17

PP, A WBPERRIR, Bt LA 5 522
DRI R 2 s K
ISR AEAS 15 HEAL PRI DL T EAT Ab B

E%ﬁ%ﬂﬁﬁmmMﬂgﬁ
FRAE A AsyncOS AR IK) 5 Flt DHAP B4R (14136, ALFE X e 4R i 0 (1350 ]

Table 3: F] BERYD B RARE L TR ER TSR

EiRaiR R FN A 2%
LDAP.DHAP_ALERT LDAP: Il 2T AEI H R doddy . 4700

BGL s &, WS ARG H &
Bl o R RIR] eI H AR BN AR

fE 1 X R 8
FRALE LG AsyncOS A I & R BEIF SN, LTSI T 1 50
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Table 4: 7] RERYFE - EIR TR

roEe |

iR AR MR 44 FR¥E A SH
INTERFACE.ERRORS Uiy 11 $port: KM F] $in_err HAFG R Sout err | “port” - E 1A

AR Scol I, TR ABLA TR

B o AL I DRI AL

“in_err” - H_L—&IReELIk
FRI A N IR

“out_err” - H_L—HHB{FLOK
% R IR A

“col” - [ bE—F LIk %L
E/TRORUIEAS '8

MAIL.MEASUREMENTS FILESYSTEM

$file RGHIX [FJ4L T $capacity% 755

B B XL R (75%) MRS

“file_system” - L RA M4
R

“capacity” - U RS 1
P CRAE A ERD .

MAILMEASUREMENTS FILESYSTEM.

$file RYHrIX [FALT Scapacity¥% 75

JPEE . MRS X IE B 90% (LA 95%-
96%-. 97% %5 WK%,

“file_system” - X RA M4
i

“capacity” - U FR Gl
R CRABEHIERD

SYSTEM.RAID EVENT ALERT

RAID R 4E: Serror

ik R P EE RAID FHAEN Kk,

“error” - RAID £ S0 A

SYSTEM.RAID EVENT ALERT INFO

RAID FffR4E: Serror

%3, KA RAID FAEN RI%,

“error” - RAID £ S0 A

1 312 R 44 B S X AR

RGN AsyncOS ZE B Pl TS AE B B BRI PR, AR E SRS ™ AR

Table 5: 7] R RO L AR 14 PR 8 X 4R 51 %

EiRAR

HR 1 FOHEA

ISQ.CANNOT _CONNECT OFF_BOX

ISQ: JoikfF Shost:$port ZEHZFIHL N FE X

“host” - HL T K& X 1 Hb
st

2%, M AsyncOS TLiLIEHE] (WLT) 1P HubER K.

“port” -{EHL TG ESIX 34
PR35 11

ISQ.CRITICAL

ISQ: $msg

“msg” - BLEIR R

FEE . R E b NS R S DX R IN B
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EiRAR

R FO A

28

ISQ.DB_APPROACHING FULL

ISQ: it $threshold% FIELH 2 Ay ik

et o BRI R S X B I R A I 0 o

“threshold” - JFaf k%
B IA B IR 2 i

QUSR5 W)
ISQ.DB_FULL 1SQ: Hdi 1 £ ik
T o RS 9 DX R R L I R %
ISQ.MSG_DEL_FAILED 1SQ: KILLF R KA BEMIER MID $mid (Wt Ay “mid” - MID

$rept) : Sreason

Bt RAE R M Sr I AP 5 125 DR Bk S A I A%

“rept” - e NE “ 4

i

“reason” - AMIBRIRLET
JiR

ISQ.MSG_NOTIFICATION FAILED

1SQ: RAEKILMENMLSLE: $reason

ety o ARBDNRGRTE AN MBI Ak o

“reason” - AR K ILIEAEIT
JR

ISQ.MSG_QUAR_FAILED

e o AR B BN X

ISQ.MSG_RLS_FAILED

1SQ: LA R R KA AEXF MID $mid & 4ii ] $rept:  $reason

e o AR BATIBAE I AL

“mid” - MID

“rept” - Wtk NER “4x
%‘!,_B »

“reason” - A& K ATHBLER)
JiR

ISQMSG_RLS FAILED UNK RCPTS

1SQ: KA F iU K BE & AT MID $mid: S$reason

et o DI AR R TTT A B B AT A I i o

“mid” - MID

“reason” - A RATHEAEIR
JiR

ISQ.NO_EU_PROPS

ISQ: TLIEMZR Suser HIEM:. W EERIAE

2% . 2 AsyncOS ik H AR BN Ak o

“user” - I AR

ISQ.NO_OFF BOX_HOST SET

1SQ: FERBEE LN T BEEILT ISQ

2% . 1 AsyncOS WC'E N 51 HIAR 5 SCIAM s Re 125 DX I

R EFIR/M LTI FRER

RO FIE T AsyncOS AL KA 22 4 AR ARSI ZREAR I FIZE A0 HOA 3 F P 1 i

iz
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Table 6: F] BERI R £ 5| FRM I FIFRERTIF=

zogEr |

#a%[8]: $current of $limit.

PP, BRSNS T SR VE (R R ]

EiRaR R 14 FO A 28

SLBL.DB.RECOVERY _FAILED | SLBL: Jililk 5 e 2 1 )1 4 4241 3/ BH 141 5080 e “error” - FiR 5
“Serror”
FPHL TCIRWRE 2 A AR/ LIRS R He 2

SLBL.DB.SPACE_LIMIT SLBL: #7243/ LA R A P T SAVRIRE | “current” - CAEIKZ31H]

& (LA MB K7D

- FEE PR (LA
MB Jy FLA )

“limit”

R4

IR

®
=]
TREE

Table 7: F] RERI R R E R YT 3R

1L AsyncOS Az R & Al R GUEAR A FIZE,  ALAR B RAE R ™ S LA ]

PHERBIR

HR 4 FNHE A 2%

AMP.ENGINE.ALERT

A RENREICT BRI IORERIE R |-
3‘)3 ERNibE-S it

AMP.ENGINE.ALERT.WARN

WS T 2 FR . TR, 15 Cisco
TAC Bt &

AR 45 . WARNING.

YA A R SCTE A A A RETK S 1D )
Cisco Secure Malware Analytics (Threat Grid) i
55t T B 2% 21 A4 PRI IR

AR A K BEIN] Cisco Threat Grid AR5 281T | S8 MR K]

AsyncOS API Alerts

W24 (i ] Cisco Secure Email Gateway/(t)
AsyncOSAPI - N[ 145D ) “HEHR” Fo3

Mailbox Auto Remediation Alerts

THS BT o ANRORE T e

COMMON.APP FAILURE

N s & A2 $error “error”
AXO
et o AR I FH e I A 3%

- B GEH B 13
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PHERBIR

HR 1 FN A

COMMONENGINE_AUTO UPDATE
ENABLED

<$level>: <$class>

fa i kR E 5% <Sengine> 5 I T Hah
Bro B, BORCRI L5180 A 85 T8 .

“$engine” - M55 51 A FK. {E AT LA

* Sophos
* McAfee

* Graymail

COMMONENGINE_AUTO UPDATE
DISABLED

<S$level>: <$class>

fE e COARFE S <Sengine> 251 T ABIE
Bro BRARFERS € 51 2 4R e B 0w R T T
HENEH, NSRS EER AT B 30

“$engine” - 455144 FR . {E T LA

* Sophos
* McAfee

* Graymail

COMMON.KEY_ EXPIRED
ALERT

181 “S$feature” HH LR . EHCREM
EAULRHH AR

B Thagws P Wi AOx

“feature” - BI¥ 2RI ThBE A FK

COMMON.KEY EXPIRING
ALERT

1BIY) “Steature” HH T $days KA B 1
B RE RS RM ERR.

il

o DhReE PIHLRE RN X .

“feature” - RII¥s 2| IR ThEERI B FR
“days” - Tl HEWSEE 2 T R H

COMMONKEY FINAL EXPIRING
ALERT

X ERLIE . TR “$feature” KT
$Sdays KA. 1HERERRZAUTRM SR

o LAThme s PR 2 S 2l F B Uk

“feature” - RIRF ZHIHIDhRERI A4 FK
“days” - DhfeRt 2RI REL

KEYS.GRACE EXPIRING
ALERT

M9 0% C e BUBIIK T AT 2 A 45 VRIS
PR R AL Sdays N AT 224 ik 55 4K s 4%
IEHBAE

BHAT LRSS VFTE, ARG RRBUS R
K.

FPEE e ASE BRI AR BT X RIS R S VR AT IR
FE AL .

“days” - A IREARIN B B 1T N PR 1)
KA
AR IR TEANE B, TS B AU
AR SSVFRTUE 23], on page 21
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PHERBIR

HR 1 FN A

KEYS.GRACE FINAL EXPIRING
ALERT

RO AIE AN WBPER S S B PTA 2242
NRSVFRIUE . HSHE R R AE 1 R N ANEH] 2242
R 55 AR EALIL BT o

LT A R VT, RS EEBUE R
R,

PR RELIISE R SCVE R UE B2 BT — R

ﬁ%m[‘ﬁﬁﬁmﬁééﬁﬂu iy T/ﬁ ]ﬂ}—g?/LEEB

AR SV AT UEEI I, on page 21,

KEYS.GRACE EXPIRED ALERT

TR 22l rEZeksy s
39, DRSS IR W R TCRIEA T RIDFT VAT
UEZ AT, B AN AR W o

WHAT LA IRSSVERIE, HERRERRBUE R
HEAER.

FEHE o RIS 9 5 ) T BRI BTN %

AR BEBSWIITEANE &, 155 P R UL

AR SEVFRTUE 23], on page 21

DNS.BOOTSTRAP_ FAILED

TCIER %) DNS fiithds . TCIEB R ARS8 .

B o HEPE R TR AR IR DNS IRk 55453 i

COMMON.INVALID FILTER

ToRK class:

$error

B HIBBILROLIE RSN AL .

“class” - “Filter” . “SimpleFilter”

Pav
T o

“error”

(EISS

- FeAthAT O ik g Jo R
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IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKD.HOST REMOVED
FROM_BLOCKED LIST

1T SSHDOS Zili, T B EHLEHdsing
PRS2 .

£7F Sip I EHL B K AR INE] SSH 181741
e

F2F $ip (I EHLE B LIEZ & IER .

BwE,
T2l SSH EFERIMB AR e, HASR
HEEREUE) TP bk, G S 2y O 2
WRIRECORT 10 Wk, WRKE LS 3 SSHFH 1141
%o

2 H P DA TR] TP Hishik s e Dh i, 3% 1P Mkl
SN INE] VSR

FOVET ) SRR e R, B T A T
FELIEg

2 H¥ T RA— K5 BN MNAZFH 51 B o

“ip” - ZK A ILHEAT S 5% ) TP btk

LDAP.GROUP_QUERY FAILED
ALERT

LDAP: ‘R IZL A1) $name, EyELSHLL
BBAITAR Y false

FPHL. 2 LDAP 21 A i) R I Ak

“name” - IR .

LDAP.HARD ERROR

LDAP: $name P [A $why J&t K & A= TAEBAAI
Ab PRSI

f“HE. 1 LDAP B4 RN (AR P ik
S Ii) Kike

“name” - TR FR .
“why” - FR R AE R

LOG.ERROR.*

PP SRl H LR R

MAIL.FILTER.RULE MATCH
ALERT

MID $mid VCAC $rule name BN . \n PELHAS
B $details

2%, BEAE RSB true &

“mid” - HEEEIRE— TR
“rule_name” - UG AR I 44 F5K o

“details” - A M8 FI R4S
l%\ o

MAIL.PERRCPT.LDAP_GROUP
QUERY_FAILED

FIAANCEE A 1E] LDAP 21 25 )2k, 7] fg
& LDAP #5iRAc B sl R &3 AN T 5 1) 2.

PR, F AN NI R LDAP 41 25 2R DK
NIk

MAIL.QUEUE.ERROR.*

PUEE . AT BA A AE R




B zs5es

zogEr |

PHERBIR HR 1 FNHEA 2%
MAIL.OMH.DELIVERY _RETRY | 3: i - “#4i. Shostname [JIBAFALI5 K. | ‘host” - DANE 4k &I 4.

—AEZ AN DANE KiK. 7

B\ - §1F $Shostname T MBLEAZ e (MX)
FEHLH DANE 5 UE2R M, BSAAARI% M. 1R
1 WA 5 R S A A% 326 IR R s A2k o

MAIL.RES_CON_START _
ALERT. MEMORY

WRS (THL4: S$hostname) Tk “# s
RS 5= WY BT VS VSSEF < E S A 37
LRSI RAM R R T
$memory_threshold_start% [ %% ¥ 15 2 B .
bR G SOVF IR AR B RAM F 2% 1
KT $memory _threshold halt% ifij i %
K.

FEE . Y RAM ] A Ik 5 40 9 51T 24 4
I

“hostname” - EHLIFZ K,

“memory_threshold_start”
DAL BORIN 1) 7 43 LB

“memory_threshold_halt” - &4 K A
AT RS T A o L .

- BN AE

MAIL.RES_CON_START _
ALERT. QUEUE_SLOW

WAL (EH14: Shostname) kAN “HEIH
Wy B, DA R R B R G
A 2, TR AR =,

PEHL M BASE B R Ak R A BT L I

“hostname” - EHLIKIZ TR,

MAIL.RES_CON_START _
ALERT. QUEUE

ARG (EHL4: Shostname) THEAN “HiH
L7 B, DART Ih RO R R R T
RGBSR H ek T
$queue_threshold start% [P FE 5 1741 H(EH. Ik
ARG AV IO Z A B A BA 51 F 2% ok ik
$30 $queue threshold halt% 11 3% FR K .

PUEL, BRSNS B 2 B {E I

“hostname” - EHLIKZ TR,

“queue_threshold_start” - &5l P 122
REBARI ¥ 43 LE B .

“queue_threshold_halt” - & 4K A4
b A L B LR

MAIL.RES_CON_START _
ALERT. WORKQ

ARG (FHL4: Shostname) CLHEAN “Hri
Ly B, DAGT P AR R G

AT _LAEBANA KN B H $suspendthreshold 11
BIE, BT R O . TAEBAFIIR/N T
[% %] $resume_threshold i, i A2 FF 5 2 K

2. T RZ% CLI LY “tarpit” v nl LA

AR IX LG A

Z7% . T ARSI K 5 W R e I A

“hostname” - EHLIKIZ TR

“suspend_threshold” - i FE S
R CAEBAF RN T BR

“resume_threshold” - it F2 7Pk & 11
TAEBNF RN R
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MAIL.RES_CON_START
ALERT

MWERL (EHL4: Shostname) CLEAN “ ¥y
7 KR, CARE 1R PR v FE R S YR

PEEE EBPEROCEEAN “ BRI R AN

“hostname” - ML A K,

MAIL.RES_CON_STOP_ALERT

HFZEA AR PR ARELL T, Kk
HAES (W14 : Shostname) CVBH “&EYH
W B,

S, HUBFMOGR Y BRI ERY” RN A

“hostname” - EHLIKIZ TR,

MAIL.URL_REP_
CLIENT.CATEGORY CHANGE

S PRI URL KA

MAIL.BEAKER
CONNECTOR CERTIFICATE INVALID

MAILBFAKER CONNECTORERROR
FETCHING_ CERTIFICATE

52 B URL 1 JE MR o

MAIL.WORK_QUEUE_PAUSED
NATURAL

TAERAFI E {5, $Snum MHBLE, Sreason

PP ARSI (I AL

“num” - TAEBAZ A BT IR 4
“reason” - TAEBNFIE{Z=HI IR A

MAILWORK. QUEUE UNPAUSED
NATURAL

TAEBANAIERAL, $num AMHEFF:

PP, B TAEASIMRE I AL

“num” - ARSI 4.

NTP.NOT ROOT

AU G387, kR G (A

e e UEPER S T NTP R AR AT M
TOVE I 8] I A%

QUARANTINE.ADD DB_ERROR

TCHEERG B MID $mid - FEE &G AT H

PUEL TR IR AL AR S X N Ak

“mid” - MID

QUARANTINE.DB UPDATE
FAILED

TCIENTF R B X A . CHRETRRAS: $version;
H¥rIA . Starget version)

PR O S S X B P I K

“version” - I 2 ¥ 7 ZEROA o
“target_version” - Hbr i RIRAS.

QUARANTINE.DISK SPACE
LOW

$file_system 43 [X 75 [A] AN i T2 25 X RGEA
G

FUEE . R DA A ] S N A

“file_system” - U+ R G4 Fx



b_ESA_Admin_Guide_15-5-1_chapter21.pdf#nameddest=unique_821
b_ESA_Admin_Guide_15-5-1_chapter21.pdf#nameddest=unique_841

B zs5es

zogEr |

LR AR B FR BB F 3R S

QUARANTINE.THRESHOLD_ | [f#[X “Squarantine” &b $full% itk “quarantine” - BB IX [ 447K .

ALERT I o
WA BB AR R 5%, 50% R 75% | Ul - B D R P OY H
I RIL

QUARANTINE.THRESHOLD_ | [f#[X “Squarantine” 4bF- $full% itk “quarantine” - b B X ¥ 44 5 -

ALERT.SERIOUS

TPEE . KR DA B AR 95% I AX

“Rull” - o B X 8 v R B 1 2 bl o

REPORTD.DATABASE OPEN
FAILED ALERT

FIIFEARERS, R RGER)EH R, AT
By b HeAt IR 25 rh b, SR B RS T RE
). WS SRR LR R . BRI
HUIF: Serr_msg

PPH . AR T B TCIRAT T B R A

“err_msg” - IR R IR A

REPORTD.AGGREGATION
DISABLED ALERT

CHTH RIS A AN, G PTICARER
s A BED e VAR . g A AT B
Sthreshold F1 47t 2 FHfF ML AR PO 2
R, WSRO A A ) Gl R IH H &
SR, BN RARIRE SR . ML
i [ %2 Sthreshold 1143 EE LA I, s £dls
PR N 2 BB R E 3

Bl . MAGHE AL AL, HHER
R R A AL ] b F A B, R 4%
HZEE IR ER

“threshold” - [B{H

REPORTING.CLIENT.UPDATE
FAILED ALERT

et 2 s R R G LK — B[R]
($duration) P ITGH Y .

Bt IR SRR S BRI X

“duration” -2 ity — BHAE SRR IR
HEE SRR K. o —A R
AR AR (C Th3m27s” ).

REPORTING.CLIENT.JOURNAL.
FULL

R e IR R GUICVA DR A e )
o LRI BT #OR E K

P AR T BT R B N

REPORTING.CLIENT.JOURNAL.

A P IR RGIAETCIR AL PR Hdl -

S . AR T EE PR RS A7 B B I

PERIODIC REPORTS.REPORT
TASK.BUILD FAILURE

A e IR T “Sreport_title” B A . BT H
O AT PR 7 MR

PP, R G ETCVR A AR T N AR

“report_title” - &5 br
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PERIODIC REPORTS.REPORT
TASK.EMAIL FAILURE

DARR A A 32t e IR 75 “Sreport title” B 2RIK.
WG HY AT BERE P A

PP, A ICTIH I AR AR R I AR

“report_title” - #75 briit

PERIODIC REPORTS.REPORT
TASK.ARCHIVE FAILURE

ARG e IR “Sreport_title” B R, 1EiT H
TR TR I B o

PP, MR AN KK

“report_title” - #5 bRl

SENDERBASE.ERROR

AL BEXS i) Squery [N H AR WAy

$response

ZH#, QEF SenderBase [11M 5 H A I K 1% o

“query” - ZrifyHidit.
“response” - Y 3] [ e 3 P SR A i

SMTPAUTH.FWD_SERVER
FAILED ALERT

SMTP S5 iE: Toidk Bk KR 55 4% Sip I
HE, A $why

st TRV R SMTP 5 B ik 5% 2 Ik 45 2 it

“ip” - IEFERST AR 1P,
“why” - fi R A A 5

SMTPAUTH.LDAP QUERY
FAILED

SMTP & {4 1F: LDAP #rif) kI, G K1E4l
5, 52 LDAP ik H&.

ik, M LDAP Al MO K%

SYSTEM.HERMES SHUTDOWN
FAILURE.

REBOOT

HEA ${what} I, TGk LA A 77 245 1A
Hi4s#%: ${error} $what:=reboot

o=y

e RMIIEAE TR ARS8 DL R RN A%

“error” - RAIEEE,

SYSTEM.HERMES SHUTDOWN _
FAILURE.

SHUTDOWN

e ${what} i, ok LARFN K 7 20458 R A
R554%: ${error}$what:=shut down

o RMIARSEH DL BN A% .

“error” - RARIEE R,

SYSTEMLOGN FAILURES LOCK. ALERT

$Numlogins XIESE 5 KM, H1/ “Suser”
B . LR $rhost BEAT & 24K

FR s UPRIRIBOE S SR A B s KA T 3
SO P P A S I Rk

“user” - J T A4HK
“numlogins” - Mt & X1 5 {E
“rhost” - ZEFE F ML HHE

SYSTEMRCPTVALIDATION.UPDATE
FAILED

OB NIRAIE K I e $why

PP, I NS E SR RN ik o

“why” - £ iR M4
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PHERBIR
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SYSTEM.SERVICE_TUNNEL.

ks
AN

PR HF: IRSSREIE O AE

2% ZE “IURISZHSS” (Cisco Support
Services) fll 1) B&IE I 3%

SYSTEM.SERVICE TUNNEL.
ENABLED

BORSZRE: R5BEEC R, I $port

Z% ., Jalh “ BFREF RS (Cisco Support
Services) fill 4t [ & I8 I A%

“port” - FH T R4S BB 1) 11

IPBLOCKD.HOST ADDED TO
ALLOWED LIST

IPBLOCKD.HOST ADDED TO
BLOCKED LIST

IPBLOCKDHOST REMOVED FROM
BLOCKED LIST

1T SSHDOS ¥ili, T B9 FHLCHgs s
FHIEF) % .

Fi T Sip B EHLCHIRAAINE] SSH 124751
Ko

F2F $ip (1 EHLE MBHLLES L B .

it
T2l SSH RSB 5, (HASE
BEEREUE) TP Huhik, o S5 20 ) O =2
RIREORT 10 Wk, LK S 3 SSHFH 1141
%

24 H DA TR TP Hshil s e ph i, 3% 1P ikl
SR INE] SRVEF R .

FOVEV 0] R VEFEE gl B A A T
[SERR IS

2 HR T KA RKJa A WZBLIEZTRMER .

“ip” - ZEK ML HEA TSR A TP btk

WATCHDOG_RESTART ALERT
MSG

<Slevel>: <$class>, <$hostname>: $subject Stext

B,
HIS - o XA P 42 s IR 25 A% LA 5 |3 ()i AT
LINUE

o BB

o Bty

* Graymail
TR FIRATATT > 5 AR FR LI ) N R

A7 Wi M A e R A5, U A A R 55 TR 5
B, JF A RORIE AR .

“subject” - i T 51 I 15 28 AR
ES

“text” - Rl 1o A AR BRSO
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MAIL.IMH.GEODB UPDATE
COUNTRIES'

Bt PR E HORT - 2SR R AR SR
L.

B E S MK - <Sadded>
DB ) B 51 /X - <$deleted>

FHN A A 45 1) HAT AN WP g%
AR LYE A BE

“added” - ¥SHN 1 LA /AKX
<iso_codel>:<country nam
el><iso_code2>:<country name2>,

“deleted” - IBR T LA [E 2K/ HX :
<iso_codel>:<country nam
el>:<iso_code2>:<country name2>,

MALLPDATED SHORT URL DOMAN [T

f5 8. 4% 1% URL 184136 & 5 7
Wi : <$added domains>
MBS 4. <Sdeleted domains>

AT LU 8K

<domains_1>. <domain 2>

MIER T LR 4K

<domain 3>. <domain 4>

“added domains” :

“deleted_domains” :

MAILDOMAINS NOT REACHABLE

et o WA R DTG 1) AR 38 LS R 4 R T
URL: <$domains>

62 55 K BRI DA Ao 12 S A2 TP S 3 oz 3 J e
Ik

<$domains>: 543 b A K

MAILUPGRADE CONHG (HANGEALERT

5 B FETHN, 24 R 4800 O R A
R I% .

"text’ - fETHGUERE T, B RED HATHEA
KEMIe R ERE LB, HEE
B HE 2 TR ISP Y 4R e
.

CERTIFICATE.CERT EXPIRING
_ALERT

IR “Scertificate” 7T $days K et
ARG : WARNING

“certificate” , B 2HIRIUET R4

Ko

“days “, LhAEXFE BN RAL.

CERTIFICATE.CERT CRITICAL
EXPIRING_ALERT

IR “$certificate” H47E $days /M5 it
.

SR 205 CRITICAL;
HRIRDT 5 Ko

“CRITICAL” iFP

“certificate” , DK 23 10E 1 44
o

“days” , RKELII 4RI ]
(HH:MM:SS), 5114 K 10:12:20 /N

CERTIFICATECERT EXPIRED ALERT

TSHIEP “S$certificate” T Hf.
A J): CRITICAL

“certificate” , T IIFEBHIAFR.
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MAIL.APPNO_ACCESS_KEY

RSO “CRBRROIERN SR = ik
I E I, %I API AccessUID Fl API
Access F4H (Failed to poll for the Cisco

Advanced Phishing Protection Cloud Service
expiry date, add API AccessUID and API Access

secret key).

P : 24 APP I H IR &R R AR H A\ API
Vi o) SRS RO, R0 R .

MAIL.APPINVALID KEY

BRCAR: BT APLYT RS, kg
TR M 20 DR 2 IS5 HO 2300 H 39
ST ELEHC E APLY) ) UID 1% 9. (Failed
to poll for the Cisco Advanced Phishing Protection
Cloud Service expiry date because the API Access
Key is invalid. You need to re-configure the API
Access UID and secret key.)

P 24 APP 2 H IR &R KR4 N\ API
Vi ) AR I, RGO R IEEH .

A&

MAIL.APP.EXPIRED

BARSUA: MRS R i = gy cid
W H O . BRI RN A BT ik
%4 3 o (The Cisco Advanced Phishing
Protection Cloud Service has expired and is
disabled. Contact your Cisco Account Manager to
renew the service and enable it.)

Vil BERE MR = RE S A
CUARH o 1T B B N FH R P/ T I 05
APP k% .

ANIEH]

MAIL.APP.EXPIRY REMINDER

WA RS R M B B S RS T
$eaas_expiry date FI|. LR DRE
2P PLZET IR 4% (Cisco Advanced Phishing
Protection Cloud Service expires on
$eaas_expiry date. You need to contact your Cisco
Account Manager to renew the service).

VW] AR B H T = RO RER KX .

ZH: eaas expiry dateeaas expiry date
-date, SRR MR A RS
N

MAIL.APP.SERVICE
UNAVAILABLE

WA RS R B R B RS
B VRS 2RSS HIESS . (Cisco
Advanced Phishing Protection Cloud Service
update. Unable to establish communication with
the cloud service.)

Uil APP =SS AT, DR ESE S iR F
Toik#e ) 5| APP.
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sreren ]

PAHIERAR R FAHER o
MAILAPP.SERVICE SOk, RSN B E S | s
AVAILABLE Bro CHRMWSEILE . (Alert text: Cisco

Advanced Phishing Protection Cloud Service
update. Communication with the cloud service has
been established.)

Hik: APP = R4 A H .

T RAE A H AsyncOS AE )45 Pl o B R 24

Table 8: 7] RE R E FAZ FEIRTIE

EiRa0R R4 FFEIR BH
EEiﬁEE(I){N[E?UPDATE_ kﬁiﬂjﬁmi}é Sapp ﬁé%ﬁ%%ﬁo ‘$ap£ “app” - MR-
SRS
Lt NMHIEEZ AR
UPDATER.UPDATERD. SRSy L2 /b Sthreshold Jovk 5 BB | “threshold” - AWl B A 747 i o

ANIFEST FAILED ALERT | 3% 55 |

B RAEFIUR S5 4N o

UPDATER.UPDATERD. $mail_text “mail_text” - WAICA
RELEASE NOTIFICATION

s A “notification_subject” - %1504,

UPDATER.UPDATERD. H:ll Iﬂ?ﬁfiiﬂ ?Eil: L;E : $traceback “traceback” - [E] {;ﬂ o
UPDATE_FAILED

PP, RREIEAT .

FHRE R LR

PRGN AsyncOS A5 B % Pl R A L DEAS AR I E, AR E AR E R B (1 Ui
Bl U, MR IESR A DIZERR B IX. CRAGR IR BRI M ARGTER 5]

]]Il
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Table 9: F] BERI R IR R T I AR EHR TR

zogEr |

R AR MR FO A ¥
VOF.GTL_THRESHOLD_ALERT | 5 4% i o 8 255 WU 578 4H . Stext FIXTE $date Stime 55 | “text” - SRR SUA,
HIPTEAI. “time” - 1K i .
2%, IRTER OB S B R AR S N K “date” - L HHT H .
AS.UPDATE_FAILURE $engine BT AT . X AT HEE H TS 4 DNS [, | “engine” - JTCILHE B 5]
5 [k ST AL = 1¥) HTTP A 2E T & 5X downloads.ironport.com | %,
ZT)EHJ\_E‘ZD,] TR 2R e RIS A DX O b7 A PR R s i % “error” - R [ESE
#&: S$error
e Y BT S B CASE MU JGE B i

RERER L
TG

Table 10: 7] RERYSEBFEEIR TR

i AsyncOS A= I A Bl R GUEAR I FIZE,  ELFRO B AR E 1™ F LA B -

EiRam G 3Y 2%
CLUSTER.CC_ERROR. 1 1P Sip JERFIERE SN Sname B A - | “name” - THEHLIK L4 R/EUT 41
AUTH_ERROR $error - SwhySerror:=t1-EH N FAREEREF | 5,
PR R G RER RN K% . R - IREEAL P
HUIAEARRERA, AT Ress tHBLIXFME L. SR AN S A
CLUSTER.CC_ERROR.DROPPED | 7 1P $ip ¥ BV 5L Sname 1 HEE - | “name” - THEHLAY ENLA A/ 1)
$error - SwhySerror:=HlH ZE &M £ 57 =

Bt SRBFIEEM E I EIL.

- R FHLI 1P,
why” - A SR A PEL SOAE B

CLUSTER.CC_ERROR.FAILED

7€ 1P Sip 42 2R E ML Sname 1 HA -
$Serror - $whyS$error:=i% % J K

ﬂ:

LSRR IRER RN 503k

- LA M4 /75

43 name ”

-1

Fo
- IRE LN TP,
why” - A SREF R SCAE B .

CLUSTER.CC_ERROR.
FORWARD FAILED

7E 1P Sip 4 2RV HL Sname I HY 4 -
$Serror - $whySerror:=HE{- 5% A WM, J6 i
UL

PR I SRR R S e e RIS A P )
THEHUN A%

- THEHLE ENLA /T4

“name”

)

=
ip” - @R LN 1P,
hy” - 4 A R A PR SCAE B
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EiRAR

R FN A

CLUSTER.CC_ERROR.NOROUTE

1E IP Sip B RIERTEHL Sname A H A -
$error - SwhyS$error:= & I i

ME WENUCEIRIEISERE R L
(1% H IR 2%

“name” - TFEHLIM ML RSP

=,
T

“ip” - IEFE TN 1P,
“why” - 47 RER PR SOAE .

CLUSTER.CC_ERROR.SSH KEY

£E 1P Sip EBLRIEM T HHL Sname W HAS -
$error - $SwhyS$error:=F-HL 8 7%

PeE . AFAEJCR SSH FNLE I 3%

“name” - THELHLI L HLAAY/E Y
T

“ip” - I TN TP,

“why” - 45 REHR TR SCAAE B .

CLUSTER.CC_ERROR.TIMEOUT

76 1P Sip B EHETHEHL Sname I HifY -
$error - $whyS$error:=# A/ H I

BS . FEHERIEE NI RIE .

“name” - TFELHLI BN /BT

=

Fo
“ip” - IR LN TP,
“why” - A REHR M PELN SOAME R .

CLUSTER.CC_ERROR_NOIP

R P E B E AL Sname IF 4 - $error -
$why

FEE . WS SRR R ) ) — T SR
AR 1P Huhk i % o

“name” - VHELHLI LN MBS

=1

o
“why” - 47 RER KPR SOARAE K.

CLUSTER.CC_ERROR_NOIP.
AUTH_ERROR

ERLRNAEREVT 5L Sname B HAY - Serror -
$whyS$error=1t S AP AR

TUTE . ERRBVRRE PRSI  BiE
BRI AR . IR HNUAGZ IR, AT
eSS HIBLIZ ARG OL o

“name” - TFEHLIM ML F/ET 51

)

Jo

“why” - 47 RER KPR SCAE .

CLUSTER.CC_ERROR_NOIP.
DROPPED

RN EREI AL Sname B HIES - Serror -
$whySerror:=Hl 15 & Bl 5

o WEHULZ NGRSk
WA 2% 1P i hik I HL S SR L 2557 I

“name” - T ML F/EL 751

Fo
“why” - A7 RER I PELN SOAME

CLUSTER.CC_ERROR_NOIP.
FAILED

LR LR ML Sname I H A - Serror -
$whySerror: =% 5 M

o MIURFIERRMOT HAT AL N
RN 53—V SERLERECAT 2% TP Stk i

“name” - TFEEALI N F/EF )

=1

Fo
“why” - A5 REHR TR SOAAE B .




B =xrsss

zogEr |

BN

R4 FN A

CLUSTER.CC_ERROR _ NOIP.
FORWARD FAILED

BRI EAL Sname B HIEY - Serror -
$SwhySerror:=Hl {5 K KW, Jo bR

ML WENUEEON RN K 5 LR
A 2 TP itk I FLIE P W SGTET0Rs e 46
B HHLN RS

“name” - TFEHLIK ML RSP
5.

“why” - A7 RER KPR SOARE .

CLUSTER.CC_ERROR_NOIP.
NOROUTE

EFEREREVE AL Sname I H 4 - $error -
$whySerror:=A & I i

FYEE . NI M EEREN IS — T SRR
BAT 230 1P Hhuhk 5 HL GV SRE 4 v+ 5L 16 2% el
N ik

“name” - TFELHLI N4 A/BF 51

=}

Fo
“why” - 5 REHR TR SCALE .

CLUSTER.CC_ERROR_NOIP.
SSH_KEY

EREREEREVT ML $Sname I H 4 - Serror -
$whySerror:==F L% L2

PRI, SN RN 5 SR
ST TP b3 HUBSRARICATH SSH 341
HHIN R

“name” - T ML F/E T 51

1

Jo

“why” - 5 REHR TR SCAAE B .

CLUSTER.CC_ERROR NOIP.
TIMEOUT

R P E B AL Sname IF H 4 - $error -
$whySerror:=# {1

B WEHUEHONEREN K L3R

= Ho

AT 2% TP 3l FLE € BB IR N A%

“name” - VAL LN H/EL 51

o

“why” - A7 ER R PR SORAE B

CLUSTER.SYNC.PUSH_ALERT

7B 51 $Sname ) $sections

PEIE. HECERIE AL I B O AR PRy
BRIy &e

“name” - TFEHLIM ML RSP

=

T o

“sections” - 1EFE R IERIEERES 41151
*.

B Mg E

AR 2 G S I G R £ R AR (K E e

XL EE, AT BRI AR RSB E R T

ARG R E T (B systemsetup i74%) FLE TN DNS ik i E .
ATTHe LU Dhfg:

* sethostname

* DNS it’% (GUI LL K dnsconfig &)

« HACE (GUI LMl routeconfig fll setgateway i)
* dnsflush

- HT
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© MZEHEA

* GaRARIR

ERRGEENR

TR T VUNRS . BN EREN BN BESCENLA, AT EL R34

o £ Web il b, KRS “PIZE” (Network) > “IP #2117 (IP Interfaces), midh “4&
P17 (Management), #RJ5fE “ EH4” (Hostname) W' B L EHLA o
* /£ CLI H, {#iH] sethostname 74 .

)

Note i\ ek, Bibmlsa4 4.

BcE & &4 (DNS) 1R E

Al L@ GUI ) “ M4 (Network) SZF[() “DNS” T2k dnsconfig i Al M SCHL & DNS #
Ho

Al DA LR R
* {fi [ Internet [¥] DNS k5585182 H RS 28, DL AR FH iR 45 4%
* T DNS /{0
* J% 1] DNS 75 4848 i) 5 ZE A ) Fh %
* V5[ DNS 2245

15 %€ DNS AR 5525

AsyncOS W LS ] Internet #R DNS Jil4545 . # H CLI¥) DNS k4545, 5% Internet f2 DNS 455 F1&
FRIEMFZAL DNS kg5 4% . AT H] Internet RS E5I0F, AT LAFE & FH THpE Bt o5 IR S5 2% .t T4 H
DNS JIr 45 g T 5N, AT e e 2006 A AT A CRAIEBR ZE 1) DNS 5%

A Internet [1¥) DNS JIRZ5#515F,  AsyncOS SR “474r” DNS IR %58 . WAL R A Bk
54, T LUFR 9 MR SCIRF) DNS IR 55 7% o

WE “Y77 DNS” I, BN E in-addrarpa (PTR) 45 H . 1, WHEK “.eng” FifHEE W 24
FRHRSS 28 1.2.3.4, FFHFTE eng £ HIGZE 172.16 MLy, NINH “eng,16.172.in-addr.arpa” $&5E A
P57 DNS FC .

ZAFEMMLER

xR A BBRE DNS IR 554% . #fnT DURE — DA ILEd. AsyncOS #4 2E HIIL SE e B3 0 (1Y
DNS JIR55#%. WA i% DNS RS SBATHIRN,  AsyncOS 42l /T — ML sE R RS s anikh
HIFRSE I DNS iS5t T 25 H, MRGHERIRAT Bl < B HHZ 05640 DNS
Mg as. SR, REEEAFRIEIN LS — N Em B “HK” , RE SRR — R L
AR GBI, DA, PrAERE AN E T CRCE 1 DNS IR 5 s L2 AL e i )




B &5 ntemetivms =

zogEr |

BH FEARATREEIL S, AT 1P MUk (I AR A 55— ML SRR I I 18] dpe i, SRR A
PSRRI I TR SE G o T L, IR 20 60 Fb o nRAT —MIESe g, MR a6 k55
IR 60 B WIARATPIANLEG, WS ML G RS S IR 15 8 2 =AM
SRR RS AR IR Ay 45 8o b T =AMRSe g, @408 570, 10 B8, 45 Fb.

fltn, BERCE 70U S DNS Ikssas, e afingo, —aruiikdil, 5—ahiisnde:

Table 11: DNS AR 5535 . K55 R ANBRT (8] PR R 151

Rt |BRS525 Fzl: o)

% (#)

0 1234, 55
1235

1 1236 10

2 1237 45

AsyncOS HLEMRACL N 0 P & IS 28 2 IR BENLERS . Wi — &g 0 IMARSS 35 KM, AL o)
— G WIRPLIEH N 0 W& MRS #8350, WAE RSB 200 1 MR SS 3% (1.2.3.6), fRoa st gh
2 (1.2.3.7) RS 2%

PEIEL 0 (P HRS5 &% (KRR S RRAT ], ARSGZ0h 1 MRS5S (KR I SRR A, AROE400 2 (i
S5 as DB IR IR FE A

{£ FH Internet 1R AR 5% 25
AsyncOS DNS T 5% I 75 5 17 5 Pk B I P 1306 7 7 R B[R IE DN'S 342

\)

Note

[ [5] DNS Z&if) {8 A+

U RAEFEREERIA DNS R 55 s BEE N Internet HRAK 55 s Z AR AR S5 & W2 55 4% 0 20 RE % 34 )
AT AN TR 55 s A I 2 A

IS 199 9% 22 O S e BT R P SRR S P R B A P ELEAAT “ 0 DNS 24k o [Rll: R 40H

AT XA DNS #rk, SRECHIEIE R L IP sl i 2ehE o b R 82 WL TP Huhik 1) e
1] DNS (PTR) £ 4k, ZJ5%f PTR k45 I 1E 7] DNS (A) &4k, AR5, RAEKBR A A k4R
JETT S PTR £ 4k4E JUCHL . QW4 BAUCHLER A WCEAAELE, W RGO AL TP Hohl Sk UL 3= 41
Vi 3R (HAT) F104 B . teise s RAGE H T IbdEd, 524 BRI, on page 71H 18
(I3 T GNS B IN TG

/) DNS &5 #8 ERNE R 20 7. 24 DNS k& #8524 HiF, BERHER (DNS 44
Fel) 2 1] DNS A e #o%. i, wil4y 8 4~ DNS legs#%, H [ DNS 2 e 20
BB, WLEGERMER (8 * 20) =160 ).

AT LLA R AR I P A W R P K S i) DNS BRI, D53 “0” b . R i BB s
HORY, MIRGEAL AT I 7] DNS Edk, 12 L R (AR I W o SRt m] AR 1 e A
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DNS £4R

;BFR DNS £7%

ons &35 [

FHURIUE S HAT G 2 EHL P Al A 2 3L HR (CN) I IS 0 S0 A28 22 75 4 TLS B0k (1 2
IBEC®

/R, RGESTEMA: M IS JT I A B “ K AE5 13 DNS 2247 ” (Failed to bootstrap the DNS cache)
PR . XL RN RGEVE S H 3 DNS IS4l M5, WERAEE A M4 HLRT DNS T R4 0 L
2, WIATREAE B I IR O o an SRCAR o tHIR WS B, W] BRI A1 M 4% I /5 DN'S iC '
A A R RS 4

GUI 1) “V5BRZAT” #5415 dnsflush #74 (43K dnsflush @2 HITEAE S, 1520 (G&H T Cisco
Secure Email Gateway["] AsyncOS ] CLI Z%4555) ) Bk DNS Zfr I {5 B &nl LLEFE
EEX AL DNS ZRGEHH T L ThRE . Edin S S rBIAERL, I HEPiIH R A7 i ] g
HPEREE IS R .

‘@i EfH A SR ERCE DNS iR E

Procedure

W1 RIRIEFEM L (Network) > DNS.
PR 2 pithi4wiEiRE (Edit Settings).
LB 3 LA Internet AR DNS 8545102 H C 1A ES DNS e 55 #5140 /& Internet [FJ4R DNS i858, If

1 5€ % H DNS JlR554%

LB A4 WL O DNS JIjRSS48, R RS 48 ID I mid5R/ 04T (Add Row). X TR il 45 4 5

B ERPE. WA A CHK DNS R4, EWRiEEegd. AEEE, 1§20 45E DNS Ik
Z5-4%, on page 71,

PYRS WURGEE ) LR i 46 ] DNS JIRg5ds, 15 B A4 F14% HY DNS 5543 1P bl . ik 7809 T (Add

Row) 78 in HoAth 3o

Note  WrLL2g fiA~ DNS g5 A 24, HTAEHDLE 5 70 A4 B e] . BT LU A 2> DNS
g5, Tk R AR 5 o b TP Mtk

HIB6 WP T DNS A5,

FIBT NN 0] DNS 75 4% 2 B 2545 (rb 4.

FIB8 ] ULk i BB 7F (Clear Cache) ji7 /% DNS £247-.
S PEATHMIN T L

B & TCP/IP i@ {5 H

A7 2 0 2 B S5 o A T B AEER DA 90 5 LAAI FRE A5 15 11 o
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B ==30mx

WS W9 5 ] LAAE ) B IDE X B AS 4 (TPv4) AT IR B SRR AS 6 (IPV6) i A% 1
ATLMAEH CLI H1 routecontig v 2B A H LA R it RE A7 B A i .

\}

Note  fip R H bt 7 TRTASZ 504 P Mk, 54 £R 4 HE0H CIDR BRI BE 1) Fomik, il
192.168.90.0/24.

Procedure

FIE1 R UGE ML (Network) > #E (Routing).

IR 2 A0 EA AR h2E R (IPv4 5L IPv6) iR inE&E (Add Route).
T3 WA H A

B4 G\ HAx P ik,

WS FHAMOCIP Huhk.

PR 6 TN L.

W=t INCES
Al LM CLI H (1 setgateway iy 2B H DL ol FEAC & BRI MY Ko

Procedure

FIE 1 R UGE MR (Network) > #E (Routing).

IR 2 B0 B ) BRI I SUOAS s ok i E 1 R K BRIABR B (Default Route).
WIE3 O TP Mk,

PR A I

|===] \n- ===
BeE SSLixE
A LM “SSL i & % H 7 (SSL Configuration Settings) U [fii 5, sslconfig fiy4 A B4 4 S B SSL 15
Ho
Procedure

FE KOs R GETE (System Administration) > SSL BL &% & (SSL Configuration Settings).
P®2 JiidwmiEIRE (Edit Settings).
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Important 71 L #5 A AsyncOS JlRAS (511, 14.0 5814.3) FF2%, | AsyncOS 15.x M 5 w4

FRERIA SSL 5 i S 5can 1

« 3F GUI HTTPS-

AES128:AES256: ! SRP: |AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH: -aNULL: -EXPORT:-IDEA: | DHE-RSA-AES256-SHA:
!DHE-RSA-AES128-CCM: | DHE-RSA-AES256-CCM

3FFNuh SMTP -

AES128:AES256: ! SRP: | AESGCM+DH+aRSA: | AESGCM+RSA:
'aNULL: ! kRSA: @STRENGTH: -aNULL: -EXPORT:-IDEA: ! DHE-RSA-AES256-SHA:
!DHE-RSA-AES128-CCM: | DHE-RSA-AES256-CCM

*FF ik SMTP -

ECDH+aRSA:ECDH+ECDSA:DHE+DSS+AES:AES128:AES256:

!3DES: ! IDEA: ! SRP: | AESGCM+DH+aRSA: | AESGCM+RSA: !aNULL: !eNULL:
'kRSA:@STRENGTH: -aNULL: -EXPORT: -IDEA: ! DHE-RSA-AES256-SHA:

! DHE-RSA-AES128-CCM: | DHE-RSA-AES256-CCM:
!ECDHE-ECDSA-CAMELLIA128-SHA256: !|ECDHE-RSA-CAMELLIA128-SHA256:
!ECDHE-ECDSA-CAMELLIA256-SHA384: |ECDHE-RSA-CAMELLIA256-SHA384:
!ECDHE-ECDSA-AES128-CCM: | ECDHE-ECDSA-AES256-CCM

TR 3 MIEMZR, AT EUF Af:

.

3

IR

¥'E GUIHTTPS SSL ¥ & . 7F GUIHTTPS |, 355 Z4FH K SSL J7 i nas s,
B UG SMTP SSL %% . EAYE SMTP T, 52 Bl 1) SSL 5y f2515 ,
PBEE 3 SMTP SSL %8 . 7EH 3 SMTP T, 552 E%H (1) SSL J7 i Fssh

WE AR TLS & ik 55 . 76 “ oA TLS %57 3]k %57 (Other TLS Client Services) I, U144
(KR AL Y S Ab 1 JF FIPS #5al, WISSZRINZEF] TLS v1.0 Jiik. #n] AZEMRA: M 56 ok TLS %% )
uiflk4s “LDAP” Fl “Updater” Ja3 M TLS v1.0 ik

* [7£9E FIPS #5x R AR RN S ] TLS v1.0 F1 vl J5vk. {EJE, wIBLgS4 TLS v1.2 5k

XL .

o GARVFRIAEJA T TLS v1.0 fAE FIPS #5 N MBAK AT AsyncOS fiiAs (filan 12.x 8% 13.0) F+4K

* M\ AsyncOS 13.5.1 KB AN TF4f, AP S HF SSLv2 Fl SSL v3 Jjidke
« GUSRIRAE DAL T FIPS B0, ASZHE TLS v1.0 Jiik.
o NSRRI DG AR T-HE FIPS B R, WSS BRAEEH TLS v1.0 Tk

« {V24h “GUIHTTPS” .
A LR TLS %57

* TLS AES 128 GCM SHA256

F| AsyncOS 13.5.1 A, WIS ERINEEA] TLS v1.0. #8 T BAETH20a e MR- 9% s
TLS v1.0 J5ik.

“ Nk SMTP” F1 “Hiu SMTP” TLS R4S E TLS 1.3 I5F, MR R 5%




zogEr |
B =5 sam20 s 522 (ss0)

* TLS_AES 256 GCM SHA384

® TLS_CHACHA20_ POLY1305 SHA256

Note i f|- 9 G A SR VFE O T TLS 1.3 H# i .
TERCE TLS 1.3 )&, 8 ny EUZEHB A M9 G ) TH AR EOHTh Web Ft1fi 5 API k45 2 a4 ] TLS MEAT 18
15

B4 [TE]E S A (Enable) STIEHE, LAACVFIBEEICH “TLSSSHR” | “ i SMTP” . “HHiFF”
Fl “LDAP” JIR%5 52 R 55 IR 5AE F5 40T FQDN $F .

HIES [A[k]ik B A (Enable) IEHE, LDLAVFIBEMSCHT “TLSE4R” . “HuiSMTP” . “HE LT
1 “LDAP” [RZ5%3: AR 45 HI 6 45E AT X.509 564k .

P 6 AR (Submit).
FBT i BIAE L (Commit Changes).

&£ A SAML 2.0 &9 5 5% 3% (SSO0)

© KT LUK (SSO) F SAML 2.0, %5 76 1T
* SAML 2.0 SSO T-fE¥i , 2 76 1T
* SAML 2.0 FIHERIFIFR S , 28 77 7T
o UUTE IR OC RCE SSO , £ 78 1L

X F B8 5% 5 (SS0) FA SAML 2.0

MR W9 DG IRAE S 3 SAML 2.0 SSO, - LU AT = ] U I 7 He4H 2R 15 1) 24t 3 T SAML 2.0 SSO 1/l
25 I FH PO R A58 110 B Sk A2 R SR 45 1] Weeb ST . 920, 2R 4% 5 F Duo. Microsoft AD FS B,
Azure /£ SAML EH MHCRERR ST (IdP),  JUIAT LK BB A X DG C 0 iR 55 $E L RS (SP) LASCRE SAML 2.0
SSO. M AT BA—IE 3%, HVin s SAML 2.0 SSO Ja F IR 55 o

SAML 2.0 SSO T1Eji

SAML 2.0 SSO LAE#t B neE R




| 7o

samL20 gpgmFRs ]

& 3: SAML TAER

L |

Web Browser Service Provider [5P) Identity Provider [IdP)

@ -
User requests for 3 resource

For example: User logs in to the
appliance

lll. [£]

=1

5P redirects to IdP with SAML
authentication request

@ g
Browser sends SAML
authentication request to |dP
| Microsoft AD, Azure or Duo)

- o .

IdP authenticates the user

3 ©

IdP redirects to 5P with SAML
¢ ] .

gssertion
Relays SAML Assertion tothe
Service Provider
=1

5P provides access tothe
reqguested resource

SAML 2.0 B 4E T A PR i)
Wbk, 5 77 5T
VA, W78 T
* BRI, 5578 5T

S

T I REAE R P Fhm (GUI) BAET “Afi 1] SAML ) 4508 5% (Single Sign-On using SAML). 7]
DL GUI Fliy 447 FHIfT (CLY) SKECE SAML Jit & S0

T UREAE IR F 190 5% _E PR B 55 B 048 o R ¢ (i (AR P 1) — A S48

—




zogEr |

B o=
iF5H

4 B A X S Hr A N, A TAS 2 I HAt SAML 2.0 SSO Jii F R N T P a4
PR i)

ANRELELRRFSUIIC B SAML MU B SCfF. Py SAML Fe & AR R TS HL 40

AT EER M X EECE SSO

iz
L EIRE =)y
B AR HIPE& A, 55 78 1t

HE IR S RC BN R 55 SR R Y

GO R T IR 254 L 2 79 3

S| % %
5
N

Qs
g
w

[#£ IDP ] BC'E S 0 P AR 137 DAASE 5 485 (4 i
4 R R A A

P05 R A Y A ) S B R, 2R
81 7L

R4 | BCE MR OGBS I S R P B

e S 0 5% _E IR B O 3R IR PP R L, 56 83
g

~

YRS | LEMEFE 5 EAL ] SAML A I AMB & G 5k -

Ja Hl SAML 543 56 3iF

BIES1H
o SCRR S PR R, 25 78 T
s T adfFmrnEt , 578 it
IHHSMRERERF
DA EA A L RN R R e Y S e | LA P QI S S P i e g r I R LT B
* Microsoft Active Directory & B 50 1F Ik 55 (AD FS) 2.0 S SR A
* Duo Access Gateway
¢ Azure AD
~
ER T DUE AR T ARE SAML 2.0 £ 0y SRR P AR AR I O¢ Bl A SAML KL & SSO.
AF&&BEmiEP

ARIORA S 0 55 55 5 3 B (R P Z T JEAS BT 7 1A R RE A5
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o QN R BEIRAE RSN SAML B M I IR SRS T 854, B A 2 G ORI N2 SAML i &,
TR A2 A AE P EOR H 2 54T CA FET LA SR IRAEH

© WA E S e 20 SAML WS BT84, TARHUE X S R e HOE 1S, AR5 R A F) FROIE
5 FAHBE o S R R SCH A BEAIE A RIS IE CLA8 44 1) SAML W7 &

HIRIEH

SENIBAE P AR RS, WS PUEA I o G, AIBAE R IREIEAS R pfx 4% 3,
RORE ISP G o e 5 S B R, AR SN pem 53,

BN pix kg N4k pem #6,  IEHAT LR HRAE:
* NHIFRE OpenSSL LA, FFF A MBI CH SR UE S SCA (pfx)e
¢ iéff@ij:uﬂizLi pen1$§it*rtHUE4% openssl pkcsl2 -in <certname>.pfx -nokeys -out cert.pem

* ﬁgffELW:uD < kl pen1ﬁ§‘ﬁ4rtﬂiﬁﬁﬁ openssl pkcsl2 -in certname.pfx -nocerts -out key.pem

-nodes

ﬁiﬁ ,L klAA*A%HEPﬂwF %Eﬁ’ openssl rsa -in key.pem -out server.key

F A T S B B S PR 5 1R TS
\}

AR DR PORE e 0 MR 55 B P R L B AR e S 0 S B IR R 55 P O e P AT E A

FHIa Z |l
THOR A AR, 2R 78 UL,

o2

IR AFH Web S5 s BN RTHEAE R K

T2 SHiERFEETE (System Administration) > SAML.
HIE3 R AR SR (Add Service Provider).

LA BN TG R

FH i AR

P B SO 4 B i N 55 B AR PP B SCAF IR A K

RERE

SR ID BN RSS PP 4 RIME— 2 AR (ZEAG] PO IR R DG .
JIk 55 SR AR e s 4 1D 4% Ul % 4 — > URL
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zogEr |

134

4t

152 AR

SR ID #%3X

GO SRR E SAML Wi 5 v ik P i R H A =X

U BRI E . 7R S R bRy L B R S5 PR i B i, 7 2
RLETEAAE R

Wr 5 # URL

FEGRIAE I TE G, DA PEIERE P oK SAML Wi s KX 2K
URL,

W5 URL 2 H] T U7 ) I 5C f URL. 725 S (e
R RSP U E I, AR X LSRN R

SP iF

T Lliksal AR 2 S A RS MR IE
© RS8R R R AR R 5 BRI AE A e

© SNIETAHIIFST . TR AU (cert) 1, IR
72 (key) f

* S PKCS#12 SUAFAE A ETS . PKCS #12 K SRHIE A 26 25U
EEALE
(iE) FRSHIIEER
WA B BT SAML SR I R UEATAE 4, AT L FHRAE
Lo Tl AP 9 SRR DAL TP R K E 15

AL (cert) B 28 EABIER . HREANGE R, iES R T 24
BEEMAER , 2678 7.

2. FANFAHE .

3. EPZEZIFXK (Sign Requests).

(Wik) MREZESMERES

W SRR 5 03 S AR P E B O % SAML W 35
L. bt DR P9 KA G AAGH Hh SR ELIRAIE 5
2. WAFHEN,

ER BPIDACRHA] key K3 ARIEBAIROIIGEE, HS
B T2 AR AORETS 5 78 bl

BAMWE

WIRA 5 GHRITRIT A SAML I 57404, WA B RIS
(Sign Assertions).

N R PRI, W) DA 00K S Oy B AR RO UE A5 78 I IS 194 5¢
o TS ECE MRS BRSO SR BERE PR, 5 83 Tt

AR B

MAANSRIVEREE . B0 R R HE D A R
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CEE T PRI |

FH i3t AR
BARBEARN HANTIARIE R NI E R . S O3 SR OERE 7K AR R H s P A o
(=%

FIES R3S (Submit) FAfA .

W6 il T “SSO WHE” (SSO Settings) G F /s IR S5 FE LRI o8 (SE4& ID M &% 7 URL) LK
e “BRASHRAER 7 (Service Provider Settings) VLRI F B R4 FR ID k. 75 G SR LR & R 45
AR P RCE R, TR EIX TR .

] DLEREE o E SRS . IEREZ )G, S T EEE (Export Metadata) R A7 T ER
Ao HELe B ERARR 7 AV MOT O SO IR & S BERE R R A R

T—%#ita
P B B SR R A P TR (0 S SR (IR o 5 2 P G 28 S M F TR (4 S B (1R 1, 2681
P

BEEESHMEM XBIERNRHIERF

FHia Z |l
ORI -
o R IBAE R OQHC BN AR S5 PR IERE ST o 35 S BRE M I S IC 0 M 55 4R A1, 28 79 L

o R BIARSS SRR U B VRN BB T B e EE SO . 15 S R A Y DG T ok AR 45 B AL R
, 79 7L,

UK

TR AR, BT B —

* FORERSRERET GBI BiEaE .

o WIS PR PERE T S VF I T B SO MBI S5 SR LR P PR AN R, W S A TR ST
L SR R IS 0 SGTC 7 2 6 SAML B4 36 IE 14 SR EAT 25 44 vk X n %5 SAML Wi s, W i (el AH DG TIE
RERYIEEI =R S SR L e
ARG UL AR PR E UL, 125

* BCE 2 S WM SSEAE ) ADFS . 5 82 B,

o PV B R R S ) Duo Access Gateway » 55 82 T,

o O E S HEPE OGS ) Azure AD 5 55 83 UL




zogEr |
B ===susmsiasnaors

TR 2 90 T SRR SR o B sek o il T B SO

T—% Mt 4
BB MELE R OGBS 3 SR R PP B E . 1S B RC BB AE 58 L) S iR AL P i, o 83 Wit

BLEZE S M Ki@{589 AD FS
LR 2K ADFS (2.0 S B mhieAs ) E ¥ oA 55 S8 IR R A ) DGt A T3 A o 7 AT I = AT 45 . 1R 5E
BRIVEA M3, 152 Microsoft SCRYS
o BEIRSS AR I CHSAR I DG W5 2% URL Wy R 4k s .
* fE “Hhgk A EIT” (Relaying Party Trusts) > “J&1%” (Properties) > “FriISF” (Identifiers) > “H
A I7FRIRFT” (Relaying Party Identifier) FHIANRSTHEAREFFI CIBAR RG] 1844 ID. i1
LRIEAE 5 I e 1“1 7 7 (Service Provider) ¥ & H [ “SZ4K ID” (Entity ID) {EAH A .
IR T SRR (e BLE N RIE T8 A SAML S S0 il sk , i BAR IR 5542
HFREFHET HTELB0RUEER) , iERM catgX, 76 “HHRGELE” > “Ja@ME” > “%
N TN
o WIRTHRIE AD FS it & 4 KN SAML Wi, 54 “H 4875/ (Relaying Party Trusts)
> “J&PE” (Properties)> “JN%” (Encryption) I A% .cer # 20 HR S-S AFE P11 CHBAE R OC )
Et.
o fE “PRHEART > R > R PR RAREIEERE R SHA-1.
o IS E U LLZE w5 A AL RS SPNameQualifiero N A& H € S 7 1] «

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=

c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

o S P R IR INATUR S R, LIOREIISA k1) LDAP J& PEAE A% A IR AL Gkl
Kk BEAh, WEHORAS AR BN, DU 2R E ) LDAP J& P AL A R CR$E5E
4D Kk,

Bt & SR 4 M XK@ {589 Duo Access Gateway

PLF &4 Duo Access Gateway e & A 5 M SCHEAT I0AR BT d5 AT IR s AT 55 o AT R SE 3P4 it
B, %2 5 Duo Security SRS .

< K MRASPRAUER CUSPERI O 1l A # URL 80 BRI AL B SAML W7 5 (1 IR 45 B A1 i 4%

%t o
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* 7E “Duo FHIH M~ (Duo Admin Panel) > “NJH” (Applications) > “ff£F*N " (Protect an
Application) > “SAML R45424E 7 7 (SAML Service Provider)” F, i AMRSCHRAERT ClisfE ki
K WA ID. WA OR AR S IR 06 b “IS7E R 7 WCE ) SR ID” (EARTA

o R DR ERIRSHAERT CHBPER OGBS R ik T84 ) SAML Sy 5k i K, WFE Duo
Access Gateway FPCE By SEIE, 15 ARG SR R (H T84 S M %IEiER)
WK H cer 4%

ISV RL By RSN SAML 5 AERCEL T AUARE A K 1110 4 ) B VN
LA cer 0 EAEIRAFHROGE CHBPEIIGIN) iEH.

“ #E “Duo FFHLINL > Rl > (RFRI > SAML RAFHL0ET ™ Fo o “NamelD" K500 M
AR .

“ #E “Duo BN > Fifl] > {55/ > SAML BRSO 7, 5 “ i moISis” Wy
SHA-256,

* {& “Duo HHIMMR” b, ¥ “SAML RS TFBRE” T4 B E SCHE, FHREE SCHE R
SAML N H A Duo Access Gateway 4.

i & & S5 HR14- M K 1815 #9 Azure AD
DL 2K Azure AD L R 55 58 ARSI SC b A 738455 BT 75 AT B R AT 5%« A SR e 38 MR ) 1
i# 2% Microsoft Azure AD A%,
o WARSHRAETT CIREEM ) (ISR & URL 320 FI AL 3 SAML W 3 1 IR 5 2 L 7 b

WA

o 76 ANV > Bt N > JEEIERN T > BTUE Sk > JEAR SAML” LB, 7E Azure |17 H
MAREPEAERT IR CH ) SEAR ID. 1M ORI S HRLEM OC [ “Iz7E w7 wE P < sk
ID” {EAHIH

o ARG CRMRSSTRAEE GRS FEE N AOREA44 (1 SAML B i K, T57E “SAML 2%
PAEFS” #7y C AN AT > B d B HT> AR ] > R8sk > SAML 2844 0E15” )k bA%
MRS PEAERT L O T258 S RN KD o

o FE R EAEANE ] f gy C AT > BN > AR ] > B sk > R PR
W7 O b, BCEA SV A R Y.

o BN “SAML> P RIA]” Gl Azure 2, FESIA P RI/ELA, BAdE o] DLUG S Bk Azure
SAML IR F o

B E B X ER SR HIEFIRE

FHiaZ |l
PRI -

o OGS I B LR W S 1 S AR R o TS I B B S R DA 1 S R R
3
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. 7£ AsyncOS API AR < LB E OpenlD Connect 1.0

o ORISR ULRE P o B A E R, B S I B AR Y T B S A S
gz
FIR1 E Web FUH G BB A 56
$1E2 i ERGEEIE (System Administration) > SAML.

$IB3 RIS R HIZRF (Add Identity Provider).
S N PN R

FE 158 B

BCE A A FR N S PR P SR A4 R

BlEwE (FAilE S e iR % E)

SR ID N SR R 1 A JR e — 22 FR . SR RE P 54K ID (4%
Al H & URL

SSO URL TR MRS AR P 20 1) L & 2% SAML S 43 5 31E 15 5K 1) URL.

It W Gy S AERE P X SAML Wi 5 #E 74844, i A% 5 4
PREFF AR T .

MoEBE (PASMIRURE T o)

S\ IDP ToHUE BB NTEIE (Import Metadata) Jfi% £ o5k St

SRS FAIHHINE L

T—3Hit4
JA ] SAML & 3 564E .

7 Async0S API BHB{4 M >< £ Fc & OpenlD Connect 1.0

* BEd, 5585 T

« TAEWRE , % 85 1t

« BT AR, 5 85 I
 BIEATE . 2R 86 UL

o LEMRAEM ¢ B E OpenID Connect , 5 86 1T
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Cisco Secure Email Gateway #5754 ] & 3 $& 1L F2 7 (IDP) A1 OpenID Connect 1.0 547 5611k 1) i F B
ARG, DM S R D T A ) AsyncOS APL IEATTEEEER:. AT, SR IBA: I S&AN A
Microsoft AD FS #E4T T OpenID Connect TA1iF.

TIER*E

FELUR TARUREH, AD FS I S de BERE >, AMNTIRE P A2 7 g, 1S Sk 4
B TEIREL AR o

P&

1.

1537 8] & R

[ RIS BT BC AR DG LABGAIE S 3] & e A3 OCTVEAIS B, 1S I AEIRPE N OC_L L # OpenID
Connect , 55 86 i,

[ X PETESN] WA ARG 20 3 1 P G E 3R X OpenID Connect Bt & o8 s (% 9, LA
A0 UEVS i) & b

FEAE ] AD FS X A0 HTEAT B 3 Bk i SR 7] 2 e A S A 0 Uy 1) FRIEAT 5 473 B AN
FWCHITEANE S, TS S O R e R B R P 5l Sy S AR P SRS .

¥ APLE SR 5V i) A ht— i R 1% B9 5K o

A I A NS 2 DR 3R (128 B AR B0 TIE APT 135 K b 1) 1y 1) 4 L

IS 90 XX U5 ) & R e IR T A (R ] (B8R A HEATBRIE .

IS o4 DA FH 1 € 75 BARL SR A2 BORN 3 BC P A BB, BAGE 7 1] AsyncOS APIL.
MR 2 ) AsyncOS APT i SR AL IE 24 f i [

PR A2 7 B 7 17 2 R i i 2

Header
alg:RSA256
typ:JWT

[..

]

Payload

claim: aud: CiscoEmailAPICaller

claim: iss: http://adfsserver/adfs/services/trust
claim: iat: 1594712147

claim: exp: 1594712807

claim: CustomOrgIdentifier: MyCustomOrgId
claim: LastName: Fernandes

claim: FirstName: Erik

claim: Email: erik.fernandes@customorg.com
claim: Role: LogCollector

claim: Role: ReadOnly

[..

]

IS X SR AN S R B E £ LA SRR 28 44 1R U7 1) 4




B ooz

* RSA256
* RSA384

* RSAS512

AR S
2EA] OpenTD Connect FEEHBFHRI X2 i, R DL FiTHL4
o B X R S AL S 5 ) B T
o T L 5 B BB 7 5 G 0 20

o WA R SCTT DA 3 HTTP 34 2 5 AiE 32 R e, DMEEREL OpenID Connect JTH L & -

FEMR4E W < L EC E OpenlD Connect

FHiaZ |l

B DR AEAT 13 UR 451
© SOPIRAESR SRS PP AU KA 00T 1) 4 B CRE T B IR SR IR P BEED
o Vi AL S R, DB SR VISR Y G T i g IO BB 2

iz
$B1 L RGEEE (System Administration) > OpenlD Connect.

PR 2 pithi4migigE (Edit Settings).
B3 MANTRPMBRMTTFESE, CIELE OpenID Connect:

OpenlID Connect £%§ tAA

SRR oo fdls URL

i N T-3KHL Open ID Connect it & TG 1 5
P RALFRE T URL. 1% o s H T 50E 1) 0] 4.

LUR S 32125 URL 7R -
https://example.com/adfs/ well-known/openid-configuration.

B NV 1) 4 R R R A TR

AR AEIRUEV R, AU TS ) A
28 K P WA L »

LAR 22K 17l -

http://example.com/adfs/services/trust.
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zuentia) |

OpenlD Connect £%§ L RA

LN B N2 5 U 1) 4 FELR) 52 AR 7 WAL D T 1) 52 AR

fH

AR MRS EAZAME, 8 ST RT
(Add Row).

P A4 FR AT AR R A AR, %M e T
FUREAER .. AWIATRT AT Al 4 R 2R A 1
HE.

SO PR SRy 21 v 46 A (R B NAE AR PR R 55 4 o SCH P 21 A
T, AR IEFEAE B X G Hh I AR N AR S
fth, DUEBURIXPAS A

ER O WORESINMEZ A A AR, i RER
AT (Add Row).

TR A FAIFINE L

ARG AT ]

R FE AT X

T—%Ht4
U5 1) 4 AL & 7E AsyncOS APT i H IR AR Bk 1, JFRI% APLIEK.
CLUR 2] APL ) “PZBURE” kiR i 17 2 F I - AsynOS APL 7R 4.

curl --location --request
GET 'https://esa.com/esa/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’

--header 'Authorization: Bearer <add access_token here>’

TSRS AN AR WA I DG BT I T 15

BRI OC BB RG], R X, SRR — AN NTP ks Mgz 1, SREfE
H GUI 1 “ZG 58 ” (System Administration) S [ “Bf[X.” (Time Zone) B¢ “ ] 3% ” (Time
Settings) TUMEL A H CLI T HILA F4v4: ntpconfig. settime Fl settz.

] AFE R G EIE (System Administration) > Bf[8]1& & (Time Settings) Ui b 2% 4% [ tzupdate CLI iy
A IGE AsyncOS A5 RIS IX S0P

“HfIX” (Time Zone) Wi (it GUI H i “ ARG FL” (System Administration) 3 Hiijj ) R
T AR OGN IX o AT PUIERERE 22 1IN X B GMT fmi#%
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B asovren

Procedure

P11 (ERFKEETE (System Administration) > B [X (Time Zone) TUfI - s i 4miE1% & (Edit Settings).
W2 N Fhg g e, B S AN X
PR3 RTINS

1 GMT (R %%

Procedure

$IB1 £ RFKEE (System Administration) > B [X (Time Zone) F[fii i i 4wiEi& & (Edit Settings).

FIE2 WX ARk “GMT W% i) (GMT Offset)” .

PR3 /£ “WIX” (Time Zone) FI R T ikHE ity . AL tdaly TikE] GMT (CARYI T4 Frab 258 /g2
PN AT S -7 ) RORAYIAYI LR T C“+7 ) RRAYI 4L,

PR 4 FETHHIAE L.

YmEERT a1 E
ATLIF BL 772 AL P X e ]

o (HERE) Al HH W 2 1 TR Hpasd (NTP) W B MR ALE Y S RG], on page 88
» FEhd B MM RGNS A, on page 89

CGHEFE) 15 P PO Ao () 8L (NTP) 152 5 B4 I 2 FR 5 1]

TS AU I TR PR BE v, R S R S I G 5 A 18 2% S B S 2 it o BT A 4 2% N A
[[]—% NTP %S48 .

Procedure

T B3 “RGEB” (System Administration) > “FJ B % & ” (Time Settings) T .

P®2 SidwiEIRE (Edit Settings).

IR A “BIELREE 74”7 (Time Keeping Method) #843, &£ “fdf FH I8 I ] /1 (Use Network Time
Protocol).

IR 4 HIN NTP RSl AR5 SR m4T (Add Row). #&n] BLZS N2 4> NTP 454§ .

WS LENFIFR TR NTP RS54, 15 s iz ks anh I (57 A B b o

HIB6 4y NTP gk M. IXJE NTP A B i 110 1P Hubik.
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TR FAIFHINE L

F % B R M X RGBT (8]

sagamemrgrE [

AN VSR Y OIS T DR P 7705 o T A Al T ) 5% B ) Bl S50 55 5%

Procedure

TIE1 SR “RGER” (System Administration) > “F [0 % & ” (Time Settings) T .

$IE2 Ld4wiEI% E (Edit Settings).

W3 L “WRLREE L7 (Time Keeping Method) #1735, 1EFE “Fah ik BN ” (Set Time Manually).

FEA AL H E AN BRI
SRS e LT
FIR6 FLAIFHHINE L

[ B\ Y 2
B E X
o ff FGER Y LT , on page 89
* WE M P IL DT on page 90

{5 F Wt R 53 THn

A BRI A B 73 96 PR BT

) T LA g A T AR PR ) 7K

3=
3

W

TR 1

L SRS

SRR BRI ORI, SRENE DA BT« BRI
&7 (My Favorites) 32 1% $64% Ik T3 B 7R 10 21 3 A9 U4 3k (Add
This Page To My Favorites).

To Ak “IMIBEK " (My Favorites) 1158 24,

XHIRCER A 7 AT B

W UGEPEER BIUE B S (My Favorites) > & BIET A Ik
(View All My Favorites), 3% F7 7 FIFHEsh KU -

HH BBk WG PEER B S (My Favorites) > BEERGRE AR
(View All My Favorites), 4& J& I BRSO 25 -
e 30| WSRO T T A F A A ) 3 B9 Y iET 3R (Mly Favorites) SEHL L £—

AN DL o

A B e AR DL

HS M “CRIMFEHIAR” (My Dashboard) T[]
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B c=mpenm

WE M P EIEN
ASHL R AT DUE SCREANIK ™ R B BRI R, WiE . AT B USSR R SR, BRI X
Lo E . AHEREN I ER TR, JCR T RN B LS SR BIBPE R OC, 1 I e B A [ o
WERADP B T IX e s, (HORB XL, IR A ] BB Gk i, XS BRI BRI

)

Note  Shiatubr HI P ANREMEFH UL AE . IXESH] P AT LAE BN “XET” (Options) 2 Lk #1575 .

Procedure

T AR L T O K S SR B A
IR 2 KL PRI (Options) > B &R (Preferences). “1EXi” (Options) 3847 T4 (A7 FAf .
$IE3 pitidmiEEIEIN (Edit Preferences).

T4 NEBE:

Eprialila 15t AR
5 5 on (Language Display) AsyncOS for Web £ Web Ft[HIF1 CLI H 4 H (115 5 o
&% U (Landing Page) FH 8 s BB N OG5 27 [ DL THT

SRR I TaYE R CBRIMED (Reporting | 1 & 15T b 7 (¥ BR AR 5 I8 (8] Y 1 o
Time Range Displayed [default])

IR 4740 (Number of Reporting BRONEOLT, REEW R R R 88174
Rows Displayed)

FIRS AN .
FIB6 sl UL IR E]_E—TT (Return to previous page) 4% .

ks 41 ML =
= IR =]
S AT DL g AR S AF Y 2 B AR o A

* % i Internet Explorer #2115, on page 90
o 0BT Web S F e A k4 5 4l A5 L 8e v &L , on page 91

7 = Internet Explorer 3 B &1
7 A Web ST ILH T RO, SR BUE R Tntemet Explorer A2 B .
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5 Web RE EigEmumEmERrrgitEs ]

\)

Note  Jp i) FHULTh e IB TS IO AL U, ST LUZE I Bk Th e

Procedure

FIE1 KU R G ETE (System Administration) > E#IRE (General Settings).
$IE2 P EZE IE 38A4 (Override IE Compatibility Mode) 54z .
PR3 RTINS

FE#T Web SR _ W EEMER X HER TR EITHER

“AEFEOL T T TR T s s Bl LT v 5 6. R “AE S OL b . IR AE
W REAE BT Web Fi 1 AR B 90 5C (K S REAE A I Dl 8t A F R B e vk et ml T 0 AR 1Ay
By S P P S P ) A 56 4 L o

BOANEOR, WsEM LB AT “AEREND” o WREEER A BN, ERITRL TR
(=

Procedure

TR KK REET (System Administration) > E#i& & (General Settings).
PR 2 ERERER SR LA,
PRI PAIHIN T

=== =3 /7 =
BLE HTTP ELKERMmXE
e, ATLME A CLI /) adminaccessconfig > maxhttpheaderfieldsize AT K B 3% 3 ME A R
SR HTTP 55K ¥ HTTP 15 Sk K dse KA
HTTP 15 3k FBOR/NRERIME K 4096 (4 KB), 15 KAE K 33554432 (32 MB).

ERMEFRSSIZERIRE
A LMEEH CLI H1f) diagnostic > services frdK:
o A BBAEROC_EJR IS5 515, AN 30T R Sh P R 5
o PR IBAER G B R S5 51 SRR
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B =z aammwss 10N) sine

HRVEAIE R, 1S (3@ T Cisco Secure Email Gatewayff) CLI Z%151) -

AR X 8 & E Rk 2 (IDN) 8R4

AR &1

IS4 I 55w AR MM S IS i ik A0 35 IDN Py s
HHT, GBI OGO SCHF LR 5 1) IDN

ENEEXEIES: HMIE. ZOKKE. 2505, ROATE. DREih. S5 D e
YRR . AR SORAERE . BUREARE . BRI BEndiE. 2 IE. B ERE. Ok
Mk LR, TiRAE. SENAE. BRI, JE. SHAHE. FEEMEEE.

BROMALIMNE S ik Wil HE. 8. Bo0ih. il mEEs . RORRE. 3, 2
W Wil PR ARG e i .

AR ER -
 HUREAAE B 92 0

o TS TS AE R 5GP ) IDN S & (1 ThRE . 55 92 7L

LEAE T E PRk 4 (IDN) DHREZ AT, WA ORI 2 L T R ER 41
o AT A NI AR5 20048 UTF-8 23 i3 1K) IDN.
e [ WS 9 DG S IR MR- (1) MTA 20 S0 H5 DN, JF SRR AR IS 1 Hh R38R A UTF-8 %X
o AT A IR AEHS 06 540 ] UTF-8 i i) IDN, I L H b R 55 2% 0 Z50AR 157 1L 13252 A1 57 +5 DN,
A 01: 252 5k [ AR I S PR 2 £ MITA. 2625 32 45 B UTF-8 4% X2 i3 ) IDN 15K .
* (EFTAE I DNS dskr, 2 4U# ] Punycode 4% UKL E IDN
Bihn: 764 IDN Bl & MX ids% I, DNS itk (R34 4% 1] Punycode % 2.

] {5 A 44 < R B9 IDN 33 B & B9 Th e

ST BORCA, s BRI P OGP H] IDN ok RS E BT D Be -
* SMTP BB E R E :
* N INECSHH IDN 35,
* {fi /] IDN 35 sl 3 N\ SMTP #1.

* DNS ECE R E: {i1/1] IDN Ik hnek 2w iE DNS R4-28.
s IFEFREIRE:




| zgem
i E A e e |

o A N B S AT T R o R ER IS I sl 48 IDN 35
* 7 HAT 8¢ RAT &8 N sl 8 IDN 35,
* {i/ IDN 357 H 5 A\ HAT 5 RAT %
s B REEECEIRE
o 76 “AENNBEESES” (Incoming Mail Policies) 74 Fif IDN 3 in sk g & F N € “LUR R A
N” (Following Senders) 8% “JELLF & N” (Following Senders are Not) JETi) FIK A

C “LURIAE N7 (Following Recipients) 5% “dELL I/ N~ (Following Recipients are Not)
I .

o {5 “ALHIBEESERS ” (Outgoing Mail Policies) "1 ] IDN 3878 i sled B & A N C “ LU &A%
AN” (Following Senders) 5% “JELL RN & N (Following Senders are Not) ZE25) FIficfE A
C“LUNIE N (Following Recipients) 8% “JELL N IF N ” (Following Recipients are Not)
BELD R

o FEAR N B ISR SRm i A TDN S8 4R 10 R A N sl A
* {f H] IDN Jge SR A NS UEG] S

* {{i /] IDN 3G gt hks12 .

* {37 11) IDN SsRiZs st i H bR sk LLREAT H b2l o

c REIFRBSHEEIRE: 414 IDN 7 0 mk 2 25 FH mn 2kl o
s AEAEEBRERE: & X IDN K KM NS 21550
c IPEEEEIRE: & X IDN 1 IP /52455 .

* LDAP e EI&E: T H IDN UG NFfE B LA LDAP A A if. B2 i) 2% i A b Al
BEATH

cIREMBIRE: AAEWE T IDN £l JH/ 4. BRI .
c BREERERECE R E: AAMIFIRER T IDN £dls G 4 IR AED .
- K. mENRARBEXEERE:
« BA ] REIEAEAR B R (B g | B E ) HAS IDN SRt
o A AT REAE SR SRR A th B A I IE AR Al AR 2 AL 55 IDN SR R F
© EOE MBI DRSS . A BERS A DLP MBAF R E R H A IDN IR e .
* SREME RS XECEIRE
o BRIk B A Bl T B by S S B £ IDN SR
* Kt % IDN B IR F bk 78 0 21 22 4251 R AR L2150 o




B oEmmemxshm N gEE e

\}

AR OHEI, RATE “BPOBARREES X (Spam Quarantine) 528 UL “ 52 H
FUBEESX Vi A7 (End-User Quarantine Access) 117 R 5 2 G 4 56 AIF
JRBEE R “H” (None) I, 405 IDN BBt A A BEDT 1) 5 28 FH 7 b
X

s SPFECEIZE: il IDN SR 2EHAT SPE 46k o
* DKIM BEEEE: 11 IDN 855 HEAE AT DKIM 25 44 F156 3iF
* DMARC EEEi%E: {1/ IDN B}l 34T DMARC BiF

Rt

23

B



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



