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mail3.example.com> status

Status as of: Thu Oct 21 14:33:27 2004 PDT
Up since: Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Last counter reset: Never
System status: Online
Oldest Message: 4 weeks 46 mins 53 secs
Counters: Reset Uptime Lifetime
Receiving
Messages Received 62,049,822 290,920 62,049,822
Recipients Received 62,049,823 290,920 62,049,823
Rejection
Rejected Recipients 3,949,663 11,921 3,949,663
Dropped Messages 11,606,037 219 11,606,037
Queue
Soft Bounced Events 2,334,552 13,598 2,334,552
Completion
Completed Recipients 50,441,741 332,625 50,441,741
Current IDs
Message ID (MID) 99524480
Injection Conn. ID (ICID) 51180368
Delivery Conn. ID (DCID) 17550674
Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 14
Queue
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Active Recipients 7,166
Messages In Work Queue 0
Messages In Quarantine 16,248
Kilobytes Used 387,143

Kilobytes In Quarantine 338,206
Kilobytes Free 39,458,745

mail3.example.com>
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mail3.example.com> status detail

Status as of: Thu Jun 30 13:09:18 2005 PDT
Up since: Thu Jun 23 22:21:14 2005 PDT (6d 14h 48m 4s)
Last counter reset: Tue Jun 29 19:30:42 2004 PDT
System status: Online
Oldest Message: No Messages
Feature - IronPort Anti-Spam: 17 days
Feature - Sophos: Dormant/Perpetual
Feature - Outbreak Filters: Dormant/Perpetual
Feature - Central Mgmt: Dormant/Perpetual
Counters: Reset Uptime Lifetime
Receiving
Messages Received 2,571,967 24,760 3,113,176
Recipients Received 2,914,875 25,450 3,468,024
Gen. Bounce Recipients 2,165 0 7,451
Rejection
Rejected Recipients 1,019,453 792 1,740,603
Dropped Messages 1,209,001 66 1,209,028
Queue
Soft Bounced Events 11,236 0 11,405
Completion
Completed Recipients 2,591,740 49,095 3,145,002
Hard Bounced Recipients 2,469 0 7,875
DNS Hard Bounces 199 0 3,235
5XX Hard Bounces 2,151 0 4,520
Expired Hard Bounces 119 0 120
Filter Hard Bounces 0 0 0
Other Hard Bounces 0 0 0
Delivered Recipients 2,589,270 49,095 3,137,126
Deleted Recipients 1 0 1
Global Unsub. Hits 0 0 0
DomainKeys Signed Msgs 10 9 10
Current IDs
Message ID (MID) 7615199
Injection Conn. ID (ICID) 3263654
Delivery Conn. ID (DCID) 1988479
Rates (Events Per Hour): 1-Minute 5-Minutes 15-Minutes
Receiving
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Messages Received 180 300 188
Recipients Received 180 300 188
Queue
Soft Bounced Events 0 0 0
Completion
Completed Recipients 360 600 368
Hard Bounced Recipients 0 0 0
Delivered Recipients 360 600 368
Gauges: Current
System
RAM Utilization 1%
CPU Utilization
MGA 0%
AntiSpam 0%
AntiVirus 0%
Disk I/O Utilization 0%
Resource Conservation 0
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0
Messages In Work Queue 0
Messages In Quarantine 19
Destinations In Memory 3
Kilobytes Used 473
Kilobytes In Quarantine 473
Kilobytes Free 39,845,415
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mail3.example.com> hoststatus

Recipient host:
[1> aol.com

Host mail status for: 'aol.com'

Status as of:
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Host up/down: up
Counters:
Queue
Soft Bounced Events
Completion

Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients
Gauges:
Queue
Active Recipients
Unattempted Recipients
Attempted Recipients
Connections
Current Outbound Connections
Pending Outbound Connections
Oldest Message No Messages
Last Activity Tue Mar 02 15:
Ordered IP addresses: (expiring at T

Preference IPs

15 64.12.137.121 64.
15 64.12.137.89 64.
15 64.12.137.184 64.
15 64.12.138.57 64.
15 64.12.138.57 64.
15 64.12.138.89 20
15 64.12.136.121 15
15 64.12.138.120 64

MX Records:

Preference TTL Hostname
15 52m24s mailin-0
15 52m24s mailin-0
15 52m24s mailin-0
15 52m24s mailin-0

Last 5XX Error:

550 REQUESTED ACTION NOT TAKEN:
(at Tue Mar 02 15:17:32 2010 GMT)

I

TLS required, STARTTLS unavailab
(at Tue Mar 02 15:17:32 2010 GMT
Virtual gateway information:

= Il

O OO0 ook o

17:32 2010
ue Mar 02 16:17:32 2010)

Required - Verify

12.138.89 64.12.138.120
12.138.152 152.163.224.122
12.137.89 64.12.136.57
12.136.153 205.188.156.122
12.137.152 64.12.136.89

5.188.156.154 64.12.138.152

2.163.224.26 64.12.137.184
.12.137.152 64.12.137.121
l.mx.aol.com

2.mx.aol.com

3.mx.aol.com

4.mx.aol.com

DNS FAILURE

P: 10.10.10.10

le

) IP: 10.10.10.10

example.com (PublicNet 017):
Host up/down: up
Last Activity Wed June 2
Recipients 0

\)

2 13:47:02 2005

Note  {y #:{ii i altsrchost ZhAENT,

E RN £ PSR REYS

ol griTeEasE 1]



5 oLl T AL |
B w=manseas

i TE BB 5 PA 5 B9 2B BX

SERRIAT I M A B T B I A5 S 0 5 e AT N R AP AEAR IR ) (B anBA B2 R, A
H tophosts 74 tophosts iy 2K IR [FIEA S H T 20 MR N FEHLIIFIR . 0] LU R I ge it $dh Hi
TN, WA e, AR PGB [P RER T N . A R
THPIUEE, S0 CLI #EAT BRI 5 HEA, on page 1.

Bl

mail3.example.com> tophosts

Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Soft Bounced Events

5. Hard Bounced Recipients

[1]1> 1
Status as of: Mon Nov 18 22:22:23 2003
Active Conn. Deliv. Soft Hard
# Recipient Host Recip Out Recip. Bounced Bounced
1 aol.com 365 10 255 21 8
2 hotmail.com 290 7 198 28 13
3 yahoo.com 134 6 123 11 19
4 excite.com 98 3 84 9 4
5 msn.com 84 2 76 33 29

mail3.example.com>
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IR AR R o A5 AL R R A IS 18] (R R S S T ] Crl+C LG BT {52 1L rate A4
G oRAE R R

Table 7: rate fy % Fh B EIRE
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mail3.example.com> rate

= Il

Enter the number of seconds between displays.

[10]> 1
Hit Ctrl-C to return to the main prompt.
Time Connections Recipients Recipients Queue
In Out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

hostrate iy 22 IR [FIA7 A & B4 AU SE 415 . /5 B2 status detail ip 21 T4, GESH

P TE I BEPHIRES, on page 8. )
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A ERCAENUIRE LK, BABH A 2R € TR CAL IR
BRI ST

TR [P A0

H EXEEEVUIRALIK, BB ik 25 EHLAI TR [P fF A
S ZE S

POR[E] 459 B

H EXEEIENUIRABIOR, BB A% B i ERLA AR RIS PE A
BN

1§ Ctrl+C 41 & %8 v 15 1= hostrate T4 o

mail3.example.com> hostrate

Recipient host:
[]> aol.com

Enter the number of seconds between displays.

[10]> 1

Time Host CrtCncOut

ActvRcp ActvRcp DlvRcp HrdBncRcp SftBncEvt
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23:38:23
23:38:24
23:38:25
~C

Status
up
up
up

HE N AR 1

ST B 7 LML BB IS 0L, LA RER R A0 RN S A T . topin
AN, Hrb AT R SR S BV
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Table 9: topin f % FRYELIE
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Delta

Delta Delta
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Delta
0 0
0 0
0 0

FitER 152 AR
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TR PRI PR R 5C AT R e R e AR o

NSRRI | AR A 2 Ie AT I AT IT AR A BAT iR E TP Hhhk R RE E AL I AOE AL

FALAIT I 1 DNS Ak AR 1014, ARIFHTIE ) DNS BEHORIE % 4Pk W1 IE ] 75
R A= 0 TP U, 8 WU 1) DNS BRI, i 4 7 1 HL4 Bt B P Bk, 4%
A AR RN

et

mail3.example.com> topin

Status a
Remot
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.
mail.

W J oy U b W N

S e e e e e e )
O W -Jo U WN O

s of:

e hostname
remotedomain01
remotedomain01
remotedomain03
remotedomain04
remotedomain05
remotedomain06
remotedomainQ7
remotedomain08
remotedomain09
remotedomainl0
remotedomainll
remotedomainl?2
remotedomainl3
remotedomainlé
remotedomainlb
remotedomainl6
remotedomainl?
remotedomainl8
remotedomainl9
remotedomain20
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.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com
.com

HS R AN .

Sat Aug 23 21:50:54 2003

Remote IP addr.
172.16.0.2
172.16.0.2
172.16.0.4
172.16.0.5
172.16.0.6
172.16.0.7
172.16.0.8
172.16.0.9
172.16.0.10
172.16.0.11
172.16.0.12
172.16.0.13
172.16.0.14
172.16.0.15
172.16.0.16
172.16.0.17
172.16.0.18
172.16.0.19
172.16.0.20
172.16.0.21

listener

IncomingO1l
Incoming02
IncomingO1l
Incoming02
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
IncomingO1l
Incoming02
IncomingO1l
IncomingO1l

Conn. In
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¥ Z5 DNS K7

dnsstatus #7223 IR BT EdE,  LUZ 7R DNS SREUH U M7 e TR, W&
B H EREEV SR B ERRGEER R 3 LOR LS AE R S8y ) (i B 4

NI T RS

Table 10: dnsstatus f5%> H HIE3E

FIHER tAA

DNS i3k RIE B TR A 1) R S0 DNS Z2 A7 10 T AR I8 )5 K

W 24517 SR £ RALFIHIT AR DNS 5 MLt CIEAMD) K.

GeArtm AL RAEFNEH AP R TR 9]0 5% ¥ DNS 242K K

Gefr E K RAE BRI P R BN DNS ZAF- IR 3K

AR AL R BIAEH P R ] AR IR AT DNS 242K K

ZAFL RAL BRI P C % 1) DNS 2847 (1375 3K
EZAE T, B, It H b F R IR0 GT .
VFZ S HWAAAE TS A7 1, BIME S AT A7 8] (TTL) a2 it
MRS HRME, EATRA S BEERWITHEE h . 475 PO
ggfﬁﬁ%ﬁ(ﬁm>%5%%WW%om%%ﬁﬁﬁﬁﬁﬂ%ﬁ

)

mail3.example.com> dnsstatus
Status as of: Sat Aug 23 21:57:28 2003

Counters: Reset Uptime Lifetime
DNS Requests 211,735,710 8,269,306 252,177,342
Network Requests 182,026,818 6,858,332 206,963,542
Cache Hits 474,675,247 17,934,227 541,605,545
Cache Misses 624,023,089 24,072,819 704,767,877
Cache Exceptions 35,246,211 1,568,005 51,445,744
Cache Expired 418,369 7,800 429,015

mail3.example.com>

EE ATt EER
A\

Caution g 13 ik 65 76 2 P22 A 0% L7 B 2 V5

resetcounters 1y 22 & BINATIRA MRV 808% . EE S WA /v 8Es LR EVT RS, EE
é%%%%ﬁﬁﬂﬁ%%%ﬁMﬂ*%%#ﬁﬁ%
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Note AW LIZE GUI hE B A% 550 “ RG0IRA” (System Status) L[l
151

mail3.example.com> resetcounters
Counters reset: Mon Jan 01 12:00:01 2003

IR 7B 28 TCP/IP AR 55

FEYUMIBAE R SCAE I AT 2 TCPAP 5, WS fEar AT S tepservices fiv 4o

B IEHRHBAT

i A AsyncOS,  HT LU HECEBA S B HEPERATH 4. AT DUBHIER GBI, 2745 s ) WS 1EBA )
FHEBPE . SRR LR IHERAIAAS BA S B R TH R o

B BA 51 F B AT 15 A

WERAA AR SRR W NBESE BRI AEBA S, 58 H deleterecipients it 4. deleterecipients iy %
SCRFIE I IR S A AL A PR R 8 AT N RS B AL 26 BA S o XM B E’JW#)\/HLJIT’E?JW#J\ Hbxr
(IR N LB A A N CE B B 1K “AF 5 N7 (Envelope From) AT W45 5E IR € Hi ik
B K. AL, AT LLRN BRI BR AL 2L A B i A

Note  ZZH4T deleterecipients ThfE, HEUCKH AR O E T2 R A BRRHE (L% S B 5 AR ORI A%
%) .

Note JUEZINREAENTAIRAS R ICHE, (R AEIAT I AR A RE 2 (16— Le i ft.

Wk N MR AT N IIVL R U 58 AR IR 4 R VLG . ANESZIERLAT . deleterecipients iy 2vi&
(o] BRI AR S B eAh, SR T s ST (ALBR TronPort SCAKE D, WIS Bk =5
(RS L b

5l

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

2. By Envelope From address.
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3. All.
[11>

IS W AR it T 48 ol ITORAR i 5 ZE MR AE N o BRI s 42 e N WU BRI AR A A5
FAE NI MR LR BR BA S R K AT WA N

1R A B ER

Please enter the hostname for the messages you wish to delete.

[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y
Deleting messages, please wait.

100 messages deleted.

#% Envelope From it 31t B&

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.

100 messages deleted.

S ERAER

Are you sure you want to delete all messages in the delivery queue (all active recipients)?
[N]> ¥

Deleting messages, please wait.

1000 messages deleted.

iR [8] A% B i A

5 deleterecipients iy % —#¥, bouncerecipients 7 o VFI i AR [9] S5 457 %36 (1) 2 A AR B
PEAEIEBNF o BEPFIR [DEAE ZE bounceconfig 14 H 45 5 I AU [l i 14 i

N

Note  ZZH4T bouncerecipients Tifit, HUCKFIEF P OCE T B BoRA B E AL GEZ R 5 M0 P R oRIfE
%) .

)

Note JLEMZINREAERTADIRA NSRS, (HRAEPAT X BEII A) ] e 2e At — Le it

WA N MR R AT N BFIVE R L 202 58 A AR R A A7 R UL C . ANEZAZIEC AT . bouncerecipients iy 24>
Y EIBEY E L ICE A PSE g8
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Note  bouncerecipients T & W PR R LAY, WRERT BLAMBIA fEse . WAL T B LR B AR R A, )
XA IS resume iy 2K JBEE AsyncOS Yk NTEZAREZ G, A IFURIR IR 1 SEbr ik Can s
TR AR FEIAE D .

]l

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[11>

HARWCAE N WL 5 B R4 A A AAT Ps R0 e 3t B U] (8 IS A 25 A Nl xR [ i A A
BEATVUIN . 38k, T RA—IRMEIR AR BA S (K B AT AT

R AENRE

Please enter the hostname for the messages you wish to bounce.

[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y
Bouncing messages, please wait.

100 messages bounced.

% Envelope From 131t iR []

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.

100 messages bounced.

Are you sure you want to bounce all messages in the queue? [N]> Y
Bouncing messages, please wait.
1000 messages bounced.

B 7E [6) A 51| R B BB 14

redirectrecipients 7T SCVFIB{FALIEBAA HH R I A ISAF B i) 22 50— PPk EHL. R, Rl A
FE 1) R RME R L M WL 52 K SMTP W =418l 1P My hk2 S HOR BT, I Hn] 5E -3 S0l
&Ko

A

Caution {ig s - 752 1) 52 H A5 4 /dev/mull B2 SEBUMSAT T0 o G SRABCHE IS 11 T 2 i X Fdsk, T4 CLI
WA R ES . EHEERBPEZ AT, R AR SMTP ## .
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451

DL R 71K i A I 2 5 7] 42 example2.com FHL.

mail3.example.com> redirectrecipients
Please enter the hostname or IP address of the machine you want to send all mail to.

[1> example2.com

= Il

WARNING: redirecting recipients to a host or IP address that is not prepared to accept large

volumes of SMTP mail from this host will cause messages to bounce and possibly result in
the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y
Redirecting messages, please wait.
246 recipients redirected.

HRAEBAS F B U A 7R ER 15

18 JH showrecipients & 45O A T MLEAE B A AT AR 7= s AF 238 A S A A o 38 m) BUZ 7 BA
S BT AT R o

5l

mail3.example.com> showrecipients
Please select how you would like to show messages:

1. By recipient host.

2. By Envelope From address.

3.

11> 3

Showing messages, please wait.

MID/ Bytes/ Sender/

[RID] [Atmps] Recipient

1527 1230 userl23456@ironport.
[0] [0] 9554@example.com
1522 1230 userl23456@ironport.
[0] [0] 3059Qexample.com
1529 1230 userl23456@ironport.
[0] [0] 7284@dexample.com
1530 1230 userl23456@ironport.
[0] [0] 8243@example.com
1532 1230 userl23456@ironport.
[0] [0] 1820@example.com
1531 1230 userl23456@ironport.
[0] [0] 9595@example.com
1518 1230 userl23456@ironport.
[0] [0] 8778@example.com
1535 1230 userl23456@ironport.
[0] [0] 1703C@example.com
1533 1230 userl23456@ironport.
[0] [0] 3052@example.com
1536 1230 userl23456@ironport.
[0] [0] 511l@example.com

com

com

com

com

com

com

com

com

com

com

PR 7R s A e N LA S i o

Subject
Testing
Testing
Testing
Testing
Testing
Testing
Testing
Testing
Testing

Testing
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Coution £ i 1. 4 4 EBTHE RIS MG %

B I 5 MR A AR 2k DAEA T 43 b Be kB, 1844 suspenddel /74 . suspenddel i 244 B AsyncOS
HNEEARIRES . RS B A LU RHE

o 45 1k H S AR %

o e Nub g

o Ghal H &AL

* CLI fREF AT ) o
suspenddel iy 2 P AT R H S IE R0, FFFHIEFT FATAHT 042 . suspenddel iy 22 57 B FF 46,
I SVF I K AEATT © ST ERE . 8T resumedel i 2 WAL LDEIR AW Ny 13 B4

\ )

Note /¢ 2= 45 B o sl FE b & (R B “ALIERE” IRZS. W BE ] suspenddel @74, 4R 8T E Sl 1E M
>, WAL B A 3 5 resumedel i &Pk E 4514 .

5l

mail3.example.com> suspenddel
Enter the number of seconds to wait before abruptly closing connections.

[30]>
Waiting for outgoing deliveries to finish...
Mail delivery suspended.

Vi & iR -5 1%
AN
Caution 74535t 5 2 HI 52 0 e 1 A4 ARSI

resumedel 772 7L ] suspenddel 174 J5 #4 R AsyncOS Yk & A IEHEAVEIRES

EIE

resumedel

mail3.example.com> resumedel
Mail delivery resumed.

B =5 cu T EAn L
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SRR
A
Caution i 5 i 1 1 25 P 2 e 45 47 B RIS DOV

TG I A5 T T R LA, 15 suspendlistener iy 2. AL, REASRZ 5
W R 3 2 i 1 PR %
UEAT A AE L AsyncOS WA P LB e AELARTIIIRAS T, RGE RS2 R L, A LU m W 7 T 34
.

* SMTP: 421 hostname Service not available, closing transaction channel

* QMQP: ZService not available

)

Note 7p RETTE Wi Al ftrh xR B “Bellcfs” R . R AT H] suspendlistener T4, SR J5 T4 S AT
WG, AT resumelistener fir 4, R A (LA RE P OB 1F o

B

suspendlistener mail3.example.com> suspendlistener
Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[11> 1

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

mail3.example.com>

Pk & FeE AT R 15
A\
Caution gt i5 38k 66, 75 25 B 2 At % |- s FIHDE AT I 0

resumelistener 72 7E{# H suspendlistener #7425 K5 B AsyncOS Tk & 4 1F# BEAER A .
17207
resumelistener

mail3.example.com> resumelistener
Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

ol griTeEasE 1]
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1. All

2. InboundMail

3. OutboundMail
[1]1> 1

Receiving resumed.
mail3.example.com>

Vi & R RY AR IE FNIR UL

EIR

PR iy 2R e R AR AN

resume

mail3.example.com> resume
Receiving resumed.

Mail delivery resumed.
mail3.example.com>

2 HEEM4 S RN AR X

EIR

X T 22 HERE IR AT AT IR CAtE AR =ML, W] LLE H delivernow #y 2 - B FEiX . delivernow #iy2 VR BT
LS BMEIE A IR A . i8R BT AT AR & 2 HEs AR Bl s 2E & HEBA AR T SL B AR 1%

LA H] delivernow fir & I F-BA3 CCHAE SN A FT AW N SR @ ik N o e #8Rr E i
PENI, AU N AL B IE (B N4 o RGT UL RCREAS 745 H (1 AT A

delivernow

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.

1. By recipient host

2. All messages

[11> 1

Please enter the domain to schedule for immediate delivery.

[1> recipient.example.com

Rescheduling all messages to recipient.example.com for immediate delivery.
mail3.example.com>

E1ETAET

A\

Caution g i3 ik 65 7 2 WP R4 AW A% B4 T AREBAS

LDAP WefE ANV AP, o2 LDAP FOBrit . MEFIgEds . S B S AF ATy 75 471 1 5 | B AR £
“CLAEBNAN AT o ATORALERSIRE, TS DL E S AR DIRE, ATK “ TAEBAS KR

B =5 cu T EAn L
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£ (Messages in Work Queue) T E 2 UL, 152 IR ST 545, onpage4. 1] LM H] workqueue
i 2T Bl 5 M b B ) TAE BB 53

B, ABRVEEE T N LDAP JIRSS A4 EC & EC S, T4 2 WA 302 TAF A o Br A48 2 MR [F1 3 4 5|
FRHE LDAP A N 5 i A b A B R o Bl S B 52 A4, () e Bl G 2 5o () B8 A 41 9 5 |
e XU GEid antivirusupdate fiy2) ol workqueue iy 1] LLEHS FIPR & TAERN, CAZESAT
LA T SO A 1AL B

MPHEARE ARSI, REroic kit fildn,

Sun Aug 17 20:01:36 2003 Info: work queue paused, 1900 msgs S
Sun Aug 17 20:01:39 2003 Info: work queue resumed, 1900 msgs

FECL R 7R B, AR BA SR B 45«

mail3.example.com> workqueue

Status as of: Sun Aug 17 20:02:30 2003 GMT
Status: Operational

Messages: 1243

Choose the operation you want to perform:

- STATUS - Display work queue status

- PAUSE - Pause the work queue

- RATE - Display work queue statistics over time
[1> pause

Manually pause work queue? This will only affect unprocessed messages. [N]> y
Reason for pausing work queue:

[1> checking LDAP server

Status as of: Sun Aug 17 20:04:21 2003 GMT
Status: Paused by admin: checking LDAP server
Messages: 1243

\}

Note i )\ G IA 2 Pl IE#RAE . WRAVINRR, RGEH R R <l P Faheis” .

FELL TR 7R B, TARBASIRE e

mail3.example.com> workqueue

Status as of: Sun Aug 17 20:42:10 2003 GMT
Status: Paused by admin: checking LDAP server
Messages: 1243

Choose the operation you want to perform:

- STATUS - Display work queue status

- RESUME - Resume the work queue

- RATE - Display work queue statistics over time
[1> resume
Status: Operational

Messages: 1243

B FFHEEF R

HEF, BT EAERE, HIMES R EEAENT I . BT ReA B BRI AR X Le i F . ik, &
showmessage CLI iy 4 /s 45 5 M ID RHIEAF . A oldmessage CLI iy 4 {7 5458 HH a5 IR B 25
MR ARJE, EnT LAk AT H removemessage ‘224 HIBR 25 e A ID FRIHB A . 1ty 240 n] Bk TAE
BAF . EERBA S B H ARBA A P A o W BB ATEATAT X SE pAF v, DU e B
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&34 v LU archivemessage[mid] CLI iy 24445 5 WA ID A4 A7 A4 2L & H 5% i) mbox 3CAF
Mo

ETCIEAEH oldmessage i A SR HUE 25 X b LA HEAE IR AE ID. AR, G AnTEmsAr 1D, Wn] LA
INEATRS SR E IR 1 T HBAEANTE TAERAS . FEREAS I HARBAS I, PRI IG5t removemessage
i [ FEA I L

)

Note 4 JEVAAE KERHA SIS 1R 25 DX oo IS AR A T o A A BA 75 6 4

archivemessage

example.com> archivemessage

Enter the MID to archive and remove.

[0]1> 47

MID 47 has been saved in file oldmessage 47.mbox in the configuration directory
example.com>

oldmessage

example.com> oldmessage
MID 9: 1 hour 5 mins 35 secs old
Received: from example.com ([172.16.0.102])
by example.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@example.com
To: 4031@test.example2.com
Subject: Testing
Message-Id: <20070215061136.68297.16346@example.com>

R BR 2 4 R R R

findevent CLI 174 1] [ 4445 F onbox M H & SO R EE R S8 h IR -k 72« findevent CLI 74 fo
VFIE A8 ZL MR A 1D B HE 3805 Sk A5 B A A N B Bl AN DT IC i 1E D) R R4 2 A s A4
B IREE SR, v DUR R 00 H AR SO BT H B SO 25 R, tnr D H 8 Bos H RSO 1%
H A HAESCER,  nrRAE e HeAS H e H BIYE

e EA G HENWME, findeventfyS= B /niZIMFIDHERER, BFEFESMERE G HE
M R[N R G A R o BA R Rl 278 T findevent CLI iy 2 Qi B ER 3= 85 S 7
“Confidential” P ) FRICRAL 1645 I«

example.com>

findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

B =5 cu T EAn L
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4. Search by envelope TO

[11> 3

Enter the regular expression to search for.

[1> confidential

Currently configured logs:

1. "mail logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

Enter the number of the log you wish to use for message tracking.

1> 1

Please choose which set of logs to search:

1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 3

The following matching message IDs were found. Please choose one to

show additional log information:

1. MID 4 (Tue Jul 31 17:37:35 2007) sales: confidential

11> 1

Tue Jul 31 17:37:32 2007 Info: New SMTP ICID 2 interface Data 1 (172.19.1.86) address
10.251.20.180 reverse dns host unknown verified no

Tue Jul 31 17:37:32 2007 Info: ICID 2 ACCEPT SG None match ALL SBRS None

Tue Jul 31 17:37:35 2007 Info: Start MID 4 ICID 2

Tue Jul 31 17:37:35 2007 Info: MID 4 ICID 2 From: <user@example.com>

Tue Jul 31 17:37:35 2007 Info: MID 4 ICID 2 RID 0 To: <ljohnson@example02.com>

Tue Jul 31 17:37:35 2007 Info: MID 4 Subject 'sales: confidential'

Tue Jul 31 17:37:35 2007 Info: MID 4 ready 4086 bytes from <user@example.com>

Tue Jul 31 17:37:35 2007 Info: MID 4 matched all recipients for per-recipient policy DEFAULT
in the inbound table

Tue Jul 31 17:37:35 2007 Info: ICID 2 close

Tue Jul 31 17:37:37 2007 Info: MID interim verdict using engine: CASE spam negative

Tue Jul 31 17:37:37 2007 Info: MID using engine: CASE spam negative

Tue Jul 31 17:37:37 2007 Info: MID interim AV verdict using Sophos CLEAN

Tue Jul 31 17:37:37 2007 Info: MID antivirus negative

Tue Jul 31 17:37:37 2007 Info: MID 4 queued for delivery

Tue Jul 31 17:37:37 2007 Info: Delivery start DCID 0 MID 4 to RID [O0]

Tue Jul 31 17:37:37 2007 Info: Message done DCID O MID 4 to RID [0]

Tue Jul 31 17:37:37 2007 Info: MID 4 RID [0] Response '/null'

Tue Jul 31 17:37:37 2007 Info: Message finished MID 4 done

£ SNMP 5= RGBT FRTS
A

4
4
4
4

Caution 43U 38F G0 77 2 W1 22 42 6 %6 _LCE SNMP.

AsyncOS #1E R IT SNMP (Rj L4 A P S0 SCRFR GRS RS . BEARAS T 5L RFC 1213 Al
1907 " 5E I MIB-IT Hi2 7 #. (45 ¢ SNMP [F3E4145 &, 124 RFC 1065, 1066 A1 1067, )
THTE R

« BRIAEUL R, SNMP 22X

* 7EJ3 H SNMP I, A I ERIARRA) SNMPv3,

* APUT SNMP & E#AE (BCED

* AsyncOS 3 £f SNMPv1. v2 Flv3,

o T 5 Oy S e R D3 i S A N AN ] o s LN Ry AES. B il FVA Lk SHA-1.
FEIE R 1247 snmpconfig a2, ZmA 4 “idfE” BRI,

* SNMPv3 HI)" %4 v3get
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| L
> snmpwalk -v 3 -1 AuthNoPriv -u v3get -a SHA -A ironport mail.example.com
o WHANAEH SNMPv1 8{ SNMPv2, NJAZIEE AL X PARFH o 4E XA R I ERIAE A A& public.
* T SNMPv1 Fl SNMPv2, @hZifs e fEILHHE:52 SNMP GET i K [ 45
o WSEATH SNMPv3, NDAZIE R & b B AT — 52 SR e 900 :
ZEER S I8IE [SEA
noAuthNoPriv W AN EE
B4y I8 3F18 ) SNMPv3 [ /1 44
SE Mo
authNoPriv & VS
BRI UEAE ] SNMPv3 5 43 5
WE 458 1o
authPriv Y Y
S B UE AT SNMPv3 S35 | A SNMPv3 Ba R 25 A s
UE A58 H o Fho
o YRS SNMPv2 1 SNMPv3, A2k b B 306 356 B P AR
o BAFERIFERE, WUETT SNMP & HEs (AsyncOS HFAREIE) Frf A 1P Huib/E A BaBE H Ax .
(AT =N, (R WRIXAE,  FEBHYAE DNS IE W IE T A AR, D
1 ] snmpconfig iy 4 LUt I & BE1E R 5 SNMP W B F B0 E R I IE LU, WA £
I SNMPv3 GET 53K . IX26%55 3 iR it S UCRL 3 . BN OUT, AR 1 FIRRAS 2 3
Ko AR R, WA 1 FIRRA 2 18 R 20 2 A VL EE A X 245 6 o
MIB 4

PLT HB A9 5 ) MIB SCAFRIAE
http://www.cisco.com/c/en/us/support/security/email-security-appliance/tsd-products-support-series-home.html

B A FB Al I MIB SCF

* ASYNCOS-MAIL-MIB.txt - lil4:F9 5] Enterprise MIB ] SNMPv2 3t 75 1 .
* AsyncOS-SMLtxt IRONPORT-SMLtxt) - —Fft “& BLf5 QG54 (SMI) 30, T SCERHA %
L4 i ASYNCOS-MAIL-MIB ()£ (%,

PR &

PGB RET 6 8 B 1 RUA% (IPMID) AOREH A% Jds e P I o XUBRY A DL R LR A 3545 R

AN
) A AH™ B2 HY, R R R RPN AT BE AR R W R 2 2% . BRES I S 10% BA
RETTRESS 7 A NAHL I )
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aunrt [

A RIS R0 G HL AR A AR SV I A5 A5 S, TS PR W RS a6 B S 4R M . A SRR R I
R, THSCR.

WEBARS, KAIRRE T SEE . B 5 PP AIE — R XU e A i B I o At o B 2 o 2 -
BB - 2R S ONIER AR ke i, g kil —k.

B, 75 C170 WEPFRI O b, W RILBILUT BIAE, 2 AL FEBE

Table 11: C170 H34 W >< L BOTECRBAR: SREFIEGSG

BS |SECPU) | SE MR &R (BR) |&R (W) | KEHEE | BiR RAID PR

C170 | 90C 47C PR R ORPM | i i | R o | R oo

SNMP [& B

T S 5 AT T B BEAT AR, 35 M i 2 474% 1111247 snmpeonfig fir 2

TR, WA PR B R AN AL ™ B, (EUR T REAN S S EUEA RGTHE. Bildn, R
A1 0 5 b 22 A DR LR R A IR P YA A e, I Y SR AT e AR I A T

AXER

* 7~ snmpconfig ©74 , on page 27

L AN, SNMP B2 K32 b FF alad Sk o5 s BN ] GEH it SNMP A& B4
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maill.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.

[1> setup

Do you want to enable SNMP? [Y]>
SNMP default version is V3
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Choose an IP interface for SNMP requests.
1. Management (10.10.4.5/27: maill.example.com) [1]>

Which port shall the SNMP daemon listen on?
[161]>

Select SNMPv3 security level:

1. noAuthNoPriv - Authentication is done using the SNMPv3 username, and no privacy is

activated.

2. authNoPriv - Authentication is done using the SNMPv3 authentication passphrase, and no

privacy is activated.

3. authPriv - Authentication is done using the SNMPv3 authentication passphrase, and privacy
is activated using the SNMPv3 privacy passphrase.

[31>

Select SNMPv3 authentication type:
1. SHA
[11>

Select SNMPv3 privacy protocol:
1. AES
[11>

Enter the SNMPv3 authentication passphrase.
[1>

The SNMPv3 passphrase must be at least 8 characters.

Enter the SNMPv3 authentication passphrase.
[1>

Enter the SNMPv3 authentication passphrase again to confirm.

(1>

Enter the SNMPv3 privacy passphrase.
[1>

Enter the SNMPv3 privacy passphrase again to confirm.

[1>

Warning: The same authentication and privacy passwords reduce the security of the system.
Do you want to set other passwords? [Y]> n

Service SNMP V1/V2c requests? [N]> Y

Enter the SNMP V1/V2c community string.
[ironport]>

Shall SNMP V2c requests be serviced from IPv4 addresses? [Y]>

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate multiple networks
with commas.
[127.0.0.1/32]>

Select the version for SNMP traps:
1. 2c

2. 3

[2]>

Enter the Trap target as a host name, IP address or list of IP addresses separated by commas
(IP address preferred). Enter "None" to disable traps.

[127.0.0.1]> 10.10.0.28

Enterprise Trap Status
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CPUUtilizationExceeded Disabled
FIPSModeDisableFailure Enabled
FIPSModeEnableFailure Enabled
FailoverHealthy Enabled
FailoverUnhealthy Enabled
connectivityFailure Disabled
keyExpiration Enabled
linkUpDown Enabled
memoryUtilizationExceeded Disabled
resourceConservationMode Enabled
updateFailure Enabled

H P O o -Jo b wh

= o .

Do you want to change any of these settings? [N]>

Enter the System Location string.
[Unknown: Not Yet Configured]>

Enter the System Contact string.
[snmp@localhost]>

Current SNMP settings:

Listening on interface "Management" 10.10.4.5/27 port 161.
SNMP v3: Enabled.

Security level: authPriv

Authentication Protocol: SHA

Encryption Protocol: AES

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32,fe::1/64.
SNMP v1/v2 Community String: ironport

Trap version: V3

Trap target: 10.10.0.28

Location: Unknown: Not Yet Configured

System Contact: snmp@localhost

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[r>

maill.example.com > commit
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