F 14 5 Mg

AEALE LU
o WA SIS R, on page 1
o W BEAN H P AT IS S0 1) 7772, on page 2
o DIANIA] 7 20 AR B AR AN FIAE HEHEPE, on page 3
o JCRCH 7 55 B4 560, on page 3
* HE{4% 73, on page 5
* MCE HEE SN, on page 7
© BRSO SRIAE S, B 12 IT

FiS {6 5% BiR 48T 5

ISP 98 S o S SRemes - PAAT 50 T A 45 F P AN P R A A PRI AL RS o XSRS € T 41
ZUNT e ANy BRE A BB TTE 28 (K PT BE . UK BEE RN AR, XSS A AT REQ I

* BgRHEE

© BIAME I

© KA

*

o PE A R ECA A B P AR S 2 ot

o Blas Ak gk

* MASEE
T LU AN ) SR AT A2 ALER AN P AL OS] 22 A i R o AP 1o SRS P L S v 5 LI
ORI AE, AR 5 ERATERAE R ™o B0, SR AT I 1k 1) v AP A% 08 P B oz SR S 1F
T SCVFIA) T (o TARKIX LG BELRIR MR, (H BRI L A WA B, s A T C“ &
GG AL I BRSO IR £ B F T BT BT o
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Procedure
Command or Action Purpose
TR | A ST P O T AR N BB | oy US AR E S A2 A Ui
W%‘fq}ﬂﬂ:[j]ﬁbo . @jﬁﬁ
o SCHFEE LIRS T (IURRIEA
s

o B B S HEAE AN A A

o IREHEAAS RN 22 A BT .
BRI A AR G A o

o PRI RS

o B B (IR AL B4R

o NI UERE

* % Cisco Secure Email Gateway 5 /i )i
IR

24

CRIIZED X3 I 5 e 52 s F) SR
(Frefl, AU AR ILIEDS

WS N AL IERS

([3E) 52—/ LDAP A7), LIRS
A4 SR s K3 FH ) ELAR T

HZ AL H 4 LDAP Al afi e e N2tk
AR

CAIE) 5 SCIEH] T A\ slid% H s (A BRIA
M- SRS

TS B BC B AR AN B IS BRI S s
, on page 7.

5 SCE HBEE P R 5 WS St 1R 2.

OIS T A\ A L S SRS

ARG R, TS PR E M50, on page
7o

| G

e A 8 2 4 ) e AR IS A I K36 IS AP SR EBR )
NI IE AR A

DN IS SR C AN R R N A A DI RE
© WRRLUES: K A I D8RR Y 20 o2
HI P AL s
o BRRE: PO 1 B R A
o SCAHAEZ LA ST M SO
PERSCAT 3 M-
o SRELGLHAE: 8 SRR AT SR
o IR HATR AN 22 AU T T O E K
PRSI 2 4 BGH T T (A% A B F
el
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| nt s
eV E el |

Command or Action Purpose
o B UEAS BRI E A Th BE R R
RBEEIX

o BIBOE E R AT AR H A SR [ A F
NHAE AT 5E DLP 5

© BB AEE LA . W TG BB A 9 O
A PH e 5 A 2

UAE 77 AR 2 A F01% H R

MG X SR WIS P 5 2 A A P P e A [ S B - S .
o A NS SRS i3 ] AR S S S AR 5T W R P P ¥ ACCEPT HAT SRS UG I PR #2317 i

e
o A ISP SRS 365 P S 715 B 3 5 A AT MW A2 T ) RELAY HAT S UG JE 3 R 0 20 Py e

o A H5E ] SMTP B (AT 3% 42
A LA [] FR) SR B O VRS A% 2 P R P R R A 8 SCANTRI ) 22 A0 o 7E GUI Hh 4 FH s
518 (Mail Policies) > & NBR 4 R (Incoming Mail Policies) =i 4% H BB {4 55 B& (Outgoing M ail Policies)
R (alfE CLI i policyconfig T4 ) T8 X SE 50 o

A\

Note  JLutjyfb IUARN I T (e N sl thIBFSEn% . ltm, HAEXHL BT B Bt & R dh . mgolax
BAFBIHT CGUHHE BRSO 8T AT T4 N B S s A4 H T SR s
FES e 22, T SRR R i) “ R ISP T RERAL AL Y, BT AT W A st 28 D Y
ARG S o B, BRAEOLR, X T C170 R C190 e, RGBCHE ) FALEL & — ML
W3 e ANMITWTRE S, TSRO S MR 48 Y sl B 1 o

PLECA P 5 ER SR g

IS D0 S A I, ISP P9 SRR AR s HL A A NG e A tH A, 2K B ISR AR R A N
Al N A H I SR 4 ) B PF SR g DL I o
DTG R A A O N ff i R PR N bk s 2

o WA Atk 5 A5 B Atk DG fC

FEDCRCHAE NIREIN o A RIS N st A2 P67 iy 8 20 A B2 i ) e 2 3t ko 9,
FE, BOAE. LDAP B il fhhe. 43, s Aoyl & o 5e n) 35 (5 Sl A

Bk, I AT RE S SR M2 A5 L M SRS DL o

o KA N\ HuhiE PO .
o fZERMA AN (RFC821 MAIL FROM #ifil)

CEEE |
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mprsng |
Bz romne

e “RFC822 From:” 133k i)tk
+ “RFC822 Reply-To:” 1 < iyl

Huhib mTRESE T 58 RIS E Rl . TP . IR SR UL RS, AT REDLAC LDAP 21 A% 5

HXER
o S5 NMLEC A UE, on page 4
* MG UL/~ 41, on page 4

E— TR AA
YIS S0 205 ST, W T KV AT R BRI

XEFREANHI BASR AN VLECSRNE R e o QRS S AR SR AN LI, % f A st
P AR BRI SRS o

D AR S A NI BEAT VRIS, #PF (0 BI AT R A R N HICRE S a Hem UL G . XA, g
R — MR D

RS F-5 MR AF SRS UL RCIS S A5 s R N B NI 2 T R A AR S o S RO ISP SREMgS P
B ERERD P UCEC, 0B ERE AR IS B A A ARG BN B SRS R S v o

7R IR L EC 51
DU BRI B 15 IC R S e
Tt T 2 R I P e A AP F UM NS, U NP IE RS 50

Table 1: 5K B& PLEL 7= 151

iTE REEZFR AR
wHA A

1 special people 1T= joelexample.com
ann@example.com

2 from lawyers @lawfirm.com 1=

3 acquired domains |{f&E @newdomain.com
@anotherexample.com

4 engineering 1= PubliclDAP. ldapgroup:
engineers

5 sales_team 1t= jim@john@larry@

6 Default Policy Tt= Tt=

| G




| eptEsng

=151

15 2

513

R )

w51 [

AXER

* 7~ 1, on page 5
* 7~
* 7l

2, on page 5
3, on page 5

KA pilielawsirm. com KIKFMAEA §imeexample. com FIMBA::
« FEH P RBRICE RN (e1aweirm. com) FSPEN (fERE) I DU SR IE #2.
s AEfEERAE AN pitle1aweirm. com I UUHC SR #2.
* G R RAEAN N pil1elawtiom. com EAF IR AT AAULAS e1aweirm. com IFULACHENE #5.

E’ﬁ:j\joe@yahoo.com Elﬁﬁ@ ij"ﬁz:)\ﬂﬂlzﬁ:/j (G I Llﬁ’ﬁ:)\ john@example.coms jane@newdomain.com
%D bill@example.com:
* W jane@newdomain . com B AR 4415 80 S #3 v g SR BESRMBAE B oE 4 BE R R I D8
° LI&#FA john@example.com EYJEIS#%‘W?'J%H% #5 EP}?'_E’XE/JLX%
* EE?LIMfF/\ bill@Rexample.com —= I%I LDAP gllﬁjrl_ﬂd: E?L/LWHB{W#W?U%JW\;@%EXB’JW\
Ho

ATR IR A 5 2 N NI IR U T AT WA IR 20 . ARSI, TS BT+, on page
5.

KN pillelawtirm. com (bill@lawtirm.com H TAHHE RN FFMRLERIZEL WA N anneexample . com

Fl 1arryeexample. com:

* WA N anneexample. com FFHCEISEME #1 e SR SCBE IR IBAE < B o i 73 M A BB A AT P9 7%
* WA 1arryeexample. com RACHI HEME #2 oo U SCBIRIRIT . B RE BRI AL U8 2 AT N
/ﬁ‘?’ﬁ/}‘g%g’ ?\375\14:)\ (@lawfirm. com) %DLI&H:A (ANY) N

BREMBAEYR WL SV 5 2 R RIS, BBIN: AN [ AR 2 e B P9 7 2 A
XA N IS PE SR e (A NBIAT D ARSI B HRRDP Al A5 e N
BEA 55 ST UG FC ) SRR G el — b 5 R Sl o AT o el SR 450«

o WL E NS AN R KSR UE AT, TR S X S N DT IC R SR R At ATI 20 20, S PR Bl o
53 3 55 VLG I S SO R IR BB P2, PR N BEE S NG 1 “9F 0 .

CEEE |



mprsng |
|

© WERPTATWAE NS ] SRS LS, WIASTEBPER oo A, dh M d5e 22 TR AN P
NEATHR 5T
U, AEMBPEETE R BRI B RE . R SCE AR R AR . DLP 44
CEURRAL AR+ AR Ao PR NN A I DB A A AR IR A4 o
AR UL IAE AT E R ST (K47
TAEBAF | BB LR 2R MPE 24 8 | BT A BB
(fFilters) A CREAS
N
2 s 3R R A MRPEAE L MR AL g e A B A et
(antispamconfig. IEE S (ST TRVARIE7IRV 8

antispampdate) USRS 1 (9 FTAT AR AT
I LS 2 (AT AR AT
(antiviruscontig. B SEABC A A I CTCREBRIA S

antivirusupdate) %)

XHEEMS T (SRTERG Note  DLP 45 FUEFRIL B fE,
ik 7al) .

(ampconfigqg)

IR EHMEEE

et
(policyconfig -> filters)
RERATIER

(outbreakconfig.

outbreakflush. outbreakstatus.
outbreakupdate)

B #E 3= K

(policyconfig)

)

Note i J-HpMIBEFHfF- G R MID CHEEFIDD - (41, MID 1 K42/ MID 2 F1 MID 3) o A KI5
B WS CHEWS” . AN, e e BoR g1 R MBI B S .

FERS T2 4 BRAR SR TR, SRS DT ECART AR 73 W k2 S M BRI 90 B m] S A 2R 5 5

HEXER
* FEEH9I 5, on page 7

| G |



| eptEsng
s ]

EEHIS

HI TR B E A AR B AR 2 e ma P e, T USSR BCE T A8 BIAMICE N A L A i)
W, PP R I AR B LhBE, AR 2 BB F i BA MR SR AL B, DR e JLAN
fib “HI4h 7 M AL E . TR IX AP, A A] B D BT IR Sy, O B A IR AL BT A RS ) A
Pror w0 S AR ek RE R AT RERE -

Fic & HB 14 SR &

MRS SHE R 1A [7] B8 L AL 2R 2 A RO, 491 s s 33 S AP D 9 2 o

AXER

o P E AR N EAE HE A R BRI A2 S8 | on page 7
o Jp R AR NFIRCAE N ZH A0 2 1 SR, on page 8
o PEHRIE T R A N BRI N ISR, on page 11

fic & & ABfE i BR 4 RO ER A BB SR

BRI S A ] A 0 M AR R A BSF  Qn RBA L L LA S, BRASEms Ui A
TP AT

HEEIE
AL E SCHISE SR ) 25 022 A R 55 o 15 2 B ARG RS T AT S SRS 1) 575, on page 2.

Procedure

P ORIEMEK, RN PEI —:

* BRFSREE (Mail Policies) > f& NHB4 3k E% (Incoming Mail Policies)

* EBMSREE (Mail Policies) > f& i M3 f4 5 B% (Outgoing Mail Policies).
W2 ah B BRI S P o 1) e 4 IR 45 e

Note o JERINLA RS E, DU AR — AN B LT 27 ok SRms 8 g . vTLL Al 4%
H1” (Disable) K58 2EEHZIR S -

FIB3 HlE AR HIRE .
PIE4 nidRE (Submit).
YIRS TN L.

| CEEE |



mprsng |
I

73 & A ANFUE A ¢H 61) 32 BB 4 SR A%
HEETE
o TR SCHE AR S (1) 25 T2 A i SS  1E S AR 4 A FH P AT I A SR (19 7 ¥, on page 2.
« Uik, XTI R (B NEUL ) AN, N BB RPN A ST
fF &, WS H—AULE A UE, on page 4.
o (R 5E AT BLIEA: SRS P BUE FE G o ZRYRAE B G ] DLgR B SRS ) S B3R B« 79
By POSREATRIREE pE AR S, N NS B I W A pE A . U R SR
A REAE SO A SR s i A PR ER L R AR N WP NBR A . R4 H B K MR SR s 23 e B AT 56 47 )
IS A2 S WS B PR T 1 e SCHT P e

Procedure

N
g

e YR I% R4 SR R& (Mail Policies) > £ N4 3R B% (Incoming Mail Policies) ok iR {455 #& (Mail Policies)
> 1£ H M4 55 B% (Outgoing Mail Policies).

PHIE2  LRINKES (Add Policy).

W3 IR 1 AR

HEA (k) ANk “ArgniEs (fa) 7 (Editable By [Roles]) 845, 34 9 5T BRSSO () B2 AL B
DOERE e U Pt

PBS  ESCRIRKI . A IE S IBEHT, W52 B I Sng 2 SR AT AR A, on page 8.
PIRE  AdHER (Submit).

WERT Rl RO I MR SRS T P9 A 2 IR A5 B

PR8N FHFIRS, B H O ORI BCE AR BRI BCED I,

PR BHENLERSBE.

TR0 TN

What to do next

AXE-M
o DB SR E SCRAE AAAE A, on page 8
o DR TR FE S AP 19 5 A4 =1  57 JR S F:

R SR B TE S & 1 AFAU 1 A

REnT LU LU T 508 SRS P 1 R A7 AL N
o SEHEMIB AL : usereexample. com
o ANTEREMBAT AL usere
* WHMPTEM: eexample.com
* NIRRT e.exanple.con

| G
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| eptEsng
sinergmex s AfgsA |

* Jl VL LDAP 75 if)

\}

Note  AsyncOS GUIHI CLI H I J 4 HHAIX 4 KNS o i, WS AR goee 1M TP, WU AI%
?'J Jjoel@example.com lé]’:] FHBH:‘%‘ZP__EEEO

E5E MBS R B A NFIBAE NI, 35 720
© AR DIRE D BAF AR
© WERPERLL R4, AT DABEE L 2 DU 1 SR -

 BBPER BRI A B A RE A ANSARR E R AT
M ROIRGAT AN . AR EREN . P TR EWAE AR E BN

Procedure

P11 AP (Users) i, siliiRinA P (Add User).
P2 5 SURMEM RN . UL R IR —:
EEEMH A (Any Sender). WRMEEK FATRATRAEN, TSR VTR .
* IR & M A (Following Senders). U Bk B —ANsiZ A aE R EN, WIS ILAS . %
PRULIETR, AR SCAKE T N R AT N TR B IL$E LDAP 41851
« EELT LM A (Following SendersareNot). I MSLEH-JESk AT 2 1R, T S L
o REPRULIEII, FEAE SCARME R H N R AN VEAE R BE P LDAP 417 ifi.
LT MR R T B T B R RS AE, WS R, on page 10,

FYR3 E ORI HRAIE N o P LU BTz —
- EEWHA (Any Recipient). WEREBAERIL BUEATHCAEA, TSRS VLA .

* LU Y244 A (Following Recipients).  UR BRI AR SR E AT, IBLHEKILHEC . 2P IEE i,
FFAESCAHE A g ACAE NP £ L B £ LDAP 41 2.

BB A A% B A AR @ W N s fia e N, AT LGRS ns & R IULAC. R Rnaigd
WL PRI —: — AN B AN MR R (If one more conditions match) B¢ 27 B A £ 14 LB A
(Only if all conditions match).

« JELL T Ut A (Following Recipientsare Not). i il & 32 2 A48 @ W N, ) S DG .
TEPBEILIEIN,  FHAESCAHE i A N PEANE B BE R LDAP 21 A ifi

Note L5 )\ NHudi e hik A Ttk A (Following Recipients) il R A Fi B & ITEL AT (Only if all
conditions match) i, 7 g & kI .

BT ERE L T BN AT BB NS, 1S 7R, on page 10.

PR 4 R (Submit).

| CEEE |
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B =
PSS AR (Users) 50 Tk ikt
What to do next
HXER
o hRATE NFBAT N AL B B PF S, on page 8
* 751, on page 10
5
FRAHERE IS (Add User) BT K8 PP, fofa) #8541
V2N W A 1855
FEELZ |UTEH [FEUTE |[EAKHE | ATEEAN  |[FEATHREA
HA A HA A (Any |(Following (Following
(Any (Following | (Following | Recipient) | Recipients) Recipientsare
Sender) | Senders) | Senders Not)
are Not)
cite |- - Lk - EHAN: ATE
CERIAD I+ Wt A
REFBEH
EEEEH# «Dnly userl@[AND]user2@
if all
conditions
match) %5
{H:
userl@,
userz2@
- cigE |- CLik e LIk e ALY
{H: CERIN) ¥ |1H: ul@a.com[OR]u2@a.com
OBRAEY ,
ul@a.com, EEEHTJ' (Only u3@b.com, lI$Z1‘-“I=A
u2@a.com if all u4@b.com [ul@b.com[AND]u2@b.com]
conditions (AN
match) %5
[ [NOT]

fH:
ul@b.com,

u2@b.com

[u3@b.com[AND]ud4@b.com] ]

| G



| eptEsng

sxEmTeuAss Az ]

- - CIEE |- CIEE - REA:
s TEHE—IRE [NOT]
/[\%'ﬁ:EEEHT]' [ul@a.com[OR]u2@a.com]
ul@a.com,
(ngmmme WA
u2@a.com conditions
match) % I ul@b.com [OR] u2@b.com
{H:
ul@b.com,
u2@b.com

AXER
o DB SRS E SCRAE AR, on page 8

ERER T 2B AU AR SRES

FEEHIS

] “HEfF5Ems” (Find Policies) DU THERI “ & 4R3KME ” (Find Policies) #7, HI48% 2 & N Eif% Hi g
PEEEmE T e LR P .

Wi, XN bob@example.com Jf i “ Ak HKME " (Find Policies) 141 LA /n &5 IR, 28 W0 L4 S s ()
5 IR IS EC ) E U o

F e S ) 44 R AT AR SRS O T

R, SURAEOTI P IR A R BRSNS, DRI X, W R AR NS A SR (O AT
SR A ASCRL, IR DLRCER A S

HEXEM
* FLEHHI S, on page 7

FEH BT A s B FU I 2P BR, T LU TR GIAM T A G AT G B SR . Ao ih i, PP LR
iR 5, T LIRS SRS P Ok K 2 B AE AT h BRI R AR ER . AR5, w] ARG H e s HL Bl
JUALRI AL ISR S, ORI A BN B . LI AT, AR ] e s AR AR
93 I BEAR PRI AR B A S AR ) 88 AN 95 20 W1 0 52 AR Sk BE A AT REE o

] LUKRE LG o BB A 7 2 A SRS SIE It 1) 7 2R E SR o R R LA s g . AR
B S 15 AR AT REPR /D BIK B 28 F T IS AT RO BE S ISR R . “ PR SR I H b i A iR
IRIFB L 2 OB A, e T8 R W Aol S

CEEE |
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Table 2: T HHFR-FHR AR SRR RE

mprsng |

BRI AT RS
EHIB A ARL AR 328 i N L

“[Marketing]”

AR E RTFIRE
2 3 35 e 14 e A b 5 18 A b A e g

FBERIRMISA T ARSI FAE NS 2 R o

[43

[Suspected Spam]”

EAWEA: 2

g
St
i

BRI fL1%

InE L. E5F

R ESE Y] IS CI S
SRR M EF

BRI A1k
IR R

ENEEEE iDL O
SR EALI M : BT

SREERERF | RSO E5F
CTPHEELRL | A B AR R 5

ATV A6 e M A 3 U i n b
“ [WARNING: ATTACHMENT UNSCANNED]”

XETAT B F FH BIS12

H2 Ffofe e S ; . :
AFRCA BRI RS PSRRI 257
s SRRSO BFIONSEE: {520 A
DDJ: “[WARNING: ATTACHMENT (S) MAY CONTAIN
MALWARE] ”
TS CURF, ARV A |, SoVPet i sl s

XEAREE A4 I B o 18 2

I B HB S Sk BIER

AT A B MRS SR A 9, LLUGHC BB AF 99 5 A R A A RIS Y A o

| B

BEERBW 0] LABEEMECF P AE A N T R R B 5 Sk DR SE S ISP 9 5 S 25 I A3 IR 1 S
AT e P SE T AR S o SR BAT 0K 9 AR AT I SRS UL IE - IS 190 SHs 2 e BT A7 S SR
DL HANE A T — NI o U RBEAT WS EAR LS AT WS AF SRS VLIS, WA P ERIA R s 55

WP

i

FIE1 B EERE5REE (Mail Policies) > B4 5k B&1& & (Mail Policy Settings).
BRI R, “ASE RN 5k A1 BaTLlbds “fsB R N7 BB LU B i 26 2

| G
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HIE2 LRI LR (Add Priority) 5 A AN M Sk AR (BAnfE sk “ RN D) SEAE LR IE A
L.
FIE3 AR (Submit) FF4R A8 75 1) 5 2
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