=R M EEE

AEALE LU
o ORI L F AR E, on page 1
o MEHE LRGN /445, on page 2
* BRI (VLAN), on page 4
* HEEMS 45 R[], on page 9
o DK W42 11 ds R AR $ai #2407, on page 13
o Pz uldn 4 S A AR AL ) ARP V2, on page 14

LIRM#EA LR E

DUOK W2 1 (R A B B AT etherconfig v 07 1) o BEAS LUK RBE FIE R AT & iy, i
PG, B BRI RE. ARE, S9N FTBCE 231, on page 1.

{&£ 3 etherconfig Zmig LA K MiEO ERINRIKE

etherconfig 4 o] F T B LUK MEZ A T (42/F) BLAGESE (10/100/1000 Mbps) « BRI
OUF, O AaE e FUCE: AL, T ReAy A S i .

)

Note fyi JfLfis Clfie il “ e A 2ede” — P SER T GUI ARSI E S (3idy 417 S systemsetup
A FEAIN T, WDER DA P LUK W22 1168 Y. CLAE B O ERCE .

FRA WA PR SRR A AF P48 4 13k T, el Y, SRR e lip 2 M 22 LRy nl 3% Q23R 5 2 5
ANEAPLIK MO (Data3 Fl Data4) o iXEeFIR4F8: 0 0] DL RRACE P RUHT4E (Data 1. Data
2 FEEED BN . 1 S M 458 LR ECA/4145, on page 2.

e U E R
mail3.example.com> etherconfig

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
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PAIRING - View and configure NIC Pairing.

VLAN - View and configure VLANs.

LOOPBACK - View and configure Loopback.

MTU - View and configure MTU.

MULTICAST - Accept or reject ARP replies with a multicast address.

> media

Ethernet interfaces:

1.
2.
3.

Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6d
Data 2 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6be
Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:

[]

EDIT - Edit an ethernet interface.
> edit

Enter the name or number of the ethernet interface you wish to edit.

[]

> 2

Please choose the Ethernet media options for the Data 2 interface.

1.

BSw N

o

6.
7.
[1

Autoselect

10baseT/UTP half-duplex
10baseT/UTP full-duplex
100baseTX half-duplex

100baseTX full-duplex
1000baseTX half-duplex

1000baseTX full-duplex
1> 5

Ethernet interfaces:

1.
2.
3.

Data 1 (Autoselect: <100baseTX full-duplex>) 00:06:5b:f3:ba:6d
Data 2 (100baseTX full-duplex: <100baseTX full-duplex>) 00:06:5b:f3:ba:6e
Management (Autoselect: <100baseTX full-duplex>) 00:02:b3:c7:a2:da

Choose the operation you want to perform:

[]

EDIT - Edit an ethernet interface.
>

Choose the operation you want to perform:

[]

MEDIA - View and edit ethernet media settings.

PAIRING - View and configure NIC Pairing.

VLAN - View and configure VLANs.

LOOPBACK - View and configure Loopback.

MTU - View and configure MTU.

MULTICAST - Accept or reject ARP replies with a multicast address.
>

2% 4%E O KR B xf /4B &

NIC FCXS AT T2 AR AT PSP B e 1, AFE A NIC 31 L3l LUK 9 s 11 (10 A48 36 452 4 B e g
SR LUK I3 1 O RS HCE UKL T, DA —A B M — A 0. iR %

]

S (B, R NIC ME G 1Y mU 2 T (R D, 6 I D AN e sREs, P ROk

o HELOIFR MG, MR B ESPRES . AEAS S ISR, NIC FoX 5 NIC 414
7 [l 33 o

Y

Note

NIC Fie %76 C170~ C190 F1 C195 WM e EASTT ] o
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nic i2sgnvian. ]

AT AR A NIC BeXt, DA 5 dsum 11 . GUEEBCXAT I, w LA SR = AN B0 g
Ho .

Data 1 il Data 2
Data 3 1 Data 4
Data 2 Fll Data 3

Jaragaray
ST T

FA B PR S FR A G AT P g g2z 3k T, iR ] [, IR AEIXEEE A R o 1] FH 42 D 3R h & 3 )
ALK MO (Data3 Ffl Data4) o iXEeFIRA4F 800 LSRR E R 448 (Data 1. Data
2 ) WX

NIC fic x5 %0 VLAN

VLAN (&2 5 URELM (VLAN), on page 4) ANAE X310 E ftif.

NIC Xt 6r &

FEQIEE NIC XFI), Ziids e T HZX 4 FR . 76 4.5 ZHT ) AsyncOS KA H 1 4 1) NIC X #574E
THR G B HECERIN AR “Pair 17 .

DAl NIC BE X 2 B (R A ] O 42 44 PR 5 IR SE 1K) NIC X

NIC B33 FA3 A AT 2 I+

UPSRAE A AR E T O RE 4 1 _F R ] NIC FoX), REEaion@bR . B30 R s &R IR 2 4 %
JE D A T R o

BT etherconfig A% 2 A NIC o 3¢
A\

Note NIC X[ 7E C170. C190 F1 C195 M4 5 FASTT A .

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
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[1> pairing

Paired interfaces:

Choose the operation you want to perform:

- NEW - Create a new pairing.

[1> new

Please enter a name for this pair (Ex: "Pair 1"):

[1> Pair 1

BEmMERE |

Warning: The backup (Data 2) for the NIC Pair is currently configured with one or more

IP addresses. If you continue, the Data 2 interface will be deleted.

Do you want to continue? [N]> y

The interface you are deleting is currently used by listener "OutgoingMail".

What would you like to do?
1. Delete: Remove the listener and all its settings.

2. Change: Choose a new interface.

3. Ignore: Leave the listener configured for interface "Data 2" (the listener will be
disabled until you add a new interface named "Data 2" or edit the listener's settings).

(11>
Listener OutgoingMail deleted for mail3.example.com.
Interface Data 2 deleted.

Paired interfaces:

1. Pair 1:

Primary (Data 1) Active, Link is up
Backup (Data 2) Standby, Link is up
Choose the operation you want to perform:
- DELETE - Delete a pairing.

- STATUS - Refresh status.

(1>

FE 10l /5180 M (VLAN)

S8 0] LUAE B AL 190 S FROAT 7 8 ) 2 e 1L i ' 2 A KR RS 3R9 (VLAN) o
] LMF ] VLAN K-

SR MERE



BRMEERE

srmEvan ]

o KIS A S AT 18 X % K o 1) S P ) D8 B K0 B 1 B
© SRVFEBLA WIS, “om 7 b L 2 k4.
o TR AT R M HEAT 22 B, DURTAGAE BE BT Nl 6 .

GOEES N E

B VLAN FR 10 o7E 3815 16 P AN M4 AR 45 % mT DU e R 42 9 S R 36 A o A1 56 L 1) Data 2
FeOE VLANT Al VLAN2 Bl'E . W28 WoR WETE 4% (VLANT) K% R W AN B e d%
WOE Ty A%, AR JEAEALIERT, DLHM VLAN2 R (Z028) Anic it

A VLAN i s 5% 2 [ (R {5
Figure 1: {£ F§ VLAN R4 W % < (8] B8 {5

: e Appliance configured
2 'ﬁ for VLANI], VLAN2, VLAN3

:|: Data 2 interface

VLAN
“Switch”
or
“Router”

VLAN1

= B

VLAN3 Sales server

VLAN2
———

Internet Finance server

X THB.E VLAN

18 VLAN

AT CAAE RS G AT B ) 45 11 B RCEE 2 VLAN, ARG “H5dln” i 537 iy DL R Rt
HSE N 5 R AT B i 1 . AsyncOS 2 %7 30 /> VLAN.

WP L ANFREE Y TN VLAN MlCE 1P #ulil. 76 E618 VLAN 43 1a] DU — > F Sk
WdE VLAN Ji &1 1P, PME A PAZE [ —#: 0 L [RHE VLAN f13E VLAN i

VLAN ] 5 NIC fic %} (ZERCKT) NIC 3248 FlE R 45 #5i& [0] (DSR) fid &1 .

VLAN 78 LL: “VLAN DDDD” & Fridifshzs “$dsim” , Hd “DDDD” 2 ID, 2K
%N 4 EEUREEEL (lHn VLAN 2 B{ VLAN 4094) . VLAN ID 78 BB A I ¢ DA 200 2 M — 1)
X ER

FTP. SSH #I SCP iJjn]

Al LAl L etherconfig iy 414 i FNER VLAN. % VLAN J5, wJLUERE “M4” (Network)
> “$%17 (Interfaces) TLNEL CLI H A interfaceconfig iy &ML B 1% VLAN. 15 1ICS BEMIAFTE .

samzRE |


b_ESA_Admin_Guide_15-5-1_appendix1.pdf#nameddest=unique_88

BRMERE |
B 539 ethercontig %t VLAN

i@ 13 etherconfig 45 < €13 Z #7HY VLAN

LEAMHIT, {F Data 1 30 _EGIE M A VLAN (%4 VLAN 31 fil VLAN 34)

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> vlan

VLAN interfaces:

Choose the operation you want to perform:

- NEW - Create a new VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):

[1> 34

Enter the name or number of the ethernet interface you wish bind to:
1. Data 1

2. Data 2

3. Management

[1]1> 1

VLAN interfaces:
1. VLAN 34 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1> new

VLAN ID for the interface (Ex: "34"):

[1> 31
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@3 interfacecontig 44572 VIAN Heiz P30 ]

Enter the name or number of the ethernet interface you wish bind to:

1. Data 1

2. Data 2

3. Management

11> 1

VLAN interfaces:

1. VLAN 31 (Data 1)

2. VLAN 34 (Data 1)

Choose the operation you want to perform:

- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[r>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

(1>

BT interfaceconfig is < 7 VLAN L6 IP &1

FEAGIH, ££ VLAN 31 LUK 8 E QIR 1P 4% .«
X AT ST e W48 5 A I G (R
mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Data 1 (10.10.1.10/24: example.com)

2. Management (10.10.0.10/24: example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.
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- GROUPS - Define interface groups.
- DELETE - Remove an interface.

[1> new
Please enter a name for this IP interface (Ex: "InternalNet"):

[1> InternalVLAN31

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 10.10.10.10):

[1> 10.10.31.10

Netmask (Ex: "255.255.255.0" or "Oxffffff0oo"):
[255.255.255.0]>

Would you like to configure an IPv6 address for this interface (y/n)? [N]>
Ethernet interface:

1. Data 1

2. Data 2

3. Management

4., VLAN 31

5. VLAN 34

[11> 4

Hostname:

[1> mail3l.example.com

Do you want to enable SSH on this interface? [N]>

Do you want to enable FTP on this interface? [N]>

Do you want to enable HTTP on this interface? [N]>

Do you want to enable HTTPS on this interface? [N]>
Currently configured interfaces:

1. Data 1 (10.10.1.10/24: example.com)

2. InternalVLAN31 (10.10.31.10/24: mail3l.example.com)
3. Management (10.10.0.10/24: example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.
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A web FEeE viAN [

- GROUPS - Define interface groups.
- DELETE - Remove an interface.

(1>

£ Web FHEECE VLAN

1] etherconfig fir &% VLAN Ji5, ATLMER] “RIZ8” > “firfefy” jO0 AT AR .

= og

BH#EREEEIRE
HEMRS5 #4518 ] (DSR) A& —Fi A 48 5 4 S B3 B LB A SR 720, DLSEAL =2 W] — B 0L TP (VIP)
(1) 22 A MR 194 DK 2 T) 1 87 2 38y 1
DSR # it 7E BRI O “ER[E17 DA R 42 1 A TP 2 15830

\}

Note 4 s o0 ST 1 67 A3 380487 AR 76 AR SO I L 2 Y

EREERSHRIEE

MR AEREANZ 5 MRS E R AT 317 DIOKR3E R H DSR. $5F 2k, ] CLI 41
interfaceconfig & ok GUI 1] “M%%” (Network)> “$#211” (Interfaces) UL [HIIH I HEFU IP (VIP)
TEFREEE L EAIE TP #2110, &5, A CLI 1) listenerconfig fir 28 GUI H ] “ 4

#%” (Network)> “fiiWr#2£7” (Listeners) UL [ 7581 1P 42 1 _EOQIERTVI RSP o 15103200 AT A7 5E 24

\}

Note fdi YBR[l 11 ml LARSS 1S ) DG A s e FUR H ARP W%

243 DSR B, LU R0 A -
BT ARG ALH [R]— KB40 TP (VIP) Mkt
BT R G A0 5 338 i g A T R — 2 e LRI 1 M I
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. @it etherconfig &v$ /2 AR EEND

Figure 2: £ DSR LI 32 #84l £ & B4R 9 55 2 8] B 6 35 4 1

E Default Gateway

*‘ Switch

J Load Balancer

VIP1.1.1.1
R e as R FEe  as
Email Security Appliance 1 Email Security Appliance 2
VIP1.1.1.1/32 VIP1.1.1.1/32
A:B:C:D:E:1 A:B:C:D:E:2

] DSR SELAZTHML - 224> S 9 5G] (1) 2 28035 1

&1 etherconfig v < BRI EIIZENO
JRLIT, BRI RS SUAFERTHE L) (1A Data 1) —REREIRER
mail3.example.com> etherconfig
Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.
- VLAN - View and configure VLANs.
- LOOPBACK - View and configure Loopback.
- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> loopback
Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable Loopback Interface.
[1> enable

Currently configured loopback interface:

1. Loopback
Choose the operation you want to perform:
- DISABLE - Disable Loopback Interface.

(1>
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&3 interfaceconfig s S 7ZEIREIEO EEIE IP .

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- PAIRING - View and configure NIC Pairing.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

(1>

BT interfaceconfig AF S 7EIREFE O L EIZE IP
FERREIEE L1 FAEE 1P 210
mail3.example.com> interfaceconfig
Currently configured interfaces:
1. Data 1 (10.10.1.10/24: example.com)
2. InternalVl (10.10.31.10/24: mail3l.example.com)
3. Management (10.10.0.10/24: example.com)
Choose the operation you want to perform:
- NEW - Create a new interface.
- EDIT - Modify an interface.
- GROUPS - Define interface groups.
- DELETE - Remove an interface.
[1> new
Please enter a name for this IP interface (Ex: "InternalNet"):
[1> LoopVIP
Would you like to configure an IPv4 address for this interface (y/n)? [Y]>
IPv4 Address (Ex: 10.10.10.10):
[1> 10.10.1.11
Netmask (Ex: "255.255.255.0" or "Oxffffff0o0"):
[255.255.255.0]> 255.255.255.255
Would you like to configure an IPv6 address for this interface (y/n)? [N]>
Ethernet interface:

1. Data 1
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2. Data 2

3. Loopback

4. Management
5. VLAN 31

6. VLAN 34

[1]1> 3
Hostname:

[1> example.com

Do you want to enable SSH on this interface? [N]>
Do you want to enable FTP on this interface? [N]>

Do you want to enable HTTP on this interface? [N]>

Do you want to enable HTTPS on this interface? [N]>

Currently configured interfaces:

1. Data 1 (10.10.1.10/24: example.com)

2. Internalvl (10.10.31.10/24: mail3l.example.com)
3. LoopVIP (10.10.1.11/24: example.com)

4. Management (10.10.0.10/24: example.com)

Choose the operation you want to perform:

- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

(1>

PO e mAriERF

i GUI 5 CLI {097 1P He1 EQULWRED . B, RIS T GUL I “Whimiis” (Add
Listener) UL Fnl AT QI 1) 1P #2100,
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Figure 3: fE373R [ IP3E0 L8 IRIERF

Add Listener

Listener Settings
Mame: I

Type of Listener: | & public
Frivate

Interface: | Data 1 (10.10.1.10/24: example.com) v| TcePort: |25
T|Data 1 (10.10.1.10/24: example.com)

Bounce Profile:

Disclairner Above:

LURCIINIIET LS W D QUGS QUULE L HIER S SYE UOGY,

Disclaimer Below: | [nNone v

.O."s?"a.'.".-’:m1 text will be applied below the message hody.

SMTF Authentication Profile: | | None s

T
Certificate: I’Eystem Default « |
b SMTP Address Parsing Options: | Optional settings for controlling parsing in SMTP "MAIL FROM" and "RCPT TO"
I Advanced: | Optional settings for customizing the behawvior of the Listener

plBLBln s Mo LDAE Server Frofiles have besn created, Frofiles can be defined 5t System Administration =

LOAR
SMTP Call-Bhead Profile: | mone v

\ = =] ~ -

Y NTEIN PN =R v
BCHEAR 67 (MTU) S LUK I FRBE S BB . 7T LA etherconfig fir 4 (G LA %
P MTU. BRIAF) MTU K/ 1500 7797, 3 UK AT U 1 B K MTU
BmiRE: O MTU, AT LR 415
mail3.example.com> etherconfig
Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.
- PAIRING - View and configure NIC Pairing.
- VLAN - View and configure VLANs.
- LOOPBACK - View and configure Loopback.
- MTU - View and configure MTU.
- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu
Ethernet interfaces:
1. Data 1 mtu 1400
2. Data 2 default mtu 1500
3. Management default mtu 1500

Choose the operation you want to perform:
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- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.
[1> 1200

Ethernet interfaces:

1. Data 1 mtu 1400

2. Data 2 mtu 1200

3. Management default mtu 1500

Choose the operation you want to perform:

- EDIT - Edit an ethernet interface.

(1>

e B HER U AT ARP &

TEINAT T4 58 I B2 I AR 4o & 41 F b ik 1Y) ARP N2 o {1 MULTICAST f-ir & F & M D) e
AR 75181 5k 2 ) g IS D S B O 5 32 B 2 2L i M ik ) ARP W 5

mail.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> multicast

ARP replies with a multicast address will be rejected.
Choose the operation you want to perform:

- ACCEPT - Accept ARP replies with a multicast address.
[1> accept

ARP replies with a multicast address will be accepted.
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