Wiz

IS8R A5 H RYHR

AEALE LU
* #%i&, on page 1
* AR, on page 2
o 0 HISAE T T AF AT 4 B A | on page 4
o FEMBAE Y G 1 C 5 B AE 1R, on page 9
* JF44 3] AsyncOS 13.0 & S fiRA, on page 18
o IMPRMEFE# RS 2, on page 19
o AA MR R R HBAR 12 52 7R 4145 5., on page 19
o HBAEHM RO HERR, on page 19

ISt W S X AR 2 A B G A FREA T AR ZhmE o 48 AT LIRS R S G B o Il i LR
J7AORAN KA«

* 4 AMP [7) S IR B AE P 0SB W T BN B Zh B R R 1

o AR RSP EREA L D8 23K T2 R AE R MR
SCAFAEAT AT IR AR T AAR S (1, RIME S 2 BE A AR . AMP AT LLUURX — ., 87 A4S S5
B, I HES G W I B S IR MR O o S8R LUK IS 19X S I F DA A B A B e S P IS £ S

PEAT AR B, SR PRI “IEER 7 SOy “RE” I, ST DO SR Y DG B
MR N ISR FF IR o

ST DU “ IR EREE” (Message Tracking) UL THI K8 2 FIAN R CUAL 26 21 P WS (A As k.« R4
EREE” (Message Tracking) JUHI & — N0 'E, ATH TR OALIEBIRFE a4 . WFRRE R
W AT U RN IR, I N FH X R AT B

HIB A2 194 DG ] OGS BA T IS 032 Hh R IR AR AT AR (R a3 -
* Microsoft Exchange fE£k — 7E Microsoft Office 365 4L HIMBAE

* Microsoft Exchange P {ffiiffi# - 4<Hh Microsoft Exchange server

g aomse
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 RAE/ZHPHCE - {F Microsoft Exchange 71 £k Fl1 Microsoft Exchange P4 37530 2+ Fic & 1 S 46 O
HE

TR

HRFE B A E TIER

Microsoft Microsoft
Exchang Exchang Multi-tenant Deployments
Onlin On-premise

Check reputation of the

lessage wi
attachment reaches the ‘ attachment
appliance

Verdict Update: Attachment is
malicious

L R AR IS PFoH 3 AR A X O o

IS A oK A0 28 LSO B IR S5 2 LADP A B R O£ 25

PNILAAF S RS A4 ) RIL BN MBAF I o e by 22 R BAR A

IS DX oK S AR U A 2 L e N

Zeid— BTl JE WA R SR A SE SO AR 26 2 R A5 a0 P B o o P
- WBPE RSO BE B AR AR (KM AN R SATICE M8 R k.

RN TR

Microsoft Microsoft
Exchange Exchange Multi-tenant Deployments
Online On-premise

Message is Perform
delivered to the remedial
recipient action
Searches for the message to

be remediated using the
Message reaches Message Tracking Filter

the appliance
= —0—> [>T« —O0—
Email Security Applies remedial Email
Appliance actions to remediate  Administrator
malicious messages

o o~ wbdPRE

IS 35 S 4 5 o

WA LB WA N

B BB SR ER O PR AR AR R AR WA N IR BB F o

P DHSCA N BRI R v e 3 AR S S AR A R A

A wDbdpR

B A FE R ROHR A
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BB 14 ) KN fRT A T B sha R AE

e mmmnmamigze

5. WP RO SO0 B B AEWCPE A A A (R B A Fh AT TC B2 (R S 41

J

[ Appliance

succeeds

|

the chained profile until the action

2 N

)2
Gl

Tenant 12 Tenant 2: ||
Microsoft > Microsoft
Exchange | Exchange
Online On-pramise

= =

2 =

a

&

]

@

2

@

%

& @

<] £

w w

& @

k] k

-] E

@

E

g &

@ @

= 2

= =

= -

& k3

Fails

Remadial
action fails

e—

- Stop

More

2
wm
&
}% tenants

& liance Appliance |
determinas the Appl pplia
Appliance recipiant checks for the collects the
r:acswe:ta addresses 1o donjams to profiles b‘?ﬁ_ad |
v:dzgfﬁzm“;:a _> which the —) which the —) on Idha recipient |
AMP server mliciois f:;lﬂlalﬂ OI-r::laltﬂglh
attachment is AANBEe. i 3 e lbdoted
delivered balong profiles |
L L : = .
Appliance attempts remedial actions Yes Appliance
using all the profiles configured in E checksifitisa

chained profila

\LNo

Office
Appliance 355 Microsoft
checks the Exchange
profile type Online
mailbox

On premise

Microsoft
On-pramise
mailbox

.

Falls { Appliance attempts
remedial actions using
< Lhe profile configured <

for the mailbox

Appliance
remediates the
message
successfully

1o [T HEZ AN AEY FH A A BR o D s AR R ALK I T MISA Fe s oo
2. [DUHFHLZAIANROME] F 38 EE RN RO S 6 SR Y FH b R A o

3. [BUHT B ShANSUEAE] 24 B R SCH 2R B A ISR = IR S5 2 (iR

JABHRAE AN RO FE -

BIIPEAE R, BRI

4. (DU A BIANROBAE] WS AF 100 SCRE A 5 R T IS A% 36 80 1 S -t e o
5. VK AR VU A Mtk BT I e A sk
6. MURCAE NI, R 9 DR WO AR SRR ™ G S A
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™ G SO SCBE 3 T T BN I AT B ShAMRORAE IO HE AR B B AR B I e S
PEIERE SN B NI, A BE S AN R A F IR 1
7. WA I SR A, 1 S 4R P P S A

o [B0GE ] TR A s A0 FE ) A SRR B SO, R 9 5 2 2l A P e e S P )
AT IR ™ BE B SO RAT AR AT

BB E A2 2 MK BB SO o A SRR 5 B A1 B AE 22 B8 P A7 AE A
W a2 G S G B SO DA 5 A B8 v DA WS 2 SCIRI P AT IC SO S X G AR A
FEBE A SO A N ™ C B S AU SR AT b Rz o

o WRASZFEATC E SCIF, WM S H AC B SR AL, T i 72 Microsoft Exchange Online
fic B SC I8 & Microsoft Exchange On-Premise Fitl & 3044

8. IS I S et Y R PR C B ST T AN SRR AE T AR

\}

Note (i T FhJsiIAl, WSARAMNRCATRE S RN, A RVEANME L, IHZ BRI AN BOSRHER, on page 19,

HXED
* XF Microsoft Exchange Online S 1 (1M AT 4Rt A, on page 4
* %} Microsoft Exchange On-Premise HE4 (1 M {4 P AT #h K4 4% | on page 6
o SRS IR MBS b RS B A T RN R, on page 7

Xt ERFE AP RV ER BT RN RAE

ST LIORE LA HSAE 858 v B8 B P R A T R A«
* Microsoft Exchange Online (Office 365) - #unique 1030

* Microsoft Exchange On-Premise - #unique 1031

s WRE/Z P - #unique 1032

Xt Microsoft Exchange Online BB 58 # B BB A0 T T4 3R 1E

TT LUK S A7 Do S DAy 0 P P AT v FRT I AT b R

W RIS 412U ] Microsoft Exchange Online 7 B SR, WU AT LS A 94 SCHC 4 728Ul )t B 50t
X AR BB PR T A BIANRAERAE o B, S BEPRRARN “3ER 7 O BRI, RTEL
R IS A S A AP N IS A PP B3R S

AT LG CARSE R MSFS (ST T s AT ARt Bl MEasfte AP (0 2 B3 T DL i
SRR L B8 A AN L ISR v R PR T AR A

B A FE R ROHR A
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B

H0{A*F Microsoft Exchange Online H5 75 o A BB 1B B 4P FiR4E .

* WA} Microsoft Exchange Online HISAE H R I A B & 4 R4, on page 5

an{a %+ Microsoft Exchange Online HB58 & A BR {4 BC B %) #R1E

TR IR

ExER

AR

£ Microsoft Exchange Online HJS 4 H #h il 14
(AT 3245 F, on page 9

PGB A v E M N Azure AD (Azure &
PRI BRI

£ Azure AD ERF R A HBAT 9 SGEE T A T,
on page 11

FERSAE 9 5% L8 FIK P B

FERB A P9 2 L e A MR
FEHS ARG F A IR 7 ¥ &, on page 13

TEMEA: 1 ¢ B Office 365/ 4 (Graph
API) AR 7 C A

o FHPHIEA 61 g Office 365 ML & S0, IFTE
IS 0 5% 5 SCHBATBE

FETTURZ T, ST R A

* NS EHIME - 7 Azure BHL) P Ly
JUFEC S F FR %% 7 sty TD FIFRL P D, 152
[ 7E Azure AD R80T A W9 S MRy
% 1, on page 111{20 5% 9,

o XFFEETR U AT, TR
ek

* pem HAPEBRAY]. &FMN %
AT IR

 WEHFR4L ($base64Thumbprint). i#
ZIAAE Azure AD _F 55 (1) B3 1 9 S5
M N, on page 1112538 8.

o RIS A I A, TR
15 Azure B HR] 7 FA0EE IR AR U
YU S AL Azure AD X
TP A 9 G 4 Y. H, on page 111

WK 8,

TS [ B I SCPT , on page 14

IIHCA T NS4 1% W 21 Office 365
BB S

IS LA N B BT ik, o0 122 ek ok o5 1)
Office 365 Ik L & SC -

TH 2 A S 20K i B S | on page
16,
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. %} Microsoft Exchange On-Premise H#8 F AOER 140 1T IR AE

TR R EXER
£645 [T B B ANRCIS A PR S5 AR IS R SCIC | A JISA o C B2 B AE 1) B B4R, on page
BOATEEU A A AR, kg | 16

2R BB PAT R R AR

E [T TR ZAHNREMRAF 1A S 104 SCHC B | 2 M b 14 2 AR, on page 17
XA IE S i 2 R I T 3h AT b
£ {67 (N

%t Microsoft Exchange On-Premise B} 48 5 B BB 30 4T %0 F 321k

ST LUK S PF 9 D% i 4 Xt Exchange PN 8 EEE IR 5 2w PR ISR FH A BSPERAT R0 R. BB AF T DA
WG F ARG AR LA A8 S BR i IE A T Bl b

HISH W9 &AL HAT impersonator BURR KT K5 U5 1) Exchange P #BERSE HIAT,  JFXTHEPFSAA T #b Rt
VE o REABINAE MR F 199 5% ZETEHE 2 PR A A2 4 55 L Q3 HA impersonator AR ATIEH K, Jf
X B PEREAT MR

\)

Note  JTR| 96 1iF AV AJ 7F Microsoft Exchange 2013, 2016 A1 2019 AT HRAE A &R

HF
* WA} Microsoft Exchange On-Premise HIS4F 71 1% HS A FC & 4 Ko EAE, on page 6

4N{AT X+ Microsoft Exchange On-Premise M58 5 B4 B E D B %M IR 1E

AR IRAE EXER
F15 EEESNIlE /e G fE On-Premise I/ ANRURE P (TR B2 46 F,
on page 10
g2y FEMBAE Y 5 1 I8 FR 7 B FE MBS 4 2% 1 IS AR o

FEMRAE R G s K 7 3, on page 13

E3Y FEMSAE Y ¢ LG B 2R R ke BE . | O 7 HSAR €% On-Premise MU & 3CAF,  JFAE
At HIS A 9 5% L 5 SCHISAH ¢ B o
TEFFARZ AT, RIS A

* impersonator H1 /7K 7 TEAH{F B

© AHLBEPEAT B 55 % 1 BN LA

BRI BCE S on page 14.
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| hsnsaheom e
eI N o e T |

TR R EXER
Fa45 IR NI R 1% 5 1] On-Premise | V8 ISCAE A HISHS P e O3, g 12 21
P P SR YA P IO  E S A
THZ DR WL 2k 7 BC B SCF | on page
16,

£58 [T T B S AN PR S AR IS I SCIC | 2 ST o C B M1 B B4 i, on page
EHOATEEU e A AR, gy | 16
IR Z R IR PAT R B A

Fed (DU FHLZ AR E A B SRS P ) | 75 SRS b 2 AR, on page 17
HISH E AR

Xt iR & AP E L BYERFE B ATER A TR ERAE

T n] DARC A A 194 DGR VR 5 A8 48 2 B2 AN A AR P b (R RS EA T bR, i, dn SR B 420
IELEH B AE M Microsoft Exchange On-Premise i %] Microsoft Exchange 7E£E, W2 7E Microsoft
Exchange Online fil Microsoft Exchange On-Premise H1 ¥ H34H, BRI 5CHCN 1. B4R ] LA b g
PERISC B BN AT B EH R P A S R e s T B A R

LA BN AN AN RIS & I 1) 2 AN HBAR BT, E O R Ul B S, BN B S & TIRG
B L I AT P C SO W SO N B B S B SR IR s SCT A I DA A A
S AR HB A I S 2

2 HEAE R G EIoR B AMP IR 45 #5 (FEWIPEHE I, B8R Sl d e B Qe B S s U S I
e, AR G B S AR AR R RN I B ST A R A

BEF B HE R AR CALIL B WSROI MR, WA “HBATERER” (Message Tracking) iy s . #8n]
DA FH O RS B AR R, PO AR A, T RE B4 ARt A

Bx
* WRDRTE A B AR L AR AR BRAT B SRR AT, on page 7

SRfAT AR A ERE L RYERFE TP A ER AT B SRR

TR R EXER
£15 BRI i PR AT B B AL 38 2 il AL X Microsoft

Exchange Online 1 Microsoft Exchange
On-Premise HSFTHAAT B SNSRI 1T A T
%At

WHZ W BT 4, on page 9.
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gainss b aopes |

TR R

EXER

B W 5233 R Azure AD (Azure &
HITPD ERINH .

1E Azure AD _FRE A8 RIS A 19X DGy A I3
on page 11

FEMBAE P2 1 I8 K B

FE RSP 4 5% 18 P IS AR o

T Z B AR OC F 3 K P &, on page
13,

IR/ 2 ML 8 ) A IS 1) Ak
JECE AT

O P S Qs 7 BC B SR, T AEIBAE
Kb SCHBFEBEE -
FEITUR 2T, s R A

* LUFSHIIME - 78 Azure B[] EE
WS %5 7 3 ID FIRL P ID. 152
[ £F Azure AD K348 (1) IS2E X R 0
M, on page 111255 9,

o X PR AR PR, TSR
NSH-

o pem K MIEH Y. EHM T %
Sl A5 HOUE

* WEPFRL ($base64Thumbprint). i
ST Azure AD KGR IR A ) 5K
FEM NN, on page 11155 8.

o W THRETR wE HREAE, TR
7 Azure & TP EAEE I AR B
/A YUE . WS AT Azure AD LN
TR M 9 S ) A4 S L on page 11H)
LI 8.

* impersonator H K-S FEAI1E & .

o A H A AT R 55 2 1) LA

T 2 [ ) K 7 O E S, on page 14

Ol g xCle BT

Qs e A C BSOS INIR £/ 2 AL 28 )
P e & SCf .

2 [ O 8 e UC & A, on page 15,

AR AR R LS 21 e
LA

AP E N HIFE BT PR3 PR 2 21
AU S

THZ A L 2K P E E S, on page
16,

B A FE R ROHR A



| btz ot
e reswaitg |

TR R EXER
TR [T B B ANRCIS A PRE S5 AR IS W S | A JISA o C B B AF 1) B B4 R4, on page
BOATEEU I A AR, kg | 16

2R BB E AT R R AR

£8% (IO TR AR 0F AR TR | 75 WA PR AN EUE T, on page 17
23

e IHMLT-HBEJ:EEEEHB BN

HI$E 4% 1F, on page 9
* {E Azure AD KRS IR A W9 G A W, on page 11
o FERBAE PG E S FIK B on page 13
* QUK L E SO on page 14
o R AUNC B S, on page 15
o KBS B0k G E SO on page 16
o FEREAE L E BRAF ) F 3 MR, on page 16
* TEHEAE T8 R ATFMROE LT, on page 17

RIHE &1

* {F Microsoft Exchange Online HE4H 14RO T4 454, on page 9
* 7F On-Premise K /" AR RCIE A IR T3¢ 454, on page 10

7£ Microsoft Exchange Online %8 B & BB B BT IR 55 14
o [ BRIIHT E B MR - SOIFAE 28 0 55 R0 SO0 1T I 25 1R 2 6 25 41, on page 9
* Office 365 i/, on page 10
o AN % P I # IIE 15 5L, on page 10

M EERS XSRS RITIREE A

\)

Note 7y i/ IS4 v ) IS BT H R AN RCBRAE I, AN TG B SR 2 IR 45 A0 SCAR A3 A7 TR 55 h e 2 9.«

EEON P ISR P O S P A ) Sl R A R, T DR IIAT -

| g aomse
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B office 365 11

o [0 B AL P9 SR o SO 25 R 45 R0 SCAHE 43 W1 A 45 R T R 55 o
o ZEMRAE 5 bR T SCHAE BRI M SRS o 1B 210 SO 2 1L g8 S - b e
Office 365 Ifft =
ARSI A B B E R ST E T 3 Azure AD BT LA Rk 7

* Office 365 1Lk /™
o 5181 Office 365 ALK ' LB K Azure AD 1] H

ARVEN, HERREM Office 365 & LI .
LEBEEFHERIERHR
AR Office 365 55 5B 1M X2 IR IIRAE , SEAZRBAT UL AT 2
 NTE Azure BELT T LOUEE N AR BUR PG .
« LURAIF R — BB A8 A2 BEUASZE IR CA SREGET .
T HA

« KH ert 3 p12 A AEH . 1 DR emailAddress EE A Office 365 45 Bl 53 I HBLFEHu AL (

<admin_username>@<domain>.com )
* KM .pem #XIICIAY], BPIRAD 2D 2048 £
A\

Note  Jbp A A S RF i BRI AA A o

HREAME R, W20 hitps://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/
211404-How-to-configure-Azure-AD-and-Office-365.html,

£ On-Premise it = FR &P OB B RTHE 5544
o (AN BRHBAE F BhAMR - SO 28 IR 55 R0 SCA 93 BT IR 45 14T D) RE % £H, on page 9
o (H[¥) S A Microsoft Exchange Web i 4% (EWS) 1iF-1), on page 11

* F5 H 7 3 Impersonator i 4, on page 11

MHEERS XSRS RITIREE A

\}

Note /i = IS A v (¥ IS AT FR R RIANRUBRAE I, ST B SR 2 IR 45 AN SO A3 AT IR 55 Th e 2 .

S F P A A KB C B MBS F S AN RO AR, TR DR A IAT -

o [ MR Y SRS I ST A & H&%ﬁﬂlﬁﬁ\*}ﬁ&%ﬁ’]wﬁé%
* FERBPER G LR T SCAHR S M AT D RE . TS SIS é; REYEMISCAT T o

B A FE R ROHR A


b_ESA_Admin_Guide_15-5-1_chapter22.pdf#nameddest=unique_134
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/211404-How-to-configure-Azure-AD-and-Office-365.html
https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/211404-How-to-configure-Azure-AD-and-Office-365.html
b_ESA_Admin_Guide_15-5-1_chapter22.pdf#nameddest=unique_134

| #hsbnsachaine
(A1) S Microsoft Exchange Web AR %5 (EWS) iE .

(A[iE) S Microsoft Exchange Web AR 55 (EWS) iEH

RIS AE T EWS IRZ5 0 Microsoft Exchange On-Premise IR 2525 L A# FH B ZEUE 1S,  TUDAZ00KEUE 15 A
Microsoft Exchange On-Premise k4525 F A ZIHEAE M S . ZFRANUER, ESHIFAUET.

1% F PR N2 Impersonator &

R4 X 4 ] LA impersonator AL H 7 K52k Ui 7] Microsoft Exchange On-Premise HEH. HBLFAZ
P B 51 ZNAE A HE Exchange %5 %% LA —AN HAT impersonator SF AL Pk o B4 W9 S A
S FH P i A RIS A o PRI«

Procedure

PR QI AU H A3 impersonator FEAR T K o IS 4 A FH H T 7 507 el MR A ISR AR
HE A o

IR 2 H A 51T UE 5 5k 1] Microsoft Exchange 2 il I bR S 1

PR3 FNENR > EERAE.

SIB 4 QAT %M BC "Applicationlmpersonation™ i .

WIS K4 H L impersonator BB 1 FH K A8 Ik e £ 4 1 18I

7£ Azure AD _E 15 12 BY BB 1 W 5 E M A 5z

Office 365 JIx 4514 F Azure Active Directory (Azure AD) S At} FH J* MSAH 1K) 2243 U7 [ o AT 45 1) S A 1Y)
KAEM i n) Office 365 MBFE, AAZEH Azure AD JF MHEFIHBAEM G & . LU T 2 Azure AD
TR OCT7 EEpAT IR D 3R . A7 TR, 17 2 Microsoft SCRY  Chttps:/docs.microsoft.com/
en-us/azure/active-directory/develop/quickstart-register-app) o

HEETE
AT 1E Microsoft Exchange Online HEFH AR IBLF 1) AT $2 25 £F, on page 9 i (14155 -

Procedure

PR T Office 365 V45 Ik 1 R UE S % 3 Azure BB ] ).
IR 2 Reopr B S I 2185482 2 Office 365 1T I H &1
$IE3 SHIENMEM > FEM LR IE N .

W4 IRICHN I, R

o 558 NI A4 FR LB A6 00 S KR Ak 7 2R 7
o CTEE) TEHE Web NEFIZERY, $RALHT ™ w] ARG I IR F 9 1K) URL.

FIBS ECN TR AR . Al S E R B AP AXBR (APl permissions), R )5 il in4BR (Add a
permission).

| g aomse


b_ESA_Admin_Guide_15-5-1_chapter30.pdf#nameddest=unique_1051
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app
https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-register-app

gainss b aopes |
B %= Acure AD Lo R 2 PR

HIE 6 1%+% Microsoft Graph > FZ PR, /0 LA N AR :
* Mail.Read - BZHUITA WSAE 1 (1S £
* WEA . ReadWrite - B N FTAT HIAH (KBB4
* Mail.Send - EAMEAT ™ (177 AL MR AF

* Directory.Read.All - M\ Azure Active Directory " zHUH P 8RZH (5 B, DLK HAEfifi A2 R = B35
P % [f) LDAP i %54% -

BT BT RO R RS A K SR A B .
HIE 8 WL AT LU AT AT 25K~ Office 365 IR 5515 B AE ¥ 5% 2 1A FR1H A 22 42 -
* NTE Azure BB ORI AR A b B B
Note ffy (i &2 & P it S B (E, IR AE SR 45 5% Azure BB ] P AN TR R4 AE
o A8 AHUE - o ) B R AT R T N o AT B R PR
a. i /1] Windows PowerShell 27775, MASHIE P 3REL spase64Thumbprint $base64value Al
skeyid (M. WM LL P, 78 Windows PowerShell #7545 1, AT & APHIE 1
Hak, SRIFIEATLL N A%
EN Y]]

$Scer = New-Object System.Security.Cryptography.X509Certificates.X509Certificate2
Scer.Import (".\mycer.cer")

$bin = $cer.GetRawCertData ()

$Sbase64Value = [System.Convert]::ToBase64String ($bin)

$bin = $cer.GetCertHash ()

$Sbase64Thumbprint = [System.Convert]::ToBase64String ($bin)

Skeyid = [System.Guid]::NewGuid () .ToString()

IEAT LIk A AR, IEATEL R4 LUBICE TR {8
Skeyid

S$base64Value
$base64Thumbprint

b. sl “CVEMIN Y Bk 2D EAS DB, FTI R H I
C. TEEHICAZHEMSF, HLLUT JSON & #2451 KeyCredentials J& 4 :

R fI

"keyCredentials": [

{

"customKeyIdentifier": "$base64Thumbprint from step 1",
"keyId": "$keyid from stepl",

"type": "AsymmetricX509Cert",

"usage": "Verify",

"value": "$base64Value from stepl"

}
1,

-
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wnumxraakags [

ELEH/‘] JSON ’f’tﬁ%H‘EVEEP ’ Efﬁf%)ﬂij/':g% a EP%E?%H/‘]{E%?% Sbase64Thumbprint~ $base64vValue *D
skeyid B WAAERAT T NBEMA

FIR9 M Azure AD VEMERIBERS, TR IR “HEE” GRS T Azure 8 PR AR EGLL R TR
HEEPSE

o & 1D
o FLAID. LS ID AU B 5 BTG URL F#B ] (. 40, kol E#H 9 URL .

* https://login.microsoftonline.com/abcd1234-bedd-469d-8545-a0662708cbce3/
federationmetadata/2007-06/federationmetadata.xml

* https://login.microsoftonline.com/abed1234-bedd-469d-8545-20662708cbce3/wsfed

* https://login.microsoftonline.com/abed1234-bedd-469d-8545-a0662708cbe3/saml2

EXFEGLR, F2 ID K abed1234-bedd-469d-8545-a0662708cbe3

What to do next
TE MR 5% s FK 7 3, on page 13

EEMEM X ERAKAIRE

HEETE
iR
o [IHRFE B BhAMRCRT 22 LR M OC F R I SCHAE B AT DI RE o 15 2 B8 SO A 2 i D8R0 SO 4y
Mr: o
Procedure

W GBI G

$122 S RSGEE (System Administration) > i A& & (Account Settings).

PR3 riii/BA (Enable).

$B 4 %P BRAMAIRE (Enable Account Settings).

WIRS (AT A A 9 SCHE RIS AE LG A4 T R B K 22k . (H 2000 1 3] 5 22 [8] (1) 34
W6 (A Ih) NS BITR A WIS A 5 M 55 455 B IF - IS A 9 G I A4 IR AP B . {BLAL 250 15 $1 90 2

[ P B
PERT (AR H NI B A AT e 55 as BRI AT W DG S A AP B BB 200N 15 31 90 2
NS

TR 8 FAIFHINE L

g aomse


https://login.microsoftonline.com/abcd1234-bcdd-469d-8545-a0662708cbc3/federationmetadata/2007-06/federationmetadata.xml
https://login.microsoftonline.com/abcd1234-bcdd-469d-8545-a0662708cbc3/federationmetadata/2007-06/federationmetadata.xml
https://login.microsoftonline.com/abcd1234-bcdd-469d-8545-a0662708cbc3/wsfed
https://login.microsoftonline.com/abcd1234-bcdd-469d-8545-a0662708cbc3/saml2
b_ESA_Admin_Guide_15-5-1_chapter22.pdf#nameddest=unique_134
b_ESA_Admin_Guide_15-5-1_chapter22.pdf#nameddest=unique_134
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B cexrmsxs

What to do next
B K ;i B SO, on page 14
MK B E
U I SO s SIS DY D34 42 2 ISR e 0 (R MR AE 2258, FEAE A v i A2 1 B 1) 5 Ay 0 3 I A T
FhRHRAE .

FEANACE SIS IE S AL ARG . R AR 2L Z AHRAT ARG WA 2O AN Bl A
BCE SO, AT QL B SRR S TR K . EE, R AT T i 2 22 A0 P B8 S o i 4
ST Y PR A BCEL SO, JFAE B AR C SO I A T G 28 s K B A LA

HEETIE
T PR

s MK RE. SR G FJE K~ &, on page 13,
* Microsoft Exchange Online JIi 45 %% 5, Microsoft Exchange On-Premise JIi 45 2% " (045 25l 2F s bik
* fit & Microsoft Exchange Online ik /' 8% Microsoft Exchange On-Premise Ji /' BT 75 1 544 .

Procedure

P GBI G

$1B2 S RSEETE (System Administration) > P& & (Account Settings).
PR3 s tEMW P B E X (Create Account Profile).

PR A AR E A 2 FRFAA o

WIRS LA IS AR PR SRR

+ Office 365/Hybrid (Graph API) - P 10 LKL E 7E Microsoft Exchange 7E£& 52 (B4, I
BNCLUR LIS

* fE Azure B BE )7 _EVENRIN A % ID AL ID.
o PELUME TR IS IR 7 i SR IR
iR B A WPRILE UM AL Azare B BT/ AR BRI N () 25 ) i 2 )

s BPURIER: EFRIIEN, FAUEB TS0 ({4 Sbase64Thumbprint) , ARJ5 sk
X% (ChooseFile) LA .pem #% 3 _EALIE ARG

* Exchange On-premise - i #£ I 16 1 DAL E 1 Microsoft Exchange On-Premise i3 8 [FHEAR, -4
)\LJ\‘F:[;];?EH{%‘/%\Z

* i N FLAT impersonator FFALH PR S P A RV RS . AOCEEANE B, ISR I
Jn % Impersonator ffi {1, on page 11,

* %1 X\ Microsoft Exchange On-Premise It 25 %5 1) HL4 .

B A FE R ROHR A
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Note 1 SRAGAL ] (12 22 ML B8 S I e, JULDA 200 B SR B8 A 2 (R LA

FIR6 AR R I 75 1T LLER:F] Microsoft Exchange Online 5% Exchange On-Premise A 455 o
a) miiiliki%E#E (Test Connection).
b) M AMBFEHAE . IX 022 Microsoft Exchange Online BY, Microsoft Exchange On-Premise H' 7 44
M A Mk
c) ik iERE (Test Connection).
WIRIRAS, AR DG 2 77 T L4 2 A IR 25 745 o
d) 4. ST (Done). A R BRINHEHEER, 5 B IBAR AN RO SR, on page 19.

TR AN .

What to do next
o Qs N B SCPE | on page 15
o B SRS 2K B E S, on page 16

Bl s &
A SR A S L B A O PR TR RO, A AT 5
HE T
RS TSP L N T A B S

Procedure

W GBI R K o

HIE2 i RGER (System Administration) > M A& & (Account Settings).

FIR3 Al el UECE XX 4 (Create Chained Profile).

P A N E SO SRR .

PRSI T s B e S N 2 N B SO bk B B SO SRS INEE 2 G E SO, T sk B
Bt & 3214 (Add Account Profile).
Note o SE DA SR A EE A I ARG A T SO DA IR 304 7 R DL 56 R o e S A

o ST DALEMBPEM 5% — i 2 ) ToA i UG B S0k

o BEANEEIUC B S0 B 2 AT LA I 10 ANk ™ e #3CF

TIR6 FLAIFHIA T .

| g aomse



GO |
el e

What to do next
B S i B 2 B E SCAE | on page 16

1 1T AR 5 B ¢ 7 BC B ST

B ZNTRE SCHCAE N SRS P I R Aske AR, 220K IS5 280 BRI A1 X S P RS v B e i 1 5
(G

)

Note o BT DAZRAR SRS, DR HTIAS N B T B0 A S A
o O S AR HATE— 1k o RS B2 — P SO (KA RE AN 21 55— N BC B

HEETE
Uik NI C R PR e SR | I e O L B

Procedure

PR GERBIATM G,

$IE2 S RGEEIR (System Administration) > T A& & (Account Settings).

$3 532 8RS (Create Domain Mapping).

P A NIL SRR A o i DR ST BT, BN ALL .
HIRE LT B G E SO 8 ] LUR B S C B SR B

FIR6 RTINS .

What to do next

© FEHISHS P E IR AE 1K) F 3h A BURAE, on page 16
* FEHEAS AR R AN BUELT, on page 17

FEHRFE B B B RY B SR SRAE
A\

Note Ju SR 4y IS o (¥ IS PC 52 A 11 Bl Ah RO AN RO, 1T LA T P BR.

HEEIE
TR OR CR T IBAS B ShANROTAE B ERCEIR T BEE . IS AEMRIEC 28 AT ™ ¥, on page
13,

B A FE R ROHR A
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Procedure

FIB1 EFEERESRBE (Mail Policies) > £ NEB{E SRS (Incoming Mail Policies).

F2 RS K SRR B R #P (Advanced Malwar e Protection) 41| i SEEA T 15 240

HI2 3 k2 FAHRFE B 3h4M & (Enable Mailbox Auto Remediation).

WA 5w A T ORI, 0 RIR S B A IR AR AT BB . AR IR, R R A

WRAERAEL

o R FIFEAMBAE I o PRI TR S R I B A R g AR e T, B A O
o WHIBRMIS A o 345 st T m DS 28 FH P (IS v 7 A I 5 S8 2 B AR R S 2«
o BRI E L I R AR A o 6 R I 36 T P K T R PR (R S A4 R i o P (4B
R RO I IR 2 F P IR HBAR TPk M Rz e o

TS SN E L

What to do next
X EM

o IRPEHBAR#M R Z R, on page 19
o A MBI R R b B SRR 12 52 4045 2., on page 19
o A #M RO EHERR, on page 19

FEHRFE PR R AR AR

HEETE
* IR TR HIRA B S AbBOFAE MR RS0 R EIK T ¥R . TS AT 5 EE ATk B
13 0

o FEMBAERI G 1R MR ERER . 155 B 5 TSP ERER o

o WERE AR RS P B EREE AR 2%, 1R CAEFTET BRI 5% LA H T trailblazer i 1 A1 AsyncOS
APIHTTP %y 11, Ff H AR 22 4 MR Web 4 B85 0T LA 1) 1% trailblazer ¥ 11 . 41 4245 H] trailblazer
g 1, E DR R A HEPERT Web 8 BEES W] LAY Il FLE IR A 19 5 E () AsyncOS API HTTP iy
1,

AR R LURRLEHE R S HT Web St P AT LU R PR

| g aomse
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gainss b aopes |
. F+48 %] Async0S 13.0 & S kA&

UK
SR Rl v s SRR IS TH Web FHi Efg “ulikt 17 (Try it!!) #E#%. 2SR U5 2T

Web I EDEH P 5t (GUT).
$I22 L ERER (Tracking) IR

s TTER 4 (M essages) IE IR LAAE/MERGURVEE . A GRS S, 1525 728 Web F il L1 20
o

FIB A GBI R, YR 2 ] LLIEEE 1000 BRI . 8 H BEAMRAL T CAL IR S R BB 1F
PS5 midi I (Remediate).
FE6 AN FHIELIE
o BTN AL AR EE A% B
 JEFELL AT R RO A
o WHIBRMISAE o 3256 b I ] M g 28 FH P PRI IS v 7 ) I S8 T S A1
o« R B AN EEA LIS ) BRI A . e I R R R et e L
B an s B L

o BB AR B AN LS () 2 BRI IRk, SRS I ERAZ ST o LR ERE TR R
R K g fr e T (BB PHE BE 5) , IF ERZ ™ BRIHIAR rh K A B 2 B

PIRT s A (Apply).

sk “NH” (Apply) Ja, EATUATE “HBFRERER” (Message Tracking) WLHIF AT 1 A G 4D RUR £ IK 7S
(Remediation Report Status) /N AT LN RAS B AR AS A2 R FPIR A o 2B kb R s
5, SN EEEEMIEE (View Details) i xR 1, DUE AT B A RS 3.

\)

AR e LU SR RS (Reports) > “H RS 7 (User Reports) > “ MRk 7~ (Remediation
Report) Jf i i BRFE 1% Z F0%M 5 (M ailbox Search And Remediate) &3k B 422 4 B AR 15

T—F 4

AR ER
o IFEIRAR AN RLAT R, 3 19 1T
« AR MBPEIRE P RIS ZIEAE R, 19 1T
o WA AN RORAERR . 2 19 0

FH K Z Async0S 13.0 5% 5 5 kA

FEE—A> AsyncOS A 5E SR MBAT BB AETH R R JC8EIER . SUIRAA QIR W& SCIFH AR
"BRIA", JFIRATER] T ke AETHE, AT DU R SR S B ST B R A (0 B R LA i)

B A FE R ROHR A |
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Azure Active Directory - ff] Microsoft API, LLM Microsoft Exchange Online M4 #MRGH Bl A5 <7
ME R, WESH 1E Azure AD KRR IBAE M OGN A M. H, on page 11,

1A 45 b 4=

g RS S
AT LAGEFE “ A (Remediation) JI 75 SO/ VAT AR A TR Ko TEA AR, BT LA
Hff

1 AGEmERSR&LEREIHY. 1B Web RE LA “iRik! | 7 (Tryit!) B8z,
2. A IS (Monitoring) HEI0F
3. AR (Reports) Mk IR PN IR & (Remediation Report).
i F RS A LR PRS-
o AT FH ISR 1 3l ROk S IS AR 48 2 RN RO AT 4R BB A S 2
o Oh U0 RN ROERAE BT AN R B A
o FNBOR MRS
o A7 RSB T AR A 1) PR R
HRVEME R, EHSH IR (Remediation Report) GL[HI— 7.

EEMHIRERF B AEIZEFMER

BT LAE R “HBfRERER” (Mail Tracking) DI 1 “BRFEHE 2 (Mailbox Search) Al “#MR” (Remediate)
B WA TR B IR AT, B OR O 0 BB AFERER o

)

Note =i fdf FHHSAH B SO AMBOEEAT AN A AN e B 5 FEER BR g R 4 R

A RPT R EE MRS B, TS PR ERER R (5

S FE & 3 S PR REBR

* BRI, on page 19

* 71 Hi&, on page 21

* 43, on page 21

o RPATHC EAMRERAE, on page 22

B §R
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SARAE “MK B (Account Settings) T (RFEETE (System Administration) > i A& & (Account
Settings)) A A M R OG5 WA NHBRE Z Ta) (R R e N, 8o fiU 81— SR BT L s s Ay

(Connection Unsuccessful) o

fRRA =

MR 25 A (KIS, AT PR ez

3Dl
Elﬁlﬁl%\

[REFIRRIRTT =

The SMTP address has no mailbox

associated with it

B N IS b 1k AN R S IB A S 7o
T ANAT R R ik, AR PR B .

The mailbox cannot be accessed
using this profile or the
required permissions may be

missing

%5k

o B8 V5 i) F P HSAE B s AR . 4 A5 impersonator X
FREGH Ak, el Microsoft Graphic API A1 Microsoft
Exchange [1] 4 #IK J 7 [7] Micrsoft Exchange online MK /7 .

o TEEREII ML B SO RN IE S o B0 "G bk B SR
GO BB E SO TR S, AR5 PR B IR

Access is denied. Check
credentials and try again

Microsoft Azure T & 1Y) Office 365 W ¥ 1Jj 7l Microsoft
Exchange Online HRFE T 75 [FALKE .

Application with identifier
'<client id>' was not found in
the

directory <tenant id>

LININEIRTR D &

e ik REE SO U A % e 1D, AR AR A
.

No service namespace named
'<tenant id>' was found in the

data store.

TR ID ERK.
B 4l L SR BUIH ) “RETID” SRR FRAR A

Error validating credentials.
Credential
validation failed

AN FIES FE SRR
B bk B SR O ERET RS, AR A R A R

Error validating credentials.
Client assertion
contains an invalid signature.

BN THARAIEBIRG, 8 B TSN ER UE B RS .
%5k

« BN T IERRITREL.

* B bR TIEIES R .

< AEBRPIAREIN

o ISP 009 S FR IR DX 5 UE A FA B R N X DL

The requested user <email
address> is invalid

B NP R SR i g i S SO R BSOS AL .
AN T S otk A 5 K BC B SCAE” (Account Profile)
DU E b BB SCPE, SR E PR A

B A FE R ROHR A
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&

EIRIHB

R EFIRRRTT =

Failed to verify exchange
server ( ‘<host name>’ )
certificate. If self-signed
certificate is used on exchange
server install its custom CA

certificate

* 184 Microsoft Exchange On-Premise %55 %% LM AN T JGRHY
CA BB AUET . BAFFPIFF R &ZER.,

Note fff fif f At FH F0E 5 55 10 B SO P 4R AL R =ML A4 AT
N i, G AR B SO e E R T Exchange
MR 452300 TP bk, FF HAFBIEF M4, WIERE
2RI

« BWAK 524 UE 1 M Microsoft Exchange On-Premise IR 4%
AR G, ARFEAGER, ESH S AT,

Invalid username or password
entered for exchange server

( ‘<email address>’ )

50 0 H FiE 8 3 Microsoft Exchange On-Premise HIS4 [
impersonator H Ik PRI TSR H P A B . D

The account does not have
permission to impersonate the

requested user

FH-F3% 42 3] Microsoft Exchange On-Premise HE4A #7072
impersonator fi L[F R 1 (A7 impersonator AL .

Please check host <hostname>
is valid exchange server

address.

&% N\ 1Y) Microsoft Exchange On-Premise Il 45 #% 1 EHLA A IE
o B8 “mk ) ECE LM (Account Profile) UH I M4,
ARJA PG B

ISR MR A7 L B AT 2R 91 H &

o WEAFH & (mail_logs). WEAHAMRGEFE R SN TR AT 2L H & . A SCHERT A S Bl AR 18R

AANRERAE B -

o AR ARG R IR Bl I 18] A B H A

 NRCIRZS .
o KRR AL

o BRI RIAS IR o
o ROl PN BRAT AR
© ROl PN BRAERIT
o SR HISPE AT (Kb R A o

< ANRH R A ORAMROIRES . AT IR L B RS B A B H R

iR . HRNF)BR1E R 55 %0 Microsoft Exchange AR 55 2 8] Y1 45 5] 5

[a] g8

g aomse
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TR —AME BN EH,  FR7RIBLEM S AT Microsoft Exchange Online it 25 5% Microsoft Exchange
On-Premise JIl 5% 2 [AJAF (IR 10 A, T HISAF: 9 S G20 A 7 IE B PR A DR R 1
TS
PAT LU A
o R A AT A7 AE T BERH L IR I OG22 [H] [F1 3845 AT Microsoft Exchange Online i 45 55 P 385 38 il 45
Microsoft Exchange [ % £ ] 2,
PG A I OGP 2 T B o 1 2 D) U 45 160
* FPRIE RN v LA IR) Azure Active Directory |- [#) Microsoft Graph API.
* HiCRH T Ui M) Exchange PN 3535 25 MBAR 119 H Pk 7 245 impersonator 45 4%
o B UEAH RGBS G E I SO A SO TN
© KA BT KR SRR . S BT K B E R
* f 7% Microsoft Exchange Online Ii:45 5% Microsoft Exchange On-Premise Il 55 & 31847 I -

APUTECE 4N IR(E

=] #R

M AMP 45 28 BB WSS, AR Exchange 714 WA FI1 Exchange P 13 15 285 IS A 7D S35 i s
AT E B IR AR ft o

ok
M I “MBPRERER” (Message Tracking) LI ¥ “4M” (Remediate) 12610 K T- Bl AR RUHB A4
TS

PAT LU 1

o MRRMEAF M 5% 5 Exchange 7E 2k it 45 R Exchange PN g 2 (I (R34 4% . 3 2 1) G 2 ik ™ i
' 3CAF, on page 14

o [BGE F T IHT B hAh R o A2 R LUR AR Rl I SCAT Exchange 7526 55 A1
Exchange PN 8 Fl5 2 Ik 55 Z AV R4 ) fBL. 15 257 4R, on page 21
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