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LR AR E URL (Check URL swithin) 26550, UKl M4 1E SCRT 3807 FH/sl “ M fF p i oh
[P & URL.
Ml E (OK).
R R INIR1E (Add Action).
mili URL {52 (URL Reputation).
W FSNERBLBNIR (External Threat Feeds).
IR IRIEPIEAE A h i (BE728) AR TA ETF I8,
(ATIE) JEPEEAESS 8 b Tk ) AN VT AR WAH ] URL 413K
EPEHT T A E URL (Check URLswithin) JEIR , DU Mg 1E SCR 3807 Fi/sl “ msffp 2 o
[P & URL
FEMBATIEST A/ BB, 27 URL AT IR I 4
EB O EW165Th, R E “K? URL” (Check URLs within) ZEIREFE A “MF” (Attachments),
D) S E A3 12 R A2 ) B A4

T T O P A WA F BORZE 44 IR PR T 1
R E (OK).
FEATTFHAIA T L

ER W REEIRER o F o FET Web 554543 (WBRS) METF it e T “URL {527 W7 JE2E,
HEUCK WBRS URL 525 A 230k B85 (KU 15 ok e 1 ETF URL {5 26 SE 2R BT, LABRE o
IS4 I S [ 1 i

pratey onUL: IS el: DR

B, AR “URLAGZE” BRI D8 a8 MU TE 2 ARAS DAL ] ETF 5188 Il (1% & URL, Jf2:F%
% URL.

EIE:

e kB E e sEmE [l
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defang url in message: if (url-external-threat-feeds (['etf sourcel'],
<'URL _allowedlist'>,

<’ message_attachments'> , <’ message_body_subject’ > ,))
{ url-etf-defang(['etf-sourcel'], "", 0); } <’ URL allowedlist’ > ,
<’ Preserve signed’ >)}

&
* ‘url-external-threat-feeds’ #& URL {FZ#UI,
* ‘etf sourcel’ T RLMIMBAEEMEAE B £FHh 2% & URL 1) ETF ¥
* “URL_allowedlist” j& URL RVFHIRMILFR. WH URL SRVFFIRAELE, WERA “7 .

* ‘message attachments’ T ALA MR H L A AFLEE R URL. AH "1 F TR0 ME A4 A
HJ3% = URL.

* ‘message body subject’ FHﬂ:ﬁiﬁiﬁﬂﬂFﬂﬁjtiﬂjiﬁﬂq“ﬁ%%???%E%%fiIJRLw ﬂi “1” fﬁﬂiﬁiﬂﬂmﬂ
PRIESCM B 5 URL.

\)

AR LY TR AR ST U A B A ) URL.

* ‘url-etf-defang’ JEREFLIXAEEE URL BIBAFHAT I ERAEZ —
DA 7R S 4 AT DAE AL 25 3% 2 URL (IR L 36T ETF 1%

* url-etf-strip(['etf sourcel'], "None", 1)
* url-etf-defang-strip(['etf _sourcel'], "None", 1, "Attachment removed")
* url-etf-defang-strip(['etf _sourcel'], "None", 1)
* url-etf-proxy-redirect(['etf _sourcel'], "None", 1)
* url-etf-proxy-redirect-strip(['etf_sourcel'], "None", 1)
* url-etf-proxy-redirect-strip(['etf _sourcel'], "None", 1, " Attachment removed")
* url-etf-replace(['etf sourcel'], "", "None", 1)
* url-etf-replace(['etf sourcel'], "URL removed", "None", 1)
* url-etf-replace-strip(['etf _sourcel'], "URL removed ", "None", 1)
* url-etf-replace-strip(['etf _sourcel'], "URL removed*", "None", 1, "Attachment removed")

'"Preserveisigned"ﬁinpvgﬁnouigﬁzc "F‘?%ﬁiﬁtﬁiffiiiifﬁﬂ:ﬂiggéémﬁﬂ?» "0"i§iﬁﬂtﬁiftﬁ£
T A A o

FELLR -l e, A B A ) URL 8 ETF 51 3AG 04, WHAZ PR AR B M o

Strip Malicious URLs: if (true) {url-etf-strip(['threat feed source'], "", 0);}

W B W B E 1 PR S ER BB
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ERnadEsenmerernzecs |

{5 FA P9 25 378 2= A 0 fa 5 B 4 o B9 B T 1

AR BSOS R I DEAS AT A ETF 5182 B E R A E B A o B9 SCE, JFxT SR
PERAT N R 381

)

AR ETF 51 MR SISO T & R

fr] DL L UM AR ff— Ay SURCE BT 8 “ B SCAHE R A AL IEES -
o B RSO R RS ARATE BRI S S A

o B “Hr s BN R BAL: 7 (Strip Attachment by File Info) #4155 FA 44 45 &4, BN 54T
&S S

o fFH BSOS R (Attachment File Info) 5 AFA1 “ 4 A7 BMIBR AT (Strip Attachment
by File Info) #1E .

DU FE R T "3 SCR£ BT 2E" (Attachment by File Info) 4514 F1 "3 SCAEAR MBS B 5" (Strip
Attachment by File Info) £/ A B B o ey 2 S A

\}

EEE o WERGE VR “ SO R RAER AT O ERAE, I AT I RE D R 1015,

o QR A RARE “Hi s EMERBEAY:” (Strip Attachment by File Info) #4551 A0 44 45 & H
WA GG, E2HIT 2L RERP R 49,

FHIa Z Al

B QI SIS . BRI AN, 15 H 2] Web it K "ML SIS (Mail Policies) > S
5513 (File Hash Lists)" W[l A RVEAEE, WS QIR SCIFRBIZIER , 2 18 i,

i

L1 LR MHFRES (Mail Policies) > fE A& idJE8F (Incoming Content Filters).
2 SEERNEIESS (Add Filter).

WIR3 AN IR AR A .

LA R E& Y (Add Condition).

PSS AU XXHE S (Attachment File Info).

W6 EPFEINEREAIR (External Threat Feeds).

WIRT  EFEEAT STAHy A W = SO ETF U8

WIS (n[E) JEPRIEASTS S LE I SA I B 1) S8 514

PR AERAE (OK).

| e kB E e sEmE [l
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10 SEARINIEIE (Add Action).

TEN AR HE S MBRHMI4 (Strip Attachment by File Info).
LIE12  EFINEREANE (External Threat Feeds).

T3 G OREREAESA T e CGE7E) (AHIE ETF .
LG () EREAEEE 8 Db Ik AR R SRS A .
WS FRATHHIAE L

B3 S RTITISR
iz

PR HHER SR EE (Mail Policies) > X##15131% (File Hash Lists).
P®2 RIS (Add FileHash List).

FIB3 KA SCRIZA: “SHA256” ok “MDS” s LA 43K,
FEA LUE SRR AT R SO (RS 3 b B R .
PS5 AN .

{5 PR R e 318 = 0 S 4 B 4 o B B S

i, A LR WP e a2 A A ETF 5 82 B SR A B A o B9 ST, 0T SRR
PRI TG 231

B

Strip malicious_files: if (file-hash-etf-rule (['etf sourcel'], <'file hash exception list'>))
{ file-hash-etf-strip-attachment-action (['etf sourcel'], <'file hash exception_list>,
"file stripped from message attachment"); }

He:

* ‘file-hash-etf-rule' JeMIFICAFAF BT PEAS KL
* ‘etf sourcel' yiJH TARIE SCATELHAIN M o (18 S0 (4 ETF ¥
* 'file hash exception list' ECPFHFIBISNIIRII A TR, WERAAFAESAFHAINBISNSIZR, &

AR

"file—hash—etf—strip—attachment—action';i%?ﬂyﬁﬁﬂifgé?%gﬁijzﬁ#ﬁgmB##H@i%¢E4§$kc

FELUR i, W RAEA 65 ETF 515kl A S im0 B A R o

W B W B E 1 PR S ER BB
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Strip Malicious_Attachment: if (true) {file-hash-etf-strip-attachment-action
(['threat feed source'], "", “Malicious message attachment has been stripped from

the message.");}

1 R 2 TR 2R B A2 & N SR B

T LU IC L B A B A N Al B2 B I 280 A AP SR o, DU U b 8. URL =3¢
(SR ClIP

UK

P AR SRES (Mail Policies) > &£ NEBF 3R EE (Incoming Mail Policies).

P2 SEERE AT HE K N S i3 8RS (Content Filters) " [ i #E4 .

$IE3 RHRBARRTIESE(AEXIRE) (Enable Content Filters [Customize Settings]).
HIE 4 EFEOIE I TR EE . URL S Py 28l g as .

FIS RTINS .

T—5Htta

R A AL 8 2 BRI A8 AN BSAE SRS i, ST BRAE I ST AR A AN ETE 51 S0 1) ) ) i 0 1R 43
(=

HINEB B R IR A0 B BE

URAT S R B, DT DS ATARAE L UM SEHLZ00 K ETF 5 SR Hm o

Il 425 AN 220t B B 2 | 85 EE =
EFESNER B AR 5 | SE BB
UV RIS 5, U MM MRS B % ETF 5185007, RS0y F (i, A8
F DRSS TH ERS TR RN | T A T SR A ETF 51 0
K PTBUBIL L FAE 720 T30 BTF 31%;

o B3 Web S “ R LIRS (Security Services) > SR BB R (External Threat Feeds)” T fii,
SR JE M SLRNEE#HT (Update Now).

* 7 CLI " [ threatfeedupdate T2
BT EIAT ETF 513074105 B, W2 Web S 1) "% 42 Ik %5 (Security Services) > A1 0 Ja i

(External Threat Feeds)" TUIH H 1] “” AN @R #8887 (External Threat Feeds Engine Updates) 75
7%, BAE CLI H 4§ ] threatfeedstatus fiT 4 o

| e kB E e sEmE [l



TR X B & AN REAE |
B ==en

TIE

EEEHR

FRAE AsyncOS BRI ATl RGUEIRMFNR, I EIRAER =R B

HYEIER AR BB A0 iR S
ETF 5] 48543 3WERKMUT, T M $source| ‘source’ - TAXII VEHIZFR .

_name YEIRE AT EERT G,
RIG R $reason

S, 2\ TAXTTY5HE 35 2

‘reason’ - F U AT SRR

B R I%
ETF 5| 4t AL SR Stype CtERE | $Scount - FEFFSSIY Fe /5 1) AT 5

Scount 1] MEXT G PTG El. | X 54k

B, ML RV g % | S type - ISR RITIE.
RN %

FEHR A IR R P B R BUBME AR R

T LU i%E ETF Y b AR5 5 Tk TOC X AR B (1 S AP 40 4

FHia Z |l

o THBIRAE IR R O b S IR ERER T RE . 221 IR A B % (Message Tracking), 18 %% 2l Web Ft 1
W% £ PR % (Security Services) > & F iR 5% (Centralized Services) > B4 8RB (M essage Tracking)
T

o T ARr I S F F) P 2 S i s T R IE AT .
iz

P HH IS (Monitor) > BB ERER (M essage Tracking).

$1E2 LidiE%k (Advanced).

W3 KA “IRPFFE” (Message Event) I IIMNERELANIR (External Threat Feeds).

P4 EFEITTIN I0C,  LURER L 5 ik T0C X R IR BUb g o

HIEE (k) EPRERB INERBLANERESRIR (All External Threat Feed Sources), LU 78 BB 14 ) 5 H L B )
A HIATCUMER ETF YR A G35 s i s F .

FIE6 (k) EFYATIMERELANESRIR (Current External Threat Feed Sources) - #5175 i) ETF J5,
DA 77 SRR A 22 4 4 G rhic 2 (4 T ETF YRR 25 6035 1 iR s 4

W B W B E 1 PR S ER BB
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amursrenEmzass i

ST (k) 1E “HMBIEIIEYR” (External Threat Feed Sources) 7-Bt 4 N 5€ ETF YR HK, LIS
It ETF Y5k A 00 3 gl ) fs A1
FIR8 R A (Search).

F SR SN B R
|
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