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* P s AR AR, on page 1
* Sophos Fj /i #¢1d JE, on page 2
* McAfee Fjfpi #1438, on page 4
o QnqnrACE AL Y O A9 7 , on page 6
o [0 MR Y 5 A A A LU AR 5 B4 48 | on page 15
 BF T E X, on page 17
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X ER
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BB I e e, EZ S B AR RIS LAAS [ 1 X0 A s . 1847, nTLLE
ATf##% . DOS Fl Windows RJ AT SCAFH AL o3 s A5 5 | 8 rp iR 0 SRR, 1T 22 285 220 g ml o DA
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Sophos £ Fox L AR AT E P 75 2 mIAZHO 750 BEAh, & REA A 2 HL#% 1] Sophos AIERTN 1]
BESCAE, Hor K2 30% B SERIR 15 o R MPEASHR S AE R 5 2 A X 2R SR AT M T, AR
SEHGE . X T ARESBT R I 25 8 B2, Sophos K BRI .

Sophos 3

SRR F Sophos B 22414 1) % F 76 Sophos ¥ £ (http://www.sophos.com/virusinfo/notifications/)
1T H Sophos 4. M Sophos EL#ETT HIHICEAR, IR T A5 IR BEAR R S 3] FH IR it ke

N . =+

&I mERT
K 2% RIS, Sophos B aE ] MES (48D CF. Sophos 55 538 # 1l LAME 5 & I 25 AT A
S, AR S BT s T RS M A A i S0 . AR B E e T

BRI RE W] BEA FTRR G, DU A B RER SR IR A o A BRI RE 2 B o 8 20 Toik K
ST PAT R o FERXFMEOL, T 2 e SCanfef b BB T BE TGV S S RO MB Ao AT PR 22 4 D g
AT AR AL BRSO B BB SR G (Mail Policies) > f& NS4 & MR35 (Incoming or
Outgoing Mail PO'ICIeS) ﬁ (GUI) ﬁ policyconfig -> antivirus 'IJAU‘/?\ (CLI)c ﬁ?@ﬁﬂﬁﬁ%&ﬁﬁ‘]#
AR, USSP RC I 1) R0 #4464, on page 7.
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* JA K547, on page 5
* KIHEEN, on page 4
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McAfee i FH /723 5 SC(DAT) SO B A4 5 A NS A i 2« o 3 SRR ol HLAl m] AN ZE (R F
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FLER S (/N B0 A0 TR 3 1% AR 5 R 52 B #5425

RO E SO TR oAl
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© BNEE. W EEA KRN, B R R A AN B s B T LA . SR
I, Bk A S FANIBITIRAR, RIaHAT.
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DAL AR A, TR AT AL, ST IR Wias. BRI, 518l DU AR -
Ja kAo

PR EE TR ORISR H BA AR AR EATAT e 2l SCPF AT B BT T
PR, B T HAR Ty AT B RGN SIEERT T REACRS, DU N LS o S L Ui R
UEAh,  GIEEE WA R RTR R I B IEAT . (BIIAE AT BRAE TSR R D, AR G 5 | A
o

TSR, 514 LR S0 7
& M mEEt

R ZIp 5, Sophos By #i il MBS (#5%) 3CfF. Sophos B 23 18 % W] LAME AL A BN 25 HAT AT
SO, AR A B IO RS AR S . BRI B E I T B
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PR I EE O] REAT TR, DRA AN B B SR ST SRR IR A o A7 L8993 75 2 7 i 30 70 ek
BT HATREF . EXPEOLR, 75 e SCUnT A B 2E ] B TCVEAE R AR . o F IR 22 4= Th R
AIEE TR A B S BRESE R (Mail Policies) > 8 NS4 & Bl % B (Incoming or
Outgoing Mail Policies) T (GUI) B policyconfig -> antivirus fif4 (CLI). 3 CHL B IX L3 H 17
15, VES BRI ) F P (R FE 35 E, on page 7.

n{aT e & BB W X LU T i R 2

TR EER A T R B

TRz R4 EEER
E W FEMBAT W 5% _EJR P B0 25 41 4 Jot HIR B4 IG5 42 )R W, on page
6
$20 58 SCH AR LA R LA B A ] 4 hy RAT NAIBLA N ZH B 3 A SR s
3L CRJIE) TG EE A B i O 2 DX G AR B | A 0 SR o B A A o 5 [
IFEEe
4L T 5 A5 A7 SR IS A 0 DK T T Ak B 25 (VU I | P18 1) D (0909 BRI B2 4, on page
(i 7
H5P I E LI P AR E B RN . | A AN [RDR A AR A 2 I 7 s 7 5K
i, on page 12
EA w7 CRrae) AAE AT LA 1) IS - P 5K A 3 IS LA X BT 9 241 4
, on page 15

HEXEDR
o B R R E 4R H |, on page 6
o PCE T [m) P R B ERAE, on page 7
o ASIRL R AR N FAC A N 2 IE BT 3 5 5K W6, on page 12
* [5995 BE IO BV & 9RO, on page 13
o P R EFE I, on page 14

ERmFESEARMEEERIRE

EIZAT “KRAEWE ST (System Setup Wizard) i, A 8e & P/ 5125 Twwwife], 15¥%
HLLUF R E A

N

Note U454, W LLUHH Sophos. McAfee By .
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Procedure

$®1 SHiFR LIRS (Security Services) > McAfee T fii .
[
S B R 2BRE (Security Services) > Sophos i [ff .
$& 2 A2 A (Enable).
Note  {i1i/5F (Enable) 4= R A1 M OC 5 LI fE . AHIE, A5 L 7R M1 SEms v e BN
ANIE
W3 FIBLVFaT PG, R 302 GRS i3S (Accept) LLEESZ MY
$E A4 T HRESFIRE (Edit Global Settings).
PR PRI RHIR N A .
e R GE A AT B S R R (R I . BRE R 60 5.
$IB6 (i) B BEZEH (Enable Automatic Updates) LAJH F 514 B 2 8 ¥ .
IS A1 0 5K DA SE 7l 55 s R EDUCHE o 75 1 28 T i P S8
TR RATFINE

What to do next
FEF RN NEC B D 850 . 15 S [ e L 1 ) FH P 90 B2 445 4E, on page 7.

[ === 3 ' E ﬂ
L& M| PR EREEE
HIB A2 194 DG B2 B 0 B 4 5 2 mT R e A o P S 2 A H 88 D) RE I B (1) SREms (LB 1) , Ab#R
FENFOGN R IBAE A s RE . AT “ B fF 2K ms” (Mail Policies) > “ & NEuAL H BB 4F 0% 7 (Incoming or
Outgoing Mail Policies) ﬁﬁ (GUI) EE policyconfig > antivirus 'LILE/&\ (CLI) %?/l\qﬁﬁij\)&{ﬂ%ﬁ%ﬁ
BEERAE
HRER
o WBFRF145 % &, on page 7
o HBfALEE %, on page 8
o PCE M FEERAE IR &, on page 9

BRI IR E
- R

AR GAL B RTHE AT R B AR . AR RS2 AW E. AT RLUES R 2o Lt o
RIS AE A HEAE IS, R TE B R
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* FHIIFE R

FHRGACBEIHE AT R AR . WERAEN P BN T, ARGk ik “i2R7 Ift.
« LITIE

BT DL R B 7 S G PR T o

GRS R S I IF E S, R 44 0 EIHER B
BT o IR 2ESCA SR, IR B E B

This attachment contained a virus and was stripped.
Filename: filename

Content-Type: application/filetype

AR IR TR AN 2 A R R BUE BB, T SR A . Sl DARC B
Bhid st GES I A0LIE SN, onpage 1) o WERIEFE T FFRZIKGLI A, AR A P o
VAN o5 T R B A

* X-IronPort-AV 15 3k

FEMBAR R L, B 2R 4805 B AR BRIK AT WIS 452 1) B A8 I Sk X-TronPort-AV:o 7E i
77 993 3 C L R I RN “ AN BIRAED SR Sk oA R 2 A5 . X
TREEHRE B A X-TIronPort-AV 153k, W AP, @5 b5 k.

G A A | R AL BRSO R Py WA 38 (0 DU AN [RI 30 RIS, Dy RS IS P PR R 3 A
P - AP BRI A A IR 25 TR AP B 5 B I R G AT 144

ST LU R AR, w DL R ST M. NI 28 TSR U] S DI B 4k 22
BAFHIBCE, onpage 90 o BilUn, FTLLGIEAY TR IR RC E BN TE RCE, 1K 55 2 UL Y
Py BERAE R, JFRERFE AR B E SCER .

DR R8I A T LA 2 B R s ER, WYKL DB R . XL ER F s A%
%

QSR 5 T R RN s B OR3P 5 BN JE IR S A, A S S SN e Aiic oy I (1 s
fHBTEE R,

TEVE RIS IR A It A M) G 2 B s R i) > A ) “ Sinas” mReF i s R 2
B ZE 5% . X T H PGP 5 S/IMIME I (FATATHRLE,  Inas (rls kil e 48 U PP o8 “true” « B
T BE ) R GERT I PGP AT S/MIME N5 5 o TGV AS DN 52 % LR 1 s 448 SCAH B8 AL F58 i 28 ) 25 1)
Microsoft Word Fl Excel SCHY . I #5414 5 | 4K 52 B0 LRAP AT Al BB AF B #0A0 A “ Cnss”
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Note {555 I\ AsyncOS 3.8 B8 FLRATH 2%, I CLRCE Sophos B #6148, WIAETHI G LARCE “ N
MREF AL BE” 553

AR AR R b 3R

R 3 B A (B | A N SR R AR A AN T, WA IS AN T 4. bR e AN H]
HE IR B

R B ROHR A R AL 3
ARG REICILZFF T B IRE R o AEIX LG0T, AT LABC B R Se W] A BT AT RE AL 550 2 1)
HEAF o

T MR« AN = PR ISR 2 S AP P P B T[]

B E AR AL IR IR IR IR E

o HENVHH [)#54F, on page 9

* BB X A7 #4141, on page 10

o E S 32 145 Sk, on page 10

* AR BRUG IR, on page 10

* RIEIEH, on page 11

o N HBAFAS I E E XAF Sk, on page 11

* E SR, on page 11

o XM 225 F HFR L, on page 11
o K% A E SCEARIEAN, on page 11

BN R RYIRIE

TEPEATHAERPRR (O AR SCRATR AL (MR SRR SR ZFFMEE R
PEAE BT IS AF RO BT AR L JEUREAR 3K M CRE WS AR B R B S X (R S DX RS9 BE41 4, on

page 10) .
K WIS AP 1) G T B A 0 A I IS AP PR B AP AR A28 SZ S G (R S A SR VSO N 6 A e Ak B i 4 52 Sk
R BEAT o

U R P K WA AR DA T IS 0 B AR I A A, 3 W LATEAT BATT 454
* B
* FERA IR AT
© BAEHHIERNAE GULIK “wgt” w8y, wIHATEL T #dfe:
o D HSPEAR TN e XAE R
T UISERIEEIN
o BB fE AL 2% H AR L
o B3k A SCEARIE AN
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Note X SbfpfEAH B2 M HFANHER:, FEAF B ARSI Seng bl USR] 1 5 20L& e rh BE b ol 4 e,
DLW P A AN R AR B T SR o A7 DA I Le e T LA PR SR (R4 E B, WS 0 LR 84
795 25 B B BCEF I, on page 13

CAB R M AT A ORI N0 € S SRATAGE FE SCEGE AN Py St il PRI A BE U
ST Sua

b s X FNRE w13 i

FERRIC Y TBON B B DX IR (RTINS ARSI o S F 7 T R L AR 0 o B PE BIA R IEAR R I, Wi 2Rk
HISPERARIC AN — A BB, BRI XL AS o TR, RIS B IE R,
M AN S BN B B X

i, RS IE A AT RE P B R BRI, ARG OLT, AR BT

FHEREERME
R LOR R GEHE N B (BT RER ) W REIIIEAE AR 2] “avarchive” Hik. HESCH 4 mbox 4%
W BLAICE “Brmaifers” HEIT, A BRI 0 S0 e ISP BOCTE A A R s fF . 758
TR R, S H SR

\)

Note /¢ GUI b, nREFFSs “mig” (Advanced) 5%, A fElin “AER4EEAME/:” (Archive original
message) W &

& R E RS K

ST DU L i R IS SOA A R S e R ISP (K SCAS, AT 75 B P A U IS S 3R
S TR P EHE R o

\}

Note  <fEyiisfl 4= FBUT AN Mg 4 o (EBLF BTN ISR ST CUn SR AT ED sl (iR
FEJE D IRINZERE, AT RS I B SCAS S A (0 s 8. Bildn, W SR EE N, RIAEAIN A

[WARNING: VIRUS REMOVED] Ja B LA M

ERIASCA N -

3B B0 2 AT BRI T AT SOA

BE ARINE] EREAIBOASIA
RYIES [WARNING: MESSAGE ENCRYPTED]
2 K YL [WARNING: VIRUS DETECTED]
EJ@E [WARNING: VIRUS REMOVED]
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HIE AANE) E R RIBEOASIA
NEIE=Eq T [WARNING: A/V UNSCANNABLE]

WIRATATHB AL ZAVIRGS, KA 2 B T AT, FHORSE &0 P S I S BB e AT
(Kt C(Bldn, @A SRR R, HEER S s S .

MAGFVE AR SRR, ATRLE A AR B AR Al ] P AR BRI A AEFE 2 EEE A
HABH I, SIS 0RE Al (75 CLUR GUI D o BRUGEETHBAF 1N s

77 3 25 30 60 ) BER DA 3 e

FIE B

BER | FEMSAE R R LU R R <R P>

PATERAE: CEFFBAIE (BEB RIERIHA)

ConsE |, PR RS | EA e TR L R R
AT | B RE T | B TCE A T AR LT IR

i

BEGYR | AEREPE PRI B LU R AN S R AR BE: <R K>
T

BB B E XIS

] LUE SCAAM A E S Sko NS TN 2B B 5 B R P AT B . w2 (Yes), € XS
SRAAFRMISCA
UEAh, T AEEAE I skip-viruscheck $RAFAI JERS, LUMERLLMEAFSEIT W R4 S5
Bl e RS R AT

(B GIECEEIN
T MBSt N, AR IR BRI Rk . R R (Yes), FFAABT I Atk
KEERHEI & A BIREN
X EINE S AT SRR R, R DAL PR R AR B AR NEBCH AR BN, Edi2
(Yes), Jifam A& bk s L.
i, w LR W] BE IS B e 25 BE O3 AR Bl [T ISP E R g% 25, AT IR SRR . SRz it
2NN, WA 2 2 PR RS AN RILAS
&% B EXERBEHN

fERT LU R AR N WO NRIECHARHT P GBI hED ik B e SGE . ik, Bl B e X
A, REFHEEBE. AREANEE, HS 1SRG,
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Figure 1: SbIBFIEFR H A0 AOIRME

.. Internet .
Internet mail

IronPort Email Security appliance
with Anti-Virus scanning enabled

3 3 &

[ Scanned —¥irus found but []Scanned —

S d — virus found
[[]Scanned — virus foun R nable to clean

and repaired no virus
[J] Could not scan: unscannable found
[[] Scanned — virus found,
attachment dropped [J Could not scan: encrypted
The message is “known clean.” The message could be infected.
Drop message, deliver message,
deliver message as an attachment
to a new message, or qu?rnnnne Deliver
Deliver message, and optionally: ~ essage, and optionally: message.

Q Modify message subject Q Modify message subject

Q Add custom header to message O Add custom header to message

Q Archive original message O Modify message recipient

Q Send naotification to sender, Q Modify destination host
recipient, and/or others

Q Send custom notification to Q Archive original message
recipient

O Send notification to sender,
recipient, and/or others

O Send custom notification to
recipient

\}

Note 2R\ f5 F, ALLOWED_ LIST &AFAZL5 1 )2 SEAWr 2 T F () STRUSTED M3 S v i
B ag 13t . 18 S 0 Al R IS0 SR mes s SCHEE A N B0 ) D)

A E Z A N FOU 4 N B EC & B w5 R R
S SRR A P O B LR, 550 A AN P B A

FAHME CARERIASENG ) A M “AEHIERIN” (Use Default) BEE ASN 7Bl Pt s 4k
HRER IS SRS [ B

A A N BRAR R B4 S T TRt N R B 2588 . T LAAE GUI A& B AF S, tmT L
7E CLI H i /| policyconfig > antivirus fy 2N E « 7E4 )0 B sE s B a5 2 sl ol ) g () A
IS A2 S s P B T R A o T LA AN ] (1) IS A2 S s P B A [ ) 4 A o

Procedure

IR FH] “HBLFENE” (Mail Policies) > “f& A#BAI3HS ” (Incoming Mail Policies) 5 “HE{ S50 7 (Mail
Policies) > “#M K& HBE SIS (Outgoing Mail Policies) L[

SR 2 X T EACE NS, RGP R A S5 R .
Note il BRIAEMKAT PAOBERS, LAGmABRA SIS R BEE .
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prasrsizsn [

$IE3 LR (Yes) BifFE ABKIA (Use Default), 1% 50 i 1798 214 -

DU R 55— A BB E SO AT RHZ SR R AT LIRSS . AT LU 25 A (Disable) 58 2451k 55 -

XFTERIN G Z SIS S, L “I2” (Yes) Al HHI OB R OIS . AT SR A1 B G 25 1 S
GRHIESEE

PR 4 EREPRE RS 0T LUE$E McAfee 3% Sophos 51% .
WIES ME ML (Message Scanning) E .

AREAE R, WS PIHEPHHBCE, on page 7.

FE6 ILECBRE. CnE. AN FIE B .

WS MR AL BE 152, on page 8 AT L MR AF AL BEERVE 1) % i, on page 9.

PET RdHER (Submit).
SR8 MR

HEiEEEM

T M RRiC 20 B B IR A 7 X A AR5 . MR RRCE N ORI B Hw 5 VA e
B, EFZIEGRI:” (Drop infected attachments if a virus is found and it could not be repaired) H,
1 IAHIS A th i BRATAT 03 BE AN AT 44 (1) MIME 3 o SR, B #4148 A0 Hh LT 40 2 1E 5 IR A
GUI TR I 7 (R R AN T 3 A e SRR L P A 3T

E AR 5, XS R S IR LA I ok UG R . A RFC822
15 3RAGEZ B EOE R — LA 8, A SPAT AR (2, WA “fEaH%EE” (Scan
for Viruses only) At E T Ml #E 514, (HAERE “RIUEE HsE LR B I,  Z 5052 & 44 1)
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Procedure
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Procedure
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What to do next
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