* debug , %3 0T

* debug packet-condition , %5 5 71
* debug packet-module , 7 T

* debug packet-module trace , i 9 I
* debug packet-start , 55 12 G

* debug packet-stop , 55 13 TL

* delete , 25 14 L

s dig, 150

e dir, 17 1T

* dns update , 19 7T

* eotool commands , 5 20 7T

* exit, #2101

* expert , 522 71

* failover active , 3 23 UL

* failover exec , 3 24 T

* failover reload-standby , 2§ 27 I
* failover reset , 5 28 Uil

* file copy » % 29 7T

* file delete , % 30 T

* file list , 5 31 UL

* file secure-copy , % 32 7L

 fsck , #3371

* help , %34 0L

* history , 3 35 UL

* logging savelog , % 36 1L

* logout , 337 UL

* memory caller-address , % 38 T
* memory delayed-free-poisoner , 53 40 T
* memory logging , 5 43 U

* memory profile enable , # 44 7T




* memory profile text , 5 45 T
* memory tracking , 3 47 71

* more , *f 48 I

* nslookup (deprecated) , %5 50 1T
* packet-tracer , 5 51 UL

* perfmon , £ 61 T

* pigtail commands , # 63 UL

* ping , f 64 TL

* pmtool commands , 67 1T
* reboot , 5 68 UL

* redundant-interface , % 69 71
* restore , 5 70 UL



debug

debug .

B R e DR TRIRIY B, TEEH debug fiv4 . EAR A B EoR, 1 A A no T
Ao I no debug all 5 M T AT ik A 2.

debug feature [subfeature] [level]
no debug feature [subfeature]

Syntax Description

Command Default

feature e o g R shae. A EAEHIhAE, 1 debug ? M43k
HY CLI #8h.

subfeature CRl3e) ARPEIhRE, v LU —Iiak 2 i1 DR fa H A 2. A 2 &
B HEIFIhRE.

level (rie) Fe kg . ol e FAEX T haedliE . i 2 v &G
Al ]

BN G N 1.

Command History

(EIEEiT=

R (£
6.1 FINT B2
7.2 Uhfir & CAB SO W T A2 A2 0 R

o TR A CPU AR TR = m At e g, Il SR A AT . ik, AR XGHRE & ) it 47
W HERR B 5 R} Technical Assistance Center (TAC) #EAT #itfmHERR < 15 1H# A debug ivs. b4,

T U £ P 25 B AR AN P e /D ISP debug iy 4 AEIX S8 BEEAT IR S0k /D K] debug iy 4 Ak 2
T HE I 500 ZR e A58 HH 1 AT e

T REAE CLI &b h A G i o 7R 245 & o D S DL R, B 7E2 b CLIHh, e LLE
AT B4 9 (BN system support diagnostic-cli) . 4k, %A LUEH show console-output
A A AE L BB A CLI A Ay o

15l

LAR 248 )t 1 DNS S ATAE L I CLI AR s B3 AE . I B4 “ERROR: %
Invalid Hostname” ¥4 .22 J5 7F 1. Press enter to get to the prompt. 4R 5, %/l Fnix s
IR ELLE show console-output 75 5 I AR

> debug dns
debug dns enabled at level 1.

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.




. debug

firepower# ping www.example.com

ERROR:

firepower# DNS:

A

Invalid Hostname

get global group DefaultDNS handle 1fa0b047

DNS: Resolve request for 'www.example.com' group DefaultDNS
DNS: No interfaces enabled

DNS: get global group DefaultDNS handle 1fa0b047

DNS: Resolve request for 'www.example.com' group DefaultDNS
DNS: No interfaces enabled

firepower# (press Ctrl+a, then d, to return to the regular CLI.)

Console connection detached.
> show console-output
(output redacted)...

Message #75 : DNS: get global group DefaultDNS handle 1faOb047
Message #76 DNS: Resolve request for 'www.cisco.com' group DefaultDNS
Message #77 DNS: No interfaces enabled
Message #78 DNS: get global group DefaultDNS handle 1£fa0b047
Message #79 DNS: Resolve request for 'www.cisco.com' group DefaultDNS
Message #80 DNS: No interfaces enabled
Related Commands 44 5 RR
show debug BRSSP B
undebug IR, B 415 no debug MIRCRAH .




debug packet-condition .

debug packet-condition

B A AR I RN P L e 2%, 158 debug packet-condition iy 4. SRR LR pERS, Tl
A1) no . 1 no debug packet-condition LA BT i JE 2% .

debug packet-condition [ position <line> ] match <proto> {any|any4|any6|host
<ip>|<ipv4>|<ipv4_mask>|<ipv6>/<prefixlen>} [ <src_operator> <ports> {any|any4|any6|host
<ip>|<ipv4>|<ipv4_mask>|<ipv6>/<prefixlen>} 1 [ <dest operator> <ports> ] [ <icmp_type> |
<icmp6_type> ] [ connection <connection-id> ] [ unidirectional ]

Syntax Description

Command Default

position <line> 8 I DE AR N FRCEAE AT I BE AR R AL

<line> £REF.

match< proto> EEpAchUR-Er 30 UL S G o

{any|any4|any6|host o

<ip>|<ipvd>|<ipv4 mesis| <Proto> R sl

<ipv6>/<prefixlen>} {any|any4|any6|host<ip> |<ipv4> |<ipv4_mask> |<ipv6> /<prefixlen> } IR
IP ki I

<src_operator><port>  (mJik) $55E Y B 1P kL
{any|any4|any6|host

<ip>|<ipvd>|<ipvd_ made|
<ipv6>/<prefixlen>}

<dest_operator><port>  (u[3E) fs H ARG C S 1P M hk 4 (5 e
{any|any4|any6|host
<ip>|<ipvd>|<ipvd_mede |

<ipv6>/<prefixlen>}

<icp_type>[<icnpb type>  (nfik) f5E &R ICMP 28,

connection (Al Faw IELEHAT (MBI #E 1D,
<connection-id>
unidirectional (RT3 45w NACH FR € 77 7 AR A AT I R P iz &,

FRIAT A2 0 (K, e I R L 43 10 1 1A R S 7 it e DL R o

Command History

R AR (58

6.4 FINT M4

6.5 debug packet condition 74 .5 4 debug packet-condition.

6.6 debug packet-condition iy 4 TG 21458, DAER I RFGHEH M S Hr .

e



. debug packet-condition

EmiERE

i TR E CPURERE R 22 st g, R SR GEA T . ik, AR i) kAT
Wk HERR 8 5 R} Technical Assistance Center (TAC) BEAT Mt HERR 2 iH I # F debug wiv4-. IB4h,

I U AE P 255 AR AN P A /D A debug iy 4o AEIXSEI BEEAT IR 20/ ] debug i 4 b2
TEESHE I 5200 R G AE H T mT et .

T IUREAE CLI &b R A F kGl . EEB 2l & DR oL R, B 7Ei2 W CLI H, & nfLLH
PO Z5 % (i system support diagnostic-cli) . 4k, %7 LUE ] show console-output
A L BB A CLT W A i o

il

PR 7091 58 7 AR Ay 0 250 R R 3T 1 I R

> debug packet-condition position 7 match tcp 1.2.3.0 255.255.255.0 any4

> debug packet-condition match tcp 1.2.3.0 255.255.255.0 eq www any4 unidirectional
> debug packet-condition match connection 70856531

> no debug packet-condition match tcp 1.2.3.0 255.255.255 eq www unidirectional

Related Commands

we 1L FA

debug packet-start FTIFE P H SR R (0, JFTH AR e H S S A .

debug packet-stop KM H Aol R RL, IRt R R H &S AN HE % .




debug packet-module .

debug packet-module

TR RS A TRIRTE B2, 114 debug packet-module fiv4 . AT BAE E M 0
N2 27 GO o« wEIHE, R d s HA AR ECE & E R TAEE.

debug packet-module [ acl | all | appid | daq | pdts | snort-engine | snort-fileprocessor | snort-firewall
1 <0-7>

Syntax Description

acl PR A0 A B R AR P R T 2 1 SRS

all TEPEHCHE 0 A B R AT P (K T A AR

daq HePE Rt 0 Ab B 42 P K DAQ i B

pdts PR AL B AR T (K PDTS - CHUIR Y- I A% 4 A2 A 51 B snort) T4
snort-engine HePEHcH 0 A B R A2 P K Snort £ B

snort-fileprocessor TER R AL PR R A2 P Y Snort ST AL 28 S

snort-firewall IEPEEAE ALK B A 1K) Snort B KAE R
Command History ERAS &%

6.4 SINT 4.

6.5 debug packet T4 L5 54 debug packet-module.

EMiEm

T e CPURERE Th 2 i se g, Db nl SECRGEA T ik, NALAERR 2 ) @A T
W HERR B 5 R} Technical Assistance Center (TAC) #EAT it HERR <15 I# A debug wvd. b4k,
Bﬁﬁ?&ﬂ%bm%&fﬁ%ﬂﬁﬁ)ﬂfrﬁc//l\ﬂﬂﬂiﬁﬁ debug fir 4. (EXLEI Bt AT I 2508 K debug 74 b B
TEEHE I 5200 FR G40 H R mT e

s HReAE CLI 2xid &G Wil o AR 2090 & o D RSO0 R, BiE fEi2 W CLLh, T LLE
BB S % (BN system support diagnostic-cli) . M4k, %A LU show console-output
AT R BB CLI Hh A B i

Nt
PATR 78] St s n ] £ it A AL PR A2 rh 1 B DAQ 15 R 2

> debug packet dag 6

Related Commands

we AR

debug packet-start TIPSR H S 2 i, PR ol H S S A A .

e



. debug packet-module

A
AF <

1L FA

debug packet-stop

S TR F AR RO B, 0511 A 65 AR




debug packet-module trace .

debug packet-module trace

BH B P RS, 1158 F debug packet-module trace fir4 .

debug packet-module trace

Command History

(EEEiT=

R &2
6.6 FINT A2,

TR 7 CPUMERR Th = | se g, BRIl SRR AT . ik, NANAEXREE ) AT
WU HERR a5 R} Technical Assistance Center (TAC) BEAT #tlsHERR < 15 1# A debug #ird. b4,

S U AE A 4% L e AR R P D I debug dir 4o 7EIX LR B AT IR &9k K] debug iy 44k 3
FT 38 0 52 e 22 S A B mT RedE o

T ILREAE CLI 2 if h A G i o (R B4 & o S 00~ B 7E2 b CLIHh, & LLE
AT M\ system support diagnostic-cli) . JHt4h, %t n] LU ] show console-output
A AL L BB A CLI T & A o

T

PR 7] T s i /5 PSS R K0 B e o

> debug packet-module trace

LR J2& debug packet-module trace it 4 ()% H 7<) -
ID | Details | Time (ns)

6525759 | TCP 74.125.24.156 : 443 ->192.168.0.31 : 58280 | 19-02-2020
06:48:43.050675868

BEAt, AT LU B R fir- 4 3R RO A AR 15 B
> show packet debugs module trace packet-id 6525759

Module: tcp-normalizer

Entry Time: 19-02-2020 06:48:43.050675868 (ns)
Ak Ak hkhkhkkhkkhkkhkkhhkhkhkhkhkhkhkhkhkkhkhhkhkhkhkhrkhkhkhkhkhkkhhhhhhhkkkhkhk*k
Module: translate

Entry Time: 19-02-2020 06:48:43.050684452 (ns)
Ak Ak hkhkhkhkhkkhkhhkhkhkhkhkhkhkhkhkhkhhkhkhkhkhrhkhkhkhkhkkhhhhhhhkkkhkhk*k
Module: inspect snort

Entry Time: 19-02-2020 06:48:43.050688028 (ns)
Ak Ak hkhkkhkkhkkhkkhhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhrhrkhkhkhkhkhkkhhhhhhhkkkhkhk*k
Module: pdts

Entry Time: 19-02-2020 06:48:43.050691843 (ns)
Ak Ak hkhkhkkhkkhkkhhkhkhkhkhkhkhkhkhkkhkkhkhkhkhkhkhrhkhkhkkhkhkkhhhhhhhkkkhkhk*k
Module: pdts

Entry Time: 19-02-2020 06:48:43.051417112 (ns)
Ak Ak hkhkhkkhkkhkkhkkhhkhkhkhkhkhkhkhkhkkhkhhkhkhkhkhrkhkhkhkhkhkkhhhhhhhkkkhkhk*k
Module: pdts

Entry Time: 19-02-2020 06:48:43.051421642 (ns)




. debug packet-module trace

R R R R R R I I I R I I I I E E I I E b b h b b E i

Module: tcp-normalizer

Entry Time: 19-02-2020 06:48:43.051424980 (ns)
R R R R R I R R I I I b h E R I I b h b I b b dE i
Module: adjacency

Entry Time: 19-02-2020 06:48:43.051438331 (ns)
R R R R R I I kI I I I I E E E b E b h b b E I E i
Module: fragment

Entry Time: 19-02-2020 06:48:43.051442861 (ns)
R R R R R R I I I I I I b E E I E I E b h b b b I i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750763893 (ns)
R R R R I I I I I R E E I I E b h dh E h b b b E E dE i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750815391 (ns)
R R R R R I I I I I I I dh h E R I E b h b E h h h h h dE i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750831365 (ns)
R R R R R I kR I I I I E E I E b b b h b b I E i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750843286 (ns)
R R R R R I I I I I I E I h h h E b h b E h b b E i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750889778 (ns)
R R R R R I I kR R I I I I dh E E E I I b E b E b b i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750911474 (ns)
R R R R R I I I I I I E E I E b h b b b b I E i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.750942230 (ns)
R R R R R I I R I I I I dh E E E I I b E b h b i
Module: snort_engine

Entry Time: 19-02-2020 06:48:43.750986576 (ns)
R R R R R R I Ik I I E h E E E E h dh E E I b I b h b b b b dE i
Module: snort_engine

Entry Time: 19-02-2020 06:48:43.750999689 (ns)
R R R R R R I kI I E E E E E h dh h E I E b E b b h b b i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.751020193 (ns)
R R R R R R I I R I I I I E E I I E b E b b E S E i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.751051425 (ns)
R R R R R I I kI I I I h E E R E b E b h b b b dE I i
Module: snort firewall

Entry Time: 19-02-2020 06:48:43.751075029 (ns)
R R R R R I I I I I I E E R b I b E b E i dE i
Module: snort firewall

Entry Time: 19-02-2020 06:48:43.751084804 (ns)
R R R R R I I kI I I I I E E E I b h b b b I i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.751099348 (ns)
R R R R R I I I I I I E E I E b h b b b b I E i
Module: snort _engine

Entry Time: 19-02-2020 06:48:43.751118421 (ns)
R R R R R R I I I I b I E E E E E h E b h b b I E i
Module: snort_engine

Entry Time: 19-02-2020 06:48:43.751137018 (ns)
R R R R I I I I I I dE E E E E h E b E b b b b dE I dE i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.751152753 (ns)
R R R R I kI R I I I E E I E b E b b b h S E i
Module: daqgq

Entry Time: 19-02-2020 06:48:43.751164197 (ns)

R R R R R I I kI I I I E E E h E E E b h b b b I dE i




debug packet-module trace .

Module: daqgq
Entry Time: 19-02-2020 06:48:43.751177072 (ns)
LRSS EE SR SR SRR SRR EEEEEEEEEEEEEEEEEEEEEEEES]
Module: dagq
Entry Time: 19-02-2020 06:48:43.751186609 (ns)
LR EE SRS EE SR SRS EE SRR EEEEEEEEEEEEEEEEEEEEEEEES
Module: dagq
Entry Time: 19-02-2020 06:48:43.751203775 (ns)
LRSS EE SR SRS EE SRR EEEEEEEEEEEEEEEEEEEEEEEES]
Module: daq
Entry Time: 19-02-2020 06:48:43.751224517 (ns)
LR EE SRS EE SR SRS EEEEEEEEEEEEEEEEEEEEEEEEEEEEES]
Module: dagq
Entry Time: 19-02-2020 06:48:43.751236677 (ns)

R R R R R R I I kI I I I b dE E I I b b b b I dE i

Related Commands &L 15t B

show packet debugs 7R BRSS9 i R ER R R 212
moduletrace

debug packet-start FITT 5K F Sl P RR, IFIT a6 Rl H &5 AN K 1% .
debug packet-stop R H SR R I, R R sl H S S A A .




. debug packet-start

debug packet-start

B IR EEE A R H B S N H &6 2, 1518 ] debug packet-start 4.

debug packet-start

Command History

EMiERE

AR AR (B¢
6.4 SINT 4.
6.5 debug packet start iy % £ 5 4 debug packet-start.

debugpacket-start 177 58 HEBHEERER:. BB ® S, BUAK IR HES AN EHE

[

A5l

LA R 79 S s ] T4 VA i B ah  «

> debug packet-start

Related Commands

we 1L FA

debug packet-stop R H S ER R 0, R H S S AR .




debug packet-stop .

debug packet-stop
T B AR I L R H RS NI H B8 s 4, 15 H debug packet-stop fir 4.

debug packet-stop

Command History ER A &%

6.4 SINT Medr 4.

6.5 debug packet stop fir % & 4 debug packet-stop.
[EAER debug packet-stop % [ 55 ik H & HcHls e 1 44z .

A5l

PR 79 s o] 42 o VA R s «

> debug packet-stop

Related Commands 44 152 AH

debug packet-start IO E P H SR R I, JFIHaR al H S S A .




. delete

delete

SENINAE BRSO, 1 delete AT 4

delete/noconfirm [/recursive] [/replicate] [diskO: | diskn: | flash:] [path/]filename

Syntax Description

Command Default

/noconfirm ANEETRIIA

Irecursive CAIEE) A MER T 1 H sk b i e (0 30

Ireplicate CRIEE ) MR 26 v B3 € S0

disk0: (AT 45 NN AT -

diskn: (ATik) FoR TSNS INAF SR B s, b ndi @ KB ds s 5 o 1K
diskl:

filename Ji 58 EEMH R ) SCAF IR A2 R

flash: CRTIE) e AR BERHET 5 diskO AT

path/ CAIEE) Fi5E S A2

WEARANTRE H e, MR 247 A H =%

Command History

(k1=

R &

6.1 FINT B2

WERARARE HAR, KT CAE F SRRSO o BRSO SCRPIBACRS «

Gt

LR 79 Je s ] A 24 A H S IR 44 test.cfg 9301

> delete /noconfirm test.cfg

Related Commands

we 15 BA

cd 20 LA H S E O R E K H
dir B2 H i SO

rmdir TR ST B H s




dig

dig i

LA e e 44 (FQDN) 1 1P ik, 358 H] dig fir 2.

dig hostname

Syntax Description  hostname BRI TP Mok ) FHU e B e k44 . #iln, www.example.coms
Command History ERAS e
7.1 SINT 4. BT nslookup A4 .

EMiERE

HELE SRV 58 4 FRAE A 10 iy JCVA A 8 B LG LK) DNS 55 S R A 4R A BRI 1P il fn 2R
BOA Tl I s 12 1 i IO E DNS JIRds s, WA & afE IP ok, SRJS7E dig fir R AEH] 1P
Motk

dig iy (R BREE 1 AR, IR MO BEEZ FINCE /K DNS JIRg5 iR [R5 B o o0 Foda 2 M e &
AN IR SS 2 WUAE S 1 B £ 1 K i LA 1] FQDN W] BE 2R BN ) 1P Mk, ol dn SRX 2
DNS fk g5 s it A0k, MIRAA IR [\] 1P Hhhik.

Gt

PL R 75491 £ $8 FQDN www.example.com 1) TP Huhik . Huhik 754 H ) ANSWER #9358 H B o
R )R M Y SERVER 871 /s iR [ i BT 1) DNS Hi 254 14 TP Mol CASR) 1) TP Ml
CIEHD

53k H ¥ NOERROR R &SR /R IE K e s AT HAN(EI R R 1%, #la1, NXDOMAIN &R
Wi [ (] DN'S fiZ 45 2% R ANAEAE IR 4% o 48 AT DUAE B3R L 82 47 S5 32 BX Linux dig i 2%t (1K) 5
ZIEQNME .

> dig www.example.com

; <<>> DiG 9.11.4 <<>> www.example.com

;7 global options: +cmd

;; Got answer:

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 14008

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 2

;; OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1280

; COOKIE: 88335c9f3dc2cal24e36b5eb60db9067b6cacdde2eabbffb (good)
;; QUESTION SECTION:

;WWw.example.com. IN A

;; ANSWER SECTION:

www.example.com. 0 IN A 93.184.216.34

;; AUTHORITY SECTION:

example.com. 58911 IN NS a.lana-servers.net.
example.com. 58911 IN NS b.iana-servers.net.

; ADDITIONAL SECTION:




W

a.lana-servers.net. 0 IN

;7 Query time: 12 msec

;; SERVER: 10.163.47.11#53(10.163.47.11)
;7 WHEN: Tue Jun 29 21:28:07 UTC 2021

;7 MSG SIZE «rcvd: 152

199.43.135.53



dir

I dir iy s F R A

dir [/all] [all-filesystems] [/recursive] [ diskO:

dir [

| diskn: | flash: | system:] [path]

[filename]

Syntax Description  /all (A3 BRI S
Irecursive CAre) M wos RN A
all-filesystems (ATik) SR PT A ST R GRS
diskO: (i) $RENINAE, JRIE 5.
diskn: (ATik) FoR L AN INAF SR B &5, b ndis @ KB dedin 5 o 1K 2

disk1:

flash: (AT) BB AE 2R X H R %
path (AT $RERF E AT
filename (AT 485 A A PR
system: CAIie) oS RGEH H sk A

Command Default

WA E H 3% BRI N 207 TAF H %o

Command History

R e
6.1 FINT M.
]l

LR 7R Bl JEE s ] e s H S A7

> dir

Directory of diskO:/

1 -rw- 1519 10:03:50 Jul 14 2003
2 -rw- 1516 10:04:02 Jul 14 2003
3 -rw- 1516 10:01:34 Jul 14 2003

60985344 bytes total (60973056 bytes free)

my_context.cfg
my_ context.cfg
admin.cfg

Related Commands

we 152 AR

cd R 2T AF H S SE SO 1R E 1 H 3%




B

we 152 AR

pwd ARGEBEE 2 Bos i AR H %
mkdir Creates a directory.

rmdir B H =%




dns update .

dns update

A DNS STV B B0 2 DNS AERLUEPTIRE I 0%, W ERFBL EXEC Bt T

dnsupdate i % .

dnsupdate [host fgdn _name] [timeout seconds number ]

Syntax Description

host fqdn_name 7€ 23247 DNS HUH 1 BRI 5E A BE A7

timeout seconds number fE AARERAE B N N 1) CLARP N A7), Y 3-30. BOAEHN
30,

Command History

EMERE

R 5
6.3 FINT M2

U437 /1A 3 DNS B UNTRE I N4, TANSER DNS 20T S 2001 FEARE BHLA
(15 0L N I24T DNS BUBTIN, s 4 A sp A T AT 0k (FRO “ Cas 7 D #RwidT . %
RSERIEAT I, RGURAET PR N B R 5E K], R ARG HEHE.

Gt

LR 7 B0 5 1 2 F RN = A FHT PR BT A7 FQDN $14T DNS 5887

> dns update
INFO: update dns process started

> [Done]
Related Commands £ 4 15 B
clear dns % FQDN M 2% %F % DNS f# 4T o

show dns 57~ FQDN W25 42 DNS fi# T o




. eotool commands

eotool commands

HBEAE RS R L 4R 5 HiEH] eotool i 4.




exit .

exit
ZLEH CLL i exit i
exit

Command History ER A &%
6.1 FINT M2,

(EEEiT=

FEH R CLI,  exit F1 logout iy & AT AT ERAE,  BIOCH 56045 1) SSH 231 .
MR T L FENT,  exit 235 TT L SR IFIR 7] 2 H R CLL

M ALF2 W CLI (system support diagnostic-cli) Hif, — exit fir &8 20K 48 WA B EXEC #5208 (71
J1 EXEC Bzt

15l

PR 7l B ol f ) exit #y4 26115 CLI (¥ SSH 44

> exit

DL 0 BT A1 exit 7% go I INT CLI HATRFN EXEC B3 (Ao bl # 44
W) BB EXEC Bk, ST LLAMRTERIITRL, 00 CLI & S (REHT IR A

firepower# exit

Logoff
Type help or '?' for a list of available commands.
firepower>

Related Commands 44 15 BB

logout M CLI 2 1S




. expert

expert
LEREANFELCRE 2 T 1) L 5, 151 expert dir 4.
expert
Command History ERAS &8
6.1 FINT AT %
ERAEE 15024 B TR 4 4 600 0 R R S o S B P B S, A P 5, AEA AT
AL AN SRR T & R
A\
AR EOTREREUETE T B NPT H A RR R B B T R i S o AR T B M AT AT SR I A
A, BB SRR I FR R A %, DL LR AR a5 R .
15l
PLR 78] s ] g A FIR B B £ KB R T 7R username@hostname {5 & -
> expert
admin@firepower:~$
admin@firepower:~$ exit
logout
Related Commands 44 15 AB

exit ML FBEAIR .




failover active

TR a5 e D)2 AR, T AEH] failover active fir 4
4 1 no .

failover active
no failover active

failover active .

o BN LM BLA ORI RES, AT

Command History

MR

R (£

6.1 FINT M.

i failover active fir & M # JH B SOl b i%,  sliAlTH] no failover active fir4 A\ I BE 4 At i
BEFERS o A mT LU D) e M e SR IR 55, il S e s B e LAREAT Aidy . WURANMUEIT R
SWEER T, TSR I, I HAEREAT SRR D0 2 5 20 i 2 ) i TR A 3

L]l
LUR 7B Ks 45 T e U4 0 2 T B %

> failover active

Related Commands

we it BB

failover reset (RS YNGR N PSRN




. failover exec

failover exec
TEAE TR RE o P R 8 e g L RAT a4, 15T failover exec fiy4 s

failover exec {active | standby | mate} cmd string

Syntax Description  active FRAEAE RS R E T B EHAT A%
cmd_string ZPAT M. AR 2, WS CLI ).
mate RO AR B RE X A B BT A4
standby TR AR B X 4 H B BT a2

Command History ER A &%

6.1 FINT B4
ERIEE 45T LUASE T failover exec fir 4 ) HURERE RS T Fh RS2 e 4 R % fr 4

i & (R s A 2T A e 1R, BT A AT LUE ] failover exec fir & fE X 45 e % _F % H show i 4
e AP R AR

T IHNAT LG AEA BB 26 EIAT iy & AR RA REAEXT 25 BE 4 EIAT A2

PR 1)
o A SE ORI S BT emd_string 280 16 AN T H
ekt debug (undebug) fiv4 5 failover exec T & e A .

P AT BRI, RO Al DR i 55 R Wb 5 12, D228 #6475 7T LA fail over exec
AR AR Ay AT R

o R4 N i# I failover exec fii4, 51l failover exec mate failover exec mate iy 4o

o T P ¥ B R a2 262048 Inonconfirm JE T

2

2 R

Gt

LAR 74 ] failover exec iy s i b A2 6 S5 e o (I e A I B i & AE R BB
(CEMBS) BT, PP EoR Bk BB (s .

> failover exec mate show running-config failover
failover

failover lan interface failover GigabitEthernet(0/3
failover polltime unit 1 holdtime 3

failover polltime interface 3 holdtime 15

failover link failover GigabitEthernet0/3




failover interface ip failover 10.0.5.1 255.255.255.0 standby 10.0.5.2

PLR 743146 ] failover exec fir 4%+ show interface fiy4 k1% 3] 46 FH % 4% -

> failover exec standby show interface
Interface GigabitEthernet0/0 "outside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Half-duplex), Auto-Speed (100 Mbps)
MAC address 000b.fcf8.c290, MTU 1500
IP address 192.168.5.111, subnet mask 255.255.255.0
216 packets input, 27030 bytes, 0 no buffer
Received 2 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops
284 packets output, 32124 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/1) software (0/0)
Traffic Statistics for "outside":
215 packets input, 23096 bytes
284 packets output, 26976 bytes
0 packets dropped
minute input rate 0 pkts/sec, 21 bytes/sec
minute output rate 0 pkts/sec, 23 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 21 bytes/sec
minute output rate 0 pkts/sec, 24 bytes/sec
5 minute drop rate, 0 pkts/sec
Interface GigabitEthernet0/1 "inside", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Half-duplex), Auto-Speed (10 Mbps)
MAC address 000b.fcf8.c291, MTU 1500
IP address 192.168.0.11, subnet mask 255.255.255.0
214 packets input, 26902 bytes, 0 no buffer
Received 1 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 L2 decode drops
215 packets output, 27028 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/1) software (0/0)
Traffic Statistics for "inside":
214 packets input, 23050 bytes
215 packets output, 23140 bytes
0 packets dropped
minute input rate 0 pkts/sec, 21 bytes/sec
minute output rate 0 pkts/sec, 21 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 21 bytes/sec
minute output rate 0 pkts/sec, 21 bytes/sec
5 minute drop rate, 0 pkts/sec
Interface GigabitEthernet0/2 "failover", is up, line protocol is up
Hardware is 182546GB rev03, BW 1000 Mbps
Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)
Description: LAN/STATE Failover Interface
MAC address 000b.fcf8.c293, MTU 1500
IP address 10.0.5.2, subnet mask 255.255.255.0
1991 packets input, 408734 bytes, 0 no buffer
Received 1 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort

SIS I

(SIS I

failover exec .




. failover exec

0 L2 decode drops
1835 packets output, 254114 bytes, 0 underruns
0 output errors, 0 collisions
0 late collisions, 0 deferred
input queue (curr/max blocks): hardware (0/0) software (0/0)
output queue (curr/max blocks): hardware (0/2) software (0/0)
Traffic Statistics for "failover":
1913 packets input, 345310 bytes
1755 packets output, 212452 bytes
0 packets dropped
minute input rate 1 pkts/sec, 319 bytes/sec
minute output rate 1 pkts/sec, 194 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 1 pkts/sec, 318 bytes/sec
minute output rate 1 pkts/sec, 192 bytes/sec
minute drop rate, 0 pkts/sec

(SN, I, Bl i

AT 70 9] s =24 i 0 888 96 et AR i & I 3R [P PR B 89 6«

> failover exec mate bad command
bad command

~

ERROR: % Invalid input detected at '”"' marker.

LR 7l Jee s A 25 T s e B [ 5 0L {31 failover exec fiir & I I BT FR B 49 JEL «

> failover exec mate show failover
ERROR: Cannot execute command on mate because failover is disabled

Related Commands

ws it AR
debug fover R U RS AR S T T R

debug xml

o failover exec iy A FH K XML f# BT 4% 1 K L .

show failover exec

i failover exec i A Hi




| d-r
failover reload-standby .

failover reload-standby
Biomfil s H & R A 3, Wi failover reload-standby i 4

failover reload-standby

Command History ERAS &8
6.1 FINT B4

e R R, A4 . & B A T BT I 5 U 3R 5 % T )

7

N
PLR 754 Ji 7 AT o 3 ¥ 86 A% failover reload-standby iy 45l £ 15 & B8 R 8

> failover reload-standby




. failover reset

failover reset

TR R S IR IRAS, 1S 1] failover reset i

failover reset
Command History ERAS &8
6.1 FINT B4

(EEEiT=

failover reset v 4 RVFEB IR B4 VI A LR A . failover reset iy & W AEAT—Be s LHIN,
HIATE B LAE E R & LN %2 . 76 EH B4 failover reset iy &Kt &% “76
e

AT LM H show failover fir 4 s e (MR A IR

Gt

LA 7 ] J s o e s v 46 U148 0 e MR«

> failover reset

Related Commands

we L RA

show failover BN KRB I H AL RIS R




file copy .

file copy

SLUELL FTP RS0 AIE H At B R 1L, 1L file copy fir 4

filecopy host name user_id path filename 1 [filename 2 ... filename n]
Syntax Description host_name Yoo Hbrim L =ML L FREk P sl
user_id feE A AL B
path feE e T B H 4.
filename_1 through T € ENAIEH A SO PR IR E T 2430044, WA Zi L
filename_n SR REEA]. S HCEHFFBRAT

Command Default B AN R G5 N s HE gk SC2F 3 H SeAL s set

Command History ERAS &%
6.0.1 FINT M2
=l
PR BIRE 22 35 F S (R AT SCPEA% a2 fpub JELIE T 7 jdoeds A (e 5 = 4L sentinel _E(1 H
K

> file copy sentinel jdoe /pub *

Related Commands  £4 152 AH
filelist I A IEH s S
filedelete MAFEH s IR S
file secure-copy ML SCP &4~ 3L H s g 30




B fite delete

file delete

TEERR AICH RSO, WA file delete fir 4.

filedelete filename 1 [filename 2 ... filename n]

Syntax Description

Command Default

filename_1 through 5T ENA H H s P BRSO A4 B . W SRER 8 T 243044, W2
filename_n LA A B EA ] LS BRI IS .

Ui 2 DO RS8N B HEER SCF IS AT H s i ST AR

Command History

[J7W:N &2

6.0.1 SINT 4.
w51

BRI ) 535 AN ST A

> file delete 10.83.170.31-43235986-2363-11e6-b278-aff0a43948fe-troubleshoot.tar.gz

Related Commands

we LAR
filelist HIH A3 H s
file copy Wik FTP A& 4 a3 H b i S0

file secure-copy Mt SCP A& A3 H & i ek




| d-r
filelist [

file list
A AL A o, EEH filelist w74

filelist [filename 1 ... filename n]

Syntax Description f?|enamG_1thr0ugh B EMAILH RV SO 2R IRRE T 2403044, WLl
filename_n ST SEEC R .

Command History ER A &%
6.0.1 FINT a4

EdzEET AT A RS AN SO H P St . RS X4, MBI AL H
T A
il

SE7s B A T H SR A A

> file list

May 26 17:46 137474048 /core 1464284811 rackham-sfr.cisco.com_diskmanager 11.21145
Jun 27 20:36 1464696832 /core 1467059810 rackham-sfr.cisco.com lina 6.21293
Related Commands &L 15t BB
file copy Tt FTP A& %028 36 H s i se e
file delete MAIEH S P BRSO
file secure-copy I IL SCP i3k H sk 3L




. file secure-copy

file secure-copy

BB SCP ¥ SCAE B F H s AE B A2 F 0L, A file secure-copy ir4 .

file secure-copy host name user_id path filename 1 [filename 2 ... filename n]
Syntax Description host_name Yoo Hbrim L =ML A FREk 1P sk,
user_id feE A AL B
path feE e EHL B H 4.
filename_1 through i€ BN A IE H AR S AR a5 E T 243044, MasZi e
filename_n SRR S HCEHFERAT

Command Default

b R G E N s HERR SOPF B H Aot

Command History

R &2
6.0.1 FINT M2
T

BRI A 3 H b i BT SCEAE 2 ftmp S8 T 7 jdoeds ) frae fE 241 101.123.31.1
[ H 5%

> file secure-copy 101.123.31.1 jdoe /tmp *

Related Commands

ws it BA
file copy WL FTP &4 AL H s h i st
filedelete O FE H S R S

filelist HIH AT H s S0




fsck

fsck .

LPAT ARG AT AU, THAEH] fsck Ao

fsck /noconfirm diskn:

Syntax Description  diskn: Hest N AE IR, L n IR

/noconfirm i i SAEATR G I T IEAT . BBt AT .
Command History ER S &%

6.1 FINT M4

MR

fsck fir K A 2 IRE R HIR S RGeS R APERE S R 2 A it fir 2

19 FSCK SRS RS IR S (9 oy - e 050 e ol e 5 o P S 3 B, & 61t 44
24 FSCKxxx.REC MK E X F. IXEE ] LIS FSCK ZEIB 4T I B i SCAE IR — /N 45 B HEAN S
o EWDENEDLT, AT RE TR B A X Lo SO DAV R H i s Gl AN T B e e, TR e 4
TR o

)

AR FSCK SEHIREFAE R sl Ashizdr, ik, RIMESCH FalfA fsok dird, Rt RER RISk 5250

G

Gt

LA 78 s tn A 5 DA 1R SR 2R 45

> fsck /noconfirm diskO:

Related Commands

we 15t RA

delete AR FE P el PR BT A SO
erase TR BT A5 ST A I A XA R A7
format %A SR G




II help

help

LRRTRE LKW, WA help 4.
help { % | ?}

Syntax Description ~ ? SR AR ES B I A
command $85E W B CLIE B4 .

Command History

(k1=

R

L5

6.1

FINT A2

help fir & /s A R AL Ar S I IS R . T LU help & Jn B i 44

Byo WRATRE AT BRI 2, WA Iy B B i 4

JASCINS iR

Gt

A 2 A 2 . XA Bon

PR 74 i 7 ] S8 7 tracer oute iy 2 B S B«

> help traceroute

USAGE:

traceroute <destination>

[probe <probes>] [port <port-value>]

DESCRIPTION:

traceroute
SYNTAX:
destination
src_address
src_intf
numeric
time
min-ttl
max-ttl
probes
port-value
use-icmp

PR AL

[source <src_address|src_intf>]
[numeric] [timeout <time>] [ttl <min-ttl> <max-ttl>]

[use-icmp]

Print the route packets take to a network host

Address or hostname of destination

Source address used in the outgoing probe packets

Interface through which the destination is accessible

Do not resolve addresses to hostnames

The time in seconds to wait for a response to a probe

Minimum time-to-live value used in probe
Maximum time-to-live value used in probe

packets
packets

The number of probes to send for each TTL value

Base UDP destination port used in probes
Use ICMP probes instead of UDP probes

ENESEYE e

PISRIEEAN a4 1 38



history

LRI AT AT D Ak, WA history i

history .

history limit
Syntax Description limit iR R AIR RN (L HEFRR « TN E N TR, A
SEREI Al WA 0.
Command History PR &%
6.1 FINT M.
ERERE fesade ] LU 1v) b 3 SRR sl ) ek 2 () i 2

P S A B A A i & A A (12515

Gt

LUR 7Rl s i 4 P S oK

> history 0
48 show environment
49 show network-static-routes
50 show network
51 show running-config
52 show service-policy
53 show ntp
54 show cpu
55 show memory
56 history O




. logging savelog

logging savelog
Bk 1B X AR AF BIINAE, 51T logging savelog fir 4.

logging savelog [savefile]

Syntax Description  savefile (i) 07 HAERSCIE4 . iR R SR e 304, WARGHAEHT T
JI7s BRI [ R 2R A7 H S

LOG-YYYY-MM-DD-HHMMSS . TXT

HA YYYY 24, MM JEH, DD 2 H H, HHMMSS &[] CRLANE
ATEPRIED R A o

Command History ERAS e
6.1 JINT M.
[ERiEE Tt AR B X RAE B A 2 7, AU P A B B IX s 750 ] b K SR R 280

PEORAFBIINAF o (HE, WURBCE R H A E R P XK/ 2 MBS WA 8 S Z2 P X AL B AN
fro AR BB GRS o W Bgs R BCEZer X H &S,

)

R logging savelog iy & AN VERGEITIX . BELEBRZEIRIX, 1] clear logging buffer iy 4.

1
LI R R BT SCPE 44 Tatest-logfile.txt 44 F 280 X (47 B 77+

> logging savelog latest-logfile.txt
>

Related Commands £ 4 15 B

clear logging buffer HERAEETE R4 H A B H S X .
copy RSN BRI S — M, WSS TFTP 5 FTP k4545
delete MR ZR 7y DR SCAT - Cln 2 PRAF (1 HAS 3D




logout

FIEH CLI, &1 H logout fiv 4.

logout .

Command History

(EEEiT=

logout
R A 15
6.1 FINT M.

logout T4 R VFIEIT A B & T 45 CLI 231 . Bt rl LA exit dr4.

Gt

LAR 79 S i A 1 4«

> logout




. memory caller-address

memory ca

ller-address

T ERER B 00 T3 PC BC By VE IR e A A, LA BG 25 A7 i), 15 4EH] memory
caller-address 4. W HI77 PC JE i A A7 BE R o iRE e stk o SN BR ML L, 35 18] st
A1) no JE

memory caller-address startPC endPC
no memory caller-address

Syntax Description

Command Default

endPC P08 WAF DRI S A L
startPC FRAE W AFBRIK T 4 Mk VT

SEBR AT PC 2 iid sk LU T A7 BRIER -

Command History

EMiEm

R &
6.1 FIANT 2.

i Ff memory caller-address fiy 24 P 17 1] TR 25 2R 2 1 A7 B

FERLEEOLT, WA BT SEBr il 5 PC 2 RE e h VR 2 AL EAE T I SRR DI RE . B2 IR 7
AN AL, EECE DI REM TR A G R RE e i, AT IC Sk % D RE TR Ay (R R e bk

)

AR RN O ERER I, e IV RETT RS N TR B

Gt

PLR 7R 271 74 ] memory caller-address fir 4 1ic & (ke . ALK show memory
caller-address iy & (1 45 K 7R :

> memory caller-address 0x00109d5c 0x00109e08
> memory caller-address 0x009b0ef0 0x009b0f1l4
> memory caller-address 0x00cf21llc 0x00cf4464
> show memory caller-address

Move down stack frame for the addresses:

pc = 0x00109d5c-0x00109e08

pc = 0x009b0ef0-0x009p0f14

pc = 0x00cf211c-0x00cfd464
Related Commands  £4 54 AR

e

memory profileenable | 5 HIxf AAEAEH] (AFAMHT) .




memory caller-address .

AA
A<

1L FA

memory profile text

PiC LI AT KD A7 R SO

show memory

R AT ERAE B G T ) B R B N A R 2 i n] T A R

show memory binsize

SIS h A A 2 R 3 TR P Bt R A R

show memory profile

BoRBEE AN 0L () e R

show memory
caller-address

BBt LECE R vE




. memory delayed-free-poisoner

memory delayed-free-poisoner

{i | memory delayed-free-poisoner iy 4 & 4R °] H N A7 8540 T LS5 23 H BB ¥ m] H N A7
AT H, 1544 memory delayed-free-poisoner enable iy % . ZE4%H] delayed free-memory poisoner
TR, HMH a4 no JEX . delayed free-memory poisoner -5 1] FH =W 40 v] I 1K) A A7 A4 B T
BG4,

memory delayed-free-poisoner {enable | desired-fragment-count frag_count | desired-fragment-size
frag-size | threshold heap use percent | validate | watchdog-percent watchdog_limit}
no memory delayed-free-poisoner enable

Syntax Description

Command Default

enable JRBER R W AF s TR

desired-fragment-count % 5 B RE(L AR EA S LR B 10 A A7 2 BB A BB Tl 0 51 8192; R
frag_count YLK 16

desire(_j-fragment—size W B BRSSP R E S n] I N AE 0 B KN (LU 8
Frag-size BE) o BTN 0 B 268435456; BRIAE A 102400,

threshold heap_use percent % & 2 4k M AL 25 BA S FHoBE I A 77 10 R 88 N A48 1 0 LL B, Ya
290 F]100. ERIAEH 100,

validate SR THEGAIE delay-free-poisoner BA S H KT A JE %5 o
watchdog-per cent H AL BRI B E ) IR S BRI B e e, B 15 b (EYEH 2 10 3
watchdog_limit 100, ERINEH 50,

memory delayed-free-poisoner enable 7ir & Bk A 2%
desired-fragment-count 2RIA 4 16.
desire-fragment-size RIA{E 4 102400,
watchdog-percent ERIA{E A 50.

Command History

EmERE

R LY
6.1 FINT M2

J&i H delayed free-memory poisoner [ H 0] . AEAE I FI RGEPEREA B it H Re/E MR AR

SCRFRO IR R . 7E KRR RGN A IS T AN IZIS AT I T H .

JE IR, SRR L2 AT IS HT W] A A7 8 KK 5 N FIFO BAA o BN SKR 5 A FEAL
FRBAFUIS, AR A A BN TR B RS IR N A 715 2 5 N H Oxee 1ff “H#E” o

B NAFE R —H R AT, BRI HER NS RGE T NAE. 75 E T 2 N AERT,

Tk 2% 2D SAE H B\ Hh A 4% desired-fragment-count NA722 11X, M desired-fragment-size fA 417




memory delayed-free-poisoner .

THIRBOZNAE, X TIRUE . 8 nT LUE L B 2 desired-fragment-size Fil desir ed-fragment-count
(1R >R U A R 88 35 2 K A AR SR T 5 TR I 1)

WRNAEREEN, Rk BB RG] H AR, SRJ5 %R0 A8 AR AT AR 3K IR . B8 & L A A7
TR BRI 2 T A B i SR 0 Y PR JBUE 8 1R A7 M 1L

WRPE WA CAEEG R Ge A AR S I 7= A= 12 Wikt S iff e gt 1) J5 FRL

FEIR BT FE AR TS — PR AL, PTRT i fE e B P W IR BB 1570, MR e B
IR B] YRR SEPAT AN IGEE CPU IR, a5 2ol R 481 I

fasny DU e AR PR (o ISFPE T I BE I B 0 b SRURIEIS ML ARAT 45 BRIAMEN 50%.
BRI, M IER R E A B AL TR BRI, WERRAREAHE CPU SO FIELT 7.5 7, %
TRR I — 20 N AE A FCVE SR RN, B BT ezl AR o 8T LAt 8 oS Ry B ol ) >k
BIAT A

Bk AR it 2 > R4 CPU 13k, v LA E Bk A8 B 20K A2 L BAZIRE Ji% 2] threshold
RGNAFMI AT AR E o . CBRAEOL T, fERGNAFFER T, HERASINHIT
RN A D

delayed free-memory poisoner - H 3l HIEGIE S A 2. #8380 LAEH memory
delayed-free-poisoner validate iy 2 T3 E 0 UE. WA LRSS TN, W RS KA Tkt
PRSI R E R R R DS o A SRR AR T AR, X eI E K IR B AE A S P T R
4FE;  memory delayed-free-poisoner validate fir 4 A2 A1 HH 1 A A7-3R [0 51 R 48 A A7 .

AT A2 1 no B2, JIBAA i sk 51 F I A7 A A7 AN e 56k B 3 [ 2 ) B A A7, [] I
BT Gt S v B

aN Ll

PLR 7~ 41 )5 F delayed free-memory poisoner I

> memory delayed-free-poisoner enable

NI/ delayed free-memory poisoner “L FL Sl 21 A2 P A7 5 AT IS (R 2 B i H -

delayed-free-poisoner validate failed because a
data signature is invalid at delayfree.c:328.

heap region: 0x025blcac-0x025b1d63 (184 bytes)

memory address: 0x025blcb4

byte offset: 8

allocated by: 0x0060b812

freed by: 0x0060aelb
Dumping 80 bytes of memory from 0x025blc88 to 0x025blcd7
025b1c80: ef cd 1c al e1 00 00 OO | ...
025b1c90: 23 01 1c al b8 00 00 00 15 ae 60 00 68 ba 5e 02 | #......... .h.".
025blcal: 88 1f 5b 02 12 b8 60 00 00 00 00 00 6c 26 5b 02 | ..[... ..... 1&[.

025blcb0: 8e a5 ea 10 ff ff ff ff cc cc cc cc cc cc cc cc I
025blcc0: cc cc cc cCc cC CC CC CC CC CC CC CC CC CC CC cC I
025blcd0: cc cc cc cc cc cc cCc CC e

An internal error occurred. Specifically, a programming assertion was
violated. Copy the error message exactly as it appears, and get the

output of the show version command and the contents of the configuration

file. Then call your technical support representative.




. memory delayed-free-poisoner

assertion "0" failed:

file "delayfree.c", line 191

AR T ) R

R AR TFE RS

FH

ikl

heap region

AR SR A NP A P PR etk DS A R A XK o 3K 5535 SR I RN AR,
FRAE A A AR I R GEr BE A 53K, BT e/ TR

memory address

P A AL 81 W ) 7

byte offset AL S HE DK TSR G, AT AR A SR T OR A DA Mk T Sk () s 5 4
I T A A S - B 0 BIOR T HE DO 5 TH B 8 AT BE A 0] i 2 IS 2
SR AL TP R S

allocated by/freed by | $5 7RI K& HIF) L ¥5 B bR i PY A7 X 35k 1) malloc/calloc/realloc FURE G H )
Huhl:.

Dumping... AN B A DR A, LA e R 38 ) W e R PR P A DR Sk
ERB o AR RGEMEA 5 1))\ A7 2 e TR RO & RGEHCL B E
DA BABBE B B N A7 o DX 738 B ATART R G 2 350 2 0 11 P A At 5
WE A 0xceo

Related Commands 44 1 BA

clear memory
delayed-free-poisoner

155 delayed free-memory poisoner I = JAFIFIGETH5 B .

show memory
delayed-free-poisoner

127K delayed free-memory poisoner I BA #14i FH $f 22,




memory logging .

memory logging

M NAFH&EIEs%, 1 memorylogging 4. 24 N A7 H &l DhRE, 1 L@ 2 no
JE

memory logging 1024-4194304 [wrap ([Size [1-2147483647] | process process-name]
no memory logging

Syntax Description

1024-4194304 fisg WAF H S WSt X i H Sl 5 4 B . X2 ME— T8 R e 2
o

process process-name &g I (R

i8] Checkheaps HEREH S /E— AN uERE 58 2200, DA & KAAEFRiE T X
I N A7 I3 B 2% o

size 1-2147483647 e EmIAE 4 B N

wrap [IZEIN GRAFGEITIX oGP X BERRAT IR WIRE wrap 2K, RS .
MO IX wrap I, RGELRHb AR SOX B A S, DUR TR AT

Command History

MR

R (£
6.1 FINT e

EEE&WY?EI USRS, WA, AR EBEH . ] show memory logging iy 4 £ & H

lL)

A5l
PAR sl ja A A7 H S sk

> memory logging 202980

Related Commands

we 1L FA

show memory logging BN NAE HEE R g R .




. memory profile enable

memory profile enable

BH WA S SO (AR, 1548 H memory profileenablefir 4. B25H WAE/ T Thfig,
A 21 no .

memory profileenable [peak peak value]
no memory profile enable [peak peak value]

Syntax Description

peak peak_value FRAE WAFAE T B, T8 2 B S AR VA A P 2 b DX b fR A N A AP 3¢
PRI e 2 i DCIRD P  LLJE T R 20 BT LA 5 AR S IR UL A A7 75 3K

Command Default WAL AT BRIAZE
Command History ER A &%
6.1 SINT A4

MR

LEJA AT AT Z T, 255648 H] memory profile text iy 4 FC & 2254 1 A7 SCAE .

A AAEIN T R G R ., EEEHN clear memory profile fir4. %% show memory profile
status fir & M4 o

N

AR RN, B IOTERE AT RE S IR IR .

Gt

LUR 7Rl e N A7

> memory profile enable

Related Commands

we 5LFA

memory profile text Pic B LT KD A A R SCATE

show memory profile | g R & AAAHETELL (0T 1R




memory profile text .

memory profile text
BERCE N AT IR SCATE R, 15481 memory profiletext fir4. ZE2EEH], 1548 H Ay 2 no £

memory profiletext {startPCendPC | all} resolution
no memory profiletext {startPCendPC | all} resolution

Syntax Description  all 85 WA BR8N SCASE ]
endPC R AT BRI BEAS SCAT o
resolution TR AP SOAR IR R ER ST R, U D 1-44582263
startPC R AT BRIK T 46 SCAE o
Command History ERAS &%
6.1 FINT A2
Ed:EE WERSCASERES, 73 HeR “4” Tl AT TEREART R IR o R SCAVE I BOR, AR R 20—

WIRERS T, EAE TR I Y T e N B AL DO

] memory profiletext iy &4 N CAJLH 5, 44045 A\ memory profile enable iy 4 LAIT 46 N 174>
Mo PAFITHTERINEE A .

)

AR RAWNAENT, B AITERE AT RE S IR IR .

Gt

LAR 7 0 s Ul £ 70 B4 0 100 fR 484 T BL B S50 M R A A7 SCARTE L

> memory profile text all 100

PR 75 81) k73 SCASSE ) ) TG R S A7 23 BT IR S (OFF):

> show memory profile status

InUse profiling: OFF

Peak profiling: OFF

Memory used by profile buffers: 0 bytes
Profile:
0x00007e£fc3e0227a8-0x00007efc40aalf8e (00000100)




. memory profile text

\)

AR EIFRANAEHT, LI memory profile enable fir 4. AR HTERIAZEH]

Related Commands £ 4 5% Af

clear memory profile | ik 4 £7 53 Hr D BE LR R K1 221 X

memory profileenable | j fixf 7T CATEAMT) M.

show memory profile | IR & WAAERITE L (30T 1015 B




memory tracking .

memory tracking
BH P HE N AR SRR R, 5] memory tracking fiy4. AR N AF H S ERER DI RE, 15 @ 4
) no JE .

memory tracking {enable | allocates-by-threshold min_allocates | bytes-threshold min_bytes |
filter-from-address-pool address}
no memory tracking enable

Syntax Description enable JB N AR R

allocates-by-threshold T 5 ek 4 B 20 2 /b 3R T I B (R BL R T, TSR
min_allocates 0-4294967295 .

bytes-threshold min_bytes i ] J7 ({4 H A0 /I FEIX 4 2 Z 1 N AEA BERL S ZE N, T8
4 0-4294967295.

filter-from-address-pool  HpRibtbhht (g Hhtibith 4 H o B2 ik, 55008 FERES, 2854 show
address memory tracking address. 7& “ P AFERERHIbEH” ZIR P A 4R “ il
Huhko Bilan, A REE BILUT N2

...allocated by 0x00007efc3f80e508
] LU T AR i 2R L HER -
filter-from-address-pool 0x00007efc3f80e508

Command History ER S &%
6.1 SINT B4
Al

PR 7390 Ji P R A A A7 5K

> memory tracking enable

Related Commands 44 1% A
clear memory tracking TRERPTAT TR I B

show memory tracking RN IR G,




. more

more

FRRSAFA A, W] more fin 4.

more [/ascii | /binary | /ebcdic | diskO: | diskl: | flash: | ftp: | http: | https |

tftp: 1 filename

Syntax Description  /ascii (A3 7E kAN s —HEI SR ASCIT S0
/binary CRTIE) A2 —RERIBE T B T SCft
/ebedic (A[3E) LL EBCDIC R —HEHISC 1.
diskO: CATEE) B7s WA BRSO
disk1: (AJ3k) BoRAMERINAE R RS
filename iRt S TN B R LUy 8
flash: CAlik) 4R NEINAE, JEIRE 5. 75 ASA 5500 R4 HIE N 22 as 1,
flash GBS /2 diskOff il 44 .
ftp: (A3E) R FTP R4S 4% LS.
http: CAre) Bos Mk b r e
https: (A[3E) WoRze AWl b rseft.
tftp: (A[%) R FTP HRSS 88 L Serks
Command Default ~ ASCII #5{.
Command History ERAS &
6.1 FINT M4

MR

system support view-files iy 2 & 2 g A E A H & SOOI S i %

A5l

DU 72- 0l o] s 4404 “test.cfg” HIASH ORI Y 2% -

> more test.cfg
: Saved

: Written by enable 15 at 10:04:01 Apr 14 2005
XXX Version X.X (X)

nameif v1an300 outside securitylO

enable password 8Ry2YjIyt7RRXU24 encrypted




more .

passwd 2KFQOnbNIdI.2KYOU encrypted

ciscoasa test

fixup protocol ftp 21

fixup protocol h323 H225 1720

fixup protocol h323 ras 1718-1719

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

access-list deny-flow-max 4096

access-list alert-interval 300

access-list 100 extended permit icmp any any
access-list 100 extended permit ip any any
pager lines 24

icmp permit any outside

mtu outside 1500

ip address outside 172.29.145.35 255.255.0.0
no asdm history enable

arp timeout 14400

access—-group 100 in interface outside

|

interface outside

|

route outside 0.0.0.0 0.0.0.0 172.29.145.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 rpc 0:10:00 h3
23 0:05:00 h225 1:00:00 mgcp 0:05:00 sip 0:30:00 sip media 0:02:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+
aaa-server RADIUS protocol radius

aaa-server LOCAL protocol local

snmp-server host outside 128.107.128.179
snmp-server location my context, USA
snmp-server contact admin@example.com
snmp-server community public

no snmp-server enable traps

floodguard enable

fragment size 200 outside

no sysopt route dnat

telnet timeout 5

ssh timeout 5

terminal width 511

gdb enable

mgcp command-queue 0
Cryptochecksum:00000000000000000000000000000000

end
Related Commands &4 15t BF

cd SR F oK

pwd AGURERN 2> s 20 LA H %
System support HHIFER H SN

view-files




. nslookup (deprecated)

nslookup (deprecated)
EEKER 4 (FQDN) # 1P ikl reverse, 114 nslookup fiv4 .

nsdookup {hosthame | ip address}

Syntax Description  hostname BRI 1P Hulk () FHU e B e k4 . #ilan, www.example.coms
ip_address B 58 A IR A 1 AL TP bk,

Command History ERAS &8
6.1 SINT Mm%
6.6 Lin AR, 2 .
7.1 I 4 SRR T 4 digs

Ed:EEE FEE SV 58 4 BRE 3804 1) i A JCV A FH O 8 PR LT IC L 1) DNS IR 55 # K A 4k A4 PRI TP fiuhik o 4 2R
WA I HR R R A 2 BB DNS JIRS548, 1A a2 e 1P #ulik, 4R J57E ndlookup i 4 4
A TP Huht.

nslookup 7y & ik AT FH T8 8 45 58 1P Mk (1) 58 B e 3k 42

Gt

PLR 76 £ 8 www.cisco.com 1] TP kb, #4452 AiHbhE(S B W /R DNS RS54 (AT LA
SEAREIERA) o IP HhhEREG . (oRBIT RHbREROA ISR . ) BURE R BRI
GRREIRNE (kR ENLAAT TP Mkl

> nslookup www.cisco.com

Server: 10.102.6.247

Address: 10.102.6.2474#53

www.clsco.com canonical name = origin-www.cisco.com.
Name: origin-www.cisco.com

Address: 173.37.145.84

U\TTWJﬂTﬁDMﬁLﬁ}iﬁ Ak TP HubE A N4 WIRAME S3E H T BT H ) DNS iz
o WIS M4 B name = BRI

> nslookup 173.37.145.84
Server: 10.102.6.247
Address: 10.102.6.247#53

84.145.37.173.in-addr.arpa name = www2.cisco.com.




packet-tracer

FHEARE 5 70T KRR R B (LR R T RE AREAT #ieb HE R, %4 1] packet-tracer fiv
Lo CHIEHRW, FH/SFFREZR T ICMP, TCP/UDP A1 1P $#i (0 di it 1) 15 i . 4] LU peap
SR T R A Bl A IR ERER SE BN AR R )

packet-tracer input
fgdn fgdn-string }
packet-tracer input
fqdn fgdn-string }
packet-tracer input
fgdn-string } [ detailed ]

packet-tracer .

ifc name icmp {sp | user username} typecode [ident] { dip |
[ detailed 1 [ xml ]

ifc name {tcp | udp} {sip | user username} sport {dip |
dport [ detailed] [ xml ]

ifc name rawip {sip | user username} protocol {dip | fqgdn

[ xml ]

packet-tracer input ifc_name pcap pcap_filename [ bypass-checks | decrypted | detailed | persist |
transmit | xml | json | force ]

Syntax Description

bypass-checks CAIE) B B SR BO L 1 22 A
decrypted IR KA LA (404 TPsec/SSL VPN fif% .
code ICMP 4l 0 B EE ) ICMP AR5

detailed IR FRALTEAN M PR R 45 A5 R

dip HE A FRER ) H AR IPv4 5 IPv6 ikl

dport TCP/UDP/SCTP $# (. #RIE ) H b 1 o

fqdn fqdn-string

HEHLHI e AR % . A EF IPv4 () FQDN.,

force TMBRELAT () peap BRERIFHRATHT I peap 3L

icmp € EAE I ER U ICMP.,

ident (k. ) ICMP A ERER ) ICMP FRIAST .

inline-tag tag NER 2 )22 CMD ik P 2 bR 8l . A RMEIEFA 0 21 65533,

input ifc_name

FE b ERERHCR W IR L2 AK

json (AT3&) LA JSON #4aU \g 7n ER IR 45
pcap & 5€ peap 1ENEIN .

pcap_filename

B E R B I peap SCPFAA

protocol JE 4 TP AR A IRER MG, N 0 B 255,
persist AT KRR, FEE SRR AT IR .




. packet-tracer

rawip TR € ZAE ORI TP

sip KO L ERER (K95 TPv4 5 IPV6 Mk,
sport TCP/UDP/SCTP s 0B i (14 Yt 11
tcp TR ZAE A M TCP.

transmit CHIE)  FVFABE ARSI Sdh
type ICMP H#i (0 FRER 1) ICMP 287,

udp TR e ZAEH P UDP.

user username

D SRR R E i TP kb, UL domain\user A% AUH5E I S . ER
f PR e o P S e (o)

xml CAJiE) DA XML AU e BRER ST A
Command History ERAS &8
6.1 FINT A4
6.6 o T i, DLSR LA Bl A I SR VERN Z A e i AU
7.1 X} packet-tracer AT TG, VK PCAP SCIHE N EREFRI -

MR

BRIt IR B 0 oh, BRI DOE L P B R R A Ay, EE T INAT R A S T 2
packet-tracer fir & RERE AT LA T #574F -

BB R A e L 5
- Yo UL LR A BT
- SEARIE TR LR S SR CLL AT HFFAT B0
o SEARHCHR ot B € S S 1%
- PSR B P AR ST L.
packet-tracer iy 4 AT JHCHR (L IVEANGTEL, LAJ MOUMDG B0 504 A M LA B2 SRR

B WA SRR E 5, W packet-tracer fir4 LL 5y Bk AR B IR A A5 B i, R
TR R ST T 8, BB RBUNE R Bt R Pk ] 5. 7

packet-tracer i AT B AN B A I, Al H] peap SCBE 7 ATl B A BRER B FU M B (e
100 MR FHER AN BIRR . 0T LA peap SCHEVE SN, FFLL XML 5k JSON #% 203k
GERDIHATHE D 0. BE BRI, 1540 clear packet-tracer [f] pcap trace Tv 4. fEERES
ERE, VAR R R




packet-tracer .

Gt

PL R 7] s el 4 ) peap SCAFAE i A3z 4T packet-tracer:

> packet-tracer input inside pcap http_get.pcap detailed xml

PAR 7 s e S 375 BRELA ) peap BRERZZ 0T DXIFAR U peap SCAFAE i A KIZAT

packet-tracer:

> packet-tracer input inside pcap http_get.pcap force

PAUTR 7 B ER B 7K B N T ICMP $di 0. 85 SRR W], 2 000 A Bl B A 50 R 2RI
(RPF) M4 55 o ki Jot DA AT RE 2 I i A Bt P 2 0 A Uik dE A AR 0, (HLS P S 1A
KK, WIEBEEFF TR, FRE WORGTRACRF LN A 0, RS B3
B, PURICECHIE (BRI D fermshilef.

> packet-tracer input inside icmp 10.15.200.2 8 0$

Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0xd793b4al0, priority=12, domain=capture, deny=false
hits=621531641, user data=0xd7bbe720, cs_ id=0x0, 13 type=0x0
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0000.0000.0000

Phase: 2
Type: ACCESS-LIST
Subtype:
Result: ALLOW
Config:
Implicit Rule
Additional Information:
Forward Flow based lookup yields rule:
in 1d=0xd7dc31d8, priority=1, domain=permit, deny=false
hits=23451445222, user data=0x0, cs_ id=0x0, 13 type=0x8
src mac=0000.0000.0000, mask=0000.0000.0000
dst mac=0000.0000.0000, mask=0100.0000.0000

Phase: 3

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 10.15.216.0 255.255.252.0 inside
Phase: 4

Type: ROUTE-LOOKUP

Subtype: input

Result: ALLOW

Config:

Additional Information:

in 0.0.0.0 0.0.0.0 outside




. packet-tracer

Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: inside

output-status: up

output-line-status: up

Action: drop

Drop-reason: (rpf-violated) Reverse-path verify failed

PUR 7B R EE M 10.100.10.10 1 10.100.11.11 B HTTP ¥ 11/ TCP ity 45 B E W Ra3E

7 1) R 25 7 K L -

> packet-tracer input outside tcp 10.100.10.10 80 10.100.11.11 80
Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 10.86.116.1 using egress ifc outside
Phase: 2

Type: ACCESS-LIST

Subtype:

Result: DROP

Config:

Implicit Rule

Additional Information:

Result:

input-interface: outside

input-status: up

input-line-status: up

output-interface: NP Identity Ifc

output-status: up

output-line-status: up

Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule

PUR 7Bl EREE B —Bk ARP 45 H M EE EHLH RS TCP HdE 4.

firepower (config)# packet-tracer input inside tcp 192.168.100.100 12345 192.168.102.102 80

detailed
Phase: 1
Type: ROUTE-LOOKUP
Subtype: No ECMP load balancing
Result: ALLOW
Config:
Additional Information:
Destination is locally connected. No ECMP load balancing.
Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access—-group TEST global

access-list TEST advanced trust ip any any
Additional Information:

Forward Flow based lookup yields rule:




in 1id=0x2ae2aB8aabe90, priority=12, domain=permit, trust

packet-tracer .

hits=17, user_data=0x2ae29%aabcl00, cs_id=0x0, use real addr, flags=0x0, protocol=0
src ip/1d=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input_ifc=any, output ifc=any

Phase: 3

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=34, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6
src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input_ifc=any, output ifc=any

Phase: 4

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a8488800, priority=0, domain=inspect-ip-options, deny=true
hits=22, user data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=inside(vrfid:0), output ifc=any

Phase: 5

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=36, user_data=0x0, cs_id=0x0, reverse, use_real addr, flags=0x0, protocol=6

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0
input_ifc=any, output ifc=any

Phase: 6

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a893e230, priority=0, domain=inspect-ip-options,

deny=true

hits=10, user_data=0x0, cs_id=0x0, reverse, flags=0x0, protocol=0

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, dscp=0x0

input ifc=outside(vrfid:0), output ifc=any
Phase: 7

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:




. packet-tracer

New flow created with id 21, packet dispatched to next module

Module information for forward flow
snp_fp inspect ip options
snp_fp_ tcp normalizer

snp_fp translate

snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Module information for reverse flow
snp_fp inspect ip options

snp_fp translate
snp_fp_ tcp normalizer
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Phase: 8

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP
Subtype: Resolve Preferred Egress interface
Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.102.102 using egress ifc

Phase: 9

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

Config:

Additional Information:

found adjacency entry for next-hop 192.168.102.102 on interface

Adjacency :Active
mac address Oaaa.Obbb.00cc hits 5 reference 1

Result:

input-interface: inside(vrfid:0)
input-status: up
input-line-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: allow

PAR 7% BR i Fh T DA 2500 R Bk ARP 4% H i 25 37 1) TCP Sdii . 1R,

AL TR A ARP KR

<Displays same phases as in the previous example till Phase 8>

Result:

input-interface: inside(vrfid:0)
input-status: up
input-line-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: drop

Drop-reason: (no-v4-adjacency) No valid V4 adjacency. Check ARP table

outside (vrfid:0)

outside

(show arp)

for nexthop., Drop-location: frame snp fp adj process cb:200 flow (NA)/NA

LUR 7Rl 748 ) NAT Ay il (1R — BedEA T e i et 10 Bt R s

L3I

has entry



packet-tracer .

firepower (config)# sh run route
route inside 0.0.0.0 0.0.0.0 192.168.100.100 1
route outside 0.0.0.0 0.0.0.0 192.168.102.102 10

firepower (config)# sh nat detail

Manual NAT Policies (Section 1)

1 (outside) to (dmz) source static src_real src mapped destination static dest real

dest mapped

translate hits = 3, untranslate hits = 3

Source - Origin: 9.9.9.0/24, Translated: 10.10.10.0/24

Destination - Origin: 192.168.104.0/24, Translated: 192.168.104.0/24

firepower (config)# packet-tracer input dmz tcp 192.168.104.104 12345 10.10.10.10 80 detailed

Phase: 1

Type: UN-NAT

Subtype: static

Result: ALLOW

Config:

nat (outside,dmz) source static src real src mapped destination static dest real dest mapped
Additional Information:

NAT divert to egress interface outside(vrfid:0)

Untranslate 10.10.10.10/80 to 9.9.9.10/80

Phase: 2

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group TEST global

access—-list TEST advanced trust ip any any

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ae2a8aab5e90, priority=12, domain=permit, trust

hits=20, user data=0x2ae29%aabcl00, cs id=0x0, use real addr, flags=0x0, protocol=0
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any, ifc=any, vlan=0, dscp=0x0
input ifc=any, output ifc=any

Phase: 3

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (outside,dmz) source static src real src mapped destination static dest real dest mapped
Additional Information:

Static translate 192.168.104.104/12345 to 192.168.104.104/12345
Forward Flow based lookup yields rule:

in id=0x2ae2a8aa4d4ff0, priority=6, domain=nat, deny=false

hits=4, user data=0x2ae2a8a9d690, cs i1d=0x0, flags=0x0, protocol=0
src ip/id=192.168.104.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=10.10.10.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input ifc=dmz (vrfid:0), output ifc=outside (vrfid:0)

Phase: 4

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in id=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false

hits=40, user data=0x0, cs 1d=0x0, reverse, use real addr, flags=0x0, protocol=6
src ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any

e



. packet-tracer

dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,
input_ifc=any, output ifc=any

Phase: 5

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Forward Flow based lookup yields rule:

in 1d=0x2ae2a89delb0, priority=0, domain=inspect-ip-options,
hits=4, user data=0x0, cs_id=0x0, reverse, flags=0x0,

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,
input_ ifc=dmz (vrfid:0), output ifc=any

Phase: 6

Type: NAT

Subtype: rpf-check
Result: ALLOW
Config:

dscp=0x0

dscp=0x0

deny=true

protocol=0

nat (outside,dmz) source static src_real src_mapped destination static dest real dest mapped

Additional Information:
Forward Flow based lookup yields rule:

out i1d=0x2ae2a8aab53d0, priority=6, domain=nat-reverse,

deny=false

hits=5, user data=0x2ae2a8a9d580, cs 1d=0x0, use real addr, flags=0x0,
src ip/1d=192.168.104.0, mask=255.255.255.0, port=0, tag=any

dst ip/id=9.9.9.0, mask=255.255.255.0, port=0, tag=any, dscp=0x0
input_ ifc=dmz (vrfid:0), output ifc=outside(vrfid:0)

Phase: 7

Type: NAT

Subtype: per-session

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a69a7240, priority=0, domain=nat-per-session, deny=false
hits=42, user data=0x0, cs_id=0x0, reverse, use real addr, flags=0x0,

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,
input_ifc=any, output ifc=any

Phase: 8

Type: IP-OPTIONS

Subtype:

Result: ALLOW

Config:

Additional Information:

Reverse Flow based lookup yields rule:

in 1d=0x2ae2a893e230, priority=0, domain=inspect-ip-options,
hits=13, user data=0x0, cs_id=0x0, reverse, flags=0x0,

src ip/1id=0.0.0.0, mask=0.0.0.0, port=0, tag=any
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=any,

input ifc=outside(vrfid:0), output ifc=any
Phase: 9

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 24, packet dispatched to next module

Module information for forward flow

dscp=0x0

dscp=0x0

deny=true

protocol=0

protocol=6



snp_fp inspect ip options
snp_fp_ tcp normalizer
snp_fp translate
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop
snp_ifc_ stat

Module information for reverse flow
snp_fp inspect ip options

snp_fp translate
snp_fp_ tcp normalizer
snp_fp_adjacency

snp_fp fragment

snp_fp tracer drop

snp_ifc_ stat

Phase: 10

Type: INPUT-ROUTE-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Resolve Preferred Egress interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.100.100 using egress ifc inside(vrfid:0)

Phase: 11

Type: SUBOPTIMAL-LOOKUP

Subtype: suboptimal next-hop

Result: ALLOW

Config:

Additional Information:

Input route lookup returned ifc inside is not same as existing ifc
Doing adjacency lookup lookup on existing ifc outside

Phase: 12

Type: NEXTHOP-LOOKUP-FROM-OUTPUT-ROUTE-LOOKUP

Subtype: Lookup Nexthop on interface

Result: ALLOW

Config:

Additional Information:

Found next-hop 192.168.102.102 using egress ifc outside(vrfid:0)

Phase: 13

Type: ADJACENCY-LOOKUP

Subtype: Resolve Nexthop IP address to MAC
Result: ALLOW

Config:

Additional Information:

packet-tracer .

outside

found adjacency entry for Next-hop 192.168.102.102 on interface outside

Adjacency :Active
mac address Oaaa.Obbb.00cc hits 5 reference 1

Result:

input-interface: dmz (vrfid:0)
input-status: up
input-line-status: up
output-interface: outside(vrfid:0)
output-status: up
output-line-status: up

Action: allow

LUR7Rifiid 78] NAT BEAT UL s i Bl (s, Jerh, i T B AT 2 57

Hi

e



. packet-tracer

firepower (config)# sh run route
route inside 0.0.0.0 0.0.0.0 192.168.100.100 1

firepower (config)# sh nat detail
Manual NAT Policies (Section 1)

1 (outside) to (dmz) source static src_real src mapped destination static dest real

dest mapped

translate hits = 3, untranslate hits = 3

Source - Origin: 9.9.9.0/24, Translated: 10.10.10.0/24

Destination - Origin: 192.168.104.0/24, Translated: 192.168.104.0/24

<Displays same phases as in the previous example till Phase 11>

Result:

input-interface: dmz (vrfid:0)

input-status: up

input-line-status: up

output-interface: outside(vrfid:0)

output-status: up

output-line-status: up

Action: drop

Drop-reason: (no-adjacency) No valid adjacency, Drop-location: frame
snp_fp adjacency internal:5890 flow (NA)/NA

Related Commands

we 152 AR
capture B OE R, ORI L.
show capture FEARSE E LT Won i 3R &

show packet-tracer WoREIEAE PCAP U s AT I cd C B R4 (K BR R 22 o DB




perfmon .

perfmon
BRI G YontEReE B, WM perfmon A4

perfmon {verbose | intervalJLF¥ | settings}

Syntax Description  verbose fEfEl G BBt G R BRAAARIRER, 75 perfmon & H ik
NA “quiet” o
bz 2 CLI H A4 &S] perfmon ver bose.

interval seconds FrE P 6 _ERDETE BE s i AR AL
settings RoRIRE, LLA perfmon & 2 i IL 2 TEAI B

Command Default [RIBE ERINE R 120 5.

Command History ERAS e
6.1 FINT AT
(&R perfmon fir & RVFE M B&ITERE . ATH] show perfmon fir 4 LA R X 2645 B

i FH perfmon ver bose fir & 75 REAN ][] (8] B 426 5 F 27/ B

I e s i 6 i 1S bR iZE e 31 CLI BE2 W CLIHF (system support diagnostic-cli) i, A4 [
BRREAE R WA AN G O CRIFRAFEEE ) (% CLL ', 154l show console-output 74>
BE AN ERIEE . 858, ANEMEHa4A, 1 EEAEH show perfmon @4,

FATEWIEEAAEZ W CLI FAE A 2o
S

AR ETCVENE M CLI K] verbose o A, #LAEZ T CLI H WEFAL EXEC BEX RG] 155
B 7 B 2 o

Gt

LUR 7Rl s i e 27 5 _EAERG 120 P2 B R PEREME R Z0THE & FERTi R, “Fixup” 48
THE SO FRAR S B AR I 5 | 2

> perfmon verbose

> perfmon settings
interval: 120 (seconds)
verbose

> show console-output

Message #109 :




. perfmon

Message #110 : PERFMON STATS:
Message #111 : Xlates

Message #112 : Connections
Message #113 : TCP Conns
Message #114 : UDP Conns
Message #115 : URL Access
Message #116 : URL Server Reqg
Message #117 : TCP Fixup

Current

Message #118 : TCP Intercept Established Conns

Message #119 : TCP Intercept Attempts

Message #120 : TCP Embryonic Conns Timeout

Message #121 : FTP Fixup
Message #122 : AAA Authen
Message #123 : AAA Author
Message #124 : AAA Account
Message #125 : HTTP Fixup
Message #126

LA 781 5 s i 5 P P R AR

> system support diagnostic-cli

Attaching to Diagnostic CLI

fr N
1

Press

'Ctrl+a then d'

Type help or '?' for a list of available commands.

firepower> enable

Password: <Press return, do not enter a password>

firepower# perfmon quiet
firepower# perfmon settings
interval: 120 (seconds)
quiet

firepower# <Press Ctrl+a, d>

Console connection detached.
> perfmon settings
interval: 120 (seconds)

0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s

N2 KT CLT AT B4

Average
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s
0/s

to detach.

quiet
Related Commands £ 4 15 B

show perfmon St




pigtail commands .

pigtail commands
HBEEBHIR SRR L 4 3 MEH] pigtail div4>.
MARLEEFEGAMHE, WHH] tail-logs fir2 i A2 pigtail .

A\
B ik RASHRASHTT, RO e RS SR At . R R A R AT, ]
ERTYURM AR . AR LR RAENE R, HRARBRBR L.

EE 4
P2y
H




. ping

ping

FEMR T e B2 O 2 1P Mk i& e, A ping 4. 3L T ICMP [¥) ping. TCP ping fl “ &
4:” ping (AT IS IR BAh, RS ping #AFR A EREE T, iy HABSE AL ping 4545 )i it
B o 155 LA IERRY ping SEBYHEAT I

ping [interface if name | vrf name] host [repeat count] [timeout seconds] [data pattern]
[size bytes] [validate]

pingtcp [interface if name | vrf name] host port [repeat count] [timeout seconds] [source
host port]

ping system host

Syntax Description

data pattern (AT, PR ICMP. ) 8+ 7SBEdIRs =0 16 A2 B, YERh 0 31
FFFF. ERIAME A Oxabed

host 5 2L ping ALY 1Pv4 HikEEK A4 FR . X5 T ICMP ping, #&ib0] LR
IPv6 Hitik. TCP BUR S ping A S IPv6.

ping BAE T UAE 524 R gk (114 www.example.com) (T
DNS 45 a2 15 v LUET 7K. R4St ping 44 FH4E B4 11 (1) DNS Jlx 5545,
{E LA A () ping AN B DNS HR 45 %5 . W20 4 $0 a2 1 & DNS,
AR AE RS M4 ping 1% TAE.

W ping ikt EHL4, 5 nslookup A 5 5% 4 FR K BEM) TP My
bk, #RJ5 ping 18 1% 1P ikt

interface if_name (AL )T ICMP, X Al Iy 1) EHLAHE A4 FR . W R AL,
W EALAGREAT A TP Huhl, JF2 25 B ok E H sz . X TCP,
ERIR ISR & 3% SYN $odls s A2 10

WIERAE 5 F e 40 th AN &% (VRF) IR 52 interface <87, N ping K fi

FHFe e 2 1)k Jlik ph 2

port UNBR TCP. > RHEIETE ping [ EHLFE & TCP i 15 (1-65535).

repeat count (n[ik) feweEE ping WK KE. BRIMERN S.

size bytes (A3, APR ICMP. ) $REHARIA/AN (BLFEAON AL o BRIMEA
100.

source host port (i3, ANPR TCP. ) Fiaz MILAKI% ping FEAS TP Mk 11 CtFBl

Bl I, AR =0) .

system A PR 1 ping 8 EHL. ANF] T Bn £ 1 HEAT ping #8445, R4 ping
B BRI EL. ping BRAESFFEEIAT, HEVEAM Ctrlte F 304 1L




ping II

tcp (Alk) WAKE T TCP Wi%EH: (BRIACH ICMP) . TCP ping &i% SYN £
Pifl, W HARKRIET SYN-ACK Zdlith, WA K ping IUAF T B, #&id
LA 21T % 2 /> TCP ping #:1F .

timeout seconds Chlak) Fese HI TR R 5. BRIMEh 2 75

validate (A3, AVPR ICMP. ) BAIF [R5 %k

vrf ZFx CAfige D an S )a H R L e e & (VRF) , FRH BRI i as, ] LA
TE I R AL ER A ) R B AN IR fUL S . oG~
interface BT H /%
WIERAE Ji H B L th AT & (VRF) BHEE interface i, ) ping KAl
FHR D BRI R

Command History ERAS e
6.1 SINT 4.
6.6 WINT vrf RHET,

MR

ping T & 1 RENE 1 32 B A2 1 BB BHIAE 28 Fo i nl .

{E 3T ICMP 175 3K ping B, 5 PR 8 AE 28 1 IX S AL 1 ICMP B Cln SEASE ] ICMP B
Wy, W RRVFETA ICMP i) .

£ JH TCP ping I, A Z0UH PR U 7] HEMS SCVFAE S H5 € (K3 1 11 TCP it .

iy EULECE, LSRR W N AR 20 I ping A& BRI R . ping iy i St e 1
o WA ping iy Ja EHLARBIN, A5 LU T Pros S -

> ping 10.1.1.1
Sending 5, 100-byte ICMP Echos to 10.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

18 1] show inter face fir & T i DR BE A E 1L 2 M 4% 0 IEAEAR B U . 0 IOHR € #2 1 K i AT ping
s Ak

T

LA 79 S ] i 5 2 A ) T e 1 0 ) TP Mhik e RS L, DAIRAE AT %
B E Q] BIK ML .

> ping 171.69.38.1
Sending 5, 100-byte ICMP Echos to 171.69.38.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms




II ping

LAR 29148 ] TCP ping A 52 A2 15 ) T Fodh 4 107 il 4L

> ping tecp 10.0.0.1 21

Type escape sequence to abort.

No source specified. Pinging from identity interface.
Sending 5 TCP SYN requests to 10.0.0.1 port 21

from 10.0.0.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

> ping tcp 10.0.0.1 21 source 192.168.1.1 2002 repeat 10
Type escape sequence to abort.

Sending 10 TCP SYN requests to 10.0.0.1 port 21

from 192.168.1.1 starting port 2002, timeout is 2 seconds:
rrrrrrrrnd

Success rate is 100 percent (10/10), round-trip min/avg/max = 1/2/2 ms

LR 7R BIH0AT R4 ping #1E,  DAfe & 75 vl 8 I8 #2115 ) www.cisco.com. 254
Ctrl+c 511 ping (FEHm i ~C £”)

> ping system www.cisco.com

PING origin-www.cisco.COM (72.163.4.161) 56(84) bytes of data.
72.163.4.161): icmp_seg=1 ttl=242 time=10.6 ms
72.163.4.161): icmp_seg=2 ttl=242 time=8.13 ms
72.163.4.161): icmp_seg=3 ttl=242 time=8.51 ms
72.163.4.161): icmp_seg=4 ttl=242 time=8.40 ms

64 bytes from wwwl.cisco.com
64 bytes from wwwl.cisco.com
64 bytes from wwwl.cisco.com
64 bytes from wwwl.cisco.com
~C

--- origin-www.cisco.COM ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms
rtt min/avg/max/mdev = 8.139/8.927/10.650/1.003 ms

>

LATR 7= 48 P 44 0 red 0 REAVARS b 85 R R 20 k4R AT ping $84% .

> ping vrf red 2002::2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2002::2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/20 ms
Related Commands 44 5 RR
nslookup S L4 B TP Mk Fh AT DNS 754k .

show interface S A e LR S B




pmtool commands

HBEAE BRI R0 s T T pmtool i 4.

pmtool commands .




. reboot

reboot

LEHOFT A s e, A reboot i

reboot
Command History ERAS &8
6.1 FINT B4
]l
> reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

Broadcast message from root@firepower

The system is going down for reboot NOW!




redundant-interface .

redundant-interface

FEWCE IO L MBS 1 51 82 AR TR AIRAS, 15 redundant-interface i 4.

redundant-interfaceredundant number active-member physical_interface

Syntax Description

Command Default

active-member WEGAI G . i H show interface iy A7 F 1] H I BEEE T4 7K, 9
physical_interface GigabitEthernet0/0. /™ B 53 452 11351 DA 250k AH [F] ) ) B2 AL
redundant number fRERPULREH ID, W redundant 1. #74 1-8.

BOATFOLT, EARDRAERCE P S — Dt 0 CsRarhD .

Command History

(k1=

R &
6.1 FINT B2

E WA EEATTAIEIIRE D . SIETURENON, FEfE EHEA . A4 T H S T 4T
PR .

PRGN DL TIESPRE, HRMA LN i

show interface redundantnumber detail | grep Member

LR

> show interface redundantl detail | grep Member
Members GigabitEthernet0/3 (Active), GigabitEthernet0/2

Gt

LUR7RB e TR 1 IiEsh i

> show interface redundantl detail | grep Member
Members GigabitEthernet0/3 (Active), GigabitEthernet(0/2

> redundant-interface redundant 1 active-member gigabitethernet0/2

Related Commands

we 15LAA
clear interface 155 show interface iy & K428

show interface BRI RS AT I PR A ge v B




. restore

restore

ZEM Cisco Secure Firewall Management Center 2 1Y) Cisco Secure Firewall Threat Defense 15 %k & A
&y BCE, HTH restoredin %o BRI ORAF BIEREAL B IR0, 15 0 A SCEFIAL BRI 7 44
ERERER (e 2

restore remote-manager-backup [ backup tar-file|location [scp-hostname username filepath backup
tar-file] ]

Syntax Description

remote-manager-backup backup tar-file {4 Cisco Secure Firewall Management Center {1 2 () A< 3 %
By o AHBAAR SCAARAFAE Cisco Secure Firewall Threat Defense

Command History

MR

e

g L.
remOte‘managef'baCkUP location P Cisco Secure Firewall Management Center £1] 2 [ 322 F 4%
scp-hostname username filepath backup gy, e it 4 (M5 A7 46 1 P L IO RE S, 7T HT SCP RS 43V
tar-file B, IR LA SRS R
TN (E5
6.3 BIANT 4

restore iy 4 FH Tk & /8 e % 45 L] Cisco Secure Firewall Threat Defense 248 3. Snort ¥z %K
F1 LINA iz17H % Cisco Secure Firewall Threat Defense. restore iy 418 n] LLAf R AE S br Pk 5 4 4%
22 Hi % Cisco Secure Firewall Threat Defense % 75 _F AT LINA BT HC E . X ] i {& Cisco Secure
Firewall Threat Defense % 5 (X AL FT AT &AW AFAEFIBLE . KR ERAERI G, RSP oS
Ah, BT AT B AR A e

P ERAE AT A ORASH 20 BC 45 i 2 026 1030 I M — B URART (UUID) HT il L B 1 #5/T Cisco Secure
Firewall Threat Defense ¥ 15 Jfl4fi Cisco Secure Firewall Management Center ¥ % 2 [H] (R34, Ik
)5, Cisco Secure Firewall Management Center 2K ¥ £ [ FTE M A ic it 30, DR v & 8 s
J¥5E/5,  Cisco Secure Firewall Management Center K 1] 58 5% 55 46 (1) /T [ it & Cisco Secure Firewall
Threat Defense 5 Uil # FI1% % £ o X A A58 [ Cisco Secure Firewall Threat Defense A1 Cisco Secure
Firewall Management Centerfit & [7] 21 .

ald
LA N 791 S 7 A Hi A6 03 SCAF AT (R PR SR A -
> restore remote-manager-backup 10.10.1.168_ PRIMARY 20180614055906.tar
PR 791 S8 DGR 46 03 SCAF AT (R P SR A -

>restore remote-manager-backup location 10.106.140.100 admin /Volume/home/admin
10.10.1.168_PRIMARY 20180614055906.tar
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