|
(B ])

show i

* showidb, %53 it
show identity-subnet-filter , 3 5 I
show igmp groups , = 6 U

show igmp interface , 7 I
show igmp traffic , %5 8 71

* show inline-set , 2 9 T

show interface , £ 10 UL

show interface ip brief , % 23 71
* show inventory , £ 25 T

show ip address , f 28 T

show ip address dhep , £ 30 1L
show ip address pppoe , i 34 TT
* show ip audit count , £ 35 UL
show ip local pool , 5 36 T1

* show ip verify statistics , 3 37 7T
show ipsec df-bit , #f 38 Ti(

show ipsec fragmentation , 25 39 1T

show ipsec policy » &5 40 T
show ipsec sa , f 41 UL

* show ipsec sa summary , 3 50 0T

* show ipsec stats , #f5 51 T1

show ipv6 access-list , 55 55 UL
show ipv6 dhep , i 56 1L
show ipv6 dhcprelay binding , % 61 1T

show ipv6 dhcprelay statistics , 2 62 I

show ipv6 general-prefix , % 63 71

show ipv6 icmp , 2 64 TT
show ipv6 interface , 53 65 L
show ipv6 local pool , % 67 TL
show ipv6 mld traffic , % 68 71

o



showi |

.

show ipv6 neighbor , £ 69 1T
show ipv6 ospf , &5 71 T

show ipv6 ospf border-routers , 5 72 1T
show ipv6 ospf database , i 73 UL

show ipv6 ospfevents , & 76 71

show ipv6 ospf flood-list , #f 78 WL
show ipv6 ospf graceful-restart , £ 79 UL
show ipv6 ospf interface , 3 80 11T

.

show ipv6 ospf request-list , 55 82 I

show ipv6 ospf retransmission-list , f 83 Tl
show ipv6 ospf statistic , =5 84 T

show ipv6 ospf summary-prefix , 5 85 71

.

show ipv6 ospf timers , fi 86 Uil
show ipv6 ospf traffic , #f} 87 1L

show ipv6 ospf virtual-links , £ 88 7T
show ipv6 prefix-list , £ 89 1L
show ipv6 route , %5 91 1T

show ipv6 routers , &5 95 T
show ipv6 traffic , 2f 96 TU
show isakmp sa , &% 98 T
show isakmp stats , #f 99 1T
show isis database , % 101 5L
show isis hostname , i 105 T
show isis Isp-log , %5 106 T
show isis neighbors , %5 108 U1
show isis rib , % 110 7T

show isis spf-log , &% 112 1L
show isis topology , 2 115 1L

.

.

. show i



| showi

show idb

showidb [}

BN O DR AT POIRAS AR B GO DB IR A R Ecdls 454D, 15481 show idb i 4>

show idb

Command History ERAS &M%
6.1 FINT W%
Gt

LAR 52 show idb 4 ff sy -

> show idb
Maximum number of Software IDBs 2252.

Size each
Total bytes

HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#
HWIDB#

SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#
SWIDB#

HWI
Active 15
Inactive 1

Total IDBs 16

0 J oy U w N

R e e
G W N O

0 Joy b w N

R e
G W N O

984
157

(bytes)

Oxdacfl420
Oxdac4da20
Oxdacbaa20
0xdac651b0
0xdac6£940
0Oxdac7a0d0
0xdac84860
Oxdac8eff0
0xdac99780
Oxdacbda00
Oxdaca3fl0
Oxdacb3260
Oxdacc8lal
0xd409e4e0
0xd409d090

Oxdacfl1840
Oxdac4de40
Oxdacbae40
0xdac655d0
Oxdac6£d6e0
Oxdac7a4f0
Oxdac84c80
Oxdac8f410
0xdac99bal
Oxdacbde20
Oxdaca4330
0xdacb3680
Oxdacc85c0
Oxdacae2l0
0xd409d4b0

DBs SWIDBs
15

1

16
1512

44 24192

VirtualO
GigabitEthernetl/1
GigabitEthernetl/2
GigabitEthernetl/3
GigabitEthernetl/4
GigabitEthernetl/5
GigabitEthernetl/6
GigabitEthernetl/7
GigabitEthernetl/8
Internal-Controll/1

Internal-Datal/1l
Internal-Datal/2
Internal-Datal/3
Internal-Datal/4
Managementl/1

0x00000041
0x00000002
0x00000003
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
Oxffffffff
0x0000003f
0x00000043
Oxffffffff
0x00000044
0x00000045
0x00000004

VirtualO UP UP
GigabitEthernetl/1
GigabitEthernetl/2
GigabitEthernetl/3
GigabitEthernetl/4
GigabitEthernetl/5
GigabitEthernetl/6
GigabitEthernetl/7
GigabitEthernetl/8
Internal-Controll/1
Internal-Datal/1l UP
Internal-Datal/2 UP
Internal-Datal/3 UP
Internal-Datal/4 UP
Managementl/1 UP UP

In use (total) 16.

In use (active)

UP DOWN
UP DOWN

DOWN
DOWN
DOWN
DOWN
DOWN
DOWN

DOWN
DOWN
DOWN
DOWN
DOWN
DOWN

UPp UP

UP
UP
UP
UP

16

show i .



B showidb

showi |

AR T BOEAT T

% 1: show idb stats = E%

FH

152 AR

HWIDB

BoRPTT HWIDB IZETHE B e O RS IR ME i 1 £ HWIDB.

SWIDB

SR SWIDB I4EiHE K. RS AR 3248 DR 14 1 DL 4D
SRR D 0 SWIDB.

Hoft— L8 SRR E 22 1) IDB.

HWIDB#

feeld b 04 H. IDB P45 . bk 04/ B oRERITH .

SWIDB#

FREBAHE N4 H . IDB P45, Hihb. XM vPif ID R H A FR 2o
FERHATH

PEER IDB#

FBENBCA T S . IDB JPAS . Mtk 6 vPif ID FIHE 144 %
WoRERATH .

Related Commands &d

1t AR

show interface

BB RS AT I PRSI G THE R

. show i



| showi

show identity-subnet-filter .

show identity-subnet-filter

B2 WIS 7 ) TP 22 2 Z1bRAC (SGT) 2 1P Wi vhHERR 197/, 3548 show
identity-subnet-filter #ir4-.

show identity-subnet-filter

Command History

EMiEm

R (5
6.7 FINT 2.

show identity-subnet-filter fiy4 Z 7 24157 W 21 TP Fze 440 krid (SGT) B TP mi i HEBR 11 BT 5 1
#

Gt

R YR R HERATAT M, ) show identity-subnet-filter #ir4 i 7l tn F

> show identity-subnet-filter

Subnet filter file doesn't exist

AR FTHERR 7 3ELE 1, W) show identity-subnet-filter <-4 7~ w1 T

> show identity-subnet-filter

Subnet filters are:
2001:db8::2/64
192.0.2.0/24

Related Commands

& 158 BA
configure M P E] 1P Al SGT 2| IP Wb v HERR T4 .

identity-subnet-filter

show i .



showi |
. show igmp groups

show igmp groups

B R HRR s T R R B B A A5 LR IGMP SRANZH4% 4, 3548 A show igmp groups

SN
T 2o

show igmp groups [ [reserved | group] [if name] [detail]] | summary]

Syntax Description  detail R SRALURR A B -
group CHIEE) IGMP ¥tk . RS W IE S HonT R B da g (4L
if_name CAligE) oRdiie e HHOALE B
reserved CRIED Wby T 4L 1R B
summary (Al WoRgUIAI G B .
Command History ER AR &%
6.1 FIANT 2.
Ed:EE TR AT PR SO OGBS, W show igmp groups fir &2t ZH Mtk . 42 FI SRR 15 R
A HEIER AL
gt

PLF 42 show igmp groups 14 4 7 91 -

> show igmp groups

IGMP Connected Group Membership

Group Address Interface Uptime Expires Last Reporter
224.1.1.1 inside 00:00:53 00:03:26 192.168.1.6
Related Commands 44 i34 BA

show igmp interface | /R4 LA 414515 .

. show i



| showi

show igmp interface

BN O AR B, WA show igmp interface 1T 4.

show igmp interface [if _name]

show igmp interface .

Syntax Description

Command History

MR

if_name CAlik) Wondk e D) IGMP 4145 .
TN 5
6.1 SINT 4.

WIRA WG T if_name 2%, Il show igmp interface fir 44 s A3 ST A 2 LHOAS B

1l
PL R 2 show igmp interface fir 4 )4 H 7 1] -

> show igmp interface inside

inside is up, line protocol is up

Internet address is 192.168.37.6, subnet mask is 255.255.255.0
IGMP is enabled on interface

IGMP query interval is 60 seconds

Inbound IGMP access group is not set

Multicast routing is enabled on interface

Multicast TTL threshold is O

Multicast designated router (DR) is 192.168.37.33

No multicast groups Jjoined

Related Commands

we 15 FA

show igmp groups SR AR FRGERR R BUb B e I Hal i IGMP SREN ALk 41 .

show i .



. show igmp traffic

show igmp traffic

PR IGMP B4 5, 15T H show igmp traffic @4 .

show igmp traffic

showi |

Command History

R &
6.1 FINT B 2.
Gt

LL R 42 show igmp traffic fiy2 (1% H 7= 11 «

> show igmp traffic

IGMP Traffic Counters
Elapsed time since counters cleared:
Received

Valid IGMP Packets
Queries

Reports

Leaves

Mtrace packets
DVMRP packets

PIM packets

Errors:

Malformed Packets
Martian source
Bad Checksums

3

O O O O N

o

00:02:30
Sent

6

O O O O O o

Related Commands

AN
I

15 FA

clear igmp counters

THER T IGMP Ze 5 Bt s .

clear igmp traffic

E % IGMP i it Hids

. show i



| showi
show inline-set .

show inline-set
BERNER RS PR ERABEE CIPS 80D HEE, E{#H show inline-set #iy4 .

show inline-set [inline-set-name | mac-address-table]

Syntax Description  inline-set-name Che) Wonf o%faw WA IR B WIRAIELFR, W R Ak
%.
mac-address-table (ATie) R AR MAC Hihk AR
Command History ERAS &%
6.1 FINT M4
w5

PLR & show inline-set fiy4 )7 HL 7 il -

> show inline-set
Inline-set ips-inline
Mtu is 1500 bytes
Fail-open for snort down is on
Fail-open for snort busy is off
Tap mode is off
Propagate-link-state option is off
hardware-bypass mode is disabled
Interface-Pair([1l]:
Interface: GigabitEthernet0/3 "inline-inside"
Current-Status: UP
Interface: GigabitEthernet0/4 "inline-outside"
Current-Status: DOWN
Bridge Group ID: 504

show i .



showi |
. show interface

show interface

FEAEROSHME R, 1HEH show interface v 4.

show interface [ {physical_interface | redundantnumber} [.subinterface] | interface name | BVI
ID | ] [summary | stats | detail]
Syntax Description ~ BVI id Crlk) onds & MR O (BVD ISR . AN BVI 4
(1-250) &
detail CAr) SR OTEAE R, BRI O RNY . RS, TSRS

AAEXARE e E B CEREBHD -

RSB RPN, WIS AR N T RGUBE A SR D RE . 1
PUGTERCE AR, fE BT TR E .

interface_name (ATiE) HB M 2 MR bR M.

physical_interface CAlE) AR O ID, %l gigabitethernetO/L, wJ H42 I [R5 4 8 5 ifiy
o AT ZHUN show interface fiv & A& W ar L AT 4 FK

redundantnumber CA[HE) FRRJUAREE 1D, %140 redundantl.

stats CERIN) SRR ¥ S BANGEr s B O BN, i FA2 T e .

summary CATIE ) ShoRAT S F R 2445 L

subinterface CALIE) VI 1 $14294967293 2 THEH, LMK 4 8

Command Default RSP UMTARETL, W a2 SR BN 8 QAN BTE #2 O R ERE 4.

Command History ERAS &M%
6.1 FINT M.
6.2 INT BVI KT
6.7 FEHC 3 11 BRG] A B 0 AR, ¥ HH A8 N 21 Internal-Data0/1

"nlp_int_tap" B 1) detail 25T

e Iy FHE L B IGeTH ROR AR 1 BRI B T4

. show i



| showi
show interface .

A
AR RE A S R A B BORR R SR B ORI

FEREPEVHET, Bom BRI R, IR RS 2 2B b R RS E B, B R
3 RHHR RN

B S D R (R B AR BT I AT B AN

i, PG DORMR, e BORFAE S, P PSR 2 JZ 7S b it B v oK 14 745 . X+
IR LRI AR, PO B ARG UK AE Sk CRC,  JTLASE 2 2 H S b st v H 40K 18 775,

WS “ORp1” oy, TSR R .

Gt

PR 7 show inter face iy 4 (1% H 7431 -

> show interface
Interface GigabitEthernetl/1l "outside", is down, line protocol is down
Hardware is Accelerator rev0l, BW 1000 Mbps, DLY 10 usec
Auto-Duplex, Auto-Speed
Input flow control is unsupported, output flow control is off
MAC address e865.49p8.97f2, MTU 1500
IP address unassigned
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
pause input, 0 resume input
L2 decode drops
packets output, 0 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 0 interface resets
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (2047/2047)
output queue (blocks free curr/low): hardware (2047/2047)
Traffic Statistics for "outside":
0 packets input, 0 bytes
0 packets output, 0 bytes
0 packets dropped
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec, 0 bytes/sec
minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Interface GigabitEthernetl/2 "inside", is down, line protocol is down
Hardware is Accelerator rev0l, BW 1000 Mbps, DLY 10 usec
Auto-Duplex, Auto-Speed
Input flow control is unsupported, output flow control is off
MAC address e865.49p8.97£3, MTU 1500
IP address 192.168.45.1, subnet mask 255.255.255.0
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 pause input, 0 resume input
0 L2 decode drops
0 packets output, 0 bytes, 0 underruns

O O O O oo oo

(SIS B

show i
I L




. show interface

Interface GigabitEthernetl/3 "",
Hardware is Accelerator rev01l,

Interface GigabitEthernetl/4 "",
Hardware is Accelerator rev01l,

Interface GigabitEthernetl/5 "",
Hardware is Accelerator rev01l,

. show i

o

pause output, 0 resume output

0 output errors, 0 collisions, 0 interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (2047/2047)

output queue (blocks free curr/low): hardware (2047/2047)
Traffic Statistics for "inside":

0 packets input, 0 bytes

0 packets output, 0 bytes

S INC, ISR

5

0 packets dropped

minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
is administratively down,
BW 1000 Mbps, DLY 10 usec

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec

line protocol is down

Auto-Duplex, Auto-Speed

Input flow control is unsupported, output flow control is off
Available but not configured via nameif
MAC address e€865.49p8.97f4, MTU not set
IP address unassigned

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0O frame, O overrun,
pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (2047/2047)

output queue (blocks free curr/low): hardware (2047/2047)

is administratively down, line protocol is down
BW 1000 Mbps, DLY 10 usec

0 ignored, 0 abort

0 interface resets

O O O O O o o o

Auto-Duplex, Auto-Speed

Input flow control is unsupported, output flow control is off
Available but not configured via nameif
MAC address e€865.4908.97f5, MTU not set
IP address unassigned

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, O frame, O overrun,
pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (2047/2047)

output queue (blocks free curr/low): hardware (2047/2047)

is administratively down, line protocol is down
BW 1000 Mbps, DLY 10 usec

0 ignored, 0 abort

0 interface resets

O O O O O o o o

Auto-Duplex, Auto-Speed
Input flow control is unsupported, output flow control is off
Available but not configured via nameif
MAC address e€865.4908.97f6, MTU not set
IP address unassigned

0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, 0 frame, 0O overrun,

0 ignored, 0 abort

showi |



| showi

O O O O o o o

show interface .

pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets
late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (2047/2047)
output queue (blocks free curr/low): hardware (2047/2047)

Interface

GigabitEthernetl/6 "", is administratively down, line protocol is down

Hardware is Accelerator rev0l, BW 1000 Mbps, DLY 10 usec
Auto-Duplex, Auto-Speed
Input flow control is unsupported, output flow control is off
Available but not configured via nameif
MAC address e€865.4908.97f7, MTU not set
IP address unassigned

0

packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

O O O O O o o o

input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (2047/2047)
output queue (blocks free curr/low): hardware (2047/2047)

Interface

GigabitEthernetl/7 "", is administratively down, line protocol is down

Hardware is Accelerator rev0l, BW 1000 Mbps, DLY 10 usec
Auto-Duplex, Auto-Speed
Input flow control is unsupported, output flow control is off
Available but not configured via nameif
MAC address e€865.49p8.97f8, MTU not set
IP address unassigned

0

packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

O O O O O o o o

input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort
pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

input queue (blocks free curr/low): hardware (2047/2047)
output queue (blocks free curr/low): hardware (2047/2047)

Interface

GigabitEthernetl/8 "", is administratively down, line protocol is down

Hardware is Accelerator rev0l, BW 1000 Mbps, DLY 10 usec
Auto-Duplex, Auto-Speed
Input flow control is unsupported, output flow control is off
Available but not configured via nameif
MAC address e€865.4908.97f9, MTU not set
IP address unassigned

0

packets input, 0 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants

O O O O O o o o

input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
pause input, 0 resume input

L2 decode drops

packets output, 0 bytes, 0 underruns

pause output, 0 resume output

output errors, 0 collisions, 0 interface resets

late collisions, 0 deferred

input reset drops, 0 output reset drops

show i .




. show interface

input queue
output queue
Interface Managementl/1l "diagnostic",

Hardware is en_vtun rev00, BW 1000 Mbps,
Auto-Speed (1000 Mbps)

Auto-Duplex (Full-duplex),

Input flow control is unsupported,
MTU 1500

MAC address e865.49p8.97f1,
IP address unassigned
14247681 packets input,
Received 0 broadcasts,
0 input errors, 0 CRC,
0 pause input,
0 L2 decode drops
0 packets output, 0 bytes,
0 pause output,
0 output errors,
0 late collisions,
input reset drops,
input queue
output queue

14247685 packets input,
0 packets output, 0 bytes
5054964 packets dropped
minute input rate 2 pkts/sec,
minute
minute
minute
minute
minute drop rate,
Management-only interface.

drop rate, 0 pkts/sec
input rate 2 pkts/sec,

(SN, I, B i

0 pkts/sec

PRERTA T BB

(blocks free curr/low):
(blocks free curr/low):

896591753 bytes,
0 runts,
0 frame,
0 resume input

(blocks free curr/low):
(blocks free curr/low) :
Traffic Statistics for "diagnostic":
697121911 bytes

output rate 0 pkts/sec,

output rate 0 pkts/sec,

showi |

hardware (2047/2047)

hardware (2047/2047)
is up, line protocol is up
DLY 10 usec

output flow control is off

0 no buffer
0 giants
0 overrun,

0 ignored, 0 abort

0 underruns
0 resume output
0 collisions,
0 deferred
0 output reset drops

0 interface resets

(0/0)
(0/0)

hardware
hardware

131 bytes/sec
0 bytes/sec

108 bytes/sec
0 bytes/sec

Blocked 0 through-the-device packets

% 2: show interface = E%

FE 1t B
Interface ID 210 1D.

“interface_name”

WO RN EALR, WEEIHT 2 RS LT E

Available but not configured via nameif

is state

EHARA, WFR:
* up - T A KM

* administratively down - A e 0.

Line protocol is state

LR, WRPR:
* up - TAFABHHAM S .

* down - HLAEAN IERA SRR A% 1 4 4S

VLAN identifier

X, f& VLANID,

. show i



| showi

show interface .

FE LAA

Hardware BRI KA sE . GEIR . SRS . FERERE W ITI, ST RRE S
ANICE . MR IEER, X B BRI E IE, RS sk
B st o

Media-type GFHEMRZ R SR04 B, lhn RI-45 8¢ SFP.

message arca

FEHLAEIL T IR 7si B TS LR il

s WRABCEAK, BSFERHLLFHE: Available but not configured via
nameif

s WERELETURB O, BASERILUFHEE: Active member of
Redundant5

MAC address

211 MAC Hidil.

Site Specific MAC
address

RFTERBEROR, o IR 0t SRy E MAC Hiudik.

MTU R E ARV KB RN (P RoR) o AR REE N4
Fr, IEFBUE/R “MTU notset”  CREE MTU) .

IP address F L IP Hudik, #HESECN DHCP JIR45 de .

Subnet mask IP M hE R A o

Packets input s 11 b R v ol L

Bytes A% 11 ) -

No buffer A HIVPRIE 8

Received:

Broadcasts W) HE A

Input errors

FAEE RS ORI PR SR oAb L d A R R AR T RE S 2
FNEER VPR N, R S HdRERT RE 2 AR DI, XA R o]
e LRI Y R iR A

Runts BTN NN (64 741D T EFF A . B RO H 2
RGN, WA RERE AL A RN TSR
Giants A TR e KB BN T SR s e . i, KT 1518 AT BT

EEPNE RS Z ST RN U

show i .



. show interface

showi |

152 AR

TR TR AR AL 2wt AEWN, 245 CRC Mn#IiRE. 1 CRC
A P S0 Tt () Bt A A o P SRAE VSR H M TR BE O 1 i, AR e
SUERE] CRC ANULAL. CRC Hi i I W e o st A A 1 e 5
P

Frame

WTRE DR A R AR 5 I BEAN IE A TR 6 AV 1R (R A B o ML
WP B LUK M B b 5 DR

Overrun

DR i A\ 0 3% 1 A BEAHR 1) B 17 10 S B30 1 ey 4 v Mol A 346 5
BEAEZ P X UE

Ignored

AMEBE T B B4 0,

Abort

AE B (HIRZN 0.

L2 decode drops

PR] A% TiC 44 F sl el LA TRk VLAN ID [Pl 2 35 e, eI
HIRCE PR e O b, BT BB vl e DR 22 1 A TG 1 42 R T 1
.

Packets output

FEMRE O EAOR M A A

Bytes

FESEHE 1 ERR 71 H

Underruns

R AR ISAT I B Ak B 2 B PR T8

Output Errors

PRI I B C B AR B KRBT AR AR . AR 2%t ORI, it
A R 2.

Collisions

AT RUR M5 CR—RMIZ AN o) i SR AL S iR 7 L 8. 08 R 2B A
R RERT LAN CLIOK I sC: & AR KL o2 [ P v 4k 2 2
JRE N Z 0 IOk as K2 ) Eo i B A0 R A mi R K Bl e vt e
Ko

Interface resets

HOCEERIEL DR OE=R Nk, RaamER O UEE
ko AEDUITRITAIRRG N, PREFERCIRZS . B DIARIEOCHIN, B %
M.

Babbles

KA. ( “babble” FEMKFHE REFARAERE L L F I T8 K T R iET 6
PR T). D

. show i



| showi

show interface .

FH

152 AR

Late collisions

DAL R e A A L b SR NS T [ 2 A T ARAT A X Wi o B3R o SR AE AR A
Hs O BRI B fph R WW, ZKEEANAZA . A G LUK AL
[ N G AR I, AT NEAE e e (0 IR B A o o B SR, 8%
Ho G BN A RIS G IEAE A M Ay .

U RGBBIFER S, BRI A T B I e UK I _EAGR R, i Jak
JP A BEAE O SE AR B . SO A Ve AN HORT AOR B
DA e AT i CURE DR B i (05— i I G i X o IXANV R IIE R ), [
N W28 B SCBRE T D T T AR B ORI 58 . (RS, SEIR PP SRHE R
TSI P2 PP A AR IR B, R L IR B IB AT KR FE I PRI LUK R %,
TR

Deferred

FEAL A W T L R S 1T A R i

input reset drops

MRAEER, THE RX R EBIE .

output reset drops

HRAEEEN, T RX I E ISR

Rate limit drops

R DTGB AR T IR B i Sl A& 10 Mbps 5% 100 Mbps CRLAA
W THCED N Z 5 s 5.

Lost carrier

FEARIII 2B A5 5 2RI IEL

No carrier

AR

Input queue (curr/max
packets):

PNV ORI o N

Hardware

BEAE BB A (1 Ko o K

Software

BATFBAI B . 3T IRAL UK R AT

Output queue (curr/max
packets):

i H BAS 1 v 4 0 ) 24 i SR e KK

Hardware

BEEAE RS v (1 Ko o 4

Software

BAFBAI ) Hde B K

input queue (blocks free
curr/low)

HRTARAE HFE7s 12 D CRIA) IR T IA_E 241l AR 2 n] T F0 e
fRHd il K. XL th 3 CPU BUBT, DR AR CEEIHE D ZE 5 R Bk
SRR FORTINED K EIANE 20 e »

output queue (blocks free
curr/low)

MRS B8 Dbt Cant) SR 30 1 24 n] A4 28wl ]
R B AR . X el 1 32 CPU B, PlbdRAR (CE 2N Sert 5 5
TR A TN AKENA 21

Traffic Statistics:

Bolle, Aok 237 i Bt A

show i .



. show interface

showi |

FE 1t AR

Packets input The number of packets received and the number of bytes.

Packets output i o B B ORI - H

Packets dropped EFIEAR R W, Mg A #ie (ASP) L EFEIET (B, W
SEAE LR T U5 A RAE L T R ) I, ST BER B .
R FEEESRIA, 1555 show asp drop T4 .

1 minute input rate fEIE & B B B A CRU/BP R EAS R

1 minute output rate FEIE & — 3B ARSI B s (/BRI .

1 minute drop rate fERE & By ZSF B R () .

5 minute input rate FERE 2 5 3B RO B s (/BRI TR .

5 minute output rate fERE 2 5 B AR I B A CRU/BPRIEAS R

5 minute drop rate FERE 2 5 3 Zr IR s ()

Redundancy Information: | {70, SoRsi P ERsz . ERB ORI IDEH “(Active)” .
RS MR B, AR B N
Members unassigned

Last switchover X TUARE N, s B R O b 4 30 46 H e 1 R I )

)

iR

show interface detail T4 45 5 (5 AN HH AT g Ly A7 B R0y T ST A4 B b
S A AN AN L R AN

P BEHR Y Snort P RE A IR (B R P A . Snort PEREM A D ZETHE SRR R R
AT o SRAIRAF 1] B 14 22 S 25 3 B304 BE A0y HT ™ SRR show inter face detail i 4 45 53 ()
AR A AN o

PR 2 showinterfacedetail i (I 179l . LR 2Bl s pirfy 32 A D GEiH 5
BRI CIEREF X B G AAAE) AR hge o5 B CRE |/ iD -

> show interface detail
Interface GigabitEthernet0/0 "outside", is up, line protocol is up

. show i

Hardware is 182546GB rev03, BW 1000 Mbps, DLY 1000 usec

Auto-Duplex (Full-duplex), Auto-Speed (100 Mbps)

MAC address 000b.fcf8.cd44e, MTU 1500

IP address 10.86.194.60, subnet mask 255.255.254.0

1330214 packets input, 124580214 bytes, 0 no buffer

Received 1216917 broadcasts, 0 runts, 0 giants

0 input errors, 0 CRC, O frame, O overrun, 0 ignored, 0 abort



| showi

9 L2 decode drops

124863 packets output, 86956597 bytes, 0 underruns
0 output errors, 0 collisions

0 late collisions, 0 deferred

input queue (curr/max packets): hardware (0/7)
output queue (curr/max packets): hardware (0/13)

Traffic Statistics for "outside":

1330201 packets input, 99995120 bytes
124863 packets output, 84651382 bytes
525233 packets dropped

Queue Stats:

RX

RX

RX

RX

RX

RX

RX

RX

RX

RX

RX

RX[11]:

RX

RX

RX

RX

RX

RX

RX

RX

RX

RX

RX

RX

RX

RX

[00]: 6599382 packets, 697116251 bytes, 0 overrun
Blocks free curr/low: 512/432

[01]: 924929 packets, 258924873 bytes, 0 overrun
Blocks free curr/low: 512/483

[02]: 832587 packets, 245912949 bytes, 0 overrun
Blocks free curr/low: 512/479

[03]: 1581947 packets, 327352778 bytes, 0 overrun
Blocks free curr/low: 512/466

[04]: 1248125 packets, 304273571 bytes, 0 overrun
Blocks free curr/low: 512/491

[05]: 1040026 packets, 420338105 bytes, 0 overrun
Blocks free curr/low: 512/476

[06]: 995323 packets, 343474141 bytes, 0 overrun
Blocks free curr/low: 512/433

[07]: 73018771 packets, 46411510982 bytes, 0 overrun
Blocks free curr/low: 512/463

[08]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[09]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[10]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

0 packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[12]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[13]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[14]: 94177 packets, 17778198 bytes, 0 overrun
Blocks free curr/low: 512/505

[256]: 6 packets, 96 bytes, 0 overrun
Blocks free curr/low: 512/512

[257]: 180 packets, 3332 bytes, 0 overrun
Blocks free curr/low: 512/512

[258]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[259]: 9 packets, 144 bytes, 0 overrun
Blocks free curr/low: 512/512

[260]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[261]: 6 packets, 96 bytes, 0 overrun
Blocks free curr/low: 512/512

[262]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[263]: 4 packets, 64 bytes, 0 overrun
Blocks free curr/low: 512/512

[288]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[289]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

[290]: O packets, 0 bytes, 0 overrun
Blocks free curr/low: 512/512

RX[291]: 0 packets, 0 bytes, 0 overrun

show interface .

show i .



. show interface

. show i

RX[292]:

RX[293]:

RX[294]:

RX[295]:

TX[00] :

TX[01]:

TX[02]:

TX[03]:

TX[04]:

TX[05]:

TX[06]:

TX[07]:

TX[08]:

TX[09]:

TX[10]:

TX[254]:

TX[255]:

TX[256]:

TX[257]:

TX[258]:

TX[259]:

TX[260]:

TX[261]:

TX[262]:

TX[263]:

TX[288]:

TX[289]:

TX[290]:

TX[291]:

TX[292]:

TX[293]:

Blocks free
0 packets,
Blocks free
0 packets,
Blocks free
0 packets,
Blocks free
0 packets,
Blocks free

curr/low: 512/512
0 bytes, 0 overrun
curr/low: 512/512
0 bytes, 0 overrun
curr/low: 512/512
0 bytes, 0 overrun
curr/low: 512/512
0 bytes, 0 overrun
curr/low: 512/512

3258599 packets, 860813811 bytes, 0 underruns

Blocks free

curr/low: 511/388

891279 packets, 238071978 bytes, 0 underruns

Blocks free

curr/low: 511/405

787368 packets, 233492817 bytes, 0 underruns

Blocks free

curr/low: 511/409

1407442 packets, 294192127 bytes, 0 underruns

Blocks free

curr/low: 511/423

1143794 packets, 266269203 bytes, 0 underruns

Blocks free

curr/low: 511/433

1813341 packets, 1343723097 bytes, 0 underruns

Blocks free

curr/low: 511/413

745612 packets, 178752603 bytes, 0 underruns

Blocks free

curr/low: 511/389

498701 packets, 140487728 bytes, 0 underruns

Blocks free

curr/low: 511/382

107232 packets, 66899140 bytes, 0 underruns

Blocks free

curr/low: 511/419

108350 packets, 68658558 bytes, 0 underruns

Blocks free

curr/low: 511/441

98761 packets, 64801332 bytes, 0 underruns

Blocks free

0 packets,
Blocks free
0 packets,
Blocks free

curr/low: 511/438

0 bytes, 0 underruns
curr/low: 511/512
0 bytes, 0 underruns
curr/low: 511/512

123 packets, 3444 bytes, 0 underruns

Blocks free

curr/low: 511/512

270048 packets, 2420741524 bytes, 0 underruns

Blocks free
0 packets,
Blocks free
9 packets,
Blocks free
0 packets,
Blocks free
6 packets,
Blocks free
0 packets,
Blocks free
4 packets,
Blocks free
0 packets,
Blocks free
0 packets,
Blocks free
0 packets,
Blocks free
0 packets,
Blocks free
0 packets,
Blocks free
0 packets,
Blocks free

curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

576 bytes, 0 underruns
curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

384 bytes, 0 underruns
curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

256 bytes, 0 underruns
curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

0 bytes, 0 underruns
curr/low: 511/512

showi |



| showi
show interface .

TX[294]: 0 packets, 0 bytes, 0 underruns
Blocks free curr/low: 511/512
TX[295]: 0 packets, 0 bytes, 0 underruns
Blocks free curr/low: 511/512
Control Point Interface States:
Interface number is 1
Interface config status is active
Interface state is active

Interface Internal-Data0/0 "", is up, line protocol is up
Hardware is i182547GI rev00, BW 1000 Mbps, DLY 1000 usec
(Full-duplex), (1000 Mbps)

MAC address 0000.0001.0002, MTU not set
IP address unassigned
6 packets input, 1094 bytes, 0 no buffer
Received 6 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
L2 decode drops, 0 demux drops
packets output, 0 bytes, 0 underruns
output errors, 0 collisions
late collisions, 0 deferred
input queue (curr/max packets): hardware (0/2) software (0/0)
output queue (curr/max packets): hardware (0/0) software (0/0)
Control Point Interface States:
Interface number is unassigned

o O O o o

Interface Internal-Data0/1 "nlp_ int tap", is up, line protocol is up
Hardware is en_vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported
MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants
input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
pause input, 0 resume input
L2 decode drops
packets output, 370 bytes, 0 underruns
pause output, 0 resume output
output errors, 0 collisions, 0 interface resets
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware (0/0)
output queue (blocks free curr/low): hardware (0/0)
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped
1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec
5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14
Interface config status is active
Interface state is active

[...]

O O O O uUulo oo

261585 show interface detail #7427 1A 7B .

show i
I N




. show interface

% 3: show interface detail = E%

showi |

FH

15 AR

Demux drops

CICAE A B2 10 1D B s B A 80456 09 22 s S IOk B HUAt % 1

DA S A 4 1

BN (R HF diagnostic-cli) _AT$Z 10 /& Internal-Data0/0 A1
Internal-Data0/1 .

H A E DA — AN . o — AN i NGz i X s s, 9
B R sh B RX FRArR ., B, 7E 4120 &, FRRECh 23 (00 F
22) , H RX ¥R 16 M1 17 24 OSPF {£R . [RIFE, ARFGH TS, Kabg
SRR RS A CCL £dii .

KRR R, TR ORoR A [ B R B U AR A BAT A
Al 5 c4l GETUH/HKIP) FEEs (R IR 4L T 7 — RX ¥4 .

Control Point Interface
States:

Interface number

TGS, fasiel eI, Mo JHh.

Interface config status

EHIRA, WTR:
* active - 1Z4% &AM .
* not active - % I #H & KM,

Interface state

B SEhR S . ERZEIHN T, RS S LR EIRSEE .. i
Bl e, WRTREARUCES, DROh bR A 2 MR i ST TP Bk 1]
B0,

Asymmetrical Routing
Statistics:

Received X1 packets

PR I ERR ASR Hidls 0

Transmitted X2 packets

FEUEE D B ORISR ASR Fudn iy,

Dropped X3 packets

FEMFE N R T ASRE BE. M R B AL, R i,
AT g 25 5T HE .

Related Commands

A
AF <

152 AR

clear interface

5 show interface #ir 2 5 8% .

show interfaceip brief

RO TP HibE AR

. show i



| showi

show interface ip brief

EEER O P HHEANRE, 54 show interfaceip brief @4,

show interface [ [physical_interface[.subinterface]

| interface name | BVI ID |

show interface ip brief .

1 ip brief

Syntax Description

Command Default

BVl id

CAlik) Wondae MR D (BVI) M4 iHE B. #iA BVI 4
(1-250) .

interface_name

(A FniR#E M 1D,

physical_interface

(A[HE) FRiR$EZ ID, {9110 gigabitethernet0/1.

subinterface

(AT RB—DAT 1 814294967293 27 [a38%, U@ A0,

WARARER D, @2 BaPraEn, iiA .

Command History

[TE:N &g

6.1 SINT Hdr 4.

6.2 WINT BVI g,
w151

BLF 2 show ip brief 4 1% H i«

> show interface ip brief

Interface
Control0/0

GigabitEthernet0/0
GigabitEthernet0/1
GigabitEthernet0/2
GigabitEthernet0/3

Management0/0

IP-Address
127.0.1.1

209.165.200.226

unassigned
10.1.1.50
192.168.2.6

209.165.201.3

OK?
YES
YES
YES
YES
YES
YES

Method
CONFIG
CONFIG
unset
manual
DHCP
CONFIG

Status
up
up

Protocol
up
up

administratively down down
administratively down down
administratively down down

up

DA 7l o R 2 80 & T BVIIN ISk pl b4 1 552 BVI B AT AR IR g sl o

> show interface ip brief

Interface
GigabitEthernetl/1
GigabitEthernetl/2
GigabitEthernetl/3
GigabitEthernetl/4
GigabitEthernetl/5
GigabitEthernetl/6
GigabitEthernetl/7
GigabitEthernetl/8
Internal-Controll/1
Internal-Datal/1l

IP-Address
unassigned
192.
192.
192.
192.
192.
192.
192.

127

unassigned

168.

168.
168.
168.
168.
168.
.0.1.

1.
168.1

1

=R
e e

OK?
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

Method Status

DHCP down
unset down
unset down
unset down
unset down
unset down
unset down
unset down

unset up
unset up

Protocol
down
down
down
down
down
down
down
down
up
up

show i .



. show interface ip brief

showi |

Internal-Datal/2 unassigned YES unset down down
Internal-Datal/3 unassigned YES unset up up
Internal-Datal/4 169.254.1.1 YES unset up up
Managementl/1 unassigned YES unset up up
BVI1 192.168.1.1 YES manual up up
NN Bk AT TR
% 4: show interface ip brief £
FE 15t AR
#%n $z1 1ID.
WER B RN, WIS SEFRHG T REEER AR ORER. 1
FIGREE N, s BRI H .
IP-Address B0 IP Huhik.
OK? EHNEA IR Z IR A “Yes” o
Method Fe L TP HUBEIR vk . HAHE DL R 30
* unset - ARACE IP Hudk.
* manual - $ [T HAT A bk
* CONFIG - © MR B EHA
* DHCP — M\ DHCP JIz 45 #5421 -
Status FHARE, WFPR:
* up - F HBAT KA
s down - # LR A3, MARAE KM,
* administratively down - A PAH#EE T,
Protocol LR, IR R

* up - TAFHLZERI AP Z8 3% 1.

* down - HLAEAN IE R BORE A% 1 4 s

Related Commands &2

152 FA

show interface

R B LB AT IR RS G T R

. show i



| showi

show inventory .

show inventory

SR A RARAE MBI E 177 dbRIRAT (PID). FCARRIRAT (VID) RJF515 (SN) IR
PRI ITATAR S W FE T EXEC #Ea s A EXEC B0 M show inventory i<

show inventory [slot id]

Syntax Description

Command Default

sot_id (A% FE itk ID BifRE 509 0-3.

U ERAE s 0 H PRI AR E SR, )4 oA it (LG A7 S

Command History

MR

R (L5
6.1 FINT 4.

show inventory #ir 2K & HL B 7n A SRS R AR R, X8 i e UDL 2R =
AARFEEIECEA S PR (PID). AR IRAF (VID) F1FE55 (SN).

PID 2 F] LAIRATI P Sh i A0 Bk I 58K “/ = dh ARk B “iift s o R RaT W Rs s i 1F
IS A FH (R A o

VID & 77 A . 8241817755, VID WU E Telcordia GR-209-CORE - (7 B 7™ [ 8 Sl 40 94T
MEARHE) B AR Y .

SN BN PR ME— ™ P8 S o B S RAT L) SR HOME— PP a1 S, ToikAE S fe N
Bo JPHNS A R AR RS B WSl i) 7 ik . TR AR R ZLEE, 3815 I BE T A ]

UDLEAEAN S T — ANt M550k GRS BT Tk BRI . AL g
S A S RS RS AT L

i FH show inventory 4 CANHFIEIID W] 7R 222 fE M 45 52 4 h IE 0 L T PID BB AA 51 5L
U RN ERFSZARZE PID, WA K R Bl s i 5044

BT ASA 5500-X RAPIEELERR S, PS5l fe AR R, X TRl 5 PCI-E /O (NIC) £ K 1)
UDI &7, MRABEMUAESEA NAmTgemft, RS AR RS~ o 02 U 45 € bl
FEAEH T ASF B PCI-E SC 88414 LU 7Rl J@7n 4> PCI-E VO R4S I H o fidn, sl
#] Silicom SFP NIC 5, W] UDI f/nHekF2:351% UDI i 4. VID Il SN {H A N/A, R BAIX
A 1 HL T A A

X+ ASA 5512-X 8% 5515-X #1111 6 4y 11 SFP LK NIC k-

Name: "modulel", DESCR: "ASA 5512-X/5515-X Interface Card 6-port GE SFP, SX/LX"
PID: ASA-IC-6GE-SFP-A , VID: N/A, SN: N/A

3+ ASA 5525-X F1[17 6 511 SFP LLA M NIC -

Name: "modulel", DESCR: "ASA 5525-X Interface Card 6-port GE SFP, SX/LX"

show i .



. show inventory

showi |

PID: ASA-IC-6GE-SFP-B , VID: N/A, SN: N/A

¥ ASA 5545-X 8% 5555-X H ) 6 3 I SFP LK NIC F-

Name: "modulel", DESCR: "ASA 5545-X/5555-X Interface Card 6-port GE SFP, SX/LX"
PID: ASA-IC-6GE-SFP-C , VID: N/A, SN: N/A

XFF ASA 5512-X 8% 5515-X H 1) 6 iy AT 25 LK W NIC -

Name: "modulel", DESCR: "ASA 5512-X/5515-X Interface Card 6-port 10/100/1000, RJ-45"
PID: ASA-IC-6GE-CU-A , VID: N/A, SN: N/A

T ASA 5525-X T 6 Ui 4 45 LUK M NIC R

Name: "modulel", DESCR: "ASA 5525-X Interface Card 6-port 10/100/1000, RJ-45"
PID: ASA-IC-6GE-CU-B , VID: N/A, SN: N/A

X+ ASA 5545-X 8% 5555-X HH 6 iy A7 25 LKW NIC -

Name: "modulel", DESCR: "ASA 5545-X/5555-X Interface Card 6-port 10/100/1000, RJ-45"
PID: ASA-IC-6GE-CU-C , VID: N/A, SN: N/A

gt
DA & B AT B 7 BUS 01 show inventory & 1% H 7l oot th 2o g by
T BEa P R IR SR PR, REASSEARHR I T PID.

> show inventory
Name: "Chassis", DESCR: "ASA 5508-X with FirePOWER services, 8GE, AC, DES"
PID: ASA5508 , VID: V01 , SN: JMX1923408S

Name: "Storage Device 1", DESCR: "ASA 5508-X SSD"
PID: ASA5508-SSD , VID: N/A , SN: MXA184205MC

FRAWT BRFEH BR TR,

% 5: show inventory 8= F% 5 B

T 1t AR

B SRS MR SAR I ER AT CCARTFARF D) o filln, $&dl6 . SSPE ] a4l {5
Gty SRS, i “17 ) Bk T I BRI iy 24 78 . A2 T RFC
2737 K] entPhysicalName MIB 2% &,

DESCR FFA R % 0 AR SEAR I B . #4024 T RFC 2737 1) entPhysicalName
MIB 7% .
PID SR B FRRAT . A 24T REC 2737 F1#) entPhysicalModelName MIB 4%

. show i



| showi
show inventory .

FE ok
VID SEARFIRRAFRIRTF . A4 RFC 2737 H1[1J entPhysicalHardwareRev MIB 48 & ,
SN SEARI)FA S . AT RFC 2737 (1) entPhysicalSerialNum MIB 7% & .

show i
I N



. show ip address

showi |

show ip address

BIEER O P Mk, S7EE BN AR A 1P Hukik, 148 show ip address i 4.

show ip address [ [physical_interface[.subinterface] | interface name | ]
Syntax Description interface name (A[i%) FRiREED ID.
physical_interface (Al3%) AR ID, it gigabitethernet0/1
subinterface CAlEE) P — AT 1 $114294967293 2 440, H DR w28 F 80,

Command Default

URANSRE R I, AT S A 2 ) TP it

Command History

MR

R e
6.1 FINT 4.

i A Won E 2P it (FEEIRBESF A “System” , & TECE Sl FHPERD DAY TG TP Hb
hbe WUR AL T FRDIRA, WRSRI 2T 1P HuhkUCE . R B4 Ah T4 BRS04 57 1P skl
BN L

IP A TEEEE O . S A EgkiE O (5@ EE DD RS HED LB rRERS
B IP Huhil. {5 BB G2 08 IP ubkf5 & GOl s) » ZTEEEHED EARNEER,
151# A show network #iy%.

15l
LU /& show ip address 14 i H 7 1«

> show ip address
System IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 mgmt 10.7.12.100 255.255.255.0 CONFIG
GigabitEthernet0/1 inside 10.1.1.100 255.255.255.0 CONFIG
GigabitEthernet0/2.40 outside 209.165.201.2 255.255.255.224 DHCP
GigabitEthernet0/3 dmz 209.165.200.225 255.255.255.224 manual
Current IP Addresses:

Interface Name IP address Subnet mask Method
GigabitEthernet0/0 mgmt 10.7.12.100 255.255.255.0 CONFIG
GigabitEthernet0/1 inside 10.1.1.100 255.255.255.0 CONFIG
GigabitEthernet0/2.40 outside 209.165.201.2 255.255.255.224 DHCP
GigabitEthernet0/3 dmz 209.165.200.225 255.255.255.224 manual

AR BUAT T U

. show i



| showi

3% 6: show ip address FE%

show ip address .

FEB LAA

o Pl 1D,
Name SRR

IP address B0 1P Hhhik,

Subnet mask

IP Huhik7 PR o

Method

PP TP bk Tk (AR LU &0

* unset - ARACE IP Hbudik,

* manual - £ FUHATFRSHUIE

* CONFIG - A BIBCEHA
* DHCP — M\ DHCP /IR 45 #5451 .

Related Commands &2

ikl

show interface

SR BE LB AT I RS G5 R

show interfaceip brief | G <42 11 1P Hihik FRRAS o

show i .



showi |
. show ip address dhcp

show ip address dhcp
B FE 1) DHCP 1 H 8R4 25 445 B, 15 fTTH show ip address dhep 74«

show ip address {physical_interface[.subinterface] | interface name} dhcp server
show ip address {physical_interface[.subinterface] | interface name} dhcplease [proxy | server]
[summary]
Syntax Description interface_name FRiREE O 4R
lease R4 5% DHCP FLH 45 B
physical_interface FRiREZH ID, 140 gigabitether net0/1.
proxy WoR IPL R R4 H .
server WoR IPL R kS 4s 4 H o
subinterface PI—D T 1 3 4294967293 2 [a)364, HILMR € 2T .
summary B g H B .
Command History ERAS &%
6.1 FINT 4.
BNl

PL T 4 show ip addressdhcep lease T4 % 7= 451 -

> show ip address outside dhcp lease
Temp IP Addr:209.165.201.57 for peer on interface:outside
Temp sub net mask:255.255.255.224
DHCP Lease server:209.165.200.225, state:3 Bound
DHCP Transaction id:0x4123
Lease:259200 secs, Renewal:129600 secs, Rebind:226800 secs
Temp default-gateway addr:209.165.201.1
Temp ip static routeO: dest 10.9.0.0 router 10.7.12.255
Next timer fires after:111797 secs
Retry count:0, Client-ID:cisco-0000.0000.0000-outside
Proxy: TRUE Proxy Network: 10.1.1.1
Hostname: devicel

AR T BOEAT T

. show i



| showi

show ip address dhcp .

% 7: show ip address dhcp lease = F%

FE 1t AR

Temp IP Addr SrTRs B O TP Huhik .

Temp sub net mask S BCLE P T P o
DHCP Lease server DHCP fii 55 #s bk

state DHCP A HPRAS, Wk R:

* Initial - FUGACIRAS, B R SR AIURAE . AL 45 R slAt ] B i
ORI, e BoRIIRAs.

* Selecting - ¥ % IEAE SRR R K H— k£ 4> DHCP JiR45 4% 1)
DHCPOFFER &, Mifial NHIEFE—4 .

* Requesting - B¢ % IEAESFRAAR WO A IETE SR IK H BRI 55 2 1 (R0 o
* Purging - WA IELEMERAL, DA % ) diig CORE T 1P s hik s HH B0 A

Bk
* Bound - B# HATAH R HAEAEIE #1817,

* Renewing - W & IEAE RS LA . &2 % DHCPREQUEST i &
RIEF) T DHCP 54y, ARG ERFRIE

* Rebinding - ¥#5 TN JRUUR IR 554 IR 8240, IRAE K%
DHCPREQUEST 4 5., 2 BT A e 552 1 0] 52 5 FH FH 45 0

* Holddown - ¢ T JH ) HI -1 ISR A AT (R0 A
* Releasing - WA RGN BRE RIS 45, R ANFF 7522 1P itk

DHCP transaction id

B PRI AL 5 A, e S AR 55 e FH R ORI SR U

Lease DHCP k55 % 1 E (I A, 332 VAT £ I 1] Be A b TP stk
Renewal P21 BB 2R G T A 2 i TR
Rebind JEP B A 2% BT R € DHCP R 55 4 Z AN TS RE . 2R e e

155 54k DHCP R4 s (5 AL A A8 87.5%, miosib4T B H4p
Eo R, AR # DHCP ik 5471 ¥ DHCP iR 4528156

Temp default-gateway
addr

DHCP fik 55 % 32 (1 A BRI R St it

Temp ip static route0

BRIAA S o

Next timer fires after

PP T IR 25 i e 2 i AR RD A

show i .



. show ip address dhcp

showi |

T 15 BB

Retry count S g A W IEAE AR AL, e B R B O R
DHCP 71 B I E. ldn, R4k T Selecting GEFEHD RIS, Wk
{H 7R BE8 CLAIE BT BRI E . i B3 #4540 T Requesting (i sk H)
RAS,  NBAE R 15 2% CUACE T SR T B I IR

Client-ID TE55 RS #% 0 BT A A A 4% 7 i 1D

Proxy e e LR 7524 VPN %57 0 [f)/ Q38 DHCP 45 /' ity {H 4 True 5§ False.

Proxy Network BRI %% .

Hostname %P E LR .

PLF 4 show ip address dhep server i 4 % 7= 91 -

> show ip address outside dhcp server

DHCP server:

(255.255.255.255)

Leases:

Offers: Requests: 0 Acks: O Naks: O
Declines: Releases: 0 Bad: O

DHCP server: 40.7.12.6

Leases:

Offers: Requests: 17 Acks: 17 Naks: O
Declines: Releases: 0 Bad: O

DNSO: 171.69.161.23, DNS1: 171.69.161.24

WINSO: 172.69.161.23, WINS1: 172.69.161.23

Subnet: 255.255.0.0

DNS Domain: cisco.com

AR T BOEAT T

3% 8: show ip address dhcp server FE&

FE i AR

DHCP server ) e R LA 1Y) DHCP &gtk W4 H C “ANY” D JE2BRIAR
S WIHRARATAE.

Leases MRS SRR B, T AN, MUBOEH 2 1. SRR S 28 4 1EAE
IZAT VPN ARER 3 PR bk, A BN .

Offers JIR 55 28 T AR AL 1 T R R

Requests Ik R S5 e A SR A

Acks MRS 28 F I AL

Naks MR 45 #5115 5 B AL

Declines PINIFE - E S R (EEA LR

. show i



| showi

show ip address dhcp .

FH 15 BA
Releases IR AR5 BRI
Bad MR 2525 BB B R O 04
DNSO M DHCP IR 55 #53K 1 i 3= 2 DNS fiRj g5 as bk .
DNSI M DHCP JIR 55 %33R R4 ) DNS JIR 55 2 il o
WINSO M DHCP fiR % #53RHU1 3222 WINS Ji 25 2 il
WINSI M\ DHCP 55 #54R B B) WINS R 45 25 i
Subnet M DHCP I 5% &3 3R I 7~ P i o
DNS Domain M DHCP [} 55 #3 3K HX RT3k o

Related Commands 44 15 AR

show interfaceip brief | & 545 11 1P Huhi AR A

show ip address

BRI IP Mk,

show i .



. show ip address pppoe

show ip address pppoe

B E A K PPPoE EH M VELN(E S, 151 H show ip address pppoe fii 4 -

show ip address {physical_interface[.subinterface] | interface name | } pppoe

showi |

Syntax Description interface_name

PR O 4K .

physical_interface

FriR$E D ID, it gigabitethernet0/1.

subinterface

PHI—A T 1 31 4294967293 2 0] 4%k, FHLAR €% 0.

Command History N

(5

6.1

FINT I 2.

Related Commands &%

152 AR

show interfaceip brief

SR 1P Ml FRRAS

show ip address

RO TP bk

. show i



| showi
show ip audit count .

show ip audit count
TR A2 R N T4 D 2 R A IERC 4, 1548 H show ip audit count 7y 4.

show ip audit count [global | interface interface name]

Syntax Description  global CBRIN) ToRFT A #: D FI VTR .

interfaceinterface_name (k) s E B I ICRCAL.

Command History kRS &8

6.1 FINT M4
e S AN A WS, (E 0 LT FlexConfig MEATALE , JIAT BAFS B MDG40H £ o
Related Commands &4 15t BF

clear ip audit count [yl IP W R IIGEHA

show running-configip | 75 ip audit name #7& IIEC E . B namedt, AT U7 interface Fil
audit name signature it & .

show i
I N



. show ip local pool

show ip local pool

B IR IPv4 il s 5, 154 H show ip local pool 4.

show ip local pool pool_name

showi |

Syntax Description  pool_name IPv6 Mtk R 44 K o

Command History N

(£

6.1 FINT B4
ERsE A iy 4w A TPvA HbHEH A Py X8t - R R U ) VPN ORTARBE SR . A showipv6local

pool L&A IPv6 bkt .

A5l

PL RS2 show ip local pool i 1% H 7~ 451«

> show ip local pool test-ipvé4-pool

Beg

10.100.10.

in

Available

10.
10.
10.
10.
10.
10.
10.

100.
100.
100.
100.
100.
100.
100.

10.
10.
10.
10.
10.
10.
10.

End Mask Free Held In use
10 10.100.10.254 255.255.255.0 245 0 0

Addresses:
10
11
12
13
14
15
16

. (remaining output redacted)...

. show i



| showi

show ip verify statistics

show ip verify statistics .

TR A FHU 0 #2  (RPF) Dhfen 5 i 8l (4, 15481 show ip verify statistics fir 4.

show ip verify statistics [interface interface name]

Syntax Description

Command Default

interfaceinterface name  (nfik) WoRFEE O MZTHE L.

P& SR AT DS E R .

Command History

MR

R

(54

6.1

FINT 4.

ip verify reverse-path LhREil % RBCE, (HUWRA A FlexConfig HEATHCE, WInT LAAFHAH RS HE

<

/Lo

Gt

LL R J2& show ip verify statistics fir4> 1% H 715 -

> show ip verify statistics

interface outside: 2 unicast rpf drops
interface inside: 1 unicast rpf drops
interface intf2: 3 unicast rpf drops

Related Commands

A
ap <

kil

clear ip verify statistics

THFR LG RPF Giit5 B

show running-configip
verify rever se-path

WK ip verify reverse-path it &'

show i .



showi |
. show ipsec df-bit

show ipsec df-bit

B RIR B TPsec BUE LI IPsec ANJ0 Fr (DF fi7) #I%, i#dH] show ipsec df-bit fir 4. #if
AJ LU ] show crypto ipsec df-bit ir4 [ Sl .

show ipsec df-bit interface

Syntax Description interface e EEOLK.
Command History ERAS &M%
6.1 FINT 2
[ERER df-bit BB E RGE U b B LR Sk AN i (DF) 2. TP {5 Sk 1) DF A7 58 & 5 o vrse &6

Bt Bro MRIGILBIE, RGENATINE N 2IHER B sR G S8 K DF A28, Wl
LR LR B 241 IPsec 15 3k

w151
LR 7~ &7 44 24 inside 1142 1) TPsec DF o7 0%«

> show ipsec df-bit inside
df-bit inside copy

Related Commands 44 1t AR
show ipsec fragmentation 7R TPsec $ds 11 73 B0 o

. show i



| showi

show ipsec fragmentation .

show ipsec fragmentation

R IPsec a1, 11 2> BESRmE , 1518 ] show ipsec fragmentation 4. #&3i& a LU ] show crypto
ipsec fragmentation 4[] X i .

show ipsec fragmentation interface

Syntax Description interface e LR,
Command History ERAS &M%
6.1 SINT A4

MR

i VPN IS, RSB OKE S B 100 MTU 37T HE . an S n s 8o e ot
MTU, WDAZ6 Bl AT 70 Bt i 2 WoR RGN E G O e msa Ons
D X AREAT 0 B AE IS Z RO B B AT o RO T B, KRB RSAT A, B
B AT DA A I R

Gt
AR 7B 75 44 0 inside 4% 1) IPsec 73 B SR -

> show ipsec fragmentation inside
fragmentation inside before-encryption

Related Commands

W% L
show ipsec df-bit BoRTRE 1) DF {755k

show i .



showi |
. show ipsec policy

show ipsec policy

B4 4ok OSPFv3 FC & () TPsec ‘22 EH4% 7 API (SS API) 2245, i1 FH| show ipsec policy fir4 .
& v DU i 2 ) ARE: - show cryptoipsec policy

show ipsec policy

Command History ERAS &%
6.1 FIANT WA
i

PUR 7549 55 7% OSPEV3 5 453 56 TE AN 25 SF i

> show ipsec policy
Crypto IPsec client security policy data

Policy name: OSPFv3-1-256

Policy refcount: 1

Policy flags: 0x00000000

SA handles: sess 268382208 (0xfff3000) / in 55017 (0xd6e9) / out 90369 (0x16101)
Inbound ESP SPI: 256 (0x100)

Outbound ESP SPI: 256 (0x100)

Inbound ESP Auth Key: 1234567890123456789012345678901234567890

Outbound ESP Auth Key: 1234567890123456789012345678901234567890

Inbound ESP Cipher Key: 12345678901234567890123456789012
Outbound ESP Cipher Key: 12345678901234567890123456789012

Transform set: esp-aes esp-sha-hmac
Related Commands 44 154 BA
show crypto sockets BREAEETEA.
show ipv6 ospf interface BRI OSPEV3 #: LS B,

. show i



| showi

show ipsec sa .

show ipsec sa

B R IPsec 224 K0k (SA) 4113, 15 H] show ipsec sa fiy 4. i ] LU FH by & AR TE 5
show crypto ipsec sa.

show ipsec sa [assigned-address hostname or _|IP_address | entry | identity | inactive | map
map-name | peer peer-addr | spi spi-num] [detail ]

Syntax Description

assigned-address (Al3%) BoRIgE M LML BL TP Hulikf#) IPsec SA.
hostname_or_|IP_address

detail (A3 oA R Bon AR VRN A 15 5 o
entry CHk) 7R 4aeon) 45 B 25 Hulik HE PP 1) IPsec SA
identity CAT3E) RIS O HEF ) TPsec SA, AMUEE ESP. X2 ik .
inactive (Al ) BoRICikAL s /i) IPsec SA.
map map-name CAIIE) W7 2 I LS 1) IPsec SA.
peer peer-addr (AR ordig e X450 1P Huhik (1) IPsec SA.
Spi spi-num (a3 W7~ SPI 1Y IPsec SA.
Command History ERAS &%
6.1 FINT 4.
BNl

DU 7”4 45 7 TPsec SA, IHE4 B IPve Hudik UL R AL =i GRE H35545 7R,

> show ipsec sa
interface: outside
Crypto map tag: def, seq num: 1, local addr: 75.2.1.23

local ident (addr/mask/prot/port): (75.2.1.23/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (75.2.1.60/255.255.255.255/47/0)
current peer: 75.2.1.60, username: rashmi

dynamic allocated peer ip: 65.2.1.100

dynamic allocated peer ip(ipv6): 2001:1000::10

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 18, #pkts decrypt: 18, #pkts verify: 18

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0
#post-frag successes: 0, #post-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

show i .



showi |
. show ipsec sa

#send errors: 0, #recv errors: 4

local crypto endpt.: 75.2.1.23/4500, remote crypto endpt.: 75.2.1.60/64251
path mtu 1342, ipsec overhead 62(44), override mtu 1280, media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled

current outbound spi: D9COOFC2

current inbound spi : 4FCB6624

inbound esp sas:
spi: Ox4FCB6624 (1338730020)

transform: esp-3des esp-sha-hmac no compression

in use settings ={RA, Transport, NAT-T-Encaps, GRE, IKEv2, }
slot: 0, conn_id: 8192, crypto-map: def

sa timing: remaining key lifetime (sec): 28387

IV size: 8 bytes

replay detection support: Y

Anti replay bitmap:

0x0003FFFF OxFFFFFFFF
outbound esp sas:
spi: 0xD9COOFC2 (3653242818)

transform: esp-3des esp-sha-hmac no compression

in use settings ={RA, Transport, NAT-T-Encaps, GRE, IKEv2, }
slot: 0, conn_id: 8192, crypto-map: def

sa timing: remaining key lifetime (sec): 28387

IV size: 8 bytes
replay detection support: Y

Anti replay bitmap:

0x00000000 0x00000001

DL TR IPsec SA, ALHE I T4 BAEFFSUl OSPFV3 [EF 5 .

> show ipsec sa
interface: outside2
Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (172.20.0.21/255.255.255.255/0/0)
current peer: 172.20.0.21

dynamic allocated peer ip: 10.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1145, #pkts decrypt: 1145, #pkts verify: 1145

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 2, #pre-frag failures: 1, #fragments created: 10
#PMTUs sent: 5, #PMTUs rcvd: 2, #decapstulated frags needing reassembly: 1
#send errors: 0, #recv errors: 0

local crypto endpt.: 10.132.0.17, remote crypto endpt.: 172.20.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC1l5BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)

transform: esp-3des esp-md5-hmac
in use settings ={L2L, Transport, Manual key (OSPFvV3),}
slot: 0, conn _id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y

. show i



| showi

outbound esp sas:
spi: OxDC15BF68 (3692412776)

transform: esp-3des esp-md5-hmac
in use settings ={L2L, Transport, Manual key (OSPFv3),
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 548
IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 10.132.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

\)

show ipsec sa .

}

AR 2R IPsec SA SRR WIFE IPsec AL BE R EATRE 4B, IR R B BRGNP &

THE R WK SA SKIKRWILE IPsec AbBR AT )7 B 2E, WU /s i ) B s S5

PAUR s fIE 42 JRlC B NN, o440k def (RN EF WL ¥ IPsec SA.

> show ipsec sa map def
cryptomap: def
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1146, #pkts decrypt: 1146, #pkts verify: 1146

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 480
IV size: 8 bytes
replay detection support: Y

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

show i .



. show ipsec sa

remote ident (addr/mask/prot/port):
current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73672, #pkts encrypt:
#pkts decaps: 78824, #pkts decrypt:

(192.168.132.0/255.255.255.0/0/0)

73672, #pkts digest: 73672
78824, #pkts verify: 78824

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73672, #pkts comp failed: 0, #pkts decomp failed:

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn_id: 4, crypto-map: def

sa timing: remaining key lifetime

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

(sec): 263

slot: 0, conn_id: 4, crypto-map: def

sa timing: remaining key lifetime

IV size: 8 bytes
replay detection support: Y

LU R 7B 2R entry SCEET (1) IPsec SA.

> show ipsec sa entry
peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17

. show i

(sec): 263

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port):
current peer: 10.132.0.21

(10.132.0.21/255.255.255.255/0/0)

dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: DC1l5BF68

inbound esp sas:
spi: 0x1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

slot: 0, conn id: 3, crypto-map: def

sa timing: remaining key lifetime
IV size: 8 bytes
replay detection support: Y

(sec): 429

showi |



| showi

outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-md5-hmac

in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def
sa timing: remaining key lifetime (sec): 429

IV size: 8 bytes
replay detection support: Y
peer address: 10.135.1.8
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)

current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73723, #pkts encrypt: 73723, #pkts digest: 73723
#pkts decaps: 78878, #pkts decrypt: 78878, #pkts verify: 78878

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73723, #pkts comp failed: O,
#send errors: 0, #recv errors: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.:

path mtu 1500, ipsec overhead 60, media mtu 1500
current outbound spi: 3B6F6A35

inbound esp sas:
spi: OxB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def
sa timing: remaining key lifetime (sec): 212
IV size: 8 bytes
replay detection support: Y

PLF 7- i 7t entry detail JCHE 1) IPsec SA.

> show ipsec sa entry detail
peer address: 10.132.0.21
Crypto map tag: def, local addr: 172.20.0.17

show ipsec sa .

#pkts decomp failed: 0

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts decaps: 1148, #pkts decrypt: 1148, #pkts verify: 1148

#pkts compressed: 0, #pkts decompressed: 0

10.135.1.8

#pkts not compressed: 0, #pkts comp failed: 0, #pkts decomp failed: 0

#pkts no sa (send): 0, #pkts invalid sa (rcv): O
#pkts encaps failed (send): 0, #pkts decaps failed
#pkts invalid prot (rcv): 0, #pkts verify failed:

0

(rcv): O

show i .



. show ipsec sa

. show i

#pkts invalid identity (rcv):
#pkts replay rollover (send):
#pkts replay failed (rcv): 0O
#pkts internal err (send): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.:

0, #pkts invalid len
0, #pkts replay rollover

, #pkts internal err (rcv):

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: DC15BF68

inbound esp sas:
spi: Ox1E8246FC (511854332)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def

sa timing: remaining key lifetime (sec):

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: OxDC15BF68 (3692412776)
transform: esp-3des esp-mdS-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 3, crypto-map: def

sa timing: remaining key lifetime (sec):

IV size: 8 bytes
replay detection support: Y

peer address: 10.135.1.8

Crypto map tag: def, local addr: 172.20.0.17

322

322

(rcv): O

(rcv): O

0

10.132.0.21

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)

current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73831, #pkts encrypt: 73831,
#pkts decaps: 78989, #pkts decrypt: 78989,
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 73831, #pkts comp failed: 0, #pkts decomp failed:

#pkts digest: 73831
#pkts verify: 78989

#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed
#pkts verify failed: 0
0, #pkts invalid len
0, #pkts replay rollover

#pkts invalid prot (rcv): 0O,
#pkts invalid identity (rcv):
#pkts replay rollover (send):
#pkts replay failed (rcv): 0O
#pkts internal err (send): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.:

, #pkts internal err (rcv):

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

inbound esp sas:
spi: O0xB32CFOBD (3006066877)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }
slot: 0, conn_id: 4, crypto-map: def

sa timing: remaining key lifetime (sec):

IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox3B6F6A35 (997157429)
transform: esp-3des esp-md5-hmac
in use settings ={RA, Tunnel, }

104

(rcv): O

(rcv): O

(rcv): O

0

10.135.1.8

showi |



| showi

slot: 0, conn_id: 4, crypto-map: def

sa timing: remaining key lifetime (sec): 104

IV size: 8 bytes
replay detection support: Y

PLR 74 ot identity S 7 IPsec SA.

> show ipsec sa identity
interface: outside2
Crypto map tag: def, local addr: 172.20.0.17

show ipsec sa .

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: O,
#send errors: 0, #recv errors: 0

#pkts decomp failed: O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: DC1l5BF68

Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (192.168.132.0/255.255.255.0/0/0)

current peer: 10.135.1.8
dynamic allocated peer ip: 0.0.0.0

#pkts encaps: 73756, #pkts encrypt: 73756, #pkts digest: 73756
#pkts decaps: 78911, #pkts decrypt: 78911, #pkts verify: 78911

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 73756, #pkts comp failed:
#send errors: 0, #recv errors: 0

0, #pkts decomp failed: 0

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500, ipsec overhead 60, media mtu 1500

current outbound spi: 3B6F6A35

PR 78] 35 7 ELA S 7 identity 1 detail () IPsec SA.

> show ipsec sa identity detail
interface: outside2
Crypto map tag: def, local addr: 172.20.0.17

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (10.132.0.21/255.255.255.255/0/0)

current peer: 10.132.0.21
dynamic allocated peer ip: 90.135.1.5

#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 1147, #pkts decrypt: 1147, #pkts verify: 1147

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts comp failed: O,

#pkts decomp failed: 0

show i .



. show ipsec sa

#pkts no sa (send): O,

#pkts invalid sa

(rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): 0, #pkts verify failed: O

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): 0O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.132.0.21

path mtu 1500,
current outbound spi:

ipsec overhead 60,
DC15BF68

Crypto map tag: def, local addr:
local ident
remote ident

current peer: 10.135.1.8
dynamic allocated peer ip:

(addr/mask/prot/port) :

0.0.0.0

#pkts encaps: 73771,
#pkts decaps: 78926,
#pkts compressed: 0,

#pkts not compressed: 73771,

(addr/mask/prot/port) :

#pkts encrypt:
#pkts decrypt:
#pkts decompressed: 0

#pkts comp failed: O,

media mtu 1500

172.20.0.17

(0.0.0.0/0.0.0.0/0/0)
(192.168.132.0/255.255.255.0/0/0)

73771
78926

73771,
78926,

#pkts digest:
#pkts verify:

#pkts decomp failed: 0

#pkts no sa (send): 0, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): 0, #pkts verify failed: O

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O

#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): 0O

#pkts internal err (send): 0, #pkts internal err (rcv): O

local crypto endpt.: 172.20.0.17, remote crypto endpt.: 10.135.1.8

path mtu 1500,
current outbound spi:

ipsec overhead 60,
3B6F6A35

PUR 7 7R 38 T 40 Fie TPv6 bk [Y) TPSec SA:

media mtu 1500

> show ipsec sa assigned-address 2001:1000::10

assigned address: 2001:1000::10
Crypto map tag: def, seq num: 1,

local ident (addr/mask/prot/port):

local addr:

75.2.1.23

(75.2.1.23/255.255.255.255/47/0)

remote ident (addr/mask/prot/port): (75.2.1.60/255.255.255.255/47/0)
current peer: 75.2.1.60, username: rashmi
dynamic allocated peer ip: 65.2.1.100

dynamic allocated peer ip (ipv6) :

#pkts encaps: 0, #pkts encrypt: O,
#pkts decaps: 326, #pkts decrypt:
#pkts compressed: 0,
#pkts not compressed: 0,
#post-frag successes: 0,
#PMTUs sent: 0, #PMTUs rcvd: O,
#TFC rcvd: 0, #TFC sent: O
#Valid ICMP Errors rcvd: O,
#send errors: 0, #recv errors: 35

local crypto endpt.:
path mtu 1342,

PMTU time remaining (sec): O,

. show i

75.2.1.23/4500,
ipsec overhead 62 (44),
DF policy:

2001:1000::10

#pkts digest: 0
326,
#pkts decompressed: 0
#pkts comp failed: 0,
#post-frag failures: 0,
#decapsulated frgs needing reassembly: 0

#pkts verify: 326

#pkts decomp failed: 0
#fragments created: 0

#Invalid ICMP Errors rcvd: O

remote crypto endpt.: 75.2.1.60/64251
override mtu 1280, media mtu 1500
copy-df

showi |



| showi
show ipsec sa .

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: D9COOFC2
current inbound spi : 4FCB6624

inbound esp sas:
spi: Ox4FCB6624 (1338730020)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, NAT-T-Encaps, GRE, IKEv2, }
slot: 0, conn_id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28108
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OxFFFFFFFE
outbound esp sas:
spi: O0xDI9COOFC2 (3653242818)
transform: esp-3des esp-sha-hmac no compression
in use settings ={RA, Transport, NAT-T-Encaps, GRE, IKEv2, }
slot: 0, conn_id: 8192, crypto-map: def
sa timing: remaining key lifetime (sec): 28108
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Related Commands &% 15t BF
clear isakmp sa TR IKE 12171 4] SA Hdf 1 .

show running-config | W R iT47 753} (1) ISAKMP it .
isakmp

show i
I ||



. show ipsec sa summary

show ipsec sa summary

FLIER IPsec SA 422, 1i5i ] show ipsec sa summaryii 4 .

show ipsec sa summary

showi |

Command History ERAS &%
6.1 FINT W%
Gt
LUR 7 fl% DL M 2R TPsec SA f# 2
* IPSec

* [Psec over UDP

* [Psec over NAT-T

* [Psec over TCP

* IPsec VPN 133 T~ 1fi

> show ipsec sa summary
Current IPsec SA's: Peak IPsec SA's:

IPsec 2 Peak Concurrent SA 14
IPsec over UDP 2 Peak Concurrent L2L : 0
IPsec over NAT-T : 4 Peak Concurrent RA 14
IPsec over TCP 6
IPsec VPN LB : 0
Total : 14

Related Commands 44 15t B
clear ipsec sa AR TR 2 HUM R TPsec SA.
show ipsec sa 7R IPsec SA 413,
show ipsec stats IR IPsec Gt B 1% .

. show i



| showi

show ipsec stats

B IR IPsec 5 B A1%, 1i5TH show ipsec stats #ir 4.

show ipsec stats

show ipsec stats .

Command History

(EEEiT=

R &

6.1 FINT teAir 2
eSSV NG iR SR KN

Wi (8D AR (80

IPsec Global Statistics

PEFR o Sz S B A 4 SCHF Y TPsec B&IE 5 4

Active tunnels

MAHTIERE N 1Psec BEIE R

Previous tunnels

EFEH) IPsec PEiE L, HFL T ARIE

N P4 Rl IPsec B IE USRI N il 13 Ui

Bytes PRI e 1 TR

A 44 7 PUAT A FS 455 2 5 SO o0 B 1 7 K Cln SR 1D o
SRR RS, DEVHEER I A 248 T — AN s

it B N TPsec s BLEL

O A A CLRIBH TR 8T 25 77 (0 IPsec Hdts (048

R SBT3 TPsec K (0 R 311 S5 T R6 b 4L

B BAIE SH RN TPsec B ELIAT 1 5 42 BIE S Th AL -

EH BRI SBT3 TPsec K (AN 21 1) B 43 560 UE R BCHC o

fift SRR N3 TPsec HUH EL AT 1A i 25 L TH 2o

fife s SR ST T 2 TPsec K ( R 38 1) fif 2 I CHK

T B 2 MR o B CLFEEH AL TP 7- B TPsec Hdn 4K

RKik IR W Sl IPsec Yt fE A% 4 i H ol B SCim

Bytes LML TPsec & 1 I A4 (¥ B SOt R 7154

AR A 78 FLI L TPsec BE 1IN - H i (¥ A P4 W1 SO 2 1 8. 2t

ARG, B HEs AR 25 T AT — s

show i .



. show ipsec stats

showi |

Wid (8D

WA (80

it

SR [Psec B&TE IR A4 K W SCH R 7 1 B

O A

LI TPsec & TE AN I i 3-8 Uk O Z 57 (K W] SCEE

Sk

XTEEH I TPsec B 1 i (¥ 4 B SAT 1) B4 0 06k Fe Eh 2

EELLE AR

X EEE I TPsec B % i (1 20 dha CoAS: DI 21 (1 5 4 900 R e

s

XTEE I TPsec B 1 i (¥ 4 B HAT (K00 8 1 D 2

iGN

X EEIHIL TPsec [ T A i ) Kcdhs o kor I 2 (¥ on R M K

oy BUs

{2 3 TPsec Kl B A4 (K)— 870 AA T 1) 23 BUARAT LI AL

iy Bk

V8 3 TPsec H 604 e 1 — 30 7 AT I B4k i oh
o TorBORAEFERS B SCER BN A F 38 — AN e 2 A
IPsec 4t 2 |l o

Ja 73 B

PRtk TPsec K CL e e (1 F 20 AT (K3 73 BU I A )
Ko Ja o BUR AN]SR A I A e TPsec Mt 2
i, S REEA TP Bl IR T 41X L B

I BURIW

t 3 IPsec it G i A 2B i 73 BOR K

FESN

H 3 TPsec Bt (0L 4N A A AT BUR IO . F0) BUR A
R W SCHGE N AN B RN A 82> TPsec Hdla L 2 Hif

Ja 73 BUR I

H 3l TPsec Kdfs C e N A B IR 20 BERWCE . 5 2 BURAEAE
W SCEAE A0 N R 260 TPsec R G, T4~ 1P
TP B MRS R A I I B

BB

IPsec ¥ fiuid Fe b 8 i 1) 70 BOE

KL FIPMTU

IPsec R4 KILMEEE MTU 4. TPsec ¥ PMTU 78 B &
RN, HENIEAE AL TR K e kim it
IPsec P& AL M E TR . PMTU W 8 T R LB
MTU FIACIE B /N e A0 LUl O TPsec P TE A& 4

B PMTU

[Psec RAFLHIEE MTU 45 W S8 ik B & 1% 1 £
AR KM VR ) RN 405, IPsec BHEIOR H iZ M 4%
TG MIEEIE MTU 58 430042 MTU 4 5B, IPsec 18
s PR ILRRE MTU.

PR SURIK

FW R % IPsec B4 B4

I SA K

DIFRAE TPsec 224 RIKANAFAE MK I IPsec #R1FAL

. show i



| showi

show ipsec stats .

i (8D WA (8D
RERERIN IPsec R4 B AN LS R B0 1 2R 110 JCvk 5 BT TPsec 4

TE%L

Gt
LUR 7Rl 4 RlC BRI, s IPsec 8T B :

> show ipsec stats

IPsec Global Statistics
Active tunnels: 2
Previous tunnels: 9
Inbound
Bytes: 4933013
Decompressed bytes: 4933013
Packets: 80348
Dropped packets: 0
Replay failures: 0
Authentications: 80348
Authentication failures: 0
Decryptions: 80348
Decryption failures: 0
Decapsulated fragments needing reassembly: 0O
Outbound
Bytes: 4441740
Uncompressed bytes: 4441740
Packets: 74029
Dropped packets: 0
Authentications: 74029
Authentication failures: 0
Encryptions: 74029
Encryption failures: 0
Fragmentation successes: 3
Pre-fragmentation successes:2
Post-fragmentation successes: 1
Fragmentation failures: 2
Pre-fragmentation failures:1
Post-fragmentation failures: 1
Fragments created: 10
PMTUs sent: 1
PMTUs recvd: 2
Protocol failures: 0
Missing SA failures: 0
System capacity failures: 0

FESCHF IPsec LMW~ 6 F, frh 2os WA KITHEES i B Bl 2o 2 WA

EARMIMRIIPSE (@

> show ipsec stats

IPsec Global Statistics
Active tunnels: 1
Previous tunnels: 1
Inbound

Bytes: 93568

show i .



. show ipsec stats

Decompressed bytes: 0
Packets: 86

Dropped packets: 0

Replay failures: 0
Authentications: 0
Authentication failures: O
Decryptions: 86

Decryption failures: 0O

TFC Packets: O

Decapsulated fragments needing reassembly:

Valid ICMP Errors rcvd: 0
Invalid ICMP Errors rcvd: 0O
Outbound
Bytes: 93568
Uncompressed bytes: 90472
Packets: 86
Dropped packets: 0
Authentications: 0
Authentication failures: O
Encryptions: 86
Encryption failures: 0
TFC Packets: O
Fragmentation successes: 0
Pre-fragmentation successes: 0
Post-fragmentation successes: 0
Fragmentation failures: O
Pre-fragmentation failures: 0
Post-fragmentation failures: 0
Fragments created: 0
PMTUs sent: O
PMTUs rcvd: O
Offloaded Inbound
Bytes: 93568
Packets: 86
Authentications: 0
Decryptions: 86
Offloaded Outbound
Bytes: 93568
Packets: 86
Authentications: 0
Encryptions: 86
Protocol failures: O
Missing SA failures: O
System capacity failures: 0
Inbound SA delete requests: 0
Outbound SA delete requests: 0
Inbound SA destroy calls: O
Outbound SA destroy calls: 0

0

showi |

Related Commands

we 15t FA

clear ipsec sa B THRE KIS H0H R IPsec SA BT s

show ipsec sa F 445 € Z 207K TPsec SA.

show ipsec sa summary | %% IPsec SA %5,

. show i



| showi
show ipv6 access-list .

show ipv6 access-list

b4 F T BB AN SR I D RE o TP6 T fr) P LA BB ARHE D il P2 SRS v o A0 PR 10
i, AT LA fir 4

* show access-list

* show access-control-config

show i
I | 5|



showi |
. show ipv6 dhep

show ipv6 dhcp
48 DHCPv6 15 B, 15l H] show ipv6 dhep i 4.

show ipv6 dhcp [client [pd] statistics | interface [interface name [statistics]] | hastatistics
| server statistics | pool [pool_name] ]

Syntax Description  client [pd] statistics {5 DHCPV6 & i Gi it 8, JE57s B BRI BRI 131 S8 K0 1
SER . VRN pd LU 7R DHCPV6 BT EIRE S imSe 115 o

inter face SR D adE E 01 DHCPv6 58 (Crlvk) o an s Cid & 1
[interface_name DHCPv6 TR AR S5 S0, M Ay 85 91 HH 2R 46 28 TF 48 48 FH () DHCP6
[statistics] ] . 405 C16 4 DHCPv6 Hbhl% P ik sl i 8 2R 2% P o e &, kv 4

R WA g0 P PR, DLRMAZ IR 5 2 2RI -

WRAEER D4R, W] LD statistics AT & %42 ) DHCP JIR 45 %8
& I B TS B

ha statistics SRR RS W 5 2 TRl 45 A SR B, L FG7E DUID 15 B & AN 4%
pdISIE R 27¢ (@
server statistics 278 DHCPv6 TIRERE 41115 B .

pool [pool_name] Y RFTH DHCPvG6 b, (nlik) 5 .

Command History ERAS e
6.2.1 FINT I 2.

[EREE WRASREATAT S I 4K R DHCPv6 5 il IR 45 4% 1E A6 4 H (1) ¥ % DUID.
]l

LU /& show ipv6 dhep T4 g H 7 i -

> show ipvé dhcp
This device's DHCPv6 unique identifier (DUID): 00030001377E8FD91020

LK /& show ipv6 dhep pool i % H 7 «

> show ipvé dhcp pool

DHCPv6 pool: Sample-Pool
Imported DNS server: 2004:abcd:abcd:abcd::2
Imported DNS server: 2004:abcd:abcd:abcd::4
Imported Domain name: relay.com
Imported Domain name: server.com
SIP server address: 2001::abcd:1

. show i



| showi
show ipv6 dhep .

SIP server domain name: sip.xyz.com
LK J2& show ipv6 dhcp inter face i 4 ()4 7 491 -

> show ipv6é dhcp interface
GigabitEthernetl/1l is in server mode
Using pool: Sample-Pool

GigabitEthernetl/2 is in client mode
Prefix State is OPEN
Renew will be sent in 00:03:46
Address State is OPEN
Renew for address will be sent in 00:03:47
List of known servers:
Reachable via address: fe80::20c:29ff:fe96:1bf4
DUID: 000100011D9D1712005056A07E06
Preference: O
Configuration parameters:
IA PD: IA ID 0x00030001, T1 250, T2 400
Prefix: 2005:abcd:ab03::/48
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
IA NA: IA ID 0x00030001, T1 250, T2 400
Address: 2004:abcd:abcd:abcd:abed:abed:abed: f2cb/128
preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (577 seconds)
DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: 0
Prefix name: Sample-PD

Managementl/1l is in client mode
Prefix State is IDLE
Address State is OPEN
Renew for address will be sent in 11:26:44
List of known servers:
Reachable via address: fe80::4e00:82ff:fe6f:f6£9
DUID: 000300014C00826FF6F8
Preference: O
Configuration parameters:
IA NA: IA ID 0x000a0001, T1 43200, T2 69120
Address: 2308:2308:210:1812:2504:1234:abcd:8e5a/128
preferred lifetime INFINITY, valid lifetime INFINITY
Information refresh time: 0O

LR 42 show ipv6 dhcp inter face outside fir2> 1 % Hi 71 «

> show ipv6é dhcp interface outside
GigabitEthernetl/2 is in client mode

Prefix State is OPEN

Renew will be sent in 00:02:05

Address State is OPEN

Renew for address will be sent in 00:02:06

List of known servers:
Reachable via address: fe80::20c:29ff:fe96:1bf4
DUID: 000100011D9D1712005056A07E06
Preference: 0

show i
I | 57|



. show ipv6 dhep

Configuration parameters:

IA PD:

IA ID 0x00030001, T1 250, T2 400

Prefix: 2005:abcd:ab03::/48

IA NA:

preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (476 seconds)
IA ID 0x00030001, T1 250, T2 400

Address: 2004:abcd:abcd:abed:abcd:abed:abed: £2cb/128

preferred lifetime 500, valid lifetime 600
expires at Nov 26 2014 03:11 PM (476 seconds)

DNS server: 2004:abcd:abcd:abcd::2
DNS server: 2004:abcd:abcd:abcd::4
Domain name: relay.com
Domain name: server.com
Information refresh time: O

Prefix name: Sample-PD

LK J2& show ipv6 dhcp interface outside statistics #ir4- ()% H 7= 91 -

> show ipv6é dhcp interface outside statistics
DHCPV6 Client PD statistics:

Protocol Exchange Statistics:

Number
Number
Number
Number
Number
Number
Number
Number
Number

of
of
of
of
of
of
of
of
of

Solicit messages sent: 1
Advertise messages received: 1
Request messages sent: 1
Renew messages sent: 45
Rebind messages sent: 0
Reply messages received: 46
Release messages sent: 0
Reconfigure messages received: 0
Information-request messages sent: 0

Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0
DHCPV6 Client address statistics:

Protocol Exchange Statistics:

Number of Solicit messages sent: 1

Number of Advertise messages received: 1

Number of Request messages sent: 1

Number of Renew messages sent: 45

Number of Rebind messages sent: 0

Number of Reply messages received: 46

Number of Release messages sent: 0

Number of Reconfigure messages received: 0

Number of Information-request messages sent: 0
Error and Failure Statistics:

Number of Re-transmission messages sent: 1
Number of Message Validation errors in received messages: 0

. show i

showi |



| showi

PL T 4 show ipv6 dhep client statistics 4 ()4 Hi 7l -

> show ipvé dhcp client statistics

Protocol Exchange

Total
Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of

Error and Failure
Total number of
Total number of

Statistics:
Solicit messages sent:
Advertise messages received:
Request messages sent: 4
Renew messages sent: 9
Rebind messages sent: 0
Reply messages received: 96
6
0
0

=S

2

Release messages sent:
Reconfigure messages received:
Information-request messages sent:

Statistics:
Re-transmission messages sent:

Message Validation errors in received messages:

BL T 4 show ipv6 dhep client pd statistics fir4> % Hi 7l

> show ipv6 dhcp client pd statistics

Protocol Exchange Statistics:

Total
Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of

Solicit messages sent: 1
Advertise messages received: 1
Request messages sent: 1
Renew messages sent: 92
Rebind messages sent: 0
Reply messages received: 93
Release messages sent: 0
Reconfigure messages received: 0
0

Information-request messages sent:

Error and Failure Statistics:

Total number of Re-transmission messages sent:

Total number of Message Validation errors in received messages:

BLF /& show ipv6 dhcp server statistics fir 4 4t 7 141«

> show ipvé dhcp server statistics

Protocol Exchange

Total
Total
Total
Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of
of
of
of

Error and Failure

Statistics:

Solicit messages received:
Advertise messages sent:

Request messages received:

Renew messages received:

Rebind messages received:

Reply messages sent:

Release messages received:
Reconfigure messages sent:
Information-request messages received:
Relay-Forward messages received:
Relay-Reply messages sent:

Statistics:

O O OO OO0 oOo oo

8
0

show ipv6 dhep .

show i .



. show ipv6 dhep

Total number of Re-transmission messages sent:

Total number of Message Validation errors in received messages:

PL T 4 show ipv6 dhcp ha statistics fir 4 4 H 4l

> show

DHCPvV6
DUID
DUID

DHCPv6
Send

ipv6é dhcp ha statistics

HA global statistics:
sync messages sent: 1
sync messages received: 0

HA error statistics:
errors: 0

PLR 24 % b show ipv6 dhep ha statistics fir 4> %t 7l -

> show

DHCPv6
DUID
DUID

DHCPvV6
Send

ipv6é dhcp ha statistics

HA global statistics:
sync messages sent: 0
sync messages received: 1

HA error statistics:
errors: 0

0
0

showi |

Related Commands &L

15 AR

clear ipv6 dhcp

N

%% DHCPV6 4iit15)

5

. show i



| showi

show ipv6 dheprelay binding .

show ipv6 dhcprelay binding

i show ipv6 dhcprelay binding iy4 DL s R kAR BRI R 46 B2 4 H »

show ipv6 dhcprelay binding

Command History

R &
6.1 FINT B 2.
Gt

PL T 42 show ipv6 dheprelay binding fir4 i 7~ 11 -
> show ipv6 dhcprelay binding

1 in use, 2 most used

Client: fe80::204:23ff:febb:b094 (inside)
DUID: 000100010£f9a59d1000423bbb094, Timeout in 60 seconds

Above binding is created for client with link local address of fe80::204:23ff:febb:b094 on
the inside interface using DHCPv6 id of 000100010f9a59d1000423bbb094, and will timeout in
60 seconds.

There will be limit of 1000 bindings for each context.

Related Commands

we 152 AR

show ipv6 dheprelay | 47 IPv6 DHCP A 484CHE{5 L
statistics

show i .



. show ipv6 dheprelay statistics

show ipv6 dhcprelay statistics

B IR IPv6 DHCP kA G115 5, 15 H show ipv6 dheprelay statistics i 4.

show ipv6 dhcprelay statistics

showi |

Command History ERAS &M%
6.1 FINT W%
Gt

LT & show ipv6 dheprelay statistics fir4 (1% 7l -

>

show ipv6é dhcprelay statistics

Relay Messages:

SOLICIT
ADVERTISE
REQUEST
CONFIRM

RENEW

REBIND

REPLY

RELEASE
DECLINE
RECONFIGURE
INFORMATION-REQUEST
RELAY-FORWARD
RELAY-REPLY

Relay Errors:

Malformed message:

Block allocation/duplication failures:
Hop count limit exceeded:

Forward binding creation failures:
Reply binding lookup failures:

No output route:

Conflict relay server route:

Failed to add server NP rule:

Unit or context is not active:

Total Relay Bindings Created:

= =
e} e}
OO O wookHE PN

AN
O
o o

500

O O O O O oo oo

498

Related Commands LA 15 BR

I

show ipv6 dhcprelay
binding

BRI A T ARG E & H .

. show i



| showi
show ipv6 general-prefix .

show ipv6 general-prefix
BN IPve L HRTZE, 5l H show ipv6 general-prefix iy 4.

show ipv6 gener al-prefix

Command History ERAS 185
6.1 SIANT M.

EdEEET {1 [} show ipv6 general-prefix iy A &5 K IPv6 1 H AT 41 -
=)

BLT /& show ipv6 gener al-prefix fir4> 1% Hi 74l

> show ipv6é general-prefix
IPv6 Prefix my-prefix, acquired via 6to4
2002:BOB:B0B::/48
Loopback42 (Address command)
Codes: A - Address, P - Prefix-Advertisement, O - Pool
U - Per-user prefix, D - Default N - Not advertised, C - Calendar

AD fec0:0:0:a::/64 [LA] Valid lifetime 2592000, preferred lifetime 604800

show i
I | & |



showi |
. show ipv6 icmp

show ipv6 icmp

BRI RAET A H: O ERLE K ICMPv6 U7 [ U, 38 H] show ipv6 icmp i 4.

show ipv6 icmp
Command History ERAS &M%
6.1 FINT I 2.
(EFER ICMPv6 RN P AL 17 1 44 22  H) ICMPv6 it Bt e AN SE L B e O B e ST DAASE K L

SR A WAL ik mT DL )42 11 0% ICMPV6 i (BN ping) ,  BAK AT LU IEMREE T (1) ICMPV6 iy
4. Al show ipv6 icmp fir & & X LL

5
PLF 4 show ipv6 icmp T2 % H 7= 9] o

> show ipv6 icmp
ipvé icmp permit any inside

. show i



| showi

show ipv6 interface .

show ipv6 interface

B RN IPv6 B E 1 O PPRAS, 148 H show ipv6 interface fii %o

show ipv6 interface [brief] [if name [prefix]]

Syntax Description

Command Default

brief SN EEANE 11 TPV6 IR AR & 1 ) AV
if_name CAfE) NEEAN S D2 FR . I BonTa e B O PIRS I & .

WA RIHAT RN, WA BT O TR Gul A5 1 A i D s . 1
PUGTERCE AR, f5 BIUT TR H 1.

prefix (ATe) AAH IPv6 Fir it A AT EE . T2 1Pv6 HLhEFR 4% i 7).

ORI IPv6 211,

Command History

EMiEm

R &2
6.1 FINT B2

show ipv6 interface #ir 4 1% 2L T show interface fir & 0, ME—ANEZ 4, A SR
SJETPVO R G H o W LV a ), 28 D hRic up. WSR3 10 AT DUBRBLORUAISS, Sokigk
SRR IEN up.

MORAR R L ZARIN, 2 B FTAT IPv6 4% L AME R . 15 € 4% A FRIN 2 Won A7 AR e S I B

Gt

PL R /& show ipv6 interface fir 4 114 73491 :

> show ipv6é interface outside

interface ethernet0 “outside” is up, line protocol is up
IPv6 is enabled, link-local address is 2001:0DB8::/29 [TENTATIVE]
Global unicast address (es):
2000::2, subnet is 2000::/64
Joined group address(es):
FF02::1
FF02::1:FF11:6770
MTU is 1500 bytes
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds
ND advertised reachable time is 0 milliseconds
ND advertised retransmit interval is 0 milliseconds
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

PLR 2 A8 brief S&4# 7% A/ show ipv6 interface iy 4 i Hi 7 91 -

show i .



. show ipv6 interface

> show ipv6é interface brief
outside [up/up]
unassigned
inside [up/up]
fe80::20d:29ff:feld:69f0
fecO0::a:0:0:a0a:a”70
vlanl01l [up/up]
fe80::20d:29ff:feld:69f0
fec0::65:0:0:a0a:6570
dmz-ca [up/up]
unassigned

PAF AE show ipv6 interface fir & I 7l o & s TR AR BRI 28 AR 1A AL

> show ipv6é interface inside prefix
IPv6 Prefix Advertisements inside
Codes: A - Address, P - Prefix-Advertisement, O - Pool
U - Per-user prefix, D - Default N - Not advertised, C - Calendar

AD fec0:0:0:a::/64 [LA] Valid lifetime 2592000, preferred lifetime 604800

. show i

showi |



| showi

show ipv6 local pool

B IR IPv6 il 5, 1548 H show ipv6 local pool 4.

show ipv6 local pool pool _name

show ipv6 local pool .

Syntax Description  pool_name IPv6 Hbbik it I 4 F5%
Command History ERAS e
6.1 SINT M4

MR

i FH iy 2 v] A5 [Pv6e HUHEIh K Py 7% . 1Ky H T e FE Vs i) VPN FIT SRR R
pool LA EI1Pv4 Hihikith

A5l

LK 42 show ipv6 local pool #ir 4 i H 7] -

> show ipv6é local pool test-ipvé6-pool

IPv6 Pool test-ipv6-pool

Begin Address: 2001:db8::db8:800:200c:417a
End Address: 2001:db8::db8:800:200c:4188
Prefix Length: 64

Pool Size: 15

Number of used addresses: O

Number of available addresses: 15

Available Addresses:

2001:db8::db8:800:200c:417a
2001:db8::db8:800:200c:417b
2001:db8::db8:800:200c:417¢c
2001:db8::db8:800:200c:417d
2001:db8::db8:800:200c:417e
2001:db8::db8:800:200c:417£
2001:db8::db8:800:200c:4180
2001:db8::db8:800:200c:4181
2001:db8::db8:800:200c:4182
2001:db8::db8:800:200c:4183
2001:db8::db8:800:200c:4184
2001:db8::db8:800:200c:4185
2001:db8::db8:800:200c:4186
2001:db8::db8:800:200c:4187
2001:db8::db8:800:200c:4188

- ffH show ip local

show i .



showi |
. show ipv6 mld traffic

show ipv6 mld traffic
LR ATV KL (MLD) it v #ds 5 &L, 1581 show ipve mild traffic i 4.

show ipv6 mld traffic

Command History ERAS &M%
6.1 FINT 4.
(EFER show ipv6 mid traffic 4 oV A2 A5 OO R IEFTE ) MLD 91 5 8. DL E B2 i show

ipv6 mid traffic fir & A5 -
o VRV ECES UG 2 (RIS TR] - TS BR v 250 LUK IR I [R)
« H % MLD $i 40 - BI04 %0 MLD $i %
o B - FEBCRI AR I R AL
o R - BRI AR I AR A
o TRE - BOBCHU R LA R B AL
* Mtrace 40 - UM A% 1 20 #6 R R s 0 28

* Errors (51%) - 8RS R A AR

Gt

DL 42 show ipve mid traffic i 4 (K% Hi 7R

> show ipv6 mld traffic

show ipvé6 mld traffic

MLD Traffic Counters

Elapsed time since counters cleared: 00:01:19

Received Sent

Valid MLD Packets 1 3
Queries 0
Reports 0 3
Leaves 0 0
Mtrace packets 0 0
Errors:

Malformed Packets O

Martian source 0

Non link-local source 0
Hop limit is not equal to 1 0

Related Commands £ 4 157 B

clear ipv6 mid traffic | & & i MLD Vi &1 5.

. show i



| showi
show ipv6 neighbor .

show ipv6 neighbor
BN 1Pv6 A Ja IR A7 A5 5L, 1 H show ipv6 neighbor 774,

show ipv6 neighbor [if name | Hbihik]

Syntax Description  jh - CAJa) AR R IPve Hudik ) 48 Ja R BRZEA7 5 16 o

if_name CRIIED SR PR D A BRI G AT 5 6

WR SRR, WIS SF S M T RGUaE AR DA E. 1
FUOGVERCE N AEE D, G BT E 1.

Command History BR AN B
6.1 FINT M4
(EdaEEiT=] LU 5 B2 B show ipv6 neighbor fir & $2 A5 -

* IPv6 Hiil: - 4B mlid% ) TPv6 Mkt

* Age (IFED - AR HEIE T BA LSRG CRLAM O A0 o JETAF () TR A4 H .
o BEHGZHIAE - MAC Hihl. A SRR SR, W BIRIETAF ().

o KA - WA H HPRE

A\

ER E RS N T IPve A8 RIZEAE P INEA K H Bk, X Tl
BREEGAA4H, INCMP CR5ERD A REACH (M[IA) R U AS
Ifl.

LUN 2 IPv6 48 i A LG A7 P sh A 4% H I T BEIRAS -
* INCMP - CRIEHO IEAEXT 4% H AT HUAIEARAT o 483 SR R © A% 2 H AR IR R 1Y 4l
FEHLIE, (ER AR MRS N R 48 J T T

* REACH - ("]i%) fEf)ri ReachableTime 20 WWCEIIE TN, Fs &0 (e K g itiadT
IEH o /£ REACH RN, mTHECEkit, B&APITEMRRERAE.

* STALE- H B8 W B W A B ARIZAT IE W iR o — MBI AN 2 5, &) Tt
ReachableTime Zf0 . {£ STALE IRZ I, BEAAE K (AL 58 B BT ANAT AR T 3541 o

* DELAY- H & &I I3 I 3 R R RIS AT IE W IR G — MElfiAZ 5, .4 TiEid
ReachableTime ). #¥E1 75 DELAY FIRST PROBE TIME #) © k3%, #EEAN
DELAY k7] DELAY FIRST PROBE TIME #b Py, 40 S A 206 e PEafN, Wk 2E40
i SR B I RIRA B Mk PROBE.

show i
I |6



. show ipv6 neighbor

showi |

* PROBE - itfiif £ RetransTimer &40 5 BB AR AR il R B, B FHRIEE ML, HE
W TIEPERAIA -

© 2777 - REVIRA

PLF 42 IPv6 A8 K A7 iS4 H 0] ek 2
« INCMP - CR5EHD A H 3 0557,
* REACH - (®i5) 4 H RO T

* Interface

I NG RRY RETE: N IR EE Ju

ot

PAF 24 AN 2 AT 2 1 1) show ipv6 neighbor i 4 I TR H 7451«

> show ipv6 neighbor inside

IPv6 Address Age Link-layer Addr State Interface
2000:0:0:4::2 0 0003.a0d6.141e REACH inside
FE80::203:A0FF:FED6:141E 0 0003.a0d6.141e REACH inside
3001:1::45a - 0002.7d1a.9472 REACH inside

LLF 28 N B TPv6 Hilik i) show ipv6 neighbor v 41, %2 )4 L 7~ 11«

> show ipvé neighbor 2000:0:0:4::2

IPv6 Address Age Link-layer Addr State Interface
2000:0:0:4::2 0 0003.a0d6.141e REACH inside
Related Commands 44 134 BA

clear ipv6 neighbors | jjilik TPv6 4K Jit R ILZE A7 P RS 46 H LMK T 4 H

. show i



| showi

show ipv6 ospf

B ORA K OSPFV3 M AR — A5 8, 1518 FH show ipv6 ospf v 4.

show ipv6 ospf [process id] [area id]

show ipv6 ospf .

Syntax Description

area_id CAIED D RAT AR E AR
process id (AT FREAH A AR ID, AT LORAEM 5% J5 ' OSPFv3 % i

UURERS, b 1D SR ERE S BE 5 A .

Command History

R (54
6.1 FINT B2
5

LK 42 show ipv6 ospf T2 (1% H 741 -

> show ipv6é ospf

Routing Process “ospfv3 1” with ID 10.9.4.1
Event-log enabled, Maximum number of events: 1000, Mode: cyclic
It is an autonomous system boundary router
Redistributing External Routes from,

ospf 2
Initial SPF schedule delay 5000 msecs
Minimum hold time between two consecutive SPFs 10000 msecs
Maximum wait time between two consecutive SPFs 10000 msecs
Minimum LSA interval 5 secs
Minimum LSA arrival 1000 msecs

Related Commands

“ns 1t AR
show ipv6 ospf SR DI T 198 (ABR) I 1RG50 F4 1115 (ASBR) 104 5 OSPFV3
border-routers BHESLH

show ipv6 ospf database | i} 7 545 5 % 1 8% OSPFv3 B AT 26 (45 B A1 & .

show i .



. show ipv6 ospf border-routers

show ipv6 ospf border-routers

showi |

FE R IX 00 S 23S (ABR) Fl 6 RG0i0 A i 3% (ASBR) N8 OSPFv3 M &4 H, 11l H

show ipv6 ospf border-routers iy 4 .

show ipv6 ospf [process id] border-routers

Syntax Description process id

CAJE) $g e A A N HBID, A DURATAT E 340, 5 F OSPFv3 i i
TRER, ob ID 2 EEYE B S A

Command History ER S &%
6.1 FIANT 2.
ERER show ipv6 ospf border-routers i 241 H LA~ ¥ -

o DXERA %
o X sl E) 2% e
* IPv6 Hiidik:
EAREAT]
* X3k 1D

* SPF 4w 5

Gt

LLF & show ipv6 ospf border-routers fiy 4 f it 7 41«

> show ipv6é ospf border-routers
OSPFv3 Process 1 internal Routing Table

Codes: 1 - Intra-area route, I - Inter-area route

i 172.16.4.
i 172.16.4.
i 172.16.3.

[SCRINENS

[2] via FE80::205:5FFF:FED3:5808, FastEthernet0/0, ABR, Area 1, SPF 13
[1] via FE80::205:5FFF:FED3:5406, P0OS4/0, ABR, Area 0, SPF 8
[1] via FE80::205:5FFF:FED3:5808, FastEthernet0/0, ASBR, Area 1, SPF 3

Related Commands &

15 AR

show ipv6 ospf

278 OSPFV3 B U IAEH M PTH 1Pv6 W .

show ipv6 ospf database

o 5 % 2% OSPFv3 Bl PEAH 2 145 B 81 %

. show i



| showi

show ipv6 ospf database .

show ipv6 ospf database

B IR 59 2 b s OSPFv3 £0d ZEAR G {5 B 5138, 1514 ] show ipv6 ospf database 174 .

show ipv6ospf [process id] [area id] database [external | inter-areaprefix | inter-area-router
| network | nssa-external | router | area | as | ref-lsa | [destination-router-id] [prefix
ipv6-prefix] [link-state-id] ] [link [interface interface-name] [adv-router router-id] |

self-originate] [internal ]

[database-summary]

Syntax Description

adv-router router-id

(AT3E) Wil i 28 R BT AT LSA. % 128 1D 245 /& RFC 2740 Hid
kB, LRk DU B 520 B 16 AL AR TS JEHRE U

area (A3) AR A R X LSA B B,
area_id CArae) A oA SRR E X A5 B .
as CAl3k) pERFNTH RS (AS) LSA.
database-summary CRIIE) S 50 P v p A DX B R 2R L ) LSA BB K s 8

destination-router-id

CRIIED AR AAT AR H bnitf 2R (K15 5

external CAJa) Ao KA LSA HIE B .

inter face (ADoK Ia 1% LU S BB ) LSA {5 H .
interface-name (M) $85E LSA B4 H4K.

internal (AT oA R A S LSA I B

inter-area prefix

CAIIED R AT I T DX A AT 2R LSA 145 &

inter-arearouter

(AT AN B A Fe 3 X 4 a) % i 2% LSA ) LSA HIf5 K.

link (M) BoRE LHEH LSA 5 E. MJGHE unknown S8R, link
Ao A VG LSA.

link-state-id CAT%E) F55E T IX 4 LSA HI%E% . 76 M4 FERk LSA h, BEHCIRZS ID
HEO RS,

network (AJk) oA KM% LSA 15 &

nssa-external CATE) AXSE AT A X 48, (NSSA) A1 LSA (15 KL

prefix ipve-prefix

CRJ3E)  oRARJE A 1A% % TPve Hilik . TPv6 Rif4% 44 45K ] RFC 2373 #i
SERRER, Pl UL HERI 16 fi s, &/ MEZ B B 50k .

process id

(i) FREAH I N EBID, AT LS R E3%0. o H OSPF i Hif
FEI, I ID A HEE B 5

show i .



. show ipv6 ospf database

showi |

ref-lsa (A3E) HE— Pl YERTEE LSA 20,

router CRIIED oA SRR HI A LSA {5 B

self-originate (A% Lok FA MR &) B % LSA.
Command History ERAS &M%

6.1 FINT 2.

(EIEEEiT=

Z LA iy 252 1A 5 AR OSPFV3 LSA 15 & .

N
LLF 4 show ipv6 ospf database fir-4> 4 H 7~ 41 «

> show ipv6 ospf database

ADV

172.
172.

ADV

172.
172.
172.
172.
172.

ADV

172.
172.

ADV

172.
172.

ADV
172
172

. show i

Router
16.4.4
16.6.6

Router
16.4.
16.
16.
16.
16.

o O O)
o O O W D

Router
16.4.4
16.6.6

Router
16.4.4
16.6.6

Router
.16.4.4
.16.6.6

OSPFv3 Router with ID

Router Link States

Age Seqg# Fragment ID
239 0x80000003 O
239 0x80000003 O
Inter Area Prefix Link States (Area 0)
Age Seqg# Prefix
249 0x80000001 FEC0:3344:
219 0x80000001 FEC0:3366:
247 0x80000001 FEC0:3366:
193 0x80000001 FEC0:3344:
82 0x80000001 FECO::/32
Inter Area Router Link States (Area 0)
Age Seqg# Link ID
219 0x80000001 50529027
193 0x80000001 50529027
Link (Type-8) Link States (Area 0)
Age Seqg# Link ID
242 0x80000002 14
252 0x80000002 14
Intra Area Prefix Link States (Area 0)
Age Seqg# Link ID
242 0x80000002 O
252 0x80000002 O

(172.16.4.4)

(Area 0)

(Process 1D 1)

Link count Bits
1 B
1 B

1 /32
1 /32
1 /32
1 /32

Dest RtrID
172.16.3.3
172.16.3.3

Interface
P0O4/0
P0O4/0

Ref-1stype Ref-LSID
0x2001 0
0x2001 0



| showi

show ipv6 ospf database .

Related Commands

we 15 BA
show ipv6 ospf 7% OSPEV3 & i AP BT IPv6 X & .
show ipv6 ospf SR X0 S % 2 (ABR) Il E 32 R G000 7 4% (ASBR) [ 4 i58 OSPFv3

border-routers

HhRAH

show i .



. show ipv6 ospf events

show ipv6 ospf events

P R OSPFV3 S5 B, 151£ FH show ipv6 ospf events iy 4.

showi |

show ipv6 ospf [process id] events [type]

Syntax Description process id

(A FREAHFICHI A FEID, AT LIORAEATIE 8% J5 1 OSPF %t
PRI, 1 XD S8 B 3 O 51

type

(ML) EEEMFMARBMIIR. WIRARE P ZFRE, MaE
ELIIIEEE O O RDSUR) AP SSILE

* generic-ii i 1.

* interface- # R 1.

Isa- LSA FiAF1 LSA LAt

* neighbor- 4B A B e i At

reverse- LURH S IR 8 7s S

rib- % B RS A5 EE TR MBR AN B0 K Sk
spf- SPF i XIF1 SPF 1247 444

Command History hR 2~

6.1

Gt

PL RS2 show ipv6 ospf events fiy 4> [ 4 Hi 7l «

> show ipvé ospf events

OSPFv3 Router with ID

1 Jul
2 Jul

9
9

(10.1.3.2) (Process ID 10)

18:49:34.071: Timer Exp: ospfv3 if ack delayed O0xda05fad8
18:49:31.571: Rcv Unchanged Type-0x2001 LSA, LSID 0.0.0.0, Adv-Rtr 10.1.1.2,

Seqg# 80000008,

3 Jul

Age 0,

4 Jul

Age 0, Area

Jul
Jul
Jul
Jul

@0 ~J o U

. show i

9

9

9

9
9
9

18:
Area

18

10
18
18
18
18

Age 1,

Area 10

48:13.241: Generate Changed Type-0x8 LSA, LSID 2.0.0.0, Seg# 80000004,

10

:48:

:41:
:41:
:41:
:41:

13.

18.
18.
18.
18.

241: Generate Changed Type-0x2001 LSA, LSID 0.0.0.0, Seg# 80000005,

901: End of SPF, SPF time Oms, next wait-interval 10000ms
902: Starting External processing in area 10

902: Starting External processing

902: Starting Inter-Area SPF in area 10



| showi

show ipv6 ospf events .

9 Jul 9 18:41:18.902: Generic: post spf intra 0x0
10 Jul 9 18:41:18.902: RIB Delete (All Paths), Prefix 2002::/64, type Intra
11 Jul 9 18:41:18.902: RIB Update, Prefix 5005::/64, gw ::, via inside, type Intra
12 Jul 9 18:41:18.902: Starting Intra-Area SPF in Area 10
13 Jul 9 18:41:18.903: Starting SPF, wait-interval 5000ms
14 Jul 9 18:41:16.403: Timer Exp: ospfv3 if ack delayed 0xda05fads8
15 Jul 9 18:41:13.903: Schedule SPF, Area 10, Change in LSA type PLSID 0.8.0.0,
Adv-Rtr 50.100.168.192
16 Jul 9 18:41:13.903: Rcv Changed Type-0x2009 LSA, LSID 0.8.0.0, Adv-Rtr 10.1.2.3,
Seg# 80000003, Age 1, Area 10
Related Commands 44 153 BA
show ipv6 ospf 57R OSPFV3 % B T IPve W'
show ipv6 ospf BRI P %% (ABR) Bl 3= R 4010 7% Fi 4% (ASBR) [ P OSPFv3

border-routers

HREH .

show i .



. show ipv6 ospf flood-list

showi |

show ipv6 ospf flood-list

TR RS #E L2 ) OSPFV3 LSA #1135, i # /] show ipv6 ospf flood-list 4

show ipv6 ospf [process id] [area_ id] flood-list interface-type interface-number

Syntax Description area_id

CAIED AT AR E AR

interface-number

fREZ U LSA PHEMHR 5 .

interface-type

feaiz ik LSA FT{Er)# a2,

process id

(AT FREAH A AR ID, AT LORAEM 5% J5 ] OSPFv3 % H
UUREIS, 0t 1D SR ERE S BE 5 A .

Command History KR

(54

FINT B2

6.1
EMmERE U Al BTN
T

OSPFv3 H 12545 K.

LK 42 show ipv6 ospf flood-list #ir 4 (114 H 749 -

> show ipv6é ospf flood-list

OSPFv3 Router with ID

Interface P0S4/0,

(172.16.6.6) (Process ID 1)

Queue length 1

Link state retransmission due in 14 msec

Type LS ID
0x2001 ©

ADV RTR Seqg NO Age Checksum
172.16.6.6 0x80000031 © 0x1971

Interface FastEthernet0/0, Queue length 0

Interface ATM3/0,

Queue length O

Related Commands 44

152 FA

show ipv6 ospf

278 OSPFV3 M AR AT IPv6 W .

show ipv6 ospf
border-routers

R X I T % A (ABR) A1 H = RS S 25 (ASBR) ¥ 4 8 OSPFv3
HHELH

. show i



| showi
show ipv6 ospf graceful-restart .

show ipv6 ospf graceful-restart
LW 7R K OSPFv3 graceful-restart (115 5, 151 H show ipv6 ospf graceful-restart #ir 4.

show ipv6 ospf graceful-restart

Command History ERAS &M%
6.1 FINT W%
Gt

PLF 4 show ipv6 ospf graceful-restart 4 ()% Hi 7t -

> show ipv6 ospf graceful-restart
Routing Process "ospfv3 10"
Graceful Restart enabled
restart-interval limit: 240 sec
Clustering is not configured in spanned etherchannel mode
Graceful Restart helper support enabled
Number of neighbors performing Graceful Restart is 0

Related Commands 44 15 AR
show ipv6 ospf S8 OSPFV3 B (LR P IR ITAT TPv6 BEE

show i
I ||



showi |
. show ipv6 ospf interface

show ipv6 ospf interface
B R OSPFV3 FHOCIH: 15 B, A show ipv6 ospf interface fiT 4

show ipv6 ospf [process id] [area id] interface [type-number] [brief]

Syntax Description  area id (A AR 7R R e XIS B o
brief (ATHE) BoREE A% [ OSPFV3 #2101, ARAS. HuhERIFERL DL K DX 455 11 ) 22
WA AE R .
process_id (AI%) FE AHL P RO N BB ID, AT DU ATAT IE#4. J3 H] OSPF % ik
PRI, 1 XD S8 B 3 BC A 50
type-number (H[iE) R RARS00
Command History ERAS &4
6.1 FINT 4.
(EFER i F Uiy A n o B A b OSPRV3 #2101 ARE& . HuhbERIHERD DK X 35k R b 15 S
il

LL R 42 show ipv6 ospf inter face iy 4 114 H 7 1] -

> show ipvé ospf interface
ATM3/0 is up, line protocol is up
Link Local Address 2001:0DB1:205:5FFF:FED3:5808, Interface ID 13
Area 1, Process ID 1, Instance ID 0, Router ID 172.16.3.3
Network Type POINT TO POINT, Cost: 1
Transmit Delay is 1 sec, State POINT TO POINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:06
Index 1/2/2, flood queue length 0
Next 0x0(0)/0x0(0)/0x0(0)
Last flood scan length is 12, maximum is 12
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 172.16.4.4
Suppress hello for 0 neighbor (s)
FastEthernet0/0 is up, line protocol is up
Link Local Address 2001:0DB1:205:5FFF:FED3:5808, Interface ID 3
Area 1, Process ID 1, Instance ID 0, Router ID 172.16.3.3
Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State BDR, Priority 1
Designated Router (ID) 172.16.6.6, local address 2001:0DB1:205:5FFF:FED3:6408
Backup Designated router (ID) 172.16.3.3, local address 2001:0DB1:205:5FFF:FED3:5808
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Index 1/1/1, flood queue length 0
Next 0x0(0)/0x0(0)/0x0(0)

. show i



| showi
show ipv6 ospf interface .

Last flood scan length is 12, maximum is 12

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 172.16.6.6 (Designated Router)

Suppress hello for 0 neighbor (s)

Related Commands &4 15t BF
show ipv6 ospf 7R OSPFv3 B I FE T TPve W,
show ipv6 ospf SR IR A 9% (ABR) Al A R G010 A% 9% (ASBR) (1) A &5 OSPFV3
border-routers BhELH.

show i
I | s



showi |
. show ipv6 ospf request-list

show ipv6 ospf request-list
LRt USRI ITAT LSA %1%, 1§ {# 1] show ipv6 ospf request-list T4«

show ipv6 ospf [process id] [area id] request-list [neighbor] [interface] [interface-neighbor]

Syntax Description  area_id CRIE) AR AT i g I A5 R
interface (RIS Fiow i Hh o A2 S SR 1K BT LSA (513K
interface-neighbor CRAIE) Fig 2 B HH A AE e 1 B AT Fa i SR I IT AT LSA %1% .
neighbor CATIE) Fif % 5 1 s ML AR S5 1 KT LSA (%13
process_id (AT $REARHM LN ID, Al DU AR IERESL . J5 FH OSPF i Hiii

PRI, 1 XD S8 B 3 BC A 518

Command History ER AR &%
6.1 FIANT 2.
=l

PL R J2& show ipv6 ospf request-list i 4 (4 H 7~ 9 -

> show ipv6é ospf request-list
OSPFv3 Router with ID (192.168.255.5) (Process ID 1)

Neighbor 192.168.255.2, interface Ethernet0/0 address
FE80: :A8BB:CCFF:FE00:6600

Type LS ID ADV RTR Seq NO Age Checksum
1 0.0.0.0 192.168.255.3  0x800000C2 1 0x0014C5
1 0.0.0.0 192.168.255.2  0x800000C8 0 0x000BCA
1 0.0.0.0 192.168.255.1  0x800000C5 1 0x008CD1
2 0.0.0.3 192.168.255.3  0x800000A9 774 0x0058C0
2 0.0.0.2 192.168.255.3  0x800000B7 1 0x003A63
Related Commands 44 154 BA
show ipv6 ospf $7R OSPFV3 # tHim R T IPve &
show ipv6 ospf ORI L % (ABR) Al [ 5 R G010 A% 11 2% (ASBR) ) A 5 OSPFV3
border-routers Bl EL&H .

. show i



| showi
show ipv6 ospf retransmission-list .

show ipv6 ospf retransmission-list
PR SERFEHTROE I ITE LSA 19414, 1 show ipv6 ospf retransmission-list iy 4.

show ipv6 ospf [process id] [area id] retransmission-list [neighbor] [interface]

[interface-neighbor ]
Syntax Description  area _id (Al AN 7T 48 5 X IR o
interface (ATIE) FiRE AR 1 EARAF O IR PT A LSA 513
interface-neighbor CAJaE) Fig BT e VA5 AT s B8 R X IO BT AT LSA I413& .
neighbor CATIE) Fif R SR BT AR Ja B AR T LSA (513
process id (AJi%) FRE AH P RCHI N ERID, ) DU AEAT i34, 5 H] OSPF i Hiik
CE N D S E B o IR T
Command History ERAS &%
6.1 SINT M4
el

LK J2& show ipv6 ospf retransmission-list fir4> it 7l «

> show ipv6é ospf retransmission-list
OSPFv3 Router with ID (192.168.255.2) (Process ID 1)

Neighbor 192.168.255.1, interface Ethernet0/0
Link state retransmission due in 3759 msec, Queue length 1

Type Ls ID ADV RTR Seq NO Age Checksum
0x2001 0 192.168.255.2  0x80000222 1 0x00AE52
Related Commands 44 154 AR
show ipv6 ospf 7% OSPFV3 i thii B P f T IPve B .
show ipv6 ospf SR I0 s % (ABR) Al T R G550 5% th 2% (ASBR) 4 #5 OSPFv3
border-routers MhELH.

show i
I | 8|



showi |
. show ipv6 ospf statistic

show ipvb ospf statistic

{4 /| show ipv6 ospf statistic 4 LL i 7s %P OSPEV3 Siit{5 ., #il4n SPF AIFAT IR J5t R R4
IR 1A o

show ipv6 ospf [process id] statistic [detail]

Syntax Description  detail CAI3E) F5ETE4 SPF {5, MiEfAk .

process id (AT 4REAMDBCHRINFID, W LURAE(TIERE AL, o ] OSPF ¥4 it
PRI, 6 ID S PRSP RC A 5 A o

Command History ERAS &%
6.1 FINT 4
5

LN J2& show ipv6 ospf statistic ir4> )i 7l «
> show ipv6 ospf 10 statistic detail

Area 10: SPF algorithm executed 6 times

SPF 1 executed 04:36:56 ago, SPF type Full
SPF calculation time (in msec):

SPT Prefix D-Int Sum D-Sum Ext D-Ext Total
0 0 0 0 0 0 00
RIB manipulation time (in msec):
RIB Update RIB Delete
0 0

LSIDs processed R:1 N:0 Prefix:0 SN:0 SA:0 X7:0

Change record R L

LSAs changed 2

Changed LSAs. Recorded is Advertising Router, LSID and LS type:
49.100.168.192/0(R) 49.100.168.192/2(L)

SPF 2 executed 04:35:50 ago, SPF type Full
SPF calculation time (in msec):

SPT Prefix D-Int Sum D-Sum Ext D-Ext Total
0 0 0 0 0 0 00
RIB manipulation time (in msec):
RIB Update RIB Delete
0 0

LSIDs processed R:2 N:1 Prefix:0 SN:0 SA:0 X7:0

Change record R N L

LSAs changed 5

Changed LSAs. Recorded is Advertising Router, LSID and LS type:
50.100.168.192/0(R) 50.100.168.192/2(L) 49.100.168.192/0(R) 50.100.168.192/0(R)
50.100.168.192/2(N)

. show i



| showi

show ipv6 ospf summary-prefix .

show ipv6 ospf summary-prefix
B IRYE OSPFV3 UiifR I AL & i BT T S ik =508 7y A5 B #1121 48EH] show ipv6 ospf

summary-prefix 4 .

show ipv6 ospf [process id] summary-prefix

Syntax Description process id

CAIE) FREAMITERIN S ID, F DURAEMT IE5E4. o1 OSPF # i

PRI, I ID 28 B 73 BC A 50

Command History ERAS

(5

6.1

FINT i 4.

Gt

LL R /& show ipv6 ospf summary-prefix 4 1% H 756 -

> show ipv6 ospf summary-prefix

OSPFv3 Process 1, Summary-prefix

FECO::/24 Metric 16777215, Type 0, Tag O

Related Commands &2

15t A

show ipv6 ospf

278 OSPFV3 M AR AT IPve W .

show ipv6 ospf
border-routers

ORI I S % (ABR) A H £ RS A 25 (ASBR) 111 4358 OSPFv3
B R H

show i .



showi |
. show ipv6 ospf timers

show ipv6 ospf timers
B 7R OSPFV3 T 235 5, 15 f1H show ipv6 ospf timers 4.

show ipv6 ospf [process id] timers [lsa-group | ratelimit]

Syntax Description  Isa-group (A[E) #8532 OSPFv3 LSA 4115 H..
process id (i) FREARMA I N EBID, AT LT E# 0. 5 H OSPF i Hif
FEIF, Jb ID 28 HPE RS 15.
rate-limit (AT #85E OSPEv3 LSA i [R5 ..
Command History ER A &%
6.1 SINT 4.
w15

LR J2& show ipv6 ospf timers Isa-group T4 )% H 7~ 1«

> show ipvé ospf timers lsa-group
OSPFv3 Router with ID (10.10.13.101) (Process 1D 1)

Group size 5, Head 2, Search Index 4, Interval 240 sec
Next update due in 0:00:13

Current time 96532

Index 0 Timestamp 96546

Index 1 Timestamp 96788

Index 2 Timestamp 97048

Index 3 Timestamp 97293

Index 4 Timestamp 97548

Failure Head 0, Last 0 LSA group failure logged
OSPFv3 Router with ID (10.10.10.102) (Process ID 5709)

Group size 5, Head 2, Search Index 4, Interval 240 sec
Next update due in 0:00:22

Current time 96532

Index 0 Timestamp 96555

Index 1 Timestamp 96801

Index 2 Timestamp 97041

Index 3 Timestamp 97287

Index 4 Timestamp 97546

Failure Head 0, Last 0 LSA group failure logged

. show i



| showi

show ipvb6 ospf traffic

BN 247 A B2 T OSPEV3 it EAH S G v B, 118 4 show ipv6 ospf traffic fir 4.

show ipv6 ospf [process id] traffic [interface name]

show ipv6 ospf traffic .

Syntax Description

interface_ name

CAIE) FsE i A FR. A TSI IH0RE 2 B 2 2 e 4

process_id (Al fEE A RO N FEID, o) DURATATIERESL . ) AT OSPF # it
FEIN, U6 1D 2B B Sy FC i 5 1 o
Command History ER A &%
6.1 FINT B %
i

LL K /& show ipv6 ospf traffic iy 2 (% 7 i -

> show ipv6é ospf 10 traffic inside
Interface inside

Last clearing of interface traffic counters never

OSPFv3 packets received/sent

Type Packets Bytes
RX Invalid 00

RX Hello 1232 53132
RX DB des 27 896
RX LS reqg 3 216
RX LS upd 28 2436
RX LS ack 14 1064
RX Total 1304 57744
TX Failed 00

TX Hello 753 32072
TX DB des 27 1056
TX LS req 2 92

TX LS upd 9 1128
TX LS ack 15 900
TX Total 806 35248

Related Commands 44

152 AR

show ipv6 ospf

W78 OSPFV3 M AR R AT A IPv6 W .

show ipv6 ospf
border-routers

S X 43 5% 2 (ABR) Al E 2 R G800 5% 1 2% (ASBR) 1) 4 5 OSPFv3

HhRAH .

show i .



showi |

. show ipv6 ospf virtual-links

show ipv6 ospf virtual-links
FLI 7R OSPFV3 B HLEE RS IS 40R Y HDIRES, 15 show ipv6 ospf virtual-links iy 4 .

show ipv6 ospf virtual-links

Command History ERAS &M%
6.1 FINT W%
Gt

LA A& show ipv6 ospf virtual-links 4 i % H 741«

> show ipv6é ospf virtual-links

Virtual Link OSPF_VLO to router 172.16.6.6 is up
Interface ID 27, IPv6 address FEC0:6666:6666::
Run as demand circuit
DoNotAge LSA allowed.
Transit area 2, via interface ATM3/0, Cost of using 1
Transmit Delay is 1 sec, State POINT_TO POINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:06

Related Commands 44 15 BA
show ipv6 ospf 'E7R OSPFv3 i fifitf PRI AT 1Pv6 1 E .
show ipv6 ospf IR A A% 2% (ABR) A1 2 R G500 A% 1 9% (ASBR) (1) 4 5 OSPFv3
border-routers ML,

show i
88



| showi

show ipv6 prefix-list .

show ipvb6 prefix-list

ZLHHTC &Y VT IPve s T HTZE 412, 1A show ipv6 prefix-list T4

show ipv6 prefix-list [detail | summary] [prefix list name [seq seguence number | network/length
[longer | first-match]]]

Syntax Description

detail BORA KT A RIS B
summary WA R L
prefix_list_name [HIEEINEL

seq sequence-number (i) BT RT R R P R HE P85 AT R % H .

network/length [longer | (nfik) S Rl FIE 4 M RITRTZEAC R (LA R SR (K196 2 T 511 3&
first-match] R 5 H .
AT LGP & LU R 2 —
* longer 75545 % network/length VUL ER b I BT ELAA R 45 e A4 41 3%

MIpTH % H .
« first-match 78545 5 network/length LR I F8 % AT 41 R B 26—
& He
Command History ERAS &2
6.1 FIANT B 2.

ot

LL R & show ipv6 prefix-list fir4 ()% i o

> show ipv6 prefix-list
ipv6 prefix-list test-ipvé-prefix: 1 entries
seq 5 permit 2001:db8:0:cd30::/64

PAR 2 I e s 719

> show ipv6 prefix-list summary

Prefix-list with the last deletion/insertion: test-ipvé-prefix
ipvé prefix-list test-ipvé6-prefix: count: 1, range entries: 0,
sequences: 5 - 5, refcount: 2

LA A& VA A H s o

show i .



. show ipv6 prefix-list

> show ipv6 prefix-list detail
Prefix-list with the last deletion/insertion: test-ipvé6-prefix

showi |

ipv6 prefix-list test-ipv6-prefix: count: 1, range entries: 0,
sequences: 5 - 5, refcount: 2
Related Commands 44 154 BH

clear ipv6 prefix-list HE IPv6 HTR I LM fir b 4L

show bgp prefix-list WRAEIL G MR ISR 5N AT SR AT SRS IR BT AR R 4% H IR

show prefix-list WA K TPvA BRI

. show i



| showi
show ipv6 route .

show ipv6 route
B IR IPv6 B RN ZY, 114/ show ipv6 route fiT 4

showipv6route [vrf name | all] [management-only] [failover] [cluster] [interface name]
[ospf] [summary]

Syntax Description  managment-only R IPve B HE b i s i .

cluster (AT WoRBEME T (1 IPve i (R )5 . TPve HUPTSATT I 2R AT IPv6
HH&HTS .

failover CAIE) SR IPv6 B4 FHFR)T 5. IPve FFI ST I SR A IPve 2 14k
HFF5.

interface name (AT3E) SR TPv6 2 4% 2 1R 16 1

ospf (Al o5 OSPFV3 Hii.

summary (ATHE) oK IPv6 B HIT R .

(vrf name | all] U S T RS LR A (VRE) (AR REFUER s ), DRI LAAEEHT vrf

name Sk B 7R 1T BRI DA by o B UL T s o G SRELAE T R UL o 2
Rk, WS all KT . WRAURRXLL VRE MR, W
Ao WoR4A R VRE REAULE i 2 1) % th k.

Command History ERAS (55
6.1 FINT M2
6.6 W7 (vrf name | oall] REET.

EREE show ipv6 route iy 4 1y H ZB0 T show route Ay & i, ME—RRIZ AL, §i B B2
IPv6 2 15 o

PUR A B ILAE TPv6
o AR - FRARIRAEHE R E L. B4 N TR
< C- kR
* L- A
* S- A
* R - JREH) RIP
* B - JRZE ) BGP

show i
I [ 91|



showi |
. show ipv6 route

* 11 -ISIS L1 - JRAEHIEE K IS-IS %) 1
* 12 - ISIS L2 - YRAEH4E A 1S-1S 25 2

* TA - ISIS interarea - JR= FI4E %, ISIS interarea

* £80::/10 - FiF 7R AR M 25 1) TPV6 FIT %K

* [0/0] - ARSI AN ECTRAT B B B AR R Bt R bR
* via iz - 55E B FE M LS T — AN 2 R

* inside - 45 & AT BIL FIHR & WL KR —AN 3 TG T 4 1

Gt

LL R /& show ipv6 route iy 4 % HL 75 1) -

> show ipv6 route

IPv6 Routing Table - 7 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP

U - Per-user Static route

Il - ISIS L1, I2 - ISIS L2, IA - ISIS interarea

O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
L fe80::/10 [0/0]

via ::, inside
via ::, vlanlO1l
L fec0::a2:0:0:a0a:a70/128 [0/0]
via ::, inside
¢ fec0:0:0:a::/64 [0/0]
via ::, inside
L fec0::65:0:0:a0a:6570/128 [0/0]
via ::, vlanlO1l
¢ fec0:0:0:65::/64 [0/0]
via ::, vlanlO1l
L ££00::/8 [0/0]
via ::, inside
via ::, vlanlO1l
S ::/0 [0/0]

via fec0::65:0:0:a0a:6575, vlanlOl
PL R /& show ipv6 route failover iy 4 1% H 7<) -

> show ipv6é route failover

IPv6 Routing Table - 6 entries
Codes: C - Connected, L - Local, S - Static
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1l - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
IPv6 Routing table seq num 0O
IPv6 Reconvergence timer expired

0 2009::1/128 [110/10]

via fe80::217:94ff:fe85:4401, inside seq O
OE2 2011::/64 [110/20]

via fe80::217:94ff:fe85:4401, inside seq O

. show i



| showi
show ipv6 route .

S 4001::1/128 [0/0]
via 4001::2, inside seq 0
C 7001::1/128 [0/0]

via ::, outside seq O
L fe80::/10 [0/0]

via ::, inside seg O

via ::, outside seqg O
L ££00::/8 [0/0]

via ::, inside seg O

via ::, outside seq O

DL & %4 - show ipv6 route cluster 4 % Hi 74l

> show ipv6é route cluster

IPv6 Routing Table - 5 entries
Codes: C - Connected, L - Local, S - Static
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
IPv6 Routing table seqg num 2
IPv6 Reconvergence timer expired

OE2 2001::/58 [110/20]
via fe80::21f:9eff:fe2a:78ba, inside seq 2

PLR A& A €6 58 23 1m) 4 B i 6L show ipv6 route cluster iy 4 1%t 7l :

> cluster master

INFO: Wait for existing master to quit. Use "show cluster info"
to check status. Use "cluster remove unit <name>" to force
master unit out of the cluster if for some reason it refuses

to quit within reasonable time

> show ipv6é route cluster

IPv6 Routing Table - 5 entries
Codes: C - Connected, L - Local, S - Static
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
IPv6 Routing table seg num 3
IPv6 Reconvergence timer expires in 61 secs

OE2 2001::/58 [110/20]
via fe80::21f:9eff:fe2a:78ba, inside seq 2

LA 78] Sk 7 44 2 red () RESDLE FH S TRV FH o TRFVE R, YIRS 380 A R AOL 8% £ 24 PR S . AT
I H] ST &R

> show ipv6é route vrf red

Codes: C - Connected, L - Local, S - Static, SI - Static InterVRF
O - OSPF intra, OI - OSPF inter, OEl - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2, B - BGP, V - VPN
Il - ISIS L1, I2 - ISIS L2, IA - ISIS interarea, IS - ISIS summary

IPv6 Routing Table : red - 5 entries
L 2301::/128 [0/0]

via ::, gigO0
¢ 2301::/64 [0/0]

show i
I | 3|



showi |

. show ipv6 route

via ::, gigO
SI 2304::/64 [1/0]
via ::, gig3
L fe80::/10 [0/0]
via ::, gigO
L ££00::/8 [0/0]
via ::, gigO
Related Commands 44 1t AR
show route R IPv4 B R
show vrf WoR RS E LS A

. show i



| showi
show ipv6 routers .

show ipvb6 routers
BN RS L) PR AR EAC TPve B f 75l 2515 8., 1518 H show ipv6 routersin 4.

show ipv6 routers [if_name]

Syntax Description  if_name CATHE) BEGZRAHOGARE LI A AR e 1 44 Bk

Command History ERAS &%
6.1 FINT 4.

£ LORIREH L AT, BRI IPve 4 S B FiRE He AR s A R e 3 1 I 5 R
]l

PLR 50 NI AT 2 1 44 FR (1) show ipv6 router s fir 2 [ 4 7] «

> show ipvé routers

Router FE80::83B3:60A4 on outside, last update 3 min
Hops 0, Lifetime 6000 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec
Prefix 3FFE:C00:8007::800:207C:4E37/96 autoconfig

Valid lifetime -1, preferred lifetime -1

Router FE80::290:27FF:FE8C:B709 on inside, last update 0 min
Hops 64, Lifetime 1800 sec, AddrFlag=0, OtherFlag=0
Reachable time 0 msec, Retransmit time 0 msec

Related Commands £ 4 15 B
ipv6 route KA HRS N 42 IPve k.

show i
I | 5 |



. show ipv6 traffic

show ipv6 traffic

BRI K IPve RS TS S, 118 show ipv6 traffic #ir 4.

show ipv6 traffic

showi |

Command History ER A

&

6.1 FINT A4
G/ {1 clear ipv6 traffic iy 215 R w1 508
Nl

DL A2 show ipve traffic iy 4[4 7~ 451«

> show ipvé traffic
IPv6 statistics:
Rcvd: 545 total,

545 local destination

0 source-routed, 0 truncated

0 format e

rrors, 0 hop count exceeded

0 bad header, 0 unknown option, 0 bad source
0 unknown protocol, 0 not a router
218 fragments, 109 total reassembled

0 reassemb

ly timeouts, 0 reassembly failures

Sent: 228 generated, 0 forwarded

1 fragmented into 2 fragments, 0 failed

0 encapsulation failed, 0 no route, 0 too big
Mcast: 168 received, 70 sent

ICMP statistics:
Rcvd: 116 input,

0 checksum errors, 0 too short

0 unknown info type, 0 unknown error type

unreach: 0
parameter:

routing, 0 admin, O neighbor, 0 address, 0 port
0 error, 0 header, 0 option

0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply

0 group que
0 router so
31 neighbor
Sent: 85 output,
unreach: 0
parameter:

ry, 0 group report, 0 group reduce

licit, 60 router advert, 0 redirects

solicit, 25 neighbor advert

0 rate-limited

routing, 0 admin, O neighbor, 0 address, 0 port
0 error, 0 header, 0 option

0 hopcount expired, 0 reassembly timeout,0 too big
0 echo request, 0 echo reply

0 group que
0 router so
33 neighbor

UDP statistics:
Rcvd: 109 input,
0 no port,

Sent: 37 output

TCP statistics:

. show i

ry, 0 group report, 0 group reduce
licit, 18 router advert, 0 redirects
solicit, 34 neighbor advert

0 checksum errors, 0 length errors
0 dropped



| showi
show ipv6 traffic .

Rcvd: 85 input, 0O checksum errors
Sent: 103 output, 0 retransmitted

Related Commands &L 15t BF
clear ipv6 traffic TR IPV6 Ji TS

show i
I | o |



. show isakmp sa

show isakmp sa

N

B IR IKE J2AT I ) SA Hedla 4, 154 H] show isakmp sa i 4.

show isakmp sa [detail ]

showi |

Syntax Description  detail WIRKT SA HdE FEEA v i o

Command History ERAS e
6.1 FINT I 2.
gyl

LUR 7~ AT 6 SA Bdfs e (K PR 4045 R

> show isakmp sa detail

IKE Peer Type Dir Rky State Encrypt Hash
1 209.165.200.225 User Resp No AM Active 3des

IKE Peer Type Dir Rky State Encrypt Hash
2 209.165.200.226 User Resp No AM ACTIVE 3des

IKE Peer Type Dir Rky State Encrypt Hash
3 209.165.200.227 User Resp No AM ACTIVE 3des

IKE Peer Type Dir Rky State Encrypt Hash
4 209.165.200.228 User Resp No AM ACTIVE 3des

Auth
SHA

Auth
SHA

Auth
SHA

Auth
SHA

Lifetime
preshrd 86400

Lifetime
preshrd 86400

Lifetime
preshrd 86400

Lifetime
preshrd 86400

Related Commands 44 15 AR
clear isakmp sa T4 IKE 38471 ) SA $¥8 %

show running-config | IR FTH 531 ISAKMP it i
isakmp

. show i



| showi
show isakmp stats .

show isakmp stats
BLWORISATIN ST HE B, 11 show isakmp stats @4
BB

show isakmp stats

Command History ERAS &M%
6.1 FINT Wi %
B BN TSR WSS B)— AN KIKIK) cikePhaselGW T . A REEMTHEESIOTEA R, 20

CISCO-IPSEC-FLOW-MONITOR-MIB.my,
o /% HBEIE S - cikePhasel GWActiveTunnels
* JEHTR%IE 4L - cikePhasel GWPreviousTunnels
* BN )\ 41 - cikePhasel GWInOctets
o B NFA ALK - cikePhasel GWInPkts
* SN F 5 E AL %Y - cikePhase]l GWInDropPkts
* B NIB%0%L - cikePhase]l GWInNotifys
* BN P2 AZH 4L - cikePhasel GWInP2Exchgs
* BN P2 AZH IR EL - cikePhasel GWInP2Exchglnvalids
* N\ P2 ALHAR AL L - cikePhasel GWInP2ExchgRejects
* BTN\ P2 Sa MR K%K - cikePhase]l GWInP2SaDelRequests
* it )\{741 - cikePhase]l GWOutOctets
* B BE 4% - cikePhasel GWOutPkts
o G S B Y - cikePhasel GWOutDropPkts
* % HiE 418Y - cikePhase]l GWOutNotifys
* Hirth P2 AZH4] - cikePhasel GWOutP2Exchgs
* HirH P2 AT RIKEL - cikePhasel GWOutP2ExchglInvalids
* B P2 AZHAE 4 IKEL - cikePhasel GWOutP2ExchgRejects
« fr i P2 Sa fHIERIE R 2K - cikePhase]l GWOutP2SaDelRequests
« RALTTBEIE Y - cikePhase]l GWInitTunnels

o RARTT IR EL - cikePhase]l GWInitTunnelFails

show i
I s |


ftp://ftp.cisco.com/pub/mibs/v2/CISCO-IPSEC-FLOW-MONITOR-MIB.my

. show isakmp stats

o Wi Y 7 MR B - cikePhasel GWRespTunnelFails

o RGFEEMEIREL - cikePhasel GWSysCapFails

o B5AIF SRR B - cikePhasel GWAuthFails

o i MR BN - cikePhasel GWDecryptFails

o WA RIIMIREL - cikePhasel GWHashValidFails

* JC Sa #tfE X3 - cikePhaselGWNoSaFails

Gt

DL 7R 5 ISAKMP S5 B

T/

>

> show isakmp stats
Global IKE Statistics

Act
Pre
In
In
In
In
In
In
In
In
Out
Out
Out
Out
Out
Out
Out
Out
Ini
Ini
Res
Sys
Aut
Dec
Has
No

ive Tunnels: 132
vious Tunnels: 132
Octets: 195471
Packets: 1854
Drop Packets: 925
Notifys: O
P2 Exchanges: 132
P2 Exchange Invalids: 0O
P2 Exchange Rejects: 0
P2 Sa Delete Requests: 0
Octets: 119029
Packets: 796
Drop Packets: 0
Notifys: 264
P2 Exchanges: 0
P2 Exchange Invalids: 0O
P2 Exchange Rejects: 0

P2 Sa Delete Requests: 0

tiator Tunnels: O
tiator Fails: O
ponder Fails: O

tem Capacity Fails: O
h Fails: O

rypt Fails: O

h Valid Fails: O

Sa Fails: O

showi |

Related Commands 44 15 BA

fn

clear isakmp sa

15 IKE 14T H) SA $dk JEE .

show running-config
isakmp

SR FTE IS ISAKMP it & .

. show i



| showi
show isis database .

show isis database
FLI N 1S-1S HEHIR S SR, 13 show isis database #7 4 -

show isisdatabase [ {detail | verbose} [ip [unicast] | ipv6 [unicast]] [topology base] ]
[level-1 | level-2]

Syntax Description  |evel-1 (Al 3E) SoRgml 1 1A 1S-1S B MR S Hs e o
level-2 (AI3E) SoRZRH 2 1) 1S-IS HE IR AL I .
ip CAII%) 5o IPv4 bk R 5111 1S-1S S OIR A K e
ipvé (AJ3E) B IPv6 Mtk R A1IK) IS-IS B H A Hd e
detail CT3) TR RAMEHCIRA SR (LSP) [ %5
verbose (n[3E) R o a] IS-IS Hudls FE 1) At A5 &«
topology base (A[) o8 MTR $h4h.
unicast (ATi) o it :51 .

Command History ERAS &M%
6.3 FINT B 2.

G/ AT A4 A AT TR

3R 9:1S-1S £ 3 et R RO R B

FH 13t A
LSPID BEECIRS B (LSP) ARIRTT . HiI/NAS LA A LSP 1) t 83 1K R 4t
ID,

AN\ E DT A D MUt N AR, LSP iR K H REE I HES
e, LSP & FTiE AR A LSP.  HLHISSLT IT 80 b s AR A 46
(OSPF) FIHs i3 Hh B8 BE IR ASTE 5 (LSA). LSP Kk ih & 4 i 2% HIR A o

XFFAEN LAN, 1% LAN [F5 € 5% th a5 00 2 2z vy 15 &1 LSP, ik iEH3)
% LAN [T &5 .

A )& LSP %5 . i R IS B4 LSP fI %, LSP 4kl
ZALSP B A BB EAE AR LSP 5. A5 (%) £/ LSP & A
WA I REREN .

LSP Seq Num LSP {7515, SevFIA R Sea e A1 CHCEIK BRI R .

show i
I 0|



. show isis database

showi |

FEB okl

LSP Checksum |44~ LSP ¥t (0 [ Bed il

LSP Holdtime LSP {REFH R TR CLAFP Ry 547 o LSP LRFFI AN 0 Kok LSP LUiEFE,
I IEAE I 6 H 4 ) B RS Es %2 (LSDB) FH IR « 2B/~ B 1 LSP
TERE 56 A M B Z ks 72 LSDB R B 22 K If 1]

ATT FINAT . BEAL R R ER RS 50 2 ek i ds, AT RLRTAHAR X S, % 1 2% th
FSAE A 2 ZU% e 2% R LR 1-2 R e 3“4 kA ks
F 2 0 B8 K R Hh R B 2 2 2

P P Ao AL () R G AT SCRFIX I X AE R . Cisco MIFA (I gy AN SRR X IR
MXEE.

OL- AT WE ISR ZE . WIRBCE T Id B0, WA Hh 25 70 v S H 2 I
AR RGEEh R thds . JUA7 H b B e B2 3 i 880 b 23 I 0 0 A
SRIEF M .

Area Address AJ AN A U ) D sl . 6T 1 2% LSP, X SURPEYE K A TS E

(Detail and Verbose | Itk o X T 2 2% LSP,  JX4 /gt by &5 B s DS A DX sk i«

output only.)

NLPID W 2 S bR IR AT

(Detail and Verbose

output only.)

Hostname WEMENL .

(Detail and Verbose

output only.)
Router ID TR LR AR AR AT
(Detail and Verbose
output only.)
IP Address L) 1Pv4 Hihlk .
(Detail and Verbose
output only.)
Metric YK Hh g B A AR TR R AR R TT RS I IS-IS FE i, BRME 7 #5238 15 H
(Detail and Verbose [ (ol DL IP #uhlk. ZXom R4E (ES). W TCIERE RS [CLNS] BT4%)
output only.)
Affinity Bz BRI B R PR
(PR Verbose %ir
II:H o )

. show i



| showi

show isis database .

FE 154 BA
Physical BW R v A (LR AT o
(PR Verbose %
II:H o )
Reservable BW R B b ] R o
X PR Verbose i
II:H o )
BW Unreserved AY R A R
(X IR Verbose %
II:H o )
w151

PLR 7 557 1S-IS ol e .

> show isis database

IS-IS Level-1 Link State Database:

LSPID LSP Seqg Num LSP Checksum
cl1.00-00 0xeal9d300 0x3d0d
routerA.00-00 0x1b541556 0xa349
c3.00-00 0x9257c979 0x9952
c2.00-00 *0xeflle977 0x3188
c2.01-00 *0xaB8333£f03 Oxdéea

IS-IS Level-2 Link State Database:

LSPID LSP Seqg Num LSP Checksum
cl.00-00 0x63871f24 Oxaba?2
routerA.00-00 0x0d540b55 0x81d7
routerA.00-01 Oxffffff0l 0xe20b
c3.00-00 0x002e5434 0xb20a
c2.00-00 *0x74£d1227 0xbb0f
c2.01-00 *0xT7ee72cla 0xb506

LUR -0 Sk s 1S-1S Hodla i VAN i o PRAR%a H WoasBE 4> LSP I A 2

> show isis database detail

IS-IS Level-1 Link State Database:

LSPID LSP Seqg Num LSP Checksum
cl.00-00 0xeald9d301 0x3b0e
Area Address: 49.0001
NLPID: Oxcc
Hostname: cl
IP Address: 10.22.22.1
Metric: 10 IP 10.22.22.0 255.255.255.0
Metric: 10 IS c2.01
routerA.00-00 0x1b541556 0xa349
Area Address: 49.0001
NLPID: Oxcc

Hostname: routerA

IP Address:

10.22.22.5

LSP Holdtime
674
928
759
489
829

LSP Holdtime
526
472
677
487
742
968

LSP Holdtime
1189

642

ATT/P/OL
0/0/0
0/0/0
0/0/0
0/0/0
0/0/0

ATT/P/OL
0/0/0
0/0/0
0/0/0
0/0/0
0/0/0
0/0/0

ATT/P/OL
0/0/0

0/0/0

show i .



showi |
. show isis database

Metric: 10 IP 10.22.22.0 255.255.255.0
Metric: 10 IS c2.01

PUR 7B B gl i) 2 LSP RPEgdart o X3k 39.0001 2 8 b 2% i 48 X 38 bk

> show isis database 12 detail

IS-IS Level-2 Link State Database:

LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
cl.00-00 0x63871£25 0xa9%a3 1076 0/0/0
Area Address: 49.0001
NLPID: Oxcc
Hostname: cl
IP Address: 10.22.22.1
Metric: 10 IS c2.01
routerA.00-00 0x0d540b56 0x7£d8 941 0/0/0
Area Address: 49.0001
NLPID: Oxcc
Hostname: routerA
IP Address: 10.22.22.5
Metric: 10 IS c2.01
Metric: 0 IP-External 1.1.1.0 255.255.255.0
Metric: 0 IP-External 2.1.1.0 255.255.255.0
Metric: 0 IP-External 2.2.2.0 255.255.255.0
Metric: 0 IP-External 3.1.1.0 255.255.255.0
PLR 7- B B 7 PEdnfan -
> show isis database verbose
IS-IS Level-1 Link State Database:
LSPID LSP Seq Num LSP Checksum LSP Holdtime ATT/P/OL
cl.00-00 *0xeal9d301 0x3b0e 644 0/0/0
Area Address: 49.0001
NLPID: Oxcc
Hostname: cl
IP Address: 22.22.22.1
Metric: 10 IP 22.22.22.0 255.255.255.0
Metric: 10 IS c2.01
routerA.00-00 0x1b541557 Oxalda 783 0/0/0
Area Address: 49.0001
NLPID: Oxcc
Hostname: routerA
IP Address: 22.22.22.5
Metric: 10 IP 22.22.22.0 255.255.255.0
Metric: 10 IS c2.01
Related Commands 44 154 AR
clear isis T PR 1S-1S Bl 41 o
show clns 8 CLNS Frefs B
show routeisis 7R 1S-1S B H o

. show i



| showi

show isis hostname .

show isis hostname

TR IS-IS B A i i g 2 FR B R 40 ID Wit 46 H, 15181 show isishostname i 4.

show isishostname

Command History

(EEEiT=

TN &g
6.3 SINT 4.

76 1S-IS B sk, i 240 ID AR 5. RG0 ID & AR 1S-IS 1 H 25 FC B 1) W 25 5244k 44
PR (NET) 34 i, NET FL'E 4 49.0001.0023.0003.000a.00 1 &% 1 R4 ID Hh
0023.0003.000a, X T MIL& B BTN 5, 7R tds b7 4ed DL HERR IR, ARME AT 6 45 44
Fr5 R4 ID WU . %\ show isishostname 7y 2 1] W 7R i 28 2 PR 5 R 40 ID WU 4 H

Gt

PLUR 7 Won sl A WL R . Bhas B R Bon ERHE B 1. c2. ¢3 F144 0 routerA
(A HL S FHAS % A8 2R B RS ID MBUER A H . ZRIE IR, 3290 1 Bias, H
FAA 250 1 (L) BEECIRAS MY (LSP) il 2. C2 255 2 )2k ey, HEN4 M L2 LSP il
o SORHERBIE I R R BRI * FES R ORI RGN A 2 PR RS 1D [
=

H/Ghvo

> show isis hostname

Level System ID Dynamic Hostname (cl)
* 0050.0500.5005 ciscoASA
0050.0500.5007 c3
0050.0500.5006 routerA
0050.0500.5008 c2

NN

Related Commands

we 1t AR

clear isis TR 1S-1S i £
show clns R CLNS FEfs B .
show routeisis BN IS-1S & h .

show i .



. show isis Isp-log

show isis Isp-log
B Rl B IR AR L (LSP) B9 DRI 2H 1 0156 2 24 IS-ISLSP H &, 1 1# ] show isislsp-log

SN
T 2o

show isisIsp-log

showi |

Command History kR 7

&g

6.3 BINT 4.
(EFER A5 FH sk iy 2 DL 8 o fi A e B R S B 0 (LSP) IR IR 26 1 2R ER 2 2% 1S-IS LSP Hidi. #rii
FELA R R

W IR - 25 LSP Bk ().
o VR B R IR
« PELT - S LSP EHARHEL

* fil A - fil LSP iz SRR S, LSP [ R] Befil A As R -
* AREASET - {53 X 3888 O 14
* ATTACHFLAG - B InAe 3 R s
* CLEAR - R T ML T30 B 2
* CONFIG - fT-A P 5 15
* DELADI - 48#: K & K.
* DIS - DIS S el b 4 i B e
* ES - &K RG ALK R T E L.
* HIPPITY — LSPDB Jdf 47 U B ek &

. show i

* [IF_DOWN - 5 2581 i) LSP.

* IP_DEF_ORIG - ZRAE BRIH 5 K

* IPDOWN - FI%E IP {4k M

* IP_EXTERNAL - HUH70 A I 1P # H H 30 s 2%
* IPIA - [X 5k [A] TP % rH I a2

* IPUP - ELI% IP HIZIF )5 -

* NEWADJ — @B A G R

* REDIST — EL R 2 4% CLNS % h EL 5 s



| showi

I

* RRR_INFO - RRR ## 5 % Y515 o

Gt

PL R /& show isisIsp-log fir4 4 H 7 1 -

> show isis 1lsp-log

Level 1 LSP log

show isis Isp-log .

When Count Interface Triggers
04:16:47 1 subint CONFIG NEWADJ DIS
03:52:42 2 subint NEWADJ DIS
03:52:12 1 subint ATTACHFLAG
03:31:41 1 subint IPUP
03:30:08 2 subint CONFIG
03:29:38 1 subint DELADJ
03:09:07 1 subint DIS ES
02:34:37 2 subint NEWADJ
02:34:07 1 subint NEWADJ DIS
Level 2 LSP log
When Count Interface Triggers
03:09:27 1 subint CONFIG NEWADJ
03:09:22 1 subint NEWADJ
02:34:57 2 subint DIS
02:34:50 1 IPUP
02:34:27 1 subint CONFIG DELADJ
02:13:57 1 subint DELADJ
02:13:52 1 subint NEWADJ
01:35:58 2 subint IPIA
01:35:51 1 AREASET IPIA
Related Commands 44 54 AR
clear isis TP 1S-1S Hdin 4k«
show clns {7k CLNS $ 5215 B

show routeisis

IR IS-IS B .

show i .



. show isis neighbors

show isis neighbors

B R K IS-IS 4B A5 R, 5 H show isis neighbors iy 4

show isisneighbors [detail ]

showi |

Syntax Description  detail CATiE) S 1S-IS AR i 58 2 PRI 5 6«
Command History ERAS e

6.3 FINT B4
3R N EEARRE 1S-1S ABJEAE I

% 10:IS-ISSBEIEE

FE ks

System Id PRARB I (1 R GE I 787

Type PONHRRL . FR/R IS-IS A a2 1 . 1-2 L e 2 Wik s

Interface MR R Gz 1

IP Address A1 5 B FH A ) 1P Mol

State RO IS-IS 4B AR A T 3 /2 KAl o

Holdtime e IR A B A (LSP) FPRFFI ] . LSP ARFF AT 2K A ] CLARS A B
Circuit Id IS-IS AT Jitr % b1 4 ) U B, 4R JL R A S A by 45

Area Address(es) AR 2T ) DRI hE . 6T 1 2% LSP,  IXUEIR AR At LT A E

Rl o XF T 2 g0 LSP,  IX L2 it 4 T Jes DX ) B A DX st

SNPA T R KB B
State Changed AR BRI T

LAN Priority LAN 54 .

Remote TID LS5 B 46 1D

Local TID AHLEE AR 4D D,

. show i



| showi

A5l

LUR 7R /s B A 1S-IS AR e 6o

> show isis neighbors

System Id
routerA
routerA
c2

c2

Ll
L2
Ll
L2

Type Interface IP Address State Holdtime Circuit
subint 10.22.22.5 UP 21 c2.
subint 10.22.22.5 UP 22 c2.
subint 10.22.22.3 UpP 9 c2.
subint 10.22.22.3 UpP 9 c2.

PAR 7 S 7 PR Y TS-IS 4B 45 6o

> show isis neighbors detail

System Id
routerA

Area Address (es

SNPA:

State Changed:
LAN Priority:
Format: Phase V

Remote TID:
Local TID:

Interface name:

routerA

Area Address (es

Type Interface

Ll
)t

IP Address State Holdtime Circuit

subint

49.0001
0025.8407.£2b0

00:03:03

64

subint

L2
)t

subint 10.22.22.5 UP 22

49.0001

10.22.22.5 Up 23 c2.

show isis neighbors .

Id
01
01
01
01

Id
01

c2.01

SNPA: 0025.8407.£2b0
State Changed: 00:03:03
LAN Priority: 64
Format: Phase V
Remote TID:
Local TID:
Interface name: subint
Related Commands 44 5 AR
clear isis T PR 1S-IS £ £ .
show cIns 8 CLNS Frefs B

show routeisis

SR IS-IS B H o

show i .



showi |
. show isis rib

show isis rib
BB IORAEAGAE TP ASHu St 45 S 2E (RIB) A A 52 B b sl 3= W 4% 1 BT % e 642, 18 show isis

rib fir4 .

showisis [* | ip [unicast] | ipv6 [unicast]] rib [redistribution [level-1 | level-2]]
[network_ip [mask] ]

Syntax Description ~ * (AT3%) BoRprf 1S-1S Huhk &7,
ip (A[3%6) o IPv4 Hidik 271,
ipv6 (A[ik) IR IPv6 ik R4,
level-1 (AliE) Wos 1 9FF 70 K RIB.
level-2 (Are) WoR5E 2 HEFi5r K RIB
network_ip [mask] (AMHE) WoRMZ% 11 RIB {5 5
redistribution (A[%) oK IS-IS IP H 40 & RIB fi5 &
unicast (A Bos skl =51,

Command History ERAS &%
6.3 SINT A4

ERiER A8 FH I A A AT IR AIE TP 42J5) RIB FFAEAE 1 TP T4 H7 AL 75t U 78 1S-IS AHh RIB H 8
5

PLR 7 5 os T 4748 AE 1S-IS A<M RIB T (K T3 B FH o

> show isis rib

IPv4 local RIB for IS-IS process

IPV4 unicast topology base (TID 0, TOPOID 0x2) = === === === = = = =
10.10.0.0 255.255.0.0

[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]

10.1.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]

10.3.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]

. show i



| showi
show isis rib .

PLUR 7R 7R T M 4% 10.0.0.0 '~ 1P Hibik >4 10.3.2.0 HAFAETE IS-1S AHh RIB {1 7 %
R

> show isis rib 10.3.2.0
IPv4 local RIB for IS-IS process

IPV4 unicast topology base (TID 0, TOPOID 0x2) = === === = = = = = =
Routes under majornet 10.0.0.0 255.0.0.0:

10.1.2.0 255.255.255.0
[115/L2/10] wvia 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[12/524]

10.3.2.0 255.255.255.0
[115/L2/10] via 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]

PUR 7R 7R T 7 1S-1S A H RIB HE A7 6% 1) TP HbdiE FIFERS  10.3.2.0 255.255.255.0 [FIM 4%
FR A e

> show isis rib 10.3.2.0 255.255.255.0

IPv4 local RIB for IS-IS process

IPV4 unicast topology base (TID 0, TOPOID 0x2) = === == = = = = = = =

10.3.2.0 255.255.255.0
[115/L2/10] wvia 10.22.22.5(subint), from 10.22.22.5, tag 0, LSP[13/149]

Related Commands 44 1% AR
clear isis TR 1S-1S i &)
show clns R CLNS # (s B .
show routeisis BN IS-1S B .

show i
I T



. show isis spf-log

show isis spf-log

LRI R A AT e B RO B AR L SE (SPF) THAL IR R IR, 48] show isis spf-log fir 4.

showisis [* | ip [unicast]

showi |

| ipv6 [unicast]] spf-log

Syntax Description

*

(Arik) WoRPT A IS-IS ikl R 41,

ip (FTiE) Eon IPv4 HbhE R A

ipv6 (nf3k) R IPve Hutik R4,

unicast (T o ol bk 41
Command History ERAS &M%

6.3 FIAT B4

EmEE

Ui 4 R B AR s AT

SERE R ER AR SE (SPF) TR R BR . N 2ot th 7 BCkAT 1 e

FEE 152 BF

When ZAHT ORI 38 B2 BEAT T 523810 SPF iH 5. il il 20 IRk A
A

Duration SERU SPRIZAT s 2R 8. OIS IA) & HAdint A, A& CPU NI

Nodes ¥t SPF 3247 o554 Fh A %t g A1 0515 1 (LAN) B0 .

Count fil 2 6 SPF IS AT I FH A 5. 49n bR AEARAL I, I S0 R ) e 3 %2
ANEEBR S B AL (LSP). % 1 28 AEI21T5¢ 4% SPF Z A& %545 5 70, Mt
A LS T B E e WU B R 4 th 28 (218 1T 58 48 SPF 2 W45 15 5 7
iR A AR B (BanBOHT I LSP)

First Trigger LSP 2435 LSP $iA ik & 5235 1) SPF &L, sl & 774 LSP ID. LSP
ID 7] LU SR X ek i i ANFR e R IE Ik R . Wi £/~ LSP 32 SPF
BT, WIAGIE A B #U LSP ¥ LSP 1D,

Triggers fih & 5¢ 3% SPF AT H RN F£ . Ffbkas, ESH T 1%,

R T T REM b A o

filh & 25 b ]
ATTACHFLAG PR 2R ELAE ORI 2 2 PRk, BB NINIR 225 55 2 2R K IR &
ADMINDIST ULk 2 ok 1S-IS W FElCE T 5% — M P B .

. show i



| showi

show isis spf-log .

fl & 2% 15 BA

AREASET WG X 3 1) RN X el bk 4R 2 s

BACKUPOVFL IPHTEH Ko Bl AR AT 53— P OE T LABE AT, (H AR A%
Uridre AR AR th i — 5 VA LB I 5E 4R 1% SPF BT

DBCHANGED clear isis* fiy 2 7L A R H

IPBACKUP IP R T, % AN @R IS-1S FRANMG, T il i ELAg o 4 B i
B — MUK . 1S-1S K247 56411 SPF, i 2RI 1P A4 24
IS-IS B

IPQUERY clear ip route i & 7EULES I #s LACHE

LSPEXPIRED FERCIRASEdE 2 (LSDB) Hr 4L LSP i 1.

LSPHEADER LSP 13 3] ATT/P/OL f7EY is-type T 4.

NEWADJ UEEE R 5 00— B B AR L T B A R

NEWAREA CUYESEEK FH A% FCE BT X 3 Gl M 2 S AR [NETD

NEWLEVEL CAESEER 2% ERCE B0 GE is-type) o

NEWLSP ShAh e R T I E 2 BB T R

NEWMETRIC FEUGER FH A% 004 1 ERCE TR A .

NEWSYSID CEMGER 2% ERCE R R4 ID Gt NET)

PERIODIC W, B SRR 15 2 BhisAT Ik SE R SPF 5.

RTCLEARED clear cInsroute fir & 7L s LA

TLVCODE TLV ARIBAILEL, /5 LSP MR A h A & ANIF ) TLV .

TLVCONTENT TLV P28 LU I 6 7R 1 DX 4 S AR Y 406 2R L 7 sl M

“EE— MR LSP” FIHRIR I e R A AN E AL
=~

LL R 42 show isisipv6 spf-log iy 2 K14 H 7 ] «

> show isis ipv6é spf-log

TID 0 level 1 SPF log

When Duration
00:15:46 3124
00:15:24 3216
00:15:19 3096
00:14:54 3004

Nodes Count First trigger LSP Triggers
1 milles.00-00 TLVCODE
5 milles.00-00 TLVCODE NEWLSP
1 deurze.00-00 TLVCODE
2 milles.00-00 ATTACHFLAG LSPHEADER

show i .



. show isis spf-log

showi |

00:14:49 3384 41 1 milles.00-01 TLVCODE
00:14:23 2932 41 3 milles.00-00 TLVCODE
00:05:18 3140 41 1 PERIODIC
00:03:54 3144 41 1 milles.01-00 TLVCODE
00:03:49 2908 41 1 milles.01-00 TLVCODE
00:03:28 3148 41 3 bakel.00-00 TLVCODE TLVCONTENT
00:03:15 3054 41 1 milles.00-00 TLVCODE
00:02:53 2958 41 1 mortel.00-00 TLVCODE
00:02:48 3632 41 2 milles.00-00 NEWADJ TLVCODE
00:02:23 2988 41 1 milles.00-01 TLVCODE
00:02:18 3016 41 1 gemert.00-00 TLVCODE
00:02:14 2932 41 1 bakel.00-00 TLVCONTENT
00:02:09 2988 41 2 bakel.00-00 TLVCONTENT
00:01:54 3228 41 1 milles.00-00 TLVCODE
00:01:38 3120 41 3 rips.03-00 TLVCONTENT

Related Commands 44 154 BA
clear isis 5 B 1S-IS Hds 454
show clns S 7 CLNS 2 (5 B

show routeisis

BN IS-IS B .

. show i



| showi
show isis topology .

show isis topology
BRI DS P A R B AR 813, 1A show isis topology T4

showisis [* | ip [unicast] | ipv6 [unicast]] topology [level-1 | level-2]

Syntax Description ~ * (k) W RFTE IS-IS Husik &%),
ip (A[3E) SR IPv4 Mk 551
ipv6 (A3 R IPve Hutik R4,
level-1 (F[i8) %om 1 53 K RIB.
level-2 (AFiE) WoRes 2 EHi 7 K RIB
unicast (AT3) o gt 51 .
Command History kRS &4
6.3 FINT B2
(& fdi ] show isistopology iy LASIE T A7 DX 48t i A7 it e 5% (K0 A7 FE I SO . A8 R R rhox Bk
17T UM
FEB 1t AR
System Id FRIRD I B R SN T T E
Metric VA ER 2530 A FE L R AR R O R TTAH I IS-1S BE i, BOME 5 % ¢h 2%
Z}fﬁ% H 0 T84 B (AT LA TP kb, 2R3 545 [ES]. 2% CLNS Al
Next-Hop N B 1 TP Mk
Interface MR ARG .
SNPA TR S KRB L
w5l

PL R 74 {2 7 show isis topology i 2 it 7= 4] o

> show isis topology
IS-IS TID 0 paths to level-1 routers

System Id Metric Next-Hop Interface SNPA
ciscol --

show i
I | 115 |



. show isis topology

showi |

routerA 10 routerA subint 0025.8407.£2b0

c3 10

c2 10 c2 subint ¢08c.60e6.986f

IS-IS TID 0 paths to level-2 routers

System Id Metric Next-Hop Interface SNPA

ciscol -=

routerA 10 routerA subint 0025.8407.£2b0

c3 10

c2 10 c2 subint ¢08c.60e6.986f
Related Commands 44 154 BA

dlear isis iR 1S-1S ML 4514

show cIns 78 CLNS FrEfs .

show routeisis R 1S-1S H i o

. show i
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