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Firepower 22 &N |

“WE [Fault]” )
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Firepower-chassis# scope chassis 1

EAFNAZIROGE, WAL 2

Firepower-chassis /chassis # show environment summary

Gt

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show environment summary

Chassis INFO :

Total Power Consumption: 638.000000

Inlet Temperature (C): 32.000000

CPU Temperature (C): 47.000000

Last updated Time: 2017-01-05T23:34:39.115

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
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FAN 1

Fan Speed RPM (RPM): 3168

Speed Status: Ok

Overall Status: Operable

FAN 2

Fan Speed RPM (RPM): 3388

Speed Status: Ok

Overall Status: Operable

FAN 3

Fan Speed RPM (RPM): 3168

Speed Status: Ok

Overall Status: Operable

FAN 4

Fan Speed RPM (RPM): 3212

Speed Status: Ok

Overall Status: Operable

BLADE 1:

Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:

Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000

wiemmsin ]
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EXEC 1& TR U top v % #
& fC AR 1% H T EXEC il [¥) scope adapter #iy % | /adapter #
Ttk 1% T EXEC #i30) scope cabling fir4> | /cabling #
ik iE T EXEC #i3CH scope chassis 4 | /chassis #
DL 194 B 45 s & F T EXEC #20 Y scope eth-server fi | /eth-server #
Ly MATA SRR AR a2
DLW 475 1% F T EXEC 82X 1) scope eth-uplink iy | /eth-uplink #
A
A M B T &M T EXEC #3011 scope /fabric-interconnect #
fabric-interconnect iy %
] i F-F EXEC #5301 scope firmware fiy | /firmware #
s
2
B IRV NCE AN 1% 11T EXEC #5301 scope host-eth-if iy | /host-eth-if #
S
L
TR PR A S e iy & R A 1
ﬁ/ﬁ'\: + /adapter # *ﬁﬁ N
R I NGk W R
VEalE % H T EXEC #53X [f) scope license 7% | /license #
Wi & T EXEC #50f¢) scope monitoring | /monitoring #
A
iy
Organization iEH T EXEC #5501 scope org v %> /org #
Y E R EN & HT EXEC #5501 scope /packet-capture #
packet-capture 77 %
9z b 1% T EXEC #:3K [1) scope security iy 4> | /security #
i iEFT EXEC #i3CH scope server fir% | /server #
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wgae i
R ZFR BFnaseas RIR A
TR 45 i i SCA: IE T EXEC #2L[¥) scope /service-profile #

service-profile fir %

ER AN S B AR A5 T B S
s 52, ANEEH
create. set oY delete T4
A=

S o
SSA G T EXEC #i3H scope ssa T2 /ssa ¥
System & H T EXEC £ [f) scope system 174 | /system #
REfL HBA i F T EXEC #:30[1) scope vhba @74 | /vhba #

iR A SCHR A R A 1 i

A

o
REFLNIC %M T EXEC #5011 scope vnic f14 | /vnic #

VAT i 4 m TR B L
* create object
* delete object
* enter object
* scope object
ALY scope fr 4 I FAEMTSZAFA S R RAAN S, RIS S) o Joftfir 4 161

AR L P Bt 5. 3T REAS ereate object 14, HATAE—NXT (1) delete object and enter
object % .

FEFH PSSR I B, X8 & (AT W BUR T X Bt A (e, W R PTiA

R2MBAGFENHGSITAH

ey Th

create object BN GO AN B (& HD .
delete object AR R S

enter object BIEN G N B CanERD .
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enter object AR R I ER A (A& D

scope object HEANT G ) AR

A ALEAR AR A Tab SEK5E A2 BRI M ARIF 4L Tab B, S flidy & 58 4 o el
B N A OSBE 7 BB BE AL

CLI WA 4 &t P AT a2 B8] DIE R 1) b & Sk sl im) 1 8 Sk Bt 28 45 30 ME 2 A it
HIar 4. ) gk R 2 0 il = . [“ A, W R EEREE R R il xR — &,
YA D HE R AR B, 1 T F7 Sk A TR .

BT DU 45 D0 g S sk AED R 1% %, AR5 4% Enter, TR A7 230 s BT iy 2
i A A S RS TN —FE . Gl LLEH Al %, JFAE4Z Enter 8.2 B 5 0 2

B, EFMNMEFFLETS

\}

MYECLI M ABCE AN, AN HZMS, H2EHA commit-buffer 72 411, BRI,
BUE A AT b EDIRAS, JFrTdE N discard-buffer iy 2T HT .

] LA B BN AR EE T X, K S PR commit-buffer 74— &N . A LUl EAT
BEar S N\ show configuration pending @2 K & B R a4 .

TR

A TA R R AR (HR, WERTESREAT IR HE A AT a2 R, RE SN LRy
A BRTH B A R A
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Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services
+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #

CLI B9 R EX#S BN

TET ARG BN 2 PR s AE A WA PR T R LT

W ARAEFE R AL AT A, WA 2 25T AR P v il fir %o X 2R A
e, HA 2 250y AT T B AL P A S T S AL

CLI 1A BRI

FXOS 4 — X Al A TG sRA ) CLI 2 IR ER B4 536 32 Al e B AR E
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TR R AR BCE, BT AL LU dy 3 BRAT e DA e

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

&K Firepower 4100/9300 HLAR b R 8 — 45 Bl 1 F5 € — > IPv4 Mtk ORI IR, mliy —
A TPve Hihit . BISCHIRI A T2 . S mT LIOA A Pl [ TP M hib e & 1Pv4 o IPv6 Hihik.
Fra Z i
1. £ Firepower 4100/9300 LA _50E | 414 B 3% 2«
o il & v ) ARy SO B BT L2 s o 5 IR 45 75
* 1 Gbps LUK P B AR BIAME RS ASHNL U 2

ARVEAE R, ES LR Firepower 445 W & 2035 1
2. WUEMEERIEE G L TS A (Bl E RS BRI G b D S EOE S N W R TR
* 9600 JHFH
* 8 ANHUEAL
AR
© 1AM AL

3. WEEM MG RS B A&
© PEEL Y
o EEL TP Huhik R R HERD
* M OC TP ik
« ZLAH A VE HTTPS A1 SSH Vs il 151 M
« EHLA A
* DNS flleg5 4% IP Huhit:
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--—- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y
Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.

Do you want to configure SSH Mgmt Access? (yes/no) [yl: y

SSH Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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SSH Mgmt Access IPv4 netmask: 255.0.0.0

FERAAT |

Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.

Do you want to configure HTTPS Mgmt Access? (yes/no)
HTTPS Mgmt Access host/network address (IPv4/IPv6):

HTTPS Mgmt Access IPv4 netmask: 255.0.0.0

Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13

Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com

Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)?
Applying configuration. Please wait... Configuration file

Cisco FPR Series Security Appliance
firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

[...]

firepower-chassis#

{5 & 18 um O B e hl i B

(yes/no): y

A& [P Firepower 4100/9300 ALAH JH 200, G RILFAR S ShECE, WA E A REAL ORI, 78
A, WS TR TN (DHCP) RSS2, SR Al HAS BEEZ 11 1P Mok F4T 5 30
SR, fEnr Dol e O3 g, TR SSH. HTTPS 5 FXOS REST API it &5t
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Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt) # erase configuration

1NN Firepower 4100/9300 HLAE b1 — 5 #il o 145 € — 4> IPv4 Motk W OCHI+ I HERY, B3 —
AN IPv6 Ml WISCHIRI L BiTEE . S mT LIOA A Pl 11 1P HuhibBe & 1Pv4 2% IPv6 Hilik.
FIRZ B
AR LL T AR R B B A — A A -
o P DY A
o EREIP HuUhE R AL
* PG 1P Hbik
A SRV HTTPS A1 SSH i i (11 M4
« R A4
* DNS Jlk 454 IP Huhik:

UK

Hic & 145 () DHCP AR 45 % LUK TP Huhik /) fid 1) Firepower 4100/9300 HLAR 1945 Bl 11,
K H Firepower 4100/9300 HLAH [¥] DHCP %% /7 bt 15 SR W40 2 LU T 4 2%

BRI L1 MAC Hihik.

* DHCP £ 60 (vendor-class-identifier) - 3 &4 “FPR9300” B “FPR4100” .

* DHCP #£77 61(dhcp-client-identifier) - ¥ & 4 Firepower 4100/9300 ML 515 . MFH 5wl ZEHL
EIOE DA STl w7 | 8

F1IT Firepower 4100/9300 HUAH 1) HH I
WERAEHUFE RS AR A S ICE, WK AICE A A
L HTTPS Bl & R4
a) MK, fEbib At A A LR URL:
https://<ip_address>/api
Hrh <ip_address> /&5 1) DHCP 45 %5 4> BiL ¥ Firepower 4100/9300 AL 1 ff % ¥ ity 11 TP Mkl

R ARSI AR IE R, S AR AT R GEZ

http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.html)
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b) RGHERN, A4 install M%) <chassis_serial number> 3.
AN EMIARZ T 3R <chassis_serial_number> .

o) IR ARIE .
o SRETIPAT RN O TaREASAEIN, SRR, 847 50
o R R

RGAFR

o PR B 1 IPvA HUEEAT 7 HERY, Bl IPve Hbhk RIS .

* BRINM G IPv4 5% 1Pv6 itk

o SVEE A SSH U n] 1 FE ML/ P 265 b ik BT 9 266 05 /i 482

* SCVFAE HTTPS U ] ) AL/ 090 265 M ik A0 R0 28 HE R4/ i 22

* DNS JIR 45 %% IPv4 5% IPv6 itk

« BRAI4 .

d) RifiRR.
YR 4 B SSH L& R4t
a) AU BLT fir & R 0 il
ssh install@<ip address>
b <ip_address> &1 ) DHCP IR 45 %% 4> Fic i) Firepower 4100/9300 HLAH - & #ut O TP Mk,
b) HIERI, (%) Admin123 %%,
o) MR TER RGN E
R R LATE AT 10 o 0 D o o N RS o, AR A fif 14 5 o il 1 o o O T 5 | 5
RY. BHENRASER, WE% Cul-Co BHE SRR, ERMIR Cul-D. HER, &
FESR—R3% T Crl-D 55 3% N Cul-D Z M NTAT N2, #OK ARS8 k% T eia
7.
il

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.

You have chosen to setup a new Security Appliance.

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)
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Continue? (yes/no): y
Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: ¥y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) I[yl: y
HTTPS Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]l: y
Default domain name : cisco.com
Following configurations will be applied:
Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11

Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y

Applying configuration. Please wait... Configuration file - Ok

Initial Setup complete, Terminating sessions
.Connection to <ip_ address> closed.

S8 5 i | FXOS REST API il 214 1 R 4 :

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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a5 T LIS 4 N B4 6 i 1 rf i 0 SR B FXOS CLI. B0 iF 345 2458 & 0 1 131 55 0L 23
(a6 M%) LRyl G om0 SE0E 6 A W R ETR:
* 9600 PR
« 8 N

LA R 7Rl REST API AL R4, A CHEAIE S,

firepower/.

J&? dn. domain name. https net. https mask.
e B (R BT A A e P A L

IPv4 REST API example:

"fxosBootstrap": {

"dns": "1.1.1.1",

"domain name": "cisco.com",
"mgmt gw": "192.168.0.1",
"mgmt ip": "192.168.93.3",
"mgmt_mask": "255.255.0.0",

"passwordl": "adminl23",
"password2": "adminl23",

"strong password": "yes",
"system name": "firepower-9300",
"https mask": "2",

"https net": "::",

"ssh mask": "0",

"ssh net": "::"

IPV6 REST API example

"fxosBootstrap": {
"dns": "2001::3434:4343",
"domain name": "cisco.com",
"https mask": "2",
"https net": "::",
"mgmt gw": "2001::1",
"mgmt ip": "2001::2001",
"mgmt_mask": "64",
"passwordl": "adminl23",
"password2": "adminl23",
"ssh mask": "0",
"ssh net": "::",
"strong password": "yes",
"system name": "firepower-9300"

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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fE ] LS SSH FI Telnet 3% 3] FXOS CLI. Firepower 1] 4™ EH:AE R EE i £ Y7 )\A™ SSH Jf &
HERE, BT SSH #E TERE, T EAIE Firepower 4100/9300 HUAAH 1) EHL4 28 IP Hudik .

{FFH LA R VE R 2 —kiliid SSH. Telnet 5%, Putty #E47 & 5%

AR SSH B#X kg

18 SSH M Linux 23 8 3¢ :

ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ucs-auth-domain\ \username
ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

18 ] Telnet M\ Linux £ ¥ 55 :

\}

AR BRUIEDLT, Telnet &b F2EHIRA . AR H Telnet (IULH, 1ES ML E Telnet , 55 126 T,

3

3

telnet ucs-UCSM-host-name ucs-auth-domain\ username

telnet ucs-gqa-10
login: ucs-1ldap23\blradmin

telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address} ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

M Putty 557 i 6 55K

B )7 ues-auth-domain\username

Login as: ucs-example\jsmith
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A RSO CREE) LAY

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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TR

el |

i s whiE
ASA %ﬁ:“&j{ iype: "asa version"

ersion: "9.13.1.5"

}

e 6 R RS LA : . .
type: "device mgr version",
version: "7.10.1"
}

TEAEAS ] O 0% 2 REVF AT IR ! ,
"type": "Strong encryption",
"tagh:

"regid.2016-05.com.cisco.ASA-GEN-STRONG-ENCRYPTION,
5.7 982308k4-74w2-5f38-64na-707999g10cce",
"count": 1

}

Cisco Success Network 234E ASA W& INPERERE &5 B X5 BB REE R IZ1TIN . CPU
FIZ. WAAERR . RG2S ) A R B An iy o Ad F A5 R .

* CPU ERAZE - i & A4t CPU AT HHME B
c NEERAE - RENATH. CHERNF
c BAFERER - W O RSB
* RPEIEEIBITRIE - REEIEFZATI 45 B
* WRAER - KRGV WAL AT nameif $z: L
Ko iR H R GEA BN ) PR SN i Bl B (a5 Igeit s B
AU TS AN I R

R 7 MEREIE N IR

HiE= ~5E

o R AR RS CPU ] % {
“fiveSecondsPercentage” :0.2000000,
“oneMinutePercentage” : 0,
“fiveMinutesPercentage” : 0

}

RGN R {

“freeMemoryInBytes” :225854966384,
“usedMemoryInBytes” : 17798281616,
“totalMemoryInBytes” :243653248000

}

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Wi = A
ARG LRI DL !

"freeGB": 21.237285,
"usedGB": 0.238805,

"totalGB": 21.476090

}

RGBT 99700000

ARG S A 5L eoes
"receivedPktsPerSec": 3,
"receivedBytesPerSec": 212,
"transmittedPktsPerSec": 3,
"transmittedBytesPerSec": 399

}

R

Cisco Success Network 2 WAEHNLFE 1) &y 514 FIZ4T ) ASA WA TIIREIRZS . RHE. M)
WA ERAER. FRUPTREM IR ASA 1741 H 2d .

* & ERIFREN IR

BFES A
DiteRA& [
“name” : “cluster” ,
“status” : “enabled”
}I
{
“name” : “webvpn” ,
“status” : “enabled”
}I
{
“name” : “logging-buffered” ,
“status” : “debugging”
H]
BRHE R {
"clusterGroupName": "asa-cluster",
"interfaceMode": "spanned",
"unitName": "unit-3-3",
"unitState": "SLAVE",
"otherMembers": {
"items": [
{
"memberName": "unit-2-1",
"memberState": "MASTER",
"memberSerialNum": "DAK391674E"
}
]
}
}

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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el |

iR =

A

B EATIE/S PSS

{

myRole: “Primary” ,

peerRole: “Secondary” ,

myState: “active”,

peerState: “standby” ,

peerSerialNum:
“DAK39162B”

}

keI

{

"loginTimes": "1 times in last 1 days",
"lastSuccessfullogin": "12:25:36 PDT Mar 11
2019"

}

EN B

Firepower 4100/9300 HLAE 128 I\ C0J5 B ITHT ASA W5 e 8, FEAEK Bl &% 2 R =
2T, SRR A B A T B A T b W A BT 3B A S TR, DU 3 )

EHUE R AR B AR 2 .

#& Cisco Success Network &P S AF I —A7nf], I & R AR 11 Firepower :
LAN A Cisco S Network 3& S —Dorf], Hrp & AL FAR 21 F 9300 L%

1 ASA WA HIE R .

{

"topic": "ASA.telemetry",
"application/Jjson",

"version": "1.0",
"metadata":
"contentType":

"msgID": "2227"

}l

"payload": {
"recordType":
"recordVersion":
"recordedAt": 1560868270055,
"FXOS": {
"FXOSdeviceInfo":
"deviceModel": "Cisco Firepower FP9300 Security Appliance",
"serialNumber": "HNY4475P01K",
"smartLicenseProductInstanceIdentifier™: "413509m0-£952-5822-7492-r62c0a5h4gf4",

"smartLicenseVirtualAccountName":
"systemUptime":
"udiProductIdentifier":

}l

"versions":
"items":

{

"type": "package version",

"version": "2.7(1.52)"

}
}l

"asaDevices":
"items":

{

"CPUUsage":
"fiveMinutesPercentage":

"FPR-C9300-AC"

"FXOS-general",

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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"fiveSecondsPercentage": O,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "ADG2158508T",
"systemUptime": 31084,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781810760498047,
"totalGB": 20.0009765625,
"usedGB": 0.21916580200195312
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"

"name": "firewall user authentication",
"status": "enabled"

"name": "IKEv2 fragmentation",
"status": "enabled"

"name": "inspection-dns",
"status": "enabled"

"name": "inspection-esmtp",
"status": "enabled"

"name": "inspection-ftp",
"status": "enabled"

"name": "inspection-hs232",
"status": "enabled"

"name": "inspection-netbios",
"status": "enabled"

"name": "inspection-rsh",
"status": "enabled"

"name": "inspection-rtsp",
"status": "enabled"

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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el |

"name": "inspection-sip",
"status": "enabled"

"name": "inspection-skinny",
"status": "enabled"

"name": "inspection-snmp",
"status": "enabled"

"name": "inspection-sglnet",
"status": "enabled"

"name": "inspection-sunrpc",
"status": "enabled"

"name": "inspection-tftp",
"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic_ threat",
"status": "enabled"

"name": "threat detection stat access_ list",
"status": "enabled"

1
}I
"licenseActivated": {
"items": []

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:18 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226031548496,
"totalMemoryInBytes": 241583656960,
"usedMemoryInBytes": 15552108464
}I
"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"

"CPUUsage": {
"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "RFL21764S1D",
"systemUptime": 31083,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781543731689453,
"totalGB": 20.0009765625,
"usedGB": 0.21943283081054688
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"

"name": "call-home",
"status": "enabled"

"name": "crypto-ca-trustpoint-id-usage-ssl-ipsec",
"status": "enabled"

"name": "firewall user authentication",

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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"status"

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

"status":

"name":

: "enabled"

"IKEv2 fragmentation",
"enabled"

"inspection-dns",
"enabled"

"inspection-esmtp",
"enabled"

"inspection-ftp",
"enabled"

"inspection-hs232",
"enabled"

"inspection-netbios",
"enabled"

"inspection-rsh",
"enabled"

"inspection-rtsp",
"enabled"

"inspection-sip",
"enabled"

"inspection-skinny",
"enabled"

"inspection-snmp",
"enabled"

"inspection-sqglnet",
"enabled"

"inspection-sunrpc",
"enabled"

"inspection-tftp",
"enabled"

"inspection-xdmcp",
"enabled"

"management-mode",

2%} Firepower 4100/9300 FX0S CLI 2 & 57,

el |
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"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",

"status": "enabled"

"name": "smart-licensing",

"status": "enabled"

"name": "static-route",

"status": "enabled"

"name": "threat detection basic_ threat",

"status": "enabled"

"name": "threat detection stat access_ list",

"status": "enabled"

]

}I

"licenseActivated": {
"items": []

}I

"loginHistory": {
"lastSuccessfulLogin":
"loginTimes": "1 times

}I

"memoryUsage": {
"freeMemoryInBytes": 22
"totalMemoryInBytes": 2
"usedMemoryInBytes": 15

}I

"versions": {
"items": [

{

"05:53:16 UTC Jun 18 2019",
in last 1 days"

6028740080,
41581195264,
552455184

"type": "asa_ version",

"version": "9.13(1)

248"

"type": "device mgr_version",

"version": "7.13(1)

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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santrmrzst ]

0 &b &4 [H- 1 Y Z
BRRRHFITAT e EEH
s TR, ANFEAUE T Firepower 4100/9300 HLAH [ ASA #5145 . 1 XU 4 Firepower &,
JMOIT AL B B A AT VE AT DT I RS S, 1620 (Firepower & FIHULACE SR ) «
© FERRHE RERCIHE B LA IR
https://software.cisco.com/#module/SmartLicensing

R BE AR, U P R AR IR o Gl IR REIH A S, T LON A2 E R —

A EKS
o TR RURER 5 TAR S 1 ASREAVFANIE. ELE, M ERRERA B R TR
WRER G ALVFATIER %20, (HRE R ZER A TR N2 Re ATk )™

o DR AT MHLAT VS ) ELIDE R0 5y ) HTTP ACEE,  DUENUAR e Uy 1) VF T EAUA LR o

* BCE DNS kg5, LAMEHUA BN MR AT VF ] UEMUR D LG (K 2 5K o

o VBB I ] o

« fEBCE ASA YRR FEALZ W, 157E Firepower 4100/9300 HLAR L HC & 21 A B AHF i) JLAH Vi o

B R VR AT E N

ASA BB IR FNEE &R

£}/ Firepower 4100/9300 HLA AR 200 L M 227 AT UEAUAR AU 88 TR AR5 28 b o 4 Bh i AN 2 7= AR 0
ANEAS o T TR K A ATE, D525 A BEANH LA W S B R 1 I

O Ab l_' A Al \rL ===
SRR HIFITIEIAIRE
Firepower 4100/9300 HLA BRIAKL B (5544 4 “SLProfile” () Smart Call Home Fit & S0, 1% 3CFH T
e e VPR AR HLRA ) URL .

scope monitoring
scope callhome
scope profile SLProfile
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .


https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account
https://apps.cisco.com/Commerce/home

ASA piFATEEE |
B ezcsseanssy

ooy o &b+~ s
BoE T HIE se 1 Al
95 RN e EM R W LRSS, 8] DL S HTTP ACEE . 2 i F e R MU T T, A iHE
Firepower 4100/9300 LA 4 A\ A& M GE 30 nlUE K 7 3R A3 (1741 1D .

SUE ]
$E1 (k) EE HTTP SR, 4 36 7.

L2 (a]ik) MEE Call Home URL , 55 37 71
L3 ) VA UEAUR W URITE M Firepower 2 4x W 4, 5 37 T,

(AJik) BCE HTTP (KR

G RAE A W 25458 B HTTP AR EERBEAT BRI ), DUDAZ0 R R BE R AR ml e B AR E R ikt . AR ER— %
71+ Smart Call Home.

N

R ASZERAERHTTPACH! .

UK

$E1 5 H HTTP /CH.

scope monitoring scope callhome set http-proxy-server-enable on
il

scope monitoring
scope call-home
set http-proxy-server-enable on

N
g
N

W ECH URL:
set http-proxy-server-url ur/

oA wrl EARFLRSS 237 HTTP s HTTP Huhk,
Pl

set http-proxy-server-url https://10.1.1.1

S| WHIH:

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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(ATi) IR Call Home URL [

set http-proxy-server-port Ji; ||

i

set http-proxy-server-port 443

PR A RTHEMNIX

commit-buffer

(R]i%&) fIP& Call Home URL

A5 FH DL F2 5 1 53 46 i i & A9 Call Home URL.

UK

T A
scope monitoring

$I1E 2 Hi\ callhome Ju [

scope callhome
HIE 3 74k SLProfile:
scope profile SLProfile

T4 HIY:
show destination

EUE
SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

RS MR URL:
delete destination SLDest

PER6 AT IX

commit-buffer

[5) 1 AT E SR & #1440 £ AR Firepower 2218 &

73 M} Firepower 4100/9300 ALAH B, VFnJUEMUA LA 24 Firepower 4100/9300 HLAH 515 v iEMA
HUK 22 0] (R385 % 1D E 1. &8 23t Firepower 4100/9300 ALAR 430 2 AH MY B BRI 7 o T8 34 15

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. 4 Cisco Success Network ;i

B, MR — RS . HE, WA ID U i T W A5 e 5 B DAL 2, R S ) R
FHTEM Firepower 4100/9300 LA

UK

TR B B R B A s AR D, D SDRE I Firepower 4100/9300 ALARVAS I 21 (1) 2 fLA K
T SR I SR b

A ST A T BB A B s TRV SRS M TEANE B, T2 CRURHR AR B s TR A
F#8RI) (https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html).

£ Firepower 4100/9300 HLAE HH 4 A 4 Rt

scope license

register idtoken id-foken

Tl

scope license

register idtoken ZGFmNWMSNjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZ]jIXNGQOLTEON]I2NDYx%0AMDIZNT
V8N3R0OdAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRD$0AY29NQT0%3DS0A

SO e O e, TR
scope license

deregister

M Firepower 4100/9300 HURH 2 AK P IR B2 9% o AR G0 2 N3 B0 o L B0 AT ViF RTIE SR ASCRIE
oo BT e SO MR A BT (1) Firepower 4100/9300 HLAT B CF Al iiE . k3, thn] DLW gk 1k
I R B

FEAEE ID UL AR B A 2 itk ERIEEB T -

scope license

scope licdebug

renew

HIAEO S, IDIEHA 6N BahFHr, el IERAUE 30 K Br. Wit Vs n) B BRI i ) A R,
AR B AR LA TP AT T AT AV AT R O R, AT RE A X S I H T Al ST M

B4 Cisco Success Network ;¥ At

¥4 Firepower 4100/93007F M 2 LR BRI BLAR I, nl g RIS . 2 5, afLAMEEHILAR
P72 B SO PR .

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)


https://www.cisco.com/c/en/us/buy/smart-accounts/software-manager-satellite.html

| AsAmiFmiEeE
EE 24 Cisco Success Network ;A .

\}

AR RIS APPSR EVE AR

TE1 MARGEH
scope system

IR

Firepower# scope system
Firepower /system #

P2 BN RIS EH .
scope services

-

Firepower /system # scope services
Firepower /system/services #

PR3 A RENEE .
scope telemetry

TP

Firepower /system/services # scope telemetry
Firepower /system/services/telemetry #

S 4 5 EZE ] Cisco Success Network I g .
{enable | disable}
w5l
Firepower /system/services/telemetry # enable
IS LIE Firepower 4100/9300 HLAH ¥ Cisco Success Network JR7
show detail
w5l
fifil\ Admin State &7~ Cisco Success Network [1) IE Ak 25 .

Telemetry:
Admin State: Enabled
Oper State: Registering
Error Message:
Period: 86400
Current Task: Registering the device for Telemetry
(FSM-STAGE: sam:dme:CommTelemetryDataExchSeq:RegisterforTelemetry)

il
fifik Oper State ‘7x OK, Ko ARG I £ .

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B m=E=airTEn 2S5 /AT Firepower 4100/9300 417

Telemetry:
Admin State: Enabled
Oper State: Ok
Error Message:
Period: 86400
Current Task:

fic B & 81 Al ik T 2 R 5588 A T Firepower 4100/9300 #/1. 55

PL N SR WA i & Firepower 4100/9300 HLAR LU FH & BEVE vl HiE A2 R4S 28 .

FHIEZ Al

© WA RERAFVR T A S5 3 35 TR A M s AR

o BRI E R RE P AR R GS As
M Cisco.com I & FEVFAIIE LA OVA S, JFAE VMwareESXi 55 L 22 FIC & 1t SCF
ARVEMELR, WM (RRePHE B s LR 2545 1) o

* WUER e IE TR RS54 1) FQDN & 75 AT AR RS A 9 718 DNS IRk 55 2 b

* Bl TAE AR RS AT AE:
scope security

show trustpoint

WVER, FXOS WA 2.4(1) Mo @ A h BRI NG AT Ao WHRAG AT 5SANATAE, DA 2R BA
N BTN AMGAT

1. %% http://www.cisco.com/security/pki/certs/clrca.cer, FFKf 5238 SSL UEPIE L (M
“---—-BEGIN CERTIFICATE-----" %I “-----END CERTIFICATE--——-" ) & ifill £/ {4 7E il & 1 1)
IR LTEERR S A
2. BENZRE:
scope security
3. QIEIFa A EAT R
create trustpoint trustpoint_name
4. NEALSIRCIEBER. EE: WK Base64 gufith X.509 (CER) #%1(,
set certchain certchain
X T certchain 25, REWSIEAEAZHR 1 S HIRUE 15304

WRAE AT SR ARIEIERE R, RESRR R AU 802 SRIESBUR LY (CA) HIIES
BRI — AP EREAE M 17, N\ ENDOFBUF LL5E/ff#Af .

5. IRXHE:

commit-buffer

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)


https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

| AsAmiFmiEeE

B B 5k AVFRTIEFA B

UK

¥ DA RSS2 % B A Callhome H [1):
scope monitoring

scope call-home

scope profile SLProfile

scope destination SLDest

set address https:/// /2 45 %5 1) FODN]/Transportgateway/services/DeviceRequestHandler

WIR2 LU M Firepower 4100/9300 AR Gl 2] ) Vi a] UE AR A LAY T Firepower 2243 4%

B3 U0 o THUER, AR REVE AR B TS SRAN S A A b

g B 7k A VF AT UE 7 B8

\)

#50] LLA Firepower 4100/9300 HLAR 2> Fit— N7k AVF AT IE . Ml FT9BA Fo e f 4 5 4 AN 32 -5 B 76
H A% FIATAT B2 AL

a4

FETTURZ AT, AU S ATVFAIE, A BEAE R RERCPTAE BRAs rR AT o JF AR T AT K ™ R et A )
IKAVFRUET R o (RS SATC B UL DR 10, 1SR 23R4S RHIEHE.

RIIKAVFANE

U FRFF A B ann] A3 48 # Firepower 4100/9300 AILAH 23 it 7 A AT IE

UK

M FXOS CLI Jii I VF ] UE TR -
scope license

enable reservation

W30 FEAEE A VP IR TR «
scope license

scope reservation

AR B R AR

request universal

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B o sskasTiE

CF Sk

(AT

Qe

oy
¥ XM
o o«

show license resvcode

e RV R B T 1 1 “ R RE A B EAT” b4, "iiLicensesiE I :

https://software.cisco.com/#SmartLicensing-Inventory

LicensesiZt 51 %l 7 55 S8 R - AH G 1) I AT BRAT Vi RTIE (Gl S BUFIR A K
HiiiLicense Reservation, JEAE 8N A p B HE XA o

M7t Reserve License.

BRI PR R B o SRT DAR O S A Bk LR R B BTG MR e B s
VRATIEEL S AL T HPIRZS o

1 R4 K B 2 License ReservationdZ 41, W& K P TGS R AV RIETIRE « ZAEXFEOLT, BN
A8 7K AV A 00 RE 8 N 1R R BE VTR 2
#£ FXOS CLI H1, i AVFrfyu i :

scope license

i A\ T B Y«

scope reservation

 NFAH «
install code

& 1) Firepower 4100/9300 M6 UL 56 4 3k45 PLR 1],

1E ASA i EIRHIDIREdRAL . 12 ASA ST LUH HIFRAL .

IRIE 7k AVFANIE

ﬁﬂ%Tﬁﬁﬁ%ﬁﬂ(ﬁ\ﬁﬂJﬁ, T2 I AP RE i L E SR 20 B REFP A Bl s . U R AN P Ay
SRR, VPRIER R RES, TRttt 5 A

UK

{E FXOS CLI 1, #y AV uEyE .

scope license

i NP S -
scope reservation
IR FK AVFATAIE :
return

Firepower 4100/9300 HLAH 23 37 RIAR IR SRVT 0] FH AR “ PR IRES

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)


https://software.cisco.com/#SmartLicensing-Inventory
https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html

| AsAmiFmiEeE

FBA  AE LRI T A .

show license resvcode

srgnerT [

SIS (RS B T E MR FXOS il W & PR RTT (UDI), IXFERT DL B4 FXOS 524 -

show license udi

HE6 Ui “H e IS EEAL” BiYE, HdiProduct InstancesiEIN

https://software.cisco.com/#SmartLicensing-Inventory

ST Al B PRIRET (UDI) 4R %511 Firepower 4100/9300 HLAH
SIE8  IEFE Actions > Remove, FF7EMEHEEN AL IR IS TR ARHD

$1#9  Hi; Remove Product Instance.

T AVF RTUEARER 4 21 7] i o

LB H)G RS AW =B 5] S48 Firepower 4100/9300 HLAH I VE4IMS B, 152 7 5581 ) 5/ Firepower

4100/9300 HLAH , %5 109 T,

28 AE AT A

W2 LU a2 KRB H Ve A
* show license all

BREHAFVF T RES . BREMECA . UDIfEE. &
& ltF—flEjFM;E ANTHRIE REACEAESS

* show license status

* show license techsupport

REREDIRES . B REHURE . BZBUR

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B =esssaneias
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%o Ja ARSI M 451, Firepower
4100/9300 HLAH 5 R = Z WS AL %
IR DML AT S OUE B THE

Ko AT R D A s W] LA — AL

i, FT A ASA JEPRBOGER 1A,

TG 45 R A 0 AT i 20 e R A B
uli, DMEHATEL MRS

o [ S RIAE R 26 Hha] R OR et b
BRI AL DI fE -

o [ S AT REE T 1 i 1R 3
AR SRR 55 MHEA

o 5 B R BATTIR 7

B3 M Cisco Success Network J&i, L
F RS A s, 1]
DL sk 2 F SRR B 9 2% B ek o A e i
e, XFESK &S BB N 2% 2 Wt
H.

SINT LU i

scope telemetry {enable | disable}
SINT PR SR HI00:

&% > 1FA] > Cisco Success Network
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T RE A FR A kil
[fi 7] Firepower 4100/9300 HLAH 1 LR | 1.1(1) T BRI AR AT, AT DA SN B

REHATVF AT

VFAlEN . B BEVF AT IEA S5 7415
KMo M AT LUAR A TR 2 Bl FH e %, T
AN E A B I %A .l
ReAFVERT, 8k n] CUEDWHL T g rml
WEAE RS DO TR o 2 REREVF P i
%1193 A Firepower 4100/9300 HLAH & 3 5
BRI AR

FTATGIANT LU fir4: deregister.
register idtoken. renew. scope
callhome. scope destination. scope
licdebug. scope license. scope
monitoring. scope profile. set
address. set http-proxy-server-enable
on. set http-proxy-server-url. set
http-proxy-server-port. show license

all. show license status. show license
techsupport
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DSRS0 R R P P, WUIAEAS 3t P ™ v 2 SR A €K 7 i AR 2
FUK PR A .

A RIS G 55 UE - S ) DA K o P B RN B A 5 A B UE AR SR P PR 5 6L, TSR R &:
R

o RS IERR SR, 55 50 T
* BCE LDAP $24EFE 7, 5 151 10
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ERAEOU R, IR A2 200

A0 Rk B BRI H 1S, iRk SR G E D AN . AR, S RT AR I TR 1
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JTP* 4434 A Firepower AU FLESFI FXOS CLI ¥ 8 3% 1D K23 ID SRRCEIT /0K i, il %18
L8 3 S U Fi 1

C B ID WAL 1532 TR, RO A
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- fLTHF
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« CRRIZD
« - GETFD
o (EAD
© B3k ID WAME—.
* Bk ID WAL FREFRF IR, MASRE DA BORR IR AT Sk, 8 Rk
« B ID XA KhE,
* LB E T E 5k ID.
< QIR PR US, JCVE OSSR 1D IR Z i, GEET A ko

T2 =]

= EEE"]?H ¥ ,%)“JJ
S AR ACHLUE (0 F 05 B A T 1 AT B4 ok AAA PP FT LR 56, DAY
FE P S T AT 3 B R Y S R RS S P, DUREA P20 0 0 ) SR 51

SEVUREAS F P AR AR i i o A SRR A B 3 B0 AR O P 7 SR S s AR &, WU Firepower AT i 45
TER G AR AT 15 LU T ZOR AT 2 5

o WM E b 8 N, W 127 NS
~

AR ROTLOERE RS ERCE 15 AT GrAMNEIEKED M#EE, DRF&E
MbRHERE R . ARPEAME R, SR R NEME KR &, 5 61 L.

D (R S AN 8 S
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Firepower 4100/9300 HLAH &8 5 RGIMATIES . H45-2 5 520 FH - 2 AL
T2 SR IERR S EI A PP
FH 7K ) 0] BEAEAE T Firepower 4100/9300 HLAR 2S5 520 B2 5 43 56 41F IR 45 7%

R DL B Firepower HUAR B HLES B FXOS CLI H RIS B B 473 56 UF R 5536 s IR P R s ) 25
o

mIESMEIEREFHAR AR
WA IR By S0 IR 452 th B F P K P, T a2t R IK A0 5 FH P E Firepower 4100/9300
U TAEFTR M, JF IR 45k FXOS F i I A RRAHICED . 36T £ (0 5 ns,
ATREAN ARV P AT 85, W nT R T P HU LR
mESHEIEREEFTHAPEY

1T RADIUS fll TACAS+ il B, #AZ07E I F T %3 Firepower MLATAS BI4LEK FXOS CLI [/
AR G B IESEAERE )7 ol Firepower 4100/9300 HUARC & — AN P @ k. B0 P s PR 2 i 45 %
FH P 10 £ 0 DX A

855, FXOS $W7LL R #AE:

1. AT S e RS .

2. BAFAS

3. WSO P BT TR, UK A S e T R A R X R

R FXOS STRF s 5 4 I UESR SR 7 1O s 1k R B

SHEIER | BEXE!Y | AR R B ID ZE3k

iz

LDAP Al ik BT AR FEHAT LU R E 2 — B LDAP S 5 % unicode 2874 )i
.

s ALY LDAP 7%, M
FEOBRIIAT A B . | W PR CiscoAVPair H & g

J R =k L\ | .
* J7J& LDAP J %, KM% F3.6.Llﬁ.ﬁ%j8f2}i% 0

B (i, CiscoAVPair) 1% B
H e gk, PLR #8424 75 41 OID.
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SR | BEXEE | FRTE B ID E3K
HigrF
RADIUS | #]ik AT LOEFHAT DL P EREZ JRE RADIUS SEJiti LN T ID 4
. FEREE RADIUS Ji, J¢ | 009 IRPERIBENRT ID % 001,
RS ER A AR R | LR ORISR, R ol
T, cisco-avpair JE I, WHTHREZAH
. . X J AR X
* §J% RADIUS Js %, Af/iME— shell:roles="admin, aaa"
AR I, cisco-avpain) BB | (10111 0cates="L1, abe". ff
HE X FIZS 7 10550 W 2 MR 5y
7o
TACACS+ | i DAIRPT T2, IFAE T 4R cisco-av-pair % (/e N TACACS+ $&

cisco-av-pair @& H & @1k -

PR MR YE ID 745

DA 8279 S s i) £ 1)
cisco-av-pair J& N8 & 2 4N P A
(SR
cisco—av-pair=shell:roles="admin
aaa" shell:locales*"Ll
abc". 1 cisco-av-pair J& P iETEH
FEHIER S () K X ARy mT ko,
L3 S A5 A [ 5 473 B0 e R S 1
At SRR A 1 B IR R M. A
BRAE I BRI R 2 AME .

LDAP F R E £ 8971 0ID
PIF 2 A€ X CiscoAVPair J& 11754 OID:

CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema
cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26

318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax:
isSingleValued:

2.5.5.12
TRUE

showInAdvancedViewOnly: TRUE
adminDisplayName: CiscoAVPair
adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair
name: CiscoAVPair
objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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SEMIT AN RGERIER T Vi . BTSN, NEmEREE AR etk t, HF BARERT Tt
ITHE K.

7
i

X RGHE AT R, (HERUE SR GRE .

I

iz
FSINTPHCE . T8 6514 7] /) Smart Call Home Fit B N R 4 H & (L35 R 48 H & IR 45 28 F il e )
BATEEB Ui i) X ARG e B s ) .

AAA BB R
S MO AAA LB RSV X RF A0 HEET )

A3 B AR B UE P R B & S

R G SRS BT AT AR 5 5 56 TR D P 65 [ LV SRR s B B SO 1) (o) B k. AN BB RS AS
i S A7 B0 R FH P 4 A S R S

TN BIEFITE

AR D S sk VG T DL A 5 S8 e R 7 S AR AT Al 1. Mo Bt )m . Firepower
HURR £52 22 T LAAFfifi AN L 5 A B0 R P SE AT AE T FK) 15 AN SRS o S R A i 10 513 5 I TR IS LE 241
B BRI R AERT, IXAE TR DR 438 21 I s sk v K 8 Ja O S A T B IH AR st

P b Z5 G AT A A5 6 g S v b B B R R R, VA A REECRT A A . i, 2R
BRIy S SRV BB BN 8, AL Gy IR UE T P IR E A A AN, HRH LS
Wk,

BRIAEOLT, R D Sl sk BB 00 AR D S sk v 2, SRVR I Bt JE A P DA i 2 1
U7 WA E, AT DT R AN 1L 5 0 56U (0 T 7 B85 08 [ S ad s v O SRR E AL ] S iy 3 1

TR E Y [E R

3 3 ) S A RO, LA BRI A M S 43 6 IE PO P A 2 /N IR B RE A AT (R i B Dk B, AR
o £t 5 R P A PR LA IO
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password change allowed) | /NS5 P B 260 AS s -5 473 56 31E 1) FH
R B o
ATRARE T 1 A 745 /MR Z [ 1Y
TER kg . BRATOL R, o
1K 4 24 /N

6] FR B & ik Gt
ARV ES (No | BLIESUA RVIER M SR IR | B30, LEAEAH G 436k T S0 B0t

BN 5 48 /NI Y BH L S Y, 1
HATUL N & :
o W7 A TR 588 30 ) B o 8 VA 2
o NI o S TR A 48

SESIRI R Y SV Y B
2§ (Password changes
allowed within change
interval)

W ZEIHG SE AS i B 473 BRAIE R F
SR AE TR ST A T LU ) e
RIREL

FTLAREA T 1A 745 /N2 [A] 1)
R, LU T 0 A1 10 Z[E)
I KA S . BOATEOLT
FOVEA S (B0 UE T 7 A 48 /N
A1k A e 2 S04 2 T

BN, EAEAHL Gy IR P L
SN fE 24 NI R SOV IR
G, TR WO
o VA TR o 309 1) B X0 o A
KN E N 1

o K Sk ln] bR i BN 24

1233 EIA B0 B E AR 55

PIR4

UK

TR PN R

Firepower-chassis # scope security

S 2 FEABOARBC 2

Firepower-chassis /security # scope default-auth

IR 3 FREHOA S RAIE:

Firepower-chassis /security/default-auth # set realm auth-type
Hrb auth-type VLN KBEF 22—

* Idap- 45 LDAP 543 1AF

* local- 45 & A &y Bk

* none- RVFAHI 7 &%, To4RE %Y

* radius- 5 & RADIUS £ {345 1iF

* tacacs- 15 TACACS+ 513 5 3F

(3D HREAHRERR SR 4L, Wk

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

PIRES (AL AR 10 ™ i 2 Rl B i SR IR dpe I ] T «
Firepower-chassis /security/default-auth # set refresh-period seconds
FRE T 0 A1 600 Z 8] fFAEH. BRIAE N 600 £,
U A e B, ) FXOS 23 iA K Web 23 ifidb TG sk, (AL,

FE6 (IR FRE O EURIHERIG 2 FXOS W Web 231 T4 45 AR 1) 55K I 1R [R5 -
Firepower-chassis /security/default-auth # set session-timeout seconds
FRE T 0 M 600 Z RIHIHEE . BRINE N 600 75,

TR %A RADIUS 8¢ TACACS+ S B A 25 S 50k, 75 % R 4E K session-refresh £/l
session-timeout [, 8 G e e H 7 Kk A T E AT S 40 B AIE

PET Ak U S 0y 6k Ty 3 A XU 28 B 3 A -
Firepower-chassis /security/default-auth # set use-2-factor yes

IR XA 2% B 564 AV 38 ] T RADIUS F1 TACACS+ it .

T8 LI RSN E

commit-buffer

Gt

PAR 7 B4 BRAA B 3 BiE B ) RADIUS, BRI S AR B0 LE S AR P 41 505 provider 1,
JE XA 28 5 G 3k, R RHT I RCE 300 B (5 081D Rt T BR A 540 £
O 780, IFHEHPUA R S BIIE. R, 3RAES.

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius
Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

Ao & S TR

f ] LA F FXOS CLI 2K H8 52 Firepower 4100/9300 MU £F 2% M1 H 2 1l 2 B S 14 P2 AN Bl s 1)
Bto AL HI S 2% LA HTTPS. SSH 1 Telnet 2317 Bt B AN 7] ) 43

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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AR BB R 3600 F5 (60 4381 o BRIMEA 600 75, HAEFI LS, S 1HE@E % E
0.

UK

g A RPN E N S

Firepower-chassis # scope security

pZ ¥R UPNC NI G B

Firepower-chassis /security # scope default-auth

S 3 W HTTPS. SSH Al Telnet 23 125 R AB I«

Firepower-chassis /security/default-auth # set session-timeout seconds

FERA O BEAH G SN R

Firepower-chassis /security/default-auth # set con-session-timeout seconds

FIRE KL IR R E :

Firepower-chassis /security/default-auth # commit-buffer

FIR6 (k) AESIEFILN S B
Firepower-chassis /security/default-auth # show detail

TP

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

fic B 48 X =1 B A

Firepower 4100/9300 HLFT R A 4a%f & i N BEE, B RGS AL ST N IR 2k 5 A - &
Wi, MAEESTE RGN BB Ih e AR, SR TIra R GRS AT 4
. SSH Al HTTPS) .

P AT LA FR AT 6 4 10 M B A0 ST . XSS VFET R T SR AR B AT R B e A ih
B, R CRRE LA U 1) T U R I

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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S EIEERIA L 3600 £ (60 7381 , ] FXOS CLUMEAT S, B4R LB,
HINAE 54 0.

UK

HBEN 2 AR

Firepower-chassis # scope security

BEABRINBZ R 2 i

Firepower-chassis /security # scope default-auth

BB A S I -

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

CRIE ) BCE AR 5 400 2 T I -

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds

FAESTIRAL R R A -

Firepower-chassis /security/default-auth # commit-buffer

(i) BB S AL ST B
Firepower-chassis /security/default-auth # show detail

TP

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No

Mo —7T0 : =] Y, a

AnERARRERBARE
BRUAEGL R, 164 ] LDAP. RADIUS i TACACS WM AR 45 %% 6 5% Firepower HUAR & # 2% 1
FXOS CLI T F 4% 7 JLEAUR o T 22 4R DN, A B PR AR DT T O N R FH 7 A e R s S e

(V7 TR AR -
T DA ek DA 5 2 OA IR TG A € SRS«

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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assign-default-role

B R R I B FE By S e SR R e ANRE D L iy (a4 1 By S A R, e VR A
MR B g sk

LEAERAAT
no-login

P Sl R OF Hm e 5 I bR S RE e AN 0 F P b O S I e (s B, HEa 151 .

UK

BEN 22 A

Firepower-chassis # scope security

TR E ST AR F 7 £ (5 BRIX Firepower HLARE BEL2S 1 FXOS CLI (¥ H F i 1)«
Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}
RS AR BN ARG A -

Firepower-chassis /security # commit-buffer

Gt

LUR 7R s RE P S B A e, RACHE 55

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

AR S MR R PR ELRERE

WER A R s A 2, W Firepower HJ 3 REFRAE AR G4 SLVF P AEFEANET 15 o S B R DU (1 56 (A
SR e R, 549 0 .

UK

g A BN N S W

Firepower-chassis # scope security

PR 2 JRE A A O A b CAE ]

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Firepower-chassis /security # set enforce-strong-password {yes |no}

A5l

LA 7391 J P o s i FEE A 2«

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

X E BRSNS KIKE

TG B AR P T e B AR S8 SR I B R RO, i SR I %k KL, 7 234 Firepower
4100/9300 HUATBI E —Bedi & I TR B2 B SCVRHT P 2 8 S B K R B — Bedi e it
AL W SR BB R o KBS R, T SR GBUE . REA L W R W Bt
SERPEA . FEXFEOLT, 28t — BRI K, 54 RE il R

PATLUR BB, AR E o K sk 2

PR

* AR R ZAE SRR, AT K (R B B SEBUE .

o BRI R S0 S BRI 0. (ERB I F KSR 8 S kB S, F P 9 RS0 805E BRI Ta]
KA 30 % (1800 #5) .

s AREE MNP BUEIREAE R BUEIRERIL R, WS AEE NGRS BEIRE . 5 59

-
UL

RN SR G AR HAE S P ESR IR 2 12— ARG, WS L aES M
P, 279 UL

i

M FXOS CLI #EN %2 445X :

scope security

BOE I KRG s R

set max-login-attempts num_attempts

num_attempts {E 0] LU 0 3] 10 2 [6) AT (] 355

PR3 FE LA BB R S SR REUE T AR GEBUE N TR CRARR R FAE)

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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set user-account-unlock-time
unlock_time
PB4 PETHCE:

commit-buffer

EEMBRAPIERTS

X1 Maximum Number of Login Attempts CLI % i HH 7 7 [ 55 K R MUE S 22 IR B2 5 4t Firepower
4100/9300 HLAEBE M 7, EHEL S P T AR AE BB US RS . AOGEAE R, SR E R
SARERIHL, 5 58 Tl

UK

$IE1 M FXOS CLI ik N 24 i .

scope security

P82 BRI ER (BFRSERE -
Firepower-chassis /security # show local-user user detail
il

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

T3 () TR BUE R
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Fic B 58 48] bR BY B K B D BB UK X

T

$IE5

i

BEN 2 AR

Firepower-chassis # scope security

HEN B T C B S A 2 A

Firepower-chassis /security # scope password-profile

IR T A s B 03 G AE P P 205 5 /) I B A B 50 i ) KR

Firepower-chassis /security/password-profile # set change-during-interval enable
i 72 A B 0 565 UE T 1 B ] 8 P T A S S ) e R TR
Firepower-chassis /security/password-profile # set change-count pass-change-num

AP LA T 0 A1 10 2Z W) AT 2 AR -
T /NN AEAIN TR BEY S B R Ok SE et 48 (Change Count) 5B P T € I -

Firepower-chassis /security/password-profile # set change-interval num-of-hours
ZAEATLUE 1 % 745 CRED FATRE.

filt, W% BsE A 48, BERLITEI (Change Count) B & Ky 2, A AHL & 43 0 11F FH F 75 48
/NI PIRAT R B AN e 2

FAESTIRAL R R A

Firepower-chassis /security/password-profile # commit-buffer

Gt

PUR 783 - “ 1] B 399 18] 58 24 (change during interval)” JET0, WSV E0RE N 5, B
(B BE v B A 72 /NI, I HARASAT S

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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BeEm/NERRKENRSES

URJA A e N R A, WA 25U P4 1 B NECH I A5 Qs s i . . WiSRoKs min_length
I 15, WL AU 15 A BCE 2 P AT S S . IRb U AE R S8 E T T St i HI ARy
MEG ML AR Z LT — o FRVEAMER, WS ZENES I, 2 79 Ui,

PATEL T AP, DARC & S NI SR

UK

M FXOS CLI #EN % 445

scope security

i 08 e N -

set min-password-length min_length
PRI A :

commit-buffer

AHEBECE T E L E R

$IE5

UK

BEN AR

Firepower-chassis # scope security

HEN B RGIC B S 22

Firepower-chassis /security # scope password-profile
SEFIAE AT Y S S Ll e -

Firepower-chassis /security/password-profile # set change-during-interval disable

g A B 0 U6 TR Y A B SO Sl R T A X g 2D /N I K

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours

AEIT L 1 5 745 ONED PTREE.

L A 18] BR A (8] 58 24 (Change During Interval) J& ' 1% T ) Z5F (Disable), 1% i [1] 5] [ 4 22088

FAESSIRAL R R AL &

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Firepower-chassis /security/password-profile # commit-buffer

T

DL 7RBIAE T “ 1) 3 1) 32 24 (change during interval)” X0, ¥ B C5R) B 152 B4 72 /N
PAAT S

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

L EicFitTE

UK

BEN 24 piak

Firepower-chassis # scope security

TEN B T I B S A2 A

Firepower-chassis /security # scope password-profile

Fi5 € A MO AR IR T 7 6 20 B i PR M — 2 A B, AR, R DA LA i
Firepower-chassis /security/password-profile # set history-count num-of-passwords

AT UM 0 2 15 FIERAE

IR TR

EOAEOL T, i 214 (History Count) 7 BI By 0, XERZEM DI vk 4, A H] 7 Bl I AR REWS

S AEHIZ i A A .
FAESSIRAL R R AL

Firepower-chassis /security/password-profile # commit-buffer

5

PR 7 8 e 152 % g S s b B0 HARASAT S5

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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B AR A R P

i

B AR
Firepower-chassis# scope security
PIR2 QK
Firepower-chassis /security # create local-user /local-user-name

oA, local-user-name &6 55 BEIK P IS A F I 24 FR o BEAAFRDAZIME—,  FF35 2 FH P bk 7 44 K
AIHE D RTBR ] GRS B T ) P 44 4R sl 56 48 1) o

QI G, AR SCE SR ID. AR ZH Ik, SRRk
FIRI  FEARMSI KT O 8 ik g C A

Firepower-chassis /security/local-user # set account-status {active| inactive}
FEA  WE KR

Firepower-chassis /security/local-user # set password

HINEL: password

N : password

R T s R R A, W I I AU 53 i, Firepower RIY REHRAT 2R G 2B AT ANy
AESRPERT A EOR N # Y GES #0528 49 70 .

R EEAEESLFAY § CEERE) L 2 (W) Fi= G55 . Libsiie
R, BERREIEE
TS (iR fRe P4 TE:
Firepower-chassis /security/local-user # set firstname first-name
FIR6 (A FE K.

Firepower-chassis /security/local-user # set lastname last-name

N
g
~

(Al FR IR BT H Y month 42 AR AR T =B,
Firepower-chassis /security/local-user # set expiration month day-of-month year

ER O AT BCER W H WS, JCERKT SO B AN . AR, ST DU K R
AP BB 39T H 4

P8 (AR fiEE T s FahE

Firepower-chassis /security/local-user # set email email-addr

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Firepower-chassis /security/local-user # set phone phone-num

S0 (A[iR) dewe TSV K SSH #4H .

Firepower-chassis /security/local-user # set sshkey ssh-key

FBEN A BBOADRC T read-only fith, I HILA OIIEMER. X T 24558 4 ) RN EEMA (4

Firepower-chassis /security/local-user # create role role-name
Hr, role-name AR E S IR IALRRIBA . GESAI M, 55 52 50 .

R AR ESHER R OGS A A A B R ) K O A ek
MAINERBLA f ts L R, RSS2 iR 4RSS AR

TR I IER 7 Ho ) A
Firepower-chassis /security/local-user # delete role role-name
FrE H P BERANTC T read-only fHth, 1 HULA (O TCTEM .

P 23 Mg P M anl, RESRHESEZHP LS ID, XEWEH P RraEsaE (B
CLI Al Web) #5453 B 1k,

SIS

Firepower-chassis security/local-user # commit-buffer

5

LAR 7l 6044 O kikipopo FIFI I, JR AL K™, K i i B fool2345, ZrBLE
B e, JF HIRSES

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

PLR 7RG 44 24 lincey I I, A IK P, ¥#HE OpenSSH % 4H LAREAT G2 i U5
], Z3HC aaa MIZEH P, JF HAEASHES .

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
1aQB8X/PDdmtlxQQcawclj+k8£4VcOelBx1lsGk51ug51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2LOgyH7Ei1MI8="

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Firepower-chassis /security/local-user* # create role aaa
Firepower-chassis /security/local-user* # create role operations
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

LU 7- i 813 44 2 jforlenz O P K, JA I K P, B Secure SSH % I LAREAT Jo 2% 1%
Vi, I BRI

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£f4VcOelBx1lsGk51lug51lsloblVO
>IEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10p9LDPDM8HPh2LOgyH7ELi1MI8=

> —--- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

I PR 2 1t FH 2 ¢ =

07 AP S B

Firepower-chassis# scope security
T2 MBRAH ] )

Firepower-chassis /security # delete local-user local-user-name
T3 FHEF IR RSB E

Firepower-chassis /security # commit-buffer

Gt

LUR 7R B foo FH K™, Jf HARAAT S5

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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AESIE AR P ik

AU L D s AAA BRI, A REROS sifs FIA A ik

i

BEN 2 AR

Firepower-chassis# scope security

Bl RSO s R, BEAASHBH] 22

Firepower-chassis /security # scope local-user /ocal-user-name
TREAHH] K P s Bl ik 2 AR SR A

Firepower-chassis /security/local-user # set account-status {active | inactive}

R OEHMR A BE NS, AR

FAESS IR R R A -

Firepower-chassis /security/local-user # commit-buffer

w11
PLR 7= J5 F—/N 44 4 accounting (R ASHE FH bk = -

Firepower-chassis# scope security

Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

BPRA M S I IERIH P RYE RSN BB R

UK

g A RPN IS

Firepower-chassis # scope security

FER2 HENCHRE IR A 2 4k

Firepower-chassis /security # scope local-user user-name

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Firepower-chassis /security/local-user # clear password-history

FAESF IR B RGN

Firepower-chassis /security/local-user # commit-buffer

ot

LA N s 0RE 7 B o i g SLAD SR AA T 55«

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope security

mpanapwirnprnzEneios [

/security # scope local-user admin

/security/local-user #
/security/local-user*
/security/local-user #

clear password-history
# commit-buffer

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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AR5 & 3

o KTFWUREHL, 58 69 1T

* M Cisco.com F#MR{E , 25 70 TT

* ¥tFirepower 1§ JEHEAE R AEILS 3 2 Firepower 4100/9300 HLAR , 5% 70 7T
© UFMUR I SR, BB 71 L

* J}4 Firepower n] 4 JR ARG F- G R4 , 56 72 7T

o KA AR U A A USRS 453 Firepower 4100/9300 HLAS , 25 73 T

o PO HI A MR IRA , 575 T

o [, 77 00

o TEIELBIRA 2.0.1 BREARIRA , 55 77 W

XTI GEIE
Firepower 4100/9300 LA FH (1 WAR 53 Ry PRAN BEAC R .
A

ER T WURHES R 2 B TR B A AR AIE . W) UMERT T B IR, RS SR R

Hike

* S MWYEA (Platform Bundle) - Firepower - & #4840 & — R ¥I2 1T /E Firepower & B 5| 2 F
Firepower ¢ 2R/ 5 48 {1 2 NG . V- S G862 Firepower A4 EEAE RS AT,

* % | (Application) - 3 FH & S AR TE 22 A i/ 5 | 8 (1) Firepower 4100/9300 HLAR L 308 ARG
N FHAGAE N R i ST (CSP) JHTASAT, —HAFMEAEE B 158 |, HE7r0ldid s
WA R, B 7R RS e OIS A W S P THERS TR R, 8 3 e b 5 | B rp .
A LALE Firepower T 25 | 4 [ A7 Aig A (7] 3 FH BAGZR (1) 2 AN AR RROAS

AR WUREIEAETHIOT B WO — R A IS, AT SETHRT S G

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. M Cisco.com T~ Z#R1%

M Cisco.com T AL 1%

M Cisco.com F#; FXOS IR WG, PUERH &3] Firepower H146

FHIa Z Al

LA Cisco.com MK )™,

UK

S LA FATE http://www.cisco.com/go/firepower9300-software B¥ http://www.cisco.com/go/
firepower4100-software.

ARG AL Y8 4T T Firepower 4100/9300 HLAE (142 F 4k i1 -
TR 2 APGE I RAEIRR, RJER L BA T S

1 Firepower AJ 3 RR1R1E R S ER IR 1% T 2 E| Firepower
4100/9300 #/1 58

f AT LM FTP. SCP. SFTP i TETP K FXOSHLEmL (% 52 41 %] Firepower 4100/9300 HLAH »

Fia Z |l

R R B N E SO R MR R
o RONIEFE VIR K e 55453 1) TP ik A B 4 56 E S EIE
* FXOSWUR A 156 4 IR E 44 7K

UK

PR BN
Firepower-chassis # scope firmware

$£IB2 N4 FXOS HAmfs

Firepower-chassis /firmware # download image URL
LU EEZ —, AIEAE S AR E URL:
* ftp://username@hostname/path/image_name

* scp://username@hostname / path/image _name

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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* sftp://username@hostname/path/image _name

* tftp://hostname : port-num/ path/image_name

S EYH TR, T TR

Firepower-chassis /firmware # show package image name detail

Pl
DA 7- B SCP s 52 il es%: -

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

S UERRIG B SE RS

KRB (KIS AN 52 Firepower 4100/9300 HLAR G, R4E H NS IEWUR K 58 M. AR E,  fEmT LU
FICAT 2 A5 T sl 46 e i 1) 5 4

UK

L1 EH:F| FXOS CLI GEZ [ in FXOS CLI, 2 18 1) &
$122 JEAE R

Firepower-chassis# scope firmware

T3 S

Firepower-chassis /firmware # show package

p LI ATRUSES

Firepower-chassis /firmware # verify platform-pack version version_number

version_number & FAEI UL FXOS T &g iA S, #lin 1.1(2.51).

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. 7+4% Firepower AT i RIRE R AT SRS

FIRE RIUKE S IR UL e 2L B

iy \yes, HHINIEAREESRSLI0AE .

FER6 R AMBRIE IR

Firepower-chassis /firmware # show validate-task

7t2R Firepower FJ# BiFERZ T EHYIE

FHia Z |l

M Cisco.com T & T & L HAFEMSL GESF M Cisco.com FEMLG , 2670 T1) , REH LG
%% Firepower 4100/9300 HLAH iF S #5150 £ AT IME T %31 Firepower 4100/9300 HLAE , 2
7300

pE

TGS R 3 5 2 20 £ 30 735

W R BT RISAT AL Z AR 4 P Firepower 9300 2% Firepower 4100 RV AW %, 8H WL E T2
IBATHUAR AR Firepower 9300 24, WITHPUYIRI SR AL B %

R ET & T A UR TR BEEE I Firepower 9300 Y Firepower 4100 &AW 4%, TIFH AR =
SIS IEE TR e o (U2, B I AL B A AR Sl i i

UK

3 FXOS CLI (i§Z [ Vi FXOS CLI, 55 18 D)
HEA TR

Firepower-chassis# scope firmware

HEN B 8l 2o

Firepower-chassis /firmware # scope auto-install

%4 FXOS 15 gt
Firepower-chassis /firmware/auto-install # install platform platform-vers version _number

version_number =18 IFAE L2 FXOS V- & IR I MCA S, 140 1.1(2.51).

ARGV B R AR R 2R A . e T RIS T 22 R N H S 1 € 19 FXOS P 5 A 2 1)
P AR . BAh, B ESE, TG0, (LMIA S HR &L, RENHERR.

i A\yes, BHINEAEGRSLIGAE

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)



| g
B IR F B 1% T 22l Firepower 4100/9300 #58

LB 6 Fi Nyestffi N BRI Gk S 2285, B 4 AnoliH %34
Firepower W4 JEHAE RGHT RG4S, TH/=F A4
LB R RGRE, P B NEAE:
a) i scope firmware.

b) #i scope auto-install.
c) %A show fsm status expand.

>

BIZ 4R & AR 1% T 2 2| Firepower 4100/9300 #/1 5

AT LM FTP. SCP. SFTP 5l TFTP K& fH v o5 P/ F A5 52 1 2 Firepower 4100/9300 #14H .

FHiaZ |l
WK B N E SR AR AR R
o TSNS UIWAR (1 IR 55 25 1) TP S hEAN B 43 56 UE SE I
 BAFWBSCIE I 58 4 BE K

UK

pz A RPN W

Firepower-chassis # scope ssa

P2 AN A

Firepower-chassis /ssa # scope app-software

FER3 PERE A
Firepower-chassis /ssa/app-software # download image URL
U EEZ —, AIEE SR A RSCAHRE URL:
* ftp://username@hostname/path
* scp://username@hostnamelpath

* sftp://username@hostnamel/path

* tftp://hostname:port-num/path

SRR A EE TR, WEAT AT R AT

Firepower-chassis /ssa/app-software # show download-task

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B 5izin s 5t mis T 405 Firepower 4100/9300 17

$IE5

IR

AEC NEMN, AT LT #HRAE:
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

LEFRFE N MPEANE S, AT Ak
Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

T
LA 7= ) SCP WSl & il et -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@l192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State

cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App

asa
asa

1 N/A Native Application No
5 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default
Port Type: Cluster
Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #

EHMZ AR IR F RIBRIR R AR

IR PR ASA N WAL TH R EHTCA, B8kt Firepower JuH BT A1 TR A5 2 kR A2 K AEVK S 37
SRS BB IR BhARCAS

&A% H] Firepower HLARE B2 BX FXOS CLI B4 Firepower J& 197 #8132 5 5 2% _E 1R A BIRRCAR S, )3
FARS LRI AR TP . B 45 I8 BIACAS J& Firepower Ja4 W B3 fHI7E J¢ HE PR & 375 5% o B8 22 35 21 )
HERRRA . A KEAE R, 152 b Firepower BUU7 SR B I3 (P KHEMK L, 27 366 UL, {EWIAEI %
FTDZM &5, ¥ ICILAE Firepower ML 2 85 5k FXOS CLIFF; FTDZ 4 % % . EF+4 FTD
W, B Firepower & EI L. HRTEAE LR, W20 (Firepower REERAT UL -

http://www.cisco.com/c/en/us/support/security/defense-center/products-release-notes-list.html.

FUTER, FTD@H & AT S HT A 2 R MLLE Firepower HIAH & 2L 4% 1 Logical Devices > Edit /1
System > Updates UL[f] Fo iXEEGT R SR I RAS 2 Fir 61t FTDI@HH B a5 T IR AR AHF A (CSP ik
B .

TERS T ASA iR BRSNS, ASA ST RBZIRAIRE T ARCE . RIEEHIE,
A AR TARGEER S 2 ASA A BRA -

ASA &) I -

L S R & BB R A WUR A .
2. WiES B

3. H—E v LR A .

ASA HUHT IR -

1. ESONE R ERE SR

2. fEAJEBER B B
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migEE |
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3. HHUG RS (BUEMMNEBES) LIRBIRA.

FHIa Z Al

M Cisco.com F#EEH T35 B & (M G GEZ M Cisco.com NEEMUE , 25 70 70D , SRk
ZWLUN T 23 Firepower 4100/9300 HLAE (12 BRI 1 1 28 AT G R 203 Firepower 4100/9300 Hl
i, B30 .

WEREIEAETE - S IR IR A A B AN TR, 2E ST B R .

UK

TE SN RS
Firepower-chassis # scope ssa
PR 2 R FICE O R EAE T e e
Firepower-chassis /ssa # scope slot slot_number
IR 3 KU R AL T -
Firepower-chassis /ssa/slot # scope app-instance app_template
TR WE A SICA:
Firepower-chassis /ssa/slot/app-instance # set startup-version version_number
W RS IEAEBCE. Firepower JSUM B HIZ AR W 2% BN IR SR, RG0SR DU R & &0 B
13254 %5 ftd ASCFF FXOS T1go 487 MAS HAT (L it 22 H0BT 228 fid I A4 AT

i

firepower /ssa/slot/app-instance # set startup-version 6.2.2.81
13254: Warning: FXOS upgrades are not supported for ftd. The specified version will be
used only if ftd needs to be reinstalled.

LIRS RAHE:
commit-buffer

RAZRGKBCEAT . MR R, N FH R 3.

]l
PAUR7- 0 OB IEAE 2 it 1 EIzATH) ASA Bfrmg. Wi, & LU show v & &

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)



| g

[ 4 F+ 2%

s [l

enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

H RAEAE I Firepower 4100/9300 HLAH A WEFMER, WS CAF Firepower 4100/9300 FXOS
Wl fE TR -

F &R B R 2.0.1 S E KR A

N

LM LUN CLI D BR, {2t T34 CIMC BH1Z,

a4

R

PERTF A TP T MBRAS 2.1.1 SR R MR BN 2.0.1 BEARREA

FHIa Z |l

TR BB 20 1) 3 T R PP 4% ) F 2 31 Firepower 4100/9300 HLA (S [ M Cisco.com FaEmL{% , 55
70 GURRE I8 8B 4 A FWUAZ T 28 Firepower 4100/9300 HLAH , 25 73 10 .

FEFE SR CIMC WHR 2R, 1A WU IRAS LA .
FE AR 120 B R BRI 6 AR R AR -
TP

firepower# scope org

firepower /org # scope fw-platform-pack default

firepower /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
firepower /org/fw-platform-pack* # commit-buffer

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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migzE |
B =omgams 00 = mmE

firepower /org/fw-platform-pack #

TRR2 FYBHE .
F AR )0 B 2 CIMC WA -

i

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version num>
firepower /chassis/server/cimc* # activate firmware <version num>
firepower /chassis/server/cimc* # commit-buffer

firepower /chassis/server/cimc #

WYE T EER MO IR, URr AR b
TR I R ARG

FE AT 1020 B2 B AR

T

firepower# scope firmware

firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version num>
The currently installed FXOS platform software package is <version num>

WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup
Do you want to proceed? (yes/no):

T—¥Hit4
T LA 1/ 828 /8 H] show fsm status expand i Ok 2 23 14

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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1og

ZEINESRE

o EANUES N, 5 79 1T

* 7B SSH WL , 26 80 1L

* N IPSec ZCAXIHE , 5 81 7L

* BCEASAT AU CRL, 28 86 UL

o RTIUEBRES s R A, 2887 1L
* MCE CRL EMI M, 2590 1T

* WE LDAP %8 UET , 5 92 it

s AP uiiE B SR RIE , 593 5l

ZEINES IS

5% BB R BUR B LR AT I 75 2L A 15 el S 1 7 A A BROEZH SV T ) 2 b 1R B % AR A

Firepower 4100/9300 LA SCHFFF G Horp 45 T2 Nl bRt o
S LN 38, T SRR G X SehRAE I T RE ) A FH 2D IR

* JAHI FIPS #ix, % 166 1T

o J B AR, 28 167 1T

* ML IPSec e AxilIE , 55 81 UL

* FUEARE AU CRL, 25 86 1L

o RTAEB RS R R A, 587 I

* MUE CRLEYI &, 25 90 uT

 BLE NTP B050AE: 1 NTP & & HIRIEE , %5 116 1

 WH LDAP HHHIMIES , 5592 1T

s BUE IP Ui )43, 28 167 1T

* JA M P e S AE , 55 93 TT

* fE R NEME KR A, H 61 T

%! Firepower 4100/9300 FXO0S CLI fid & 15 &
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| RN B

© RN E RN, 58 T

\}

AR R, R E UL Firepower 4100/9300 HLAH F i FIIAUE A U . 7E Firepower 4100/9300 HL
F T FIE SR 24 5 FUPE B B0 AR 16 20 e B AT ) B e #%

4 sk SSH F#1 % 4R

7E FXOS A 2.0.1 Z 0, W&PIaG % E RGN I SSH BN B i gn it 1024 7, EFF4
FIPS FUE RN UE TG R, S0 St 1H EALS A AR OB 0 WU . Aot 5, ES0
Ja M FIPS #5X. , 55 166 T u i i H bndisi , 25 167 71,

PATEURN BB, U IH A SSH LN H 4 OBt AT A DA IEE 5 ER K L

UK

$IE1 A FXOS CLI i A\l 45 piak:
scope system

scope services

IR 2 MR SSH ENLEH:
delete ssh-server host-key
PR3 RTHE:
commit-buffer
SR 4 K SSH BHVEPIHCEBCE Jy 2048 {i:
set ssh-server host-key rsa 2048
TS ATRE:
commit-buffer
HYR6 QA SSH LHLEH:
create ssh-server host-key

commit-buffer

FERT B AP
show ssh-server host-key

MUK 2048

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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B & IPSec £ & i@ 1E

& AT LAAE Firepower 4100/9300 HUAE LFC & IPSec, X ik 24 F 169 2% 1) 5040 40 312 1k o 1 o K4t Jom 2 11
SRR ST XL KBRS PR A LE A AR AR 2 I —. ARHAIER, WS
B 2 AR RAE 28 79 T

Y
iR  WHEALE FIPS #C A H [PSec Z¢4xiliiE, NI IPSec X S A4 440132 £ RFC 7427
o WNFGEFENC B AT IKE F1 SA FEFE ] N3 2 AR BE UL EE (FE BT 2P 3Rk sa-strength-enforcement

WA yes) :

JaH SA AT )5 : 11 IKE W3 i (R85 PR /T ESP Wb i 1) 2% B K
ANSCE PN
IKE P35 02 AH /N KT 8055 T ESP W R %%
BRI, SA $AT K At i I HAERE )

25 SA AT A SA PATHS A im ik %2 el

PATEL T AP, DARCE IPSec %4zl .

UK

$I1 M FXOS CLI BN iR :
scope security

PIR2 QY
enter keyring ssp

! create certreq subject-name subject-name ip ip
FBI A KIAIIE T R R
enter certreq
PR WEEZ/MX
set country country
FIS  WHE DNS:
set dns dns
FIR6  BEM
set e-mail M1

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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BT WEIPHEL:

set fi-a-ip fi-a-ip

set fi-a-ipv6 fi-a-ipv6

set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6

set ipv6 ipv6
HIRE  WEALE:

set locality locality
PRI WEALLIK:

set org-name org-name
IR0 BCEAHL AL FR:

set org-unit-name org-unit-name
TEN BEEM:

! set password

set state state
SIE13 W E certreq ) E AR

set subject-name subject-name
T4 B

exit
W5 WEREL

set modulus modulus
PER6 BE UL R 10 FOH A

set regenerate { yes | no }
LT WEGEA:

set trustpoint interca
LIE18 B

exit
ST AT

enter trustpoint interca

BIER20 ERUEAE A K

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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set certchain

i

MIIF3TCCA8WgAwIBAgIBADANBgkqhkiGOWOBAQsFADBWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAWCQOExDDAKBgNVBAcMAINKQzEOMAwWGA1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtzc3BAc3NwLmS51
dDAeFw0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEMMAo0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
AITUECwWwWEUIRCVTELMAKGA 1UEAwwCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIIC[JANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8WE3E39XcXA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYrI29yuyOrlqoi9%k9gL/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19x/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9%keYs/rbZdRSeXy9kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctlSHj1808705s/pmQAW WRGKK pfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFKfexoGNGwWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSWE9HsAIMI8UuujmHgqH5Smlwyy3Me+cEDHoOhLeNs+AFrqEXQ
e9S+KZC/dq/9zOLpRsVqStIsAuVI/QdPDbWShjflIE/fP2Wj01PqXywQydzymVvgE

wEZaoF g+mlGIm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvdOgbORWb3 1H32yS1
[la6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RVNZJ52sUaD9C3UodTUCAWEA AaOBgTB/MC8GA1UdHWQoMCYwJKAioCCG
HmhOdHAG6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UO0APK76pVIYQQS5AWHWYDVROjBBgwFoAU7Jg01A74jpx8U0APk76pVIY QQ5AW
DAYDVROTBAUwWAWEB/zANBgkqhkiGOWOBAQsFAAOCAgEAvI&ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94Lr]JCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5R18n
BNXYHqxuoNMmgbS3KjCLXcH6XIN8t+UkfP8OhvIt/fluJ+s/VISVZWK4tAWVR 7wl
QngCKRIJW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGDR2r6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmfhqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw-+uJ1IRj1oulk+/ZyPtBvFHUkKkFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFqDCCA5CgAwIBAgIBBDANBgkghkiGOWOBAQsFADBWMQswCQYDVQQGEwJVUzZEL
MAKGA1UECAwWCQOExDDAKBgNVBAcMAINKQzEOMAwWGA1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS51
dDAeFwOxNjJEyMTUyMTMONTRaFwOyN;EyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEPMAOGA1UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwWEQYDVQQDDAppbnRIcmOxLWNhMSgwlJgYJKoZIhveNAQkBFhlpbnRlcm0OxLWNh
QGludGVybTEtY2EubmVOMIICIjJANBgkqhkiGO9wWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWEF31ZsegjhL ANsodxuAUmhmwKekd0OpZZxHMw 1wSO4IBX5
4itJSOxyXFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

1se WNvKhUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJMak/t8kCqhtGXfuL 1l
E2AkxKXeeveR9In6cpQdSJiNzCT/t9OIQL/T/CCqgMICRXLEFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNXI1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLktholdPA28xInfIB1azCmMmdPcBO6cbUQfCjShSmk3StVQKglCjaujzS5TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRdJPMsTJ4yPGOBieuRwdOp
18w/rFwbHzv4C9Fthw1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEA AaNBMD8wDAYDVROT
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BAUwAWEB/zAvBgNVHRSEKDAmMMCSglqAghh5SodHRwOi8vMTkyLjE20C40L;15L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiErK dupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

TEN BRI AIEK:
show certreq
-

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAwWVTELMAKGA1UEBhMCVVMxCzAIBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwWCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
U1AwggEiMAOGCSqGSIb3ADQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmveZjDjkMm2nDFsPIX9
39TYPItDKIE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjUSYnR1
qiR4q7j1RmzVFxCDY 31VP/KDBoa5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzAIBgkqhkiGOwWOBCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUICEwK gA
1jANBgkqhkiGO9w0OBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
2L.2pjxSOHbQICC+ENRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSELIweVdtoycSdJzs9shOxwT6TAZPwL7gq/1ShF
RJh6sq5WIp6EOSjYefK62E7MatRjDjS8DXo0xj6gfn9DqK 151VpkK2QqT5meSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28k X AVczmTxXEkJBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

1822 i3k IPSec
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scope ipsec

$B®23 WE HEILKY):

set log-level log level

S| QIR A IPSec K

enter connection connection_name
HIR25 K IPSec AU E  BEIE B A% 4l -

set mode tunnel or_transport

SUR26 WEAM TP Huhk-

set local-addr ip_address

P21 VCELHE IP il

set remote-addr ip_address

PIR28 QR RRE R, B E R

set remote-subnet ip/mask

P29 (AR WERHE S

set remote-ike-ident remote_identity name
T30 WEEHRLK:

set keyring-name name
TEBIN (JiE) BE M.

set keyring-passwd passphrase
$IE32  (Aik) W IKE-SA Ay A () .

set ike-rekey-time minutes

minutes {7 LL/& 60-1440 CELEAEN) 2 0] ATl 2840 .
$IR3I3 (n[k) BET SA B AN (B (30-480):

set esp-rekey-time 7} %}

minutes {8 7] LLE: 30-480 CRLEAEN) Z A1) 22 5
LRI (WED BECEAIRIE B ) R AR T A AT B

set keyringtries retry number

retry_number {H V] LU 1-5 (GUSTEN) Z [A][PAT T 445
L3 (k) o HEEEHE T M SR

set revoke-policy { relaxed | strict }

PR3 R

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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w&NEERY |

set admin-state enable

R IO

reload-conns
R ER, RGEHNEEl]. 2R\ T iraiEi.
(Al BIE AT S AR INE IPsec:

create authority trustpoint_name

fid B AT IKE A1 SA FE4% 8] in 28 235 450 i) UL I -

set sa-strength-enforcement yes or no

il E 5T =587 CRL

$I26

O A UE TS PR B AEE 5 A9 41054 (CRL) e )7 i Y]] CRL AR B 25 4 (K 5 0 B0 i o iR 55 #e 1
FIFIHT CRL 527 AR 4K A ANFE A5 A 10 % 7 i N FR 5 B K

TS ATHLE Firepower 4100/9300 ALAH LA HE 15 A4 7113 (CRL) {5 BEAEXTEIE T . XN LIRS
(38 F PR UEVCIE S SR L Ak 2 IR T 2 — o PRGBS A YAES M . 28 79 L.

PATIX L IRLLAE ] CRL {5 B UE A SRS o

B2

M FXOS CLI # N\ 224155

scope security

BENAG A R

scope trustpoint trustname

BEN AR

scope revoke

M#k CRL 30

import crl protocol://user_id@CA _or CRL issuer IP/tmp/DoDCAICRLI.crl

(i) 7R CRL fF B S A FRRES

show import-task detail

REUE P A B E N AR T CRL:

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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cFirsmmnumnres [

set certrevokemethod {crl}

KT IERHEREIIRRE

)

$E 0] LIAE IPSec. HTTPS 144> LDAP JEFE HRHIE 15 A4 4122 (CRL) A e A U E A “T™ A% B “ 58
L/

FXOS M X.509 iF 13/ CDP {5 P 3REsh A CIEEA) CRLAGE, &fE8iERs1& CRLEE. &

G B2 T8 FEFE8 FX0S R4 A CRL 15 B2 CRL 58 . FXOS M4 P aErh

YT IEZE AL B F P AL FE SN A CRL 56 . A CRL {35 5 ) 8 FH T4/ b £540F o4k

15 JE FH B 2% B 6 224 TIPSecs LDAP FI HTTPS 3E8: (E 1 AR 2 10 BAR L B8, 155
A IE. 68 LDAP #L4LR Y AL S HTTPS.

5 Bic ' TPSec

a4

. izu%% “UEPS IS RS B 2 (Certificate Revocation Check Mode)” B& A “FZH#% (Strict)” , TN Y
SR P AE A 20 1 jﬁﬁ%ﬁﬁﬂﬁi A CRL A3EH .. (i, X EEE B AL E AR CA
ﬁ%%[l)r& CA 254 10 SR 15

* b IPSec BUE A CRL I, AN CRL XA b ZUEA “HACHE AR IRST (authkey) (Authority
Key Identifier [authkey])” FBt. 0, IPSec &4 HAN K TLAL.

* A CRLALSE TR AR — MUk # BZhA& CRL. 24 FXOS AR A5 UET0IN,  WURAFAE [R]— MU

IS (OHIE) #4 CRL, FXOS 2= ZBE 240 59 [#) CDP.
o BOALECL R0 i ™ 4% CRL K -
* OV 24 LDAP 3R I8 TPSec R P omilE 1545 H

 BTEE ) FXOS MU EEAS (] FXOS 2.3.1.x 85 S MCA IR 46 3 Sl IRASR D

AR TIEREE R, BRI TR R A AR A A BCE AN TR E .

% 9: LARHERSS CRLEHIE “IEREEEE T (Certificate Revocation Check Mode)” & E& J1 “ =#& (Strict)”

JoARHtE%7S CRL LDAP & IPSec iE1E &= PimiE P S
6 50 54 S B E B S B B 7 BE AL U 1ok
KA U P | 75 g U PRk T S A E T B T S A E T B
CDP

B RS UE R BEIAR CA | & ANiEH &

IFPA4T CDP K1

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B cresmnuswnens

REINESHME |

FeAHER7S CRL

LDAP & ¥

IPSec E1E

& RimiE$ 54 38

X UE A B A AT AT I
SELATEN e

HEERW, R R
FEH G E

HEERW, R R
FEH G E

HEERW, R R
FEH G E

FEXTAEUE P8 P S T
FEATIEF

HEHRM, RGN R
ZEHEHE

BRI, RGN AR
ZEHEHE

BRI, RGN AR
ZEHEHE

SEUE P RE P > — A

HEHRM, RAEWRR

XFEEUETD: HEHRI,

BRI, REWRR

UP i HEHE A RATRAGHEHL |SFHEHA
A CA: MERE R
HASCDPCRL&EEAGH | ALY RN RN, RGETRA
W44 IR S E B g H &R
ks
Toik PR EAE PR [ ERM, REERAR | WEET: ERM, | EERN, RFEERR

f{AEAT CDP g8 H&H A ARGV RARGHENE |G HENR
Hi) CA: HEHRIW

TEREE4

45 2 L] 5 H B B RYER ARG HEME |G HEME
e CA: R RIK
UETV A CDP, JWS548 |3, REBRR IES: ERRIK, [ EERIL, REERR
LR H CRL 78 CDP | 48 H kit RAWR RGN SR | 4 H &0
- HA CRL, fHCRL A WA CA: JEBE RN

= 10: BB ARMER7S CRLETIE “SEBHEEA TR (Certificate Revocation Check Mode)” & &y “ =% (Strict)”

G 1D

B K57 CRL LDAP ;& #: IPSec E1%

o A o 2 54 T B EHE R Pk T B R Pk

o A0 AEAIE P58 ) CDP SR EE R T B SR EE R T B

EI XA SR AR CAE Tk | 2 AN H

1T CDP ¥ %

KHEUE PR AT UE P IR R | &R, RGN RRGEHEN | EERM, RES R RGHEN

% )5 J5|

FEXPEAIE PBE h Y TAEMAUED | BRI, RETRRGH G | EBRRN, REERARSHEH
B J5 |

WHAEIE TP B b—A>CDP (IF | 32T TR
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cFirsmmnumnres [

B AR5 CRL LDAP & #: IPSec &1
WHEEE P4 Th 1) —> CDP CRL | &8 ER NI
Jyad GIEBEER R R 1)

TV R B SR PR P AT | T ER T
CDP GUFPHEZ N 1D

WEPHA CDP, 1H CDP R4 2% |8 ER )
ERH GIEBEEZ N 1)

W HAG CDP, RS54 Rl H | BTl R

CRL 7 CDP I, {H CRL BT
WY GIEBEESN N 1)

P EEE R = T 1 HEERM, REWRRGHEN | Wk CDP 454, &SR
=]
- WA AT CDP, s RO
MRS HEHE
= 11: TARMERZS CRLEIE “IEBREEIREIER (Certificate Revocation Check Mode)” & E 3 “#H (Relaxed)”
T A HER7S CRL LDAP %% IPSec &3 & PimiE P S5
o A A5 UE T SEHERIE 55 SEHERIE 55 SEHERE 55
A SEE Ak | SEREUE T EE SERETAIE 15 SEREAAIE 15
CDP
EFX X EIE TV EEMIAR CA | A& ANE &
UET5 4047 CDP £

XA A A AT Uk
SELOANEN e

lf%f’i}”ﬁ’ RA N FR
AR

= L

lf%f’i}”ﬁ’ RA N FR
AR

= L

lf%f’i}”ﬁ’ RA N FR
AR

= L

k55 4% E %

TEXEEUE PR T | BRI, RAERAR | EERRN, REERR [EERRN, REGERR
ATAATHIE 15 G HEHE R G HEHE R G HEHE R

EENE P AR B DA | R ER NI ERRW, RERRER
CDP FHEHR
HASCDP CRL7E A | 5T TR TR
WS 44 IS E B
s
Toik FESTEE P aETD | ER T RN RN
HI4T-f] CDP
Uk 247 CDP, {HCDP | &£ 50 ERR NI ERR NI
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w&NEERY |

e A LDAP 1% IPSec &1 BPHIER SHBIE
UEH A CDP, 554 | 1EH L) R .

LU 3 H CRL 7 CDP

I, fHCRL B L%

%

* 12 AR RMETS CRLEHE

“SEB IR TIES (Certificate Revocation Check Mode)”

KB “TEH (Relaxed)”

BB AR HES CRL LDAP %1% IPSec iE#:
o AR AEIE SEREINIE T RE SEREINIE T RE
Kt SEIET 8 ) CDP SEAEIRIE TR SEREIUE 5
BEX 0 SR RE AR CA TR | 22 ANidE

17 CDP ¥

SO P KT (T TIR0AIE 2 | 3

PR, RGE R ARG H AN |

Tﬁf’im&’ %%J&T%/JL ?‘%’

% J5N J5 |

LEXTEAE P RE PR T AR | SR, RGN R RS HEN | EHEAM, REBRRGHEN
JEN J5|

WS -PEETP /D —/NCDP (I | 8T RN

PREH A 1)

WFEEAE T — CDP CRL | 33253 ERE T

HA GEBEESHA 1)

vk R SEIE B AT | R R

CDP CUE-PBEEZHN 1)

IFPBEA CDP, {H CDP R4-2% | &8 ER NI

CLRM] GIEPEES A 1)

W HAG CDP, RS54 O Jn o H. | B Th TR

CRL 7 CDP I, {HCRL 15
WA GIEBEESN N 1)

XPAFUE P HES 0 T 1

BRI, R EoR R H G
H

gany

WY CDP 45, RSN

WA CDP, &R R4t
ARG H & A

BCE CRL EHEA T &

TR R E € I F 4 (CRL),

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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CERUR T |

TR LU R P UR R LU T D) e
* FTP
* SCP
* SFTP
* TFTP

* USB

TR « A3 EF SCEP F1 OCSP.
o £ CRL AU E — AN 2 ) M k.

 BEMEAE RSO 4> CRL.

S

AR AT LN D AR R o A U L — /NI A ) R R L A

PATLL R, DIBCHE CRL & H M3

FFiaZ Bl
ffyffs UL & Firepower 4100/9300 HLAS LA (CRL) {5 REGIEXT2E 15, A LPRAIME R, TS
BFAL RS CRL, 2R 86 UL

UK

$HE1 M FXOS CLI @k A\ 222 ik

scope security
P2 BN REA
scope trustpoint
PRI AN
scope revoke
T4 i mAICE
sh config
PR WE HILACHE

i
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B = wae mmies

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

T8 HBC A
exit

(Al @IS R 308 CRL 0T AL E -
ENGE

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

12 & LDAP Z AN IES

\}

AT A 224 1) LDAP % 7 i B AR UE TS, LA AL SCRF Firepower 4100/9300 HLAE (132 %F TLS %
Feo 1K N LILARGE AR HEAUE GV AR 2 1B I — . AOTEAE R, WS
AR, 579 T,

a4

$IE2

Wi s a8 AR UE (Common Criteria)” #50, W2AZ0E HI SSL,  H2A 254 FH ik 5+ DNS 15 B 14
HEARIE

WA LDAP g5 #s4< H A ] SSL,  WIR G o5 A L2 v 5 | RIS, 2 35 B IS

LDAP Jl 45 % B AU CC Bt T I T4 LDAP ¥4 (3 SSL) f) DNS {% &
WATLLF B IR, LARCTE %4219 LDAP 2%/ S 3 FRE 15

B2

M FXOS CLI # N\ 24155

scope security

X LDAP #ixt:

. %l Firepower 4100/9300 FX0S CLI B2 &35/, 2.7(1)
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sRzrsiEsanni [

scope ldap

$I1E3 kN LDAP IRZ 224X,

enter server {server_ip|server_dns}

$£IB 4 %'E LDAP %K.

set keyring keyring name

FIRS RATHCE:

commit-buffer

BER%E PimiEH S5

N

TSNl R0k il 105 LDAP 45 &4 H, X HTTPS Uy 1) H 7 3T S 4 KIE . Firepower 4100/9300
WA (BRI B 43 900 00F e B 5L TR 40

pEL

S FEB S BAE S, IXJE ST HTTPS (FME——Fh 5 4 56F 2K
B PUAIE T B U R AIE TSI FXOS 2.1.1 FAAS 2 ERIE S M Y6 7

P A AN AL UL SR, A B BT e -

o 270605 AE X509 J@ P “UE AT & AP - B3 (Subject Alternative Name - Email)”
GER

o /RS A2l CORE AR S AR B S 5 B AR RUIOIR CA BT . &) i e A5 44 20
HT R HAE S S A B B |8 E ST R AR CA 2544 .

UK

M FXOS CLI #EA R 55K
scope system

scope services

(F[3E) #G HTTPS S HiF i1
set https auth-type

T

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B zrzssissepnir

IR 3 5 HTTPS SRRk BN 2 1% ) i
set https auth-type cert-auth

P4 STHCE

commit-buffer

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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fo

ARpEIR

o R TP Huhl , 25 95 T

o XN RELIP, 5597 7L

* i Firepower 4100/9300 HLAE & F5 , 45 100 1T
o BERZAFAE G UET . 25 100 1L

 BoHTRE . 2 106 0T

« FH 3 5 Firepower 4100/9300 HLAS , %5 109 BT
* 5] Firepower 4100/9300 HLAFHLUE , 25 110 1T
o WA ) ERIAECE , 28 110 1T

o GAHEERR RS, 111 T

BEIR IP ik

FrIaZ Al
#a ] LA FXOS CLI B % Firepower 4100/9300 HLAH (145 21 1P Huhik-.
S

AR W RLIP M )S, SRR A AT HT L I EORT i 57 3 Firepower HLAT i BE 45 5L FXOS CLI AR 4% .

UK

PR EHF FXOS CLI GiEZ [ Vi FXOS CLI, 55 18 D)
W2 LELE Pv4 B ELIP Hubl, AT LN ERE:
a) WEACHIEFE TR a (VS
Firepower-chassis# scope fabric-interconnect a
b) EAEUATE M IP bk, WAL R4

Firepower-chassis /fabric-interconnect # show

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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¢) HALUR A4, BCEB A B 1P fhhb A 5

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network mask gw
gateway _ip_address

d) RHAESRAZSIRGIE :

Firepower-chassis /fabric-interconnect® # commit-buffer

SR 3 EE [Pve B HE 1P Mhhik, TEAT DL T ERAE:
a) VOB ATHAERE TR a (175
Firepower-chassis# scope fabric-interconnect a
b) WEEH IPv6 Bl E E .

Firepower-chassis /fabric-interconnect # scope ipv6-config

c) EAEFEMATEE IPve Hilk, 1HHIALL R4

Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

d) HWIALLF A4, HECEBT A B 1P M hEAN 5K .

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé ipv6_address ipv6-prefix
prefix_length ipv6-gw gateway address

P 24 NS HE TPv6 4= R Rk bbb I HLAE ) TPve & EE bk .

e) RHESRAZFIRGIE

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

w15
PUR 7 e B TPv4 45 B R 5%

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

PUR 7 e B TPv6 5 B3 R 5%

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

BV HEIEIP

AT LA FXOS CLI B %231 Firepower 4100/9300 HUAR 1A H _E ¥4 #E 1P Mok, ik, iy
SEAE FXOS ~F-E ol 1P 5 5, ARG TE N H 20 5o TP 5 L.

N

AR SO R TP 2 R BURS .

UK

TN JEHE FXOS CLL. - (GFZ [V FXOS CLT, %5 18 1)
PR 2 RE R E N IR B %
scope ssa
scope logical-device logical device name
BRI KEEIRENE IS SR, JFRCERNE IS SIS WHEE, WE %R
XEF ASA TEHE B AT L L -
a) MANEHBAE G SR
scope mgmt-bootstrap asa
b) i AJHAE ) TP AR
scope ipv4_or_6 slot_number default
c) (VPR IPv4) ¥ B IP Huhl:

set ip ipv4_address mask network _mask

d)  CXPR IPv6) BB IP ik
set ip ipv6_address prefix-length prefix _length number

e) BCE MIHLAL:

set gateway gateway ip_address

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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f) RATHE:

commit-buffer

BT ASA B & RN E
a) FIABEE MG SR

scope cluster-bootstrap asa
b)  (UFR IPv4) ¥EH AL IP:

set virtual ipv4 ip_address mask network mask

c) (PR IPv6) W 'E B HEFL IP:
set virtual ipv6 ipv6_address prefix-length prefix_length number
set ip pool start ip end ip
e) WCE M ICHIL:
set gateway gateway ip_address
f) RATHE:
commit-buffer
X Firepower J& 55 1 ) 30 7 FIFE AR IC '
a) ARG I
scope mgmt-bootstrap fid
b) i AJHAE ) TP AR

scope ipv4_or_6 slot_number firepower

c) (VPR IPv4) ¥ EHii IP Huhil:

set ip ipv4_address mask network mask

d)y  (UBR IPv6) ¥ EFN IP Hubik:
set ip ipv6_address prefix-length prefix _length number

e) BCEMICHIL:
set gateway gateway ip_address
) FRACHCE:

commit-buffer

iR N TREAERC S, M0 R 7% 32 3 Firepower 4100/9300 ALAH R AEAN N FH 3¢ B8 (1) TP k. 2
AR YU REAE R HA FCE, U506 AN HUAS L ARSI T A2 X S0 3R

TR A YR NIE R S SRR
a) CREVEHBCE N ssa B

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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scope ssa
b) R s E A A -
scope slot slot number
) KV BEE Ky NS4
scope app-instance asa_or_fid
d) HREHT SEFE R
clear-mgmt-bootstrap
e) %TEBE

commit-buffer

LS AN
disable

commit-buffer
iR N TREAERC S, T AZRE K T 25 H] 7% 32 3 Firepower 4100/9300 HLAR iS5 3L 5 5
FEFPAE R BB WA I BEAE B HA BC'E, U6 2506 B N HUAR L B N B R I 860
%,
W6 N L HAR W e 2, B E RN .
a) PFIUHEE N ssa .
scope ssa
b) Ky FE T A A
scope slot slot number
c) KV E A N S«
scope app-instance asa_or_ftd
d) FHHMNH:
enable
e) TRACHLE:
commit-buffer

iR TR S, 0 Ji B 53 AT IX L8 P SR DU T i3 H 453 Firepower 4100/9300 ALAH 1) 5%
A ARG HAR B AR B HA L, 206 AN HLAR L i AN B 3 I e D B

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. 14 Firepower 4100/9300 #1554 #&

B 24 Firepower 4100/9300 #1558 & #7

P ==

TR

i
IS

45 LAZE FXOS CLI 7 5 g1 Firepower 4100/9300 HLAH 44 F5 o

i

HEHF] FXOS CLI GEZ ViR FXOS CLI, 55 18 51D
HEAN RS

Firepower-chassis-A# scope system

B TR

Firepower-chassis-A /system # show

e FE B 4 -

Firepower-chassis-A /system # set name device name

FAESTIRAL B R AL

Firepower-chassis-A /fabric-interconnect* # commit-buffer

Gt
LR 7 910K B St 46 44

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #

EESMES

TESEHVIGAIL E o, RGO R A 2544 SSLES LAt Firepower 4100/9300 LA Web W HI{H 4.
TiIER R AR, & S A BEE S . B iIE i) Y 2% 1 V5 9] Firepower
4100/9300 HLAH Web FLIHINT, TR SSL &4, ZRH P LEV M) Firepower 4100/9300 HLAH 2
B2 AE . AT DS LR RS, (81 FXOS CLI ZERAE 152544115 5K (CSR), 222545 31 (1 5 43

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)
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UEFS A Firepower 4100/9300 HUAR o Bb G U0 UE 5 RV S iyt W 2S5 ATERE,  IF H4% )R 51 Web
FHIHM IS

UK

EHEF) FXOS CLI. - (i ZFd i FXOS CLI, % 18 1)
PN RIS
scope security
Ut PIFh
create keyring keyring name
BCE R IR
set modulus size
FEATHL AL :
commit-buffer
Be'E CSR 7 Bto ATLME AL (filtn, LR AERGET, il LLEe evprfE S (i,
IRFIAZ) R AUEF B SE s ORI iR, EREE CSR FBUN, RGafnm AL #,
create certreq certreq subject name
password
set country country
set state state
set locality locality
set org-name organization_name
set org-unit-name organization_unit_name
set subject-name subject name
PEATHCE -
commit-buffer
S CSR, K HARBLAA I ITE BRI o UE-TSAUR AL CSR KA 1) B E 15
a) ‘RsEHE CSR:
show certreq

b) HHIMN GFE)  “-----BEGIN CERTIFICATE REQUEST-----" #| (Jf{u{) “-----END
CERTIFICATE REQUEST-----" [{J4at1:

i

MIIC6zCCAJMCAQAWAzZELMAkKGALUEBhMCVVMXEzARBgNVBAgMCkNhbGImb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWEFAYDVQQKDA1DaXNjbyBTeXNOZW1zMQwwCg¥YD

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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VOQLDANUQUMxGJjAYBgNVBAMMEWZWNDEyYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfz2 fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQAImMQsRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWE88YEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBOrnyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxMjAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrZzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wEFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

PRI BHUEBIEREA:

exit

FE0 IR PIIAGL

exit

TN ORIAE-PAEN A EM AR, FUE AU UGRR AL CSR frt . WK, UEF MU UK &
[l — 43 CAE T CA MAAPIREAT H P25 44 10 S il 1

TR FB TS OHERUICR ] Baseo4 i XA A8 T A FXOS. W R AUEF AR MU R ) 5 4
UEFSEER IR 2 HAt RS 50, B AU SSL TLH. (45401, OpenSSL) #EATH: 4.

QBT 5 A 7 AGRAE B O IE o

create trustpoint trustpoint_name

PIB3 FHEBERE LIOU, ENELESS 11 5 AE B AR MU BRI 1) B O3 F o

TR o TS A BRI 15 FAE AR MU, A2 MRAE T AT p [RE B T4l & . A8 SCAR SR,
FEHE TR ZE T, ARG e B i — /N RIE TS, fU35 T BEGIN CERTIFICATE A
END CERTIFICATE b5icho KF3EN SCAE A il R L BUEAT 05

set certchain

T

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggqghkjOPQQDAjBTMRUW
>EwYKCZImiZPyLGQBGRYFbGY]YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1lc3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTcl1NjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ Imi ZPyLGQBGRYFbGY j YWWXGDAWBgoJ
>kiaJk/IsZAEZFghuYWF1c3RpbjEgMBAGA1UEAXMXbmFhdXNOaWw4 tTkFBVVNUSU4t
>UEMtQOEwWWTATBgcqhk jOPQIBBggqghk jOPOMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRoqZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPrFWEEBcbxGSgQW7pOVIkwEAY JKwYB
>BAGCNxUBBAMCAQAWCGYIKoOZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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>ENDOFBUF

AT -

commit-buffer

IR HE A AR

exit

BEN B

scope keyring keyring name

KAEEE 13 D RIS AT 205 4 CSR BB P Sk
set trustpoint trustpoint_name

SRS GBS S AE .

set cert
RIS UE A0 A ATUR B F4E 1) 5 03 UE 5 1 P 25«
w5l

Enter lines one at a time. Enter ENDOFBUF to finish. Press “C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQQODAjBT
>MRUWEwWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwWNDI4MTMw
>OTUOWhcNMTgwND I AMTMwOTUOWjB3MQOswCQYDVQQOGEWJVUZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPpc2NvIFNS5c3R1
>bXMxDDAKBgNVBAsSTA1RBQzEaMBgGA1lUEAXMRZnAOMTIwWLNR1c3QubG9jYWwwggEi
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 SmMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1IHLPvIrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftgq2MONVIkdkFRG0OJqe/IG8a4ds/9D82a
>/cujcb0hNssvmAhhlVql PGnodNR7MfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAgMB
>AAGjggJIYMIICVDACBgNVHREEFTATghFmcDQOxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwWYDVRO jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXN0aW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>Y¥YmxpYyUyMEtleSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4sREM9bG9jYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5S5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>TJj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aW9uQXVv0
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1UwW=

>ENDOFBUF

IR H B PR

u}
b

H

b
=3

geramis [

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B 22 A

BEARGR
scope system

BEA R G55

scope services

L E FXOS Web /il 55 AT B 13
set https keyring keyring name
AT -

commit-buffer

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert

Cipher suite mode: Medium Strength

zogEr |

W5 HTTPS [l 55 45 RIS B3 o e N S s AEASTE P (K50 3 20 rh QIR I s HIA SRR . AL 5 e
R RERN I S AR PR, W HTTPS M55 28 1R 500, A ReAl HBiuE+:
show https

IR

fp4120 /system/services # show https
Name: https

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

W SNRFRET N Z, #iilCertificate StatusfE 2 7~ 4 Valid:
scope security

show keyring keyring name detail

il

fp4120 /security # scope security

fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, 0O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:03:43:8d:e6:06:a0:91:£6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:€6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:ef:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:04:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7p:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDA]BT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvcemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTALIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEil
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .



roEe |
| EEECCL

ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG9] YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

T—5Ht4
BEIGAF R (KAE P2 B B 2 A5 AR UE S, 1A Web 31 50 2% (K3 i A2 5 N hetps://<FODN or IP>/
4 % Firepower JUAHE HL2S .

\)

R AR T O A S EVE T AR, R BRI B, AN
Befr DA YT, SO TP MBI, 491 % Jhflh SSL A (44 H1% A% [Common Name
nvalid]) B0 0 RS2 (A

2R BIE R

UURC . T SRR, ) ok B Firepower MU BLAR N, R GUR sl SCAS, A1 b 20AE
HEF R LR LE, Ra R4 SR AR AR . IROREC B SRR, Rt B
HEAH 7 2 08 T iy N s o e o

M S E] FXOS CLIF, RGBSR (WEBCE) , AREHRRH N,
B E R R AENE

PSIB1 EHF) FXOS CLI GiEZ i) FXOS CLI, 2 18 1) &
H1B2 N R

. 2%} Firepower 4100/9300 FX0S CLI i B#575, 2.7(1)
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Firepower-chassis# scope security
PR3 AR 24
Firepower-chassis /security # scope banner
SRR A AL Ay B S SR AT .
Firepower-chassis /security/banner # create pre-login-banner

WIS 57 55K Firepower HUAH T FL45 8 FXOS CLI #if FXOS W[ H = W (19 2«
Firepower-chassis /security/banner/pre-login-banner™® # set message
JABN—ASXUEHE, -4 A SRR R T R OOA

SU6 (UL, BN B 0T DT B P AT RTRRME ASCI 5. 17T DA 247

AR, BHATIRZ 192 N 74T, 14 Enter SEHR1T.

PRSI NAS R F—4T, #E\ ENDOFBUF J-1% Enter L 5¢ slid 11 .

% ctrl Al c BEEGH B ETH B AE .

TSR B RS

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

N
g
~

]l
LA 7 9 3 2 i A «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

e RurtEnE

S EHF) FXOS CLI GifZ i) FXOS CLI, %518 1) &
$1B2 YNz R

Firepower-chassis# scope security

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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PR3 ARG 2 2B
Firepower-chassis /security # scope banner

LA B RTRIE 22 e

Firepower-chassis /security/banner # scope pre-login-banner

WIS F5E 7 55K Firepower HUAH T HLA5 8L FXOS CLI 7 FXOS W[ H = S (19 &«

Firepower-chassis /security/banner/pre-login-banner # set message
JRB—AXUEHE, -4 A8 SR AT R R SOA
PI6 IR, BEERATMIEE R . & LI B i AT bk ASCI 45
SR, TR 192 N7 14 Enter #4147
RSN B R —4T, %\ ENDOFBUF J4% Enter L 5¢ A .
% ctrl Al c BEROH BEE N EHRHE.
TR LSRR B RGN E

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

gLl
LAR 7R A v 8 S i M «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

|BRE R AR

LB EH:F| FXOS CLI GEZ [ Vin FXOS CLI, 218 1)
g/%%Z xﬁ)\?iﬁéﬁ%iﬁ:

Firepower-chassis# scope security

SR 3 BRI

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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F 7 /5 3 Firepower 4100/9300 #55

Firepower-chassis /security # scope banner
MERGEA IR o BRI -

Firepower-chassis /security/banner # delete pre-login-banner
WAL SRR RGN E -

Firepower-chassis /security/banner* # commit-buffer

Gt

AT 7 51 10 28 S A e «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

& 37 /2 3 Firepower 4100/9300 #/1 75

UK

HEANUA AR

scope chassis 1

BN LA i EOR A s B

reboot [J7[X] [no-prompt]

P WAREATH] [no-prompt] ST, WA A2 5 WK LBV ERT R 3h . an REAME
[no-prompt] K, WZEEH A commit-buffer 21 REANSEH 5.

R IEH RARGE LICE NEFZ AR B, R R 22 By 51 %, I a8 T E8T 8 3)
Firepower 4100/9300 #14H . I FE KA THE 15-20 734

T R B

scope chassis 1

show fsm status

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. %M1 Firepower 4100/9300 #/L.#5 2 &

5 7] Firepower 4100/9300 #/1.55 F2.i5

i

BEAD AR

scope chassis 1

BN LU i 2k M LA -

shutdown [Jii[X]] [no-prompt]

IR A% Ad H [no-prompt] B, NI A M2 G MUK LR SCH o Wi Al F [no-prompt]
KT, MR commit-buffer (7 2 RAEN S EHEH) .

RGURIEH R RS ERCE MRS, RIA R R L aBiy51 %, )5 5K H] Firepower
4100/9300 LA . IEFERAITTE 15-20 2p8h e AEHUAT DR MG, S m] LS IUAT F0) R4 =k o
HAREPNEIUNER
scope chassis 1

show fsm status

WE L EOARE

N

45T LU ] FXOS CLI K545 (1) Firepower 4100/9300 HUAR MK 45 1) BRIABL &

a4

U R AU BT A T I, WA RS E . SR )n, BHEERE R
g GEZPARICE , 25 11 00 .

UK

(Wi&)  erase configuration iy 4 A2 MHLAA T MR Be VF T IERC & . W AR SEGE AR 2N bR e 1 ]
EACE, IEHAT LR P ER:

scope license

deregister

U Firepower 4100/9300 HLAR 2 MK P rh HIBR £ . RGeS MR e 25 b B A VF vl E B2 BURIIE
1,

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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SIB 2 EH R A AN

connect local-mgmt

T3 WA LI T TS, A Firepower 4100/9300 AU THi5ER BT A 1 BCE,  JEREVUAR MR 2L 546 HY)
NN R
erase configuration
RGN, EETE IR R ITA .
FR A WM SRR RN yes, #NEETERICE
R YK WY Firepower 4100/9300 HLAE TG FR T A H P ICE, AJEHEE RS

ERR R G BH

T LI FXOS CLI 3 B 22 4 i 2 Bk Firepower 4% 2114

WPk BRIAACE . 2B 110 TR TR, erase configuration i 4 v M BRHLAS LA AT A EAS
B RN IR aG ) BRA LR

erasesecure fif &2 % A MR @ I BER AU Watie B, IFIRDUMBREDS, DRt “ 4%
Br7 GERiEERD o RAEEREGRMIBIA I IER B2, RO AL A 2 Of B O P Bt sl A

AR ARSI ER ST, XEWSE SSHIEESZIE. Bk, JATE BRI # AT 4 H 6 i -
EERPAT AR .

UK

TR ERL BT B AN
connect local-mgmt

L2 B ALLF erase configuration 722 —, L2 ¥EERTE @ W & 24
a) erase configuration chassis

RGERENE, a8l MG 28 AR, IFEREMIVCEH RS, WERERA
v, $EA Firepower HUR S0 s a3k 1T BR 2 Ay, AR5 AR RS BLG 5

HI T e LI T A Bl MR A s B, R L BE AN ROM. % 4% (ROMMON) P 52 545

b) erase configuration security_module module-ID

RO B s, B R SRR AR R ISR R, IFEREHIA R & 24k sk, ik
Ny, BUCRHETER

iR decommission-secure 7% 7= 4= 145 I 5 b a2 FEAAH A

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .



zogEr |
B =ewsnzgan

W aye, e RFECHIRE, HRRA CGELT SEMEE) .

c) erase configuration supervisor

RGEEE, P MRk 2k B, JFEOREHI R B 2gk sl . iR
y» Firepower & 35 | 5ol 22 4 HITE BR o

T PS5 1 (0 B A B AR AR s B, PRI H BEA ROM 1% 4% (ROMMON) P = 1045«

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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TEIXE

o BOE H IR, 28 113 1L

* fid® SSH, #5120 71T

 fid'® TLS, %5 124 71

* AL E Telnet, 2 126 7L

o fit'® SNMP , 5 126 it

 it'® HTTPS , % 136 7L

o Bil'E AAA, 149 T

o IGUFEFE AAA RS54 E , 25 161 UL
MERZHE, F163 1

* & DNS k454 » 5165 UL

* JHH FIPS #ix , 28 166 1L

* Ja Ol A ARERE S, 58 167 T

o BOE IP Vi) 23, 55167 1T

o JARASSEIEE 1IN I MAC T4, IR L MAC Huhk , 25 169 T
BV SEE M TS/ WS I R VAN
o FCE a2 174 00

s B EHAT URL , #5176 1L

\n_ ca A Y

W E HHEIFART 8]
] R SCA A CLI iy A 1E R %0 LG E W 2SR B (NTP), 2 & H IR ], 803 25 0T
RGN Ao
NTP % &1t Firepower 4100/9300 HUAH S5HUAH [ 2B MAT 1848 B4 2 [0 H Bl )0

\}

AR WURMBAE Firepower 4100/9300 HUAH _F 75 Firepower J&UFrB5 1, W LAZRAE Firepower 4100/9300 HLAH
FACE NTP, AR BeVF il 1B TAE IR R A v MR I TR E i . #8NX) Firepower 4100/9300 ALAT
A1 Firepower & B Ly AT AR NTP k4535, HIEHEE, EARETH Firepower 5 H o AE A (1)
Firepower 4100/9300 #L4H 1) NTP JIx %5 #% o

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B zseswamasE

L A T & NTP, U A) LAZE 2 BT A /8] (Current Time) YB35 F A H KR AOIRA, sl tnl LA
I 2L B 8] [E] 4 (Time Synchronization) £ 1 [ NTP R 5588 (NTP Server) &£ 4 (1) “ 25 #IR 7S (Server
Status)” FEE AT CECE M NTP RS2 FIRIRES . W KRG VL SR € NTP IjRGS#: R, &
A UB bR B AE “ R4S 2%IR A (Server Status)” 55324 145 & Bl Ax _E3REUE 245 & .

EFAECERY HEAFOET 8

UK

PR JERR FXOS CLI GFZ [ FXOS CLI, % 18 1) »

P®2 EAFCORERNX, AT ERAE:
Firepower-chassis# show timezone

PR3 AFHNCE N H YA

Firepower-chassis# show clock

Gt

LA 391 S s B ] A8 73S TG 5 D B DRI i 28 8 H 30 2 I 1 -

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

WERX
iz

TR SEARGH:

Firepower-chassis# scope system
P2 HARGRSHEA

Firepower-chassis /system # scope services
T3 WENIX:

Firepower-chassis /system/services # set timezone

PEI, RGN S BTN TR S/ DR DX DSR2 5 o AERES R GUPEn 15 b i
ANIEHIE R
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MRGERAREAEE BN, KRG EIIACRE TIEMPN XA WA 1 G2 T,

BN 2 (1) BUHERAE.
BEA CORCE D, AT U 4
Firepower-chassis /system/services # top

Firepower-chassis# show timezone

Gt
LAR 7 DR I XE B ARSI X, $&A84 855, IF H o CRCE I X

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe

3) Antarctica 6) Atlantic Ocean 9) Indian Ocean

#? 2

Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49
Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County
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8) Eastern Time - Indiana - Crawford County
9) Eastern Time - Indiana - Pike County
10) Eastern Time - Indiana - Switzerland County
11) Central Time
12) Central Time - Indiana - Perry County
13) Central Time - Indiana - Starke County
14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County
16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County
18) Mountain Time
19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck
27) Alaska Time - west Alaska
28) Aleutian Islands
29) Hawaii
#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

£/ NTP 1% & H B #06|8]

NTP J TS tirr R 552 REL,  AIAE W28 R GEH SR AR 0[R20 I I o I T SR MR8 A i ZEX IR

)

B, BIAE CRL, L ALFRRHIN AR, B2 v LIRCHE 4 4> NTP IR55 4% .

TaigE |

a4

FXOS {# i NTP A 3,

FHia Z |l

RIS EHLA H T NTP RS- 2%, MAZHELE DNS IR45%. #5504 BE DNS RS2, %65 165

~

[P
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TR ARG
Firepower-chassis# scope system
FIR2 ARG
Firepower-chassis /system # scope services
SIB3 AR EMENA . 1Pv4 Ik IPve HihEFE RGE, HHAEH NTP AR5 4
Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}
T4 (W% FE NTP SHR5E.

ISR SHAL HEAT NTP IRZ- 25 B0 50 iF . M NTP 25 25 3REUHEH ID Fifi. filtnn, AR T
OpenSSL f NTP fIR25-%% 4.2.8p8 Wik T mihieA A= ik SHAL 24H, &%\ ntp-keygen -M 114>, &
JA1E ntp.keys SCAFH A F %5 1D AUE . B T35 J0%0 7 i R AR 25 w76 V153090 JS 97k B2 o 244 FH WA
i

a) W SHAL %% ID.
set ntp-shal-key-id key id
b) WE SHAl ZHF5H.
set ntp-shal-key-string
RGP MmN 7R 8.
c) B ntp-server B,
exit
d) JiJH NTPAIE.

enable ntp-authentication
il

firepower /system/services/ntp-server* # set ntp-shal-key-string 11
firepower /system/services/ntp-server* # set ntp-shal-key-string
NTP SHA-1 key string: 7092334a7809ab9873124c08123d£f9097097fe72
firepower /system/services/ntp-server* # exit

firepower /system/services* # enable authentication

FERS FHEF IR RSB E

Firepower-chassis /system/services # commit-buffer

TIE6 AEECREMN NTP RS2 R 2IRAE:

Firepower-chassis /system/services # show ntp-server

HIT AERE NTP RS2 10 AR
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IS NTP AR % 2

Firepower-chassis /system/services # scope ntp-server {hostname | ip-addyr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

Gt

DU 746 4di ] TP bk 192.168.200.101 B NTP R 458 3F HIRATAT %

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PLR 7514 ] IPv6 Hihik 4001::6 Bl & NTP IRk 45 28 51 HAZATE5S:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

G

i

BEAN R Gk

Firepower-chassis# scope system

BEAN R GRS

Firepower-chassis /system # scope services

B 3R E EHLA . IPv4 B IPve Hihilff) NTP iR 4545

Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}
KA SRR RGIE

Firepower-chassis /system/services # commit-buffer

Gt

DL =B 5 4T TP Huhl 192.168.200.101 () NTP k4528, 3 HIZAZE%:

Firepower-chassis# scope system
Firepower-chassis /system # scope services
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Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

PR BB H AT IPv6 Hidik 4001::6 [ NTP k4525, I HARAZESS:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

FahigE HEAFART (]
AT AU LE Firepower HUAR b T35 B H IR 0] o R GERBE T B AERE
A

AR WURARGINBICY T IEE S NTP OS85 A0, B0 oIk T3 i B H IR ) .

P ARGHA:
Firepower-chassis# scope system
i PRI T L
Firepower-chassis /system # scope services
PR3 BLE RGN A
Firepower-chassis /system/services # set clock month day year hour min sec
TR, A SR AN 2 24 i Rg A, S0 7 pm AT RUREA R 19
RGN EME SRR TEFTHINGEM X .

Gt
PAUR /R BIBCE T R GE o

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #
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PA R F2 A 4l an o] Jo FH 4% FRAE A SSH v 17 Firepower HLAR W) H4 FXOS HUA1E R SSH & ) i J5
AL RAR A EE & SSH I T SSH 5545 M1 SSH 7% 7 i INEE 8% B ACH M1 JEL 5 A Bk 1A 25 b ik

o

ZRINTEUL R, SSH AbF )3 IR ZS.

UK

i&)\}%éﬁiﬁlﬁz

Firepower-chassis # scope system

BEA RGeS A

Firepower-chassis /system # scope services

FECE X} Firepower HUAR 1) SSH Vi), i5HAT UL FE1EZ —:

* LLAVERT Firepower HIAAEEAT SSH Viin), HHIALLT fir 2

Firepower-chassis /system/services # enable ssh-server

o BUAEEX) Firepower HUARZEAT SSH Vi in], 1EHIALL T iy 4

Firepower-chassis /system/services # disable ssh-server

e B Al 55 s PR s B«

Firepower-chassis /system/services # set ssh-server encrypt-algorithm encrypt algorithm

T

Firepower /system/services # set ssh-server encrypt-algorithm ?

3des-cbc 3des Cbc

aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc
aesl92-ctr Aesl92 Ctr
aes256-cbc RAes256 Cbc
aes256-ctr Aes256 Ctr

i
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P o LRI P AR AR N AN SCHR DU s Sk
* 3des-cbc
* chacha20-poly1305@openssh.com
* chacha20-poly1305@openssh.com 7 FIPS H1 A5 3 . ani4E FXOS HIAH FJHH T FIPS
i, MIASEELE ] chacha20-poly1305@openssh.com 1 4 I 5vd:
o UM EEBRAA S A H :
aes128-cbe

aes192-cbc
aes265-cbc

Fic. & it 45 %% Diffie-hellman (DH) % 8148 #u517%:
Firepower-chassis /system/services # set ssh-server kex-algorithm

i

Firepower /system/services # set ssh-server kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

DH %A e Ao ik AT A — 5 Bduf s (L 2358 . RS e 528 A M ENLS e A, DAER
PN G D IR, SEB3HAS W E 3 B UR S5 28 S 0 I E . A M8 H DH S HAS e 5 ik NS
B, &2 RFC 4253,

R o FTRRAERER R R SR LT 300148 B0
* diffie-hellman-group14-sha256
* curve25519-sha256
* curve25519-sha256@libssh.org
* £ FIPS B AN SRR LUR S P H bk
* curve25519-sha256

* curve25519-sha256@libssh.org

WE MRS A% mac 5ik:

Firepower-chassis /system/services # set ssh-server mac-algorithm

il

Firepower /system/services # set ssh-server mac-algorithm
hmac-shal Hmac Shal

hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512
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WIRT TS TEHEY, A RSA B PI BIHCN
BB (LA SRALD K 8 (A4, HAT 1024 21 2048 2 (8] F& € I3 FIBLHO /INERK, A2 ik
RSA S PI0S Pl (I TR0l . U 2048
Firepower-chassis /system/services # set ssh-server host-key rsa modulus value

TP

Firepower /system/services # set ssh-server host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-server host-key rsa 2048

$IE8 N TIRSAE PR ECRIR G, W E FXOS Wit & ifig i aridhs L AVFinE (UL KB
£ .
Firepower-chassis /system/services # set ssh-server rekey-limit volume KB of Traffic

i

Firepower /system/services # set /system/services # set ssh-server rekey-limit volume ?
100-4194303 Max volume limit in KB

W9 N TIRSSA EH NUR I R BR ], 3 CE FXOS Wi T2 i 8 2 57 SR VPR SSH 23 il 2 W [a] (LL2rBh
HEAL) o
Firepower-chassis /system/services # set ssh-server rekey-limit time minutes

i

Firepower /system/services # set /system/services # set ssh-server rekey-limit time ?
10-1440 Max time limit in Minutes

TR0 KL IR TR E

Firepower /system/services # commit-buffer

TR FER TSR A, USR] SSH THLA Pk A
Firepower /system/services # ssh-client stricthostkeycheck enable/disable/prompt

i

Firepower /system/services # set ssh-client stricthostkeycheck enable
* BA - iR FXOS CANM BN RS THVES, SRk, BAZirE FXOS CLI H1
18 2R G5/ 45 1 T 1) enter ssh-host iy T30 00 L.
* BN - R THUAA TP AR ENUE Y, RASIREEZ SR 4% FHLE .
* B - R BURHK A 3hEsz TR AR I R .

P12 FUE R Nk
Firepower-chassis /system/services # set ssh-client encrypt-algorithm encrypt_algorithm

IR

Firepower /system/services # set ssh-client encrypt-algorithm ?
3des-cbc 3des Cbc
aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc
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aesl92-ctr Aesl92 Ctr
aes256-cbc Aes256 Cbc
aes256-ctr Aes256 Ctr
iR * B FRUEPASSCFE 3des-cbe. WIRAE FXOS HUAH L8 A 7l A bR vERL, A REAE

3des-cbe 1E A e 5k .
* UM I SEBRAAS A :

aes128-cbc
aes192-cbc
aes265-cbc

fic. & % )7 3 Diffie-hellman (DH) 25548 #4015k
Firepower-chassis /system/services # set ssh-client kex-algorithm

i

Firepower /system/services # set ssh-client kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

H %A A TGk AT — J7 Bl s PO 4] . AR I 5 2 M ENLEARC A&, DR
HEENL S IAE. & %H@?%Tzzw,\ﬁzﬁﬂ&%%%%%%iﬁo H R H DH ZAHA #I7 LRI 1R
B, 1EZ{ RFC 4253,

WE & S i mac HIE:

Firepower-chassis /system/services # set ssh-client mac-algorithm

il

Firepower /system/services # set ssh-client mac-algorithm
hmac-shal Hmac Shal

hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512

TR i LA, N RSA B ORI

BB CLA R BT Nl 8 A5 AT 1024 31 2048 2 J0). $8 € S SRE R/ NERR, A2k
RSA YIS Pl (RN TR AUl . iU 2048

Firepower-chassis /system/services # set ssh-client host-key rsa modulus value

T

Firepower /system/services # set ssh-client host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-client host-key rsa 2048

128 g B S A R B, T B FXOS Wb & il i b avriiiisE (LLKB A
) .

Firepower-chassis /system/services # set ssh-client rekey-limit volume KB of Traffic

i
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Firepower /system/services # set /system/services # set ssh-client rekey-limit volume ?
100-4194303 Max volume limit in KB

T P TSI R, 8 FXOS WP 4 R BE2 B AUV SSH 20 iR 28 I i) (LAl
AL
Firepower-chassis /system/services # set ssh-client rekey-limit time minutes

IR

Firepower /system/services # set /system/services # set ssh-client rekey-limit time ?
10-1440 Max time limit in Minutes

RSB ARG E -

Firepower /system/services # commit-buffer

Gt

PLR 7R J3 %) Firepower HUAR K SSH Vi ], I HEEAAT 55 -

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

ki )z 2 4 (TLS) WIsCAE PSR 1) N T 2 IRV DR FE A 2 A AN St e 480k o 80T U FXOS CLI
KM FXOS HUAR 55 AN B £ 815 I SO VF IR A% TLS WA o OB K TLS A il S 4 5 22 42 IR A
LR AR TLS FRASURE i) i AHe A8 TH Y

W, G F R FXOS HUAH LR E K TLS fA Dy 1.1 R, 1 HL2 7 i) S0 28 e & AIE 4T 1.0
W, AR ks Joykiial HTTPS #1715 FXOS MU B FEas i)z . Ik, 0200 24 M e & % 45 1
FHAI LDAP IR4%-5%,

PR R B T A i AN A FXOS HUA 5 A e 46 18] I IELAS Iy SE VR eI TLS A

TR

« # % FXO0S 2.3(1) A, FXOS HUAHMIER NI AE TLS JRAA v1.1.

i

BRI

Firepower-chassis# scope system
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T2 ARENRG A AT TLS AL

Firepower-chassis /system # set services tls-ver

i

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver

vl 0 v1.0

vli 1l wvl.1

vl 2 wvl1.2
WE K TLS JRAR:

Firepower-chassis /system # set services tls-ver version

i

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

FEATICE

Firepower-chassis /system # commit-buffer

WORTEIBM RS FRCE 5K TLS FRAR
Firepower-chassis /system # scope services

Firepower-chassis /system/services # show

Tl

Firepower-chassis /system/services # show
Name: ssh

Admin State: Enabled

Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,RAes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,Aes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa

Host Key Size: 2048
Volume: None Time: None
Name: telnet

Admin State: Disabled

Port: 23
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: default

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH:+MEDIU
M:+EXP:+eNULL

Https authentication type: Cert Auth

Crl mode: Relaxed
TLS:

TLS version: v1.2
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fic & Telnet

LU N RS ] 3 FH B 2% F A Firepower HLAR ) Telnet V5]« BRINIEUL K, Telnet &b T2 AR .

\}

Fans |

a4

HHT, Telnet M & X ATAEALH] CLI N A R AEH]

UK

HANR G
Firepower-chassis # scope system
BEAN R GRS
Firepower-chassis /system # scope services
TR E X} Firepower HUAA ) Telnet V), 34T DL R 42 —:
o B AU Firepower HLAAIHEAT Telnet Vi), 1EHIALL T T2
Firepower-chassis /system/services # enable telnet-server
o B2 ||} Firepower HUAAIETT Telnet 5], iEHIALL Fdr4:

Firepower-chassis /system/services # disable telnet-server

FAESTIRAL R RS

Firepower /system/services # commit-buffer

Gt

LR 7= 41 5 H Telnet 3 H3RACT45:

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

AN UWHTLE Firepower ALAE L ] 5 0 26 5 BRI (SNMP). HCTEAIE B, WS LT &

A
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i PP 25 P (SNMP) 2 — NN TR B3, HI -2 SNMP 8 B G RACEE 2 Tia] FR 0475 B2 (13 EA%
o SNMP FR AT T~ WP AN B R0 25 o ()3 2 A AR HE LA AT T 5

SNMP HEZE b = N850 41 -
* SNMP & RE#E - F Tl i SNMP 47 il R W 42 WM 4% 15 45 TG 31K R 4.

* SNMP X - Firepower HUAH N T AFALAY,  H 1454 Firepower HUAR 1 505 HE AR 3 75 22 1) SNMP
B R T 2 . Firepower HUAHHL S /RHLA MIB 226 . B8 A SNMP A -G 2 #E 28 FnAX
P2 AR, HLE Firepower MR FE 2% 5 FXOS CLI i3 F JEHc & SNMP.

o EHE RE (MIB) - SNMP A HE F 325 0 5854

Firepower HL4f % £F SNMPv1. SNMPv2c Al SNMPv3. SNMPvI1 Fil SNMPv2c #3 4 Fl 3 41 X 2
Ak, K SNMP e X, iHZ B LL Fhrik:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)

* RFC 3584 (http://tools.ietf.org/html/rfc3584)

TR

SNMP & %0

THTERL, SNMP WA 1 Ml 2c EATZER S MLl eI MEmpraE S, Rtk
XA, % TR 7S 2K B RRAS M — () S B

SNMP ] SHE T BE A& BENS ZE BOR ) SNMP AR & o IX 28T AN ZER AN SNMP 45 BILER A ik 1
Ko AT LR RAME L Al ERE S EEEUT. BIAHARE t 8 001 R TR e AR
FifF.

Firepower HUAKF SNMP Il %17 S PP BB A FEBFAN U@ T 5, (A0 SNMP & PR g AE I 31 B

WFIANJGEAEATAAIN, IF H. Firepower HURJCIA A 52 A& 77 CHCRIBAIF . I 1335 K 10 SNMP 27
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B svwe zegsimimg

ZREF— SNMP Wi 5 B B 50T (PDU) SKHHATH R . U058 Firepower M4 AW PDU, NJHAJ
PLFR VR IETB A0S K
{HJE, WA AT S SNMPv2e T, XA AL 4, RIEASE S .

SNMP %= £ 2% 5| FA1 R

SNMPv1. SNMPv2c Fll SNMPv3 43 3 AN [ (1) 2 A i
TR SNMP 714 LI 11 22 4 WL o

LA E B 5 SNMP BB SGIBR IR S Br i IO PR o AR a1 il 15 7 205 90 SR e
T SR S SCFRFI 2 Ao B T S8t K 22 R SNMP 22 4403 SCFF LR — A E @ A
B

* noAuthNoPriv - J& 5 ) 5 iF 54 i 2%
* authNoPriv - S 50E, (HIGIN%

* authPriv - 5435 UEA1 N

LAY Pk 2 Ao 45 5 R E A

SNMPv3 [l $2 4t T 2 AR A 2 A g o 22 ARSI P MU P e Ak 1) £ (0 BB 1) B B E 5
o AR AR R SRVF LRI o AR A 0 A 4 5 KA 2 AE AL BE SNMP $i4)s
IR R 1) 22 2B

SZHFHT SNMP 2 £1EBVFIL BI4A &
e % A BRI £ S

= 13: SNMP 2 £ 1R B FNZR 51

[ =7l Firepower 4100/9300 FX0S CLI B E 157,

U7 | BRI [ [ RR

= =

vl | noAuthNoPriv | #: X 75 8 | 5 | 4 FH AL X 7455 5B VS B HEA T 5 A0 B0 AIF

v2c | noAuthNoPriv | # X FRF it | 45 | F AL X 755 R VSR EA T 5 0 3640

V3 | noAuthNoPriv | fi] j1 4 | EH P A USRS T A 5AIE
AR HARTTDIBCE, 1H FXOS AYE R noauthNorriv 5

SNMP 55 3 JiR e & H

V3 |authNoPriv. |HMAC-SHA | 75 | $2{{tJLF HMAC %4557k (SHA) S0 5 E .

V3 |authPriv HMAC-SHA | DES | $£{IL 5T HMAC-SHA S35 1 S Wik o BRJE T 535 i Bk
(CBC) DES (DES-56) #aifE 1 S UEAr, bR n 2 b
#E (DES) 56 £ 1% .

2.7(1)




snwpia 2215 [}

SNMPv3 & £ Tfj ¢

SNMPv3 J8 i K E R 45 5 iR T B 00 56 UE AN D 26 AH 25 & R B2 L0 5 2 B 2 3 N . SNMPV3 (X 3%
CLHC B R P SRS B, 43N SNMP W8 . SNMPv3 511 /' i 22 R 8 (USM) 295
SNMP 71 Bl 22 4s, FEHAELL R RS

* THESEENE - B ORI EORAE R BB O R BEAT B el 58, JF BB e SR S sl i )
ARSI A BUIN R -

* THESRIES G IRE - BRI CREAERZAT ettt el 197 W B EAT A
o B TERINE - SR FUR AN L SR B R i sl A

SNMP 7%

Firepower L4 SNMP $#214E 31| 57 £

&3+ MIB B9
Firepower NI 307 MIB ) K215 1)
A AT HIHE 2 MIB FIZE(] AbSRIUX EE MIB 115 8, 1HS 0 (AR FXOS MIB %151 ) .

&M T SNMPv3 F P 89 53 38 I thiY
Firepower HLATE % SNMPv3 H] 7 324 HMAC-SHA-96 (SHA) & {73 563k p i3

&M T SNMPv3 ] P HY AES F2FA 17138

Firepower HUR S 1w 203 b5k (AES) 1124 I T SNMPv3 i SO R B FA B 2 — JF45 45 RFC
3826.

B A B uY, priv E IR AL DES o 128 {7 AES N[k, LLET SNMP 224 . Witk | i
AES-128 fit B I 7% SNMPv3 H S I AL 250, ) Firepower HLAR S FHZ BE FA TS A K AE 1 128 £ AES
. AES BAAEM S0 BAT )\ AFRF. RO E, B4R eH% 64 75

/& F SNMP F+ECE SNMP [ 1%
iz

T AR

Firepower-chassis# scope monitoring

1B 2 31 SNMP:

Firepower-chassis /monitoring # enable snmp
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B =5 snve stmE snvp m i

$1E3

$IE5

(A[iE) HEA SNMP AEX K :
Firepower-chassis /monitoring # set snmp community
fI set snmp community %5, REFERE N SNMP #EIX A FK .
AT SNMP A X A FRIN, 43 245K 11 SNMP @ F 8 B3 156 118 3K 5 Fl SNMP hitAs 1
2c

ER TERE, SNMP A 1M 2¢ AATTE R AN A e AT I 175 A T A
B BFRAEDCPRT S, % TR 7S I RRAS e () S AR 5

FE SNMP #LX 44 8K;  BEAEIX A RRHAE SNMP #8041 X 44 0] DU R B A 45 R, 2 32
M
Firepower-chassis /monitoring # Enter a snmp community: community-name
B — M AR (H)g, &nT LUE set snmp community 7 36 U7 48K ZEMIBRILA #EIX & 8K
CIAJES 22K H SNMP 3 72 55 FL 28 ) 46 1175 Sk 25 F SNMP [RAS 1 Al 2¢) , 1\ set snmp community,
THABEANAL DX ZF s B2, N FHAZ Enter. fEEHRACZMIX )G, show snmp fi K 45
LUMAT: RERERK: W,
TR 15T SNMP R ARG RN . REAR AL AT LUMER PR 747 R, w2 255 77T, fl
D Sl Bk B A AT 5 6

Firepower-chassis /monitoring # set snmp syscontact system-contact-name
fia e SNMP AABE (RS54 AT {ER BN S . RGN E LR LA B F B/ i, i
2 512 NFAT

Firepower-chassis /monitoring # set snmp syslocation system-location-name

FAL SR LB R G A -

Firepower-chassis /monitoring # commit-buffer

Gt

PLR 7R )5 ) SNMP, it # 44 24 SnmpCommSystem? () SNMP #E[X., it & 44 4 contactperson
MRGHREN, FLE %N systemlocation IR NN E, I HIRASATS:

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

T—5Hit+4
Bz SNMP [EREFIFT ) .

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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£l SNMP B

\}

LAUR BB i @ SNMP BEF o

pE

$IE8

2] LLE L\ SNMP BB o

UK

BEAN AR
Firepower-chassis# scope monitoring

J ] SNMP:

Firepower-chassis /monitoring # enable snmp

TG E I ENLL . [Pv4 HilikE IPve Huhl6) 8 SNMP F4BF.

Firepower-chassis /monitoring # create snmp-trap {/hostname | ip-addr | ip6-addr}

52 FHT- SNMP BB SNMP #IX 44 B fiAs 3 - 44

Firepower-chassis /monitoring/snmp-trap # set community community-name

5 5E SNMPv1/v2e 41 D7 4F o SNMPv3 Jl 7 4%, LARVRUG MIBERIE H bR FA LA 200, ARG
BAEWEX AR AR ATEE 32 N7 8, AEERK AN R

5 5E FH T SNMP [ B fg i 1«
Firepower-chassis /monitoring/snmp-trap # set port port-num

i€ T BBk SNMP AR 55«

Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2¢ | v3}
ER IR, SNMP A 1A 2¢ R ER QA e R eI 7 S BT A R
Ko BT, AZ TR R 2 ISR A R ME— (Y S R R R TR .
(T i e BRI A,
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
BT BT LU
* BB (traps), W0 RRASIER v2e 8L v3,
* B (informs), WL MNRAESR v2c.
iR AAEARE R FRASTEFE v2e I, A AT DUACIRIE 15 T8 40

CAIE) AR FRA LS, v3, TR E S B OCAIALRR -

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}

T BT PARE

e auth - G4 E AN,
* noauth - %A G IAE NS . TEFE, BARWLIERE, {H FX0S A372FrH SNMPv3 it &1 H

Bz 4o .

* priv - S UEFINE .

TN RS EAT 55

Firepower-chassis /monitoring/snmp-trap # commit-buffer

Gt

PLUR 7<) H SNMP, i IPv4 sidik- G SNMP FaBE, 45 7€ BaBiFs /e sim 11 3 AT H]
SnmpCommSystem2 #£[X, WA E A v3, RIS BE N FEPE, B v3BEREE R “HL
B (priv)” » I HHfAES

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/monitoring # enable snmp
/monitoring* # create snmp-trap 192.168.100.112

/monitoring/snmp-trap* # set community SnmpCommSystem2
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer

/monitoring/snmp-trap #

LUR7- Bl 5 SNMP, {#11] 1Pv6 HihkG%E SNMP FaBF, i PR fEim 11 2 A8
SnmpCommSystem3 #1D<, FFRRABEE Jy v3, REB ISR B E O P, K v3 BRBEE N “HL
B (priv)”  FF HAAMT S

Firepower-chassis# scope monitoring

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/monitoring # enable snmp
/monitoring* # create snmp-trap 2001::1

/monitoring/snmp-trap* # set community SnmpCommSystem3
/monitoring/snmp-trap* # set port 2
/monitoring/snmp-trap* # set version v3
/monitoring/snmp-trap* # set notificationtype traps
/monitoring/snmp-trap* # set v3privilege priv
/monitoring/snmp-trap* # commit-buffer

/monitoring/snmp-trap #

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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fHER SNMP & B

UK

S PR

Firepower-chassis# scope monitoring
FYR2 MR A 1€ B4 B0 IP MLk SNMP [

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}
PR3 BRI RIR A E

Firepower-chassis /monitoring # commit-buffer

w15
LR 7RI A7 T TP Huhl 192.168.100.112 [ SNMP falE, 3 HARATAT %

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

£]3Z SNMPv3 F§ F

UK

07 AP VN LAY B
Firepower-chassis# scope monitoring

1B 2 J3H SNMP:

Firepower-chassis /monitoring # enable snmp

$I 3 Ald SNMPv3 )
Firepower-chassis /monitoring # create snmp-user user-name
i\ create snmp-user )5, RIS EEINED.
Firepower W " JHEAE R G0 FE LT AN 2 DL 1 2R 130«
© WIELE /D 8 NTAT, E 80 DMLY

o AL SRR B MIBL R AT

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. i SNMPv3 Fi

~1@H%N&H O+ [IN"<>
CRBEEUTFES: § CEEAS) L 2 (159 = (%%) |
- A ED S AR T

* MG IS 2 IE SIS L T B B B AR 123457 W ISR AT, AT
“ZYXW” AE AR TR WEARISR AT I B A AR CEHA KT 4 2 6 47
FE) 5 DIy kA 2R 2 RN

iR LEASFH B A s 8 s s R AT BN TP B Z I, RGNS B i 1 i o ok - R
. Fltn, abed&!121 FEUH BRI AT, {H abed&!125 A4x.

PSR4 o H A AES-128 I 1HAEH -
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
BRI UL T 2225 1) AES-128 N
TS fE R
Firepower-chassis /monitoring/snmp-user # set priv-password
i set priv-password )5, RGN EAIEIIAGA .
Firepower AJ ¥ fEHR1E R G FEAATA AN AL DL R B R ) 23505 .
© WAL E D 8 NTAT, IRE 80 NN
C WAL TR BRI T
~N@HN & ()N <>
c AMFOELTRTS: § GETTfia) 2 (i9) mi= (585) .
o BIELE B/ 5 AR

o A A 2 S MR T TR, B, TR “123457 WA, TR
“ZYXW” AL AT AR T 0 A SO A B GBI T 4 5 6 4
B L TR R 0 2

iR FEAS ) A 32 08 B R PR BN TP 2 ANy, RGNS B 0 4 189 i 3o ok 7 757 i
Bl Bln, abcd&!21 K EH S04 A R, (H abed&!125 ALy,

TER6 LSRR RSB E

Firepower-chassis /monitoring/snmp-user # commit-buffer

Gt

LL R 751 3 FiI SNMP, 6178 44 & snmp-user14 () SNMPv3 1), J3 il AES-128 N, & &%
RIS, If HIRAAT 5
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Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

fIES SNMPv3 F

g2
HEA AR

Firepower-chassis# scope monitoring

MR 45 %€ 11 SNMPv3 )«

Firepower-chassis /monitoring # delete snmp-user user-name
KA IR BN RGIE

Firepower-chassis /monitoring # commit-buffer

Gt

LA 7= B MR 44 24 snmp-user14 ff) SNMPv3 HI 7, I HARAZAT45

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

EF SHRY SNMP X &

LU CLI a4 Won 2485 ) SNMP & & . 7 FIFGERE

T AR

firepower# scope monitoring

FER2 IR SNMP BEE

k% SNMPv3 F§ .
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firepower/monitoring # show snmp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact: R _Admin
Sys Location:

HYR3 FI T E LK SNMPv3 I
firepower/monitoring # show snmp-user

SNMPv3 User:

Name Authentication type
snmp-userl Sha
testuser Sha
snmp-user?2 Sha

LA HIH Y EE LK SNMP R

firepower/monitoring # show snmp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
trapl informs 162 Kxok K V2c Noauth Informs
192.168.10.100 162 KKK V3 Noauth Traps

5l

U R B R WA SRR SNMPV3 P IRIAE DG PRSI & -

firepower /monitoring # show snmp-user snmp-userl detail

SNMPv3 User:
Name: snmp-userl
Authentication type: Sha
Password: ****
Privacy password: ***x*
Use AES-128: Yes
firepower /monitoring #

B & HTTPS

AT EUHATLE Firepower 4100/9300 HLAH & HTTPS.
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i, wpmansees [

P

0] LUE T Firepower HLAR Y B 2858 FXOS CLI St HTTPS ¥ o 7 HAth HTTPS Pt &A% ] 4 1]
FXOS CLI 5& .

IEH . BHRHRMEZEER

|

HTTPS i F ARt (PKI) FIZARLE AN (BN 7 i i) W8 #% A1 Firepower 4100/9300 #L
F) Al e AT .

N SAFNE AR

RS PKI 45 B A — AFHEXSFR Rivest-Shamir-Adleman (RSA) #5354 (Horp— MR RAE, H—
NRTF) 5 AFEEAE NI . BT — %2 s B3 T H o) — A . BRI H S,

RAEJTAE A FOT A B R, FBOT A B G AR A . 2yt mT U I A I A
FR NS (R “2847 ) TN ESRIE I A FrAa A W B0 Tl IR AR
IIfR B I, T2 7 A N RAA R T A AR LIE B . s S5 K B vl AN [R], BB R 512
PrAE 2048 7 — MOk UL, FMAKEIMREK, LatEtiim. FXOSIML—ANBRINEEHIR, 771 2048 47
RGN, IF R VFRIE S 2 &P

DR SRR A PR S e o 0, e 2T 3 T A BRI B I MIE TS

IEH

VBN AR AT IHERS, PIB & E B AR . B PR E R M AP LA S S
A5 BRSO . BRI AR, Wk B A SR PINM AR AR . TR A
BoR ABAUEB KB, B R SRR S, HA S s iyl 2s 8o S ik s .
BOAEOLT, FXOS W WEMBEAUET, ik ARSI A,

ZiEER

L FXOS A5 10 S A3 IiE, 35T S AR AT AU s AT i SRIDO 2 B A e 54 (1 58 — 7 1k
5o BB=TNE MAUSAE B M52 G E M2, AT LUERIE B AU B (CA), tr U+
1) CA BUEAEAE GE AR CA KIEAEEE—70) o ZERPUFHIET, #n2id i FXOS A it 1K,
IR RITAL B R AR

EEEM

B2 % AN

L5420 K 1] Base64 4t X.509 (CER) #%:.

FXOS % 30 #F 8 MEYIIF, WA E IR,

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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UK

g A BN SN S W
Firepower-chassis # scope security
T2 QI Ar A% # P
Firepower-chassis # create keyring keyring-name
PW3 WHE SSL HYPIKEE (LM A HALD -
Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
TEA RS

Firepower-chassis # commit-buffer

Gt
LR Rl st s AR/ 1024 {7 )3 BT

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T—5#tta
I IZEGIRIE TR, %P1 OIRAE Pk

EIERECAE AR

DR R AR A4 PR S e AR, e 2T 2 T A BRI B I PAIE S

UK

T PN
Firepower-chassis # scope security
P2 SENERINE P PIA 2 4 pi sk
Firepower-chassis /security # scope keyring default
FIR3 I ERSENE I

Firepower-chassis /security/keyring # set regenerate yes

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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LIB 4 A5

Firepower-chassis # commit-buffer

Gt
AR 7 8] 587 A R N B0

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

B1]32 % THIRRYIE T 1A 3K
158 PR LA 1 1328 B SR TR IE 5 VAR 35 PR B AR R AL 1 2 B A EF AOTE 43 17K

UK

g A I PN E N S

Firepower-chassis # scope security

BEN PRI AR

Firepower-chassis /security # scope keyring keyring-name

IR A€ 1Pv4 B0 IPv6 bk sl sz e B ELIR IR A2 PR UE 5T 5K o RGeS i AN UE A5 37 K 1) 35
fthe

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}
RS

Firepower-chassis /security/keyring/certreq # commit-buffer

ORI T USRI I A2 2 A5 AT Bl sl P AR LA R 5 375 5K -

Firepower-chassis /security/keyring # show certreq

Gt
LR 7 9 A P S AT 3508 3 IR QS I s HAT IPva M hikRAIE oK -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04
Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8BOPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEBR/wWQQOMA6CBNNhbWMwNICECSE1XJjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H

Firepower-chassis /security/keyring #

Tt 4

o STHRIEATIEROCA (ABITAR [BEGIN] MIZER [END]AT)  FRREILORAF BISCHF o Rt iE 1)
RIS AOE A AR S -BAUA U, DR PIAIEF .

o QU S AR AR ROF BB S AR RIS AR UE B BE 108 . QU S2 AR AR ROF 0 MR AR B
(ARTTE Y7 & 15 i

1 SRk ) 2 % SATRAYIE S 1F 3K

P11 AN AR

Firepower-chassis # scope security
B2 ENEYIIHERA.

Firepower-chassis /security # scope keyring keyring-name
FBI QIR K:

Firepower-chassis /security/keyring # create certreq

PR ARE N PTE FE S X [ A XA

Firepower-chassis /security/keyring/certreq* # set country country name

PIRS AR LUK A4 R 55 4% (DNS) Huhik:

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)



pRsgrmogeamasEs [

Firepower-chassis /security/keyring/certreq* # set dns DNS Name

F0E 5 UEAS T SRAR SR AT I A M-

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

&5 Firepower 4100/9300 HLAH (1) TP Hudil::

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

78 1 SR UIEAS (¥ 2 W) S8 BT A5 10 308 T il -

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

Fa e T KAE T 2R

Firepower-chassis /security/keyring/certreq* # set org-name organization name

i AL EA AL

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
DUEAS T SRR 8 AT 5 -

Firepower-chassis /security/keyring/certreq* # set password certificate request password
TV RIGIEFS 2w FRPTAE R4S S T ERERIX -

Firepower-chassis /security/keyring/certreq* # set state state, province or county

55 Firepower 4100/9300 HLAG 1) 5¢ 4 PR € 48 44 -

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
RATATSS

Firepower-chassis /security/keyring/certreq # commit-buffer

SRR LU I I A A5 AT R s A UA LS R UE A5 175 3K

Firepower-chassis /security/keyring # show certreq

T
LR 7 94 v e 3508 s A QS O s HAT TPv4 ik FRAIE oK -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreqg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"

HH H = FH H

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .



B oeseas

TaigE |

Firepower-chassis /security/keyring/certreqg* # set org-unit-name Testing
Firepower-chassis /security/keyring/certreq* # set state new york
Firepower-chassis /security/keyring/certregq* # commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ0O4UGQILKFXQQc2¢c8b/viW2rnRF8OPhKbhghLAL1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mM4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHJACMBOGA1UJEQEBR/wQQMA6CBNNhbWMWNICECSELXjAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQue LTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgqoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

T—% it 4

o SHNEBIERSCA CEFEITLE [BEGIN] 145 [END]AT) » FRRILORAF RSO . Ky A3 e 15

TSR SO AR AR AR B SR B LA, DLRIBCE PIFAIE o

* QIR R RO E MG AR R IE B IR . U S A5 M O F 0 WS AR £

AR BB IR .

B EER

BEN 2 AR

Firepower-chassis # scope security

IS AT

Firepower-chassis /security # create trustpoint name

N IESZAFAT KR EUE AR R -

Firepower-chassis /security/trustpoint # set certchain [certchain ]

WERAE A PR EIERE R, REUM IR EMAEBSEE AR, 2 XEHIET R (CA) FIE

TEErE. NG ER N —1T, N\ ENDOFBUF L)5¢/liffE .
BEEEL U PR Base64 4ifid X.509 (CER) k42X,
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Firepower-chassis /security/trustpoint # commit-buffer

Gt
PR 7R Bl G 52 5 AT s SR 0 32 A5 AT 3R AR5 -

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

VVVVVVVVVVVVVVVYVYVYVYV

\%

>
£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghkiG9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

T—¥ it a
WA A S AU LR AR U PP )R L3 N PIR.

RHER SNERIR

FHia Z |l

o WAL BIPAIE B I TE B B 5 A R
o MAG AR SRS AUAH UG SR I FAESS -

wirssamag ]
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g A BN SN S W
Firepower-chassis # scope security
PR 2 KRG PIH B e B A

Firepower-chassis /security # scope keyring keyring-name

PR3 g WA SR PP UEAS (K5 A48 e B AUA W UR 4 8 32 A5 AT A

Firepower-chassis /security/keyring # set trustpoint name

PR A RS T AN AL AT R T HE

Firepower-chassis /security/keyring # set cert

FEFERTT A RIS A AT B RS AR B U B B ATEAS SCAS . AEIES R 1 17,

SERGIE TN o
EEERI LUK T Base64 it X.509 (CER) # .

SRS RS

Firepower-chassis /security/keyring # commit-buffer

Gt

LUR R B2 AR RO FRAE B S AN B P15

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

VV VYV VYV VYVVYVVYV

\

>
ENDOFBUF

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

. %l Firepower 4100/9300 FX0S CLI B2 &35/, 2.7(1)
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mgures ]

T—5Ht4
A F 5 53L& HTTPS JIRSS

B & HTTPS

A

AR SEMHTTPS Fid CELHE S ek i HTTPS {8 i DA 830 J5, — HARAFEIRACAT S, I 4
AT HTTP Fl HTTPS & UGt A1, A W4t

UK

TE1 ARG
Firepower-chassis# scope system

T2 ARG

Firepower-chassis /system # scope services

HIE3 )i HTTPS Jif %

Firepower-chassis /system/services # enable https

TRA (L) FE R T HTTPS 315 1 -

Firepower-chassis /system/services # set https port port-num

SRS (AR FE G T HTTPS (3 P38 44 5K

Firepower-chassis /system/services # set https keyring keyring-name

FE6 (AL A Cipher Suite % 42201
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode V] LAJE LA R RBEF 22—
* high-strength
* medium-strength

* low-strength

* custom- SUVFEHR E /7 & XLIH Cipher Suite BURS HEYE 4 5 o

HIET (k) WK cipher-suite-mode ¥ custom, 5 21K Cipher Suite 22 4P [ 52 X 4% 5
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string "] VB & I % 256 745, FF HAAJIFF & OpenSSL Cipher Suite Biii. AfFH#
FAEF R BRI A, 1 OIS o + On'g) - GEFRD F: (B9 BRéb. AEAE R,
152 7 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .


http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite

Fans |
B =cumesin

o, ERIAELL T, FXOS A IR o o S RS 7 15 A -
ALL: !ADH: !EXPORT56: ! LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

TR 4o ¥ cipher-suite-mode 13 B 4 [icustom 2 A1 AT AR HoAd (R, 0 Z0ME5 e 356 101

P8 (W) A HEEEEE A SR A
set revoke-policy { relaxed | strict }
T BRI BRI E

Firepower-chassis /system/services # commit-buffer

Gt

PLR 7RG E H HTTPS, #5558l 443, B2 HIR A RREA kring7984, ¥ Cipher Suite
GRYMBCE N E, IS

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

B HTTPS im 1
TRIATEOLN, 7R 443 B HTTPS MR%s. %125/ HTTPS, {HAf LIS dumd, BT
HTTPS %4,

i

T HEARGHA

Firepower-chassis # scope system

P2 EANRGRSHA:

Firepower-chassis /system # scope services

WIE3 F5E T HTTPS dHz b 1«
Firepower-chassis /system/services # set https port port-number

N port-number &€ —NAT 1 Fl 65535 Z (A 4. BRIMEOL T, 7o 443 13 FH HTTPS.

TR PRSI RSB E

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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e |

Firepower /system/services # commit-buffer

S HTTPS S s, P 400 HTTPS e il #H il o I 5 2248 F s 1 BB 6 5% Firepower #l
MBS, QR PR

https://<chassis mgmt ip address>:<chassis_mgmt_port>

o <chassis_mgmt_ip_address> J&EAEA AT E WA 1) %61 A\ 1¥) Firepower HLAE Y IP Hhubiksl FHL4,
<chassis_mgmt_port> J&ERWINIFLE ) HTTPS %ij [ .

ot

PLUR 7~ HTTPS i 15 5 ok 443 H HAR /T4

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

HEN 22 A

Firepower-chassis # scope security

M ER T e #H13h .

Firepower-chassis /security # delete keyring name
RAATS5

Firepower-chassis /security # commit-buffer

Gt

LA 75 0 i s 3 -

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .



Fans |
B museas

MikrZEER

FHia Z |l
i O PR RAL ] 32 A5 A R

UK

7 A RPN B
Firepower-chassis# scope security

TR 2 MIERIRE S F AR

Firepower-chassis /security # delete trustpoint name

T3 RS

Firepower-chassis /security # commit-buffer

]l
LAR 7R B B 52 A5 AF 1

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% HTTPS

RS

S HARGHA:
Firepower-chassis# scope system
P2 EANRGRSHA:
Firepower-chassis /system # scope services

I3 25H HTTPS 4

Firepower-chassis /system/services # disable https

TR PSR RS E

. %l Firepower 4100/9300 FX0S CLI B2 &35/, 2.7(1)
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%F AAA

CEYYYS |

Firepower-chassis /system/services # commit-buffer

w15
DL 716022 1] HTTPS FF42A5 (T4

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

KA BEHBIAE ZAALIK . A RPEAE R, ES LN .

KAl BRCCIK (AAA) & —AUSs, FITHhxs 2 g ds it v il o S SRms . PPAS 1 IS Dl F 4
B IS ATV SR PT AR IAE B e R IR T IRBI 7 o SBUT TSt sims, XL SRS A € 20 1d 5
Gy S0 UE (KT ™ BENE U7 1R WIRLE B PSRN 55 o I RS I [ AN PR A TIR B, IR LB BEU T3t 2 A 73
Bro IXBERE RN T kAT W 2 B 22 4 VR T 5 R G L

B4

SRS T MR TR, XA ST A RO AR R, R
JA R T VTR . AAA IRSS a5 2R L7 B AL 0 AEAIE 55 B e b A7 Ak 0 P AR IEREAT EU AL, IR A%
UEDTAC, W Sevr U5 ) P4 o AR AEIEANIEAC, USRI UE R, JFFH4E R 255 )

RET LLKE Firepower 4100/9300 HUARC B X HUAS 1045 BLERLIEAT S X 0E, BAELAR 231
* HTTPS

* SSH

&
FROE AT AR 052 SevF R U IR 35 )y, BRIk g5 . AT B B0
W] REL BT AT B S L AR U7 1) B 3

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B c=amn
=it
O FE 0 B FH A e SR RS R R, X AT DAL ZR I TR K i P AE A B ) A i
PR E R  E KRl I SR R G T BV RS EORBUTIY, X B TR T BRI
T BT BRI R S RIS S .
BRI, FNFICMZ BB E
ST DL 5 0y B UEThRE, ] LUK L 5 32 BURE K ShRERC &1 H o AR & B SRk Al H P gk
TGO I0AE . S8 a] LAl K T e, ] U S 5 00 50 E A4 Rl el A1
B IEIERE
FXOS S FFLLU R P G4 6 E :
o AR - SCRFLUTI NS AAA RS
« LDAP
* RADIUS
* TACACS+
« IRt - Firepower ALAE4ES—AN o] F ] P IC & SO 78 A HW B P2 o 468 ] DA FH I A st 5 s
FEAREE AAA RS54 KPR 7 Sy B0k . R AURTEIK .
HFRfAat
FXOS SZFFUH o Be i XS AT AR R AL AT DLy e 1) A (0 A0 35
« BIER - SEAONEEAN RS Ui . BRAE O, R BRI H SR P EC AR e, R AN
Aet FLEAT B
c AAABIER - X MO AAA BEEBH TS Ui X R H AR I E 5 1)
o IBAE-XINTPHCE . AT 6815 01 1) Smart Call Home FCE M R4 Hik (UFE R4 H LIRSS
WD) TS Ui . 6 R G4 A I I U ) .
o FUE - X RGECEIT Ui, (BB RGRE.
HRAHH PR OGS, 1S PSR, 247 0L,
W E AAA

XS IRERAIE T 1E Firepower 4100/9300 #4515 B SN I0IE . FARNLIK (AAA) [FIEAR KN,
1. BCE PR B
o A - P SORUASHE B0y B0 2 F P9, 5 47 DU 38 4%

© LR - BUEETE AAA IS5 as Ui MR G BCE K, Rl

. 2%} Firepower 4100/9300 FX0S CLI i B#575, 2.7(1)
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* BiC'E LDAP $24LFE) Y, 25 151 0L
* lid'E RADIUS $2 (R F , 25 156 1L

* Bl TACACS+ #EHERE > , 56 159 1L

N

IR R TR AAA RG2S, S AR RN S5 g LR FH I & AAA
He%s, SRJGTE Firepower HIAH LACE ZCFE AAA A 55455 ]

2. FREBCAS Y IGAE T % - IS A B, 5 47 O

BLE LDAP $E1ti2F

BCE LDAP {2t 2 Fr R B 1%

TE AT 25 TP C 2 1R SR M) T 2R A () P A R IR PP A e i 5 R B W . R B AR P (64T
X LE g PR BB, W Firepower W] 4 A RGKAT HIZ W B I IS ERA IR E .

AT Active Directory {F 3 LDAP R %5%%, & {E Active Directory R 55#% -H 8 FH Ik - LAY &
Firepower "4 JBER/E RS LK N AT KA TS W) %04

UK

p7 A RPN E N U B

Firepower-chassis# scope security
PR 2 A4 LDAP Fik:
Firepower-chassis /security # scope ldap
PR3 AR ST B R I SR AT HE R
Firepower-chassis /security/ldap # set attribute attribute
PR 4 DRI 4552 DO A4 1T s34 T B R -
Firepower-chassis /security/ldap # set basedn distinguished-name
PRSP s I SR AT B R R
Firepower-chassis /security/ldap # set filter filter

Hor filter 72 35 LDAP R 4528 — A R SE2s m Y, BN cn=Suserid Y, sAMAccountName=3$userid.
L yE R IS Suserid.

FER6 WERGAEVEN] LDAP 55 SAE UL T, RE S A I 55 % At Wi S YIS 1) o«

Firepower-chassis /security/ldap # set timeout seconds

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B oz woarizpes

TR LSRRI R AN E

Firepower-chassis /security/ldap # commit-buffer

Gt

LR 7K LDAP J&E 5 &l CiscoAvPair, KAl X 51 4 e & M
“DC=cisco-firepower-aaa3,DC=qalab,DC=com” , ¥ il JE2% % E & sAMAccountName=Suserid,
VB B B g 5 Fp, IF HRAS T4

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

\}

IR WS LDAP H 7 /) DN L 255 AN FE4F, H P Bk 0.

T—5Hit+4
@143 LDAP $24EFE .

£I%2 LDAP 12 {32 ¥

M UL D B IS LDAP $¢4EFE 7, B4 Ik Firepower ¥ #2134 T- LDAP ) AAA JIRS5%E
SEEFE RSS2 o

\}

B Firepower N[ ¥ EHAE RS 2 7 16 4~ LDAP $24LF2 /7.

FiaZ |l

W HAE ] Active Directory {F ) LDAP R %5%%, 1 {E Active Directory i 55#% -H 81 ] Ik 7 LAY &
Firepower H§ Rt R4 . JLIk P N EB KA 20,

UK

FT]R1 FAeHA

Firepower-chassis# scope security

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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HEN 224 LDAP FE

Firepower-chassis /security # scope ldap

% LDAP R55a% 5245, HEN 224 LDAP R4 2etiak .

Firepower-chassis /security/ldap # create server server-name

WS SSL B, server-name (GHH 4 1P Huht 5k FQDN) A ZUR5AfiVCHC LDAP A4 4% 22 ik o p
I3 2R (CN)o BRARTRE T 1P Hudik, 75 )25 C & DNS JIR45 % .

CHIIE)  BOHE LDAP JEE, FRAA# T A A DX ks B A -
Firepower-chassis /security/ldap/server # set attribute attr-name
PR PEIR L — DMK . RGUEH il s b A VL FC L s 2 R IR
A A ST, BRAECA LDAP $RAEF2 738 T BAE 1.

(AIE) {E LDAP JR S K rp B B e Dl 44, AEBLRIREE R, g e P 8 0F H AR g2
AR TEH 7 A4 3R BUT 7 ) DN, JIRSS 4 Y 24 THIR 1 &R -

Firepower-chassis /security/ldap/server # set basedn basedn-name

FEfE DN KB B K AT BAAE 255 DN 2: CN=username K&, H, H/ 28248 LDAP
GOy I0AE VT M) Firepower HUAR S FL#3 8 FXOS CLI e )7 o

A AT, BRAEC A LDAP $R R w1 s 7 B JERE DN,

(ATi%) A LDAP #odf PRIk 7 BEE X3 44 (DN), K 7 0 JEAitl DN T BT S B DU 2 AL
B

Firepower-chassis /security/ldap/server # set binddn binddn-name
SRR FRER I 255 4 ASCIT 344

(AJi%) #4 LDAP 482 [ A ILAC U SOy s H - 44
Firepower-chassis /security/ldap/server # set filter filter-value

Hrp filter-value 72 %25 LDAP w45 a4y — &AM (M yE4s m v, Bl cn=3userid %
sAMAccountName=_38userid. L JEaF LS Suserid.

A LT, BRAEC O LDAP 4R P W E T BRIA L IE S .

S E b gEE DN 487E 1) LDAP il el 7 i e 256«

Firepower-chassis /security/ldap/server # set password

PR E R, THTEEEN set password A5, 1% Enter ., JFAEIEIRTRAb N B PIE.

] DU AT BEARE ASCIL7-4F, A%, § (015 2 (nl'g) Bi= (58'5) KRSk,
(AJIE) $i5E Firepower R4 e R GUE I BLFRALRE P F - EA T B 03 60 1T O Gy

Firepower-chassis /security/ldap/server # set order order-num

(WTik) FREHT5 LDAP R4S 2545 v 1 o Ardfkdm 11504 389,

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Firepower-chassis /security/ldap/server # set port port-num
Y5 LDAP JIR o5 #il (5, it 1 sl n s 1 -
Firepower-chassis /security/ldap/server # set ssl {yes | no}
HEIGLT «

* yes - AU . WIAINETCIED R, JERK R

* no - Z5NE . SR RAIESS S AW SO .
LDAP {§ ] STARTTLS. X fo i/ fd i 11 389 SEAT & 17 o

FRIETE RGN 21T, RGZAER LDAP B PRI K AL SR I TG B (LR R B -

Firepower-chassis /security/ldap/server # set timeout timeout-num

Fans |

BIN—AT 160 BbZ M REE, B HIAN 0 (), DMEHI ) LDAP S AURE 348 i 142 Ja) i

fE. BRINEN 30 7.
it E St LDAP $R 5y IR 55 2 R0 A5 S A S A 7«
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
HEIGLT «

* ms-ad—LDAP $#2{/t2)7 )2 Microsoft Active Directory.

* openldap—LDAP $£{/t2)7 4 J& Microsoft Active Directory.

CArE) A FUET mAS S A 7
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}

ER O JREE R SSL 5 A AR
F ST IRAL B RGN

Firepower-chassis /security/ldap/server # commit-buffer

ot

PLUR R A1 44 00 10.193.169.246 [ LDAP JIR 4528524, B & 465 DN &5, WP oG
SSL ¥ LN fE i, H HARAATSS

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server* # set order 2
Firepower-chassis /security/ldap/server* # set port 389

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

# set ssl yes

#

#
Firepower-chassis /security/ldap/server* #
Firepower-chassis /security/ldap/server #

set timeout 30
set vendor ms-ad
commit-buffer

i oap szitizs

DU 7 B 44 A 12:31:71:1231:45b1:0011:011:900 (1] LDAP IR %2854, BB 4552 DN,

W WU, S, SSL. WE. HENRy RN, JF HIRAESS

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900

Firepower-chassis /security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server¥*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*

set order 1
set port 389
set ssl yes

Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server*
Firepower-chassis /security/ldap/server #

HH H H o H

BEN 22 AR

Firepower-chassis# scope security

BEN 224 LDAP Bixt:

Firepower-chassis /security # scope ldap

TR 45 A€ PRI R 55 4% -

Firepower-chassis /security/ldap # delete server serv-name
RAE SR FI ARG LA -

Firepower-chassis /security/ldap # commit-buffer

w5l
PLR 7RI ER 44 4 1dapl () LDAP IR%5 2%, I HARATAES:

Firepower-chassis# scope security
Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl

set timeout 45
set vendor ms-ad
commit-buffer
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B == raows 2z

Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

Bic & RADIUS 1212+

BLE RADIUS 2 {12 F Ry E1E

FE AT 55 RO ) J P T SR TP BT A SR (IR e I e T S R BB . R MR R P AR AT
XL PRI BEE, W Firepower R4 E#R AT RS0 R % BB I B ERIA B

UK

BEN 24
Firepower-chassis# scope security
BEN %4> RADIUS #5:
Firepower-chassis /security # scope radius

(AIE)  $REAETE W] RADIUS e d5 a2 /i, H8 2 il 5 i 55 s 1O K -
Firepower-chassis /security/radius # set retries retry-num

(ATE)  BEE RGAEVE W] RADIUS JIRS5 8315 WL 1, K5 S84 I 55 2 5t Wi 7 P I T
Firepower-chassis /security/radius # set timeout seconds

FAESTIRAL R R AL

Firepower-chassis /security/radius # commit-buffer

Gt
LAUR -1k RADIUS SR8 i B 4, Kol (] Be B 30 #, I HARALAESS

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

=Mt 4
B RADIUS 12452 .

£1)32 RADIUS 12{L52 5

UL T AP ORI RADIUS $24EF2) 7, HIA Ik Firepower % #5 $2 43T RADIUS [1) AAA filk
55 AR i S R AR 25 2%

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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\}

R Firepower ¥ EHE RS i £ S HF 16 1~ RADIUS $#&LF2)7

UK

pZ A RN E N U B

Firepower-chassis# scope security

HIE2 24 RADIUS £

Firepower-chassis /security # scope radius

HIR3 Q)i RADIUS JIRg5as 64, #EA %4 RADIUS g5 diisk:
Firepower-chassis /security/radius # create server server-name
T4 (k) fREH T 5 RADIUS JIR g5 S35 0 1 o
Firepower-chassis /security/radius/server # set authport authport-num
SIS W E RADIUS RS #5 %4H:
Firepower-chassis /security/radius/server # set key
BREAE, EERN setkey 45, 1% Enter §, JE{EFRFT AN EHAME.
AT LU AT AR E ASCIL 4%, HA%. § (155D 2 (%) 8= (55%5) FRob.
PE6 () firE IR AR Y .
Firepower-chassis /security/radius/server # set order order-num
PR (i) BWEATEVIRS & CCMZr, FHsikS RADIUS k45 & 3E47 3845 1 8 :
Firepower-chassis /security/radius/server # set retries retry-num
HIR8 IHERGAEVEW] RADIUS RSG5 a5 ML R, KSR 55 a5 5t i [ (10 I 1) -
Firepower-chassis /security/radius/server # set timeout seconds

R WEREEDH RADIUS $2AUR PR 0 A 3 S JniE, U B A= 1 Timeout {5 .

FB ARG EATSS

Firepower-chassis /security/radius/server # commit-buffer
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LUR R Bl G — D444 radiusserv? IS 4% LB, 5 5 ks 1 B E Ol 5858, K1
BN radiuskey321, KEMUF AN 2, KEIKKEBCE N 4, KHBINBIEY 30, JF HiegH

%

Firepower-chassis# scope security
Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858

Firepower-chassis /security/radius/server* # set key
Enter the key: radiuskey321

Confirm the key: radiuskey321l
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2

set retries 4
set timeout 30
commit-buffer

#
#
#
#

fHIF% RADIUS 1232 %

BEN 22 R

Firepower-chassis# scope security

HEA %24 RADIUS #K:

Firepower-chassis /security # scope RADIUS

TR 45 22 R R 55 2% -

Firepower-chassis /security/radius # delete server serv-name
KA H IR B R A E

Firepower-chassis /security/radius # commit-buffer

Gt

DL -5 BSR4 4 radius] (K] RADIUS k4548, If HAEASAF55:

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #
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Bc & TACACS+ IR {1z =

fic & TACACS+ 12 {72

Nij
g
N

1) TACACS+ {2172

Y

FFRIE
FE AR5 PG R P T SR R B A S (R e i S R B B . R AN R R P B
FEALPR L m PR3 S, W Firepower I JE4RAE R 48 KA HT % B BT RIS BRI B .

UK

HEN 22 R
Firepower-chassis# scope security
HEN 24 TACACSH i :
Firepower-chassis /security # scope tacacs
(ATi%) W RGAETE W] TACACS+ RS E S L F, 49 85405 JIR 55 e A L Wi 12 1) I [ -«
Firepower-chassis /security/tacacs # set timeout seconds
AT 12 60 FPRIREE . BN 5 7.
KA IR BRI E

Firepower-chassis /security/tacacs # commit-buffer

T
LAR 7R TACACS+ I (] B e B0 45 7, I HLARALAE 55

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

T—5Hit4
Bl TACACS+ $2EREF o

F

Fe M DU D3R UL TACACS+ $4LF2 /7, R4 Firepower 44 #2 LA T TACACS 1] AAA
55 1 TERE A 45 4%

pE

Firepower A[ 4" JEHAE R Gi e % SCFF 16 > TACACS+ R 41EFE)7 .
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. /22 TACACS+ IR {12 /5

UK

p7 A IR PN E
Firepower-chassis# scope security
HIE2 N4 TACACS+ it

Firepower-chassis /security # scope tacacs

S 3 (I TACACS+ 4528520, #HEN 24 TACACS+ 5wt

Firepower-chassis /security/tacacs # create server server-name

I 4 J55E TACACSH IR %% #4559
Firepower-chassis /security/tacacs/server # set key
TEIWRCEME, HEREN setkey )5, % Enter B, JE{ERLRTRAEIANEHE.
AT LU MT B ARE ASCIT F4F, HA5k&. § (O5) o 2 (a9) 5= (255) B4,
WS (IE)  FeE RS 2R T .
Firepower-chassis /security/tacacs/server # set order order-num
W6 15E RGAEY TACACSH RS AHATFHLL AT, HFSERF M 5528 A H W 5. (1) B [ () 5 «
Firepower-chassis /security/tacacs/server # set timeout seconds

Br WRECH TACACS+ $RBEFR P £ R 3R A B ik, 2 BUEIC B BB N

N
g
~

(AT F8E H T 5 TACACS+ JRSS-283@ 45 R 1 -

Firepower-chassis /security/tacacs/server # set port port-num

TR 8 KL IR R AN E :

Firepower-chassis /security/tacacs/server # commit-buffer

Gt

DL 7- B 61 44 0 tacacsservo80 [ IR 454 S, H485 P BCE N tacacskey321, KMl & 4
4, B SR RAIES BB N 5859, JF HAEAZAES

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsservé680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #
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Firepower-chassis# scope security

HIE2 k224 TACACS+ Rl

Firepower-chassis /security # scope tacacs

TR 3 MIBRIRE AR5 45

Firepower-chassis /security/tacacs # delete server serv-name

TR KHES IR R A E

Firepower-chassis /security/tacacs # commit-buffer

w11
DU 7GRS 4 A tacacs] (] TACACS+ R%-28, Ff HIRATAT S

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

IO WFITFE AAA RS SR
DL % 1/ 28 el fd FH FXOS CLI fff i 2 Fhize e AAA I 5548 16 S AL

€ HATAY FX0S H{A 1 iEf &

LR 78] 57~ a0 fn] £ ] show authentication iy 2 Hff %2 24 A 1) FXOS G0 IIE R & . fEARE T,
LDAP & BRI 1) G S0 F AR X

firepower# scope security

firepower /security # show authentication

Console authentication: Local

Operational Console authentication: Local

Default authentication: Ldap

Operational Default authentication: Ldap

Role Policy For Remote Users: Assign Default Role
firepower /security #
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Ty ZATAY LDAP BL &
PLR 250 s el 8 1dap #2 RAHH show server detail iy 21 Hf 72 24 1T 1 LDAP B & B3

firepower# scope security
firepower /security # scope ldap
firepower /security/ldap # show server detail

LDAP server:

Hostname, FQDN or IP address: 10.48.53.132

Descr:

Order: 1

DN to search and read: CN=cisco,CN=Users,DC=fxosldapuser,DC=lab
Password:

Port: 389

SSL: No

Key:

Cipher Suite Mode: Medium Strength

Cipher Suite:

AT IERRAESSOBEC-GA: FHRATFSCRC-IA: [FHISS TSR3 TSRS [ATH: | TS 'EXRORA0: IEXRORTS0: [TOW: 'RCA: IMID: ! TIRA:AHIGH: DM PN I L

CRL: Relaxed

Basedn: CN=Users,DC=fxosldapuser,DC=lab
User profile attribute: CiscoAVPair
Filter: cn=$Suserid

Timeout: 30

Ldap Vendor: MS AD

firepower /security/ldap #

5 E HaraY RADIUS B &
DL 7540 B 7R WA AE radius B3 R 18 show server detail iy 2 K7 %€ 24 17 () RADIUS Bl B % & .

firepower# scope security
firepower /security # scope radius
firepower /security/radius # show server detail

RADIUS server:

Hostname, FQDN or IP address: 10.48.17.199
Descr:

Order: 1

Auth Port: 1812

Key: **xxx*

Timeout: 5

Retries: 1

firepower /security/radius #

fE X BTHY TACACS+ FL B
LR 759 58 75 U] 78 tacacs A5 20 T {8 1 show server detail iy 1A & 2417 H) TACACS+ Fl B 1% B o

firepower# scope security
firepower /security # scope tacacs
firepower /security/tacacs # show server detail

TACACS+ server:

Hostname, FQDN or IP address: 10.48.17.199

Descr:
Order: 1
Port: 49

Key: * Kk Kk Kk

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)



EERZRE

Timeout: 5
firepower /security/tacacs #

= =

ARG H SRRk B MR REET R H G A 6 TR RS 4 107 R sk
B ARG SR S5 a5 B LR HUE A . R0 H AR 545 32 B PR AR A SO, i
AR5 fi] BLC B SCAEAT B R DO AIE D 3 H &AW 2 HAS SO Ry It o F Ao A
B HE R S FEAF AL PR A B

UK

UNEGLEW

Firepower-chassis# scope monitoring

JA P BEA T T 46 5 RO R GE H

Firepower-chassis /monitoring # {enable | disable} syslog console

(Al P BRI B0 . mRAGHECKHM, REKAAEES 6 ERRtgom Ll b
THE . JONEIHE R SR N BHRAUR S . BRINGON ) ™ (Critical)” o

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

JA B RS R G H SR

Firepower-chassis /monitoring # {enable | disable} syslog monitor

IR SRR R BRI R0 . WAL AIRA TR, R0k Won g0 & Ll B S 2
T T B SR P N s BRI P 21t o BRIAZR9 A ™ HE (Critical)” o

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

R HEMEMANT terminal monitor ayS 2 J5, A /E&um Bles L Bor T “OYE” 2R
/ﬁ JN o

R EEE T 1 R G H S B ARG H G
Firepower-chassis /monitoring # {enable | disable} syslog file
TR WSk B S A bR . U iR Z A 16 N FAT.

Firepower-chassis /monitoring # set syslog file name filename

CRIE)  JEFREATAl B SCAF P IR AR B 200 . WARSIPIRA T, RGURAE RS H &SP A7
fitt 2 ) B LA B R e G0 I T04% B SR M s BRI 51t o BRAAZR9 A ™ FE (Critical)” o

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}
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(%) ARG AR IEEE SHIHE B0, s RN (LFEWH YA o JuH
b 4096 F| 4194304 Fi .

Firepower-chassis /monitoring # set syslog file size filesize

a) A MeZE WB?%%EA%%B?VL MH%%%&%Ui% BB

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (AR EFEAF AR B SNES H SR BAR B S0 . aRIZFEHC A, RGORE ) S8 R 55 o
RN S L BT R e GO T B SR I ISR 41 o BRAG A “aE
(Critical)”

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

o) i CIERZE RS H GRS BN B IP ik, FHA T REZEE 256 74T

Firepower 148 /monitoring # set syslog remote-destination {server-1 |server-2 |server-3} hostname

Xk
d)  CTIE) 4R5E O E IR R G H SRS de SIE I R G0 H S S B 5 e % 40 .

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

BCE AR . O B2 Y B (B A A R P A LU i

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
X AT LA LT Hoh— i
* B1Z (audits) - 5 H SR AL B A A2 B 00 H e ¢
* BB (events) - i FHEUAEHI T R GEF AR H Bl 5%
* #UR& (faults) - o JHEEAH ITAT R0 H &l .

AL

Firepower-chassis /monitoring # commit-buffer

Gt
LAR 7Rl A din e e FHAEAS 0 SCA T b A ik 2R 48 H 73 BT HARASAE S5

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor
Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
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Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

BcE DNS AR5 =5

)

WERARGEESROR AL MR 0 1P Mk, R 24455 DNS IR554% . . W R ANEC & DNS JlRds &5,
AL Firepower HUAH FRCE WCE I, AREATH www.cisco.com %544 5K . %8 AT e 7 20 FH Ik 45 45 1)
1P Hhiik, CATLUSE TPv4 Bk IPv6 Mk, 5% nLLELE 4 4> DNS 45 %%

pE

FoE Z A DNS kg5 iy, RGN TR IR 45 WEARACHE B Ay & 25K DNS JIid5 &%
i, B HAELLBEHLBFEE 3 4 DNS Hids &

UK

HEN R G
Firepower-chassis # scope system
BEANR GRS
Firepower-chassis /system # scope services
LA B B DNS HR4-4%, IEHAAHN M4, W FR:
* ZECE RS DI AT YR 2 1Pv4 5L IPv6 Hibilff) DNS fR%5-85, 5T LA M A
Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}
o SR BATHR T IPv4 B IPv6 Hubk(¥) DNS RZ5-4%, il AT LU R At
Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

FAE SR BN RGN

Firepower /system/services # commit-buffer

Gt

DL 7 e B ELAT IPv4 Hidik 192.168.200.105 [ DNS RS 883 HAZATAT 5

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # create dns 192.168.200.105
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Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

DL 7 e B H 4 IPv6 Hidik 2001:db8::22:F376:FF3B:AB3F [f] DNS 45 %8 3 H A5

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PLR 7 I EL AT TP Hudik 192.168.200.105 (1) DNS %5 28 3 HIRATAT45

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

J2 A3 FIPS ##5

PATLLF LB, LAYE Firepower 4100/9300 #L46 )i i FIPS #:X.

UK

$IE1 )\ FXOS CLI #E A\ et

scope security

FIR2 i1 FIPS £
enable fips-mode

PR3 RATHCE:
commit-buffer

TB4 TP RS
connect local-mgmt

reboot

T—5#tta

7E FXOS FiAS 2.0.1 Z A, B IR E & &I RIAE SSH EHUS AL A 1024 7. B4
FIPS FLE FHAREAIE TS 3K, A0V S IH L, 2B SSH EHLE ], 55 80 T 1
AR D R AR OHT I L . WERANPATIXSSB D R, WIAE FIPS A s SO0, Beas E50r

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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JRBA, A TCVE] SSH RS 147245 BG4 . i RAAE ] FXOS 2.0.1 8 i AP T HIAH
YU JE 8 A T R LA B

J& R FpR R

HATLL B8, #E Firepower 4100/9300 HLAH L5 18 F AR AER

UK

$IE1 )\ FXOS CLI #E N\ 2244t

scope security

HER2 A HIE bR AERE

enable cc-mode

PR3 A

commit-buffer

SR TR

connect local-mgmt

reboot

T—¥ it a

7E FXOS WAL 2.0.1 20, B IR E R &G BIA SSH EHUSHB M 40S h 1024 7. 75
FIPS Fl I ARAENIEFF R, A S IH ML, A A2l SSH =N . 55 80 Ui
AL R EBOF I EHUE . W RARATIX LR PR, WIFE “il FHAR#E (Common Criteria)” £5
A HE R, WATBRshG, B SSHIERZRFH 518, n 1AM FX0S2.0.1 805
FERAPAT YIRS, W 75 A2 BOB 1 =L 8.

BLE IP 7le] %15k

BRIMEHL T, Firepower 4100/9300 HLFSHHE 465 A H Web JIR 25 2% BTG Vi i) o #8020 48 F AR TP BRIF)
VPR FIRBCE 1P U5 513K

IP Vs M I SCRF LA R X
* HTTPS
* SNMP

* SSH
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XTA% IP HLhES (v 5ive) , RN SRR E IR 25 DA T . T/ 0 FIETSE 0 SRV R

PR i R 55 o

TaigE |

M FXOS CLI #E AR SR :

scope system

scope services

N IR U T AR 1 e 25 G 5 TP e

IPv4:

create ip-block ip prefix [0-32] [http | snmp | ssh]

IPv6:

create ipv6-block ip prefix [0-28] [http | snmp | ssh]

1l
IPv4:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

IPv6:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipvé-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipvé6-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 https
/system/services/ipvé-block* # com

/system/services/ipv6-block # up

/system/services # sh ipv6-block

Permitted IPv6 Block:

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)



HABTHIEO RN MAC uEig. FaEEmacki [

IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh

ABEFEGFEEORI MAC TS, FEFHH MAC itk

FXOS HUAH 2 A 304 25885064 11 3 2048 1% MAC #ihik,  DARR AN S v it e 290 D4 FH ik — 1)
MAC Hiht. FXOS HLUAEAE A LU N4 UA Bl MAC Hidik:

A2xx.yyzz.zzzz

b, ey B SCHIRTR B R G LIRS, zz.zzzz 7 P UFEZE A O 3 B8 . R4 LI
45 C/F IDPROM F a4 MAC Hihibyth 1 (1 25— A MAC Huhk (1) 2 AMEA A AHERC . A
H connect fxos, #XJ5iH 1 show module & F MAC Hihibyh . #lf1, TR BasiisH TR 1 MAC
Huhik3 [ 4 b0aa.772f.f0b0 & b0aa.772f.f0bf, N RGEHTZ54 42 f0b0.

HREAMGER, SRR 0/ 33 MAC Hhhtk , 25 224 T,
R A H i A MAC Huhl,  DLS i fer e 60 b e A= BT A B T R4

\}

ER O WREAEREE RS ST MAC HuETSE, R RS B R WA

UK

TE AN LS HEL REEAN AZ) MAC L.
scope ssa

scope auto-macpool

IR

Firepower# scope ssa
Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool #

N
5
N

BE A MAC Huhk B F # MAC HhhbRT4% .
set prefix A%}
© HUZR-HN— DT 1 H165535 2 (Al . LRy SR 25 46k — AN VUL B+ /N 3B B
FEHAE MAC Huhik () —3E645 .

WA ST ER B 1 - WARCRE T ERBEE N 77, WINURS 285 77 $e8 o -+ N 2EHI{E 004D (yyxx).
£E MAC Sl AL, AT S SO (ooyy),  ARESHLAS AOAS 312 DL G

A24D.00zz.zzzz
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$IE3

$TIE4

T HIZE 1009 (03F1), MAC Hudik
A2F1.03zz.zzzz

i

Firepower /ssa/auto-macpool # set prefix 65
Firepower /ssa/auto-macpool* #

RAFICE .

commit-buffer

T

Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

EE MAC #ihkhd .

show mac-address

i

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3
A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdlz Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8
il

LA 7K MAC HiTgE 324 33,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool # set prefix 33
Firepower /ssa/auto-macpool* # commit-buffer
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Firepower /ssa/auto-macpool #

Bl AN 2R B & 30

TR RN A LB BRI DL, H B e A BRGSO AR B %/ N S 451
I, TR E A A B B SO BEUNC B OO W CPU AR LA s R RI %O B= 3)
&I RAM,  FEREREAS LRI AL 23 10 B 40 GB.

 B/MZOETE N 6.

© BT NFRARIR, JovERRE 8 ML

< BATLA BB (6. 100 124 14%5) M, JhEH K.

o KA OB T2 A RPUHIAA RS, TS 23 500 M ERFIA 446 5 229 T,
HLAT RS —A i % 24 "Default-Small" [fJERIAPE YA E SO, eSO OAG f /MZ OB 50T LS itk

BB S e L, AR ARG IS 0 MR SO . 1R, SRR E SO RN LA RN H R g EA
AFAEAT ] TLAR T B SO I BT ke

USRS IEAEAE ], WJCVE S OB UG SO . AR A A ST AR AT S5, 9% e B s
YR E SO, dwim B R A S o T SR T gy W PR R SE R, R JiE R AT REBR
B ORI A 1l 53 R — 2

WERAERE FTD SEBIAINE) FMC Jo SE st RGBS BEE, e AR IR & > IREEIE > IR& > R >
FETE XA b OB RN B (A7

UK

HEN A e g5 A
scope ssa

Tl

Firepower# scope ssa
Firepower /ssa #

B B E A
enter resource-profile name

* name - WHEAT 1 64 DT IECE SRR THER, SRRCE SO ARSI Lkl
G

-

Firepower /ssa # enter resource-profile gold
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Firepower /ssa/resource-profile* #

T3 WAUY .
set description description
* description - W E IR 510 N FRFECESCIF R . AE S A SR IEEN S (1.
5l

Firepower /ssa/resource-profile* # set description "highest level"

TR 4 WE CPU LK.
set cpu-core-count cores

* cores - WEANT 6 Mg KAHZ A IR B SCHZ O (RED , BARBIRTHUAE . OiEdRE 8 4
Lo

EUE
Firepower /ssa/resource-profile* # set cpu-core-count 14

SRS RAFILE

commit-buffer

i

Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

PER6 ML ARSHAAF THIRAC B S RO
show resource-profile user-defined

i

Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 10 mid-level

N
g
~

PG AR 5 | ARl 1R B P A 5 Lo
show monitor detail

IR

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:
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0S Version:

CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835

Memory Free (MB): 200098

Memory Used (MB): 52738

CPU Cores Total: 72

CPU Cores Available: 30

Memory App Total (MB): 226897
Memory App Available (MB): 97245
Data Disk Total (MB): 1587858

Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0

Disk File System Count: 7
Blade Uptime:

Last Updated Timestamp:

2018-05-23T14:26:06.132

SR8 AN LB R E N O

show resource detail

Tl

Firepower
Firepower
Firepower
Resource:

/ssa # scope slot 1
/ssa/slot # enter app-instance ftd ftdl
/ssa/slot/app-instance # show resource detail

Allocated Core NR: 10

Allocated RAM
Allocated Data Disk
Allocated Binary Disk
Allocated Secondary Disk

A5l

(MB) : 32413
(MB) : 49152
(MB) : 3907

(MB) : 0

B F RGN I T = AN U S

Firepower# scope ssa

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa # enter resource-profile basic
/ssa/resource-profile* # set description "lowest level"
/ssa/resource-profile* # set cpu-core-count 6
/ssa/resource-profile* # exit

/ssa # enter resource-profile standard
/ssa/resource-profile* # set description "middle level"
/ssa/resource-profile* # set cpu-core-count 10
/ssa/resource-profile* # exit

/ssa # enter resource-profile advanced
/ssa/resource-profile* # set description "highest level"
/ssa/resource-profile* # set cpu-core-count 12
/ssa/resource-profile* # commit-buffer
/ssa/resource-profile #
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B B [ 2% 325 Il SR B

J RV RIAE SRS, FXOS LR E K ILMN (LLDP), 1XH&— Ny TN RS 19 8 R I E)
W, 7E IEEE 802.1ab ArifErf 52 Lo LLDP R MW &4 H B 5 BB S A M b i) HAh i &, Itih
BWHEBIREE R E LIEAT, ST AR MR RG] L T8

LLDP & —Fp o s, &4 o5 M Hode D ShRE R Ak 45 Bl LLDP % #51# FZ T BRI
oAl LLDP % 4518 3K 15 B

EEFKEM%LE%%%%,@ﬂ&%aﬂ%?%“% %TTELHW%%ﬂ%%ﬁ% &
kg QI e, W EOBCER . SRR AR ARSI G 1. EPM 3 1 i B A7) 52
i 176 A AT T4 1 1) LLDP.

a4

o JovkAE L A i 1 _FCE LLDP.
o SEREFN JI R N BT B VBRI S H LLDP HoR WS F kT . Bra Ho i 11 44 2RIA 25 H LLDP.

UK

N ZVEH .

scope org

T

Firepower # scope org

QU I IR P 190 208 2 Tl SR s

create nw-ctrl-policy nw-policy

il
Firepower /org # create nw-ctrl-policy nw-policy

Ja 71 LLDP.

enable lldp {receive | transmit}

Tl

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit

PEAT L -
commit-buffer

i
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Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

fae 5 3 AR LLDP M T80/ A% 40 .
enable Ildp W /A%

commit-buffer

IR

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

AP BT iy 45 90 288 2 1 SR I P 2 11

a)

b)

LV NARE
scope eth-uplink
scope fabric a

scope interface interface id

Firepower # scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # enter interface Ethernet3/1

WHE RN .
set nw-ctrl-policy nw-policy

commit-buffer

Firepower /eth-uplink/fabric/interface # set nw-ctrl-policy nw-policy
Firepower /eth-uplink/fabric/interface* # commit-buffer
MIO-5 /eth-uplink/fabric/interface # show detail

BE L

show detail

Firepower /eth-uplink/fabric/interface # show detail
Interface:
Port Name: Ethernet3/1
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Sfp Not Present
State Reason: Unknown
flow control policy: default
Auto negotiation: No
Admin Speed: 100 Gbps

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Oper Speed: 100 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default

Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default

Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Allowed Vlan: All

Network Control Policy: nw-policy
Current Task:

d) $RATHE:

commit-buffer

i

Firepower /eth-uplink/fabric/interface* # commit-buffer

Firepower /eth-uplink/fabric/interface #

B EZ 4158 URL

AL E B B URL, LMEE B2\ FMC 24497 JF FTD SE41 1) Firepower HLAA & BEZS . G S AT @ HL

M B URL,  WAE LA 25K o

Fans |

WERAEH FTD SEA 2] FMC J5 S bUAH URL B, MENARE > REEE > RE > R >

FETEXAAE b OB RN B AT

BEARGR
scope system

Tl

Firepower# scope system
Firepower /system #

FHC EB LA 445 -
set name chassis_name

s BUHAHR - BB T 12 60 NTFRFZ I MBI 445K o
il

Firepower /system # set name Firepower chassis
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7K

set mgmt-url management url

mEnE L ]

* management url - % ¥ FMC N KIE# T Firepower HUAH & FL g% FTD 5249ff) URL . URL 44
ZLA https:// FF3ko W RARSREHUARE B URL, WS ALAG 449K

TP

Firepower /system # set mgmt-url https://192.168.1.55

TRAFRCE

commit-buffer

IR

Firepower /system* # commit-buffer
Firepower /system #

EENE R E
show detail

IR

Firepower chassis /system # show detail

Systems:
Name: Firepower chassis
Mode: Stand Alone
System IP Address: 192.168.1.10
System IPv6 Address:
System Owner:
System Site:
Description for System:

Chassis Mgmt URL: https://192.168.1.

55
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* 2T Firepower 2 1 , 5 179 71

* Firepower % [ HENIRI R, 25 193 0T
s ROEHD, 3195 1T

o WP, 35205 0T

o FEBRAE R, 5 208 UL

AP, #5214 T

T Firepower %

Firepower 4100/9300 AT SCHEAERE 11 525 5591 VLAN f-8% 1 F1 EtherChannel (i 35 ) 2
. EtherChannel #% 15 % v LIS [A]— 28 [1) 16 A EGIHE I .

Y . -
MlFEEEEO
WA BRIV T il ik SSH X Firepower HUAH & #L85 K 7 B FXOS MULAE . BEHEZ ST T3t 25 W
R MGMT Bz,
BNCE MR 24, N CLIZHMTECE . 5378 2 R N s 3 1P ik, 5% 95 1. %4% FXOS CLI
TG IR T, TR B A HL A B I S A e 11
Firepower # connect local-mgmt

Firepower(local-mgmt) # show mgmt-port

TR, RV BE A 8 sl N R B TR B T, B35 AT T mgmt-port shut fiv %, MU EE
O frfr IR 121 IRE

it
jn
o
HE

R DGR U R —
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o Bl - 0T . ANREFEZ R A L M RRE 1. AR AR L I R R
HB 4 5 JOVR IR I AR S S AR sl s o 6 TR O R, T iR L A
PO BIRHPUA, IFES — M0 IR AR ) — AR

o Bt - TR . DA S e SR IR S B R 1, w] A s AN IR A S
(BURFTDAEA] FMC) Jtms. RS 8 S A n] B 145 3o e 10 18 AT LA S 3 155
SR 1A BE S M S5 mT LAE RS Se B I B s i S = m e, 5 181 it 3K
PR OASCRE THR A B 1 (AE@ WIS i) ISR Blshi 1 sliibay)
e .

R - T BN R S o IR VAT A — A e AR R I, DAY AN AL
AR OO I SR 1 I D A A B RS . R RN B M
o ARM NS B D RE R, WS E BR, 58 179 L,

Firepower F41: - H - FTD-using-FMC 4 {4 B8 B4 1. BUE A 1, #8245 2507E FTD CLI
CE I IP MR AR S E . i, ST DR B R IS B (B TSl g RE k.
15215 Firepower & B0 BUETR I RANCE — 5P “E B 07 #7. Firepower 421
ATRAEH A2 M@ IS, DL M AL, AR & ol iR 1 S 3k n g |
b 2 L A

o BEAE - HIVERFER AR R &5 RS  HIRE RS . BRIATE DL T, RS HIEIE 48 F AZh QAR
e . R AE EtherChannel 11 527 #7. FDM A SRR,

.

.

HLFEFARL A P B3 ST 32 (VIR TS
P BUAEESE e U RA PSRRI OB 1 50 P R e ) 8 (AT 3
o AR ML S0, BB 515 2 1o T et DU DERE 1 5

N N F: L BRVCIRES B e T8 288, i, e W, BRIAZEF W BEH; 11 8 EtherChannel, {H
NINED RN

P55 e X

X}F FTD, Firepower 9300 F1 4100 R b [f 2682 LUBL e o VP48 g A28 AT IhRE . Bl 2847 T off
PRI AE A5 FU () k2 AE P IDEHE LU0 Z (8l o AR AR A BRI i A Wi i), b D e T FH T 4 e 1Y %

UL i

PG4T DU REAE FTD N FR AT . SO 77 BRK IR 26 LV IR T % s e HIAE ASA Fi
FTD M H (P M o W=, AR 30m DG E RA ST DhRE I E: 0 an R AR
LATIIRE, W) L E A EtherChannel; 7501, # nR I 26432 VR 4 8 BLE: L BIC T 1)
EtherChannel i, 53 o

MAEWN IO E R B ST I, B e A LT B o R T AT LA R T O B R
)25 i Y B 5% 1% .

X B0 R AL EE MBI B T, FTD SR BEF484T
* Firepower 9300
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* Firepower 4100 3741

XLERY 5 1) 52 SCHF RS T W2t A0 4T -
* Firepower 6 Jij 1 1G SX FTW L7 % f £ 58k (FPR-NM-6X1SX-F)
* Firepower 6 %ij 1 10G SR FTW A7 58 M 25 A5 EL (FPR-NM-6X10SR-F)
* Firepower 6 iy 1 10G LR FTW HLAZ 55 N 254554 (FPR-NM-6X10LR-F)
* Firepower 2 ij 1 40G SR FTW A7 58 B 2 AL (FPR-NM-2X40G-F)
* Firepower 8 ij 1 1G il FTW FLA7 58 W 25 R (FPR-NM-8X1G-F)
WEPEEAT AR A I LA Sl DX
©1.2
*3. 4
*5. 6

*7. 8

SNEEE

Firepower 4100/9300 HUATERIAJ5 I EWISCRE . ZEAE Firepower 4100/9300 HUAT - 22 ke ¥y 52 18 4 e 4
IR EWECR, BN O AR v L D E IS ) MTU 8

Firepower 4100/9300 HLAH F N S e 5K MTU 4 9184,

HE=ZOAF RN

TSR] DS SR = M 1 . I BE RV ORAF B LA G DL, DU SRR R 1R M 2%
%% IR DN, HUR 2 EHIME— MAC HUhER R R A a5l SR, i1l ZEAENL

W*W¢H%%% DRI 52 2 TR 3 B R R YK CREAS SEI A 0 RE S S5 3L ] — 4% 1
m%ﬁﬁmf%ﬁ A o Pk, TR R DA RO R

Bl kR A, NUAE4ED T VLAN T8 0% K1 VLAN 4158, #H2 v LLEJE 500 4~ VLAN F
B,

TZ 3L U RO A BAR B
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Max. 10 shared interfaces per instance

EthiA 1/2 13 14 115 16 /7 18 19 110

| Max. 14 instances
per shared interface

Instance 1

FIHf RS R R T R, I RATREAD I O . M, ISR DIAE— AN e 2 AN B 1 A
% 500 D VLAN 701, %F?{@E SEA) 22 181K 4> VLAN.

FCERR VN, T 2 AT R A A i 2000 10 R R X 2 e e 52 ke

1.

et - LRI R, s S A R ARG 0 18 DRI R 418 55 15 45

i, Al —N K% EtherChannel LUK BT AT 285 D84 —ile, 4R )5 3L =% EtherChannel 1] T
B2 5 HEIE 1.1004 200 F1 300 1A AL 0 i Ol IE 2 Al HHGEIE 3. HEARQmIL =
Y2 /EtherChannel £ I8¢ FHz AL, MEILE AT H R, VLAN 4IRS0 @i Fs k&
Ay

W RS — @ &I Aﬁﬂfé/\ﬁﬁﬁﬁm ML e A% (E2 VLAN 4D .
filtm, BB 1. 2 N3 3L EIE 1.100 F1200 (—/l\ VLAN 41) , A2 585k
1 A2 =i H5miE 1.100, Hﬁf%ﬁiﬂm%ﬂn_z/\% HfiE 1.200 (P9 VLAN 4]) .

o - AT TR

=
=

fn, LR A 1.100. iﬁﬁmiﬁii;zzooﬁniﬁmiﬁaid300ﬁﬁ$%ﬁﬁﬁmiﬁté1\ sty 1 IE 2 A
THIE 3. BARIXFE 5k R T AU A — R 71, (BT A VLAN 41,

Uik 13
g 7e - HEBARREO (Y EtherChannel) -

E
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FAFERERFRN VLAN 44 F 500, 15 7Escope fabric-interconnect i N 4ii A\ show detail #7 % .
i

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRI9K-SUP
PID: FPRYK-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: O
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:
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Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
per shared interface

Instance 1
o AN S AT A LS LR S
WS e N LR BRI RRIE L BC, TR LR
 AFEEE AT B L 5 5 CURE BB KBS R
P O B L ORI FTD A BCAE sl s 2 11 o
o AR ER L U T D

2

FTD B9 EXE FTD
o RO Ci M DA 4) 373 0D A Etherchannel.  ASZHFF#2 0,
o MR SAE R .

BT
* SZFF FTD: AT RLRFEATHIPE ASA L .
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o AN]SR A BEAESRAT D RE M

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)



| #oemE

maz0 ||

o ANFLE EtherChannel H [RF ST 8 B S E IR EATH TREFZ4T; v LR e AITHAE
EtherChannel 5 )5 Hi2 11 .

o WEFSEAT ANSCRR R P

21\ MAC it
Xt T 7 SE -
ERIN MAC Hudit B Bk 3% 11 288
 PRRER T - MR AR 20K MAC Mk

* EtherChannel - X} EtherChannel, J& T 181820 /7 frf 2 DA [ MAC sk, bRt
EtherChannel %J W 255 AT PR, RGBT R G B —AN@HIER; MAFIES AR .
138 B V3 R b b (e — MAC kb 322 01 % B2 AR AS 52 I MAC Hbdik .

X T & 2RLH:

« FrfE 201 MAC i E H— MAC bk, XFF 780, e B TS E MAC b
HE, EFREME— MAC Huhk TR 0 BIETE T, TR 2K IEf . 5S4
PRSI K A3 MAC #ilik , 55 224 1L,

BOAHOLT, DB DA T2EAPIRZS . T RUR 4% 0, %500 Etherchannel, #8111 VLAN T4, %
B, B S

P

WIRAE FXOS HMBr—N 0 (Biln, Wi EBERM 2, F2Ek EtherChannel, SR HEANEz 1 HE
BT EC 2 EtherChannel) , W) ASA & &R B 5 dhav 4, DB AT AREATATA] o B R 2, AL
R R O AP AES Z HRE M. EET LIZE ASA OS WA S R IH 42 S

BeEIERO

fen] Ll Wy 0y 208 FPRAR I 1, R BCE 3 DO BERIXU L. BRI A3, 2E FXOS
LA SR e, e LT AR E .

Fra Z Bl
o RNEEEE N T4 /& EtherChannel A% 572 [R132 1 o 45 2EE8: 18 N2 EtherChannel 22 ik Hoid
HiXE,

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .



B ==9es0

N
g
N

$IR6

UK

BEAF PR

scope eth-uplink

scope fabric a

AR

enter interface interface id
enable

T

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

AR BRGSOV b i B A 1B 1 o G SRR AR byl V@ 3 0 (9 1 A enter
interface 5\ scope interface A%, KW E 4RI E, VWX RAFAAE. NAEAEH
enter interface iy 2445 11, AR5 LEKHH2 1 I 21ty 1 838
(ATi%) BB NFRA,
set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

i

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data JCHEF N ERIN R . RGNS Frdata-sharingS 2 . 15 7) L H cluster JCEE T BRIATEOL T,
RYiox Az (e HMIE 48 LA AR T HERE .

AR BB PR A RIS i3 1 SR
set auto-negotiation {on | off}

T

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

BCE T .
set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

T

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

PR DA T AL,

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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510 Etherchannel (ix0iEiE) ]

set admin-duplex {fullduplex [halfduplex}

il

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

IR R T BRI RS, e O TR . ARG TR, RN TR
THZ PRGBS, 2 203 UL,

set flow-control-policy name

i

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

TRAFICE -

commit-buffer

P

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

i~7n EtherChannel Cim[iEiE)

\}

EtherChannel (AR s HIEIE) 52 il LS 16 MR — ARG S 1 o BER IR I M (LACP)
R AE P A 9 24588 96 2 1) AZ BB 2R 42 1Rl D iSC8dis 1.0 (LACPDU), IR 3% 11

#& 0] LUKG EtherChannel H A 4FAN Y BB Y B0 L 4 LG & R

* Active - RIEMAZEW LACP ¥, T EtherChannel 7] LA 5 3= T 8% 4% 1] EtherChannel 37 3% 4% .
B A4 75 B B K PR Mg/ LACP iR, 35 0 Ad = AR .

* JFJit - EtherChannel 432 JFJii, JF HAMEH LACP.  “JFJii” [ EtherChannel H fig 1553 —4 “JF
Ja 7 W] EtherChannel &7 i%E$%,

PR

G0 G AR AN FT I S O 32 BN BB SO FTIRIRAS, WA BB G 222 0k =43 B Py B TR) A~ e Al
EtherChannel # N4k 4.

AR E 1 1 R TR

LACP ¥ rif 5 2h7s In A B8 17 EtherChannel FI%%5Hz, M ST H 7 T 7l. LACP Ib 2 AbBERC B AN
P, R R D AR R R IE A A SR 1 R A R LR A R R
“TF” B A BRI E A & HEE .
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Firepower 4100/9300 HL4 £17 EtherChannel I, EtherChannel ¥ At T3E#2AR & (4T F3) LACP 4
A BESKHPIRE W T9T9F LACP #::0) , BHEMGIL IS v, RIS B AE K &% 11
EtherChannel 75 LA &L N4 E H3E#E (Suspended) IR7%:

* # EtherChannel 3 Ik Bl 3738 45 15045 1 5040 s 2L o 1
* ¥4 EtherChannel ¥ i1l 4 J& T — 020 10038 5 180 2% 100457 R4 10 sl kA 47 ol e 196
* ¥4 EtherChannel 3 il 4 J& T HE4E— 30 @ S & o5 0 im0, JF L2 G —AN oo N iZ
P S
IEVE R, EtherChannel 7E &0 ' /0 BC R B A AT AN S 1B TAE. 3 N2 15 % % EtherChannel
a8 5 % 4%, EtherChannel ¥4k 5 A 3E R 8L TR .

UK

BEAHZ LB

scope eth-uplink

scope fabric a

O e g 11 T

create port-channel id

enable

LS B 1 s

create member-port interface_id

T

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

(AIE) BB MR,
set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

T

Firepower /eth-uplink/fabric/port-channel # set port-type data

data JCHET R BRIARAL . 2888 5L B0 Fidata-sharingZ$ . 5 2)EHE cluster SCHET:, FRAEZLEIL
Sy 1 I T P AE AR U BE RS, A BN L

. 2%} Firepower 4100/9300 FX0S CLI i B#575, 2.7(1)



| #oemE
pazpmmvan 70 ]

WS CRIE) Wy I (T A R PR LR
set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

-
Firepower /eth-uplink/fabric/port-channel* # set speed lgbps
L6 (k) BEE G I IE T R TRAT

set duplex {fullduplex | halfduplex}

i

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

Sk
]
~

JEHEAEHT BBl Py Can SRR i3 SRR
set auto-negotiation {on | off}

i

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

PERS  WEMERAEE =R O LACP s L EA A
T ARER AR L = 1, BRI
set port-channel-mode {active | on}

T

Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

PR WREG T BRGNS, e C N TR D ARSI TR, R LN TR A,
THZ P e B SRS 56 203 1T
set flow-control-policy name

IR

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

SIE10 IR E

commit-buffer

A B ZFEBA VLAN F# 0
00 LU 500 A FH: BRI UAT,
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FANEEIY VLAN ID #sZ A M —1E, JF HAERLS LN, VLANID £ S 0 L
IEAAME—E. HE RS0 VLAN ID e B AR R 75 as s, Sat nl DLZE $oplos 1 Bg i e
1o AR, BAEEREAS 42 CE ARG 1D, X ez TR v AN BRAH .

P AHSEA], AL AT E N N A VLAN 420 . X2, 808 n LEARS B g X FXO0S
VLAN F42 8 0 BN H N A VLAN 7810, X2 LA FXOS BRI S dEBAemsA
BEAE RGO T8 TV H T R 2% 3 B RS N idef o iltur, AL P01, I J0AE FXOS Rt 4%
Fo filf FXOS T4 L5 — g st g A2 0 BBl 7 4 ALy e B 2 AN i, 18
AR 4 45438 P o 133 1 5524 A B VLAN 2-11. 526 B _E ) VLAN 12-21 F1524] C /) VLAN
22-31. WIS AE R AR IX Be 4 11, IAZIAE FXOS H3b A28 M, (HIXARe A GIE. AK
A LA T SE B R se ) = Rlorik, ES TR

Scenario 1
Port-channell
FXOS Paia
VLAN 2—-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
SCenaKio.2 Port-channeli
EXOS Data-sharing
Application
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
SEEMN0S emetiA Etherneti/2 Ethernet1/3
EXOS Data Data Data
Application
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3
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UK

HEANAZ R AR
scope eth-uplink
scope fabric a

i

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric #

N BRI TR R

enter {interface | port-channel} interface id

AR VR INE S 1T O 2 B R A& R . R R O AR L e, )
TR AL T, St m] LA IR 1) 182 11

DOECF R s e = R 1 B i i

i

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface #

(S A E

enter subinterface id

*id - WHEAT 1 F14294967295 Z W) ID. I ID K Fn#5C# 0 1D, 1E4
interface_id.subinterface_id. {01, WEREKE T8 LS INE] ID 24 100 LK L 1/1, )4
FIID KR DRI 1/1.1000 8 AT BLH 77 (8 H % ID A VLAN ID 358 R AH B VLR,
R U AR

i

Firepower /eth-uplink/fabric/interface # enter subinterface 100
Firepower /eth-uplink/fabric/interface/subinterface* #

% H VLAN.

set vlan id

o id - WENT 1 F14095 2 7] VLAN ID.
w5l

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 100

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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PIRS BCEBNEN,
set port-type {data |data-sharing}

i

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data

PESRADIANT AL LM i, fm) DL A S = A0 LM 3 11 o BRI A0 Mol
PER6 PRAFILE.

commit-buffer

IR

Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer
Firepower /eth-uplink/fabric/interface/subinterface #

Gt
PUR7-BIE LUK 1/1 _EBIEE 3 S0, JFREOZE s B o) B =i 0

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface Ethernetl/1

Firepower /eth-uplink/fabric/interface # enter subinterface 10

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 11

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 12

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

Firepower /eth-uplink/fabric/interface/subinterface #

= Ak

LU R R A T i 53 2 2k 45 LUE Firepower 4100/9300 HLAEAE ] o #48m] LU FH 23 S2 R i it 4 A
10 Gbps i I, AL A~ 40 Gbps i [

FHIa Z Bl
ANV Ay 7y S I RE B R A R SRAT D REAIE 11

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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SR QIS BT S
a) HEAATLBI:
scope cabling
scope fabric a

b) AU

create breakout network_module_slot port

T

Firepower /cabling/fabric/ # create breakout 2 1

C) %%if@ﬂ%i:

commit-buffer
RORIE R H BN o A2 AN SN, AR H commit-buffer fiv4 2 B 6T 70 3
P2 WRN/ME > S, WAL R i
a) HEASZ B
scope eth-uplink
scope fabric a

scope aggr-interface network_module_slot port

Pk 23 $%V&WﬁMDLLﬁAm%D L A AEAE v 1 TE A 3 82 11 _EAEH enter
1nterface 5\ scope interface 7%, KB —FKEHRHE R, BN EALAAE. NAAEH
enter interface iy & 4wz M, ﬁ?)ﬁf’%% 1 o 381 ity 1) 36 30
b) {FH set 7iy4 e E A 1138 Fl 11288
1§ Ff] enable B¥, disable 4 &% K A BUR A
C) %%5&@6%%:

commit-buffer

B B it E 1= SR %

LB SR A 23 1 AR G2 R X I, UK RS 152 75 AR AW TEEE 802.3x 4 {521t
LU st SR A% e 1 45 AR B LR, HEIZE M IX CIHER E@‘Em%ZlEﬂE’J{;I@%%JE%I
PE,  AZBUIRIENS J5 P A B 26 X6 L PR B2 ORI A I it 4 1) 2 4

BRI SR B AR A=l R BB PR -
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BEANLDOR I _EATHER,, AR5 HE N TR B
scope eth-uplink
scope flow-control

i

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
firepower-4110 /eth-uplink/flow-control #

2 4 1) S A A ) SR
enter policy name
URAR G R ER A SR, TSR default £E24 4 FK.

Tl

firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

BRI .

set prio {auto | on}

DS 2 v B2 A5 W) i B3 I BL B () PP
Tl

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

JR FH B P O R P R R £

set receive {on | off}
* B - EE IR, % BATEER I D LRI R AR, BB M AR IO R SR O 1k
« BRH - WOk B ISR IR, SR RS IR L .

-

firepower-4110 /eth-uplink/flow-control/policy* # set receive on

JR FH B PO R AR A
set send {on | off}

* BA - R NEHR TR K, Firepower 4100/9300 43 ] 9 4% R IBFHE1E R . 5 (R EF L=
M, HEREEENIEF K.
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i

firepower-4110

TRAFRCE -

commit-buffer

Tl

firepower-4110
firepower-4110

Gt

/eth-uplink/flow-control/policy* # set send on

/eth-uplink/flow-control/policy* # commit-buffer
/eth-uplink/flow-control/policy #

PR 79 0 L T 9 e 1 SR

firepower-4110# scope eth-uplink

firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110
firepower-4110

/eth-uplink # scope flow-control

/eth-uplink/flow-control # enter policy FlowControlPolicy23
/eth-uplink/flow-control/policy* # set prio auto
/eth-uplink/flow-control/policy* # set receive on
/eth-uplink/flow-control/policy* # set send on
/eth-uplink/flow-control/policy* # commit-buffer
/eth-uplink/flow-control/policy #

* show interface

R
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Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface
Interface:
Port Name Port Type Admin State Oper State
Allowed Vlan State Reason
Ethernetl/2 Data Enabled Up
All
Ethernetl/4 Mgmt Enabled Up
All
Ethernetl/5 Data Enabled Up
Untagged
Ethernetl/7 Firepower Eventing Enabled Up
All
Ethernetl/8 Data Disabled Sfp Not Present
All Unknown
Ethernet2/1 Data Disabled Sfp Not Present
All Unknown
Ethernet2/2 Data Disabled Sfp Not Present
All Unknown
Ethernet2/3 Data Disabled Sfp Not Present
All Unknown
Ethernet2/4 Data Disabled Sfp Not Present
All Unknown
Ethernet2/5 Data Disabled Sfp Not Present
All Unknown
Ethernet2/6 Data Disabled Sfp Not Present
All Unknown
Ethernet2/7 Data Disabled Sfp Not Present
All Unknown
Ethernet2/8 Data Disabled Sfp Not Present
All Unknown
* show port-channel
R 1 IEIE R .
Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show port-channel
Port Channel:
Port Channel Id Name Port Type Admin State Oper State

Port Channel Mode Allowed Vlan State Reason

Active
2

Active
48

Active

Port-channell

Untagged

Port-channel?2
No operational members
Port-channel48

All

All

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)

Data

Cluster

Enabled

Enabled

Enabled

Up

Failed

Up

23
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show detail

BRI DR KR VLAN 4UE IS .

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPROK-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: 0
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

show subinterface

BIRG RO,

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface ethernetl/8
Firepower /eth-uplink/fabric/interface # show subinterface
Sub Interface:

Sub-If Id Sub-Interface Name VLAN Port Type
10 Ethernetl1/8.10 11 Data
11 Ethernetl/8.11 12 Data

show mac-address

BRI MAC bk 2 Fe s ot .

Firepower# scope ssa

Firepower /ssa # scope auto-macpool

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name

A2:46:C4:00:00:1E ftd1l3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3

A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftd1l3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5

wEn i
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A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdl2 Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8

HEBR I O 8 f&

iR MR EEFZEL 1076, BHIIRE 1024, REHMED, HBRLOREBERITH
£ZEOMYE, BOAZROMNSERENNEINHERELZFED. WRENMRTFZED,
BREBILES, BARFLTBEMURKEELLEN R IRINERERR. BXERAREGIMBREIHKE
HREE, BSAX0SEERmM. €A “X|EFEER” T “BRFERER” EFYETZHN
HABEFRITE

UNRAE SR B R B A M L 7 I B A, DU DR A 3 T A S e v I v o e 7
PO WA e g5 A AN RS G 0 P ORI RI 4L AR B 4 o W SR N — AN B A 15 S N B L 2 1 4%
F, 5T R/ E S E 2 VLAN 41, JEBRILBRARE, R R A R0 . BLfg vt in) @, 752248 H CLI
A A B S22 10, DR [RI 412 8 v 4% A R AR A 1 T2
HRVEAME B, SRR 5. X85 W DU 82 0 RZ 4 B4 TG -
o i) AR FRE LR RO S I8 1.100 (VLAN 100). 3 381 1.200 (VLAN 200).
¥ 1383 1.300 (VLAN 300)

o WIRW A, LD1. LD2. LD3 fl LD4

W1 A—PiZiERE EMRTED, BRESEEHMBERE

AR A, RS AEN IR E P A 73 D RIAT . A R 70, — BT
LRI D RCRE,  DIARSEHE N R .

W2 N—MiZEiRE EHRESHRIIE FZD
M CLI B2 et EMIERES P RIPTAT T, R)a R ECE RS IER S R .

1. A VLAN A (%) . £V, 4 1 4455 VLAN 100, 200 fi1 300, Fox 3 MLET
B,

firepower# connect fxos

[...]

firepower (fxos) # show ingress-vlan-groups

D Class ID Status INTF Vlan Status

1 1 configured
100 present
200 present
300 present
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2048 512 configured

0 present
2049 511 configured

0 present
firepower (fxos) # exit
firepower#

B e A U AR B R AL R

firepower# scope ssa
firepower /ssa # scope logical-device LD1
firepower /ssa/logical-device # show external-port-link

External-Port Link:

Name Port or Port Channel Name Port Type App Name
Description

Ethernetl4 ftd Ethernetl/4 Mgmt ftd
PC1.100_ftd Port-channell.100 Data Sharing ftd
PC1.200_ftd Port-channell.200 Data Sharing ftd
PC1.300_ftd Port-channell.300 Data Sharing ftd

MBS EMBR 0, ARG R E

firepower /ssa/logical-device # delete external-port-link PC1.100 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.200 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

WURIEAE BRI R PR AT TRCE,, WIERZK LR 2 A VLAN 41, 3K Al g™ AT B U A kAR
RIF LS RAFRC

& 3. NEPMAIZERE LRRTEZED
M CLI LA T &4 ieas BB 74210, )5 ORAFBC B LA IR A5 B Bl

1.

TE VLAN 4 (ft22%) . e M, 40 1 45 VLAN 100, 200 F1 300, £7x 3 MLs=T
B,

firepower# connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present
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2. AENETANEHEANED, IRl X O A b,
AR T VLAN 4, JF5 5 show ingress-vlan-groups %% AHUCH: . 7F Firepower N4 &
e, BT LR AR RS A RN L P O b, DU R IR 1) T A I S

1 S HEROMIHIH

VIBGICLE-C8  Hardware Bypass

7 CLI L, WICLEA P72 v A& AR AL, B3 C I 1 .

firepower# scope ssa
firepower /ssa # show logical-device expand

Logical Device:

Name: LD1
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100 ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200 ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:25

Name: PC1.300 ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)

Interface Type Admin Speed ‘Operational Speed Instances VLAN
@] MGMT Management
4 W port-channell data 1gbps 1ghps
Port-channel1.100 data-sharing LDA... ﬂ\ 100
Port-channel1.200 data-sharing = LD4... @ /nterface is shared by 4 instanges
- . LD4
Port-channel1.300 data-sharing LD4... & o
Loz
@] Etherneti/3 LD1
» EH
W9 Port-channel2 data 1gbps lgbps
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Description:

Name: LD2
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:28

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD3
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd
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Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2B

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

Name: LD4
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetl4d ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2E

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

3. WEREANZAE B BRI, KA DRATICE

firepower /ssa # scope logical device LD1
firepower /ssa/logical-device # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

. 2%} Firepower 4100/9300 FX0S CLI i B#575, 2.7(1)
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firepower /ssa* # scope logical-device LD2

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD3

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD4

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

BHL LB PR AT E 5
BR 4 BFEORME—AHE MEERE
5 CLI Hofg 1 DI B A I P A @ 4 e 6, AR5 DRAFIC B LLRID IS I B

1.

B PN RSB, WG IRAFICE .

firepower# scope ssa

firepower /ssa # scope logical-device LD1

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD2

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD3

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD4

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell
ftd

firepower /ssa/logical-device/external-port-link* # commit-buffer

firepower /ssa/logical-device/external-port-link #

IR R 3R As T E, B ZOR B 2 A VLAN 4, X ] e AR A b U A At it o F

.400

.400

.400

.400

WURIEAEBRAE I RE PR AT TRCE, MIERZR LR 2 A VLAN 4, 3K 0l g7 A AT B U A kAR

PRI P E AR AR
ST LUK B 118 38 1.400 VLAN ID 2% N1% VLAN 4 1.

firepower /ssa/logical-device/external-port-link # connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
D Class ID Status INTF Vlan Status
1 1 configured
200 present
100 present
300 present
400 present
2048 512 configured
0 present
2049 511 configured
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0 present
firepower (fxos) # exit
firepower /ssa/logical-device/external-port-link #

EORE

LIREZFR FERRA hEEE R
500 4 VLAN, JCidhdifk 2.7.1 DART, Be#S2H 250 £ 500 4~ VLAN,

ELARTR R A 42 11 o) 50 R A 350 38 e
Ho DUAE, EWalLLERT B BN i
500 > VLAN,

FH T 25285241 1) VLAN 74511 241 PR R TE R D, W DAAE

FXOS % VLAN 7410, ] LL7E

LS 2 LR,

iR BESRAEH 6.3 55 A
FTD.

PG MU fT 4 : create subinterface,
set vlan, show interface,show

subinterface
BT /ME UK Firepower 8 B LS HL
T
W& > WEEE > wmE K> ZEOE
£

FHT 2548 S i B 3L =4 11 24.1 BRI R O, AT

SEf) 2 R A,

R ZORAEAT 6.3 s RS
FTD.,

BB T4 set port-type
data-sharing. show interface

HHFARAFBELAT 50 Etherchannel | 2:4.1 DUE LUK IR S Etherchannel
BWE N “FH” LACP #iXak “fiks”

E‘tﬁ o oAb Etherchannel 1Y 37 F

“EH” R

HEAE ) 2 set

port-channel-mode
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TIREAFR

Dised

IIIIP

B
o

Y FTDWN BEAE A7) Etherchannel

BLAE AT L] FTD A IBEEE AR
EtherChannel.

FTD SZHF K A I B R A A% 47k

2.0.1

HEAE FTD N A B P IBEAE e
PORSALEIT, FTD 2310 FXOS HIAH &
LN S0 . BERRIRAS AL =k
oy NI — MO R, MU
B B G A IR O )28 AN

FrfMESUN 4 : show fault |grep
link-down, show interface detail

FTD S Hr A48T 9 2 Fi e

2.0.1

B G AT Ty DR e DR R [R) 4R S AE 2
FOGS Z [l a0 o A2 SRR A s
I, BEDRET ] T-4EFy R 45 1R

B /& T Firepower & HLHULN 32 L
Tiji

W& > IREEE > O > RHEYIEED

FI-F FTD [¥] Firepower F/1-2 7 % 1

o] LUBR: O §8 %2 9 T FTD ¥ Firepower
A . R T FTD Wk 5
PREL. BAF L, BZI/EFTD
CLI LJic I 1P Huhb FSLAh 24, 11
i, AT DO ER R S S (a0 )
i) horkatick. EZSH
(Firepower B HIHULICE R “ARE
BCHE” & “CEEED

BB MUY FXOS #iv4: set port-type
firepower-eventing. show interface
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o IRV A BRI R4, 5 225 T
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« ININEEAE . 2B 261 TT

* It & Radware DefensePro , 55 289 11
* BCE TLS oz , 5% 299 ul

s HIIPRWS , 302 00

s MRS, H312 00

o TR AR R, 2R 314 1T
PR LIES, 5316 1T

A Y 1 [ - | \rL
KT BEIEE
W% AR IEAT NN S CASA 58 Firepower BB fE1D) Fl—ANaliE & igs N (Radware
DefensePro) LA B 554 o

ISR AR VA I, I E SUN T SEGIRAUAIRRAS, 23 1, JF RO B R R N TR E 5 1 1
FPuE .

\}

ER X T Firepower 9300, ] AZEAUAE B B2 e RRISEAU R (ASA FTFTD) o3& W LAYE
AT FAB AT — Tl SN S A R AN TR AR

I ABFRIZEIRE
T DL I 2 240 24
T - A S SRS o S
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B zessnmesss. sefnit

o AR - RIS AT RH Z A A i, BARNMEEINEmEREE CER, Sk
=AML, [R]IE BESE I A B B R 2 N R OUARYE . Firepower 9300 55 22 AEL 1 %
KHHUAAE N HESE . KT Firepower 9300, Frf3 —/MEHA IS 540, FDM A SCREEERT.

BHEIRENAEFEG: SR/
R I A B 7
« RHESE - AN 5 AW BB Y (CPU. RAMRVRERC ), B (LT 52
A

o AR - AL 2 R R Ay TR, DRI AT DLz e 2 AN A sL . AT
FMC ] Firepower J&( S 1837 £5 2 s Thig; ASA Sl FDM (1) FTD AN FF.

A\

ER RE S AN, A2 EES ASA 25 SRR L. 21 S
XA T AN S, 12 S D RE VAN AR AR S . P S R
SEGEUR B M BT B PO INAR . A ST R 58 4% Firepower
BT RE S R . T IR, 2RISR S e G B 2
5to Firepower JEIY AN S HF 218 5ebia,

X} T Firepower 9300, 1] DATEHRESEAE Af FHACHE S5, 7 AR b AT FH 2848 5541

AHEEMEO

R R TG A 25 22 S (R FR: 11, W DAZE FXOS Az VLAN T80, 38 0] LLEE 2 /N Se ) 2 i)
FEEE O (VLAN BB 1) o ARMUSEBIASEH VLAN P2 088210, i S W gz 0m)
PREME, 5 181 TUAH 4 ILBIVN N VLAN T4, 2 199 T,

WA TG SR B 5 2
AR HE AR IR A AR LT 4096, DM BUR RE B0 144 58 0 % B0 51

o ME I - WERACHE DSBS A AR DAR I, WU 20K Bt 0 00 2R 2150 6 T Mt
AR I (FEE IRt ) IR B S 1, VA TR A S B kAT

7K.

o ME— MAC Huhil: - URPRE B 30 A2 O R SL 5248 /R N BT A 42 1 ME — MAC Mk R A4 sk
I AN, W SREAEREA SEB A 23 Mo g i 4 L K ME— MAC hhb.  EJiri% dids o
I EAE B A BATE— MACHUIE R SEB . AN ARG E SN R, R LT85 E MAC
Hudik.

\}

ER WAL H M MAC Ml 4R E 3 MAC Hidik, 0O 25 S ITAL i B BEAS s 41
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Yl |

H\

el

T RIS AN R 2 A S OS] C O i h 2R R AR B MAC Mtk HE 5y
Rt iz A e 2 5 Co

B 2 {E M MACb BT £ F RO THIEE S X

7
( Internet

Packet Destination:
7 209.165.201.1 via MAC A20C.F142.4CDC

| eth1/1 (Shared Interface)

[ Classifier |
| [

MAC A20C.F142.4CDA MAC A20C.F142.4CDB vI’\fljp"-\C A20C.F142.4CDC

Instance A Instance B Instance C

Y
eth1/2.1 eth1/2.2 ‘ eth1/2.3
| Inside . ! Inside - ! Inside L
[ CustomerA [ Customer B ) [ Customer C
Host Host Host
209.165.202.129 209.165.200.225 209.165.201.1

WHER, DASTIrE AR, BEHSR B AL . FEIER T 28 C Mg b
() WL 0] LI o AR AN R B 9249 C I LUK B 11 1/2.3, DRI 2R 28 4 B 10, 40 fic
ESiNoN
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& 3: 5k B NEB ML RIE N E
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( Internet
A

*eim nAa

Classifier

eth1/2.1 eth1/2.2 *’—Jthh’Q.S

/—’ Inside -~ Inside * i Inside
CusiomerA KCustomerB & | CustomerC

-

Host Host Host
10.1.1.13 10.1.1.13 10.1.1.13

X B K, AU e . RS TR LR I LLSe] C B 45 BRI =N H
PREEE . TR AL DZ B S C R LURRIRE 1 1/2.3, DA I» e85 S0k Bt £ 70 1 22 5451

C.
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[ 4: 1E ARG KIS

Yl |

Y
Classifier
eth1/1.2
eth1/1.1 s ethi/1.3
Instance A Instance B Instance C *

eth1/2.1 eth1/2.2 eth1/2.3 Y
' Inside 5 /' Inside —~ Inside !
[ Customer A Cusiomer B ( CustomerC \

Host
10.1.1.13

-

Host
10.1.2.13

Host
10.1.3.13

ST AR, AR ME— 1, I FLIX e 5k 4342 1 8 Etherchannel 2 1. FEIJER T
KB B I LLSEB] C RIS B =AU H RS 6. B A N 10 & A0 lid 2 52461 C 1 LAK MY
el 1/5, a2 25 o 0 40 e 22 524 C.
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& 5: FTD B9 N EX &
Classifier
eth1/3
T
eth1/1 I~
Instance A Instance B
ethi1/2 eth1/4
~ Inside ~ /' Inside -, —~ Inside !
( CustomerA) Customer B ( CustomerC \

- e

Host Host Host
10.1.1.13 10.1.2.13 10.1.3.13

RELA R

FLERAE A S AT TECE 5 AN S AT A RO JOB R s s Bl s — AL AN 1 5 55—
SR AR D Se At ) RS BUE R AE TR S BB = 28, I g (LS8 SR O
JUJ AT i AL IR S

R IR TR R G AT AN S 1 1 D S
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<

[E] 6: REX A 253151

( Internet
\ _

eth1/1.2
Outside

Gateway
Instance

Inside

eth1/1.1
(Shared Interface)

Outside

eth1/2.43

Inside Inside

BRI % LHIERE
LA R 45 P 37 R T 0 A B 96 AN SR LA T

B - P S BIEAE A I EAE 1 B CEFEESEA) o B EtherChannel 5PN JE LUK %
Fo FERFNY I, %85 AR [R5 B R 4 BV TP ik

o N - BEAS S A 8RS 2 B TR D (BdlRAY) . it EtherChannel £045% P54~ J7 JE LUK
PIE e RS DAL AL R 2

o SN - BT SR A i 1 A 3 B (eI SRAY) o Bt EtherChannel (45PN JTJE LUK
W o AEREA N N, 1285 A ] — 4 BE R 2% L ME— TP Sk

o HBE DI - REASSCBIHAL T o 1 EAE 4 B BRIt BtherChannel 445 W4>J7
IELURMIE o BEAS T2 DL AN (K P 45
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. Inside2 ) ( Failover 2 )
[ Management ' ( Outside
R T - 2 e
po2.101| 10 o | PO2.103 p02.201| o opp| PO2:203
Data-sharing
poi po2 ~ po3 po4
two 10gig ifcs two 10gig ifcs two 10gig ifcs two 10gig ifcs

Chassis Backplane

poi pot pol

Instance A gem==m p02.201 Instance B i po2.202 Instance C Eeme=s p02.203

RBELHIIEOR B 50 MAC et
FXOS WAL F1 8010 2038 922 11 (1 3025 e MAC Mkl BAB (R SN 52481 0 s B LR T IE— MAC
Hudik.

WARET N AL O T A MAC ik, WAL T3 7 BUi MAC k. i SRR 5
kR 7 T3 MAC ik, WA A2 R st bl . fER BB SN, AR B MAC Huhilb 4 b5 i 2
LA L ] MAC sk b, AT U AE N ] 4 T8 E MAC $iudik.

i1 T BBt DL A2 TRk, RIS A NZ B EL A2 TFK T3 MAC Hudik, DU % i Bk
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A2xx.yyzz.zzzz
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] connect fxos, X /5iHid show module &5 MAC bbb . 40, @i BRE TR 1 59 MAC
Hihik3E [ 4 b0aa.772f.f0b0 & bOaa.772f.f0bf, W ZRZEHTZEH & f0b0.

FH P 5 SURRTZR R 0ok /N BRI A A8 5 a8 7 s SCRUR Al R . an SR 4% o
77, WIRFES K 77 B8-S BEHIE 004D (yyxx). 7F MAC $uhikrp g N, %R 4 B (ooy)s
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N

ER NSRRI

B Fm I EKM L& &G
ORI RB A, SRR,
B FIER A S R K SRR &1

Firepower 4100/9300 SZHF 2 AL L e piitle, N HIZRH DL K ] FIPERTATY b ohfig. 1525 LA
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 AEACHNL L, FRATTE ST BL R Jeeh— Rl EtherChannel £ 3311575 source-dest-ip 2§

source-dest-ip-port (ii5% 5] B} Nexus OS A1/ £} I0S port-channel load-balance 7 %) . &7

FEG BRI B AL A OB vian, 75 U2 3 S0 Gy BUREEE P (1 e & (KR 0 AN TN

o WISRAEAZ L L5 2 EtherChannel (1) 67 20341 5075,  WIAS ML L (1) EtherChannel 42 118787 1) 457

bR, AR BT . AT PRI A AR S L B S AR

© ATEEATHHIANSCRE LACP shsum I Le gl GRahBEsAes e o &nT LIS sha i L ALG

T, {5 2% EtherChannel B4 5 St A5 M.

o PR HIRE RS B AR EROAZHNUA N IR 4 JRRRI A . FEAR P I BER b 10 T 1) U AT IR

[R5 4 SRR A . A MG RS 4 JEARSH0 AITRT A 5 SO Fak X 50

o iy |10 AEZHR S IR IS ) ANFBE 1) keepalive [ o
* 1 Supervisor 2T EtherChannel -, BRINFIEZINE 7 B SE 2 HAE N VEL . O TS VSS Bt

AR B e, TR R A % P i 1 G ) R0 S50 B A [ 7 -
router(config)# port-channel id hash-distribution fixed

T 2) 4 R S T TR BN VSS XA RE R Al 1 3 N S

¥ #88)#£££ &Y EtherChannel
« BRI N R 40 FXOS EtherChannel (1) LACP R B PGE . FAEHbl (41 Nexus &51))

FEARAT IS5 R AETH 2 (ISSU) I ANSCHF LACP 34 “ PRk ” - [ IRAT B SOAS 22—kt H ISSU
LR

* {EAIK T 15.1(1)S2 1) Catalyst 3750-X JERF IOS #AFIRA,  IHESE ¥ % A SCRR EtherChannel 34

ERAZHNMES . RN E T, RSS2 1 % EtherChannel, ™4 240t
WLOCPI, &R LR HAILE) EtherChannel A2 1E% TAE. M astE, W5 stack-mac
persistent timer 7% ¥ & 4L 0 KM, DL BRI TRTHEAE A Blan, wRREHBCE N 8 43,
BURCE A 0 LRIR TGS K. 8, ST DLTHZ 31 S nAS e M AZ WL ARRCAS, il 15.1(1)S2.

o W5 2% 5 % 45 A Hh EtherChannel Fit & - 1755500 4 5 W 4% EtherChannel F11% £ A< EtherChannel

I8 2 H P B AL

* 5 4% EtherChannel - X156 BT A7 FE G Al b (FIFE AR 15 7% 1% W 4% EtherChannel, Frf3 4% 1
LA A I — EtherChannel. 15 RN 42 #8128 b L [A]— AN s 4 .

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .



Eeg |

| BT

Spanned Data Ifc EP1
port-ch i

Eth1A _i

Y-
V

WROMNG

Spanned Data Ife FR
port-chi

N enin|B

Eth1/1 e

N ‘.

Eth1/1

o 4 2% A H EtherChannel - %} T BEAE B 44 A< Hb EtherChannels, 0345 A BEAE 45 1) B8 B 10 B (4T A]
EtherChannel, %45 BEAHAL ERCE 2> 8 EtherChannel; &2 A #H_F4gG 2D EEE R

£% EtherChannel & 14—~ EtherChannel.

Il =% Firepower 4100/9300 FX0S CLI B2 & 15/, 2.7(1)



| =iggs

.-.J 14| | Cluster Control Link
port-chi || Pport-ch4s FP1
M\ /™ EthiA
| ] | ] Ethi2
L Ly
/7 Ethi/
| | | Ethi/2
N = ‘
port-cha || Port-ch48
R 7\ Ethi/1
| ] | | Ethi/2 i
Ly " ‘
port-ch48
b y EthiA
[ |} { ] Ethise
J J

uh s (B BEEE

TS AT 0 L AR IR LT HE N

* BRERPEIBERS IO SEIR A0/ 20 SRR I ] (RTT).

WRONG

aenirs

Cluster Control Link
port-chd 8 Ej
/™ Ethin

port-chdf
/N Ethin

| ] Ethie

S

o BEERPEIRER LR R, B Bn e e B Z S AR s Ol B, N L B .
 THZ ML EE R AN R RE FE I BT TN R R AR B

o XA NERINE, LT 2 AN R SR ] AR SR BT DA s DRI, 4 e SRR (R A
R AT A ol e IXRETUIAT 0. (HE, WEREA IS RS A AL, R MERL T
A HPHE Rl R PR AH S 2540 (0 CIRAE G A0IDD o Bedh, WSR3 R AR, A
o 1 R AE [F] o RUEFERTDERR P & GER: WA RIS s8] iR AR AR, HIsta
A R AR e I Rl AR A U, R i B T RESRCA BT T, (HAR i
AL FFFTE W R . O

o XTI ANAL, DURRER AR A AL : NAT 5 PAT Jiii; SCTP fa & fiiiite: 70BL

A& B

TR} Firepower 4100/9300 FX0S CLI B2 &35/, 2701 [




| BT

zEigg |

o XFTIEWIRG, A REARAT B T A BN AN s 2 8] CAKA RS IESmA) R AU R A

WIS B L — A MAC HithE, PANANERES has S0 —> MAC Hiulike 967 T3l 1 HOREER I
ORGP T3 20 2 AR, H b MAC HibE SS90/ B o 2R MAC Hhuhil 55473
1A s AR ], R o R o B AL Tl 2 I 2%

o XFTIEWIRG,  AURAEARA B TR0l A RO P 8 AN R DG eh s 2 TR, FH A A FS 19 2% 2 T

PI7 ki CAKA ZRVEFEND  TIAREAN W9 G i # #8 A H HSRP 4558 — kTR Ppil (FHRP) 7E
RNl S R (6 A0 TP AT MAC ki H b 303 VLAN I 5 B 4% 50 i 4L (OTV) 5344
FARY RN Z A A BT ge s, FH kA& A A /0 e b 2% 13 il it DCL &% 2] 7
—uli p e WIRTCVEVT i) AN uh s B OGRS, ST MR A L pESS, [ E R BT
BRIy — vk AT

o XFF14 FH #% M 4% EtherChannel (13 AR ZS, 5L E WS € 10 MAC Hudik. fH OTV 528l

AREEUE S AT VLAN o 87 E00 g yess, Bk RE4 R MAC Huhl it il il DCI &%
B —ul s e WIERTEVEVS ) — ANl p A, R B R Ak e, AR S RS ) 2
BT SRR A o Sl s TR EER AR AT R I B 56— kiR FH A I, ANSCRFBA M H

Hit M E
* R BER AN BB A AR I P INBBEA I, SAT PR I S e G/ TR X T
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o U0 SR %32 3 75 P 4% EtherChannel 42 [ ] Windows 2003 IR4-28, &4 H E RS2 11 C

HRSS A MR ICMP 45583 BN, 20 K3 ICMP I B RIRESE . X269 BT B2 3 808t
M LB L CPU [, AT RESEITERE . PRI, FRAT T DU R ICMP 4545 5

o FATH UK EtherChannel JE$#: 3] VSS 8¢ vPC, PASZILTUAR .
o TENUAE N, TEANBEX Hsb 22 PR T BEAE , ASREAE NI N g AT Hofth 22 e, I JidE

TEERA S T .

BIAME

* BOATEOLT, fRIEIPROUS AThRe A TR APIRZS, IRFFISTEN 3 Fbe BRAKE DL, 7EPT A%
FEJa g TR G
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* M Cisco.com FEZEHT@H &N B GEZEM Cisco.com NS , 5570 11) , 2K
JE ¥ WHE N 33 Firepower 4100/9300 HLAS (2 PR 18 48 U025 WS N 353 Flrepower4100/9300
B, 5673 70 o

A\

IR XJﬂ:Flrepower%OO, A ATERUAR b R BRSTASHR b 22 B AN ] 2 28 1) W HY
(ASA F1FTD) o i) DAFESRS AR L Is AT — s FH S (AN TR R AR o

s BUERBRAEMAHNE D BN OTER. HIE, IE B OAFETE T
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s WAL T EE
WAL ID
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scope ssa

i

Firepower# scope ssa
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Firepower /ssa #

SER2 BE N SLHIRARRRCAS o
a) BE G R AR A S .

show app
ol
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) RV TE R AR A .
scope slot slot_id
X}T- Firepower 4100, slot_idi# >y 15 X1 Firepower 9300, W4G%4 1. 2 5 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

c) BUENHSE.
enter app-instance asa device_name
device_name T[T 1 22 64 NFFF 2o TERT LS G BB A1, BR Al it £ A K.

oRIE

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) WH ASA WGRAS .

set startup-version version

5l

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) 1B BHERERI.
exit

-

Firepower /ssa/slot/app-instance* # exit
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Firepower /ssa/slot* #

f) B F] ssa .

exit

T

Firepower /ssa/slot* # exit
Firepower /ssa* #

-

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

OB

enter logical-device device_name asa slot_id standalone

5 58 2 A IR S F SE AR R () device_name.

T

Firepower
Firepower

/ssa # enter logical-device ASAl asa 1 standalone
/ssa/logical-device* #

IF) X2 4 Ve 2 7 HO A BRI 4 11 o 0 MR B R D B

create external-port-link name interface_id asa

set description description

exit

* name -

Hi Firepower 4100/9300 HLAEE BEG AT H] s BAESE ASA Bo & H 4 FH 14 1 4 85

* description - 155 A E R R TEPIIAE IS5 ().

I VS WA B AN RS 2440 ASA LR HTRIC B 8 4 11, 40 v 1P Mhudik.

T

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 asa
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
/ssa/logical-device/external-port-link* # set description "external link"
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Firepower /ssa/logical-device/external-port-link* # exit

TES EEHT TR .
a) BT TR S
create mgmt-bootstrap asa

i

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FRERT IR i EGE ] .
create bootstrap-key FIREWALL MODE
set value {routed |transparent}
exit

FEH HIAE Y, BRI A 0 46 FR s R o SR LI % e RN 42 VAT T AN A 8 5~
Lo STl BB KER AR K, A AP B R K R
WA 2 B BT T v 6 1A B e 2 R

RGAAEHIAEHBE N BB KA W RSN 5 SR RCE, WA SR E .
5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

o) FREE B I A .
create bootstrap-key-secret PASSWORD

set value

PN R R

WA A

exit

il

TR E K ASA 31 03 H] P A T B A (e EAT B A M S I AR R A s 2R 18 AT FXOS 15 il BLFR,,
LR T B LR B iy, w UK LA

il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
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Firepower /ssa/logical-device/mgmt-bootstrap* #

d) FCE IPv4 R I BEE .
create ipv4 slot_id default
set ip ip_address mask network_mask
set gateway gateway address
exit

oRIE

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) MLHE IPv6 R IWHE .
create ipv6 slot_id default
set ip ip_address prefix-length prefix
set gateway gateway address
exit

5

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipve* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

) BHEHG] TR
exit

A5

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

FER6 PRAFILE

commit-buffer

MUAR B L e e AR AT, oK 5 2 e I o R B 1 A 6 20 B HH S g1k 2B B AR e 45
{i 1] show app-instance iy 2 A i ERE . YEBRS AN BB HBITIRES VLN, N6 1E
fEisAT BT AT H

i
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Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

TR HS Y ASA BLETRF, DITIANCE %4500 .

Gt

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

1 FMC 7038 32 89 Firepower B3 A b5 15
ML TSR, T 7E R T REAP T o 74T A% 2 BEHA) Firepower 9300 L,
LU BT . BRI, (RIS AU SR T 6 A
L.
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H DAFERE SR AT A S, A LA b AT 7 a5 41

FHIa Z |l

* M Cisco.com F#Z T84 %4 MM HIMAE GES M Cisco.com FEME , 70 1) , &
JE ¥ WS T 23 Firepower 4100/9300 HLA (2 B K12 48 0+ A HE T 231 Firepower 4100/9300
MR, 27300 .

A\

ER X T Firepower 9300, 1] LAYEALAR 1 A7 A ER b 22 AN RIS 70 i 1 1
(ASA FIFTD) o & H] LAAERNZ AL BIEAT— ol S48 (K AN TR FBUAS o

o BCE WA B B O . FHEEBE O ENTM. TR, WEREOARTH TASE
LA ER G L (7 FXOS 1, WA F B4 1 278 5 MGMT. management0 5 A2
PIAZFR)

s kDR ARSI O . B0, SR RT LA Firepower SHAFZ O, &M Ay 5
PR (I Web ) o ARMEAEE, SRR, 55179 1

o XPTARASSEH,  an AR FERARC E SCE, AR b 28 2 S is n o e & S F , 2R
171 TUAS IS PR AC & S

o X TAEAF Y], AEE IR RRR AR LA, AT L ey 515, DRERA R A IE
A . EOCMIBRIAT A B %, RO LB B, 1X 2 B RATA AN ] i
IR EAL R A LBV A L, WILEATFTIE D0 T #R i ZMER A S B Toidk B S At s
BIER RIRASLH . AREMEE, WS EF IR 2By 5%, 5 326 it.

s WL E R
* WAL ID
o EHLRE I TP Hubik A R 2% AR
* ¢ 1P ikl
* FMC 3 $%11) TP Huhil F1/8¢ NAT ID
* DNS Jlz g5+ IP Huhi:
* FTD EHL4 Alfg 44

iz
TR AL ERSHA.

scope ssa

i
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Firepower# scope ssa
Firepower /ssa #

zEigg |

SR 2 A EAL K Firepower J W B I RRCAS (1) 55 28 F P VERTEIM o WA AR BE 32 JLARA K EULA, IR

AT LD SRR AT

a) BHEA IS TR AR AT R
show app
5l

Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.9.1 cisco Native Application No

asa 9.10.1 cisco Native Application Yes

ftd 6.2.3 cisco Native Application Yes

ftd 6.3.0 cisco Native,Container Application Yes

b) K [ B R A
scope app ftd application_version

i

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

¢) HERVFAIML.
accept-license-agreement

RIE

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement

Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates

("Cisco") and governs your Use of Cisco Software. "You" and

"Your" means the

individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.
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[...]
Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #
d) TREFACHE
commit-buffer

-

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) BHF LA MREH,
exit

i

Firepower /ssa/app # exit
Firepower /ssa #

LIB3 WENHILHISE, SR RA
a)  AFTAISSL, AE NG E SO BN INEC E SO, 1S O RS SN I YR L S
1, %171 7.

show resource-profile
VR B AR T R e B S A4 A

i

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical Core
Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

b) K IR E A e Y G A
scope slot slot _id
X} Firepower 4100, slot id4i%% )y 1; Xt Firepower 9300, MJIHZ K 1. 2 1% 3,

T

Firepower /ssa # scope slot 1
Firepower /ssa/slot #
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d)

g)

QY 51
enter app-instance ftd device name
device_name P91 1 & 64 NPT AR IL S G o N, ORI B o 24 K

TP

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

XA B, TRE N S SR B E R

set deploy-type container

FRas SN E IR 73 2 AWt/ 5 | BB, DA AT DL 2 AN RAR Sl o A S A ] 2 A e/
FIEERIPrA 5808 (CPU. RAM AELEE S 5 P ] 222 — A 54

RAFBCE S, TIL L pISRAL . BRASRAL Jynative.

T

Firepower /ssa/slot/app-instance* # set deploy-type container

R EG], BCE BRI E S
set resource-profile-name name
HC B SRR CAFAE o

DO ARAER A 3 W AN R R BRGSO, S FORT N, IX W] e ZRL) 5 i i
). TR O YRS, WER AN R/ B B B SO, 37 95 AR R
GIRCN PN S

i

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

W H Firepower J&b B AHI LG AR AR o

set startup-version version
BN EULA INFEBERE R T S oE il s A 5

TP

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

XA, 3R BRI TLS i ik
enter hw-crypto
set admin-state {enabled | disabled}

exit
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h)

)

TP

73 FMC 3 hn3i 32 A9 Firepower BB 150 .

BB E AR TLS I hnade, JF4em ek Al e . BRI T A ik Thig. &
B2 LU AN R 16 A2 5 B TLS ISk . A Sz @l AN Er b The . EAE S
B0 25 1% S (R N 2% %8 5 1T 20 EE, 3% show hw-crypto 74 . IVER, RAS 2 5102
FXOS 2.7 K A S R 1) TLS s i,

P

Firepower /ssa/slot/app-instance* # enter hw-crypto

Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit

Firepower /ssa/slot/app-instance* # commit-buffer

Firepower /ssa/slot/app-instance # show hw-crypto

Hardware Crypto:

Admin State Hardware Crypto Size Hardware Crypto Version
enabled 40% 2

IR HY R AR

exit

G LE

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(a[i%) BIEE M T Firepower 4110 5% 4120 [{JRadware DefenseProiffl], sk 7E G @@ 5 5 4
Z AN R FH S (AR SEPIAN S FE Radware DefensePro) o

enter app-instance vdp device name
exit

WH device namelLJLHL Firepower B S5 fHI N FH 5L o 58 B 4R &L E G, U AiE B A
Firepower jal U5 1HIZ 48 1 25 B IR 45 5% 4k 421 B Radware DefensePro 1&11ie% . 1425 [ (- JAT
W45 FHCE Radware DefensePro , 55 291 T, M 4 FF4h.

Tl

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

I F ssa FREC .
exit

Tl

Firepower /ssa/slot* # exit
Firepower /ssa* #
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Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

T4 QPR .
enter logical-device device name ftd slot_id standalone
A5 ] 5 88 2 RIS N R Y SE B AH R 1 device_name.

IR

Firepower /ssa # enter logical-device FTDl ftd 1 standalone
Firepower /ssa/logical-device* #

SRS LR B BB . XN D IR IOV IR
create external-port-link name interface_id ftd

set description description

exit
* name - ] Firepower 4100/9300 HLFHE B [#AHH s & AEAE Firepower J2 W 7 481 B0 B 48 FH I
EPANE

* description - £ 5 A% BURIE AL I 515 ().

LR L S U B ARl R R EAE MO A B e iR 1, S BEE 1P ik

BT ) — A REF G B 2 10 DEERIEER O giAh, WU RN R iR O e R R % 14
R

i

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

FE6 WEEIL] TS

RS E AU T AR E B . O TSR R AT, MJa T BUE SO ] CLI iR B K2
Hife.
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a)  BIESI SRS

create mgmt-bootstrap ftd

i

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b)  RTAMSIG], R B A FMC.
enter bootstrap-key MANAGEMENT _TYPE
set value FMC
exit
AHLSGIESCFF FDM A0 8 PGS . 8 IR BEAG Jn,  Jovk T U PR 2R .

T

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value FMC
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

c)  1REE B Firepower & B0 (1) IP Hidikul 4144 5 NAT ID:
BCE LR HAp T
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value /P _address
exit
* enter bootstrap-key FQDN
set value finc_hostname
exit
* enter bootstrap-key NAT_ID
set value nat_id
exit
HH, o T H AR T AT S IRAE, AT EEPAS TP ik RN
B« FMC k5T 4% IP Hhhil, #4480 FMCIP btk {HJ, fn SR R It sh—As 1P Hhhik
CRESEHL 1 H AR SR, ORI EJERE 1 P45 e ME—[X) NAT ID, AN X 4]
RIEAEMEAE, JFERIEF RS S BT LU AN T 1 B 37 N PAF 2 M LR SOA Y

FEH R E N NAT ID. FMC AIB A AE M 891 NAT ID. GliASARL P bk tH) 46 AT
R AT RIE 2

TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
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d)

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FRAE P KBRS B BB .

create bootstrap-key FIREWALL_MODE
set value {routed |transparent}

exit

PR A, BRI P9 28 o R 8 p R e A ) 5 bl PR 48 VRS T AN R] 1)1 4
bo Gi—TU7M, EW KR AN 2 AN K, R YA R B BRI BT KT
ANBIRR S J 30 FIrade 36 045 (1 % bl s R R

RGAAEAIIETRE I VE B KA an ST N 5 SRR i s, WA ST &

ELE

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

$55E W45 Firepower i BLHLL B IS 1. WL LB BRESAN T 1 5 37 MFAFZ AT
RS ASINETDRY, i ZAEFMC_E 4 A AT R ¥ 5
create bootstrap-key-secret REGISTRATION_KEY

set value

WINAH: registration_key
WfINE: registration_key
exit

T

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

T B VRS . R AL AR B BT P AT CLI D7) .
create bootstrap-key-secret PASSWORD

set value
FAE:  E
VNI S T
exit
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TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fiE se e EHLA .
create bootstrap-key FQDN
set value fgdn

exit

IR

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

i€ DNS k5508 (HE SR .

create bootstrap-key DNS_SERVERS

set value dns_servers

exit

i, wAsEE FMC L4144, W FTD 1/ DNS.

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

fREEREYIEL JHE5/RIT) .

create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #
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i)

k)

)

(Af3E)  AVFFTD SSH & iE & H M. L FHBIHLAE FTD shell Ui [l AR DA £ 52 20 v 2 b
HEBS

create bootstrap-key PERMIT_EXPERT MODE

set value {yes | no}

exit
* yes- JIATEAE AN SSH 23 Uy 1) s 7 45 52 51 AR B PR FRD ) vl Bl A& A K
* no- HUATHIAT I FXOS CLI j i 7 2 S IR K T 7 T AN & A

BRAESL T, XEF282% 551, U7 A FXOS CLI j il FTD CLI ff ) F n LLEE A L 580 KRR
T T2, USRS 2 () R g o A T AR i 200l BB R AR SR ol
TR B AN, AMEH L FE. BEHEAMBIAT, 1575 FTD CLIH M expert fir 4
-

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key PERMIT EXPERT MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

Ne'E IPv4 B BIEE L

create ipv4 slot_id firepower

set ip ip_address mask network _mask

set gateway gateway address

exit

-

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

BUE IPve B E T BE .

create ipv6 slot_id firepower

set ip ip_address prefix-length prefix
set gateway gateway address

exit

Tl

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set gateway 2001:0DB8:BA98::3211
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Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

m) RS FRET R
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ST RAILE

commit-buffer

PR L 85 2 AR, JFH 5 3 P TC RN B 11 8 06 4 I P S 91 R 8 e B 4% o
i show app-instance iy 215 & Z R A . MEBEBRES N ERBR HIEITIRES AL, NH L4 E
{EizAT HoaT g A o

T

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

THZ 0 FMC BCE R, KFTDEINN 2 8L, IFITURNC E 2 250

ot

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* #

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

exit
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Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

77 FDM i fnJd 37 B9 Firepower & BB 1

FILLKS FDM S5 A S 25 A o ANSCRFRRAS S0 o AN IS AR et T OIS, v sy m R XT
A

FHia Z |l

* M Cisco.com F#EEH T2 & &N HBUE (EZS M Cisco.com FEMUL , 5670 11D , &
Ja ST 331 Firepower 4100/9300 AL (I 2 [ 44 18 4R 150 £ IS T 2808 Flrepower4100/9300
WU, 573 10

N

IR XTI Firepower 9300, 1] LLZEHLAS P AT AR BRI 22 2 AN [ 2 4 1) )3 ]
(ASA FI1FTD) o ] DAFESRSE AR ER FIg 47— s HH S0 (AN TR AR o
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s MUE RS SN BRSO SRR HEE, E RS OAE T THHE
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BEN 24 IR 55 A
scope ssa

T

Firepower# scope ssa
Firepower /ssa #

PR AR AL 1) Firepower B EI5 8 ARCAS (11 5 28 HT P VR AT B B0 2R R R B2 IERRAS (1 EULA, - I
it AT I BRED AT

a) EAEHMG. RS RS .

show app
il
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) R R B A R R AR
scope app ftd application version

-

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .



zEigg |
B oM sm sz e Firepower BgEA#

Firepower /ssa # scope app ftd 6.5.0
Firepower /ssa/app #

¢) FRVFAIPNL.
accept-license-agreement

T

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

d) PRAFACE

commit-buffer

i

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) BHHF LA MREB,
exit

i

Firepower /ssa/app # exit
Firepower /ssa #

SR 3 BCE N LB o
a) RV BCE b 2 ARy 5 A
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d)

71 FDM i3 32 B9 Firepower &A1 .

scope slot slot_id
Xf-J- Firepower 4100, slot_idifi%>h 1; X1 Firepower 9300, MZHZ4 1, 2 84 3.

i

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

QI B HI S
enter app-instance ftd device name
device_name RI AT 1 & 64 N2 N0 FEXT IESLAGI QI E 1 F5I,  RBOREATH I 32 46 A FR o

i

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

B'E Firepower [ Y5 Al G RRCAS o

set startup-version version
HNTEHZ EULA INTE LR th oG sk R 5 .

i

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

IR H BE AR
exit

oRIE

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

("% BdiE H T Firepower 4110 5% 4120 [ Radware DefensePro S5, ZERAE G it i85 &
Z BTG Y 5451 o

enter app-instance vdp device name
exit

WH device name UAILIL Firepower BUHMBTAHIN H S5 . 58 OB B A BLE 5, L 2dE A
Firepower J8JJ 55 1132 5 152 £ 1) Il 25 4 h 4k 2L L & Radware DefensePro & 1fi#s . 112 AR M7 &
4H B4 LC ' Radware DefensePro , 55 291 T, MLUE 4 JF4h.

-

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #
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) JBH %] ssa B,
exit

i

Firepower /ssa/slot* # exit
Firepower /ssa* #

IR

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.5.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

T4 QPR .
enter logical-device device name ftd slot_id standalone
A5 5 88 2 RIS 0 R Y SE I AH R 1Y device_name

IR

Firepower /ssa # enter logical-device FTDl ftd 1 standalone
Firepower /ssa/logical-device* #

SRS ISR B BB . XA D R IOV IR
create external-port-link name interface_id ftd

set description description

exit
* name - [l Firepower 4100/9300 HLAFHE 2L [#AHH]; "&AEAE Firepower J& W7 481 0 B 48 FH )
EPANE

* description - 1£5 A 7SR IV RE P 515 ().
B O SRS AN E . RS 5 T2 FDM S ARG E S B2 11, B AS e E 1P bk,

i

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit
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71 FDM i3 32 B9 Firepower &A1 .

$B6 N E S SRS

RSB E AN T IR0 E BN R . O T S,

WIEHIZAT, FJa T LSOV CLI RS H k%

Hifer.

a)

b)

d)

QIS SRR AR .
create mgmt-bootstrap ftd

i

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

XA, R B BUE ) FDM.

enter bootstrap-key MANAGEMENT _TYPE

set value LOCALLY MANAGED

exit

AHUSEIESCHF FMC O Bl ds . AREE A &), oIk ol B AR R

5

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

g B . B O U T CLI Vil
create bootstrap-key-secret PASSWORD

set value

BNAH: A

e A

exit

oRIE

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

faE e e EHLA
create bootstrap-key FQDN
set value fgdn

exit
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i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

e) fi5E DNS g5 asdlk JHIESEIT) -
create bootstrap-key DNS_SERVERS
set value dns_servers
exit

5

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

f) fREHREIIER JTESEID) .
create bootstrap-key SEARCH_DOMAINS
set value search_domains
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

g) FUHE IPv4 BRI E .
create ipv4 slot_id firepower
set ip ip_address mask network _mask
set gateway gateway address
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

h) FCHE IPv6 & HFE IR E .

create ipv6 slot_id firepower
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J3 FDM 3R A034 37 ) Firepower SR BA 7 .

set ip ip_address prefix-length prefix

set gateway gateway address

exit

e UE

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

) EHEHL SEPEA.
exit
5l

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

TR RAAE.

commit-buffer

MUAR L 8de 8 A RRAS, K 5 2 B R B oA 06 2 B ) SR 8 i AR s 4%
i show app-instance iy 2 K &5 E RS . MEBRES N ERBR HIEITRES N ELR, NS IE
1EisAT A A

IR

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

2 ( FDM BCEEH) » PAITARNC & 2242 50 .

Gt

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.5.0
Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # commit-buffer
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Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

NN AT A T

o ASA AT HIE (AR D)) SRR ECE, TANEAE FXOS L& . (525 T ik bLAH
A B EL vy T LRI HE R, WS B AR D3R

FHIa Z |l
HZ 0 e r] PSSR S 5, 5 228 DL,

SRR AR R D S NI B .
SRR 2 RS UIHARGS B 0 BE 1 e 2 MR RR .
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Virtual Switch Link

Switch

esll

smmam

Firepower1 Firepower2 Firepower3

l--hﬂ

n——
R ——

HLAE B B SR R B SR R e R AT 1

B ES T S B I 4%

IR W 4%

EEEO

N T ORISR I RE R I D RE, W Z AN AOAL IR IR TA] (RTT) 55 2N T 20 248 . I KIEIR e 1Y
955 AN L PR B 2 B O REAR B A R R . RGBTSR, VS AR B I AR AR P2 B %L AT ping
2 (B8

PEERTE IR T 8, AT ER WP B BT R e s s i, s R0 A P i

Firepower 4100/9300 HLASHE T HLAH ID AR ID [ 5 4 BF B4 A2 BUOREEE 12 I B IR 42 11 TP Hiuhik-
127.2.chassis_id.slot_id. “THEESERFEEN, FErTLL T SO IP Hidik . FEAEF I BE K M 28 AN et 45 &
B Z I PATAT I 2% AATHATER 2 )20, 6P ol b iy, SRR U A S AR Pk
(OTV).

TATE UK T WA AR — M HE R4 eI 2% 5 REAR P B 0 B TR

WU AEER S BCAE BRI 1 o R AT 15 W 45 (Spanned) #2 F1RFBR FOMRER 1o JH A7 2
&, UL SR B RN A .
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. P5M 4% EtherChannel

XFTASA, ERFARIP IR IR LR T 20T B IORFAR K e ik o ARG M, Al
R B (AR HAT ERAAAEN) AREAE IV A A ik . - HRAE TP b SR A6 bk i 58—
BT A N, AR TP MR A R BT ) e, AR AR B AT LUJC M 2
AH 1P Mokt F T el AEFRBR SR AR A ] i, nT DU B AR 1P M bR A B
8, LR LSRRI T B . BB L, T DUE R B TP dudik. X T TFTP B8R
g HS Sl B R, B R AR A I REAS B AR T AR TP M BRI B B iR 55 4% -

X} ¥ Firepower B HMSHARN, 1% ) [R]— M 4% b AR & 4r BR s 21 TP sk . AN 44 1E 828 FMC
B, 1A X L 1P ik

£ 2& EtherChannel

T CURFREAN LA 1) — AN B2 N2 VA Ritss 4 v A WLAR 1Y) EtherChannel.  EtherChannel 7158 18
TR S S L BRI . R AR R B 97 KA T S AT L E S M 4% EtherChannel. 75
#4520, EtherChannel it & b HAT HAS TP Huhk (9% th% 1. B AR, TP Huhk /3B %) BVI
M AEM SRR 2 e 1 . 12383847 )8 T EtherChannel [&] 45 ) 3E A

Inside Switch Outside Switch
Firepower1
'. )
N\ Ethm i [\
Firepower2
port-channel 5 Ethi/1 o =in12 port-channel 6
1 4 f
?p%nnedl1 Spanned
port-channe Firepower3 port-channel 2

Eth1/1 e. Eth1/2

Firepower4 \
V Y v V

bR B R
il ) 222 LR AU B B0 0 55 RARRE RO
S8 T LIS/ B LR L 8- AR 394 1D
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wmasazige [

3t i ID 53 RURE E R MAC Hitil AT TP hEC G A o JE AR Ak ) 5 A0 A5 FH il R S 1) MAC Mk
TP Mok, i FESE BRI I B A4l FH 42 5 MAC Huhb A 1P ik e Th g mT B 128 B LA AN AN [5) s
F1 P ANl s 3R AN [F] 42 )7 MAC Hihk, S EUMAC #ihbE3h, Mk, SNSRI 5 MAC i
hbe FATE IS 2% EtherChannel [ FHAR X SCRFRG mi e 1) MAC Hiuhik AT 1P Mtk

i ID SR T LISP A S [l S AR SCBLI A 3l DAS i PERE S Il Hicdhs mh oo FR ol
[AJAFE AR AR AR I T S5 ARG #2 Al ) U, b i e ) 45 H T AT 2 A 2447 15 AT 2 A [ B
o o

AR SRR N PRAE S, TS LR 2
o TRREEYE hOL LU - AR EORAL 4 45 5 226 1T
o Ul AR U -RR SR HEIUATBR R, 26 230 0C

o SR AR -l RS S 5 314 0T

75in ASA Bf&

£l ASA Bf &

LT LU FAS Firepower 9300 HLARAS M MU W IESE, BRI 22 LR ASCBUH LA I HESE o % THL
MRITEAR, R IS BRI o 78— DU EaSiiese; e, BrTBIFE P B A
AR B

AT LU Firepower 4100/9300 HUF A BESBEEAA BB AR . FI 80 B 5 B A T AT R URTIE 2

XFHUAE RS, G AUR B RN DY EEE IS, K5, T Lok 5| SR i
EMNE PRI DY, ST S

T2 HIXS Firepower 9300 HLAR A 43 3 MEBUEAE K HTREG,  BIAGREARAT 2tk . UniiA
PB4 3 B, BRI A S IEH TR,

TSR, AU E R B, SRS ASA NHI R H 24 SRt

FrIaZ |l
* M Cisco.com FZE T H &N G, SRR R 14 2 Firepower 4100/9300 HLAH -
* WEELUME R
« FHIEEI D, 1P Huhik R 28 HERD
2 TP ik

iz

TR BN,
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b)

<)

zEigg |

BT, 2N “3dE (Data)” 2EMEz 118 EtherChannel (BFR A um 110HE) o 1
Z VNN EtherChannel Ciiii [IEIE) 45 197 SUakFCEDHIL D . 45 195 i,

XA RIS, AT B 42 1 e 200k 22 /b A7 — AN 03 36 K5 9 2% EtherChannel.  7EREML
F_ LA IN[F]— EtherChannelo KA1 REAE B LI B 52 82 1165 1 2058 3L L 54 EtherChannel
o A IRHUAIAESRE EtherChannel fPEANE B, 15 S BREARAENIAIPRE] , 25 230 1T,
BUEOLN, Pra s ia it e, M THUAERAE, 0 HC EtherChannel; #8757%) il
R 28 . IR 5, st T DURE s e LA I 2R AR

SN« (Management)” 4% 18 EtherChannelo 152575 Il EtherChannel (i I8 3E)
5197 TERCE IR, 3 195 T,

Mﬁ% PRt TR, SO B LV S AT AU B LR A B AN (/EFXOS 1,
Al RES A BINLAT B B 10 7" 8 MGMT. management0 B¢ HARIAL A F5R)

XHFHUAE RIBEAE, ESHLAE LA InAR A Y “4 3 (Management)” %11,
SHFHLEG IR RESS, [Ayum 1 IE I8 48 VSIS B 1, PR s e

T ANUEE N BERRAS In ae o B, WS ek 51, WIHUAR B S LU REEE N MLAR I AREAE LK
AN RVFIEAT FH 5 R 4% EtherChannel.

AN BRI S e . BRI BE R S BRI 1K) % Attt EtherChannel. 4L
AL XRS5 Al F B Etherchannel. A5 SCHLAR [HI4E EtherChannel [MTEAI{E &, 155
TSRV RIBR A , 56 230 12

HEN 2 AR5

scope ssa

i

Firepower# scope ssa
Firepower /ssa #

BEE BN AS o

a)

A TG . TR A AR S
show app

oRIE

Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.9.1 cisco Native Application No

asa 9.10.1 cisco Native Application Yes

ftd 6.2.3 cisco Native Application Yes

ftd 6.3.0 cisco Native,Container Application Yes

b) RV R D R AR
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scope app asa application_version

i

Firepower /ssa # scope asa ftd 9.10.1
Firepower /ssa/app #

o) KFUERRAS L N ERIARRAS o
set-default

i

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d) B F ssa B,
exit

i

Firepower /ssa/app* # exit
Firepower /ssa* #

i

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

T4 QIR

enter logical-device device name asa slots clustered

* Device_name - H Firepower 4100/9300 HLFT B 5 14 F T Ml B AFAE W B DA G 1 AN 2 AE
LAY E AL AR A PR . AR E R = A e B, RV R 2o Bt 2

o slots - BRUAAREL ) BC 4 HESE . 6)T Firepower 4100, 55 1. %f T Firepower 9300, 7 5€ 1,2,3-
TR 203 X Firepower 9300 AL 430 3 AMSTHRAAAE IR J5 FHRFAR, BRIV A AT 2o e,
RABLE AT 3 M, BHEMASIER TE.

Tl

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

SRS BCEMES FRTFSEL

RSB E AN T DRG0 E KR . O T SEBLER 24T, BT BOE SN ] CLI B E K 2
Hifer.
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b)

d)

zEigg |

QRS SRR 5

enter cluster-bootstrap
i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

BCEHUA ID.

set chassis-id id

FEE AP R HLRT ARG 22— 1D

KTl AR, 1K ID By 13 8 Z MIE.
set site-id number .

BRI AU ID, WRKHE BN 0.

5l

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

PR S il S R e R R ATl A
set key

45

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

ARG TR M A=

LSRR KN T 1R 63 NFRF LA ASCIL 755 H o JL @ TR s 4. Ik A %
Wi K A i, A ARE IR R R R 6, BRI SO E

A STuE S

set mode spanned-etherchannel

519 2% EtherChannel A5 22 il —SZHF A
i

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

FE 22 AR B P BB AR A A4 PR
set service-type cluster name

BIRBAVEACE R 1 2] 38 AN ASCI T4 Hi o
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| Zigies

2)

h)

eizasazs [

i

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(W) B BEERIEHIEERS 1P 4.,
set cluster-control-link network a.5.0.0

OATEOLCN, BRI 127.2.0.0/16 4. (B, FEMKEEA RYF127.2.0.0/16 7
il . AEIXFREST, G a] DU REAR SR e ME— 2% i /16 Hudl.

* a.b.0.0 - THEFER /16 Mg bk, FR[9] (127.0.0.0/8) FIZH4% (224.0.0.0/4) HuhkBRAb. WK%
fHBE R 0.0.0.0, AT BIAMEZS: 127.2.0.0,

UM HLAS 1D R 1D A 3 A i & B IR I BER 12 1 TP bk

a.b.chassis_id.slot _id.

A5

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

P 5 TP Hhobb s R .

BEAS S T RO 2 AL 0 B

1. FCEAH IP Huhkits, Horh—NHbuERE g o3 B 28 D IR AR B4 o
set ipv4 pool start_ip end ip
set ipv6 pool start_ip end ip

/RS SRR R A E AR R bt . EVERS, X T Firepower 9300, % & AUAH 24206
$6 3 ANhhb, B ACIEE T A B A . G SRR RS, WIN B SRR 2 L. BT
FEWRARERLIP bt CRRAE “ EREE IP Huhk” ) ANEMHEb T 5 BER—AMLgH
T REAE TP MR B AN TP k. %8 RT LA IPv4 Rl/ak IPve Mtk

2. NS PR ECE EAEAE 1P bk
set virtual ipv4 ip_address mask mask

set virtual ipv6 ip address prefix-length prefix
1 0 A VAR 5 iR 11 = ] Rt < SO (IO 58 = o L

K AN S ik

set ipv4 gateway ip_address
set ipv6 gateway ip address

i

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
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Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA

Firepower /ssa/logical-device/cluster-bootstrap* # set ipvé6 pool 2001:DB8::

11 2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask

255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1

prefix-length 64

i) RS SR

exit

i

Firepower /ssa/logical-device* # enter cluster-bootstrap

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*

Key: fQarscape
Firepower
Firepower
Firepower

Firepower /ssa/logical-device/* #

BB MG SREF S

X B TR B E BOKE W . D TSI

iﬁzmo
a) GIEEHL| FREFNS,

enter mgmt-bootstrap asa

i

/ssa/logical-device/cluster-bootstrap*
/ssa/logical-device/cluster-bootstrap*
/ssa/logical-device/cluster-bootstrap*

#
#

#

Tis4T

set chassis-id 1
set key

set mode spanned-etherchannel

set service-type clusterl
exit

, MET A SN CLI B E P kE

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* #

b) FiEEE L GUFE
create bootstrap-key-secret PASSWORD
set value
ANfE: #Y
WIAME: A
exit
5l

THIC & ) ASA & BE 53 H P RS B S 08 E 7T
TBEET%@m%Fﬁ@H,ﬂMMAEEO

i

WIS NAEEERH; WREHF FXOS U7 in #E,

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade
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Confirm the value: floppylampshade
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

¢) R KB Bl eE .
create bootstrap-key FIREWALL_ MODE
set value {routed [transparent}
exit

FERS R, BRI W 2 P IR B s R e BEAEJL TR R AN AR T AN T PR 7 4
Fo B3T3, BB KB AN 2 BB K, 8 RGP e Bl “ BRI KB, A
AN g 2 B T H 2% 1R B T A IR

ARGUNAEI UGB B BB KR RSB Y 5 R i, WA B A

-

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d) BHEHL| PR
exit
w5

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

FTIBT RAHLE

commit-buffer

WU L 3035 8 RS, IFH 5 | R P 0 B RN B 11 8 B 06 2 I P s 91 R 8 8 e e 4% o
i1 show app-instance iy 2K A il E R & . MEBRESNEBR HBITIRES N LN, N Sp)IE
1EIsAT BT A H

i

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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PR LIRS INIABNLAE, TR MR, (A B ME— ) chassis-id FEAf) site-id: 750, 15X}
P B AL )P
TR ORBTHLAT B DR E AR Rr] LU NI FXOS HLATHC & LA Rttt 72 .

PR HHH TR ASA LLH E SUHAERCE .

Gt

XFFHLFE 1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
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ex
scop
se
ex

set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

eizasazs [

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64

exit

it

e app asa 9.5.2.1
t-default

it

commit-buffer

XFHUR 2:

scope
scop
cr

cr

cr

cr

cr

ex
exit
commit

eth-uplink

e fabric a

eate port-channel 1

set port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit

eate port-channel 2

set port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

eate port-channel 3

set port-type data

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

eate port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

create member-port Ethernet2/2
exit

exit

eate port-channel 48

set port-type cluster

enable

create member-port Ethernet2/3
exit

exit

it

-buffer
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scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

NINEZEENR
VRN ASA BEEE R L .

\}

AR SRROGE TSI s LA i RO B I e 45 21 A AR 1Y Firepower 9300, M REER
e BB

FHIa Z |l

* BAORDUAFARAE B B A K BE TP i A A2 5 10 TP Mk R BAT, R EAE LA
FHEBA RS SRPECE, RS A ISR R G T R T B R S B

* BTHUR LR ORCE L ZAR ] o S5mT LG AN N FXOS HURRCE DALt i A o
o XFT AR, ARSI L ASA NI PR HT 2 s JUARREAR I 51 K B B4k
ZEAIE SN

i

LB HBE.
SR 2 B RN IS, 7E O ASATBEEE , 25265 U P EE MR, (HOAZNC E ME—FF) chassis-id
FIIEHAT) site-id; 750, &0 PIASHLEE A [ —Hc &
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5 Firepower sippimaiE I

70 Firepower BN BH 1B &
$E0] LURE 5.4 Firepower 9300 HLASAS M ALAE N HEAE, B4 I 2 A HLAE LASEIRPLAR R HE A . X THL
FEMAEAE, ORI E R B HUE BB AR5, 0D F— MU BRI
FEAAH A 15 L

£l Firepower B AN BHEIRE &
#& 0] LA Firepower 4100/9300 HLARE BE 5 | A B RS . AN & WA A U A W GG T E

b VI SN L1 SO VAP DLW A V1 V£ O S VI 11 i ST A SR TR DR ST RS A B
BENE YRR HE T DY, SEHUERR S

TEL 20U FH X Firepower 9300 ALAR 14 3 AMBCHUTAS 1 5 I F A, M I AT e i, iR
FOE A 3 M, BRI A RS TR,
Fr & Z il
* M Cisco.com NEEH] TR B NS, RFHBUE F4% 2 Firepower 4100/9300 HLAH -
* WAL T ER.:
« FHEIEEI 1D, 1P Hbohih R 09 25 Ffidh
P TP Hbhk
« FMC 3£ $% 1) TP Huhil F1/8¢ NAT ID
* DNS flleg5 % IP Huhit:
* FTD EHL4 At 4

UK

T iEEO,

a) HEMEZE, TOBRIM—A “FdE (Data)” 288 8L EtherChannel (FHK i HiEIE) o iF
Z: ¥ I EtherChannel Cify 118D, 25 197 TUalECEYHEZ ], 55 195 Ui,
XTHUAR SR, P S D 20 22 /DAl — A B DL 22 1R 5 1 4% EtherChannel. 78 REML
F4_ LN [A— EtherChannel. ¥ F7H BFE B4 LS A O & 32128 e p1 LA 5.4 EtherChannel
o AN EAE EtherChannel FITEANME B, 15 S R HENIFIRRE] , 25 230 L.
BONEOUR, IS i . XIS, A0 Bd EtherChannel; #8074 7 fic He
fbFE AR, HEZ G, BT LU BRSO v n 2R .

b) INiN “45HE (Management)” 25743z [ o}, EtherChannel. 1% 2 %5 Il EtherChannel (i [1ilIE)
25197 WEREC EELEE D, 2 195 T,
B ST IR, IR OS5 MOH YA E BV S B AR (FEFXOS H,
BT Re B/ RINA S HE: 0 8750 MGMT. management0 sl H ARSI ZFR)
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. 1 Firepower i 5115 &

$IR2

XEFHUAE RIBEAE, ESHUAE L InAR A 1“4 3 (Management)” 411,

c) XU LR, |n)um D 48 AN e 0, FIVERESES i s
HZ)ARUE W BEEEN DR 382 o B, iRy inpl b3, WINUAR B s LU BEEE M MLAR )RR EE LK
N SOV A% FH IP5 B 2% EtherChannel.
FES IR LSRRI s e e e BRSPS BE 4 2 RN HLAE L1177 £ At EtherChannel . 7EAC
WL XA A FH B Etherchannel. = HIAG (R 4E EtherChannel FITELE S, 1S
HEARUMENRIBR S, 26 230 1L

d) (n[i%) ¥sin Firepower ZFFH2 .
G U FTD %45 (KB A5 B 1 . B e 11, #4806 2504F FTD CLI L1t 2L 1P ik 0 LA
S8 B, e LUK FE NGRS (B Mg 3Esh) TR oK. 1525 54 Firepower BB
12 2% %11 configure network 174 .
XEFHUAERIEAE , RS HLAE LA F i ke .

HEN 2R

scope ssa

w5l

Firepower# scope ssa
Firepower /ssa #

Ak NNV TE NS
a) AE AR R R AR A A .
show app
B UL
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
b) AV BEE N WG IRA
scope app ftd application version
EUE

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

) KrUERRAS B E BRI RCA .
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d)

BIEE Firepower BN FHHIEL & .

set-default

i

Firepower /ssa/app # set-default
Firepower /ssa/app* #

R VFRT ML o
accept-license-agreement

i

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".

Firepower /ssa/app* #

B H 3 ssa B2,
exit

i

Firepower /ssa/app* # exit
Firepower /ssa* #

i

Firepower /ssa # scope app ftd 6.3.0.21
Firepower /ssa/app # set-default

Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # exit
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Firepower /ssa* #

T4 QIERHE:
enter logical-device device name ftd slots clustered

* Device_name - H Firepower 4100/9300 HLAHE 3 5 | B H Tl B R A B DU L s A ETE
LAY E AT H AR A4 PR

o slots - HHUFERER D TC A FESE . %) T Firepower 4100, 455%€ 1. XJ T Firepower 9300, 73€ 1,2,3.
&b 203 X Firepower 9300 ALAHH 430 3 AMSIHAEAE 1K) 5 FHRFAR, RV I AT 2o el .
FABCE A 3 M, BHEHASIER TE.

IR

Firepower /ssa # enter logical-device FTD1 ftd 1,2,3 clustered
Firepower /ssa/logical-device* #

SRS BCEMES SR SEL

RV B T AU 2 SR . TSR R AT, e T BUE SO ] CLI BL B K2
Hifer.

a) ARSI SRR S

enter cluster-bootstrap

-

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

b) BENLH ID.
set chassis-id id
AR KRR #5240 — 1D
o) X Tub AR, TR ID WE Y 13 8 Z IR fE.
set site-id number .
SRk 55 ID, RHE BN 0.

i

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

d) OATEAREE RS L PR 4R R R S SR
set key

i
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Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

ARG R A AL

/\?‘l”%ﬂﬂfkfh Il ﬂ: 1 *D 63 A???ZIEHE@ ASCII {FEF'O /\%nx%ﬂﬁﬁ%iﬁkﬂx%ﬂ ﬁtﬁtlﬁx}ﬂ/
WK B AR, A FRERRRES O A R B, eI 4 LU SR I%

e) BCEMFAER B,
set mode spanned-etherchannel
5 W 2% EtherChannel £ M — S FF IR
il
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #
) TEZ AR E T3 SRR A AR
set service-type cluster name
IR SE R 1 B 38 NPT ASCI T4 Hi o
i
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #
g)  (Alik) BE FEAETIEER [P M5,
set cluster-control-link network a.5.0.0
BOATGOUT,  BEEERSHIRE T 127.2.0.0/16 W44, (HE, JELERLHE AN R TVF 127.2.0.0/16 3t
il EIXMIGOLT, AT DU SRR e M 25 W /16 Mok,
* a.b.0.0 - $HEFER /16 Mg Hhk, F[9] (127.0.0.0/8) FIZHFE (224.0.0.0/4) HuhkERoh. ok i%
HBEE N 0.0.0.0, WIAEAIERIAMIZE: 127.2.0.0,
PR HLAG 1D FI3dE ID B 32 et & v RS I BERR 4 11 1P Miuhik-
a.b.chassis_id.slot _id.
G UE
Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0
h) IRHEHES SRR
exit
-
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Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit

Firepower /ssa/logical-device/* #

P B IS SRS
XL BE AN T DRI UG E SRS . O TSEBLER 24T, RYJa T BUE SO ] CLT e K 2

Hifir.

a)

b)

QG PR R 5 o

enter mgmt-bootstrap ftd
il

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

Fe € B P Firepower & #Hu0y [ TP Muhik 5 - H1 44 58 NAT ID.
BEE LU L — 0
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value /P _address
exit
* enter bootstrap-key FQDN
set value finc_hostname
exit
* enter bootstrap-key NAT_ID
set value nat_id
exit
M, ot Tt SN T AT SR RE, #F A TP kil GER] NI
B« FMC e s 1P Mk, 44 FMC IP ol (U2, s BUmE b —AN 1P bk
X2 SR B H R BAREER) |, B AR EE R P i 4 € ME— ) NAT ID, DA% 4]
IR REAE, JFESIERREM P T DU T 1 2 37 NPT 8] AR SCA T
PR E N NAT ID. FMC B AE HIVE NP1 NAT ID (AN TP Hihik) 40 e AT
S I UEFI AL o

T

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key NAT ID
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value scOrpiusl5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
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d)

e)

BIEE Firepower BN FHHIEL & .

Firepower /ssa/logical-device/mgmt-bootstrap* #

FRAE R KRR % BE W] .

create bootstrap-key FIREWALL_MODE

set value {routed |transparent}

exit

FER R, VAR h 1o 56 v FR) S p e R a0 A TR ol 4 AT T AN [R] ) 5194
Lo Sy T5i, IEWIBT KB AN 2 R K, A AT B R T,
ANBER Sy 2 1) I T R o6 PO B T A R Ao

RGUXAEAIUE TS BB B KA i RGBT N5 SR P RCE, WA SR E.
IR

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

FRE BEA AN FMCZ A 2L 3 5

enter bootstrap-key-secret REGISTRATION_KEY
set value

WINAH: registration_key

NE: registration_key

exit

AU IR EE IR RN T 1 2 37 NP LA SCAR 5 s ASINFTDIN, 75 2/EFMC _E i
NHATRI ) o

il

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

fesE it FTD & 2 6 H 7 T CLI U5 Rl 6
enter bootstrap-key-secret PASSWORD

set value
FINE: Y
WA S0

exit
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TP

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

f)  FREEENE TN,
enter bootstrap-key FQDN
set value fgdn
exit
TN a B 2 TR M0 B 9 FOBCT () FIEETRC): SR T RECH 253

i

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdclusterl.example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

g) 1R DNS g5k HESkIT) -
enter bootstrap-key DNS_SERVERS
set value dns_servers
exit
i, wAdEE FMC EHL4, W FTD 181 DNS.

il
Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

h) IREMREIIE (HEZ5RIT) .
enter bootstrap-key SEARCH_DOMAINS
set value search_domains
exit
Bl
Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com,example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #
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RS IR 22 AR L B B TP ik
iR X} T Firepower 9300, #AZUA LA 40 3 MBCHUEAE 1 TP Hihk, RIS«
Pebibe, WIRARCE 4 3 B, B AL IER TAE.
LA IPvA BN S, EHAT LU N ERAE:
1 QU EE DX %
enter ipv4 slot_id firepower
2. WE ML,
set gateway gateway address
3. BCE IP Ml AR .
set ip ip_address mask network mask
4. BHVETEIP HE
exit

5. XPHURE AR R R IR

SLAEE IPv6 B BRRE LI, AT UL MR
1. OSSO,

enter ipv6 slot_id firepower

2. BCEMOCHLAE.

set gateway gateway address

3. W IP MR 4T,
set ip ip_address prefix-length prefix

4. BHET P B,

exit
5. RPHLAR i e R BT B 5 A o
w5l

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.35 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.36 mask
255.255.255.0
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DBS8
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98:

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DBS8
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98:

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DBS8
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98:

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DBS8
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

j) RS FRET R
exit

i

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

-

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd

::3210

:BA98::3211

:3210

:BA98::3211

:3211

:BA98::3211

:3212

:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: ziggyS$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Value: S$pidersfrommars

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

.cisco.com

1.1

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

TRAFBCE

commit-buffer

MUAEIE IS P 3R AR, FERE T | R 0 R B 11 8 6 2 N FH] S A1) oR s 8 8 R 45
{1 /| show app-instance 7 2R & ERE . MEBRESANE B HBITRENELER, NASE)E
TEIEAT HaJ AT H .

-

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup Version
Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Slave

ftd clusterl 2 Enabled Online 6.4.0.49 6.4.0.49
Native In Cluster Master

ftd clusterl 3 Disabled Not Available 6.4.0.49
Native Not Applicable None

SR HARHLAR S IN B REAE T, TR R R, (H AL Z0UC B ME— ) chassis-id 1 H TP Myl LS OE#
fsite-id; 770, XS PESHUAT A AR ) R &

TR OO ALAT L R EAR A . T LU VN N FXOS LA C 2 DA fif A i 7

A8 A5 B TP HUBERE 32 3 U IN 21 Firepower B H L

PTAT RS WA 07§ FXOS LRI (SR, A RER B AT 14N N £ Firepower 5 B Ly
)5, Firepower & B L2y H BRI & B4

Gt

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
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create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
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exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.25
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.25
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.25
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

XFHUE 2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48

BIEE Firepower BN FHHIEL & .

5.0
5.0

5.0

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .



EigigE |
. 1 Firepower i 5115 &

set port-type cluster

enable

enter member-port Ethernet2/3
exit

exit

exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer
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WINE % REER ALY

\)

EIUAT BEAE TP N B e FTD #E4E . 76 FXOS s NGB R BE AL A iR, Firepower & L .00 4 H 3
I o

a4

WEREFF P i FXOS AP BAGE R T IH MR ;s an SR B beds in sl 45 281 2 3 HBESE Y Firepower
9300, WMZBHE B30I .

FHiaZ |l

s R OL N, A28 Firepower & B H O P IR IH AREER B DA o 0K R O — BT i
&I, e AN A Firepower & FEH L RN BT R & .

© HTHURT L RORE COBC B AR IF) o S5 mT LS HE AN N FXOS HUATRCE ALt 1L 7

UK

SRR INABLAG, 15 7E QU Firepower BB ISR . 28 275 00 PR BLRESS, (HAAZUR LA
NURCENCE A ME R I, TR A HLAR A ) A

* HLAH ID
o T [P Hudl:

fic & Radware DefensePro

BE} Firepower 4100/9300 HLAE AT AEERAN J) v ESCREZ ARG (A7 K3 A% =77 DDoS WHID .
XU R FH AR5 T AREHRAE — 8 A 55

% F Radware DefensePro

LE 2SRRI IR S BERC & A, W LL 3% 5 — 7 Radware DefensePro JEFUF- G LAAE ASA [ k45 5 1] 5%,
1E Firepower M5 I A7 101247 . Radware DefensePro s+ KVM BRI 5, AI{E Firepower
4100/9300 HLAE _FFEAE- A U 48 il 55 (DDoS) Frill FI % fif h e . 47k Firepower 4100/9300 HLAH A
FHIRSSHENT, SR B M4 (R30S el i DefensePro JEHLT- 6, SR )5 5 278 % ASA oY, Firepower
JEH BT A
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A\

R * Radware DefensePro UG 7] LLFR A Radware vDP (4 DefensePro) , B{E fGiFK N vDP.

* Radware DefensePro B F G 1 IF 1] GE 2 fR i 1B 1 28

Radware DefensePro B9 uws &% & 14

7t Firepower 4100/9300 HL4 L7 Radware DefensePro 2 Hi, W44 Firepower 4100/9300 HLAH it &'
A AEH] ete/UTC X (¥ NTP fli 5525 . 47 51 & Firepower 4100/9300 HLAH H 301 15 i 1] (KR40 5L, 13
Z [ wEE H AR R, 55 113 T,

Bk 55 5

=R
* ASA - DL RS ) ASA 32 ¥F Radware DefensePro (vDP) *F- &
* Firepower 9300
* Firepower 4110
* Firepower 4120
* Firepower 4140

* Firepower 4150

* Firepower BB 18 - fELL N5 |, SC¥F Radware DefensePro ~F- & 1 Firepower J& B 1 :

* Firepower 9300

* Firepower4110- 15 &, A0 A FEE B 52 R RS . & BRE TR RES,

Tk BB ids .
* Firepower4120-157E &, A [FINZAE WS 5@ HE s . fEiks BRE T BB &S,
Tk s ids .

* Firepower 4140

* Firepower 4150

Hi M E

o WSS HEAEH AR RFAERC B TP ANSZ SRR R, AENUARTRIEAR sk, SR HTARAZ I B %% Radware
DefensePro (vDP) N H .

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)
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AT LE

EIh B 45 % % L BLE Radware DefensePro .

1% % B & Radware DefensePro

PAUN R SR il /E ST, ASA- B Firepower JEUbHSIT AN 1& $HE 5% i T ) SN IR 55 % 7 22 Radware

DefensePro.

FHia Z |l

* M Cisco.com F#; vDP B4 (i&Z 5% M Cisco.com FEMAZ , 45 70 71D , SR ImLG FE
#I| Firepower 4100/9300 ALAH (i Z: 44 18 45 B £ A BUE T 281 Firepower 4100/9300 HLAH , 28
73 00

o AT DLAENLES P REAE BT BE B T 30 22 Radware DefensePro N ; T FHIAG N BEEE, S WAE
MLFG N 4L AL S Radware DefensePro , 55 294 T,

UK

TSR BB BB LR T vDP, 18 FZ e LR R LB EEEE 11, B 195 TR I BN A EE
KA, N, fny DL A B,

ST L E A8 ASA B8 Firepower J8iJl P & 85 25 (S VS INALSZ ASA , 2 235 T1Eih FMC
IS INAIST IR Firepower BOMMSH » 26 240 71D o WEVER, WIRIETE Firepower 4110 B 4120 %A% %
e, WA ATC B HT %% vDP LA Firepower J8 ik B fHI A% o

HEN A g5 A

Firepower# scope ssa

1] Radware vDP 5451

Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # create app-instance vdp
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot/* # exit

AT -

commit-buffer

KAIE vDP £ 22 4 bt b i 22 AT A -

Firepower /ssa # show app-instance

il
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. EIh 3B 451% % LB & Radware DefensePro

BT
[24

=

HY

17

CAJI%E)  WoR 52 SCRR W] B R G S0
Firepower /ssa/app # show resource-profile system

i

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model
RAM Size (MB) Default Profile Profile Type Description

CPU Logical Core Count

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPR9K-SM-44, FPR9K-SM-36,

FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24
6
VDP-10-CORES

FPRO9K-SM-24,

24576 Yes
vdp
FPR4K-SM-44,

System
8.13.01.09-2 No
FPR4K-SM-36, FPR4K-SM-24

FPRO9K-SM-56, FPROK-SM-44, FPRO9K-SM-36,

10 40960 No System

VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System

VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System

VDP-8-CORES
FPRO9K-SM-24,

8.13.01.09-2 No
FPR4K-SM-36, FPR4K-SM-24

vdp FPR9K-SM-56, FPROK-SM-44, FPRIK-SM-36,

FPR4K-SM-44,
8 32768 No
CArage) AFH] 20 b ml Y B AC SO 2 — BB DR R B S A

a) HERAE 1AV

Firepower /ssa*# scope slot 1

System

b) #i A\ DefensePro W ] SZ41:

Firepower /ssa/slot* # enter app-instance vdp

SN INA R

Firepower /ssa/slot/app-instance* # enable

VB DR YR B A

Firepower /ssa/slot/app-instance* # set resource-profile-name resource profile name
AT A :

Firepower /ssa/slot/app-instance® # commit-buffer

Y

vDP N AR TAEZRE R, U A B %

Firepower /ssa # scope logical-device device name
Wi P 17 o4y vDP.o 50T DU ] 55 28 B v e A IR A B 10, 0 ) ARt ] SR g 2 11

Firepower /ssa/logical-device # enter external-port-link nameinterface id vdp

Firepower /ssa/logical-device/external-port-link™* # exit

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)
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EIh B 45 % % L BLE Radware DefensePro .

HIE11 4 vDP it B AN R B

a) RIS SRS

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) B IP Mkt

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 slot_id default
¢) BCERIHAL:

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* #set gateway gateway address
d) W P HihkFIHERD .

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network _mask
e) BRI IP AL E VI

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) B RS R Y

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

Y EAE LR vDP & T ASA BY Firepower Ja By B3 A0 Hif T PRI £SCH 422 11«
Firepower /ssa/logical-device* # scope external-port-link name

i\ show external-port-link 7y 4 LAY & 11 44 7K .

) B AN N vDP:

Firepower /ssa/logical-device/external-port-link™* # set decorator vdp
XHEAEH] vDP (RN D R Bk AL

B UF O AR AT X LB T 58— N

Firepower /ssa/logical-device/external-port-link* # show detail

i

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

AT -

commit-buffer

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. TEM\FE M R# 5 L BCE Radware DefensePro

T—%#ita

24 DefensePro N FH B B %0 . i8R, RN BE A, DefensePro N JCIEE(M . HIRE
25 8., 152 Cisco.com [ f] {Radware DefensePro DDoS Wi ZZfif i 856D -

EHNFE A EEE LB E Radware DefensePro

\}

a4

MRS BEAER LA TR & P AN 2 S0 F 5. {H )&, Radware DefensePro N FH ] AEALAR ) BEAENS St ¥4l a7
e B AT

FiaZ |l

* M Cisco.com 2% vDP {8 (iEZ @ M Cisco.com FaZM% , 2 70 1) , SRJTE MR N4
#I| Firepower 4100/9300 HLAH (i 2 [ 18 5 4 AR T 4321 Firepower 4100/9300 HLAR , 2
73 1)

UK

ﬁuﬁ%%%iiﬁaﬁ’ﬁ%@%mﬂ%% vDP, i 5 % ORI RC B B 1, 5 195 O L E N A
A, AN, ALY A B O

fic'E ASA LA N HESE (E S A2 ASA BEEE , 55 265 1) BX Firepower BB HINLAE W BEEE (5
I Q% Firepower B S IHIAESE , 26 275 00D &

FHl Radware DefensePro &1~ CIfl 1) 2 7 3t ) i 11 «

enter external-port-link name interface_name { asa | ftd }

set decorator vdp

set description """

exit

ISRV S AN B 1

i\ external-port-link { mgmt asa | mgmt_fid } interface_id { asa | fid }
set decorator """

set description """

exit

4 DefensePro 43t A B iy 11 «

i\ external-port-link mgmt_vdp interface name { asa | fid }
set decorator """

set description """

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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BT
[24

HY

=

6

TEHLFE A B4 £ B E Radware DefensePro .

CRIE) o 32 SRR T ] B8 U S
show resource-profile system

i

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model CPU Logical Core Count
RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPR9K-SM-56, FPR9K-SM-44, FPR9K-SM-36,

FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPRY9K-SM-56, FPR9K-SM-44, FPR9K-SM-36,
FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44, FPRO9K-SM-36,

FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4AK-SM-24
8 32768 No System
CAJage) AfH b rpon] G B SO 2 — Y B B YR G B S A
AR RAWTNUS, FXOS WK ERTE )
a) MEHRE 1 G-
Firepower /ssa*# scope slot 1
b) %A DefensePro W ] SE4i :
Firepower /ssa/slot* # enter app-instance vdp
¢) S UM HISE
Firepower /ssa/slot/app-instance* # enable
d) BCE BN E S
Firepower /ssa/slot/app-instance™ # set resource-profile-name resource_profile name
e) %%iiﬁﬂ%i:
Firepower /ssa/slot/app-instance* # commit-buffer
i T A ity 113 3 -
N external-port-link port-channel48 Port-channel48 { asa | fid }

set decorator """

set description """

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. TEM\FE M R# 5 L BCE Radware DefensePro

exit

LI NI I = DefensePro S| & & B 5| FFE 7
enter mgmt-bootstrap vdp
i ipv4 slot id default
set gateway gateway _address
set ip ip_address mask network_mask
exit

i

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default

set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

S0 EHEHS| SRR EEH:
exit

SN BT TIH LK) DefensePro W SE41 :
connect module s/ot console

connect vdp

P2 AT L, WEE P

device clustering management-channel ip

T3 fFH LD RN 1P % E X 1P:

device clustering master set management-channel ip

SE14 R

device clustering state set enable

FIRS B NS 6 IFIRH 5] FXOS Bk CLI:
Ctrl ]

$E16 FELLWE 100 12, 13 M 14 DL EADTE 11 DI B E P, IS I N <2l s RS

PR AN

. 2%} Firepower 4100/9300 FX0S CLI i B#575, 2.7(1)
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TEHLFE A B4 £ B E Radware DefensePro .

commit-buffer
ER SEIICRE G, IREIE RS CAEREE P E DefensePro 5L .
U UEFT A DefensePro N H#S S IN N Z A4«

device cluster show

EH LR k2 —, BAUEMEA DefensePro S F- 2L,  WIBAN & IEE T
a) i DefensePro SEfVE [, {27~ DefensePro ¥ ] J& k-

scope ssa

scope slot slot number

scope app-instance vdp

show app-attri

b) fEH L, R DefensePro SEUI I PEANE K. IEU5VEA W R 1A _E (V2 4R B 45 A1 vDP W ] S8
(ZIEEPSENSE
scope ssa
scope slot_number

show app-instance expand detail

Wit DefensePro W HAELZ, (HMARLEREEEF LR, CLI ¥ iEoR:

App Attribute:
App Attribute Key: cluster-role
Value: unknown

IR RSB “unknown” {H, #20E N DefensePro N1, Wt E & IP #ulik, €)% vDP #i4E.
A1 DefensePro N HI7EZk, F+ H OAEREEEFR B, CLIK Boxs:

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

Gt

scope ssa
enter logical-device 1ld asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B s uopree s A A vDP Web BR %

enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description
exit
enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

nn
nn
nn

nn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

T—F Mt 4

4 DefensePro Nt B %00 . 1R, 7EESCRE W E 217, DefensePro N H JCIAELM . A3 K H
Z{Z 8., S0 Cisco.com ) (Radware DefensePro DDoS Wil ZZME 85 -

FF A UDP/TCP i O %0 /2 A vDP Web AR 55

Radware APSolute Vision & H 2%z 1 v fiff | % UDP/TCP ¥ 1 5 Radware vDP W FHHE Tl 5. A1l
vDP W 5 APSolute Vision £ #EESUATHAS, S OA20UHH (RIX Lo 0] U5 0] KRB B KBS FEE. HR
R Sy s 482 1 A T U VEAN 5 B, 1521 (APSolute Vision 748/ ) I LA £k

* APSolute Vision AR 53 25im 0 - WBM @S FIRIER S

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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mansmzmz [

* H Radware 1% % HJ APSolute Vision iR Z /1@ SR O

A Radware APSolute Vision & H #524E FXOS HLAE _E I EF DefensePro MW H, #0470 FH FXOS
CLI J3 i} vDP Web I 5% .

UK

FIE1 M FXOS CLI &3] vDP [ H 524
connect module s/ot console

connect vdp

£ 2 /5 H vDP Web JIlk% .

manage secure-web status set enable

HIE 3 B vDP W H I & ik 1] FXOS #ik CLI.
Ctrl ]

At & TLS ANz hniE

PAR 28018 TLS s i anfel 5 e, DALl {6 ] Firepower 4 B0y 85 HOIRAS

xF TLS fnZhniE

The Firepower 4100/9300 > FiE4 2 & A NN, " EAEME P HAT B E 44/ 2 482 (TLS/SSL)
TR, XA G T R T A .

* TLS/SSL Jn# Mg .

* VPN, f45TLS/SSLAN IPsec
TLS I MR Y REAEA RS L BB A H, ToiEsEH . I8 DIAEREAS 224 51 /8 L1 —A %
16 4~ FTD 285241 13 TLS i nig
AEM FAPR & TLS S0 2% niE
W FTD G T TLS InZ ik, EicfFELLFJLA.

5| S rE

AR RN 5 | B E BN DR B, JF HAS IS | B8 A th ks, ) TLS/SSLt RIS =50, HEI51%
).

1647 24 i1 FTD configure snort preserve-connection {enable | disable} i 22 .

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B emmms s mmmiz

12 HTTP 14 &¢
FEASR AL 1) FTD 2528 5549 A F TLS 0 ik mge£x g mabk e . FRATEE L TLS s s AX 75
fift % TLS/SSL it [f) FTD ¥ ds 52l s .
BXFB 15 B ALIBHRAE (FIPS)
WUR RIS T TLS I i fHIpeHs A5 B AR BEARHE (FIPS), W5 DL 36 I 11 3% 4 4 SR«
« K/N/IF 2048 75 1) RSA #4]
* Rivest %114 4 (RC4)
o R brE (H— DES)
* Merkle - Damgard 5 (MD5)

* SSL v3

s Firepower £ B O FTD B &y L2z B NIES UGS 4TI, FIPS 25 ] AEIXSepist
NIZATIN, FEAVFERE, ATLE FTD A s sy EARA] TLS g hnid, sl nf LARCE Web 3 53 25 L
L SR

FEASSLE
o AR

25T P (HA) FOgERy

WA = AT (HA) B0 FTD, D625 50 I7E &> FTD EJ A TLS I k. — AN #51 TLS
T nig FeE AN HA SRR 0 oA B A L=

TLS (3

HELE R IAE ] RFC6520 52 HIAE A 22 224 (TLS) ARk M )22 2242 (DTLS) Wh sl (¥ TLS Lok fig
SSL Lok il I TR GE R b TG SRS - 207 i B 55 4 AR i 8 7 1 B i, Rk o)
— 7 B o SRR R By, A3k A I H A

)5 F TLS nhni )52 FMC & 20 FTD 28 A TLS OBk RS ), % FTD KT
SSL & i) Fo iR R Z B3R AE P AR R EEIR FMC B A TR 41

o BHIE

o Pk
B N RS A TLS (B, 5S04 (Firepower & HHOECE 5 ) A5 5% TLS/SSL
HEBR U 725

W RAE FTD 528540 _EARA] TLS I i, JUnT LAAE FMC Ho i) 1 26 20 Bt ki (NAP) H e B g Kl
PR, DAfEAf e wifer b 2 TLS 0ok

K TLS DBEITEANE B, 52 (Firepower B LWL I E HTF) 7 9% TLS/SSL Mk B i
IR T

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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wusspamAnsnznz

TLS/SSL #81TH

TLS/SSL #1T H $i5 FTD TLS/SSL it & il #& (R A& . B4 FTD #8] fE< i %) TLS/SSL #iI /i, HH
A CFF TLS I sk it FTD A $2 4t a] fic & 1) Jy 2O kAT Ab B .

MJF T TLS I b /Y FTD kAT R, %1% FTD #Fl FMTm i 0, #CKAR i SSL SR
ToE R RRIE TR F SR W E B T AL FE .

- BRI SR

- Rfiess
- BHLIE
« B EE

B

R SSL HEMS TeIE MR A RYIRAE TR FEAR I BLE N AR, HAOG AU [ 47 il SROes P DA A 2 it
W, W Ea kA (HEMEAS R,

R BRI, A LU EIT R
o FF4 ) B A £ TLS/SSL b RE 11 FTD.
o WK SSL SR, A HA B w0 S0 S B S I AS R R

HR TLS BITHIEAGE R, 1ESH (Firepower HHFOALETER Y H7H 5% TLS/SSL iR HERR I
U_”J E/J - |’

AEZH WA AR E G E
JAH TLS I ik 5, ToiEAEw:8h ol oy it fi iz & e O L@ TLS/SSL i & .

ARZTLHIFZH TLS =i

2§ A FMC S INAST Y Firepower BB AH , 55 240 vTrh prik #s & 8 #Ese g, ¥ A 3h)a i) TLS
T N .

TLS Ji e F5 7 AT A S B sh i, JF BCiEEE .

EFIRA TLS MNZE iR
AT AT A E A2 1 O3 FH TLS s i .
{t Firepower & B HUOPAT LU FAESS o

UK

LB G %3 Firepower & HHL
T2 g E > REEE.

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B ==zsis

T3 sl o (D DI B
PB4 PN IR G . TLS I hd R Wonde “HRL” .

BHEIBERE

AT UM ERIZ R it K5 ASAFHO B WA S i G B FAE B @R et BT HARAESS .

ER BN R &

LU R R NI

UK

PR AN G IE R Telnet HEHORZERE 2 CLIL
connect module slot number { console | telnet}
FHEMBA S LA I B 1 2 4518, W] 1450 slot_number .
81 Telnet HEHEMIILAIE T, AT LA X BRI e 2 AN 251, F HEHed L s bk

IR

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

NI
g
N

HERZBIN RS G o BB AT S 1 S .
connect asa name

connect ftd name

connect vdp name
BEFLHIZHR, AN T BRI L.

Pl
Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI

[...]

asa>

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Tl

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console...
[...]

>

I8 HY N HIHE ) 5 3] FXOS #5k CLI

* ASA - i\ Ctrl-a, d
* FTD - i\ exit

* vDP - #ii \ Ctrl-], .

JR[A] FXOS CLI [l B 5| 8 22
RHEHIA:
a) I~
TR 5 Telnet WV FH .
b) ZLE MW Telnet N, A

telnet>quit

B Telnet &1iF:
a) A Ctrl-],.

ot

G |

enter exit to return to bootCLI

DLUR el &8 e i 1 FIK) ASA, AR5 [A 3] FXOS CLI [ F 5 |42,

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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MIFRIZ 481K &

pz A RPN NS S

Firepower# scope ssa

T2 EEVAE LIER RS TSR

Firepower /ssa # show logical-device

TR 3 X REMBR RN IEAE B, WA LL P

Firepower /ssa # delete logical-device device name

TR ARG B LN TR (E B

Firepower /ssa # show app-instance

FIRE 0T AEMBR RSN, A LU 2

a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application name

¢) Firepower /ssa/slot # exit

U6 HLATHE

commit-buffer

ARG EALS -

Gt

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

Name Description Slot ID

FTD

1727
Firepower /ssa # delete logical-device FTD

Firepower /ssa* # show app-instance

Application Name

Slot ID

Version Cluster Oper State

Admin State

Mode

Operational State

Operational State

zEigg |

Template Name

3 Clustered Ok

ftd

6.0.0.837

ftd

6.0.0.837

ftd

6.0.0.837
Firepower /ssa*

Firepower /ssa/slot # delete app-instance ftd

Not Applicable
Not Applicable

Not Applicable
# scope slot 1

1 Disabled

2 Disabled

3 Disabled

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Offline

Not Available
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Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

R B £R AR 52

LA 08 209 203 D o s R 7 R M S P D S B

Iife B A B

B, IR Y 2 SN, BESE R 2 H A MRS IR . SR ER S IR, ORI E, E
e UEH ISR o S8 v] AT 28 B4 o

BRI WA Ui S SRR, EN AT AT show cluster info iy & 21 5 GRS

ciscoasa# show cluster info
Clustering is not enabled

XA FMC ) FTD, NiZf s 45 B E FMC W&k, DUMEE TR S FHRHE G, el bUKE 4
HBIIRE .

o FEN R PP R AE - 8] DL N I FR P CLI 224 . %\ cluster remove unit name iy
AR A B S B 2% AAMP T B 2% o 51 FREFIECE RFEAAS, T 825 R 20 (1 BB
REFAAE, DR TR G A IR A A ZRACE . WERTE N E K& Rty 2ok
MERF 1, WSR2 F I E W
VAR TAEFHPIRES I, PrA e CoCH; A BB O n USRI . BRI
UL, THEEE B BRI R TIT, AT R G R I B R TP k. R4
RAEEF g, MR AR A TIEFRRE, W B LR AR .

B A B, TEE ASA i cluster group name, #X)ienable. ZET0HT A HBEEE, 154
FTD E%i cluster enable.

A% N R FE 5241 - 78 FXOS CLIL 9, %24 LL R il :

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

LETHT A -

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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o KM ARy 518 - 78 FXOS CLLHY, 152 [ LU N 7=l

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

TR L

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

KMIMIAE - 48 FXOS CLI W, 152 LL Rl

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

K A MBS

AT LM BN 775 7K A R R B0

XTAEH FMC 1) FTD, MERAENUAE EAERTIERIS . I\ FMC BB R MR B 4%
o MHIBRIZ 4 ¥ 4% - £ FXOS CLI H, %2 [ LA R 7Rl :

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

o MR SS I ERALRS B2 A - SRR S5 PR BE 46, WU RT RS B B8 15 0 o B PR BT

AR

B 5 iZ e & A R BA B Rz A Sk 11
IR 45, OISR T I B SR . R R R, AR
OS2 0, T ST QA B . ISP S5 A S, A
AR RSB 2 bty 31 R 52

UK
pz A RN S S

Firepower# scope ssa

T2 A RN TR

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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$IE3

FTIE4

&3 Firepower gippprEiE e LoD

Firepower /ssa # show app-instance

T AR RN, TER AN BL T dr 4

a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application _name
c) Firepower /ssa/slot # exit

PEATTLE
commit-buffer

ARG EALS -

ot

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

% o4 Firepower B BA {E1Z 45 1% & L 91O

A LLYE FTD 2483 % Mo sk By 20 s 1 . AR5, 7 LLZEFMCERFDM T [R5 4 1 il

VIS I 1 B o3 A A 22 10 FTD e & I sg M fe /o (R, B e 4 S e v A8 FH 10 42 11 25 5 i
B W LAEBEALE FTD BCE PR A E 51 B0, A5 U7 0. NAT. SSL. S 3N, VPN,
DHCP 452855 . 51 H 2 A XA SRS AN 2 50 . 18 0] LAg 45 L4 e /) EtherChannel % 53 55 &,
T AN S )2 B 1 2% B ESR AEFMCERFDM._EJEAT A2

XF FMC: M EREE PR IR 125 OROR AT L
XtF FDM: W] DAAEINBRIF#E DT, KRG BN MR IR 20 .

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B =2 rirepower mimpprimEiEiz & FaviEn

FHia Z |l

o FRIRECE YA, 45 195 TUFIR N EtherChannel (i 308D , 45 197 TURCE %1, IR
IN4E4A] EtherChannel,

o QARSI 2 BC R N N 2] EtherChannel (1140, BRINEUL N RTAE B D BLA #E4E), W)
T WAL Y /e 1, AR5 AR 1% 4% 18 I 21 EtherChannel. %187 ) EtherChannel,
fasu] DU 5 EtherChannel 23 Bio 214 4% o

o XTSRS R TR, VR ORAE TR B BN B % 1, SRS EFMC B FDM 1 [R D G
Fo WATEBUEAE N E /2 B LA, R MR EAGSh B EIESaR 1. TRER, BT
AR BB OGP RS TN, DAL, eI i L g

UK

HEN 22 4 IR B
Firepower# scope ssa

LB R 4

Firepower /ssa # scope logical-device device name

R8T 08 Oy B 22 5 1 4%«

Firepower /ssa/logical-device* # create external-port-link name interface_id ftd

THZIMERAEATHR 1 .
AT -

commit-buffer

BAZ RGN EATL S -

R HFMCHIE: .,

a) FXEFMC.

b) KIRIEFRIEE > REFEE, I FTD WA MAEK: ¢ ). REGIIANEFHED .

o) AiiEO VA LIRS & &4 .

d) FRENSE, nTRAEEO TN A B O, R ORE SRAEES. miliaE T RIEE
B LA e T

e) MHTFRIMEREEIT, & BB AR B2 1 B N IH 2 AR5 e 1

I T AR 1, TR n] LS A IE S . ZEMER IH4 D OF ST RS, KA AN
Bl RIERBCE . bR Shos 3/E A IF 3 i T A

£) el ok B 5 B8 LARS (R SRS A2 12 1 S SR A1 2%
U BT RS, UG 2 S O D SRS AT I
g) HiifRTF.

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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&3 Firepower gippprEiE e LoD

h) AERE A S B W . B E N S, A AR
HIE6 [F AT HFDMAF 8 .

a) FXEFDM,
b) miiig&E, REAEEOMETHERRAZEOMER.

Interfaces

Connected

Enabled 3 of 13

View All Interfaces >

o AuhEHEOEE (=,
d) SR, RS .

Scan Interfaces X

@ Interface scan completed.

Added (3) Removed (0)

unnamed

unnamed

unnamed
Ethernet1/5

OK

e) MEFHARR. IP Hih SR B R L.

D SR A A I B 1 AR BLAT TP Mt A2 K, DU A P R 40044 PR TP ik S P 5 T 1
DA AT AZE B4 1 A X e 1

0 BERIHEE RO B, W AR IR R B,

%0

Migrate

SRR SRE I R o 5| 2 1 i A G B B0 PP B i 1
g) MEHEDO MupRPIEFHZ O,

2%} Firepower 4100/9300 FXO0S CLI Ec &5/, 2.7(1) .
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B =2 rirepower mimpprimEiEiz & FaviEn

outside (GigabitEthernet0/0)

Migrate Interface

ﬁ The only way to undo an interface migration is to discard all pending changes.

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) - ; -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemet0/4) -

Create new Subinterface

LY e PSP EATAZR -3 m IINICTN Pt FR(EPSXG liiofsi 2

o to migrate an interface was created. %
Open the task list.
) KMEESIIER, ORI
Task List X
8 total 0 running 7 completed 1 failures Dests sl shed Roe
Start
Name Time EndTime Status Actions
Config migration from source interface outside to 06 Jun 06 Jun
destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful
PM PM

SIBT 7 FXOS ', MW &I Bz 1

Firepower /ssa/logical-device # delete external-port-link name
i\ show external-port-link 7iv4 DL 2% [ 44 K .
P8 RAHE:
commit-buffer
R RGN EATS .

$IR9 F A FMC 5 FDM [R50,

Il =% Firepower 4100/9300 FX0S CLI B2 & 15/, 2.7(1)
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B ASA Z

N

s asaziEins toEn ]

& 7: FDM 13330

Scan Interfaces P

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2

W E YRR

o] PLAE ASA B4 Lt BUN AR B B L . ASDM 2 HaRIUHH#E L .

VS TR 422 11 B i A A8 FH P42 1 6) AS A L B s AR /o EUE:, 4 SRAE FXOS Al B 22 Bic ()42 11

Clan, S MIBR 25 MR EtherChannel,  BYCF: 73 BC (1482 11 5557 70 Bic 45 EtherChannel) , - H.
LE A s A %A 10, W PR E 23 550 ASA iR E . ZEIXPE ML, ASA BB S8 IR tA
A, DR O] DAEATARART 25 21K 48 . #50T LAAE ASA OS HHF-ah B B IH 422 L

a4

& AT LAgw# L7 1Y EtherChannel R0, 1 ASSE M IE 4 10 45

Fri&Z |
o FRIRACE YR T, A 195 TUFIVR N EtherChannel (i [30IE) , 45 197 TURCE %1, IR
IN4E4A] EtherChannel.

o QU RS 2 BC AT 1N N 2] EtherChannel (1140, BRINE DG N ¥ RTAE B D BC A BE4E), W)
TS N R A I A FC 1, AR5 PR 4% 1S N 2 EtherChannel . %7 [#) EtherChannel,
& 0] DLRE 5 % EtherChannel 77 2115 45 .

o TR EGRBE D, S ORI ERS BR T AT B IR 1 . AT AE M s /4 T B B
R, AR5 AR AR SR B e B DR PV S PR TS, B, &
A S A

UK

pz A RPN S

2%} Firepower 4100/9300 FXO0S CLI Ec &5/, 2.7(1) .
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Firepower# scope ssa
P2 GRS
Firepower /ssa # scope logical-device device name
FER3 NIEH A IOH RO .
Firepower /ssa/logical-device # delete external-port-link name
i\ show external-port-link 7iv 4 DL & 52 L 44 FK .

TR, W TR L SRR AR B S 0 2 3T, ] commit-buffer £y 4-ifiiA %
.

7 LR GE kRPN RE L R
Firepower /ssa/logical-device* # create external-port-link name interface id asa

WIES PEAHE
commit-buffer

RARGREATS

iald e
BIEB &
* show app
A A I

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.10.1 cisco Native Application Yes

ftd 6.3.0 cisco Native,Container Application Yes

ftd 6.2.3 cisco Native Application Yes

vdp 8.13.01.09-2 radware Vm Application Yes

show app-instance

B NSRS A

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)
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srzees

ftd LD2 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None

ftd LD3 1 Enabled Online 6.4.0.10353 6.4.0.10353
Container Default-Small Not Applicable None

ftd LD4 1 Enabled Online 6.4.0.10353 6.4.0.1056
Container Default-Small Not Applicable None

show logical-device
A E B TEAE B
Firepower# scope ssa

Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode

Standalone Ok

show resource-profile system

7R vDP [P YR RL E ST

Firepower# scope ssa

Firepower /ssa # show resource-profile system

Profile Name App Name App Version Is In Use Security Model
Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE
vdp 8.13.01.09-2 No
4 16384 Yes System

FPR4K-SM-12

Template Name

asa

CPU Logical Core

DEFAULT-RESOURCE vdp 8.13.01.09-2 No
FPROK-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No
FPRO9K-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36,

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No

FPROK-SM-36, FPR9K-SM-24, FPR4K-SM-44, FPR4K-SM-36,
8 32768 No System

show resource-profile user-defined

P A LB DR U C B SCIE R 2 BES L

Firepower# scope ssa

Firepower /ssa # show resource-profile user-defined
Profile Name Is In Use CPU Logical Core Count

FPROK-SM-56,
FPR4K-SM-24

FPROK-SM-56,
FPR4K-SM-24

all

all

FPROK-SM-56,
FPR4K-SM-24

Description

FPRIK-SM-44,

FPRIK-SM-44,

FPRIK-SM-44,

bronze No 6 low end device

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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gold No 14
silver No 8

highest
mid-level

* show resource detail

A N S A B AC B Do

Firepower# scope ssa
Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

uf = (8] B &R 7 f51

LUR 7R B s SERF OISR B2

F= W 2% EtherChannel iEFAR T Fg AL vt == [B) B &2 7R 45

PUR /RGBSR R T 2 ANREERC L, SX AN RS RN D2 0 A 1 2 AN AE P AT AM %t # 2 h) (Rt
A BB BN R B I S E I DCT 8. A Ak o i B8 3 A 48 R T m) Y
TR FN AN (115 X 26 EtherChannel 342 B A AT # ML 474> EtherChannel F5EFEEE TR 1) T A LA -

R FAEN B O TR P SR AR H 235 F OSPF (nl il it iE W ASA) o 5 MAC HihEAR[H, i
H % TP Mk 78 T i R 8 L e — 1. B I 58 DCTHh TR m R el K i R R e A 4L
Py, BRARGS e R BT R A R . EIE ASA R TR A e b 6 S 2 A T
BN U R — P2 A REAE BE AR e Rr R I e . SR T — ANl P BT ARE AR s DA 0 2 b,
TR R R AR DCT R AL T 55— ANl U BRI DL

RLTABEAN 0 R AT 3L St P 0,47 -

* 3l f5E) VSSAVPC - TEIE e, — S A ML e B E A o0 1, ) — B A L e BT A 0
20 AT TR B PO B B s FUE B B AZ L, 10 VSS/VPC it il ik DCT
fiie EMLIGOUT, EH2 S RFEE AN O A . i DCI il LA Z A i, 1
AT DUE PR R 5 Bl DCT LRI AL fEUbiE LT, S A oo 3, Rk
DCI D20 E S i A

o AL TR R AL VSSVPC - o8 T 3R1G B S A LG AR RE 7, 180T DAL REAN 3l 22256 2 %)
FE) VSSVPC. fEIGIEOL T, BB RS UIRA — N5 4% EtherChannel £ d b0 111
HUROCERE RN S A HAZ AL, BEE ot 2 P UFTIE S B A I AZ el L, {H I X 4% EtherChannel
AR EJE BT o FASAH VSSVPC #4544 EtherChannel FAT ¥ x5 A< i )
EtherChannel.

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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HDUie_[__________m____“_____

/_ \‘_‘J-ﬁgher cost route

S

P& 4% EtherChannel A1t s rrse et mtl |

( Internet )

Spanned

—__Router

Higher cost route —f L‘\

f EtherChannel
| _ [

om:ﬁ|
2\
) = Data Center
Y - Interconnect
Cluster
Control
|
\ ] \ Inside
Spanned
EtherChannel "_\ -
_/
Higher cost route Higher cost route
2
Router Router IS

Data Center 1 Data Center 2

& £& EtherChannel i& FA &5 Z= Fauh /= (8] BE &£ 7R 1)

PURZRBIRos T 2 ARG, KPS ESR B O 20 A T 2 AN B AR Al o 18 I S o s AT
AP Z% O P 28 R 2R R 2 ) 2 i) CARPEFIAN) IO BICH vt o AREB A8 B e AR 42 o B
I DCTHERE o B3t e L FRURER s B2 A0 T 1) pAY 768 70 B 2 Y 199 48 RT3 1 I 2% 1115 19 £8% EtherChanmel
BRI MRS HL . B> EtherChannel #5780 A 1 BT HLAT «

BN IR 9 DG R A8 FH FHRP (51 401 HSRPD 7R AN, 2 R B [ 1) H b R 8l MAC 1 TP b
Hb. B MAC Hhht = AMES), &0 # H# 1 mac-address-table static outside_interface mac_address
AT W S L A% S B MAC HuhEF AU INE] ASA MAC Huht3R., WA IR H, HAFul
1O S A7 Tl i 2 I OCIEAR I, el Bk ASA FF22 il P4 O BiAuh i 2, T3
HUER ) @, B VLAN i S AR AL (OTV) BRI ARTE W s 2 [0 o S8 2508 i &
A, BEIE AT 9 DG % Fh A4 I Bl ik DCT Rk 31 I — 3l i e WU IG5 Il —Nask i B I DG % H
A WD I RS, AU B AR S A B Iy — 0k R YOG ER HH A

2%} Firepower 4100/9300 FXO0S CLI Ec &5/, 2.7(1) .
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BERENRLIER

- Spanned EtherChannel

Spanned EtherChannel

Data Center
Interconnect

gt
Imernetx
*\-L__/‘/)\
~ Gateway Router: . Gateway Router:
C Virtual MACs and IPs Virtual MACs and IPs
_— (FHRP) (FHRP) =
\ 1 —
'ISpanned EtherChannel e
B ai
-------- - : Spanned EtherChannel —
= =
A — 1 Y —
-@)- ASA Cluster 8- 8-
ps - 2 pC
ASA].-] ASA2 ASASEEEEE  ASA4 EEEEN
| Cluster
Control

_____________

App NW

olf ol o)

Switch

Data Center 1

R vPC/VSS IR S, 155

400783

Data Center 2

Z: [ %5 W 2% EtherChannel i2 W55 2 g bt 5 ISR~ 91, 265 314

1
B EINAEIEE
HREZFR FEERA REE R
SRR Firepower B4 E HEZSI) FTD |2.7.1 WAE, 1Al DLEREAHL FTD Sl 3596 &

FDM B, N FARR L.

BGAE )T 4 : enter bootstrap-key
MANAGEMENT _TYPE. set value
LOCALLY_MANAGED.

iR T FTD 6.5.0 8 A .

Firepower 9300 SM-40, SM-48 Fil SM-56 |2.6.1

SCFF

SINT LUF =AY SM-40.
SM-48 Fl SM-56.

SM-40 1 SM-48 5k ASA
9.12(1). SM-56 3k ASA
9.12(2) F1 FXOS 2.6.1.157.

T B ES 2 5K FTD 6.4 Al
FXOS 2.6.1.157,

pEd e

RE ST 2> o

. 2%} Firepower 4100/9300 FXO0S CLI Ec &5/, 2.7(1)
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pagenneics [

TIREAFR

ThRE

IIIIP

SCFFAER]—A Firepower 9300 _- 45 At
SR ASA FI FTD R

TS EAE W] AAE R Firepower 9300 -
[FJ I 38 ASA Rl FTD 2414 4%

pE i3k ASA 9.12(1). Firepower
6.4.0 B3k FXO0S 2.6.1.157.

REBAEMT 2

X T FTDG | S AFRCE, ELAE AT AL
Firepower HLAH & #4515 & FMC 1)
NAT ID

2.6.1

T&ILAE AT LLLE Firepower HUAR B B4
¥ E FMC NAT ID. LART, % HAELE
FXOS CLI & FTD CLI N ¥ & NAT ID.
W, AT E R LA T3
TS OIS, HRTT LM TP ikl GZE[R]
—NEMHEH]D © FMC 58 % 4% 1P
Hl, WTEE FMCIP Hilik. H2,
FAs LA —AN TP bl (X252
B eh H IR EESR) |, IR e IE
B P i di o ME— ) NAT ID, LT
ST WIURIEAS G AT, AR A v A
. FMC R0 M 2 A NAT
ID CIffASAE TP Hihik) XHRTUEvE WA T
GO KA RIFZAL

G A 5 -

BB & > RN & > 1% & > Firepower
IRl NAT IDT

SCRERS SSL AR i T/ 22 425 |
B ff)—AN FTD 4% 8% 52401

2.6.1

TEIAE VT LS P TRy 2245 1 % 1)
—ANFEBE S ) SSLAEAF ik SSL i 1)
I s A ﬂ:ﬁLﬁ'L’ﬁ%%;HﬁJ @Eﬁﬁ T
s, A XRHEAER, ESH
Firepower & £ H.0 Eﬂﬁ?ﬁ?"ﬁo

BB R4 config hwCrypto
enable. show hwCrypto

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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TIREAFR Fa A DIEEfE 2
Firepower Jg}5/7 1 (11 22 52451 B g 24.1

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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pagenneics [

TIREAFR

DIEEfE 2

TR T LLAE BN 22 4 g [/ e B33
AR, HERHREHR
Firepower BUVM A 85 5L . LAY, &%
AR B B AN AN FH A . A, AT
THEAR S . %) T Firepower 9300,
A DAE SRR AT A 24, AR
o ASEER b AT H] 25 2 S

PR RS B O, T LAE
FXOS 6% VLAN 7211, ibn] LI
2SI 2 AIFE R L1 R 748 SE
I, 2R 2 AT BC CPU A%l s
ARG OB S5 5HE RAM,
FERGAFA S (P A 25 1) ¥ 4y 40 GB.
WG R R AR VIR [ SURES S R 1

P
HE o

T8 nT AFE 2 NI AR A% FH 228 5491
RSP M i, Wl 2 A
HUH, AP 10 ADspl, el
A 10 ANl PG . ASCRERESE .

R R SEIT AN, R 22 524
ifieS ASA 24 Sk
Bho 21 FRFX T H8A
IS, T 22 A9 B e Sui/r
BT ZER S o 2 S Fe i
TR o . A A
I IR . AR R
F15¢ 4 Firepower J& Bk 57 il 1
Reschr. MITHL=RE, 215
SRS TS LIS
% 5¢. Firepower BB A
BESED IS v S

R ZORAEH] 6.3 B RARASHY
FTD.

B AE MUP) FXOS #ir4:  connect ftd
name~ connect module telnet, create
bootstrap-key

PERMIT_EXPERT MODE, create
resource-profile, create subinterface,
scope auto-macpool. set cpu-core-count,
set deploy-type, set port-type
data-sharing, set prefix, set

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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TIREAFR Fa A

DIRERR

resource-profile-name, set vlan, scope
app-instance ftd . name. . show
cgroups container. show interface, show
mac-address. show subinterface. show

tech-support module app-instance, .
show version

A& Firepower & HLFL 32 L

W& > IREEE > WwIER> BEOIE
*

SCFF ASA AR B MIRLUE |24

TRHLAE T AFEFR B ASA IR 2 iE WA
s R

BB HT 4 enter bootstrap-key
FIREWALL_MODE. set value routed
F1 set value transparent.

FESEPE I HERS T] B 2 SC TP Hiudik 2.4.1

BRIEOLT, TSRt i A
127.2.0.0/16 M&% . BidE, A LIA FXOS
HER B AR B % . HLATARIE LA
ID FHHdiAl ID H 20 A2 i REAS 1#% AR
PR M B 11 1P Hbhik:
127.2.chassis_id.slot_id. {H /&, H:LEH
LRI UV 127.2.0.0/16 i Bl L.
Pk, EELLE T LR FXOS H BSR4
HEE % E — AN e L /16 T (BR
(127.0.0.0/8) F1ZH % (224.0.0.0/4) Mkl
BRI

A T4 set
cluster-control-link network

. %l Firepower 4100/9300 FX0S CLI B2 &35/, 2.7(1)
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pagenneics [

TIREAFR

DIEEfE 2

X FTDS | SREFFIC &, UAE T PALE
FXOS CLI *H# & FMC ] NAT ID

T8 ILAE ] LLEE FXOS CLI 1% & FMC
NAT ID. LAHT, #H A FTD CLI 1Y
WE NAT ID. ¥, JLiea TikH
H B 28 73T S Il ARG
AP HiYE GERl—ANENED . FMC
fEE & 1P kb, &45HEE FMCIP Hh
BEo fHGE, WS AnE A —AN P Hy
Bl G S i H IR Rk
T8I BT FE 1 P i i 7 e — 1) NAT
ID, VAESIXHIGHIEAE T, JFEdk
TERI 2540 . FMC R 284 FH v 0
FEHMNAT ID (A2 1P Hihik) X5#)
GEVE AT B 4 B UE R4 A
BB M4 : enter bootstrap-key
NAT _ID

ASA R 5 E AR Nk

2.1.1

AR, AT LETE ASA FEAEIN Ay 15
A Firepower 4100/9300 HLAF B & i &1
ID. LAH, R0 ASA N H Pl e
ui pIDs OB DIREIAL T B e E .
TR, AR ASA FUE i E
uipiID. WAL, TSI AR
MR, AT BT K 5] ASA
9.7(1) 1 FXOS 2.1.1, FHfRAL5 %) Fa
SE PERIE BE 1) 22 TS0t

FAMEL T LU P ir4: set site-id

Firepower 9300 I 6 4~ FTD 5 (I 14H
PSR

2.1.1

BiAE, 0] LIX) Firepower 9300 1)
FTD i AU S . 2 LAY 6
A hn, TR 6 NHLAE A
1AM, 83 7E 3 AU E 2
AMEEER, AT DU B 2 3 6 MR
PEEHE .

SCFFAE Firepower 4100 L4117 FTD RE4E

2.1.1

1E FTD #E4EH, 2 ] LLEESE 6 ML
5.

ASA BHEE, 3C¥F 16 4> Firepower 4100
BUAE

2.0.1

76 ASA BEHEE, B nl IR 16 ML
5.

% FFAE Firepower 4100 L $0 1T ASA Ff4E

75 ASA Hif5ErR, el LUEEE 6 ML
Ao

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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zEigg |

TIREAFR

DIRE(R =R

Y FFAE Firepower 9300 %) FTD 47

P PSR

Firepower 9300 S F¢f H] FTD W FH4AAT
WA I BEAE

FAIFINT LU r4: enter

mgmt-bootstrap ftd. enter
bootstrap-key

FIREPOWER_MANAGER_IP. enter

bootstrap-key FIREWALL MODE.
enter bootstrap-key-secret

REGISTRATION_KEY. enter
bootstrap-key-secret PASSWORD.
enter bootstrap-key FQDN. enter
bootstrap-key DNS_SERVERS. enter
bootstrap-key SEARCH_DOMAINS.
enter ipv4 firepower. enter ipvé
firepower. set value. set gateway. set
ip. accept-license-agreement

Firepower 9300 |- 16 1~ ASA FH AL
N REE

AE, 18] LI ASA J FIHLAR a1 RESE
2 LB E 16 MEEEL. i, ]
DAZE 16 AMHLAETEA 1AM, B
78 8 AMHLF A 2 AR, ] DL
M2 1t 16 MRS

Firepower 9300 |- ASA [{IHLAE A BEEE

145 0] LX) Firepower 9300 HLE N T
ASA GBI .

TAIFINT LA fir4: enter
cluster-bootstrap. enter logical-device
clustered. set chassis-id. setipv4
gateway. set ipv4 pool. set ipv6
gateway. setipv6 pool. set key. set
mode spanned-etherchannel. set
port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6

. %l Firepower 4100/9300 FX0S CLI B2 &35/, 2.7(1)
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ZEER/5IEEIR

* KT FXOS ot/ w458 , 5323 1t
o {2 F/EB A e i, 3R 324 TT

o NG54, 5 325 L

o HEAAAYYGE, 5 326 11

« EHVIGG L R ARy 515, 5 326 1T

o AR B R E AL, B 327 T

o KT A e prpst/ 51 8, 5 329 1t

KT FX0S Z 2R/ =Z 25| E

$E 0T LIMEHIFXOS CLIZE 22 4 A He/5 14 F AT PL R IhRE:

s (R eiidy) - e aiiys, ZeBPeR Bt AN LE B adnT UG AR A 505
A, WA ER RS . WS s /300 A 2kt , 5 324 1L,

* 1IN (Acknowledge) - il 22 2 MR B2k, TES BN L eRIY518% , 5 325 1,
© BH - BHTRS) efi/G 8. S EE ey T1E, 5 326 1.

o TG - TEBAE A e /5 B REA, W2 AR/ 5 1 1 SR B A 38 3 1A N FH R
RIGEF SRS (EEHVIRITER)E, W 2y 5 a0 E T 1841 %, Firepower A]
P RERAE RGO T e N A, TR EREW&, JFAZEINH . WS EIGL
LYY, 5326 1L,

A

B WIS, Ay G5 LR ITA N B MR . TR
BAIAGE AL 2 R 5 1 32 i 2 43 BT AT N 8

 BRYERIT - Ve 22 Y51 3 R BPOIRES . TS PR IA/IT R e MR/ 514, 55 329 1t
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B crErepzsEn

ERIEHERARERER

\}

N LAY, AR GOk AL E P IER, 2ol A AR . etk Big
AT (VAT A 32 A 26 B 0K 22 RS SRS o

R A A e i, SEmT DA ] e e A, WREEET A 3 2 R JCTR A IR IR
WA, BT el AR A S0 R e ey, DA 1 e 20 AR BRI AN b FOB W1 a6 1k %
B

a4

i%t&iﬁﬁﬁfﬁ??fﬁy ﬁ&ﬁ%ZfﬁEfﬁﬂ% delete decommissionedﬁ%4§4%§iﬁﬂ&%o

g2

g&{%}ﬂ*ﬁcﬁ%, fﬁljsgfﬁﬁ)\ decommission server ﬁ/&\:

decommission server {ID | chassis-id/blade-id}

R AR AR Ao A R (R e 4258, (i HASER ID (4100 241D BiHLAR 9% 5 AR 5 (9300 ¥ 45)
SRER R o

i

FP9300-A# decommission server 1/2
FP9300-A* #

fﬁj]\ commit-buffer ﬁ“ﬁé\, U»%EETEE'&O
%&E%ﬁ)ﬁﬂ%%/l\ﬁﬂb Tjﬂaélﬁﬁ)\ recommission server ﬁﬁ/&'\

recommission server "vendor" model serial number server
o

* Vendor TGRS A R 4 % 510 MTF4F.

* model FERF5 AL S ID (PID); % 510 N74F.

* serial number ;E[RESERINFHT; W% 510 M4

® server %Z%a‘fﬂ‘%, XﬂLﬂ: 4100 %ﬂ&%?’vﬁiﬁo

f’ﬁ:ﬂ U\’fjiiﬁﬁ show server decommissioned ﬁéﬂ%ﬁ% E@ﬁﬁﬁﬁ%ﬂ‘]ﬁﬂi’%o

i

FP9300-A# recommission server "Cisco Systems, Inc." FPR9K-SM-24 FLM1949C6J1 2
FP9300-A* #

"5355‘3 4 Z—?ﬁﬁ)\ commit-buffer ﬁﬁ/%, uﬁﬁ?ﬁiﬂﬂlo

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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> =

INR &R /g 2
BB R e B BINIFE RS, BB I AR 6 — AN A AN PS5 ID (PID) FAEHLRS, D Z0f
IR, SRIG A BETTAE1E T iZ A e,
W e B oR CARULHL” 5 “ARUANILHL” RS, XE /N LBEAEdmiE i) 2o e i i EdE 5
AT AT A P (AR T . dn S R | O SR B A A P e (e
FEDE, LM IRAEC I e S B SRR, SR BTG A e R, SRS A T LA
B A

)

AR WURMIER FTW P BHOIF GRS, W RS2 M\ Firepower Jal 515 18 12 5 152 26 NI 53k 100 2 82 Ll
Ho AERXMREOLR, A28 ] Firepower B BHL O Ij SR AE A 55 1 A IERER HC L, AR P BTN R 45
B, BEPHAMSEIUG, DAPAT EL T 5 AE

* 1] Firepower HLATE B A3 0K FXOS 447 FH 1 (CLI) K M £t A5 i 1108 0 4 BAE LR A

o R g i A 2] FTD 1514, I8 Firepower A& BEL .y BB 0 B diig 11 .

WSRO D0 TR BRI 2t US> O/ B A BRARIC E,  JF HLiw I 7 Firepower 5 B H .0
RIS R M . BRI SIS, RS AT AT .

AR NIRAR IR AF 55 B VR0 65 B, TS IRELE 5700, 28 180 UL,

UK

T PR
scope chassis

T2 HASBIEB I I I By KB BR G, se oo o — AR (R, BA AR
HD)%&%E;%Aa&mM%@thﬁé:
acknowledge slot

IR

FP9300-A# scope chassis
FP9300-A /fabric-interconnect # acknowledge slot 2
FP9300-A /fabric-interconnect* #

’ﬂﬂ% 3 iﬁ]\ commit-buffer 1141?/?\, uﬁ%ﬁ@ﬂﬁo

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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EEREER/GIE

N
5

LU DR R 2 ey 5%,

i

ﬁf)\ /service-profile E%ft:

scope service-profile server {chassis id>/blade id}

i

FP9300-A # scope service-profile server 1/1
FP9300-A /org/service-profile #

Z—?ﬁﬁ)\ U»F cycle ﬁ*ﬁé\Z*
® cycle cycle—immediate-—jZEUEiﬁ%i%tko
* cycle cycle-wait - RAGFFIZ TP BPLOCHI B BIEARZAT N, 25 B ik,

IR

FP9300-A /org/service-profile # cycle cycle-wait
FP9300-A /org/service-profile* #

RGN, DL A B

commit-buffer

EFVIE R R/ E

N ARG BTG, 2Ry 5 BRI 2% L, P R N I S TS A
Hn o MER . EFFWIE TR, RN 25 R E T2 s, FXOS K E P 25N
FHAT, FOFR BB, I AsREN ]

FEFPAIAALIIIN], 22 AR/ 515 1 10 AT N B SR O BR o S AEFDBT ARt 2 by 5] %
Z AR AT N A

i

p A RPN E NS

. %l Firepower 4100/9300 FX0S CLI B2 &35/, 2.7(1)
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$IR2

SIE4

$IES

scope ssa

i N P AR A dr A

scope slot {slot id}

il

FP9300-A # scope ssa
FP9300-A /ssa # scope slot 2
FP9300-A /ssa/slot #

i\ reinitialize fif % :

EUE
FP9300-A # scope ssa

FP9300-A /ssa # scope slot 2
FP9300-A /ssa/slot # reinitialize

EReasasses |

Warning: Reinitializing blade takes a few minutes. All the application data on blade will
get lost. Please backup application running config files before commit-buffer.

FP9300-A /ssa/slot* #

WAL, A NG SO

FATGEPIX, KRBT HOF I 4R 1L -

commit-buffer

BT R, R BT Em RN ER . SRR W] RERG ZEA B
AT L] show detail T4 R AF FOFTAS AL RAF IR . FOFR AL E R ORITEUERIO

DY S SEFSIVER L AT

{5 0 4% R R B e B FE 2

FEIR UL P BRI CLI fir & M g B 2, ol (BB R AR s AESRAT RS AE et AN

N

k% (OIR) s H T o

a4

o QIR T e P 2R, IS TG ] TR I (R 1 eI b
BT H:1E . 152 [Whttps://www.cisco.com/c/en/us/support/security/firepower-ngfw/

products-installation-guides-list.html.

o 11 HL7E Firepower 8 3t [ 1G 4% FTW W28 5 (FPR-NM-8X1G-F FTW) 3T I 2% A5 Lo /5 42 47
AFIYFE (OIR), VR, MAHE LED K ORFrE K, BRI R~ 2k, LED %
PRORHAE, SRIGTERILM S B Ok 26, JF ANV T B4k,

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B srsunssses

wefEmsIggE |

X FEAF I S kR, R R AUt /fabric-interconnect B, REHEN /cara B :

scope fabric-interconnect a
scope card ID

EATLMEH] show detail AT RAF K THARMMFELE, WIHILHIPRE.

R 3 LRI L, TR

set adminstate offline

?Fﬁ)\ commit-buffer ’uéﬁ/&\, UJ%Y?EBEEE&O
AT LAFF IR AL show detail fiv i izt O 54k .

LA MBI K A2, T -

set adminstate online
commit-buffer

ot

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # scope card 2
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:

Id: 2

Description: Firepower 4x40G QSFP NM

Number of Ports: 16

State: Online

Vendor: Cisco Systems, Inc.

Model: FPR-NM-4X40G

HW Revision: 0

Serial (SN): JAD191601DE

Perf: N/A

Admin State: Online

Power State: Online

Presence: Equipped

Thermal Status: N/A

Voltage Status: N/A
FP9300-A /fabric-interconnect/card # set adminstate offline
FP9300-A /fabric-interconnect/card* # commit-buffer
FP9300-A /fabric-interconnect/card # show detail

Fabric Card:
Id: 2
Description: Firepower 4x40G QSFP NM
Number of Ports: 16
State: Offline
Vendor: Cisco Systems, Inc.
Model: FPR-NM-4X40G
HW Revision: 0
Serial (SN): JAD191601DE
Perf: N/A
Admin State: Offline

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Power State: Off
Presence: Equipped
Thermal Status: N/A
Voltage Status: N/A
FP9300-A /fabric-interconnect/card #

RAFF B RERIEIR/TIZE

M LUR 2D R R 2 Al 2 A

UK

SRR HNE A R ST RO E S B

scope service-profile server 1/1

%jiii%% 2 iﬁﬁ)\uF cycle ﬁ*ﬁé\Z*:

® cycle cycle—immediate-‘jiﬂﬂﬁiﬁaiitﬁo
* cycle cycle-wait - RGGRFIRZ TN ELASC IR LIEAEIZATIIN ], Z SR E R LR

5%3%MmmeMﬁaﬁé,u%Tﬁ*o

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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1og

L& SN/ FiH

s KTHESAN/SH, %3310

c HECE SN/ TR ENE SR, 332 00
S H FXOS Fl&E S, 25333 1L

cVRIEBhACE S, 2335 00

s WEAE S HIRNE, 28336 0T

o SABCESCHE, 5337 1T

= = = =

XTEESANSE
AL E 3 H D RER £ 7 Firepower 4100/9300 HUAR 1112 5 15 £ AT & L B BEE 11 XML -3 H 2
WS4 2 Ja, AT DL AN SRRCE SO, PodCi L B 5 B NV H T Firepower 4100/9300 LA,
DUR A3 A0 IERRC R, SN RGP 5
A T F01 PR 8

* \MFXO0S2.6.1 Hih, WEENEZEH, MLk ENEEH, ATSHRE. SAZILEN,
RS LB EM RIS . R CE o & S g AR 5 5 3 3 IaE S A
UCHD, SANEAEERM. iR IC s TR AR (K 8 5355 .

< WIMESICE SO AR WERBCE SO B, A SO FEATIC . 3 AW RES R

o o E IV G B BCE ANV A ARG B SO N o R Z5UE P B A A T T 5 0 R ORAS B i
MR BEE AN E

* L E S A F Firepower 4100/9300 HLAH Y, Firepower 4100/9300 HLAS LT A LA E (B
FEATIZ AR BRI R I 58 4B i o R A SO A S I

o BATTEE U S ORI B SO N S A A 1) [R]— > Firepower 4100/9300 HLA -

* 34T 5 A1 Firepower 4100/9300 HLAA F1°1- &5 FAFICAS N 5 04T T I RRAAR [R] . A 00), @
PRAVEN I OR  1eT o BAT TR DU TE TR B % 2 Firepower 4100/9300 ALAF 5 H 245 3 PiC 2

* 475 A1 Firepower 4100/9300 HUAH DAZIAE 55 $0AT T2 1 IS AT FH TR0 R[] 4 ol o <2 28 A [) 11 DY) 49
e,
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B ie=s stesmesg

* HE TS K Firepower 4100/9300 LA A4 %5 IEAE S A S H SO A 2 X PAT B 8 3 4% 20 36
TR A A

o WA NHIBC & SO0 B HE R B AT e H P Vel il (EULA) @i f, MIESARLE Z
HI, WZTE Firepower 4100/9300 HLAH F4252 1% N HIF EULA, 5 W AERF

o SO B i DAY (KA 00 S, 31 55 A S SRR R ATE TP IR ST 44 BOR B SCPE S 2 S EAd i

AEESNSHIREME %A
FHECE R, FXOS R BUsEd, 5 W ah Ffis i o

M FXO0S 2.6.1 F-4h, nIHCEMNZES, BIUCBENZEEH, A TSHACE. SANZIER, B0
ERGE BV AR s s8] . A CUE o =8 & e R 3L 5 S R4 i s AN F IS, &
NEAER I I ORIE S TR 5 G & Y D 28 % 5 o

WRER N 2.6.1 LAHTRCA FXOS 3 HFRCE N FXOS 2.6.1 80 mflAs, R G0k A 2o in 2 %
PR SEVFF A

AR R T RN S A OR S AT 2 RO B, WA REORUE P NERAE LD . FRAT T
TR R B2 Firepower 4100/9300 HLAH N5 H 44 43 it &

UK

$IE1 A FXOS CLI N\ A piak:
scope security

T

Firepower# scope security
Firepower /security #

FR2 WEINEHY:
set password-encryption-key
EINEY: encryption_key
INEEH: encryption_key
encryption_key W SELINT 4 & 40 NP2 0]

-

Firepower /security #set password-encryption-key
Enter a key:

Confirm the key:

Firepower /security* #

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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IR 3 ATHCE

commit-buffer

i

Firepower /security* #commit-buffer
Firepower /security #

EH FX0S BL & 304

B E 3 D REF £ & Firepower 4100/9300 HUAH 2 45 ¥ % V- & Be B4 B 1 XML SCAF 5 H 1l

FERR S5 %% o
WEAERTRESA/ SN, TG E S IR EEE .

UK

FORFICE SO B FE R S5 &%«

scope system
export-config URL enabled commit-buffer
fERILL R A2 —, W IEAE S SO € URL:
* ftp://username@hostname/path/image _name
* scp://username@hostname /path/image_name
* sftp://username@hostname/path/image name

* tftp://hostname : port-num/path/image _name

saxosBExH |

IR BRI, ORI . IRARE I, REUGLURE B A MR

JERSLAF o
TP

Firepower-chassis# scope system

Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml

enabled
Firepower—-chassis /system/export-config # commit-buffer

oA AT S PR
scope system
scope export-config hostname

show fsm status

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B steosmaEss

il
Firepower-chassis# scope system
Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status
Hostname: 192.168.1.2
FSM 1:

Remote Result: Not Applicable

Remote Error Code: None

Remote Error Description:

Status: Nop

Previous Status: Backup Success

Timestamp: 2016-01-03T15:32:08.636

Try: O

Progress (%): 100

Current Task:

PRI EAEINA MRS, WEHIIT LT 84
scope system
show export-config
TR EBESCEA A TS, AT Ak
scope system
scope export-config hostname
FEFH AR fir 2B 0T A S5
* {enable|disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path _and filename

* set user <user>

PIRS ZMER T UL, WEAT U R AE:

scope system
delete export-config hostname

commit-buffer

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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tuameasy |

A Y - — | == E

X B ES Y
R 5 L D RER AL Firepower 4100/9300 HUAR 12 5515 & AIF A il B X E 1) XML Xk B 3h %
BRI SS 4% DI RIBEH . SRS R T — kS . BlE S RIAT, sk
TR S B Thaer s A . Blhn,  an S 2230 = et I 10:00 J8 AR — R HRIE S
RGBAE A AW =101 10:00 b & H 005 H .
WAAERTRE SN S, THARAHIES HIREMEEE .

UK

QU TR 3 TS5

a)  BCET RN AC E G -
scope org

scope cfg-export-policy default

b) A HI S
set adminstate enable

¢)  TRE LIRSS AR N S A s
set protocol {ftp|scp|sftp|tftp}

d)  FRE AR A O SCEF AL E (¥ L4 B TP bk 3X P BUZ Firepower 4100/9300 HLAH 7T i k4
L7 AOIRSS B AEERES . ARS8 BT /5 A

WA EHLA AN TP Huhk, W20 & DNS HR45 2% .
set hostname /ostname
e)  WHRBEATHZAEE N b 1, E R
set port port
f) 5 RG GRS A A P 4 WER M BUE TFTP, K JGiE N & 7B
set user username
g) RS P A E . WY SUE TFTP, Wik 1% 7 B :

set password password

hy  FERCESCIE T IR e R AR, WS4 . RSN T304, SRR R %3
PEo3 Bl — A4 PR

set remote-file path _and filename

) e AN S A R E TR T LUERL N URIZ —: “BER (Daily)”  “HEH
(Weekly)” 5% “HREW ] (BiWeekly)” o

set schedule {daily|weekly|bi-weekly}

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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) B RS RS

commit-buffer

i

Firepower-chassis# scope org

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/org # scope cfg-export-policy default

/org/cfg-export-policy # set adminstate enable
/org/cfg-export-policy* set protocol scp
/org/cfg-export-policy* set hostname 192.168.1.2
/org/cfg-export-policy* set remote-file /export/cfg-backup.xml

Firepower-chassis /org/cfg-export-policy* set user userl
Firepower-chassis /org/cfg-export-policy* set password
Password:

Firepower-chassis /org/cfg-export-policy* set schedule weekly
Firepower-chassis /org/cfg-export-policy* # commit-buffer
Firepower-chassis /org/cfg-export-policy #

Firepower-chassis /org/cfg-export-policy # show detail

HH H 3 I H

4=

Config Export policy:
Name: default
Description: Configuration Export Policy
Admin State: Enable
Protocol: Scp
Hostname: 192.168.1.2
User: userl
Remote File: /export/cfg-backup.xml
Schedule: Weekly
Port: Default
Current Task:

REILE FHhiEkE

T AR, ik RGAE i REN B AT IO E 3 IR iR .

SO E S RN, AT LT Ak
scope org

scope cfg-export-reminder

set frequency X
set adminstate {enable|disable}

commit-buffer

i

Firepower-chassis# scope org
Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail

Config Export Reminder:
Config Export Reminder (Days): 10
AdminState: Enable

SNELE XS

I

73

2

s nl LU I LS NI RER F 2 1T 22\ Firepower 4100/9300 HLAR T H TG & ¥ . HLIhBE RVFIEIR
B AN RAFHCE SN RS P AT R . I EH X TRCESA/FW, TRAXREHEE AT
e 245 B

UK
NIRRT o S A BB SCIE, AT R R AE

scope system

import-config URL enabled

commit-buffer

LU N EEZ —, AIEAE S A RISCAHRE URL:
* ftp://username@hostname/path/image_name
* scp://username@hostname /path/image_name
* sftp://username@hostname/path/image name
* tftp://hostname : port-num/path/image _name

i

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot

Firepower-chassis /system/import-config # commit-buffer

LA P LSRR, W HATBL T 2 4E:
scope system
scope import-config iostname

show fsm status

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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il
Firepower-chassis# scope system
Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status
Hostname: 192.168.1.2
FSM 1:

Remote Result: Not Applicable

Remote Error Code: None

Remote Error Description:

Status: Import Wait For Switch

Previous Status: Import Config Breakout

Timestamp: 2016-01-03T15:45:03.963

Try: O

Progress (%): 97

Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:

MgmtImporterImport:configBreakout)

P33 WHFEIAIAMES, HHRAT U T #84E:
scope system
show import-config
TR A BESIAE SAMES, TEHRAT U 84
scope system
scope import-config iostname
LU i 2B S AESS
* {enable|disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-file path _and filename

* set user <user>

PES LM EAAES, THWAT L R H4E:

scope system
delete import-config hostname

commit-buffer

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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SR HERR

o Fl ARk . 5 339 0L

o MR, 55 347 0L

o B FDEERA , 2R 348 TT

o MWERAFHRR ST, 5 351 T

o NBRIRIISCHE RGEH IR , 55 355 L

o EHL VR ARSI ST ) BROIARCE 5 364 T

* Firepower J&Jr By fHBEEEE I 03 K HEMRE. , 56 366 1L
o AR H RS, 5 367 1T

« BT Firepower 4100/9300 HLAS , 45 369 1L

IR B 3L
Bk TR E—IE se g, vl TR N0 E M@, T i#if i Firepower 4100/9300 HLAH
M e . an] DA o il 3k T2 il skl i Firepower 4100/9300 AJLAR L 7 ) 45 2 £2 11 [R50 &

YASUNIRONCIFEE A0 4 €TTH K R a TP i ni I CTIND/E B E 2 W {0 e GG s RN 6 A DR
R IREN R, R G R Bl i 3Rk (PCAP) SCfF.

B Wi C BREY

Firepower 4100/9300 HLAE XS A 3885 A i 11487 DA Bl 53«

ZLIRHR iy 1 B3 15 BA

AR /54| Ethernet1/9 AR 0/0
AR 1/ 45| Ethernet1/10 Pa s EE 0/1
AR 2 Ethernet1/11 W A 0/0
AR 2 Ethernet1/12 W RO 0/1
AR 3 Ethernet1/13 WA 0/0

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B xramseenmRs

REER i 1 AR & 15t AR
AR 3 Ethernetl/14 PR EE 0/1

KR B R ) FA PR F
Heth Bk T A7 AE LT BRI
* HiliZRIE B 2 1A 21 100 Mbps.

o BAE AT AL 18 1 A7 fik 28 (RO AT A i R o i, KSR AT LB Bl il Sk o il . AETT R Kdle
BATIR IR Z AT, SN IR A A2 KA S )

« RSCF 2 MNE S B L R 1k
o IAE N A B LN 1B BOdEA T4 3R

0P T N EAZHALUC IR BAR B R (B0, e dUbR i M S RS G BE ) Wik AR
e

o« B AE— AN EREAN LB O BT AN TR, BRSSO B

* TCIE 3R EtherChannel BY, EtherChannel T2 O R . 28110, X401 RIZE R4 1
EtherChannel, 7] LLfifi3k EtherChannel 5/ 245 1 _EOEHE 60 . W SR 20742 A & A0
H, MG ek b e 1 B s 6 .

o YRS TR SRS N, BTCIE A BT Y PCAP ST,
o MER S AR TIN5 e TR AR SR T Sl E A SRS R e

BB mIE R B HIR A

UK

T BB ORI
Firepower-chassis # scope packet-capture
P2 Qg SN E R ORI gy . 5 343 TL
AT LORE I A Y T A A SR i S AR R
PR3 LA s R 2 1
Firepower-chassis /packet-capture # enter session session_name

TR A $5E T T IR AR S TG DR

Firepower-chassis /packet-capture/session™ # set session-memory-usage session size_in_megabytes

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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aesmasraprsiz [

T8 M X /N AZIAT 1 A 2048 MB 2 []

SRS 5 T LA R SR U R N A A

Firepower-chassis /packet-capture/session* # set session-pcap-snaplength session_snap length _in_bytes
FRAE [ Snap KA 64 F] 9006 7152 [0 WIARBCE 215 Snap KL, WIERIAKIHHACE N
1518 545

Eizpilli €1 TROR [ ETRAR L RIVA NS L /B b S R

fmy LA Z AN U, AT ULE [R50 i 3 2 1l 393 1) J] Bk AP 388 11 R, P g L1 3 Kk
Sl AL B B REAN o 1B A B ) B S SR SO PF . TEIVEHIRFEAS EtherChannel (440, 4R,
X} 43 e 5238 #115 % 1) EtherChannel, AJ LAfili$k EtherChannel &A% G2 82 101 L (K840 . o0 iic
T A &S EtherChannel,  WIJGZ 3R a4 1 E AR A .

R ENHER RS IR, 3SR delete fURF R IR FTS A& create.
a) R E .
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port id

-

Firepower-chassis /packet-capture/session* # create phy-port Ethernetl/1l
Firepower-chassis /packet-capture/session/phy-port* #

b) iR O EREEEA.
Firepower-chassis /packet-capture/session/phy-port* # set subinterface id

R — AN BRI D B 2 A TN, BRI S i B R — A R D s
o ANSCEF Etherchannel (¥ 7% 1o QR AR GE ORI p BU A 5Bl 40T LLEF$ACHE 1 i1
B PR Tl P e e

i

Firepower-chassis /packet-capture/session/phy-port* # set subinterface 100
Firepower-chassis /packet-capture/session/phy-port* #

c) KT AL, 1EYRE AL AR
Firepower-chassis /packet-capture/session/phy-port* # set app-identifier instance name

i

Firepower-chassis /packet-capture/session/phy-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/phy-port* #

d) fiRE N IR,
Firepower-chassis /packet-capture/session/phy-port* # set app name

i

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Firepower-chassis /packet-capture/session/phy-port* # set app ftd
Firepower-chassis /packet-capture/session/phy-port* #

e) (Arik) NH ATl iERs.

Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

iR TN g A BRI e g, 1 set source-filter "',

) WiEFHEEL LRI, WIS T b
F5 e e ECH A S A T R 9 g

T LA AN R, ] DU [R] Al G 3 2 v U ) 1) i A By R P e 1 43R 5
SR KRR B B A R ) Bt R AT RS

TR B MNEE A SR 2 T T I s 1, 48 T delete £CEF 1 1T AT 41 iy 2 R ) create.
a) TR NI,

Firepower-chassis /packet-capture/session* # create app_port module slot link name interface name
app_name

b) X TGS, THIRE AL

Firepower-chassis /packet-capture/session/app-port* # set app-identifier instance name

i

Firepower-chassis /packet-capture/session/app-port* # set app-identifier ftd-instancel
Firepower-chassis /packet-capture/session/app-port* #

¢ Cik) NWHIFTER L g .

Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

TR LN IR JE 4%, 1518 H set source-filter "',

d) MITEEL LRDER, BT KA N S
U SRAREE LA T he e Rl 302 U
Firepower-chassis /packet-capture/session* # enable

BOATEOUT, B A SR i A TP . 3R SUA, WA T 1l < ios Bl f a3k
e WERA HAL ST IEAL FIEERAS, RS IR AR R B U] A TE SR 1 Bt
Wik, AR,

FAESTIRAL B R AL

Firepower-chassis /packet-capture/session* # commit-buffer

[ =#! Firepower 4100/9300 FXOS CLI R & #5788, 2.7(1)
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masrerrntes [

IR RN R R, KRR IR . BN R 8 PCAP 3P, 5 21 14
o

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create session asalinside

Firepower-chassis packet-capture/session # set session-memory-usage 256
Firepower-chassis packet-capture/session* # create phy-port Ethernet3/1
Firepower-chassis packet-capture/session* # create phy-aggr-port Ethernet2/1/1
Firepower-chassis packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
Firepower-chassis packet-capture/session* # create filter interfacelvlanl00
Firepower-chassis packet-capture/filter* set ivlan 100

Firepower-chassis packet-capture/filter* set srcIP 6.6.6.6

Firepower-chassis packet-capture/filter* set srcPort 80

Firepower-chassis packet-capture/filter* set destIP 10.10.10.10

Firepower-chassis packet-capture/filter* set destPort 5050

Firepower-chassis packet-capture/filter* exit

Firepower-chassis packet-capture/session* # scope phy-port Ethernet3/1
Firepower-chassis packet-capture/session/phy-port* # set src-filter interfacelvlanl00
Firepower-chassis packet-capture/session/phy-port* # exit

Firepower-chassis packet-capture/session* # scope app-port 1 linkl Ethernetl/1l asa
Firepower-chassis packet-capture/session/app-port* # set src-filter interfacelvlanl00
Firepower—-chassis packet-capture/session/app-port* # exit

Firepower-chassis packet-capture/session* # enable

Firepower-chassis packet-capture/session* # commit-buffer

Firepower-chassis packet-capture/session #

HH H H o H H

o B 2R B IKRY I IR RR

N

T A I e AR oK PR A E I i R s i R S U . A QU B AR S 1, T AR R
Se D WAL I E L e 25 o

pEL

TR A A s o U T4 W I E AR B AT B S SR 2 1h (R e s, B AE AR I 500 a H 1%
SihE, WA SR

BEA K B AR

Firepower-chassis # scope packet-capture

PRl eR R € PROR IEISURTE AT

Firepower-chassis /packet-capture # create filter filter name

LRI (MK B AR g s«

Firepower-chassis /packet-capture # enter filter filter name

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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LM ERIRAT BB Al 3R P 2 -
Firepower-chassis /packet-capture # delete filter filter name
PRI WL WE NSRS ENE, RE AT R

Firepower-chassis /packet-capture/filter™ # set <filterprop filterprop value

BT |

pE R LM TPv4 B TP Huhik I,  (FCIAAE Al Kt il 3 2 ol v (R I s 2t e

* 19: TFFHYTIEREE

ivlan WS VLAN ID - CHE S IS 885 £ VLAND

ovlan |44 VLAN ID (Firepower 4100/9300 HLA ¥ it VLAN)

srcip Y5 1P Hhhik (IPv4)

destip | [ 1) TP Hutik: (IPv4)

sreipv6 | i TP Hudik (IPv6)

destipv6 | [ [¥] TP #uhl: (IPv6)

sreport | Y5 15

destport | [ {3 11

protocol | P % [TANA 5& SIS, K- Fat kX

IPv6 =34525, ARP=2054, SGT =35081]

ethertype | LUK M Y [TANA &€ LR RIS R, K- Fakdiig 0. #ltn. IPv4=2048,

sremac | YE Mac Hihk

destmac | H [ MAC bl

Gt

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanl00
Firepower-chassis packet-capture/filter* set ivlan 100
Firepower-chassis packet-capture/filter* set srcip 6.6.6.6

set srcport 80

set destip 10.10.10.10
set destport 5050
commit-buffer

Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*
Firepower-chassis packet-capture/filter*

H H FH 3
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pamErsraprsE [

BEFZFIEEEHIR A

UK

e A RPN CRER i EIR IS

Nil

S

8

B

3

Firepower-chassis # scope packet-capture

i NS85 R B g L R A A SR T Y -

Firepower-chassis /packet-capture # enter session session_name

B B HE G AR 2 1l

Firepower-chassis /packet-capture/session* # enable [append | overwrite]

HR ORI A RIS R A

FERAR A PR AT ATIN, FoAS PCAP SCIFIISCAF K/ IR B AR Mg e — FLR RIS o X K/
BRI, RGUR TG Zordate, RofaA R “ X374 (Drop Count)” 7 BUAE N
T A B 1

Firepower-chassis /packet-capture/session* # disable

KRR B R E
Firepower-chassis /packet-capture/session* # commit-buffer

IR O A R AR, i P TS B0 ) PCAP UK T AR ISR R . AR &AL E A
HA TR, BT PCAP SRt bR . WURAIXHERCE, B b el s st ) .

A5l

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

TEHIEEamRXH

TSR A 3R (PCAP) SCPE S IE R BIABTT SEHL, LA Y W9 2 2l 70 B 4 3 Mk 43¢
(R

PCAP X 1F¥ 44 %) workspace: //packet-capture Hak, LI Fa&4E:

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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UK

M Firepower 4100/9300 HLAH & 1] PCAP (44
iR TN et (b B IR 1, ARG IZ TR N3 PCAP XS
a) JERLFIARMAE B

Firepower-chassis # connect localmgmt

b) &l PCAP 3 ff:
# copy pcap file copy destination

Gt

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1:/workspace/

IFREIE Bl i IR = 1R

RN AR 1 AT AIE AT, WRDREILNER o T AR T AN S R et i sk ik

UK

e A RN CITRER [ EIR LS W
Firepower-chassis # scope packet-capture
B2 LR E R B SR 21

Firepower-chassis /packet-capture # delete session session name

SR 3 LMER T ANE B I Bl L R 14t -

Firepower-chassis /packet-capture # delete-all-sessions

TR PSRRI RSB E

Firepower-chassis /packet-capture* # commit-buffer

Gt

Firepower-chassis# scope packet-capture
Firepower-chassis packet-capture # delete session asalinside

. %l Firepower 4100/9300 FX0S CLI B2 &35/, 2.7(1)
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Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

I P 48 FE FR

FHiaZ |l

T EHLA B IPv4 sk ping PIZ% 1K) 55— % 4%
BAE ] LA B IPv6 Hudlk ping BEE A H55— 4%, 1518 ping6 4.

BAE LA B IPv4 HhREEREE M 2% 3 — & & M, 15 traceroute 4. EH ] N4 B
IPv6 HuhtFRER 45 5 — i A5 MBS B, 15 1H ] traceroute6 @74 .

. ping %D ping6 < H TE local-mgmt 1‘?\?&?@?@

mixmszz |

PAMORTNAEEA M 20ERE, 15T ping 2.

* ping i 2L A 7E module BT EH] .
* traceroute fll traceroute6 iy % FJ £F local-mgmt B FFH .
* traceroute 1y 2 iE 1 7E module BRI
bUK
ST WAL N4 — %8R 10cal-ngmt 8 module FA:

* connect local-mgmt

* connect module module-ID {console

Tl

FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

IR 2 I EHLA B IPv4 Hihk ping Pl ) — B,
ping {hostname | IPv4_address}

seconds
w5l
R BIEE 78 Gn ] ping 4 M 4% TR I o — e 4+

I

| telnet}

[count number packets 1]
[packet-size bytes ]

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198

64
64
64
64
64
64
64

bytes
bytes
bytes
bytes
bytes
bytes
bytes

.51.100.10

from
from
from
from
from
from
from

198
198
198
198
198
198
198

(198.51.100.10) from

.51.
.51.
.51.
.51.
.51.
.51.
.51.

100.
100.
100.
100.
100.
100.
100.

10:
10:
10:
10:
10:
10:
10:

icmp_seqg=1
icmp_seq=2
icmp_seq=3
icmp_seqg=4
icmp_seg=5
icmp_seq=6
icmp_seq=7

203.0.113.5 ethO:

ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61
ttl=61

time=0
time=0
time=0
time=0
time=0
time=0
time=0

.264
.219
.234
.205
.216
.251
.223

DASHEACI AN oA 2% 3 4

[deadline seconds 1 | [interval

56 (84) bytes of data.
ms
ms
ms
ms
ms
ms
ms
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64
64
64
64

bytes
bytes
bytes
bytes
bytes

from
from
from
from
from

198
198
198
198
198

---198.51.100.10
12 packets transmitted,

rtt min/avg/max/mdev

FP9300-A (local-mgmt) #

.51
.51.
.51.
.51.
.51.

.100.
100.
100.
100.
100.

10:
10:
10:
10:
10:

icmp_seq=8 ttl=61 time=0.221 ms
icmp_seq=9 ttl=61 time=0.227 ms
icmp_seq=10 ttl=61 time=0.224 ms
icmp_seqg=11 ttl=61 time=0.261 ms
icmp_seq=12 ttl=61 time=0.261 ms

ping statistics ---

12 received, 0% packet loss, time 11104ms
51.005/51.062/51.164/0.064 ms

WIR 3 AEH EHLAL B IPv4 i hk R 26 v by — B (R

traceroute {/hostname

i

| IPv4_address}

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10
198.51.100.57

1

2
3
4

FP9300-A (local-mgmt) #

netl-gwl-13.cisco.com

(198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
(198.51.100.101) 2.050 ms 2.038 ms 2.028 ms

netl-sec-gw2.cisco.com

netl-fp9300-19.cisco.com

T4 () HiN exit B

2N
il
S

T L g

EARZS

LA 20 BRI AE 24 iy 5 S 1 3 T FRPRAS o

BT |

(198.51.100.10), 30 hops max, 40 byte packets

(198.51.100.201) 0.540 ms 0.591 ms 0.577 ms

(198.51.100.108) 0.336 ms 0.267 ms 0.289 ms

EBH 1ocal-mgme B IFIR [FI BT AR L

* scope eth-uplink

* scope fabric {a | b}

il
FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a

FP9300-A /eth-uplink/fabric #

ﬁﬁii%ﬁ)\ulﬂ:ﬂﬂizﬁf}\/eth upllnk/fabrlcéﬁl&

$IE 2 Hi N\ show port-channel 4> UL 7 Y 1if 1) 3 38 30 41 56 LA R A0 10 1 A 3
-

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell? Data Disab
led Admin Down Administratively down

48 Port-channel48 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

"Ifgg 3 ﬁﬂiﬁﬁ)\%?ﬁﬁé\ﬂi)\ /port-channel *ﬁ:—tt, U\\‘f’u%%/]\ﬁﬁﬁ Dﬁﬁ%nﬁﬁﬁ [:]fﬁ‘,%
* scope port-channel /D

Tl

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

FIR A H A show iy L R 72 i FEIE RS B el

il
FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

$IES5 Hi A show member-port 72> LI 7 vy [0 T8 % 520 1 PARZSAF B

il
FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

FrAR O i I EIE 7 RO RE B, SIS BosAHoE B AR NIEHR B TP A% B |- 3 38 sl
R BINER, 1% R TER IR N “ B IR

Eﬁ% ’ﬁ{_‘lﬁﬁ DLL_*D LACP 'f):h%w MEJ EHJ)\Ux ]‘ il ‘ Hj /eth-uplink/fabric/port-channel 7“%
iﬁiﬁﬂf)\fxosikit=

* top
* connect fxos
w5l

i X\ show port-channel summary 74> LAk 7% 24 iy S 1380 30 A0 7 2245 B o

il
FP9300-A (fxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5(D)
48 Po48 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

LAt show port-channel £ show lacp i 2 1 7 £xos B0 T ATH o # 0] DU FH X £ i 4>k Jd 7 £ i
FIEIEF LACP {5 5, Blana&. e, tHEEs A &,

T—5 it 4
5 )i im EE R B, 2 %0 EtherChannel (i LIG#IE) , 25 197 7,

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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MRS FE R E

FFE Z A

FEBHIE RGN 51 R A St DU, mT LU BU R R 5 1 S B R oA . BE58 izl 7,
T8THLE TFTP K51 S /A siWHg, TR RGAE B WE, AR5 F Gl 51 5.

i€ FXOS MRA )R W% v LU Cisco.com F [ BA AT —7 B $RE .

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 &%) -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

PR WAL = AN SCE . i, BUR & FXOS 2.1.1.64 1 it R R .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

g2

$IE1 Uil ROMMON:
a) EHRIEHIG .
b) HH RS
RGK I NEL, IF B R 4 o — MBI o 25
¢) {ERTHI E#% Escape %A X ROMMON K

T

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 51 %5 8%

a) A CIERRBCE BB 1P Mkl BB ZG AR AR OC IP bk, REnT DU H] set ip & BB ILAH. &
A LMEEH] ping WA TETP k45 4 1Rt .
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>
b) K JE sG] T A Firepower 4100/9300 HLAR Ui il [¥) TFTP H 3%,
pE A BRI RRAS 5 K AR IRA S AT . o FXOS WA 5 JH Bl A 2 1) S 1)
{5 LA 7E Cisco.com #/F T #% j i $6 5)
o) 51T A4 )\ ROMMON 5] 3:Hu%
boot tftp://<IP address>/<path to image>
R B v LA FH 4\ Firepower 4100/9300 HLAR AU THIAK ) USB i (¥ USB N ik 4, M
ROMMON 5|3 328 . Wik USB B2t R Gl T WA N, A 2250 For
FENRGE, KRG RGEA V% USB B4 .
RGN BoR— R # R IEAE BRI GOF HLBE 52305 sz .
il
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHE A A A A A A A A A A A
FHEH A A A A A A A A A A A A
FHE A A A A A A A A A A A

File reception completed.

TS RERINIINEL 2] Firepower 4100/9300 HLFE 11 )7 s WG AH VT EC 1) Pk 5 2R Go FA B 28 il -
a) EREWE KRG MG B IAG, BT ER B IP bk A e, Bkl USB R ix s
%

switch (boot
switch (boot
switch (boot

) config terminal

)

)
switch (boot)

)

)

)

#
(config) # interface mgmt 0

(config-if)# ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if) # exit

(config) # ip default-gateway <gateway>
(config) # exit

switch (boot
switch (boot
switch (boot

b) KBk E RGNE A UG NI FE AR 55 2% & il 2] bootflash:
switch(boot)# copy URL bootflash:
LR L Z —, WIEE R ARSI E URL:
* ftp://username@hostname/path/image_name
* scp://username@hostname/ path/image_name
* sftp://username@hostname/path/image name

* tftp://hostname/path/image name

A5l
switch (boot) # copy

scp://<username>@192.168.1.2/recovery_ images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot)# copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) B i th & 3 Firepower 4100/9300 M6 )5, A& —4> H nuova-sim-mgmt-nsg.0.1.0.001.bin [
IR RO . BRI ZA LR B ZE N BE AR UR . X R AR A RN UG 2
4 nuova-sim-mgmt-nsg.0.1.0.001.bin, JCIEZARINEA T4 WAZER & Wit

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Tl

switch (boot)# config terminal

Enter configuration commands, one per line.

switch (boot) (config) # interface mgmt 0
switch (boot) (
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config)# exit
( #

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started

/

TFTP get operation was successful

End with CNTL/Z.

config-if)# ip address 10.0.0.2 255.255.255.0

Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA

bootflash:
Trying to connect to tftp server......

Connection to server Established. Copying Started

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

R4 IS RINR B R G -

RS MWL )T, SN LU fir4 DU S R 902 N 28 H A%
ER O AENEIKE AR5 BT BT D R

switch (boot) # load bootflash:<system-image>

i

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

%} Firepower 4100/9300 FX0S CLI B2 Ei57, 2.7(1)
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FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

NI B B EAE Firepower 4100/9300 MU L AEH ST SRR IE . A oCPEgNfE B, TS mG
BHL, 569 T,

Tl

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

MBI R G IRE

\}

FHI6 Z Al

IR PG BN BUR, JF HARGTCEM SR8, T DA LN R I R R 4. E5E K
GRS, T E TRTP KRG A ZhmR, HOH A INAE, N ECHT I R A BL AR, AR5 A
BB EAT S

P i

IR P s R G INAE . BRI, 87 R R G o o0 AT 5 A e

i€ FXOS MRA IR E W% n] LU Cisco.com E [ BA T —7 B $REL .

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 &%) -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423 &softwareid=286287263

PRAZWAR AL = AN SCAF . i, BUR & FXOS 2.1.1.64 FOTE B

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

1Jj il ROMMON:
a) EEREHEwm .
b) HEJHARL.

RGW T INEL, JF B R 23 o — MBIV T I 25
¢) FEMRTHIS WAl 3% Escape & Al A ROMMON #3t,

Tl

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

TFTP 51 % )8 814 .

a) WA IR VOB B IP Mkl R AR G TP ik RERTDUAEH] set fin & A E At 14
LU ping @y 5 TETP 55 a3 R4k -

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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rommon > gateway <default-gateway>

b) KA B AR & 2] M Firepower 4100/9300 HLAR U5 in] ¥ TFTP H %

R %3 SRR IR A S0 5GP R A S ANVLEE . 78 FXOS fAS 5 i3 S % 2 6] e 1)
& AT LE Cisco.com B T2 0T 1 #.21,

¢) 5544 M ROMMON 5| Smef% .

boot tftp://<IP address>/<path to image>

iR &34 v LS FH A\ Firepower 4100/9300 HLAA AT AR 1) USB ¥ 1 USB /1 i £, M
ROMMON 5| 255 . Wik USB 4 &7 RFuia AT W i AT, M 55 B0 J0T
ARG, RE ARG A 2IRMZ USB ko

RGURE W — R # faos IEAEE B0 LB & ndon shmis.

i

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2
B Rk

iadssas i sisssasiidssaiiissaiiiasaiiisasiitssaniiisasiissatiiisantis;
igadsas i s asiissatiisaatiidaaatiisaaiiisaniiisaniiisaniisssti

File reception completed.

In# kickstart %5, 4 1] init system iy & BH RS AL N AF

init system M S SERINAEN R, O FEBIRZ NGRS L RS AR E . 588%
T4 KM 2 20-30 434

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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TP

switch (boot)# init system

This command is going to erase your startup-config,

your bootflash:.
Do you want to continue? (y/n) [n] vy

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Initializing startup-config and licenses
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

B4 B IKE WS N F] Firepower 4100/9300 HLAH :

a) ZNHIREMG, BHEEBCE S B IP kAR SC . IR USB R 30X L5 .

switch (boot)# config terminal
switch (boot) (config)# interface mgmt 0
switch (boot)
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot)

)

switch (boot

config) # exit

b) R =AM WG R R 2545 52 i 2 bootflash:
switch(boot)# copy URL bootflash:

LN EEZ —, WIEAERARISCIHEE URL:
* ftp://username@hostname/path/image_name
* scp://username@hostname / path/image _name
* sftp://username@hostname/ path/image name

* tftp://hostname/ path/image_name

oRIE

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)

done

done

done

done

done

done

done

done

config-if)# ip address <ip address> <netmask>

config) # ip default-gateway <gateway>

BT |
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switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>Q@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) PG h & 2 Firepower 4100/9300 HL46 /5, BIZE— H nuova-sim-mgmt-nsg.0.1.0.001.bin ¥
EERASIUR R . AR T ) I AL P SN ) BRI . RS ) AR AR 2%
J nuova-sim-mgmt-nsg.0.1.0.001.bin, JCI RN A BRAZ AR 2 Wkt

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

TP

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown

switch (boot) (config-if)# exit

switch (boot) (config) # ip default-gateway 10.0.0.1

switch (boot) (config) # exit

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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x5

switch (boot) #

TN L

switch (boot) # reload

-
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'

Or can not find correct boot string !!
rommon 1 >

PNEEIEEN N TR

rommon 1 > boot <kickstart-image> <system-image>

iR EMBRGWUG AN, IR AT RES TG BIVF rUE R B RN B o AT LLe 4 2K e L
Bl

rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
SlO0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

IEEMUE G, REBIFOREBHEAVIGHECE R E . ARG R, 1ES AR E & b O e G e &
, 12 .

N TEAE Firepower 4100/9300 HUAH L AEH HISF- SRR mG . A oPRaNE B, TS MG e,
69 i,

T

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:

File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA

Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

LRI E B R SRR
a) BEAHZ R

Firepower-chassis /firmware # scope auto-install
b) %% FXOS V- &l g6 :

Firepower-chassis /firmware/auto-install # install platform platform-vers version number

version_number =1 1FAE L2 FXOS V- & P E FIMCA S, a0 2.1(1.73).

¢) RKH R B M. Ea AN T O ke N H 5 iR € (M FXOS P & A .2
BIPTA AR . Moh, B EN R, TGl ey, ARMELE SR &k, RYoRk G E
JH o

fAyes, HIINEANERSLIGE,
d) F A\yestfi\ ARk S22 48, B H A no LN 2%
Firepower W] JE#AE RGAT RGP, THE/E R ma A1t
e) ZMMPTIRIEE, WEHAT LT #RAE:
* fii )\ scope firmware.
* i\ scope auto-install,

* %1\ show fsm status expand.

R 2B S I G S5 H TR R MWUR — 2, DT80 kickstart FURZEMG, L
SEAERE R INE RGeS A o 2R 5 P AT M R R — EUR - G b, REA S Hhdes.
a) BCEACHAERE IR a Y)Y -

FP9300-A# scope fabric-interconnect a

b) {i}H] show version fir & 2 F IEAEIEAT (1 WAL IRAS AR SERRAS o SECRE A6 HTIK 28747 o3 Sais LR o

FP9300-A /fabric-interconnect # show version

R WA S WA TR B R GERAS LB E H S I84T WA RS AT RGERRASAH LA, )
o WS, JF Hoar DU 20 R 11,

) HALLR fir & LA 5

FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

iR RS AR T REEE N “Disk Failed” o #GTHH OB, JIF AT QR8T IEFE

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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d) ffH show version i 2 ffiIA T IE 152 & S RRAS I I 35 LA B0 IR 2
EERW RSN “Activating” SN “Ready” ZHI, HZMELHAT .

FP9300-A /fabric-interconnect # show version

i

FP9300-A /firmware # top
FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FBN EHRIRS:

i

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

RO I & A 2 BT 43 e R A e Wi/ 51 8%, AR5 4 55 )3 Firepower 4100/9300 A4 . ILidFE K
YIFE T 5-10 7.
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B sessasamres BilRE

P12 BIERGRES. REZHREN I “Discovery” #h “Config” , )kl “Ok” .

-

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

MEARREE “Ok” I, BINRZEMCWE . Bl B L g (WP ED , Jf
P B T 2 i e . EE T

* Firepower 9300 BLi# A | 145 7 -http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 [ E 7 F -http:/www.cisco.com/go/firepower9300-config
* Firepower 4100 R 5| HIE AN 148 -http://www.cisco.com/go/firepowerd 100-quick

* Firepower 4100 RN E 7 -http://www.cisco.com/go/firepower4100-config

BEAFEBAMREH BALE

IEFE P T H Firepower 4100/9300 HLAH R 20 HEVARCE WE, WHRVEHIEM. 98 M 0D
ARG, W] R R R E I .

N

AR R S Ui ) Firepower 4100/9300 HLA -

UK

PR AT PR3 E & gk PC 2P i 1, JHTH S E A 9600 Bekr. 8 ML, AT
R 1 AMFE A iR DR 2 U7 FASE R BIEH 6 . A7 R HI & g regnfE &,
152 (BEl Firepower 9300 filif}- 2235514 )
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| s

1E
v

$IE3

R

grazmkarag s HinE ]

2 B, RGN IR, % ESC BF 1L A ).

IR

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.09, RELEASE SOFTWARE
Copyright (c) 1994-2015 by Cisco Systems, Inc.

Current image running: Boot ROMO
Last reset cause: ResetRequest
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: 00:00:00:00:00:00

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
Use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

NEEIIEREN U S

IR

bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

SRS S

rommon 1 > boot kickstart image

il
rommon 1 > boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.3.14.69.SPA
!l Kickstart Image verified successfully !!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Tue Nov 24 12:10:28 PST 2015
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgAaBbCcUu

INIT: POST INIT Starts at Wed Jun 1 13:46:33 UTC 2016

can't create lock file /var/lock/mtab~302: No such file or directory (use -n flag to override)
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m

Mounted /isan

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2015, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under

license. Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or the GNU

Lesser General Public License (LGPL) Version 2.1. A copy of each

such license is available at

http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch (boot) #

i N 8 i A
switch(boot) # config terminal

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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B Firepower mimnms et R RS

TP

switch (boot) #
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

EN R AEPRIVNEEE

switch(boot) (config) # admin-password erase
iR A IR bR I AT IC BT R G B3 0 FLERA I B B

i

switch (boot) (config) # admin-password erase
Your password and configuration will be erased!
Do you want to continue? (y/n) [n] vy

I H G e i A
switch(boot) (config) # exit
INBRERREFFES 3 B h B R GWUR, RIGRHYILAECE , 26 11 SUESSIRMCKECE B R 58 .

switch(boot) # load system image

-
switch (boot)# load bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Uncompressing system image: bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.3.14.69.SPA

Firepower EX A Br 1B EE B RAY R ME R E

FEIR MW S Iy 5 2 S Al LRE P AT Firepower JUHMB 11, 45 Firepower 4100/9300 FEAE % b4 Pk 52 7E
ARSI — B . R, WIS REEE 4% S HC ) Firepower J& 95 481 B FH A A )25,
I S B BT R LA R R AS L 55 75 DU TR IR, LR A FIRRCAS

FHIa Z Bl

A FHRC - D BERE5% Firepower 4100/9300 HLAT FJIZ HHBE % A1~ 5 L B BB K XML SO H 2
TR AR ST AR BTSN AT R, SR TRE SA/FH . 5 331 1,

i

MBS IEHISATIE, WEA0 . AR S ARERRY, S-S ARE S, 5337 it M
2T o

RPN

WAL, BRI IR SARAS,  DLEAEAR A 2 et LIRS DL AC o A7 S i 5 5 N Y R Sh A
It TSRS R B, 5 75 L.
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SR — BSOS RS, WEFa L 2 e, DUE Firepower BB (I AT HCAS 5 J3 S ARCASHH L
LG

a) PR ety AT .
b) H.i; Reinitialize Security Engine %4l .
o M Y7, MMMIAES. RESTEHRE A 2 B E TN R s hA
RIS AR SRS T I AT
RS AN R S RA A AT A A [ .
a) fE FXOS CLI ', #EAZARSHA:
Firepower scope ssa
b) RS

firepower /ssa # show app-instance

il
firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Profile

Name Cluster State Cluster Role

ftd 1 Enabled Online 6.2.3.1624 6.2.3.1624
In Cluster Slave

$IF 6 1T Firepower B HHULy, MIER MR B SHIL. 1ES [ Firepower & B UL ELEFR B “HHIER M 15
%”52 =] .

PR T ¥ Firepower 9300/4100 M 15 % HHHA N 2 Firepower 5 BEHLy o 15221 Firepower & EE 1L
PC B G ) IR AR .

4 REREHERR H 3t

ST DU e S SO R Bt AT Ml B, B i N A0 52 ]} TAC

UK

SRR IERL AN PR
Firepower# connect local-mgmt

SIE2 (W) BALL T4

Firepowe(local-mgmt)# show tech-support ?
i A A P S TR AT DA JL AR B R R SO B LA
il
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B s ass

PSIE3 ]

chassis Chassis
fprm Firepower Platform Management
module Security Module

IBAT LT i 4 LU Gl b R B SO
Firepower(local-mgmt)# show tech-support <component keyword>

T OR D B AR MR BRSO LA SR PP T I OB 7. B, fprmOGHE ¥ 4 Firepower 1 &5
B PR B HEBR STA T

* 20 HEF SR

A W&l

Firepower V- & & # Firepower (local-mgmt)# show tech-support fprm
detail

PLAE Firepower (local-mgmt)# show tech-support chassis
1

AR Firepower (local-mgmt)# show tech-support
module 1

il

Firepower (local-mgmt) # show tech-support fprm detail

Initiating tech-support information task on FABRIC A ...
Completed initiating tech-support subsystem tasks (Total: 1)
All tech-support subsystem tasks are completed (Total: 1[received]/1|[expected])

The detailed tech-support information is located at
workspace:///techsupport/20190827123535 firepower-9300 FPRM.tar

[FIAE, A mT AN AN 2 b F e lR R SO
FEAE R R SO 0T DAAE A2 ) 4R %

IBAT LR fir & LUFA SO 15 A A

dir workspace:/techsupport

Tl
1 34426880 Mar 05 13:10:05 2019 20190305130133 firepower-9300 FPRM.tar

1 56995840 Aug 27 05:30:37 2019 20190827052331 firepower-9300 FPRM.tar
1 56842240 Aug 27 12:42:42 2019 20190827123535 firepower-9300 FPRM.tar

Usage for workspace://
3999125504 bytes total
148488192 bytes used

3645784064 bytes free

ER WA H A =S50 (fprms HURRBIEL) WA plSCF, WINAE /techsupport H 5%
g R e,

BATLL R 4

Firepower(local-mgmt)# copy workspace:/techsupport/<troubleshooting file name> ?

. 2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1)
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& F75S Firepower 4100/9300 #135 .

i Hh & AP s SCRF M, T SR VPR SR HERR SO AN FXOS SR (AT 50 L. T BUAE
FAEANT 3 SCRF I AL
P

Firepower (local-mgmt) # copy workspace:/techsupport/
20190917101527 firepower-9300 FPRM.tar ?

ftp: Dest File URI
http: Dest File URI
https: Dest File URI
scp: Dest File URI
sftp: Dest File URI
tftp: Dest File URI
usbdrive: Dest File URI
volatile: Dest File URI

workspace: Dest File URI

FEK SN FXOS SEHIZITHSENLZ T, T DRI 2 LN T3 4 )

o AN BT KRS AT A 0 E AR N N, R I 4 Ah se S HISCAE,
WP SEL A RS VESR BT AR SR 1 (Rt 11 220 FR 344k

o BRI A0S AT 2 42 S (SCP) IS5 BALAT 32 SRR ML, BASSVRRI RSO o T AAE B
HRRA |- #3125 Fh SSH 5 SCP e g5 sk fF o (L, JARIANSCRR 2B AINE BAT R 5E SCP g5 25

IBAT LA i & LR B
Firepower(local-mgmt)# copy workspace:/techsupport/<troubleshooting file name> <supported file
transfer protocol>://<username>@<destination IP address>

TP

firepower-9300 (local-mgmt) # copy workspace:/techsupport/
20190917101527 firepower-9300 FPRM.tar scp:/xyz@192.0.2.1

4% % 5= Firepower 4100/9300 #/1 58

Nil

B

T n] LR 56 Firepower 4100/9300 HLAH ML P 415 (1 EL40(E B . 1571 &, Firepower 4100/9300 L
A5 52 & AT AN A .

iz
BV -

scope chassis

IR

Firepower# scope chassis
Firepower /chassis #

BRI HEAE R

show inventory

2%} Firepower 4100/9300 FXO0S CLI it E5R7, 2.7(1) .
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. & F75S Firepower 4100/9300 #1385

il
Firepower /chassis # show inventory
ot b o PR A A A RN

Chassis PID Vendor Serial (SN) HW Revision

1 FPR-C9300-AC Cisco Systems Inc JMX1950196H 0
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AR

A Gy EI R P 52, 60, 61, 62, 66

c

RN
5= H
Wi FF

= 3l

324, 325, 326, 321, 329
325
324
329

FIT I 329
EHIE 326

HE
B
FrEZ

326
327
327

SEeklalkE - 60

kR

5Ll 66

JoHE ek E R 61
SR A 62
BRI E S 52

SIREEH IR SIE 340
HBHARCE 110

W

110

VLA E  11,12,14
GG 12
AR 14

D

SHEEE 331
SANCE 331
{REmoAm. 14
B D 14
POp s

Fr it B4

St 1 30

Lo

status

1

8
197, 348
197
348

FIFF/C A e Ay 329
BHTRENE 106, 107, 108
A% 106
MBE 108
B 107

F

Vil AAT S 18
JySTgE 202

fid s 202
G 202

G

Wl 77
T 1
EMPATEFIER 1N
PP Hikl: 95
AWARLL 95
<] Firepower Hl4H 110
WMEHERR 348, 367
AR H B 367
uty EER A 348

H

WEH) BARE 110
23T 4B 54,55

J

P 1.1
YIATEE N
A SOL TR RV
L] 332
B0 174,195
B 174,195
J& T 174,195
WA E TR 1
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K WlE S /S 331,332
Vskle 54,55 E;;? 332
timeout 54, 55 BRI 31
' BRI 331
& gstL 69,70, 71,72
L KT 69

M Cisco.com F#, 70

HERPE RS 302 i \
%3 Firepower %444 10

P sadsk, #h o 52

W& 15,77, 230, 235, 240, 265, 275, 302, 304, 306 }Zé)i &72
THMEIRIA 77 WALSEEYE 71
fi & SCf 52

HEHE 302
BEERESE 230, 265, 275
g phayr 235,240

password 52

W R 5245 306 Q
Mk 304
BHER: 302 E)ﬂs;:fp 129
FHTAG R 75 W2tk 325
L 227,230, 232, 261, 262, 263, 265, 275
M iz 230,265, 275
- KT 261
AT 18 FEUCHHIE RS 262, 263
R 'UJ—IH":] 18 redundancy 263
A 5 size 262
fir 48 % $ A EtherChannel, 7EATHAL LdE 232
history 8 management 263
EEHER 137,138, 139, 140, 142, 143,147 W 263
g 137 MAESK 227
XF 13 sk 227
IEFER 139,140 spanning-tree portfast 230
Mgz 147 T 221
SAUET 143
EHAR 138 R
ZAEATS 182
L E SCfF 52, 60, 61, 62, 66 FAAIR e 113
*xT 52 ficE 113
Sk 60 Hil 114,119
TR AL IR 66 FHE 19
TCHE SRR 61 “E 14
L] sd s g 62 Hi&scfr 367
g 49,52, 57 AR 367
o kE 52 AR 351
R lEN 49 WHE 351
Jisid kit 52 143 N
SRAER AT 57
S
P
B 96F 53
i E 137,138,139, 140, 142, 143 default 53
HTTPS 137, 138, 139, 140, 142, 143 Rl 24t 69,70,73
XT 69
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BRlze e (gh)
M Cisco.com F#; 70
3% 2| Firepower %41 % 13
X, SNMP 129
TR SCE RS 355
WA 355
MR A LIRS 1E 346
W2/ 100
AWiAEALT 100
SCt g 57
TZENG 5
Bm sk 339,340, 343, 345, 346
Bl EHR IR E 340
HHBREE LAl IR & 0% 346
N PCAP Xt 345
filter 343
AR ARG 345
5 B A IR & 0h 345
iz et gk ol fr s 327
X 114,116,119
setting 114, 116, 119
ZAEAT A 137,142,148
Bl 142
KT 137
MRE 148
Fo i 77

I

WAEMRS: 129,137,138, 139, 140, 142, 143
HTTPS 137,138,139, 140, 142, 143
SNMP 129

@Rt 324

1B &S 302

man 127
*F 121

W

R HE 163
BlEAMHEK 163
MCEAMIE 163
fio g H M 163
REIKE 351,355
BB EG 713
N3 Firepower #4713
B9t 230, 240, 275, 302, 304, 306
HEHE 302
SIS 230,275
BT B A %% 240
MBRE % 304

BB (4E)
MR HH 51451 306
BHIER: 302

X

TEEAE AR 345
VFATIEMUR ALK 37
FEARE 127,131,133

g 131

*F 127

MikE 133

Y

WAZSRA 75
B 75
W% 69,70,71,72,73
M Cisco.com F#; 70
N3 Firepower %44 170,73
EH69

T+ Firepower n[ 4 JEERAE RGOV G 72

RS M

R P A g 56

HI ik 52,60, 61, 62, 66
SN E A 52, 60, 61, 62, 66

9,41, 48,49, 52, 53, 56, 57, 60, 61, 62, 63, 65, 66, 133, 135

B 63

W% 66
CLI &1 fR 9
f#H 66
BING O E 53
MHEE 65

A B4 8AF 52, 60, 61, 62, 66
w47

s HEN 48
BN 49
TR A 57
mfE, fAtIng 56

e 52
SNMP 133,135

z

AAA 151, 152, 155, 156, 158, 159, 161
LDAP $#2{iLF2/5 151,152, 155
RADIUS #24tF2)7 156, 158
TACACS+ $#2{1LF2)7 159, 161

ik 52, 60, 61,62, 66
A IAE 52, 60, 61, 62, 66

z3l
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asa % 69,70, 73
KT 69
M Cisco.com F# 70
%% Firepower %4 %i4 13
asa 75,230, 235, 265, 302, 304, 306
HHER] 302
g4 230, 265
BT asa B % 235
MBR@ % 304
IR N TS24 306
EHIERE 302
TR B A 75
authNoPriv 128
authPriv 128
banner 106, 107, 108
pre-login 106, 107, 108
BMC WG RCA 77
FakEg 77
call home 36
i E HTTP fLEE 36
certificate 137
KT 137
CLI 215 9
CLI, & dr47 7
CSP, HZ M BRlZaa
DNS 165
erase 111
fitE 1M
secure 111
Firepower #L45 1,11, 109, 110
PIARCE 1
BB TR 1
WiF 110
) 109
Firepower 14" JE#AE RS 72
TG HRght 72
Firepower “F- 5 #i45tL 69, 70,71, 72
KT 69
M Cisco.com 3§ 70
T# % Firepower %444 10
Tk 12
WAESEHENE M
Firepower Z %% 1

g 1
Firepower BN, 1520 BB 18
fpga 71

Tt 1

ftd, THS
FXOS HLAfi, 11524 Firepower HLAf
HTTP /LB 36

MLE 36
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HTTPS 54, 55,137, 138, 139, 140, 142, 143, 145, 146, 148
BiE 145
IETE R 139,140
W 146
QAR 137
A 148
SN 143
AL 138
timeout 54, 55
ZEATS 142

LDAP #2{1t#2)¥ 152, 155
B 152
MMEE 155

LDAP 151, 152, 155

license 37
WA 37

noAuthNoPriv 128

NTP 113,116,118
BidE 113,116
w116
MHEE 118

PCAP XX 345
T4 345

PCAP, & HE ik

ping 347

PKI 137

RADIUS $#JtF2/7 156, 158
B 156
MBE 158

RADIUS 156, 158

EHHE 109

VEMFRTIE 37

TERPIG R 326

R AR 326

rommon 77
Tt 1

RSA 137

smart call home 36
it HTTP A0 36

SNMP 127,128, 129, 131, 133,135
JaH 129
**T 127
community 129
MErE 135
e 127
PR 128
AN 128
Y 121,129
PR 131,133

g 131
MgE 133



SNMP (45) TACACS+ $2 27 (4
AP 133,135 MKk 161
fz 133 TACACS+ 159, 161
MikE 135 Telnet 54, 55, 126
WA 3 224 ThE 129 fii'E 126
SNMPv3 129 timeout 54, 55
ZAELIRE 129 time 114,119
SSH 54, 55,120 TEHHEE 119
BiE 120 “nE 114
timeout 54, 55 timeout 54, 55
system 11 f=il5 54,55
YIATEE N HTTPS. SSH Al Telnet 54,55
TACACS+ $24iLF2/7 159, 161 traceroute 347
@ 159 ERNA 347
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