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== N B ions with A
Migration Tool device config s > threat defense on ~” and download the
fle for migration interfaces z:;;[m\g
10 Opr //
TE=08) S
:.-".'I"\-: AHLT LML M Cisco.com T%ﬁﬂﬁ?ﬁﬁ)ﬁzﬁﬁﬁ Cisco Secure Firewall iT# T H.. %1
— M, FHZ M Cisco.com T2 Cisco Secure Firewall iF5 . H..
2 WA EHES CLI (A R FDM?E‘ BEAHLE S TN % B4 CLIZREL FDM
LW AN E SO, 1S W 3KEL FDM F7 W &I B 0. 3KEC FDM
FOE B AL E SO 5 58 19 TN Cisco Secure Firewall 3B T H
HEFE FDM L s, EBk 2D IR 3,
ERT

T#% T EI% FDM £ &% %X %% Cisco Secure Firewall Threat Defense .




FOM &g &2 EMBE T ERE |
B o:anes

T1E=8 LB

3 WA HAS CLI (Af#) S H PKIAIEH AT AnyConnect A AL RN B S0 A 488
H43f 1) VPN R RA VPN ZhEE M FDM F0/ 5 #3045 2 s 5 fEn B
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— Secure Firewall iT# T . H.,
() |CiscoSecure BIGEPRURIC B B KB AT R IR0, 15 S [ e B C B R 5 o5 H AT
" |Firewal I T H | &k
(7)) |Cisco Secure (AIE) AR NV B BEAS CLI SR FDM HE5 B &L & S0, i
7 |Firewall il T & %lbﬂ A% FDM Jid B S0, TR B 3 S FDM A5 B 4%
HHkR DK S,
(g |Cisco Secure AT LE $2 M Cisco Secure Firewall 3T T FLE 23] 2 R L 2S
" |Firewal :Z# TH | 3534134115 5., %28 M Cisco Secure Firewall iT# T 1484 FDM
HER&.
(g |Cisco Secure TR R, AR T HARS4. ARHEAP R, ESHN

" |Firewall dE® TH | Cisco Secure Firewall il # T B3 HExZ 4.

10) |€PO Cnf3e) DB NIE, FF HACY G IE R AT 1By KB # v
- J HARE RO A TR, AR, 1S A Cisco Secure
Firewall i% T 245w HEr S50,

11 Cisco Secure LR N BT RS AL B ARG . AT, TES A

" |Firewal i ZB TH | BTBHH .

:'/i_é\r Cisco Secure Cisco Secure Firewall iE4% T H R VF K FDM L7 % & B0 E -5 800 55 18

| Firewall BB TH |0 HHTHUS . B OCREABEE, 15 0% FDM $655 1 % Fi B 15 Secure
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(13) |Cisco Secure A ORIE TR FDM 045 B B, 15K FDM $TA B 12 LT

" |Firewal XEB TR | SH15 (B0 G 515 06 % . AR R N4, 008, Es
[ FDM FLA7 ¥ £ 72 1 Wit 31 22 42X

(1'_'\) Cisco Secure P AT AN A I I0AE e 2 5 (A L5 185 75 5 1 i I A0 5 6 T

— |Firewall iIEB TR | B RILHC. AP, WS, KA MR EEER 0 E .
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f/‘i_é\j Cisco Secure EBEREAMX P RASEER NE B RILE R E AL, HFRTFET
" |Firewall BB TR | #aTB GG . HREMPE, B FIMT BN E LR B,
16 AU AL SR N EOT R AR E AL EI A ERE . AP, ESA
BT RS T8 UL .
17 =g I PR I C N B AR B O B A . A OCTEA PR, 155 A
FiT® e e st #

IR RIS

FEXEHS FDM L I OB 20T, S HAT LU N s 8D

M Cisco.com T2} Cisco Secure Firewall T#% T &

FaZ B
1B A Windows 10 64 47 5% # macOS 10.13 B S A [ VHHHL,  FFI ek B I 1% % 28 Cisco.com.

S EEETENLE, R Cisco Secure Firewall 342 T B A3 —AN S35,

FE DU AN EAT IS I A AT A S S 4 Cisco Secure Firewall iT# LRSI, Bt HE& BHEMITH
Tt S B T et

AR B 118 N B HTCA K Cisco Secure Firewall iE4% T HE, TEILREIEEH SRS, MiAME LA SCF5% .

I 2 WY F https://software.cisco.com/download/home/286306503/type, 4R st B A 1T T A (Firewall Migration
Tool).

RS 5 S IR IEBG kB NGFW Virtual FHI ) Cisco Secure Firewall iT#5 T H.. 1 n] DL BB 1 13 4%
T AKX 40 T 3K Cisco Secure Firewall iT# L H..

1% 3 4 Cisco Secure Firewall T8 T H B RA N2 002 /s,
N T Windows BY macOS 15 ALIK) Cisco Secure Firewall 3T42 T EL[{IAH N nf A7 3014

< HY FDM &% £ B & X1

&R DU PAUR vk 2 —3RE FDM F048 i & e & S0
* i FDM FEE W AR E SO, 5 20 1T
* M\ Cisco Secure Firewall iT# T Hi%EH#E FDM L& & &, 529 1T
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S IOM EE R EREXH

DA E T2 L A% FDM $L8 B B B SCPE, ATy ZEAT AT 55 o n] AR B B A0 APT M 75
ERA SR E . SHIES, RESQIE ZIP SCF. WL ZIP SO RS TR . AL
B 2RIR N AE JSON s sCSCASCA T A s - (D0 5 SLIRRT 52

T, DAERE ST IS RICE. SRS zip TR A RCE .
S zip AT RECLEE LR WA

o A CUC BT R I JE ME-ET o P Rl G B O R 5, AV B A B AR
BT HIRBLERT R

* ZLFEVT IR VPNL AnyConnect A FUTA oAt 5| FH ST, dn%s i iic & S0 XML 304, DAP
XML A4 F1 Hostscan 4440 .

 WERERCE B E OCIFSRME, WIS T 3R A 5 Sl 51

L1 G TS H A JSON X4 1FE L.
=Pl
PLF & JSON 54 ¥

"diskFileName": "string",
"encryptionKey": "rkAxkdakdm,
"doNotEncrypt": false,
"configExportType": "FULL EXPORT",
"deployedObjectsOnly": true,
"entityIds": [
"string"
1,
"jobName": "string",
"type": "scheduleconfigexport"
}
JE AL

* diskFileName - (R[k) i zip SCAFIAA TR WERATRE XK, REXBONER —DHAK. RMESRE 4K,
ARG AT BEAE AL PRI BN 745 AR DR ME— Pk o A BRI KA 60 A4

* encryptionKey - zip LRI %8 RAINE SCrF, 5B 7 BT O $E € doNotEncrypt: true. 1
RAge B, WK zip X BB AT FNLE, WA HNZ S HETIF zip SC0F. T G & SO AW SOR
NTFEY]L BRI AL BUERE S CRIUPK VA SN o AEIXFHEOLR, Gl By BN s a5 ke (R sk
i RGUEH] AES 256 I

* doNotEncrypt - (W]i) FHSCAFRAZINE (false) B2 AN (true). BRIMEA false, XA LAHEEAE
s s e . WARSRIE true, JUPRE 2 D03 3 P e k.

» configExportType - 1] PLIERE LA N ATA] 3 th 2R 7K 3 Hh e S0
* FULL_EXPORT - /&3 H U P A I E . X2 BIAERF R A Z TR ED.
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| FDOM FE&IG &2 Bm B T 1 RAE
s romxgiganscs |

* deployedObjectsOnly - (RJiE) & RANAEXT G BB I AWK A &7 S et . BOAMEA false, Kon T
AT AR EEE . $RC true LAHEBRTR AL R T .

* entitylds - —4LE4G RS2, HhX G LLE S /G 7E [7455] 1. PARTIAL_EXPORT fE ML
FRHIER . BRI D4 W] LU UUID {H8K5 "id=uuid-value". "type=object-type" B¥ "name=object-name" %5
FECUC LI JE HEAE XY . B, "type=networkobject"

* type I LM SEAR (I 5, nf Dog—4In 28R 44 . — e (2 i 4 A FE: network
(NetworkObject Fl NetworkObjectGroup) « port (JITf5 TCP/UDP/ICMP ¥iij I BMUFIZH2KAY) | url (URL
K FAD) | ikepolicy (IKE V1/V2 $Elg) . ikeproposal (Ike V1/V2 #1380 . identitysource (TG &1
P, certificate (FrAUEFIZEAL) | object CREAE “XJ4” (Objects) UL I b 15 45 5 BRAS h 41 H 1) BT 0)
SRR | interface (JITAMLSHE) |« s2svpn (A £l VPN AHICEAY) | ravpn (T RA VPN
AR A vpn (s2svpn Al ravpn) .

o« B % B AR B TR ACR 45 46 PARTIAL_EXPORT 4t SO BTG A af S HO G #5s M H op
HEER, RMERHRE S . AEATAIN BE ISR GET JivASRIH AR% 51 UUID, SR BRAA TR

Bltn, BESHPTE M5 UL 4 4 myaccessrule H7 i) MEUATH UUID AR iRAIPEANS 4, AIFEE:

"entityIds": [
"type=networkobject",
"id=bab3e3cd-8c70-11e9-930a-1f12ee87d473",
"name=myaccessrule",
"acc2e3cd-8c70-11e9-930a-1f12ee87b286"

1",
* jobName - (AJLE) FERRAEMARGSI, 45 1T HARME A PR ) DU R R AT 2 4

« type - fEMEAY, 4/#4 % scheduleconfigexport.

s N
T2 KA G
il
curl fr 2 2X W FR:
curl -X POST --header 'Content-Type: application/json' --header 'Accept: application/json' -d '{ \
"configExportType": "FULL EXPORT", \

"type": "scheduleconfigexport" \
}' 'https://10.89.5.38/api/fdm/latest/action/configexport’

LIE3 KLY

T SARAT R S ARAS 8 200 U SRR AT T /KT JSON XS5, U FSe Dy Wi S 0 SCRERABLT LR A2
{

"version": null,

"scheduleType": "IMMEDIATE",

"user": "admin",

"forceOperation": false,

"jobHistoryUuid": "c7a8bab6l-629%a-11e9-8b8d-0fcc3c9d6d0b",
"ipAddress": "10.24.5.177",

"diskFileName": "export-config-1",

"encryptionKey": null,
"doNotEncrypt": true
"configExportType": "FULL EXPORT",
"deployedObjectsOnly": false,
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"entityIds": null,

"jobName": "Config Export",

"id": "c79be920-629a-11e9-8b8d-85231be77de0",

"type": "scheduleconfigexport",

"links": {

"self": "https://10.89.5.38/api/fdm/latest

/action/configexport/c79be920-629a-11e9-8b8d-85231be77del"

}
}

TR RARE T HIPRE.
A LRI (A RESE . T EDBOR, ARMEETRR I i o R A AENVARES, BRI e, R R
RS,
R 2R A (1 55 ) 507 V45 £ i il GET /jobs/configexportstatus. 141, curl fir&£x 41 N fioR:

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/jobs/configexportstatus’

J e IR 2 s BLR AR

{
"version": "hdy62yf5xp3vi",

"jobName": "Config Export",

"jobDescription": null,

"user": "admin",

"startDateTime": "2019-04-19 13:14:542z2",

"endDateTime": "2019-04-19 13:14:56z",

"status": "SUCCESS",

"statusMessage": "The configuration was exported successfully",
"scheduleUuid": "lef502ad-62a5-11e9-8b8d-074ebc750708",
"diskFileName": "export-config-1l.zip",

"messages": [],

"configExportType": "FULL EXPORT",

"deployedObjectsOnly": false,

"entityIds": null,

"id": "lfO0aadB8e-62a5-11e9-8b8d-bblebb4d1300",

"type": "configexportjobstatus",

"links": {

"self": "https://10.89.5.38/api/fdm/latest

/jobs/configexportstatus/1f0aad8e-62a5-11e9-8b8d-bblebb4d1300"

}
}

TS NI

SHEVTERSE, RASKSFHCEBNRGEHUE, HW IR BCE ;. nLMEH GET
/action/downloadconfigfile/{objld} # it T tH S N2 & AR

BURECAT S5, 548 GET /action/configfiles /5.

curl -X GET --header 'Accept: application/json'
'https://10.89.5.38/api/fdm/latest/action/configfiles’

W NYoKF S s I H A1) 2%, BN IE R — AN E SO, i, PR AR R 2 AN BT SO ID Y ERAAE,
S AR S 20 1D 28 fEH diskFileName.

{
"items": [
{
"diskFileName": "export-config-2.zip",
"dateModified": "2019-04-19 13:32:28z",
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migggmsss pkrsEsAnaEgEas [

"sizeBytes": 10182,
"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default"
}

"diskFileName": "export-config-1l.zip",
"dateModified": "2019-04-19 13:14:567",
"sizeBytes": 10083,

"id": "default",
"type": "configimportexportfileinfo",
"links": {
"self": "https://10.89.5.38/api/fdm/latest/action/configfiles/default"

}
}
] 4

{fi ] diskFileName 1 0%} % ID RS0

curl -X GET --header 'Accept: application/octet-stream'
'https://10.89.5.38/api/fdm/latest/action/downloadconfigfile/export-config-2.zip"

S N B ERN T Ok Ui M API Explorer &t GET J5i%, HWARRCE A IR TR E, REait
TN IRAT A
iR N ERIJE e L 200 BR [BACHS, {HICH R TES .

) VLo =] . ~ 3 ~ = /s A
MIEEZEEEESH PKIIEB HF SN AIEEE RO
Cisco Secure Firewall iE#% T HSZFEFIETUE ) VPN IEB 2 B O
SN FDM 045 B4 e B A8 THE B a8 . XafIEEH PO SN

VERTER RGBS —3 5, 76 HAnE B OB 54T el VPN EBAE N PRI R Fahit# . U AEff
H Cisco Secure Firewall iT#% T B IR 2 qi v AT IG5 .

S NECEWGEF, SHNEE A (EA T ---—--BEGIN CERTIFICATE----- il -----END CERTIFICATE----- 2 [A]) I
H (EHENAT - BEGIN RSA PRIVATE KEY----- 31— END RSA PRIVATE KEY----—- Z [A]) &

Al

"type":"identitywrapper",

"action":"CREATE",

"data": {
"version":"girr7veykdjvx",
"name":"RA VPN Cert",
"cert":"-——--- BEGIN

CERTIFICATE----- ",

RSA PRIVATE KEY----- '

"issuerCommonName" :"mojave-rsa-root-2048-sha384.cisco.com, CN =
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mojave-rsa-root-2048-sha384.cisco.com",
"issuerCountry":"US",

"issuerOrganization":"Cisco",

"subjectCommonName":"fdm-ra-vpn-cert.cisco.com, CN = 172.16.10.50",

"subjectCountry":"US",

"subjectDistinguishedName":" C = US, O = Cisco, CN = fdm-ra-vpn-cert.cisco.com, CN = 172.16.10.50",

"subjectOrganization":"Cisco",
"validityStartDate":"Jan 1 12:00:00 2012 GMT",
"validityEndDate":"Sep 1 12:00:00 2034 GMT",
"isSystemDefined":false,

"keyType" :"RSA",

"keySize":2048,

"allowWeakCert":false,
"signatureHashType":"SHAL1",
"weakCertificate":true,
"id":"9d0a8efb-01fa-11led-8d7b-1£4809c453ac",

"type":"internalcertificate"

}
HIE 2 ¥ PKIUEF A EH L (ObjectManagement > PKIObjects).
HRVEAUE R, THZS P KA B O R E S .

F-Hh AN PKI SR IAE R LLZE VPN Tunnels (VPN B£i8) 4> R & FHFALEIE (Review and Validate) i+ 1)
Cisco Secure Firewall iT# T H A # .

¥2Z AnyConnect 3214 & F1fiL & X5

FIRZ Bl

AnyConnect it & LA A v ik, Ff nli i & # 0 al Cisco Secure Firewall iT# T BT FA.
« FHLL BT ) VPN 2055 % —/> AnyConnect /(.
* W RACE A7 Hostscan Al External Browser #CPFAL,  TWAZ0_EALIX S A4,
o FITA SR AR IR AT RS G B K — 0 /A I B F b

» Wi Cisco Secure Firewall iT# T H K I Dap.xml #1 Data.xml,
K v i B ] TR o ABEAT R 3.
TR KRR IS LA LU T M.
&I LA F GET /object/anyconnectpackagefiles API >k 2 F 3 & I A4

curl -X GET --header 'Accept: application/json' '
https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles’

M A v] TR R WA B AT AnyConnect 2K {445
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https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/reusable_objects.html#ID-2243-00000b21

| FDOM FE&IG &2 Bm B T 1 RAE

N

#% AnyConnect xtainE B4 ]

"items": [
{
"version": "gx5yk7xkdsosu",
"name": "anyconnect-win-4.10.02086-webdeploy-k9.pkg",
"md5Checksum": "63e4a86fc7c68d776906alb2976ffa73",
"description": null,
"diskFileName": "12f0988e-01fb-1led-8d7b-07ecdd54c7bf.pkg",
"platformType": "WINDOWS",
"id": "133f2dbf-01fb-1led-8d7b-89d64ab04el8",
"type": "anyconnectpackagefile",
"links": {
"self": "

https://10.89.5.38/api/fdm/v6/object/anyconnectpackagefiles/133f2dbf-01fb-11ed-8d7b-89d64ab04e18"

LY H ) diskFilename AT F 2 AnyConnect #4414 .

F# AnyConnect #44,

#4577 LL# ] GET /action/downloaddiskfile/{objld} ¢ AnyConnect #4035 A T A5G EAl A (1% % ID 2
AnyConnect Z45 017 3 [1] diskFileName (12f0988e-01fb-11ed-8d7b-07ecdd54c7bf.pkg).

curl -X GET --header 'Accept: application/octet-stream'
' https://10.89.5.38/api/fdm/v6/action/downloaddiskfile/12£0988e-01fb-11led-8d7b-07ecdd54c7bf.pkg’

o Ay e £ Bl s BT ] AnyConnect B & S0

R Cisco Secure Firewall iITF T B4 A3 W &5 BLA P IR AnyConnect iU E S/ WA MIBET-3) b A%
AnyConnect [ & SCAFI 74 75 AT D

I LAM# ] GET /object/anyconnectclientprofiles i 7 58 £ B 2% b ml FI e & S0 f .

curl -X GET --header 'Accept: application/json'
'https://10.196.155.3:12272/api/fdm/v6/0object/anyconnectclientprofiles’

RGUH R LR W[ .

"items": [
{
"version": "jgtwzirf3e6gke",
"name": "AnyConnect VPN Profile",

"md5Checksum": "e4ba581f84daec6£24c209f9f7f9%e1fb",
"description": null,

"diskFileName": "1629395a-0384-11ed-8d7b-abla2a5ad583.xml",
"anyConnectModuleType": "ANY CONNECT_ CLIENT_ PROFILE",

"id": "1754c10b-0384-11ed-8d7b-6b8e36ael285",

"type": "anyconnectclientprofile",

}
B diskFilename A H T N4 AnyConnect FiL'& S+ o

4 N AnyConnect FlE Ao
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FOM &g &2 EMBE T ERE |

# ] LU GET /action/downloaddiskfile/{objld} ¥ AnyConnect #4410, T & B A T /55 . 2248 F 1) objld J2&
AnyConnect it & SC {40 3 1 ) diskFileName (1629395a-0384-11ed-8d7b-abla2a5ad583.xml).

curl -X GET --header 'Accept: application/octet-stream'
'https://10.196.155.3:12272/api/fdm/v6/action/downloaddiskfile/1629395a-0384-11ed-8d7b-abla2a5ad583.xml"

25 N S N UL (ObjectManagement >) > VPN > AnyConnect 3244 (AnyConnect File).

1. I EFFLEIE (Review and Validate) > #2177 18] VPN (Remote Access VPN) > AnyConnect 314 (AnyConnect
File) #5431 1¥) Cisco Secure Firewall iT# T.H K Dap.xml F1 Data.xml FA% 5 B

2. AnyConnect fit & SCF 0] DLE #2 AL 2 B0y, o] DUl IS B JHF0IEIE (Review and Validate) > it #2378l VPN
(Remote Access VPN) > AnyConnect 3244 (AnyConnect File) ¥4+ Cisco Secure Firewall iT# T Hok 1%,

WAE B] UAE Cisco Secure Firewall 3T 4% 1. B /i -5 _FAL S0

ZITIER

B2z Cisco Secure Firewall T2 T E
A

ER M8 3D Cisco Secure Firewall 34 T I, SYERPIE O b4 b6 . dHTITRN, =66
7R Cisco Secure Firewall iT# T HH ) 297 DIRIBEE . @ R¥=0 & R EREsHE L, e 757
HE[&RAF Cisco Secure Firewall iT# T H. )5

FFaZ B
* M Cisco.com %X Cisco Secure Firewall iT-#5 | H
o BEIFWUESZFEER HAREFE Ly, 26 13 TUE o P ik .

* BHORIE AT ST G BOB A ) Google Chrome i ' 2% LLIZ AT Cisco Secure Firewall iTF 1. H..

H XU K Google Chrome & A BRIANI T AR K115 5, 1S ¥ Chrome % E 0 BRIA Web 3%
o

© WURBIFRIT R KRN E SO, TSR B IR B A, DB AN R A St N IR .

TEB1 FEENUENLE, SHiE A ik Cisco Secure Firewall iE#%5 T2/ SC4J%
P2 PUATUL T HEAEZ —:

* FERE 1K) Windows 5L, XUili Cisco Secure Firewall 3T T a] AT 3C1F, 7 Google Chrome ¥ % 2% H1 i3
.

B ERITIBIE FDM E%&i&%iF %3 Cisco Secure Firewall Threat Defense


https://support.google.com/chrome/answer/95417?hl=en&co=GENIE.Platform%3DDesktop
https://support.google.com/chrome/answer/95417?hl=en&co=GENIE.Platform%3DDesktop

| FDOM FE&IG &2 Bm B T 1 RAE

IR

$IE9

J2 %0 Cisco Secure Firewall T3 T E

WIS, AT R (Yes), LAY Cisco Secure Firewall 385 T H X 465 1) 2 A H o8 24
Cisco Secure Firewall 3T #% T H 2301 8 I A3 AH SO0 ST A AR L I8 B i Sk e, A H R B s S0
o

* 7f Mac I, ¥ Cisco Secure Firewall iT# T 5 * . commana XS B AT 75 30492, JRh&umM A, W3] 4
ey KT T RS IFs AT LR a4
# chmod 750 Firewall Migration Tool-version number.command

# ./Firewall Migration Tool-version number.command

Cisco Secure Firewall iE 8 T H 2 G B A3 AH SO -4 SCARA7 i A0 FL 3 B 1 S ke, B0 H R 98 Y5 S

1B7R B 2R FT T Cisco Secure Firewall iE# T ERE, FAEAE AT &N L AE Apple i /i
Cisco Secure Firewall iF % T H., RE4 B aREEXIGHE. G R RMNITF RN ZF TN H G
B, EZSRITGERNN RN DT H N .

S 85 MAC 235 zip 771,

LR PRI (End User License Agreement) Bl |, @RS BEBHLZENGE, HAaGHRREESER
R I W48 L ZH04E (1 agree to share data with Cisco Success Network), 75 Ui it FfE BT (1'1 do later).

MBI RSV BB BRI M, R a$n @4l H Cisco.com Ik F8 5% . WHR L LA m) BRHL )
W& RS THE B, WS A 1 A5 0F 2 5% Cisco Secure Firewall 3145 T H..

AEEFE IO L, MAGRIEE FrEes, RIasAs .
BrE LA s 8 NECEZ A, JF HAAA S KRG RNG PR By IR 715

MiFEE (Reset),

i FHBT 0 5 5

iR W RS T %Y, i M <migration_tool_folder> ik BT A5 B0 E 4 I 58T 442 Cisco Secure Firewall
TB T A,

EHR LI RIS O o8 B 7 i3 H .
IR R GG R P ARE AT, WA IiH, AR5 FFkE:.

fii#riE# (New Migration).

TER - EFHRE (Software Update Check) fiE |, U1 SR EEA I E H &7 IELEIZT Cisco Secure Firewall iT#% T
FLEHTRA, 1 pith Cisco.com L IHER: LG IERUA .

FHIE10 N HkEE (Proceed).

T—F 4
TET AZREEIAT LA R 2D R
* WERCURK FDM 8 i Pl B tH B T ENL, 4R80T 4% FDM Be B8 0.
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https://support.apple.com/kb/PH25088?locale=en_US

FOM &g &SI BmBEIERE |
B issrsmszemsinnm

EFIREEML & EERITHIRIN

HIE1 N T g bk BGE RS A B 7 E (Source Firewall Vendor), $XJ5 siili FFE41E# (Start Migration).
PI 2 EHEN T FDM L8 W& T B .
DA 2 ) PR 1o«
« i Firepower EZFEIEE ((NREZEmRE)

VBT SR VE R 3L L BN B4 BT AS B H AR B P BEXETUN T T BT A%, DUMEIRATE R I
B, JEH PR A B E . A S AN R A5 BN 1]

« iT# Firepower £ ZFEIERE (BFEEEFMEZRE)

PEE IR SR VFRE L S i A O EIE RS 2 H AR B Do AW ILIERE I — 8070, VUM o i s i PR A B
B RISERGERS A, BB OOR RS B B . DA, SRS, A H AR R
PRI o o 4 BN S A5 2% Bl R 2R A B S, AT SR A 0 B A LI ]

CAF I GT R HC A, T AEXTAE AU 2R > AT LU R #R Ak

1 BRRKEHBIE I B R (Objects) #47 .

2. HiiB 4R (Identity Sources), #RJ5 MR k=S (Preset filters) F1ik+% AD 4is (AD Realm).
3. {E#21E (Actions) &, fiilinas28%4 2 LDAPS 8 STARTTLS (4 &4k 4mig ()

4. {FEFEBIRELEEE (Directory Server Configuration) #1, i R4 284 PRSI0 TR k.

5. {EARE (Encryption) #7> F, KIMERME SN T (NONE), AR5 midifiE (OK).

6. HBEHE AL

iR WL E T R H AL T, BT DB O ) AD AU s R A I LDAPS 5%
STARTTLS. A XTEAMPER, WS W AGTHE G ERITE .
* & Firepower & EEE (BREREMEZRE) ETHBE FTD ®E GHEMLH)

PELEISCVERE FDM $E4 B B BT A 2 C 1A H AR B P oy A BUYr B 18 . U FDM B4 e (R BC B R T
% BT 2 H AR HLROL 7 P i) H bR b B SR8 S BIANE KAL)

_H

% FDM BC EH 48 €1

FHIa Z Bl
KRB SCIHEN L zip MR B S
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| FOM fERE & B BB E TIETRE
M Cisco Secure Firewall iT# T & iE#% % FDM 1T &R & .

\)

AR DU WANEDUR SRR T Ak
* ¥% Firepower i FEIE% (AFEREMEZEE) T3 FTD &E GREMH)
T Firepower & EIERE ((WREZME)

121 {£42H FDM {58 (Extract FDM Information) 5% F 3h_E4&£ (Manual Upload) #7>+, fiddi E4& (Upload) bl E
& FDM ﬁ%@ﬂﬁﬂﬂfﬂﬂ/& WURBCE WAL O, T CARE P AP, LUE Cisco Secure Firewall iT# T H
fiff 3 LR, o

FER2 WU R FDM U4 BER BB ST AE AL E, AR JA sidi$TFF (Open).

Cisco Secure Firewall iT# T H o BALRCEMG M. AT RRINCE SCF, MOPIRFE R K. &6 G dt—4
BAT I HEWE, HA & IEEMET) FDM FEE R & RCE . WIERIEE A 21#0 &, 1 LAE Cisco Secure
Firewall 3T T H 5 [ B 0E 3] e

P 3 SLLFFIARRET (Start Parsing).
PRI E S o s AT IRES

IR 4 777G Cisco Secure Firewall 3T T AL A% [ BCE SO ARSI AT 3 BT 19 00 25 IO 4 2445 B
HES il T—4 (Next), ®EFEHBRSE

T—5Hit4
“A Cisco Secure Firewall iT# T 25w Hirs %

M Cisco Secure Firewall T# T BEiFEiEZE FDM T 18 %

FHia Z |l

Cisco Secure Firewall iT#% T H 0] DUEFZ 2B ) FDM o5 & &, JHEIATHRLEE R. BT
ZAMEH Z B SRR S IE R ) FDM FLE

* N4k Jf: /53 Cisco Secure Firewall 318 1. H.
o BERREEPATIY FDM FL4 6 £ 2 Bl B 1 4 FH 2491
o RIUEFHE TP bt W &8 HL AN 104 B D3 AR E .

$IE1 7E1RE FDM {52 (ExtractFDM Information) 5 %% [ [1i%#& FDM (Connect to FDM) #4311,  riiliiZ%E1% (Connect)
PUZEH: B 2T 1 FDM L5 B4 -
IR 2 /¢ FDM & F (FDM Login) JE4em, SALLRE R

{EFIT T A% FDM $£% % & 1T %32 Cisco Secure Firewall Threat Defense [JJj



FOM &g &SI BmBEIERE |
. 1 Cisco Secure Firewall iT % T E#5 & Bir 54

1. 1t FDM IP ithit/E#142 (FDM IP Address/Hostname) ‘7B, fii A\ FDM [P/ 3L IP Mk sl = H144 . mhiE R
(Login).

2. {EFIF & (Username). A3 (Password) BT, i AR HE B 8 SR AR TE .

3. mili%E R (Login).

4 Cisco Secure Firewall iE#5 T Hi%H: 3 FDM FEH W &I, SAEGRGHER 2 5k FDM F68 W& AT — R V1G5 M
A RIS RIE AR S ERR a7 XLk B . WA ALYy, TR AR EAT T2

Cisco Secure Firewall iT#5 L Hi%E#: 2 FDM 048 &, — BE& MRS D), Z LA ST GIEmEF R
IR ISR, B R CUARATT (P99 2 DL T o

AT ST TRIN (R IR IS

S I8 3 &F Cisco Secure Firewall iT# T 5\ FDM 655 15 £ 160 FIAZHT 1) 70 22 11 2245 B o
$B4 S T—4% (Next), EFHRSE

T—F M4

4 Cisco Secure Firewall iF% 1T H{55E H sS4

/1 Cisco Secure Firewall TR T EIEEBHRSH

FHIa Z Al
IR AL T2 CDO LB TR TR oA, 120 5% 3.
* RAFII 5 KA B LR A R L 1 TP Sk

o (AR WIRPTIESONIE Firepower i FE RS (B RENMAZRE) THRAFTD®E
B TR S, PR H AR Eb B S B AL 1 S PR R I N 2 B K
(EFUUT NN

© WIS ER /AR B ANIEIE (Review and Validate) TUIH Fof TIPS ol SO N H T ACL, 3]
SR ZUEE USRI R < B e B Ry AV SRS . A AR A A5, AR Cisco Secure Firewall
T TR MBI B B O SRR o 6 0BT SRS I T4 A0 Be s 24 U7 Il 1) 91 36 ] e s BAIG
PERE, AT RS L R

W1 {EiE#E BHR (Select Target) hE#:lFIBA A IEE IR (Firewall Management) #4041, $04T LA T #4E:
o BUTRS BIA M KBS B, AT DL R 1k

a) RidiZA FMC (On-Prem FMC) Fik 4 .
b) I AE AL TP Hihl 5o 4 IR E 44 (FQDN).,
c) TSN Ry, EFELTR I,

B ERITIBIE FDM E%&i&%iF %3 Cisco Secure Firewall Threat Defense


https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/device_management_basics.html#ID-2242-0000069d
https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-v623/device_management_basics.html#ID-2242-0000069d

| FomEE R &R BMBHIIERTE
71 Cisco Secure Firewall iT# T B8 E BirSH .

WA DL NS Firepower IR & EIERE (BIFREMEZEE) THBEIFTDRE (FEH , WIHRETEE
JIT 383 Hpa] A S 975 1 18 %

d) AidHiE#E (Connect) H4kLE 512
o BT R B A AT B KBS By, E AT L N1

a) Mii=Z T8I FMC (Cloud-delivered FMC) ik #2411

b) EFEX IR CDO API A . ZI CDO gl APT A-h, AT UL R D ER:
1. &3%# CDO ]/,

2. SHFEIEE (Settings) > EHIZE (General Settings) J1-& il AP 4.

c) rfiihiiE#E (Connect) JF4k4t

$E2  FRAIEERFOEF (Firewall Management Center Login) X iEHEH, %A Cisco Secure Firewall i I H-% H
Mk B 2 Fn s, SRS sl & R (Login).

Cisco Secure Firewall ITF5 T FoBE G 31 H b0y, FFR R iz B LRV BRI — R BB & . 18] BULE
EHlae AR PR
LI ke (Proceed).

IR CIEHEHE Firepower IR & EIRRE (BEIXREFMEZERE) IHBE FTD w& GREM) , WHAETE T
e H R P P S B A B

TR kTR Firepower iR & E1E28 ((WREZEH)
M UK

LT ARIRRE AR BUTE A BE rpo FE) B  AE 2 K
ST AR 6 A5 sk 7 B 24 B rh L 3L S

WA DL PT RS Firepower & EIESE (BRI EENEAZRE)
B 2 58 B A O 1R SR 975 5 15 4 LB B S A ) o AR IS 0 AN 2 MR 70 A L 0o 1 J 7 4RI

$£IE4 iR ZEENEGHE (Choose Threat Defense) #7r, HATLL FEAEZ —:

o pi kR B A BB B 5 (Select Firewall Threat Defense Device) N7 41132, #R 5 ik 4 #53E# FDM 6
BT E B

RN B AR R (B R 2 1P bR A AR

iR AU SCRER H AR B ST £ 2 B A B O RS 6.5 BURE i hUA 1) Firewall 1010 B, FDM 5505
TR A G TR, T ANIE T U A0 S o 18 A8 Sy BT AR Rk 2L, Cisco
Secure Firewall iT#% T B A S5 AT A0 0 & B R WS AL B i bt . DRI, 4 A Ja i By 180 1 25 55 e
T R RIS F DA Sl s A VPN ANSSIT A% o HGE, A Al S2 SO e e (L S Rt %)
¥iT%, B NAT. ACL Ff FIX 4. R Vi) VPN &R n5ims,  RIAE A oo n]
LLITF .

MG (U5 BB, NAT x4 #H%3] FMC.

o N 2B RN B FE 4k 4T (Proceed without Threat Defense), W d &iE & 5 & HPL,

AR 2 BT R T4k SERT, Cisco Secure Firewall 3142 1 H A2 ATl e i 5l SRS HI2 2] g1
W, AER BOPRGTBE WA e e B BB R DL Al AR VPN AT, B2, g HAhsZ 2 Fmid &

{EFIT T A% FDM $£% % & 1T %32 Cisco Secure Firewall Threat Defense [JJj



FOM &g &2 EMBE T ERE |
. 7 Cisco Secure Firewall iT#% T Ei5E Bir5

SRR ) KT, Bl NAT. ACL Ml X% . @ REVs il VPN & — Rt e sems,  BIAEAAT B
B}J‘fﬁﬂ&—fu I#%.
HIES kL (Proceed).
RIEITAZ W H AR, Cisco Secure Firewall iIT#% T H VPR PLEAT 1 D) hE
HIE6 kiR INAE (Select Features) &7 AT E Ik ¥ 25T 8 2] H bR AU ThBE .

o QSRR B H bR BN ¥ 4%, Cisco Secure Firewall 34 T H4 A NiR & B E (DeV|ce Configuration)
F#EZFEE (Shared Configuration) 43 1) FDM FE5 ¥ & BB kB nl H 2B IR . 48] DU H 7 22

WAE RN IR £
s MR FIT R F] FHF L, Cisco Secure Firewall iTF T H4 IEIZJJU\J%——,LEEE (Shared Configuration) #f43£)
FDM FE 5 A& IC & e ] T 1 Dhfe . f8n] DA 75 24— B B E £¢ .
TR QRS L RT RS Firepower IRE BEIEE ((WREZEE) , W& B E (Device Configuration)
o AT .

* Cisco Secure Firewall iIT# T HAEIERE L FE A 2R F DU R U7 i) #2355 Dh fig
« 7S HAr e 4 X3 - AEIE RS W0 A ) ACL 9 H br X ek b

E%Elﬂﬁi‘k&iﬂﬁlﬁ?*%i‘%ﬁﬁﬂ ERLh, ANELE PBR. BUaS#E AT NAT, RS E T T3
R HE R

FRIFIFAN H AR PILE S G2 YL, SeERAE T Re & S EOR R LE
o 8 SURFERE - K A 35 A7 & I E il PR B AR B e 1 e
o PEEPERE - PO AL A BE A 37 B 1 A AT e B R s A bn CARHL L
Cisco Secure Firewall ;iE4% T H Al UM BC & 7 A9BSR @ w0, I8 FLIE % g Ttk e 2% b i JE )

AT LASG R T i 5 SR N IR A BB AN o FOUL D8 2 SR B A By IR SIS U )45 SRS AT G
ﬂ?%o

LA Ay FOUId 25 B R ) 4 B
* GRE (47)

* IPv4 £%% (4)

* IPv6 3%¢ (41)

* Teredo f%i& (UDP:3544)

pE W SRANIERE IO Y8 A8 T, P A RS It U R AT A AN 52 SCHF AR

FDM 45 & B0 E Y ACL B8 (GRE F1IPnIP) 477 R AT XUAT R « I ] LALE T 1)
PR A T B B BR BRI Ty 1 5 52 A T B LT

* Cisco Secure Firewall iT# T H 37 F: LU F HF VPN BEIEIERE A04E R0 52
o FLTIREE OIS BgT) - i B br & H Ao F g pifE 4 6.6 B E S A,

B ERITIBIE FDM E%&i&%iF %3 Cisco Secure Firewall Threat Defense



| FOM fERE & B BB E TIETRE
saInins [

© FLT BT (VTI) - W2R H AR A7 RO M0 BB 6.7 BB i FRAS o

. ﬁﬂ% H AR B0 E 7.2 805 S A, Cisco Secure Firewall iF 8 1T B 32 T B i F Ui vl VPN 28f217 [a) VPN
PP IC T B AR B AT IR R () LR TR o G SRR AL S B A AT IR, W a5 AR R A N A 7.0 B

mﬁ)ill-\
o (AR FEMRALER b, EROUERSIRBIITR, AOOTH U 045 ) 50 A NAT S0 51 4
iR MEERILIET, AT FDM L WAL E ARG S X vl LA RS i 18] 3 AT
R B A A FH R0 52
o (AR FEMRALER b, EREXTRBIR R LA Ui E b1 i SRS ) AR 26
BT LS (Proceed).
$IE8  EMNEEHR/RIZECE (Rule Conversion/ Process Config)iisrH, i FFia%E#k (Start Conversion) DL 356 #e .
$IB9 A FH Cisco Secure Firewall iT# T HAL 1 C R 2,
SR ARG B S SR FAE AT, R ARSI R 2T N BT R R AR &

FHIE10 ST EIRE (Download Report), H{R/7FEFHEIIRE (Pre-Migration Report).
RG4S AE Resources AR PRAIERRBIIRE K —MEIA (5 Cisco Secure Firewall i 4% T BALT-4H R B 457

B .
EREBHIRE

I AT RS IR F BT R RIS , PR L F R T R A

TR AT 2 & it — http:/localhost:8888/api/downloads/pre_migration_summary html_format

\)

IR 8 BETE Cisco Secure Firewall IT# T H IEFBITH TR .

$B1 SN FEERBEIRE AL E
ARG ATE Resources LR P HRAFEBEIRE T — A EIA (5 Cisco Secure Firewall i85 1 H AT A7 (147
B o

TR 2 FUNEBERE I A AN A, DUE rT e & S BOEH RIS 17 Lo
EREHRE LA E R
SRFEE - TR FDM FB4 4 e B A0 B BB RE B 52 FDM 845 e 46 C L 10 5 75
RIS 2 Y B R (K32 SCRF FDM $0A5 B Il B G 3R DAL E R IE IR 2 DhRER 2.

FEXEZBISCI FDM 4Lt I, f 2L fhar pt s B Gk FDM #0787 B W RO S LI TR) kA
o
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http://localhost:8888/api/downloads/pre_migration_summary_html_format

FOM &g &SI BmBEIERE |
B 5 romsigamES Secure Firewall g4 538 FIBHBIH 5 OIBAS

« HEERIECE 1T - A4 Cisco Secure Firewall iIT5 T 2 A MEAT T A BEIIER ) Bl B e R TR B . 76 fidE
LT OEX R, SHUPTCE SO, B E SO LA 2 Cisco Secure Firewall B8 T H, SR 5 F4k4Et.

« B TIFEE - (U I FDM FLE B AT B TR VRN E B o XUl S o 28 AL FE 2 i Zd 200 i ke )
FXS5, AR RN a6 G aT TG m ZaE I oL N iE . AR IXEET, J0AE B E OO R SR IR T,
RS RE, WHRIZEAY FH Cisco Secure Firewall 3T T B 58 T #2 5 F3h il B IX L6k 15 .

* NEFFRIECE - M Cisco Secure Firewall iLA% T HANSCHFIT B IX LT BENTTEIZIT A2 1) FDM B4 B4 I B T E 1Y
PR . B IXLEAT, Bl B OH R SC R REIIIRE . WERSCRE, WIHRIFEE T Cisco Secure Firewall
TR THIEHGT R Ja T30 BIX L T fE

- ZEEHIELE - KA B HE A0y 5% Cisco Secure Firewall 3T 4% 1 H 32 #5711 4k ZU0% ) FDM B4 15 £ e & 1 7R 2
{5 B.. Cisco Secure Firewall i T EASANTIXYEIT, BFIXIEIT, BF EFP.OP 2 H LRI
W, NITHRI T30t B X L T fE

A7 R AL AN BB P2 SR DIREM S 2R R, IS I PRI E AR

FE3 WAEBEAIRE L WIATAESRAE, US4 20 ESgOX A IEEAE, F05 3 H FDM $B8 SO IC B S0, R S8
(MRCE SO EAR, AR R 4REL,

S A4 {ERP) FDM L WA TE & SO s AR R#MT 2 5, IR[813) Cisco Secure Firewall iZ# T H, AR5 M T—%
(Next) DA4RET#% .

T—5Hit4
¥ FDM L4 1% & fil B 5 Secure Firewall 4557 T As @M 95 481 428 L1 s

1% FDM 3T &8 &ZHL B 5 Secure Firewall 1 & =12 22 BUNBAHE 13 OB ST
M0 46 A5 B 15 FDM B4 B 6 A 8 4 (0 A LIS L1, DA B |-
(S A B LA AR I A4 T L B B i

7E R BT B A BE 114 O (Map Threat Defense Interface) i %% [, Cisco Secure Firewall 3T T F B k6 &
BB E %A BRI D RIFIR . BRI, Cisco Secure Firewall 34 T H & PR Ho D bR RS ot
) FDM L8 B4 A0 Bt we o b i 0. Bildn, FDM FLAF s 80 Ly “ES B 04
S 20 g A s L LD B, IR HANT R

FDM FE/8 #6421 32 a3 7 A0 132 10 0 St DR sl 917 40 8 2% SR 7Y i 5«
© WERE bR BB AR .

o JEUMHBITAE 6 2 A A ] s B 2 K (Y EAE ] FDM HEA5 B0 4% 1 sl 1 38 (PC) Hod i 1
( FDM #0485 W A& e B P AR B B DR PR D o Wi DA /b, il H s
JEBITAE NN P A SR A 1

e T Cisco Secure Firewall 3T 1T ELH Hi5 A7) 38 422 101 g 11 200 T e 55 1) 28

© WRE bR BB 7 AR

B ERITIBIE FDM E%&i&%iF %3 Cisco Secure Firewall Threat Defense
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| FOMEER&BIBMBIETIERIE
oM rgggznmsanzex [

o JEUBITAE A2 AT AR ] B 2 B (0 A FDM R e i 1 B 0 g T AE
ol FOETE T 0 (FDM AR B oS AR BT Al D o R IR D e s,
THAE H AR BB EASINBT # 2RRE HRE 1o Bldn, W SR H AR RPN L A B 1 A
B R A0 B FDM B4 e 8 (K4 1 B 2 100 A, WRTBLAE H AR BB i eyt i
EZ7/FL e AREIR /B i AR

o THION 2 i Cisco Secure Firewall 3T T H A A . W)HHE O i HE o 14 0 22 (14X
FeVFRE TR o

Fia Z |l

R C R R B B A0 IR B RIS A Wi B . B RENME B, 1E 248 Cisco Secure Firewall
IR T AR HWSE, 30 0.

\}

AR WA H T Firepower IR R E RS ((NREZEE) MHTIER, WD EAEH
WL Bt 5%, 16 TE# Firepower R ZEIEEE (AIFRSMEZERSE) .

S RS o LT, 1 R BB B E 3 O & R (Threat Defense Interface Name) ~H413, JFIER AR 2L
SENZ B,

ANt B SR B VRIS o R S B A 2 1 LA S FDMU AT B4 11, WEASRE N FRigI R ik ez .
JITAT EL70 BC PR R AR 0 At HAS AT Y

AT EWU 742 1. Cisco Secure Firewall IEFS T HA1E B % 4% 14 FDM $B45 & & BCE H a0
WL 71T

PER2 RO AR FDM B B 12 LS 21 gii i #2035 R TR —2 (Next).

1% DM T 5 X &2 O 22 £ X
A

ER I FDM 0 WA L E AN BAE UG i) 41 AT NAT JUU, B0 dn RIS EPEAIT RS IX Se e, Tl n] LAk
MBS BIFGREE AT o UL K AMGIEEE B RCE , 25 36 UL

NIRRT ES FDM R A BCE, TR FDM FBA B 12 BRSNS AH . 0 B 917480 422 0 52
242X . E FDM FEE B R E T, U7 32 ] S AT NAT SIS A6 A2 LU A4 FK (nameif). 76 457 AL
XSRS AR IR DS AN, B SRR F LU U LR I B

« weRK - HORBEE T AR
s A - AR T2 RN,

{EFIT T A% FDM $£% % & 1T %32 Cisco Secure Firewall Threat Defense [JJj
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1

$IE2

Bz ]

Cisco Secure Firewall 3E4% T2 SCHF#E 11 5 22 A DN VAL — 0 — s 222 43 X alids 11 41 g 3]
SO, A AP SOV, R T ELILEE L, 47 RO % A DRI 1LY
TLMER, WBHEONS: EOARZeKX .

MRS R 2 XFEOEEH L, AR HEO. L0494,

TOR B DI 1) B B Oy TPl e ORI 4L, kst 3 7F FDM LA 15 A il B S0 PE R A 2 A X R A % 9F
AR R0 (22 A M 4L, AT LA R B4

a) ARERXEF, EFRZENMREX.

b) EEOERT, EFZ OO,

fen] LTS s 5k 3h A 20 4 ORI 14 .

ST 22 A X NHE D4, AT DL R 384

a) J5iliiRAIn SZ #11G (Add SZ & 1G).

b) {EIRANSZ N 1G (Add SZ & IG) XFUHHE, sidhidRAn (Add) CLASIIE I 2 4 X sl 4

0) HRERXREFHMANLEX LK. R ERFED 48, FFE, T LA g4,

d) siidiZkH (Close).

I S A e A R VAL, AT AR A

a) sLiliBEEIE (Auto-Create).

b) 7EBEFNEEEITHET, % OB X B R ) — AN B A

c) i BEnfliE (Auto-Create).

Cisco Secure Firewall iT# T H ¥ hix bz X 324t 5 FDM FE 8 W42 O AR & (9110 outside BX inside)
FAELTRIG Bk “(A)” 5 LR B/ Cisco Secure Firewall iLF T HAIEK . #03 DARN _1g J5%%, il
outside_ig 5% inside_ig. M4h, wAX A4 FDM B4 W& T RAMF B Fln, Wik FDM $E4 %
FB AL U L3 AR, WA A% 3% VA 6 22 4 DORI% T2 B 2 L3 At

FE UK T A 2 LV SR Y () 224 COREE 45, R T —3 (Next).

k. EMNEIEETZEE

X T FDMARE AR E, $ AR ARG IERC &, TR I T Ik (T iR . AN RS0 e
BRI

* 1% Firepower R Z BB (AIXENEZEE) TH2 FTD && GGIREMHE) - £+
EEFMBE B A AL E

* IT#% Firepower & £ EIEE ((NREZEE) - (UHZFKIFILERE
* % Firepower & EIBHE (BFRFMEZEE) - 760000 RFE T IGIF LR % il &

B ERITIBIE FDM E%&i&%iF %3 Cisco Secure Firewall Threat Defense
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| FDOM FE&IG &2 Bm B T 1 RAE

e, wempirt=rz [

k. REFMEIEHZEE

FEXSIT RS 1) FDM BC B HES 2V BP0 2 1T, AU IFAF 40 e BT IR E 2 15 IE A B9 17 2L
o A e A G T SR IC e P RRAIE TR BRI 2T B — b4t

\)

IR

W RS AE L . MBI IEE & (Optimize, Review and Validate Configuration) %% E5GH] T Cisco
Secure Firewall iE#%5 T 5., ‘&S MRAFEEHE I A VFESELUE R IER . WHRAEIE N LB 4= 2 BT ¢ ] Cisco
Secure Firewall iT# T H, WIANSRAEEIHER . SR8 5 B, Cisco Secure Firewall iT4% T

H 4k N 3EOBRET (Interface Mapping) J# %% 55 3 50 .

AL, Cisco Secure Firewall iT# T H AR B HIHLO FOAAFEMNRPIEIR S (IPS) SIS IS AF R
W, I AVFRRREX LE S 5 BT 107 il 34 R DU AH DG

SO M AT O AR 42 R K — FR I R e TP T I 288 s B A Bl 4 M SO i —
AMCE . BRI RAIE R GEAEA i 55 U5 PR R A PRV RC K ST 2 T, e iz st

[FIFE, 7ERVFEARs 2RI HAR 20, nTLMEH IPS SRR AE N R MG —E N 4. N2 AR IR
B RS WTR N B R A 2 A, I BAE WIS thr] DABH I S ek s i . R BER G
RN F RV B, A R R S . BESE T RS R &R ANE N - T
VUMYE AT H b 1P ik A AR 838 W] DAAE A AR SR v A A% 3o U A% 1 R Bl s PR 28 v
(1) 1P Mkl
BRI TP R BB I, SR DT I B NI H AR R IATR R, A B R 5
RAELIHIHE .
RIS . MEFNLIER E (Optimize, Review and Validate Configuration) Ji %% [ 541 T Cisco
Secure Firewal iT# T B, ‘oAt B RVFEE LW ITR . WERAESE N IL 5w 2 A oS HT, )
ANSARAFEIREE o W ENT 5 HBLME,  Cisco Secure Firewall iE# 1 H 4k 492 )\ 32 O BR&F (Interface
Mapping) /5 %5 557 5 5]
Cisco Secure Firewall iT# T & ACL it it
Cisco Secure Firewall 1T 4% T H 3 HE BT K85 R0 e v R0 R g nl Ak (2R sER ) 19 ACL, iy
AN N 25 T fg
ACL AL SCRFBA T ACL 82
* JUA ACL - 4P ACL B ATAH R AT E AR S0, MBRAEFEA ACL HA S g m M 4% . 45t
L RAT R A I SRR — AN M4 0 FTP R IP o, 1M v A AR a7 il 52 SR, - U mr DU
BRES— N
* SF ACL - 55—/ ACL 5¢ &85 5 A ACL I E . Wi N =LA AR ot e, DU) 26—
ANFNIAS S N TART L, DA SRS S IR b . dn RPN R 4R e 7 A
[ AHRAE A AT B 75 2% 2 91 52 AU B 48 P 45 R 2 —, DU St P 5 1RO SR M g1, 5%
Teh e YRE H AR, FEAMIN AT GEAF046 1P i, i BSE N vl RE4s U1 FTP .

LE LS ACL ARALFRIIES, Cisco Secure Firewall IT42 T H2xdi H UL N &4k

{EFIT T A% FDM $£% % & 1T %32 Cisco Secure Firewall Threat Defense [JJj
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\)

AR UGS T ACP BUNERAE ) FDM B4 8%

s FEMAE PR AL 8 AR ACL.
o W ACL By AN ACE (NIHED , SRIERTLELL T S5
o YEAHTH BRIX 5
o VAT H bR 25
o PRI H A

R
FEIER I RE 2 25 18 LU R X R LA T/ B AL «
© RGIHIIIRT S - ] LUEFAEIER TR I AR R | XS B2
s RN - AR R O T R b, WIASEIEE RIS, i AL S .

$£I1 (k) 78 L, siditik ACL (Optimize ACL) LLEATAALACHS, FFHAT LR 144
a) ETFHECINE ACL AR, 3 siidi T # (Download).
b) EFHN], SRIGILEFHRIE (Actions) > 1E A BT (Migrate as disabled) 5, FiE# (Do not migrate) J{ 5 Jf]
Horp— IR
c) MiifRTE (Save).
T WAREFE (Do not migrate) 1 B25H (Disabled), & JFK.
A n] DU FH LA 3 TSk A 2 328 48 0 )
% - LERINIRES TR .
« RiT# - 2 ACL T .
« VE C2EHAT# (Migrate as disabled) - iITR RS (State) 7Bl % 42X A (Disable) (1) ACL.

« LA U M (Migrate as enabled) - IR IRZS (State) “7-Bipk b ;B A (Enable) 1) ACL.

$1E2 ek, HEFLGIEE B (Review and Validate Configuration) ji4e I, /i ia) I3 M (Access Control Rules),
AT LA ER A
a) W THRTEGEANEH, EHEUFIFRIEEA SR E.
LR U5 n) SRS RS ACL ZFRAE A RTEE, JFAEJS T N ACL B4R S, DUEEE A s (71 2] FDM 46
EWAABCE ST B, W FDM 4G5 6 #& ACL #ifin 444 “inside_access” , W ACL H#28 — ML (BR
ACE) 1T¥fir44°A “inside_access #1” o WIHRKA TCP 8 UDP A& 47 & IR 55 % G al— L6 1Ay J5 DRI T 4 2

Y REFN], T Cisco Secure Firewall iE# T &AM PRI 5 E%%. a0, Wi allow B REA AT
B, efildr 4k “inside_access #1-1” K1 “inside access #1-2” .

X FEIEAZ SR G TN, Cisco Secure Firewall iE# L Eo¥: “ UNSUPPORTED” J54% [ inE A FkH

B ERITIBIE FDM E%&i&%iF %3 Cisco Secure Firewall Threat Defense
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b)

c)

d)

g)

e, wempirt=rz [

W RIEARLTRE DA YT RIS RN, TR AHNATIAE, WEFHRME (Actions) > AiE# (Do not
migrate), X5 mdiR7FE (Save).

TR A HEATIERS K I AT I #R Sx AE R AR K

U REENG PR SOPFSRIE N ] T — AN B AN USRI, 151 P AR NAT (0 RIEHE, ARSI FHRME > X
Pl

13 SR B (File Policy) X TRAERT,  REFEIE 2 (1 SCIFHEME IR FON T T Ik (i Uy il 2 505w, SR 5 i iR 17
(Save).

U RGP0 TPS SRS Y T — AN B AT W P I s, I P AR AT I HE, SRS IEFHRIE > IPS 3R
ﬂ]ﬁ'o

71 IPS 3B (IPS Policy) XHHET, JKEREIE 1% IPS SRBE IS BV 1A%t A2 K FC N H T~ B B (1 1 il 42 il SR s
R R R TF (Save).

AR A T H RS STl RN ) H R SR I, 15 I TR A NAT R AE, SRR FHRME> B R

75 BERAER, 0T DUZEIERIT da /s g RN R M H e it R R T H A&k, Wik Her 44k
F B EHERRNNRGE AR, SRR ER S ORI R H GRS &, TUNRGEBE T
SRR O E G ERCE I RS H BN

U R e Il R T ST U ) PR A R A, TSR TR AR AT I SO AE, SRS IE BHRAE > HUMHRAE
FERRAE T RS IR TR, W) LU #E ACP BT IR BRI 10 -

* ACP - R I 42 RN AT H T 72 2R G an ] A0 PRAIC SR VS RO B 4R o SR LUK ) 42 A U
(P12 N (e SN A N W AN TRP B 7 (2

o TS & - BUUHERAE 0 E AR G0 oAb BEANC SR UL RE AR o 50T DAAAT PRI B AR AR L o

'R T SRVE” SEIERAN I BT AT R ERAE BN fr) 22 IR R TIPS IS A SREmseops 8 SR .

TR 75 5 FN B 45 - Cisco Secure Firewall 3B T 2208 BB MU 1) 5 ACE vHES H b P& _L3CFFY ACE
FRBIIEAT L o

AR beae 85 I, Wk IR N ACE MR EGE L BIE, B8 BT H AR e 2 SCHRE BRI 4, W Cisco Secure
Firewall iE#% T Hif & Boxn] TLATH8 7~ 2 A2 2450 B

WER R “ACE v 51, ST LMRALIE R sl e AR« SR AT LSS GRS, JFAE S /e 7 B
O _EHER S (] AR SR .

iR REH L, Cisco Secure Firewall i85 T H AL FHIETMAITE

WAE, BATLERTH . Ber. 5T, KRTANTIREIET Rl 3 ACE 4.

CEEBRIAT LIRS A I B8R, U MdERRITIESS (Clear Filter).

i 3T ACE X ACL MATHE TSI R o ACL H 26 A2 M e ) WP 3% o

N{ZEE& (Intrusion Pollcy) HORE BN BT AR SRS A Y. [ R A SRS« AR R e /78 25 IR . A2 55K
HATACP W5 H . Eik4s o Snort 3 1) Snort 5% fi1 NAP 5% .

MR B BV APT R, HATH S5 U Snort 2 SRS 45 20

{EFIT T A% FDM $£% % & 1T %32 Cisco Secure Firewall Threat Defense [JJj
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HATERONGCE AR SR SR B D A
IS mE 45K <FDM Hostname> 4 2A7 Snort 3 17 o FIUU/ F i SCHL AR S 1% B Snort3/Snort2 [ AR A5
%A 1) 2 T SR ek
PIE3 Al L IR T A R
* NAT #0
* R GREFIRIER. MEFR. HmOMR. VPN FRMHASHEHITER)

* it 258 VPN fZiE
« IIEIEN VPN
Pi M H) R %42 78 BGP. EIGRP fil RA VPN F 45 ] (kA f1d™ 2 ACL.

WA KT — A a2 A NAT B S e 1, e AR INAT I SEAE, JEPHR1E (Actions) > AiE# (Do not
migrate), )5 ridifR7F (Save).

IS N ABATIER I Fr A N AR S AR T AR UK

SR (D LTI, (507 DR R 1ol X UASTL I VPN X8 L AR > BT
A P B R

51 A 44 5T B K5 R RT NAT SRt 25858, DUE s 2 2 F% .

SIBS 7EiE2 718 VPN (Remote Access VPN) #45, SRz A\ VPN X MWK BT X %48\ FDM L8 B 45188 2 2 vp
fl:;‘ijﬁZT?:
* Anyconnect 3Cf4 - AnyConnect % ff-f1. Hostscan 3Cf} (Dap.xml. Data.xml. Hostscan ZfF6L) AN &%
WA AnyConnect FiCE SCAF N YR FDM FLE B 2 Haniin 124 .

{ERITRERIE B8, KPS AnyConnect KAFEDOU _F AL R H L. 0] LK AnyConnect it B SO
B AL R A0 Cisco Secure Firewall 3742 1= FA%,

RN H O R LA Anyconnect. Hostscan BN W # AP AL . IE 2004 /D 3EFE—A AnyConnect X
L. AL RE Hostscan dap.xml. data.xml BRAMTX A CUIRAEIEICE B T« AnyConnect it & 3¢
ATk
Dap.xml AZ0JE N\ FDM FL5 B4 R BN IER SO o A E S ol ) dap.xml $UATEIE. S8 05 20 A% IF
TEREPTAT Wb 75 I SO R AT IR o SO RO B bl A A 5632, H. Cisco Secure Firewall iIT# T H A4k
HATEUE

* AAA - lil7R Radius. LDAP. AD. LDAP. SAML FIA MU f) G 3 00 TENR S5 2% o TR AAA s 3%
%% . M Cisco Secure Firewall iTF T.H 3.0 JF4f, R4 HEIKE Live Connect FDM FE45 3 2% 1) itk 285
. f&i&nT LLE A more system: running-config SO _EAR LS BRs A IR L B . LA SO AR R AAA
S IR, WEHAT LR DR

R XU IR AF Cisco Secure Firewall 3T T H 2 4 AT

B ERITIBIE FDM E%&i&%iF %3 Cisco Secure Firewall Threat Defense
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e, wempirt=rz [

1. @IS SSH ¥l &% He %) FDM FE B4
2. i\ more system:running-config fir 4

3. #:3| aaa-server and local user #i43, VABISCHS A HRTE AAA BCE FUAH R A2 8314

ciscoFDM#more system:running-config
|

aaa-server Test-RADIUS (inside) host 2.2.2.2

key <key in clear text> <----- The radius key is now displayed in clear text format. aaa-server
Test-LDAP (inside) host 3.3.3.3

ldap-login-password <Password in clear text> <----- TheLDAP/AD/LDAPS password is now displayed in
clear text format.

username Test User password <Password in clear text> <----- The Local user password is shown in

clear text.

TR G SRACH P R RS SN, AT DUAE N SRS A 5 i 8l fE Cisco Secure Firewall iZ %5 T B it &
B,

* LDAPS 7 B # b (3. S8 0A 20 58 3 in 5 25 LDAPS (13,
o fEEHI I, AD RS2 EME—) AD 4, W RS ME— g, S H B 2R AE Cisco Secure Firewall
ERT RS, WREIMEE, SO AME—F AD EEA G R HEEN % .

I8 LDAPS 1 AAA JIj554%, FDM FGE e SCHF 1P M ENLAG B, (R B O S R B LA BL
W WARAFDMALE XA EQS AU, WS RIFDRIXSEE R, WA FDM 6 X &1L E 7% LDAPS
(1) IP Hutik, 157EIER 18] VPN (Remote Access VPN) R AAA S /S NI . I 20U N AT filMT 0 AAA IS5
% 1P Huhk 3

X[ AD B AAA IRS4% (76 FDM L WA BLE T, IR4-48252°0 Microsoft) , AD ZEiH (AD Primary
Domain) /& ZAEE By FRCE AT B T BOAYE FDM FE45 % FER AL, i & M FDM R & 4
| ff) LDAP-base-dn it & FH 2 HL .

¥ 1dap-base-dn H: ou=Test-Ou, dc=gcevpn, dc=com

AD Fig &L de FFk B, Hi de=geevpn Fll de=com ¥ F1k. AD k2 gecevpn.com.
LDAP-base-dn 7~ 3L

cn=FDM, OU=ServiceAccounts, OU=abc, de=abc, de=com:

eAb, de=abe 1 de=com ¥ 34 abe.com UK AL AD ik,

cn=admin, cn=users, dc=fwsecurity, dc=cisco, dc=com:

AD F3h fwsecurity.cisco.com.

AD 32 A gk R I R 7E Cisco Secure Firewall 3T 1T H I,

iR BRI B 1) AD LSRR AL UL ME— (1. WA R, 8 B kBT TR IJCAE FDM
FEE BRI E PR BNZM, ARG SR AN E M543 AD 38 S AD I LLRHIERC
.

* ik ith (Address Pool) - AT IPv4 Fil IPv6 bR WoR7E X B

{EFIT T A% FDM $£% % & 1T %32 Cisco Secure Firewall Threat Defense [JJj
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* H3REE (Group-Policy) - M 73 o5 2 i e B SCPF A M AP EI0 S0 R B oA DL S AL A
B CPFR AL o SRR E SCPE & AE AnyConnect SCAFFB A HFAS NG, T4 W A T 465 nT LA sl b B3k
JUBCE SO B E SO P i AR S

* E4EREL B 30 (Connection Profile) - AL i 7 B A FE T & SCA/FE B 4 .

* {ZfE & (Trustpoint) - 51T £ 5k PKI Xf 5\ FDM FL45 1 % 1588 2 HL b0 2 BB i G sh i —3 0y, JF HAb &
JRINiERS RA VPN BT b ANa] /b [, BRETITFZ A 8)3E 0 (Remote Access Interface) #7> 1 fK)4: i SSL. IKEv2 Fll
BT, UREHAT R gaE B DB Wik H T LDAPS Upist, WA Ziifdt F 4% Js) SSL A IKEV2 {5 4T ki o
I RAEAE SAML X%, AT LAZE SAML ##53 FR it i SAML IDP A1 SP ({145 4F i SPUFP A mI k. W] L7 %
KRR E AL MR AT A WA SR SAML 54T AL E AE YR FDM L W& T, WImT LI 2 SAML
(Override SAML) 337 3% £+ % 1 &

H X FDM FE5 & 24 F th PKLUETE S, 1520 5 H FDM F68 3 A& BB S0
* IFBARST (Certificate Maps) - AL SR IE S ILES

BEh4EIp TS s B R ER
—EHERE TR, RN G LA R B

Start of the Maintenance Window
Manager will be moved from FDM managed to FMC lmanaged.
o This Step onwards should be performed in a maintenance window as there is a device downtime involved in
this migration process.
o Ensure connectivity between FDM device and FMC to move the device from FDM to FMC using FDM.
o FDM Devices enrolled with the cloud management will lose access upon registration with FMC
o Ensure out-of-band access to the FTD device is available, to access the device in case of accessibility issues
during migration.
o Itis highly recommended that a backup (export) of the FDM configuration is performed to restore the original
state of the firewall managed by FDM if required.
o FMC should be registered to Smart Licensing Server.

e orces |

EBFEIEEE (Move Manager) T H, MERMELLFEEGIE R
* /£ FTD fiLF NAT i&&fR. FMC fiiF NAT &8 &R Ti&REFM T NAT 5 (BUANIRE) [k

ITIERE
o EIEdL/CDO MRS IP fbhik: M HERE BSR4 E B RTFE, Bl LisM
IP.

)

B R FMC LT NAT &&RF, WXL FBOE I 208 .

« EIRFUL/CDO JEMEA: i B AR B0 BRI oy 9
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* NAT ID:  ("Jik. ) S irph A el s B AR T NAT W e, I B B I

* EUINBAE (FTD) E£412&: M FDM L5 B W AT & R BUg M B8 1P/ WL Z . R FHE, A/
TS TP, WIS FTD iLF NAT & &G, W% BOSu: 20,

* DNS BR$5 2540 HI T30 B AV B b0 22 18] (R IERE 1K) DNS g5 a4l
- EEAL/CDOEEA (BUR/EE) « A8/ BIR D2 M T RS U s By . WA
TR B 1 DR T R N A SRR R R

LB EIESE (Move Manager) )i, Cisco Secure Firewall iTF5 T EL 2> fit & Ks 55 B 28 Mk &5 #E
BB BVE RO ARNEBEG, FOE RS E BT

ik, EMEGIEETBMEERE

P EPELL PRI T A 0
- 0
* HH
* Sfi5 08 VPN B%iE
1t- Dynamic-Route-Objects #i53 41, 44 %o A7 32 SCRF IR RS X 4«
* Policy-List
* Prefix-List
o LG
EIRIES
*© AS #4%
* ViRl FIE

$®2 {EFE (Routes) #4504, Son LN
* 4 (Static) - WoR T IPv4 R IPv6 # A H
* BGP - /rJi 17 BGP ¥t

* BIGRP - B/~ EIGRP #H1. %f T EIGRP, W {4 more system:running A& H 28R N, W< 3REL
SO IAE R . W RE ARG E D O, W] LLAE EIGRP (W42 HE 7 N Fah i iH. BnT LLG$ 5 0y
BERM (O, R, SUEs) , ARG AR R R
PR3 AN, mIEIE (Validate) .

EYS AR, Cisco Secure Firewall iT# T H AR B0, WEMNENS, RERKXEN S 5 EITHIN %
FIFRHAT IR . R B PO p EEAENTS:, Cisco Secure Firewall iT42 T B SFHAT UL F#R4E:
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o W% BATHRKI 44 PRAIBLE , Cisco Secure Firewall JTH2 T Ho B H A N %, MASEE R chL
BB S o

o RN % A AR LB EA AFRIFIECE, Cisco Secure Firewall i1 T H RS 65 152,
T Il & T A E I .
T4 BUESERNUE, WURESERZS AR TR — N NG5S, IEHATBA S #AE
a) iR IMZE (Resolve Conflicts).

IR FIX G P RALE, Cisco Secure Firewall iT 8 T B2 7F M & 34 5 (Network Objects) F1/5i% O %F & (Port
Objects) &7t i 7 —ANE A AR

b) AR, K%,

o) FKIAAAAEM M BEANRR I H, ARG IEFHRIE (Actions) > R IBSE (Resolve Conflicts).

d) RGO, SEREEBUERAE.
B, RG] Re PR BN R AT INE S, DARE G 5 AT B B o b e . S nT DA SZ BRI S 4 Bk
BN A A ES.

e) MR (Resolve).

) IR BT AR SR )G, mialiRTE (Save).

g) SiGIEIE (Validate), FEHIIGUFACE, JHHIIAL SR ITE RIS,

WIES {ERE S H IR ZS (Validation Status) % G HE 27 5 B BRI E (Successfully Validated) B, k2 ATH 1T
B 1 0 A28 30 B rp Dy

KT EHEE S8 F0

U AR AR AR B IR IC B AR DT A X R 5E, MIASRERFIER ) FDM 45 324 i B4R 21 45 B
Lo

TR IO BT I B AOL 2 B B 0. D BRAS SR 0 B 28 21 B B i e 2. (H
AL TR 2B W A AT AT BLAT O

)

I 4 Cisco Secure Firewall il F T FURH TR (B0 & A 21 45 BE O I, AN B0 (50T An] fic A ol 38 20 AT 4]
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AN 1) fift b FDM FE 87 B0 a8 ML BAT P AR IR I ) (LA B gy | 14

IR i) Sty BB AT AS T PR IR A] (LAl g By ) 592

P IR I i) | A% i 4 W T s RO IR T) A3 b g BT 7
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BRI Cisco Secure Firewall JE# T iR (15 1541 &L null
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= FDM R334
LAURBiI2& 743 5¢ FDM 45 B0 B 1e) S Bl A A% (10 388 0 Kb S A°F -
{

"metadata": {

"contentType": "application/json", "topic": "migrationtool.telemetry"

}7

"payload": { "FDM config stats": {

"access rules counts": 46,

"acl counts": 46,

"fgdn based access rule counts": 7, "is bgp configured": false, "is eigrp configured":

false, "is multicast configured": false, "is ospf configured": false, "is pbr configured":
false, "is ra vpn configured": false, "is s2s vpn configured": false, "is snmp configured":
false, "local users counts": 0,

"nat rule counts": 17,

"network object counts": 34,

"network object group counts": 6,

"port object counts": 85,

"port object group counts": 37,

"sgt based access rules count": 0,

"timerange based access rule counts": 1,

"total unparsed access_rule counts": 3,

"unparsed config count": 68,

"unsupported access_rules count": 3,

"unsupported nat rule count": 0

}7

"context mode": "SINGLE", "error description": null, "error message": null, "firewall mode":
"ROUTED", "migration status": "SUCCESS", "migration summary": ({
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"access_control policy": [ [

{

"access_rule counts": 0,

"expanded acp_rule counts": 0, "name": "Doesn't Exist",
"partially migrated acl rule counts": 3

}

]

]I

"interface counts": 0,

"interface group counts": 0, "nat Policy": [

[

{

"NAT rule counts": 0, "name": "Doesn't Exist",
"partially migrated nat rule counts": 0

}

]

]I

"network object rename counts": 1,

"network object reused counts": 21,

"object group_counts": 6,

"objects counts": 34,

"port object rename counts": O,

"port object reused counts": O,

"security zone_ counts": 3,

"static_routes_counts": 0,

"sub interface counts": 0

}I

"migration tool version": "1.1.0.1912",

"source config counts": 504,

"source device model number": " FDM5585-SSP-10, 5969 MB RAM, CPU Xeon 5500 series 2000 MHz,
1 CPU (4 cores)",

"source device serial number": "JAF1528ACAD", "source device version": "9.6(2)",
"source_type": "FDM",

"system information": {

"browser": "Chrome/69.0.3497.100", "operating system": "Windows NT 10.0; Win64; x64"
}I

"target device model": "Cisco Firepower Threat Defense for VMWare", "target device version":
"5",

"target management type": "Management Center", "target management version": "6.2.3.3 (build
76)",

"time": "2018-09-28 18:17:56",

"tool performance": { "config push time": 7,

"conversion time": 14,

"migration time": 592

}

}I

"version": "1.0"
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