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“minFtdCount” #( [ FTD.

vE 1: STEP GEI 7 LK A
a3 “minFtdCount” 1
S I FMC 3B TRCE, 4R
Ja SEEEAT, AHAE AR AT 35
B
v 2: BULK ETURshETH
“minFtdCount” ¥ & {] FTDv it
1R I a1 5 — K FTDv JH 84
[ (FAERIHATEITD , H
FMC M 42 7 JEA T 11
W& “minFtdCount” #(&E V)
FTDv 2% 1] = (53
—/NFTDv It H I ] -+ 33 A/
B~ FTDv It IR (] *
minFtdCount) .

*Azure X FTBEUR I iy B AEAT IR EE RG], B HERAMAEH NS TR REERTRSE
A B A 45 IR F A -

Auto Scale 22
THEHBEBHREE

FTDv Auto Scale for Azure ff# 77 S AR SCAFHAE: ASM_Function.zip, ‘& AR 45 ZIP 1) B X
PRt — 4 BHLH Azure PR3, M\ GitHub fE68 2 F 8% 2R fE, Mk

* https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
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#8 Auto Scale ARM #2157 [l

)

EE UEVER, Cisco $eHER H ahY B 2 BAFUBIN AR A TR R BIE A, ANFEH L Cisco TAC ZHi [
Wo KA GitHub DL T ## 5 B0 B IR SO

AR R ASM_Function.zip G, 5 Z R Ik - Sl I PR CRS A i Azare pRE, 55 49 L.

N2 Auto Scale ARM & #y

ARM T T35 FTDv Auto Scale for Azure TG %R . 7E4 ERVEHN, ARM FMEE 26
LU 25T

* EAUNIALEE (VMSS)

* SR B T

* BB B

* Azure MUV

o BN

o gl (T Hes 3 0 R Bl D
FrIaZ |

* M GitHub 124 /£ (https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure) | 2 ARM
}iH azure ftdv_autoscalejson.

UK

BB WRETFEAZA Azure XL HEE FTDv SE61, 1558 18058 DB AT X 404 45 ARM BEAR .
i

ATRBI R T 3 AN “ S FE R X
P2 G A B T AR IR . R LUE I REIE “json” BRI RECR IR .
TP

"type": "Microsoft.Network/loadBalancers",
"name": "[variables('elbName')]",
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B = Auto Scale ARM 2R

"location": "[resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": |

"name": "Standard"

}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"

] r

"properties": {
"frontendIPConfigurations": [
{
"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {

"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('elbPublicIpName')) "

}

}
]I
"backendAddressPools": [
{
"name": "backendPool"
}
]I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers',
variables ('elbName')), '/frontendIpConfigurations/LoadBalancerFrontend')]"

}I
"backendAddressPool": {

"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers',
variables ('elbName')), '/backendAddressPools/BackendPool')]"
}I
"probe": {
"Id": "[concat (resourcelId('Microsoft.Network/loadBalancers',
variables ('elbName')), '/probes/lbprobe')]"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I
"Name": "lbrule"

}
] r

TR BB A R Y e S, ] DLEE B 5 A Azure [ gnfi b0,
FIE3 o A Microsoft T F' 1 44 R85 15 %% 5% Microsoft Azure [ 77

FBA  PlRGSR BIRA LIS ) B IR IR . RORR BZ LA BT P A B R R R R B
11 IR

QBT B ORI 1S BE4L; i, FTDV_AutoScale,

. i&FF Microsoft Azure Cloud A9 Cisco Firepower Threat Defense Virtual 23&E X\ | T45 5



| #2:&M T Azure &) Firepower Threat Defense Virtual Auto Scale

Sk Sk

Qe

g

S S
S

v
g

A
g

o

D o

#8 Auto Scale ARM #2157 [l

& 9: Azure | T

AR (+), ARBGRE S . R WoR “ GBI AR TUR .
EREMIAT, BAEREBE (EMBEXRREABE) , K514 Enter,
10: B T IEIREDE

= Microsoft Azure 2

Template deployment (depiay uting custom templates)

Template deployment (deploy using custom templates)

I ploy (deploy using custom templates) = -
{ﬁ} Microsoh
| creae |

Create

Overview  Plars

Applcations nusnng i Micredah Azere usually rely on 3 combination of nesowces, Bos databases, SIS, nd wab pPE. ATure ReScurck Mansger bemgplates enabhe you
10 deploy 53 MINBOE hELE MESCUTCRS 31 3 Grovg, uiing B ISON SESETiption of the FesouCEs and This deploymint semngs

R your template with inteliSente b deploy i 10 & hiw OF exitling resource group.
Usetl Links

R,
QUEERTRIN AT 2 AN E T . X A dREE =8 IR TE IS B CRIRIR.
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ZBZ Auto Scale ARM 11}

B 17: #3215 B T RIRIR

Learn about template deployment

1 Read the docs ot

& Build your own template in the editor

Common templates

R Create a Linu: virtual machine

B Create a Windows vinual machine

@ Create a web app

B Create a SQL database

TR EgRIERAR G LR, MIBR BT AT BOA A AIF ik [ azure_ftdv_autoscalejson A4, AR5 LR
12 ISR

R ool drp i s

@ [rariablerdatabecGepl] Mcro.
S vl Reragesciettiam.

B i hitngslashismT]

B aratleafenciontpsiame |

@ Irariableirappinagheian 1] [

* learubies b hamendng st
1 raviableir et b hiane |

© lesikiiC o Name ] Mereas_

4 rarabiesl g’ dvoronol
B s L

N

7 3 | G (5

WSS AREBMSHENENGER, ESWMASE, %26 01, REHREY
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#BE Azure i 35 .

[E] 13: ARM #5145 555

R B LUR T RAESEL, AR5 9 JSON SCAF ol AL TREE T ) 25
ARM BRI NICAE Sh e A B, PRI 75 B A SR I UE ST N o
BN YT E RN G, E¥i 48 FTDv Auto Scale for Azure ik 77 Z 0T L EFIE . 1520 TE S

IR, R FIRR THRANEYE, BIEEHNH. VMSS. fadyfras. A3 Ip ks,
14: FTDv Auto Scale 1&1R 2R 2

e FIDV Autatca

(14] FTDV_ AuteScale

Bafresh | = Move & Exgarthe £V

-0 — as
sowing 110 1 o
Hame T
s 1 9 for
..... O®n
Propietes ] ¢
[ L L
B templats R
Cost Management
& n
ot ansipis
D o sens (v :
B vt N
o0
@ savmor recommesdation :
=n o orage sccows
Moriceing
O gt (e
e
G wmics
Disgrortc wengs
® e rage [ 1 o
PAPPEp———

ERZE Azure & E N F

BB ARM BEMRIN, Azure 20— AN ETRREUNV ], AR5 1675 20 HHH T2l & Auto Scale
Manager 124t 75 1) 2R 55 o
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. #8E Azure &K1 A

FriaZ 8l
* f3d ASM_Function.zip . 152 B sk - Rk YA R i Azure pRET , 2R 49 UL,

UK

TR R EAEE ARM BRI QPR IR BN, RIGTAAEAEAE T B, fEN ST, HRLUT
URL:

https://<e& W H 4 #7> scm.azurewebsites.net/DebugConsole
ST Auto Scale ARM FEHC , 28 31 ST 7R 4 :

https://ftdv-function-app.scm.azurewebsites.net/DebugConsole

T2 S RIEEE ST, AR ste/wwwroot .
H12 3 F ASM_Function.zip Hi i 8 SC 1 78 A BEAS AT 0 o
15: 1% FTDv Auto Scale if %5

Iwwwroot + Oitems & @ &

Hamer Madfed i Sao

Lipe to upload

SERA NI B, NOZe Bon T oIk 55 A% R AL
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% Are 51 [

16: FTDv Fo BR 55 88 iR 45

~.Iwwwroot + 21items & @ A

Name Modified Size
-] — 8/24/2019, 12:19:56 PM
- - 8/24/2019, 1219:56 PM
9 — 8/24/2019, 12:20:08 PM
£ — 8/24/2019, 12:20:08 PM
-] - 82472019, 12:20.08 PM
£ -] — 8/24/2019, 12:20:08 PM
-] - 8/24/2019, 12:20:00 PM

v A

Use old console

$IE5 N4k PuTTY SSH % )" it «

Azure PRELH EHE L SSH MY 7] FTDv. {HJE, oM S5 asAUHE s IR TSR AN SR FTD Jir 1)
SSH # PHACH I . DAL, 8 2N ST SSH %) i o

M www.putty.org # PuTTY #ir-24T S+ N2 PuTTY J& i (plink.exe).
17: & PuTTY

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the FAQ entrv)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (er by ETP) (siznature)
64-bit Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit RESRaEXE (or by ETP) (signature)
64-bit: RECR.EXE (o by ETP) (siznature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTF)

32-bit: reftp.exe (or by ETP) (signature)
64-bit psftp.exe (or b ETP) (signature)
puttytel.exe (a Telnet-only client)

32-bat: Ruttytel.exe (o by ETP) (siznature)
64-bit Ruttytel.exe (or by ETP) (signature)

plink.exe (a command-line interface to the PuTTY back ends)

32-bit: ; (or by ETP) (signature)
64-bit (or by ETP) (signature)
pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

IR 6 K SSH & iy nJ $AT 3044 plink.exe H iy 44 2 ftdssh.exe.
IR T K ftdssh.exe HEBCEI SO BEIEE BRAR A I, JkE] E—Prh B4 ASM_Function.zip 47 H
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B soms

HYR8 Uik SSH 2/ i by R AN I RE P — i AFAE o I IR DT o

WO &
H Ll E v] 10 Auto Scale Manager BUAE TR H . IXLLEIURNSZE ARM B Box, H
] PAFE R BN R g e

FiaZ |l
\}
ERE TLABEIN R I, i B DL I g T
* AR AUV o
SR BRI S5 58
* G IFORATIIC L
o Je RN ] o

UK

ST AL Azure |1/ h, JRZIFESE FTD AU
18: FTDv & 5051

nprotis 0 Buatpubtinpectiy ¥ Gownicadapp cocms 8 Dalee

80T -S4 ERE0BALBARITES  Coneral US

Configured features

@ dophen

PR 2 WA LLAEIRAL SR E 1L ARM BEAR AL 33 (G R . S A PR T ety ARMOASTRROAN ], (ELES AT DU AR s A
HeAprrb e eI i .
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wepmmpernEavmae ]

19: AR E

Contiguraton

KEHCET AT B Bl
* &4 F%: ” DELETE FAULTY FTD “ (ERiAfH: YES)

TEAN Y IR, K2 338 FTDv S5 344 M 28 FMC. an R3] Auto Scale
Manager FFARFE LT 8 O 7 1% FTD sl slofs oMbk . (YES: MHER%ETRE FTD/NO: R B
FTD 549, B R B 2] FMO)

 AEBRBOS I E S, TR Azure T I0FT P 45T LA UM SRS SIOFTAAE R (R o e
PR AR, W )

WSRO AT 2 AR CBltn,  an RAEAL AN BRI 7 Z IR 3E S Azure iTHDD 5 ATRAE
HI Azure 1) Key Vault iR 55 KR4 &5 . BCE IS, I a2 Ak ey A7 A 8 ) ) s B OR A P 2
JR K2 AR IRFT, T AN BRI BB (I SO

ER R Azure SOM,  AARORY Y RSP RO 10 SR R S B

ERELNAREFEE IAM A&

Azure G473 K Vi )5 3 (IAM) 154 Azure 224 F0Y5 45000 00— 584y, F T4 SR HIHT P (0 5 4
Azure THRINFCE B4 Azure ]k 55 $2 4 Azure Active Directory "1 [ SR 11 5 17 -

ROH SCVF B8 BN I R AU LR (VMSS), o i U5 B e R

UK

LB Azure [ 1, HE VMSS,
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P& 2 pdiimaiEsl 1AM).
SIE3 R LI Ah o
$E4 NRMABRSE MR RESEE.
WBS MaECimel N p R kPR B A
1B 6 Lk FTDv KB .

20: AIM £ 85 53

Sp——
Access contral (LAM)
B Overie Check acceis  Role assgnments  Deny sssgrments  Classic admintrateess  Rokes
8 sy g
-
o the beothof 00413 3 WSk, QFOE, 34V prcigal,
LR o managed sty hat 10 this resoerce. Les :

TR PR
pE BEAh, 3 N IA RIR SR B AR T FTDv 5241

EHfieEid

ARM Bt @I P 22 4], — AT BN, — M TEdRE 0. B2 2408 H v FTDy &

BRI M. A, Bl D e AU VR R

g2

AR S PR P 2 O F A RIS TR P S, i 22 A 4R
R Hdli D e 20N VR B B ETER K SSH i .
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## Aure 2385 A I

B #1 Azure 1255 v FH
@Y 782 Autoscale T REM gmESS . ARM ARG —/NE T @MV, KRG HEThEH,
R 2 A5k Auto Scale 4 fEES KIEVEFH = 1015 .,

UK

T NAEAEEE O S LogicApp.txt Pk B BIA M R4, SRIG W R B i T 4
BESW ARG, IR T IR LD IR
REEFZ P BA LT ARM BT Q20T DMERS G R e ar FHZog Ny A o
a) M. THATE “SUBSCRIPTION ID” Jf#d il ] ID 5 &

b) i BRI “RG_NAME” JEE 0 B0 Z UL 4 5 -
¢) 4l EHPTH “FUNCTIONAPPNAME” JEEF 4 I s BUN 447k BLR -l o T

LogicApp.txt SCAFH 1 JLAT
"AutoScaleManager": {
"inputs": {
"function": {
llidll .

""/subscriptions/SUBSCRIPTION ID/ resourceGroups/RG NAVE/ providers/Microsoft . Web/sites/FUNCTIONAPENAVE/ functions/AutcScaleMarager

}

b
"Deploy Changes_to FTD": {

"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":

""/suoscrptions/SBSRIPIIN 1D/ resaurceGroupes/RG NAVE/providers/Microsoft . Weo/sites/FUNCTIOWPRNAVE/ finctions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":

""/subscriptions/SUBSCRIPTION 1D/ resourceGroups/RG NAVE/ providers/Microsoft . Web/sites/FUNCTIONAPENAVE/ functions/DeviceDeRegi ster"
}
by

"runAfter": {
"Delay For connection Draining": [

d) (k) gk b, SR ERIAME (5). & Hifil& Autoscale [ TRITAIBE . LR 749 &
7~ T LogicApp.txt S ) JLAT -

"triggers": {

i&F F Microsoft Azure Cloud A Cisco Firepower Threat Defense Virtual 1%\ [ 745 & .



(2% T Azure # Firepower Threat Defense Virtual Auto Scale |
3 Azure ;2581 F

"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

}I

e) (W) G BT HAS IO ), R BB (5). IXAZ WA [ A 3091R], AR BRBE 46 2 i
M FTDv HHES B IE R I (] (8] g . LR 7= Bl 275 T LogicApp.txt SR JLAT -

"actions": {
"Branch based on Scale-In or Scale-Out condition": {
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

f)  (Alik) A IR, DA B ERIAME (10). IXEAEAN AP 58 R AT AR AT B A1 i 1)
PLUR 7Rl 7R T LogicApp.txt SR i JLAT -

"actions": {
"Branch_based _on_Scale-Out_or Invalid condition": ({
"actions": {
"Cooldown time": {
"inputs": {
"interval": {
"count": 10,
"unit": "Second"

SRR XL LR DA Azure [ 17588 B REHME R, 1ESW Azure CRY .

FIR2 HRBEEAREIE, MERBOAN BRI H S ) LogicApp.tdt SCIFN AL, AR5 HlifRTF.
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$I3

E=# Awre 280 A ]

[ 21: 28 5 A ACRBILE

Hame - Ro-hog-ap0 | Lepc 490 code vew
¢ Trdv-logic-app | Logic app code view =

* g

TRAFZ N I, AT “Z25H” RE&. 42)H3) Auto Scale Manager I, & B
22: [R5 A

D clore & oot

11 rigger, 34 besicas

‘Access conrol ()

# T x

¥ Diageoe and soles problem Summary
Development Took Srigger Actions
& Loge ap deigoer RCURRING e
- Recamence 35 actian
@ Loge s sode vew
Vortion [
ke FORLLATION
& vk man s Evabiated 2 temes, Ared 1 e n the last 24 hours
T

T4 A, S aITiGialr. i “IEARElr” RS B,
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. FH4% FTDv

[ 23: BEE N RIEITIRTS

2, Rums history % Logi app ren

e 1 -
~— Ty -~ | - -
i -]
-+, [EEE——— ™
St Durason |
W
g s L
. . s ™
l -
[ = %
\L o
. L o
! .
u(!«l'kwtma‘-x £
R
o v
|-~ — DUl - Ly £

TS BHNHBREGE, A58 S D AR 52 k.
PHIB6 7 VMSS HIGAE &5 IEAERIE FTDv S£41
& 24: ITE#E5=1THY FTDv 2451

me v | instances

0 fedv-vmss | Instances

--------

Mame Status Hiealth state

# ng O ramas.s @ Creating (Runving)

o
L]
i

& Diagnose and sobve problems
Sattings

B instances

i Metworking

# Seating

= sworage

TR R, TR ARM BARGEE TR “minFtdCount” WA “3” B4 “initDeploymentMode”
WAy AL, DIRES) T =4 FTDv 54,

FH <% FTDv

FTDv A AL FER ] B AUNUAELLE (VMSS) WG irE . t, &7 2E it Azure REST API
T FTDv.

\}

R ] LU AT REST )7 i K2 FTDv. PL R & —/Muj sl
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F4% FTDv .

FIRZ Al
 FRETT 37 R 38T FTDV BUZRRA (Billn: 650.32.0)
o SR T30 8 5L UG A AE ) SKU (il ftdv-azure-byol) .
o SREUTE Y5 LR R UL A B 44 Bk

B2

P WA, %% LUK URL:
https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0
P2 ESHER M A TEALE B .
[& 25: 7+4% FTDv

imeters

: Body

T3 FEERIBTENCEH FTD WG RAS . SKU Flfd & 25121711 JSON A .

{

"properties": {
"virtualMachineProfile": {
"storageProfile": {
"imageReference": {

"publisher": "cisco",
"offer": "cisco-ftdv",
"sku": "ftdv-azure-byol",
"version": "650.32.0"

LI A4 Azure I N KA VMSS CH52 B X
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. Auto Scale iZ45

BB A BT FTDv SE AT, X L8 SERE AE A i R R E R R e 3
o BARAL T [A) — MR, (HBLA K FTDv SEG1RE QR SE A8 T TH A W% .

s BT I BT, TETH R FTDy 526l EPAT R4, 15 il VMSS Fr i FH R 4%
Hlo EREBR ST E I FTDv SE o 852502 B PTA M T BB L B X L8 T+ 1 FTD
Sl EER, FEWERLAE.

Auto Scale 1 Z%5

i RAEHR

AT LMEH ARM BEHGRE FTDv Auto Scale fift vk 77 AT a5 W80 . 75 ARM ARG & IR, 845 DL
Rk AT TR AR

* CPU (A 6.6 M HARIA) o CPU FakrsE N Azure WEER .
* CPU. WAE (RA 6.7+ o« WAEFRIR M FMC WEE .

ShEYRIZEE

* POLICY-1: 44EAfI FTDv [~V 34 38 AE BT I B A S S i 1) PR L A iy 7 J B I, Rk ok Ak )
Y. M “CPU. WAL ¥ BIRFRIN, Abmy e B RS (T FTDv [1)°F-3%) CPU i
AR %

* POLICY-2: 4Ef& FTDv W £ 1) T34 50 2 A0 BT iic & AR S i 8] py 8t Ah 1m 3 e (R, bk
AP . R “CPU. WAE” ¥4 I, AP & B R AE TP BT fS FTDv W 4% 144
CPU sl A7 FI R .

A= RiZ4E

* WERERA FTDv B4 CPU F I AL B e B A F5 82 TA] PR T EL K A i 3 Jg B . A
“CPU. WAF” §MJEARIRIN, W SRR A FTDv 8245 ) CPU F P A7 1 H 28 48 i N B (0 +F
SR AR T ECE AN T REBIE,  PREIE SR 2511 CPU S8l NI FTDv.

LR
o WIS JE/AM Y RELL 1 o4 AR CBIl—RAX N 9 JiE /4 il 9 i€ 14> FTDv)

*© MCEMC S (1 A7 AR R A AL I TR TSP IR, i A I DRI s B DRI, AEf
PRGN ANREERANE L& N AT TiEAR . AETE LR, OCTIERAL T DA 7R xR
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Auto Scale B 512 RHiEIR .

Auto Scale HE 12 F 113K

ToHR S B ARSI RN AL A O H &S =L Beak, 2 H B R AR BN L PR 52
o W[ IAH N Azure FRE H &
[&] 26: Azure B ¥ H &

B Db W Lo rvocation Dutells

o 0 DL REANE N A RIS AN AR ST R H A
B 27: B 48 M BT B &

e togk app
2| Runs history = #  Legicapp run

£ Retresn Fan Catals () Renbea 3
= E C 1 _
e : [, - 5
B !
L]
ﬂ Actmicrasnager "
’L O
ncwlk;'l\q-sWJnaNc-. o
Cameted.
L] o
[ P I e "

o 0o o 0o 0o o o 0 0 0 0

o WURTEEL, w] DARE {5 /2 BRI F P AT IEAEIB AT AT S5 - (EAE, #la s/t hria
FTDv W &R TA—EURE

* FEIZHR N n] AR BIREANE AT/ AT 55 B e 2% (KR 1] o

o I EARB zip, ATCLBEIN TR BN o AETH R BN T2, S A AR N O SR T
155 58 o
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. Auto Scale | FAPR |

Auto Scale N F1PR

¥ FTDv Auto Scale for Azure I, 575 72 LT #E WA
o A 6.6 EARIAD 7 pe 5T CPU I %
o UWA 6.7+) ¥ fyle il LMEIX CPU FIHI =, si3 RIEHMEH CPU S A2 FI I %6
* FMC & BUZ AT . ANSCRF FDM.
* FMC N EA 238 1P Hihik
* FTDv & 84 LGS O B A A 3% 1P Hiudik.
* {X3CHF IPv4.

» FTDv Auto Scale for Azure {3 315 7] iM% . NAT 5EI& . SFE IR BESECE, CATENHBR &4
FALIE RN AN FTDv 524 . #65 FRE A0 FMC SRAS 0k 2 HTEE . AN S HR 1 24 2 I TR

* ARM Bt AN RAE DI REAT B, PR 7 B A STt B I AR AR

* Azure 5 B 53] A R AN HIAEG & B SOR AU S (W FTD/FMC AEIE) o &) UL
1] Azure Key Vault [ 25 R4 SUBE A

Auto Scale #[=HE[R

DL R 42 FTDv Auto Scale for Azure )5 IWAS 5 AR R
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