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o BN AR VF HTTPS Al SSH 1 il - 4
e IR RS
* DNS Jleg54% IP itk

UK

SR IR
IR 2 A b U7 B I A R AT R 5 i L BRG] SSH RN UAR A Bl 1

Firepower 9300 Bfiff} RS-232 %% RJ-45 BTG 45, AT RETE 2 FH 28 —J7 & %% USB WL g8l ik
Feo HLLNHRATSHL

* 9600 WEFH
o 8 N
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zouspamengizs i

* AR

© 1AMEIRAL

SIEB3I RG PRI, T P 4 admin F1% 0 ciscol23 &% .
PB4 RPN ALHE

T

---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.
Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access 1is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: ¥y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y

Default domain name : cisco.com

Cisco Firepower 9300 A1 1457 [}
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Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin

Password: Farscape&32

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.
[...]

firepower-chassis#

SRS ] LA & g LW T4 CIERCAEHD B4R SSH 21

Vorax Irl'r = =]
BV A SIS
MU B MOENUARBOE, Q458 B DR E E i & .

FiaZ |l
© AR SFFHINE S IE S, IS R A IR AT W] GiF 2

http://www.01sco.c0m/c/en/us/support/secur1ty/ﬁrep0wer—9000-serles/products-release-notes—list.html) o

SHBEM TP MUk AERTARHURG BEE 1R Fi5 58 (096 Bl N ) BT 5L UG I DLAR A BEES

.
S

W AT SRR AR M AN LR URL.
https://chassis mgmt_ip_address

* chassis mgmt_ip_address - F5 TR T LA TC 9 ) N PR LAR 5 B0 117 TP kB3 HL 4 o
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CER |

HIE2 WA ) 4 admin FUE 3 .

BcE NTP

REr] LLAE LU ARIEZS N FXOS U, 55 21 TG INEZ I

miidi Logine
¥ G5, WIFEE BRES K4T T DL R s iR i .

R AT B BN ], ERATEBEH NTP 5585 X T ASA LLECRHAT o4 BE &% 1) Jgubi o i
KL, i LR RERCAFVFRTINTA] . 06 TR A B A 1 i B, HURT L A B rRL 2 R
LALLM DL, BATEBUEAENUAT AR A PO A NTP 5545 . 15208 5 3
oty B 5 AR NTP ledsas: A ST .

Fi&Z |

W RS LA T NTP IR 2%, WAZ0ELE DNS RS 2%  Chn S i AR AE WA & B rh AT
E) o 1EZF/%E > DNS.

puk

T &IRE (Platform Settings) > NTP.
ERAEOLY, R SIEFERT BRIk .

B2 lER NTP ARS8 (Use NTP Server) Uik 44

I3

Overview Interfaces Logical Devices Security Modules JgElLaGTI TG T

» wre [ Time Syncheonization [ReTaatiny

S5H
Set Time Source
SNMP

HTTPS Set Time Manually

o Date: 03/07/2019 9 (mm/dd/yyyy)
Syslog Time: 12 ~ |32 ~ | |PM ~  (hh:mm)
DNS
FIPS and Common Criteria Get System Time
Access List
MAC Paol NTP Server Authentication: Enable
Resource Profiles
@ Ak
NTP Server Server Status Actions

CAJi%) T2 NTP RS 24T BRI AIE, 5k NTP BIRZ R B IEIE: BREEH.
RPN E A NTP 5iF . S 2K 2R AT NTP HRS5 454« H IH56E % 4] 1D A,
AN FHEH] SHAT HE4T NTP 4545 9 0 5k .

FEA mliiim, KRR NS
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Add NTP Server
NTP Server *
Authentication Key

Authentication Value

* NTP BR5588 - NTP R4 1 1P skl =M% .

0.sourcefire.pool.ntp.org|

Add

Firepower 9300 L8 #1168 |

Cancel

* WEZ A FIIEIE(E - A NTP R4S a3k HCH S 1D FI(E. i, ZLAE2e%% T OpenSSL /) NTP JilR%5
2% 4.2.8p8 M EE AR AR Rl SHAL %9, 15 ntp-keygen -M 174, 4R J57E ntp.keys (I
AR ID FME. 2 T35 50 i R IR 45 4 70 V1 S09 JE A e A R s AME

BERS R AN 55 %% o

I Z AT LA 4 > NTP RS 2%.

FER6 RlRFLURARSS 25

TR WX s &b is S arada), AR5 PRI RS 2 I X .

Overview Interfaces Logical Devices Security Modules JgEL{:Id] Settingsl

= NTP
S5H
SNMP
HTTPS
AAS
Syslog
DNS
FIPS and Commaon Criteria
Access List
MAC Pool
Resource Profiles

Chassis URL

PR 8 miliRTF (Save).

. Cisco Firepower 9300 \[J45 7

Time Synchronization m

Current Time

Device Date:

Device Time:

NTP Status:

| Save | | Cancel

1:32:05 PM

03/07/2019

America/Belize
America/Blanc-Sablon
America/Boa_Vista
America/Bogota
America/Boise
America/Buenos_Aires
America/Cambridge_...
America/Campo_Gra...
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago
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VN

M“

wmexos Ar ]

pE s IR RGN MBSO 10 7381, RGELREIER, Wn, B EHIOF R IURE PSS

hn FX0S B~

S HUAEE TS 1 FXOS CLI B N+t /= .

UK

FIB1 MKIRIEHE System > User Management
P2 pUhAAR.
T3 LUHRMAR (Add User), n[TIFRMA A (Add User) XHEAE.

S'ECTUN Tools Help admin

Updates User Management

Configuration

Licensing

Add User

User Name *
First Mame

Last Name

Email

Phone Mumber
Password

Confirm Password
Account Status

User Role

Account Expires

Expiry Date:

admin2

John

Crichton

admin2@example.com

+ 000000000

O Active

Operations
AAA

Inactive

SR AT MLIE R, 315 T 7B

All the user roles have read only role by default

5 (mmy/dd/yyyy)

Add Cancel
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cARZ-WEMN 4, &2 320748 R A, ARREECERID. BAUHERIZT ik,
Uk .

o (iR AF - WEMSMAT, &2 32 M.
o CHIE) #R - WEM MR, &2 32 NP,
o CAJiE) FFEBAE - BCE ) B T s E L

o (AR BIESHY - BCE M) RS,

© BRMIFBINERD - BOE L MK OGRS . AR ] TR AR A A, R A A A SR
FXOS 2B AATAT AN AL 9 LA B SR . A7 B 4 T )50, 15 24 FXOS FL B 45 1 o

* MPARES - RPIRAS BEE N & B e AR & 30

* AR fe - WERREME R BRI M. RESBVCHETA I Be Rt
If HLUE A RO IERE . B BCAFK A @, A D s A e AR MR ok, &
AUMER LRtz

« EIER - MBS REMEE I .
o S - 0 RGACE AT HEUi ), HERUE S R GRS

o JRE - X NTPBCE S JH T8 B84 0] f#) Smart Call Home Bl B MR HE ((UFE RS HERS
PR HEATEL S Vi) o 0 ARG H A (KU ] o

s AAA BIBR - 5T . AOH AAA BUE RS ViR . XRG4 TR 0 R HT 17
o (nEk) mRAPBVHER - BEEMKS 2. AR BB e e O H AR, JCVEERIIK . AR

R e B 9 HI S, ook ) ST B AN . AR, T DUk T
BT, BN OLR, ik AN S 21

o (AT EIEAEAA -k 2R H . HIR AN yyyy-mmedd. sl it BOR R H T IR
AT DU R 230 H IR H

FES rllnim.

kk
L]

AL & 1%

BAIAEO T, PR DA TAAARE . AEFXOSH, BErl LU A0, SmLLURMIERE . 781 VLAN
TFROMg RO EME . BERHE O, WIYE FXOS U 7 =08 e, JEE R b LLZ
A E.

WL 4y O T, TE S FXOS fid B e o
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| Firepower 9300 Hl3E¥IE BB
woxn i

obF

PiN

= =

=0
RRAME O B F 2

o Bl - I ROAEE . AREAEE RIS LIRS O, OB e i 1 AR S oAb
BBl s . M AEER O B E, Pra i eaie MR 0 IRMBUE, JFHES RN
EIRBIRARTE 5y AN B

o B I - TR o AR S SRR e B 1, n] AN AN IR A A S
CAC R 77 - A - B vt > SR RS20 S A A o A g 3 e 1 1 By A
SBEAR . LR VAT RE 2 M T LR 2 Se il A e . sl AR SR - AR 4L
SN (R fR D IR, Bshik i, e sl s U1 e ik o

o B - TR BN IR S X O] DLl A e AN e S, AT IR AR AL
WA B OISR 1 I D A A B RS . R RN R I
Bl MUHR G AN HURVE BRGS  fnT LAR S Mt 422 118 AR B, (LA 250K o Bl 1 0 il 4 38
roieg, BMEEANTS A A s BUE A %80

N

AR RO N R EOE R TR S, BIICR A B N e1/1 SECh
el/2 2 3 BULHR B2 FH A 3 LN HDB A B 1

o JHE - AR BU B f-using- 5 B0 Bea (AT B 1 BT 11, A 2L DT 48
CLI LR & 1P Mk ASLAR 2K, B, fn] LUK BRI IS B (BT 28 353D v 0 H
Ko FARVEMER, WSH CFEALEESRM) « FHROTUH - PRZ RS,
PG RIS SEALs A4 B ool 1 st 1 5 30 2 I i S A A e sl s . WR A e o
Mo B R O, WIETRAR ] g AR O

N

AR RSB, SR BRI . RN A S
e, WURE U4 LR A T4 B B R PAPIRAS

Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5

o ST - VESEREIZ AR W & AR T RE S . BROIANIE DU T, RS 1I0IE 48 & A Zh 4R
Pk . “AERE” JOMNAE EtherChannel 3 10 B2 30 # . 0 T2 904 RE, TR &2 IH)
JLEARRERINE . T LUK VLAN 142 118 I 2454 EtherChannel, DU MR L
PR BIRE RS o W ) EANEREE LRI T 0, WA RER 28 L T AR HAERE . Wi
FHE FII CDO AN AERE

FEFRE IR Y2 1, AL 0GB B 2D AN (st #20.
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B ==9=s0

BeEIERO

Ty Lo g U8 AR I 11, JF VOB B FO AN . S S0, 20 FXOS
LRy SR e, REN R BLZEE T R e

FHia Z |l

ANRE BAUE 2 L 48 2 EtherChannel B% 52 (F2 1o 45 706542 18 N 3] EtherChannel 2 17 4 FLHC

HIE1 Al Interfaces.
B 45 O 01 0B s 2400 © 2 iR L B R ], 7 R PRt Oz iy 3.

T2 U EGEIE T RE (4D LETITHREE DN IRAE.
SR kB R RIEE.
SRR A EPR IR MR, BURHE. Bl Firepower H14

Edit Interface - Ethernetl/1 2 |
s Ethernet1/1 Enable
Type: data »
Admin Speed: data
mgmt

Auto Negotiation: .
firepower-eventing
Admin Duplex: data-sharing

OK Cancel

R A B L = R Vi AT — SE PR AOCTEANE R, 152 FXOS BCE R
X} Firepower i}, 152 W (Firepower HEIH.LECEIEF)
SIES (W) BEFEEONRE.
L6 (iR wWRENEOZEEHmE, AR RIER.

ST () EEEOWI.
LIRS LRE.

77 EtherChannel Cim[iEiE)
EtherChannel (12F34 3 FUIE) BT LA 4 16 i/ BRI RO ABE L1, JF AT

AR RN EE RN TR . A TR DLJE RI-45 5L SFP; 1] LIRS A AR CHRZ5F1640)
(] SFP. AR I AE R A f e I s B e B N (BRI G 5 & (B IGB AT10GB 211D
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| Firepower 9300 Hl3E¥IE BB
510 Etherchannel (ix0iEiE) ]

\)

R HUA G4 EtherChannel i, EtherChannel 4t THERIRA G T8 LACP Bix0) sic@ikEs O
FTHIF LACP #:0) , HEPKIELAMLIZE RS, BRI e S Em A .

UK

£ fidi Interfaces.

BT 42 O G T30 s 2 i e e M K BV R I, AE R Rt D edke e M 313 .

SW2 Al > HOBE.

Add Port Channel 7X
Port Channel ID: |2 Enable

| Type: Data v
Admin Speed: 10gbps ~

| Mode: Active w

I Admin Duplex: Full Duplex ~

Auto Negotiation: () Yes @ No

Available Interface Member ID

| s Search [Z3 Ethernet2/1 @

[E3 Ethernet1/s [Z3 Ethernet2/2 |
Ethernet2/1 [Z3 Ethernet2/5 il
Ethermet2/2
Ethermet2/5

- Add Interface
[E3] Ethernet2/7

|___| Ethernet2/8

T3 AT 1R 47 28 )im O i8iE 1D
L®4 EhRARIEHE.
SIS EPHEORA.

© HiE
© BRAE - QUN TR L
- B

* Firepower =44 - (WA T @B
* Cluster - {WH T4EH#.
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B o=ssmmmvan 70

iR A7 P B JL R LN AT — LB AT OCTR4E(E R, 1204 FXOS ICE R

X Firepower Zi, 1520 (Firepower & HULACE IR ) ©
RPN BEE B D1 L B ERIRE
ST RO B IR = 1, e LACP i I HERER: £ A oRE.
T AR S e s = e 1, BEIR 2 IR, BRAFIS TR L R IR i /> LACP Jits, &0
IYAS ] 2 B
MR F R I EEN T .

FOR AN D IR TR TE, AR RO E TIESED, R AdRmEO LG LB R R
ID %1% .

RZATLLRIN 16 M

g TIRATISIMZ AR O AEFAT Crl A RN i Prfi i 0 B MR DVEE, ik
PO A O, RS, {ERetE Shift SRR, SR b S A
Ho

TS R R O, SRR 1D Sk A e MR W)
M E .

AR EZL 5700 VLAN Fiz

TR

Rt 2 T LUK 500 712 FER RN . DCRSSEPISCR M ARTEAE R, IS EHE
B N RS A, 28 7 0.

X2 SRR, RAER TR DB 1 AR O B R .

RO K VLAN ID #b 2 HAME—1E, I HAERZRSEFIN, VLAN ID 76 O fio e 1 bt
EAMW—, HERSH VLANID 7R AR AL, @utn] DUE S iz O L FE e
file SR, BRAEAEAS T3 D AR ID, X283 DR vk AR

RGBT AAE R s I8 1o A AT FH FXOS 14 115 W PR 445 B, 12 FXOS
BB 7 o

UK

i Interfaces.
FRE 0O T T o 400 O 2238 8 D B R R B, E R R R C 23 5% .

R 2 SdnRAnEr > FHEEOFRRIFE O,

SR LRI SEE.
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| Firepower 9300 Hl3E¥IE BB
R R E R BIMFE

| Add Subinterface 7% |
Type: Data b
Interface: Data
Data-sharing
Subinterface ID: 100
VLAN ID: 100
oK Cancel
* BUE

c HIEHE
o SR - W M EAER ORI A O, WIERR bR O T ARAERE.
TR B L 0 R T AR I 2R, i, fas ] DL B S A B RV BLH 12
1,
B e = B VA — SEBR s A ORI B, 15 S FXOS BCE TR
4 NNy ERREIED.
A RO IN RS 1T O 0 I S8R A B . W RGO A D Hof e, B
BRI A O, sl LS I F .
HEEG Wy AN—MT 1 F 4294967295 2 (Al f1FHO ID.

I ID B N3 4242 1 ID, 154 interface id.subinterface id. #iltur, 4 %A% 18 NS ID 4 100
IR 1/1, WFE 0D DKM 1/1.100. /& T LU T 548 H (104 05 1D f1 VLAN
ID W & NAHUCHD, {HPE LR,

HIE6 BE AT 1 F 4095 2 Al VLANID .
$1BT LE (OK).

JEIT A A A/ R .

AR ARG LR RIS

BERE AR ane] _EAL ST FXOS FIN FHFEFPmefg, DLl 7H25% FXOS Wifg . an G iist 2 it
AEFTI A, 7] e 75 5 EAR B G
FaZ B

« FE FXOS A MI5E, TR FXOS. ASA Fl g Bif MRAS 2 8] (1 254

o BRORIE S FAR G AE AT AL BT . BRI Firepower 9300 1) FXOS FINY 2 7 844,
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L IRAE HTTPS il Ia] AL 2, BT RERR 2AE FXOS CLI E S sStZfond i o Zaxf i
60 73t (e RAED 5 R EALMIAAEOR, ATRER 2 60 23 BRIGIN R . ZEAE I 4axS HE I,

ILE

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set absolute-session-timeout 0
Firepower-chassis /security/default-auth* # commit-buffer

UK

PR BEBHAR U, AT FXOS A,
LTV Interfaces  Logical Devices Security Modules Platform Settings

firepower-9300 10.89.5.14

Model: Cisco Firepower 9300 Security Appliance AC Version: 2.6(1.131)

AT DUAE N — R A A HURT b ] A ) N R e e fge
FIR2 KL RS (System) > BT (Updates).
A FEE# UL 1 s FXOS - 6 HHl 250 i GR N W% 41 35
P33 Al LR DU T _EARRRE X HE
PB4 SR (Browse), AR RERARE LA IS
WS pih bfE. FTEMUGKs HAEBINAE .
ARG R HE S R AN HERESS, R B AL SE RN 2 WO BTN TR HE o
WIE6 LTI FXOS Wefh:

a) R ETHEF K FXOS SF &Mt B T bs (B .
b) iR LN Bk S 2k

HUR 2 FOB A THOREIE ) 5 22 20 21 30 735
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| Firepower 9300 Hl3E¥IE BB

os tpeies |

FX0S B9/ S2ig3%

T REAFR FRA | ThEEER
T2 5E 611 VLAN | 2.4.1 | SRR (R RS A B R 11, ) LAAE FXOS g VLAN 211, & n] LAZE AN S 2 7]
T IS JuN
2 TERATH 6.3 BT A RRCA IR P 1
TG B S S AT
0 (Interfaces) > AN (All Interfaces) > #1% (Add New) R34 > F4E0
(Subinterface)
PTG TR A T 0 S BT
W& > REEHE > HiE Kir> &0
@;ﬁ%%%mﬁ%%ZAl TR AR TEA B 1, T AR 2 A S 2 S
=

ph s LERAGT 6.3 m T v R AS 14 Jal 75 A8 o
BTSSR
#0O>raEd > L8

SCRPORAT AR 0 cdhs

Etherchannel

24.1

IRAE AT LUK R £ HL =2 Btherchannel % &0 “ 3”7 LACP BixUak “fREE” Bixl,
HAth27 Etherchannel ¥ 374 “FH” B,

B G R S LI
#0O > TEEO > HiBin O 8iE > EK

SCRE BB NEBCEE | 2.1 BAE T DA B AR A BCAE ) EtherChannel..
H1 1) Etherchannel
BB SR AR | 2.0.1 | AR AE BB A Y PR Y IR O S P IR S AR TR, UM B R 43 ) FXOS HLAE

BEERIRE AL

RIBWIEN R S0y . BEEORSEBRERAE, GWNBEER— AN O WIrR, P B 3)
5 P N B2 IR AR5 AN

P MU fr 4. show fault |grep link-down, show inter face detail

JEUY BT SCRF RS
A7 WY £ AT

2.0.1

TR GEA T 1 DR A T PR IR AR AE 3 O Z RSN AERR AR B A P By, ol
E T I 4l A E 2

BTG AE B A B 0 S A
w& > REEE > EO > HEYIEED
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THRERFR RRAR | ThEEGR R
FIF B B 1) LL4 | TR D e S T Ui B0 (¥ Firepower SHAFEz 1o 0Bz LU BB 100 B4 (14
Firepower {31445 [ BB . BT 0, SEbZiE BB A CLI _E G E L 1P MR 2 4.

i, AT UK B R ME B (BI85 3D horkatiok. S5 B O RcE TR
R CRGEE” TR CEBEROT H.

/G DK HURG B AR ST -
®O> A > X3
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{5 F &3 fp oL BB B B 18]

AEXEERG?

AR A L G S e R R S B A A e o B ] X AR, 1S
% (Firepower & H UL E TR .
FERBIM S (AR D, BB e 2 AR . AN KA, MM,
SR ) A B A F AR R A B AL Web SR AE AR RIS, WAEIBAT P TSR
ITEEL, P HTRIAR AT S5, ARSI R At g 4%
SRS A A T DB . R TR 2 A TR (i P E L) (A, T LU
FIAE R BEA AP BB . AfT] BEA AP BI RS JLT Web FRIUE 4% 2222 1) S i) T B /N5 0 44 38 85 JTD f B A
BAFThEE.
BRFAUEE A BR - Firepower 9300 AN EER kT A AEAN N B B . Ak, & nl LAZec s h A A A &
UHER, BIA TR 4. EXMER T, B RAERATHC E S SNMP I i) 45 Sk fE B .

« FEFFRRZ AT, A 31 0T

« U FRET . 5 32 0

« DUREHRSS: WS Br S &, 58 33 Wt

o B ML, 237 0L

o SREUE UL TTE . 45 38 T

o PRI MR A, 2R 40 T

* fiE A ARG, 5 43 1T

« Uil i CLI. . 25 55 0L

* JG8P 3R, on page 57

o A3 R A B RO R U B AR T SRl 5 57 T

EFIaZ A

BT RAT EHPLIMIAECE . ES I (EF Firepower B HE 10 1600, 2600 Fl1 4600 Al 2224
$5®I) Bl Cisco Secure Firewall Management Center Virtual FRIE A [ JH5F
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B sases

i A% 7

=l
E'IE
kh

TSI LU AR5 AZENURT L3025 RIC . B f «

@ Add the threat

EREEH SR

Chassis
Manager defense

logical device
Management 2 Log in to the 5 ) Register the 6 Register the 7 Configure a
Center management mgmnt center threat defense basic security

center with the Smart —p  with the —» policy

Licensing management
Server center
l A

Cisco @ Buy feature
Commerce licenses
Workspace
Smart @Generate a
Software license token
Manager Torihe

management

center

TE=[8] Eg

OO DU BLES PURE BRSSO e i e %, 58 33 Bt
N
o | BRI, 337 7
(3)|Cisco Commerce | SRHCEFE 0 VFATUE , 45 38 U0 ISCIHAEVFATIE .
| Workspace
()| BRERAFE RS | JUCE OO RV RTIE , 26 38 BT Oy UL ARV TR R
Ly
5 | EHLAL ARMCE FL POV RE , 5538 U0 R R BEVE AT UE R 45 4 E N B O
6 | BRI [ PR RO B B AR . 5 40 BT,
7 [ E B Mo B A LA, 2 43 T,
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| EREERLEHE R
naems. snapmezaes ]

HFAEIESR: RIMEMEZE RS

TET UM Firepower 930044 Ja Bl ) #1828 0y A S ] ot 2 S8 o 45T LIOh B> 22 e i 2z 4 5 |
B Z ARG, HIRREEE — DAL A REN S R RA SR, TS SRk
AR BasmiA s, 55 7 o W RAFERC SR A A S, 7R phops R LA P g%
S o

BRI T P B, 1S (Firepower B HHULELETR ) .
ST DUId ok R e I L Z i R e R, S N AR A 5 | R AR PR

FHia Z |l

RS BUM IR R B O, WS RRCERE D, S22 U, B IR LK. {E6.T7
AR iR AR, S8 mT LR i Bt 2 113 YA B, (ELIAZI0R A B 1 ) e 2 i A e e, BIMEEIR
AT EAE A B S BUR R 2% 1 o TR, DO B O S AU T AR BRI LAR A L 1
O HiZzdm D 7E3 DRI BT 2 MGMT) ANJH

o ik AR/ DECE N R .

o XFTRGIH], AUREAR AT D BRI BOARC B, WETARE > ZREEXH
Mty il i O

o NPT ARSI, FEMSH— IR RERAR LB AT, A RETT B EHIH AL i, DRI RS H
HIEHRRSE N B se I EAE, GO A RAr SRS, AR eEl, R AEEN
WIEtE bR (&) .

s BRI ME R
* IEBAR IO ID
o FEHEE TP HhE AN 25 HE T
* M 2C TP ik
o SRR B TP MR/l NAT 1D
* DNS flk 554+ IP Mtk

UK

TE (L HAE LT, EHEEIRE.
PW2 fdRIN > Mg E, JFREL TS
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EREEROBERMBE |
B nwems snappesEes

Add Standalone L
Device Name: FTD_Instance2

Template: Cisco Firepower Threat Defense V

Image Version: 6.5.0.1159 v
Instance Type: Container L2

@ Before you add the first container instance, you must reinitialize the
security module/engine so that the disk has the correct formatting. You
only need to perform this action once.

a) RALHEE RN,
B AR B AT UAR S 2 | 5 1 I A B B RN A B 5 e AN R AE Y I A 1 e % 4 R
b) X F#E4R, iEiE$E Cisco Firepower BLBHBATE .

¢) ILEFERRIGRRA .
d) EPELHIAR. FHFoAU.

A b SIS 2 AR 5 VR 0 T AT P8R (CPUS RAM ARERE S () ,  DRRAN ] 222 — N A b st
Blo FEas SEBIAE A8 23 2 A/ 5 | BB, DRI nT L2k 22 A 3l Sl o

e) MiiHARE (OK).

s BRI - WA AR H .

FIR3 EITEIREIR O (Data Ports) Xk, R )m o B0 o gy s RN

Overview Interfaces JLLITEINANTSER Security Modules  Platform Settings

Provisioning - FTD_Instance2
| Cisco Firep Threat D | 6.4.0.42 » v

Ethernet1/2 <
- Ethernet1/3

Ethernet1/3.2

Ethernet1/6

Ethernet2/1

Ethernet2/2

Ethernet2/3

Ethernet2/5

Ethernet2/7

Ethernet2/8

Ethernetl/2
LJ — [ =
Ethernet1/3.2 FTD - 6.4.0.42
Click to configure
]
Ethernet2/3

AT 73 P S i O TR _E R P PR et R A S s e 11 o R R A A B P RIS B
SeRE ), QRRBUE 1P il
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| EREERLEHE R
naems. snapmezaes ]

AT [ — N RSB L 2 10 MR IE R 0. sbah, LB RN LR O R R 14
AR, ORISR O LR bR () FoR.

B 5% M ThAE (3 D LA R Blbs Bor: @@, i FaEssh Oiil, ] B TR O
55 4 Thee CHRNBERGE, 12 (Firepower BEL AL E TR ) ) o WESATHILR =
7 W7 I () g S e 2 O 2 )98l o AR BOE A A A BB i, e D REmT T4 e et .
AR RN 23 e — AN 57 B R AN R 1T, S 3] — 425 B, BA S ORUIX AR i
AT EA 555 Thet, FUban RIS EE, o mdse N Eza.

PR A mih RO R RS EAE
RGN BIRXTEHE, 0] DATE 2O TEAE P AL SR LGS | SR RS . 1K BB B T U 50 8 B K e
WAL o AT SRBLIERIEAT, F)anT LASE SN CLT fd & ok 2 40 .

$IE5 {F—fg{S 8 (General Information) HilG I, 58 NHIERE:

Cisco Firepower Threat Defense - Bootstrap B
Configuration

General Information 5Settings Agreement

Security Module(SM) and Resource Profile Selection

| SM 1 -0k | SM 2 - Dk SM 3 - Empty
SM 1 - 40 Cores Available

Resource Profile: Default-Small -

Interface Information

Management Interface: Ethernetl/4 R
Management

Address Type: IPv4 only £
IPva

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

MNetwork Gateway: 10.89.5.1

a) (EREMPUEEFE T, sG] T B R K 2 k.
b) XFTAEIHl, fREFRIREEXH.

AR A o Be AR B BRI E SCE, WISk OB gk, X RT RE T ERL) 5 20 Bl I ] o
[LERE S8 =N o ¥ VAL P DS R 0 P S LV N T P N i L L Y S T B RSN VS
T B RN —E

c) EFFEIBEDO.
R O T S A £ . e OO TR AR A B 1
d) PR MHEZERY. X IPv4. {X IPV6 B¢ IPv4 F1 1PV6.
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EREEROBERMBE |

B nwems snappesEes

e) MiEEIRIP L,

T T L g E— 1P bl

f) i\ R e AT A .
g) I AL M K.
PIR6 MIRBILEIR L, SE N A#EAE:

Cisco Firepower Threat Defense - Bootstrap
Configuration

General Information Settings Agreement

b)

¢)

d)
e)

Management type of FMC v
application instance:

Firepower Management 10.89.5.35

Center IP:

Search domains: cisco.com

Firewall Mode: Routed hd
DNS Servers: 10.89.5.67

Firepower Management test

Center NAT ID:

Fully Qualified Hostname: | ftd2.cisco.com

Registration Key:
Confirm Registration Key: | eess
Password:

Confirm Password:

Eventing Interface: v

XA, (ERN RSB ERER FsEF, EHF FMC.

A H S S WA B RS VR RS . SR, IO U B AR,

B NG EL A FL LD 1Y) Firepower EIEAL IP BLENA . WERAIE EBIFL TP Hikl, 54
WTB R4S, JEAE Firepower B NAT ID 7B HA 114

ST RG], R E LI FTD SSH SiEE RIEX (Permit Expert mode from FTD SSH
sessions): 72 (Yes) EiA (No). L SAHR A Bt 413 v i) ARG £ S0 v 4 e o HE o
FF IR, RS (Yes), AT ELREA SSH 2 i1 1) 2% 28 S (LB (14 1 7 vl LA N
LR I REEEES (No), HAHIH M FXOS CLI i n) 78 2% Sl (R B (1 FH 7 vl LU N
FAEa. FATEEBGESEE (No) LLInsm sz 2 18] i b B .

SO TR 748 H L 250 B SRR AR SR O BR A L A, Al & 5. ik
ANBEAECR, 1HTE b8 CLI R expert 4o

NS AR LA M R .

HREBAEER: BB N.

FE EAR A, M AR A A A 19X 8% v R 5 PR B R o LR LRI o RN LA AN [T

TR L. S3— Uy, IEWIRE K AN 2 JRBT K, e g B B Bk B K
B, AN N L B PR B (1 e 1h AR
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| EREERLEHE R

2
h)

)
)

k)

sxgadn ]

RGENAEHILHTE I BCE Py KB, RS BN 5 SRR, WA R E.
M ANIZ 5 3k R LK) DNS AR S5 2% -

fltr, aniR4RE R EHA, W) EEBfE {5 DNS.

N BUmBE e 2 REEN A .

o N S S ) S A B PO R £ 2 S R AR A

AL B IR T 1 2 37 DN FARF LA P SOR AT s S B B RS, /5 S
Hha BRI AAH A %

T A AR RN ST A B O3 R FH T CLT U ) 1Y) 25 A8

RNV RIEFANEGIED. WR AT, RSN,

e 1A Z0E N Firepower S8,

X TAEARS, EHREEmERE A SBRNEER.

VeV E AR R TLS I, JHgm e R A s ke, A XIENER, ESH

(Firepower &L HLOALEFEF ) o« ANHUSEBIASCREM IR . ZEAF 0 BL g 12 S48 A fin 2%
PR T4 b, 1%\ show hw-crypto fiv 4.

LT UL TR b, PSR EZ R A PYFRTEMYL (EULA).

LB 8 milifARE (OK) JCHINCE X i HE .

PRI mRTF (Save).
PURTE I R 3R 2 RS, IFK 5 | PR e i R B 11 U 36 4 o Y S 1K 5 i A 1 4 o
114818 & (Logical Devices) i, EEPEHE A IPRE . GBI TR Bon A ELN,
AT LAFFRATE Y v i 22 A s

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

EEREEAQ

o H] 7 BB A BB AR
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EREEROBERMBE |
B smemsowirTi

FIAZ Al
A RZSCFR ARG R, WES S ITHRAI ZAT Y] (2 https://www.cisco.com/go/

firepower-notes)

UK

PR AL SCHRFH B 284 A LR URL.
https://fmc_ip_address

T2 IAENH B,
T3 AEXR.

RENEIE O BNFRTE
P VERTUEAS A SO R B4 BB A, AT LU SR ZVF AT IE :
* IPS-2c 4=t diAn AU IPS
o RERY BRE-EE AR B
* URL - URL i i
* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2¥ Secure Client VPN Only
* JEET - Diameter. GTP/GPRS. M3UA. SCTP

AR BRI I VELIEA , 1515 1) cisco.com/go/licensingguide

FHiaZ |l
T RREATE B AR K
WERAEE AT, UF mcy R DABCEDFTIR ™ o TR B BEE T LIV 2B
A
o ST BRIR VPRI P 2T G RN 2 (3DES/AES) VR AT TR R, A REAE I HteThae (CAf
M ERERR SR D .

UK

SR OO VT 2T 6 T PP T
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https://cisco.com/go/licensingguide
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| EREERLEHE R
sz oairaiE

0 SR ER A A 7 S HL S A i, RS PR Y 1% O R B R RE ARV TR . (HZ,
DR T SNV A IE,  JUE 4 Cisco Commerce Workspace_ 1) Find Products and Solutions
R T B RN ATHIE PID:

1 AHER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WMAARFLF) PID, £ 0] LT3 PID SN E T #rp
* IPS. GECKAE BifE Al URL Vo UFZH 4

* L-FPR9K-40T-TMC=

* L-FPR9K-48T-TMC=

* L-FPRIK-56T-TMC=

LUK L3R PID 22— NSNS 5, AT BLE R LUR PID 22— X . ) 5E 19T H -

* L-FPR9K-40T-TMC-1Y
* L-FPROK-40T-TMC-3Y
* L-FPROK-40T-TMC-5Y
* L-FPR9K-48T-TMC-1Y
* L-FPR9K-48T-TMC-3Y
* L-FPR9K-48T-TMC-5Y
* L-FPR9K-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y

* L-FPROK-56T-TMC-5Y
* Cisco Secure % ) Uip-15 2 4 B2 A% 7 v 1] TR 7

° Z@,ﬁ ﬁﬁ ltF T
* L-FPRO9K-FTD-CAR=

B2 WUREARPAT IR AR, 15 ) 3 REVF P IR S5 S M B
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EREEROBERMBE |
| B

VM A AT RE A BEAR P AR B E M AR . A OCTEAN U, 152 (Cisco Secure Firewall
Management Center & HLIEFT)

(5 R o AR R B 1)

AR B2 73 e B A A L.

FriE Z 8l
o HfOR HIAHE BRAS 1B 4818 & (Logical Devices) B fii b Jgl B {8l 1B 451 % RS (Status) S fEZk
(online).

o WCERIEAE B A A0 40 5 1 SRR E B E R AT E R GES RN B ASinsis b g
Buteg, 3300 ;

o BT PR IP ke L4, LA NAT ID
o EHPOVENEA

o E 6.7 FHEE S RRA Y, G SR R 42 e T A B, 1SR PB4 CLI EATH] configure
network management-data-interface 4. A XI5 R, 124 Cisco Secure Firewall Threat
Defense 14 5%,

UK

FIE A HHAPD B, EFEE (Devices) > & &I (Device Management).
PR 2 R HIE D, EHRRmiEE.
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| EREERLEHE R
mgzhL e [

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

BE LN 2L

 E# (Host) - BN ZEGR I BOVHS 4 i 1P sl sl EHLA . a0 SAE B A R8G5 | S AL
R T BB TP kR NAT ID, o] LUK Z B 45 .

iR 16 HA BB, YA B0 EB A T NAT 2 5 IsF, DA DALE 32 48 2 ebo o by s
s AT E T AL TP 8RR HAE, EAEHR) A B0 rhyE M OBt a2
AL BB (1) 1P Huhik e EHL4 .
« BIRZAFR (Display Name) - 4ir A\ A5 #0057 10 g B B 481 ) 42 R o
* SEAE4A (Registration Key) - S NS5 BT 46 5 | 5 FE P B B b 4 e v & .
* i3 (Domain) - WIHRAT ZIRIAEE, 5K &AL s 7 .
* 4B (Group) - W RAEAT AL, PR IL o> B2 e 4 4o

* 74 HI Sk RE (Access Control Policy) - IEFEHIUR TS . BRIEC LA MG B O FEM M A
A SUSRES 7 0 i P 2 (Createnew policy), $X/5ikFBRIEFTE 78 (Block all traffic).
2l DUE St i B DL R VR R s TS RV R SR ISR, 5 52 1L,

Cisco Firepower 9300 A1 1457 [}



EREEROBERMBE |
L

2: New Policy

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EEEIF AT (Smart Licensing) - 4 2350 5 I Sh e o Be BT 75 AT BEVF AT HE: Malware (UG 47 5 4
FEREBAERA) | Threat (WEREHTHATTIAZBIE) « URL  Cln SR S szt he 128011
URLIE) o 5FE: BRI IG, BT LR YE > 1 ATk > & G814 AT iE UL 1 v H Secure Client
TCFE ) 18] VPN YFATHE

* ME— NAT ID (Unique NAT ID) - $5 & & 7E BB #1465 A ECE 45 2 1 NAT 1D,

* HRBIHIEE (Transfer Packets) - Al kB &K Kl (R4 2 BB o WIARAE 3 B 00 I figh Y
TIPS 5 Snort FFHF, Bt ok SRS SR At Bl AOs 21 A B AL RE TR .
R LT, A FHE R ki) B L, et Akit.

WIE3 AUlEM (Register), BUEWERZLRINA —H W&, i EMIFRMEAM (Register and Add
Another), FFAIAEM I,

WAREM ), AR MEBISER T . SRR, BB B WA . W Bl A
JWe, ERIE LT 0
* Ping - Vi il BB AICLL (V5 i) BB A CLL. 26 55 170), ARJEAHILL F a4 ping & BLA L
IP ikt
ping system ip_address
i ping AR, ] show network iy 445 2 0 2% B B o 0 SR 7 2 58 o B B A1 5 BE TP Hh
bk, & M#H configure network {ipv4 | ipv6} manual #ir4 . 1% 4 BB AL Vi Bl E T B
1, %1l configure network management-data-interface iy % .

* NTP - fffif& Firepower 9300 NTP /x4 4% 5 &%t > B & > BB E S vl B 4 B0 R4 1% e
—H,
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magrzezn JJj

WA D], NAT ID RV BEAO TP HiUAE - B OR A5 P A e g AT AR [] 73 3 PR NAT ID - (2t

AR LA R, 3

Ao EE AR 2 RS

AR A A G A P LA 18 L A o 4 S
* BRI 1 - S R 11 73 LS TP dudik, JF¥s DHCP FIAESMBEE 1.
* DHCP fiR45#5 - £ N4 1 E 2% P i F DHCP IR 45445
o BRIARK - 380 AR AR IS I ER U 1
* NAT - 7EAMTHE O AT 1 PAT,
o Vil - Fo VR A P A S SR
TR EIEAR ARG, SR TS

2[5 https://cisco.com/go/fme-reg-error.

HAEHD o nJLAZEE B b EAEH] configure manager add fir 4 ¥ & IS 4R NAT ID.

BB, 543 7L,

) | BCE DHCP 554 » 47 47 i,

ININERIAS 5 48 1L,

N | BCE NAT , 3 49 7L,

FOVFUL A R BISNEE . 26 52 1T,

HREICE . 5 53 T,

o P A 1, A e A X R B TP b . B, SRR ERANE O A R RS
FRIE AT TR SR W, SRR T 1) L b A El R IR Y A 1, DA R AL SR 4% ) — AN R
ZAWEED . Hrh—S Ol L “FRES X7 (DMZ), #a] LUZE b JgcsE nf A JF07 il (% 72, 4
1 Web 45 %% .

ST PR G PR L

Sk DHCP M\ ISP $REX A4 bl  [RIREAE P3R4 11 b e A il
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EREEROBERMBE |
B =s:0

LA F/R 4 DHCP {45 W HBREES T — M B CArifpalhl) o SF2Es I SMpRLE Tt
L.

$IE1 %458 % (Devices) > iR & E I (Device Management), R )5 sk kb iidmeE ( £ .
$&2 5H4EO (Interfaces).

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy ,, System Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 [ @ cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
4 Search by name & Sync Device | | ) Add Interfaces -

Interface Logical Name Type Security Zones MAC Address {Active/Standby) 1P Address
Ethernetl/2 Physical G &
E Ethernet1/3.1 SubInterface B &
Ethernet1/4 diagnostic Physical & p
Ethernet1/5 Physical E] y

SE3 AHEHTAMNEANSRE (£ .
EIHE i — A (General) JETHF

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: inside Enabled | Management Only

Description:

Mode: None 7
Security Zone: inside_zone ™
MTU: 1500 |2 = L)

QK Cancel

a) K E RN 48 N FFRFK) Name.
B, KO 4k insides
b) % Enabled 5 IEHE
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| EREERLEHE R
maz0 ||

c) # Mode{# 4 None.
d) N\ZR£X1F (Security Zone) FHFIERFIEFE—MIRNA RN 2K, B33 SHHE (New) iR
AN 1 22 4= X 4

i, A4 % inside_zone MBI, A ALK REANEE 11 4MiL4 2 X SR/l 20, AN
AR T A2 AR, (E T AR R T2 /M2 L. 07 DU X SRol ] I 22 4 ek . 91
11, T LK R AR P PREC R, TSN 1 A R SUSN DI 4 LAl )
W, SRR M AL BN, (ER ACVE SN A 3. K% B (S P 2 A s ]
LI7E NAT S0 T A8 S50 FI QoS W tp Af 1 K sk 11 41

e) Aiii IPv4 FI/Eg I Pv6 BT .

« IPv4- )\ FHHE TP kB E FEE7S |P (Use Static I P), SR )5 ARMT - iE4m A TP bk A -1~ k4
HErL

W, i\ 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 192.168.1.1/24| Tgﬁ;?Lﬂgil?.*z‘?lE:-QES.stl255';28 ar

* IPV6 - AR H Bl E % B BhBCE (Autoconfiguration) & iEHE.

f) i zE (OK).
FEA SLENTAMBME O wiE () .
IR R — A% (General) IE3 K.

Cisco Firepower 9300 A1 1457 [}



B =s:0

EREEROBERMBE |

Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - 3000)
K Cancel
ST S M TR T AR, W C A A R Tk, AR

FEAT IR LA BEE,, RO Ales 7 A PR b0 4 B . AR W] AR B o0
T SRS P 2 4 DX

a) MAKJERAH 48 N FHH Name.
i, %44k outside.

b) ¥ Enabled &4z

c) ¥ Mode &% None.

d) MZRLX1H (Security Zone) My PiksE —MNIA MAIMT 22X, B dEE (New)
T—N 81 22 A X

Blhn, a-—44 A outside_zone X ..
e) it IPv4 Fil/ok 1Pv6 i1 .
* |Pv4 - % DHCP (Use DHCP), #RJ5lic & LA Ntz 5.

« {¥F§ DHCP FXEXEAIA# R (Obtain default route using DHCP) - )\ DHCP filz45 £ 3k B 2k
VNI

* DHCP #&H#E#%% (DHCP route metric) - 43 Bi 2 3k itk 14 BREE Y, AT 1 F1 255
Z [l SRR HI BN EE 20 1.
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Edit Physical Interface

General m IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - IR H Bl Bk B E1BELE (Autoconfiguration) & iEHE .,

f) M E (OK).
HIEBS SRR

fic & DHCP PR 5588
WA B P i DHCP M gl B A AL SR 5 TP ik, 17 )5 FH DHCP Ik %545
itz
HIE1 PRI & (Devices) > % Z &I (Device Management), SR sl & 4meE ( #)

122 %% DHCP > DHCP BR %28 (DHCP Server).
HIB3 (EARSSEE (Server) IR LSRN (Add), SRJEMHECE LR IET:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* #0 (Interface) - W Fhz g Rk HHE M.

* ikt (Address Pool) - DHCP Iz 45 #5458 HI 1) IP ik ()G Hl ONSRA 3 d )
I e VN A 7L, EORREAAGIE 1 E S TP Huhk

* [2F DHCP Rk %588 (Enable DHCP Server) - 7£ T2 1 L3 | DHCP 45 2% .

HIE 4 SE (OK).
HIES R TE.

i oHce k5 [

o

o IP Hiuhik i [ 2
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EREEROBERMBE |
B =i

A INERIABE

BRI EH I 45 1) ] AN U5 ) () B3 8 . WK DHCP FAEANE3E 1T, WA IR 15 2% )
RECLAUCEN T BOIABE o W SRR EF-I Nk i, WL FE P 3T an 025k 11 DHCP IR %545
MIERIA M, o R 7018 & (Devices) > % & & 18 (Device Management) > 2 (Routing) > 8% 75 8%
i (Static Route) 1 L1 1Pv4 #&E (1Pv4 Routes) 5k IPv6 #H (IPv6 Routes) % 1.

UK

HIE1 PRI & (Devices) > % & &I (Device Management), SR i & (K4REE ( #) .
$182 A (Route) > 33758 H (Static Route), iR EH (Add Route), #RJ5 BEE LL R I:

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| = Search =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add

== IPv4-Private-10.0.0.0-8
== IPv4-Private-172.16.0.0
5= IPv4-Private-192.168.0.
= IPv4-Private-All-RFC191
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

FA (Intrusion) - HRHEZLAS INEASEE HIK2EAY, 58 1Pv4 5 IPv6 HLiE T4l .
« ##0 (Interface) - W 1, WH MR,

* Available Network - >4 IPv4 BRil % ik $% any-ipv4, 4 IPv6 ZRIAEE ik FE any-ipv6, AR5 i
Add #H:% £ Selected Network 413 .

* W% (Gateway) =k |Pv6 F3% (1Pv6 Gateway) - il A\ s F A1 4y stk ) 1 — MR 9394 X 8 o
Bo ST LU 1P At 4%/ LN 4

* 3B (Metric) - BN ZI H AR 2 (R ER i B AEVEEDY 151 255, BRAMEDY 1.

PR3 RE (OK).
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| EREERLEHE R
CEIN |

e rh B S N A A R AR

Deploy , System Help v admin v

Overview Analysis Policies JpIENUTLEE Objects | AMP Intelligence

Device Management NAT VPN » QoS Flatform Settings FlexConfig Certificates
10.89.5.20 ¥ou have unsaved changes | [ Save €3 cancel
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Interfaces Inline Sets DHCP
0SPF © Add Route
OSPFv3
Network Interface Gateway Tunneled Metric Tracked
RIP
9 ILj BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & [j

] Multicast Reuting
¥ IPv6 Routes

T4 LR E

Bc & NAT

BB () NAT B0 20 P9 2 M4 3 kg A2 11 TP Mol b (o 11, 33626 NAT KUK A8 113 11 ik
i (PAT).

UK

HIE1 PRI & (Devices) > NAT, K5 fidi#iskE& (New Policy) > BRG] NAT (Threat Defense NAT).
PR 2 NEME a4, LRI RS %, ARG At Save.
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EREEROBERMBE |
B e=nar

MNew Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
= 192.168.0.16 @

4, Search by name or value |

192.168.

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR TE R SRS VAN IR o
T3 LGN (Add Rule).

Add NAT Rule X iFHER: BoR .
SUE 4 T E I AT I

* Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic hd

Interface Objects m PAT Pool  Advanced
* NAT #0] (NAT Rule) - E$:E 3h NAT #0 (Auto NAT Rule).
A (Type) - EFENZS (Dynamic).

HIE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 341 [ 4T IX 3545 i £ Destination
Interface Objects [X 1.
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| EREEhCEHERME
CEIN |

. Add NAT Rule
MAT Rule: Auto NAT Rule b
Type: Dynamic hd
Translation PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)

| -4, Search by name | ei‘outside zone @
B
san /by inside_zone

— —_————

m outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$IB6 7EfEdh (Trandation) T g & LL R
. Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & = or Doctiogeiog Into

o EEAIE - SR (D) WA IPv4 MRS X4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X%, PO B3 NAT BUUAERT o kR ids
NAT, I HIE Tk R 508 XI5,

* ¥ A9IR (Translated Source) - £ B#r#% 0 | P (Destination Interface IP).
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EREEROBERMBE |
B cinEsmmezsig

PIRT R TF (Save) LA InFLN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r Pa N lated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B P

SV E MR ERFE E SR

U SR AEAEE W Y A I B T AR A E SRR B VT IR R, U ) SRS A I R LA fe v
ViR B AN R TS LU LA SC VR A A S DX S A0 B DX B PR e A Al X, 37 55
AN FEVF 3 I 24 0 45 KR o

UK
FIE1 LSRRG (Policy) > 7151 % & (Access Policy) > 37 18] % B& (Access Policy), 4R sl Zh o2 i

7 I PSRN I 4R (4D
TIR2 LUl (Add Rule) JFi%E LR S

Add Rule

Mame inside_te_outside Enabled Insert |into Mandatory
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs  SGT/ISE Attributes

Inspection  Logging  Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name s /b inside_zone ]

san /4 outside_zone jw]

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AUy 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M A] F X 18 (Available Zones) FR ke A #E X B, SR 5 sk hn 23R (Add
to Source).
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| EREEhCEHERME

okl

RZ Be

IR 4

R

werz ]

+ B#r[X15 (Destination Zones) - M\ AT X 18 (Available Zones) ik FAMEIX L, R sdiam
F| B#F (Add to Destination).

FCAh e R P JURE

S 3 LERN (Add).
FUED AR N2 Rules 3.

Overview Analysis [LIIISEEN Devices Objects | AMP Intelligence Deploy , System Help v
Access Control » Access Control Network Discovery ‘Application Detectors Correlation Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow Bglioe L8

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category

Accass Control: Black All Traffic vu

MR F.

o P S SO 8 B I AR PR E T, P S SR A S AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
& 3: 582

Q ¢ # @ adminv Wl secuRe

M2 ERERE (Deploy All) LLERE 2T A5 %, Bl mRERE (Advanced Deploy) L& S 1EFE 1
e
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EREEpOBERME |

B s=m=

B 4: £3BERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment )
1120-4 I Ready for Deployment £
node1 I Ready for Deployment i)
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
[ 5: SREBE
1 device selected
[ @ Search using device name, user name, type, group o status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [} node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM E I Ready for Deployment

TR 3 MORIE . sl T ERE (Deploy) HEHLA K E T LA R RS

[ 6: EEIRTS
es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications

0 running 5 success 0 warnings 0 failures | . Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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| EREERLEHE R
gy, [l

AV Y A Y A A ,

7 18] B B B 4l CLI
ST LA B i C LT B i B O S 4O A T s HE R . 2205 1) CLI, ] DM R A Bz 0 B
SSH, tn]LAM FXOS CLI 4%,

g2

PR GENT 1D L SSH RS JUbh oy P 7 1P k.

FERREIE R VAN, S SR P TP bk A admin 19K ™ RIAT A 48285 SU0 1) 02 1R85 B0 68 S B
s A o

AR AL E S, AT L g i LA B s AR A v e ok B R Y
HIR2 (LT 2) A FXOS CLI, Al i & 45 Telnet 2 #2 LLEH BB CLL
a) IEZR| ek,
connect module slot_number {console| telnet}
{8 H] Telnet EFEME e T, B AT AR A BERTIT & 2 AN 451E, I FoOGE R B s

5

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

b) R BB EE SIS .
connect ftd name
IR AT AN RAR IS, W E i S 012 FR . BAR KB ARR, ARG AR MR 4

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.
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EREEROBERMBE |
B siasmecu.

Connecting to container ftd(FTD_Instancel) console... enter "exit" to return to bootCLI
>

c) AN exit fi N R EH 4 iR B 2] FXOS #ith CLI.
IR XF 6.3 ZRIHIRRA, FiA Ctrl-a, d.

d) R[Fl FXOS CLIfKE B |2,

ERHEFA:
1 HA~

¥ A Telnet N .
2. FEH Telnet N, 1EHIA:

telnet>quit

ERH Telnet £1F:
# Ctrl],.

Gt
PAR /s 1 1 22 2 e LR i 0, SR%)5 IR B3] FXOS CLI A BES %)

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> o~

telnet> quit

Connection closed.

Firepower#
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| EREERLEHE R

BIRALPCE BB, S S TS R AR SR s AU} Firepower SCRY
HRATH AL AER, WES0 (Firepower FEHLECETR M) -

EARETRAR OB BI85

TIRERFR FRZAR | ThEE(R B

SCRFAE [ Firepower | 6.4 TEIRAE AT LAAE[R]—A Firepower 9300 =[] I 3028 ASA Fl gl B 11 3248 4

9300 A AL

ASA FH g Joip B 10 55 bR

Firepower 4100/9300 - [6.3.0 | & HLAE AT LLAE AN 22 45 | /B B8 2 M2 e %, N6 @M & bt 2

JBUPMYTAE 1) 22 S5 D) i RSl LART, AN TS B A N S

PR RS E A HEEZ 11, 1T LAYE FXOS H % VLAN FH2 11, i n] LIYE 2 AN 5241 2 8]

HER O WY AV e AN P R

TERT LMEFHAE 2 MBIV AT — AR L i e aT R . ANSCHREERE .

pE JUESZIL T AR TR, (HZ 2Bl hfe S5 ASA 215 SRS l. BBt 1%
T S AA T H

IlIII‘

TR T2 FX0S 2.6.1.

ST I MG R A B L S BT

IR E > IREEIE > RERS BEOED
PG ) HUAR S HE 3% 5

« WA > g%

* 0 (Interfaces) > B0 (All Interfaces) > #i1# (Add New) F 732 > TN
(Subinterface)

<O > RO > X8
 BEEIRE > RmRE

* FHIRE >Macitt
cTRRE > RREEXH
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4.
EHIEEEEZRE B

AEXIREHG?

AREEAGR AT FEAE FEAS B A ST S B  HE AR  A% . B EE T AN, S
{Cisco Secure Firewall %45 & FHESHLEIERE ) -

A T HR A% T DATC B /N X 28 s 5 FH AR IR BE AR T RE o ™ i B N B — B 8L & e A& 1 45 1
T EIXF LR, EFAEH SR L % &S AR T2 WS B BRI M 4%
R EAE R A BB BB DA SRR B E AT REAIAC R, WSO A B L,
PR FAULEE 7 R - Firepower 9300 ANER 5 EahIEEN NG5 E . Aid, ] LIERS & P EHAN NS
5 E, BIWH TR 4. EXPES T, & R AERATEC E B AT SNMP I ] fe & F A & .

* U BuERE T, 5 59 0L

o WUAEEHEES: I EU B & ik % , 2 60 11

o BRI, FBed4 L

s BUEVFR, Z 64 T

o it EFEA LA, 5 70 T

o Ui i) @B CLL, 26 83 1L

s Joe bR, H85 1L

o R A BRES IO U B A DT Sl %, 2R 86 L

TSI LU MES5 LAAENURG _E A5 ARG A B B
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ERgEEEENERMEH |
B nwems snappesEes

Chassis @Add the threat
Manager defense
logical device
Device 2 JLog into the S5 ) Register the 6 ) Configure a
Manager device threat defense, basic security
manager and enable —p policy
licenses
l A
Cisco @Buy feature
Commerce licenses
Workspace
Smart @Generate a
Software license token
for the threat
Mandosn defense
TE=08) $iE
(10| PURE R LA BURRET 8% I 3B B B4, 4 60 1L,
W,
o | B BRW AR, 5P 64 T,

(5| Cisco Commerce | &) , 45 64 7: WFEI)BELFATiE .
/| Workspace

(o) BRI (BCEVFA, 5 64 U1 b B RTELAS AR ATIE AR

Nati

5 | B B AR BCEVFRT , 55 64 0. R REVF AT IRSSSE N i s i B A, IR 2l Rg
VFATIE

6 | BT RO LA A 0, 5570 T

HASSTRE. RN EIB R

Al LA Firepower 9300 K Jg il Bl 6 558 0 A HO S . ANSCREZ AR 541
HEnE el S, 1520 (Cisco Secure Firewall %455 BLASHLEIRFT) -
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| ERREEEEBERME
naems. snapmezaes ]

FHia Z |l

 BOES BB R A B L IS EER L, 5 22 U, EERIR LK. W
o SRR EEE L S AUT TR BRI S B 1 OF HiZdm 1 AE 4 QIR T8 s
MGMT) Afd.

IR AR /DI E — AN .
* WEELLME R
o PRI ID
o EPEIEE TP HLhER R 2% HE A
G TP ikl
* DNS Jx 55+ IP bt
o JBUBITAE R4 R 4

UK

SR AL U RS, EHBEIRE.
P2 pilifimn > Wik, JFREUTT S

Add Standalone )i
Device Name: FTD_1
Template: Cisco Firepower Threat Defense =7
Image Version: 6.5.0.1159 i
| Instance Type: Native b
QK Cancel

a) RAREZR.
AR BR LA 7 B2 5 | ] 3 O B PR B BN O 5 AN AR N HTC L P 8T 1 e 44 P

b) X T#EHR, i1k Cisco Firepower BLBMBATED .
c) ILPFRRIGRRA .
d) GEPFLBIZEAL. Kith,

B B AN SRR 5491
e) MiifzE (OK),
PERESs BRI - WA SRR E 1

I3 JRITEEERO (Data Ports) Xk, 2R )5 sl Zress & RN 0.
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ERgEEEENERMEH |
B neees smapmmeEes

Overview Interfaces JIGLITEINEWTLEEN Security Modules  Platform Settings System To

Provisioning - FTD-FDM2 et
Standalone | Cisco Firepower Threat Defense | 6.5.0.1159

Data Ports =

Ethernet1/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Port-channel3

Ethernet1/8 ||

Ethernet2/1 || |
FTD - 6.5.0.1159
Port-channal3 Click to configure
Ethernet2/2 || |

AT 7 BCSE R /ERE O (I nter faces) Ui b i HY A2 11 o e 5 4 e i B v et AT 25
X, AAERCE 1P Hudik.

SRR A pili RO KB B
RGUR WO AE, ] DLEIZN R HE T IO E AR G SR RCE . IR SR E AT TR 2 B I A
W o A T SEBIENEAT, A n] LU SN ) CLI Bl K 2 41l

PEBS E—HRIES (General Information) viffl b, e/ A4
| Cisco Firepower Threat Defense - Bootstrap 7%

Configuration

General Information Settings Agreement

Security Module(SM) and Resource Profile Selection

| sM1-ok | SM 2 - Ok SM 3 - Empty
5M 1 - 40 Cores Available

Interface Information

Management Interface: Ethernetl/4 hd
Management

Address Type: 1Pv4 only bl
IPv4

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a) (KT Firepower 9300) fEREEHRIEFE T, i BARH T OB & 1) etk
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| ERREEEEBERME
naems. snapmezaes ]

b) EHFEEREO.
e O H A EE R A o e DU T LAR B R 11
c) JEPFEEIE:IHEZERY. (X I1Pv4. {X IPV6 B IPv4 A IPV6.,
d) BLEEE P HhL.
WE A Tk O ME— P bk,
e) HANMEEABATSRKE.
IR NG ES R
PO MIREIRIR B, SERC N FRAE:
Cisco Firepower Threat Defense - Bootstrap 7%

Configuration

General Information Settings Agreement

Management type of LOCALLY_MANAGED =
application instance:

Search domains: cisco.com
Firewall Mode: Routed b
DNS Servers: 10.8.9.6

Fully Qualified Hostname: | ftd.example.cisco.com

Password:

Confirm Password:

QK Cancel

a) TERFAEFIBERAER My T, 1%EH LOCALLY_MANAGED.
A Hb S I S A B L VRN AR . WA R A S O BERY, W R AT RIS
BeHE, FFEHPIMHL S,
b) FINIZ SRR E A .
o) BFAIEER O FFHER.
d) HNZ5rkEs R E AN DNS ARS8
e) HNEIBI T EREENSE .
) H AL B A B O3 T CLI U7 Wl (1 2588
PR A SUETR b, WSR2 s 4 P R Y (EULA).
$E8 SLE (OK) M B 4G HE
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ERgEEEENERMEH |
B =soseems

FIE9 HHRTE (Save).
PURTE L R AR 2 EROAS 0K 5 | R e I R4S B2 11 U 5 306 4 o Y S 91 e 8 i A 1 4 o
1r1Z2451% % (Logical Devices) UL, A FEMNEH A IPRE . MR K TR R A &N,
AT ATFRA 7 I FH o 222 A s

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

& #* a

Status
@Dnline @:‘ .*t (455

BRIXE IR
R T DL

FriE Z 8l
* {fi{[f] Firefox. Chrome. Safari. Edge Z¥ Internet Explorer [ 47 iAo

* PR HLAR RS 1248IR % (Logical Devices) Btfii L gl 1245 ¥ 25 AR ZS (Status) Lk
(online).

UK

T AN LU URL.
« B - https.//management_ip. FIAEES | SREPECE N 1310 TP Mk,

52 (T 4 admin RITEE BRMNBTH I 6B R .
H|I RALHRIEEZ 90 RPAVFTIE,

BCEIFA]

JEYM S AP A BE ARV AT, XA A A mT A P g S AN BV R U
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| ERREEEEBERME

raiT [

FENIHLAGIS B RERIHE BSOS AR BE AR B 2 ) (R AR AUA IDAEH o eI 2N 7
Pc 21 SV ) R AU ) o

B I SURHF A O E VEANMEIR , 157511 cisco.com/go/licensingguide

ﬁWWWTE HEIEAEN . B REVF Pl AN B A FH R oA D S 1 7 S T R Rg@ﬁ%by#
BHASIAT TN, BRI SR AGAE R T e, IR DUR W Sz al il . XA KR
e, JEEBEG T RIWTT B b iR o 15 21 LA R VAT

* | PSHHp- 2 A fE A1~ —A4X IPS
o TREI BRE-RE A B
* URL - URL 1§

o
@
o8 -
e
>4
=
=
H %
\S‘-

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

FiaZ |l
o AT R RERA A FEAS K .
W GEIAE AN, SRR A E R . IR R LAY, T DO AR
OEX IR

o VEIR R RERRAEE AT DK P A ZRST & d N5 (3DES/AES) Y rl MK, A Refli I FE L ThRE (A
S EED .

UK

R BV RTKT 75 H TFVFTE

I R ERZERY 1 0 FLI LR A N, IRV T UE I % DU B IR B R AR VR TR e FE,
WU T 2 A SR InVEATIE, Ui%aﬁﬁﬁClsco Commerce Workspace_I-#] Find Products and Solutions
HWRF B WRLUNVFAE PID:

7R FER R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

R R AT PID, &0 LLFE04 PID S8 nEiT s,

« IPS. SEEKAT BiEA URL 4 AT UEZL A e
* L-FPR9K-40T-TMC=

* L-FPROK-48T-TMC=
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https://software.cisco.com/#module/SmartLicensing
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ERgEEEENERMEH |
B ==4v

* L-FPR9K-56T-TMC=
45 13k PID 2V EVSIIIT i, 7T LLYEHE 15 BUF PID 25 0T

* L-FPRO9K-40T-TMC-1Y
* L-FPRO9K-40T-TMC-3Y
* L-FPR9K-40T-TMC-5Y
* L-FPROK-48T-TMC-1Y
* L-FPR9K-48T-TMC-3Y
* L-FPR9K-48T-TMC-5Y
* L-FPR9K-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y

* L-FPR9K-56T-TMC-5Y
* Cisco Secure % /' i1 2 [ JRL 2 4% ) i 1T A 17 o

WIR2 /e BRI A b, ORI B VS 0 2 1) 0K 7 3 K O S R 4 h
a) it Inventory.

Cisco Software Central > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7t General LUk I, xiidi New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: Mo

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) 1t CreateRegistration Token X[ ifHEH, HALL N E, #R)5 it Create Token:
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| ERigEEmEnERmnE

raiT [

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the vaiue between 1 and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description
* Expire After - JARHEBUXIN R 30 K.

s EERARSEIMAESRE RIFS HIESIBITIEE (Allow export-controlled functionaility on
the products registered with this token — 7& & Jr 7 1) 5 /0 X A VFgEAT 3 in s (1 15 o~ A
A ErR S WERFTHAEH b hRE, WIZZ R ERZIE . QSRR 5 e FH b shag,
T B BT i B B A R R E R N R . WA B BT, R AN
SRR LR RE

ARG A I BN 5877

d) e RAT O R 3 Sk R T AT T Token XTRHE, T LA HRE4 h 1D BB BTNGRR . 75 205
BRI, TS G SRR, AR IR i A
E&EELTHE

Virtual Account

Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJM3Z]INWIZGQ4OSDOYJKZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions -
. Py
& 9: E5|<he
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.
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Vi

e WA AT, i &, RAE BREVFRNE i, sl EFEE.
A 3B BEVF AT IE UL .

Register Device.

Device Summary

Smart License

o

LICENSE ISSUE
EVALUATION PERIOD
You are in Evaluation mode now.

REGISTER DEVICE
69/90....

IRV, LR REVE RIUESE AT TEHE AR 5 DR DU 4 it -

Smart License Registration

.:: ..4._
l_.

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
to create token.

Copy the token and paste it here:

Select Region

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v

Cisco Success Network

Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware
of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL

REGISTER DEVICE

$IE5 il Register Device.
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(iR M 2V BEVFRIIE DU o AEBCR TN, BB RILLURHE:

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEB A RINEM I RDET TS, A BILUT A7

Device Summary

Smart License

CONNECTED
SUFFICIENT LICENSE

R 2,

‘SUBSCRIPTION LIGENSES INGLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license to apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

Includes: URL Reputation

* B - RV RN R 0 R e B AR

P 2B IV P E 2 1R R S T

Last sync: 10 Jul 2019 11:39 AM
Next sync: 10 Jul 2019 11:49 AM

RS AT VE RTUE K B RIS R E AT

o

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Uy File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

BAsikT, IR RIS, BUAE, ST DIRE

© B - BOHVFAIE R SR RERC S PSS IR IR, DR AR IR EhRE . BT SRS JCTARC

IXLEThfE, WANRE AR E AL I D RE R s .

« WAL HH T CiscoSecureZ& P VF T UF, iHEREAE HMVF T uF2E%:  Advantage. Premier .

VPN Onlyik, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

JERIDIRE NG AR AT VR RATE, WIERDE i S, A B A G I E
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Device Summary
Smart License

LICENSE ISSUE Last sync: 10 Jul 2019 11:47 AM
OUT OF COMPLIANCE Next sync: 10 Jul 2019 11
There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance

GO TO LICENSE MANAGER Need help?

$ﬁ7M ?T?W%*ﬂ?meCmmmm(ﬁﬂb S, RV eTIEE B AR R R A B s [

Go to Cloud Services

Resync connection

\F

Unregister Device

BEEREART KR

LCEIEA AN, e MRS

(1) |MCE#D, 5710

TR DM A TP Huk, 369 DHCP T4 e

(o) | B AR, 73 T

5 P RS RSB 11 I 37 042 AT 75 14 PO B RS0 22 4 X I

(3) [HEmBRiAR 5575 L.

HUEBEATICE] K 1 4R DHCP JR 4538 BRI M 1, MRS TFaR e

(4) | BCE NAT , 3 77 T,

| s L PAT.

(5) | VR ML , 5579 50,
FVFRCE AP A FUSM D

)| C(uit) mE DHCP 4 . 4 80 U,
RO E % BT DHCP JIRZ5%

(V| TR W I S VA SR O AT, 9 81 T,
A TR X R/ eV BB R A T4 PR

() |WHIE % 83 5.
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e

O

maz0 ||

JE L JEUMBITAE #5 AL IR i o R, A2 /D IE B MR I A R LR R SR A T R
H, EORHAT TH 1) _E e oh 2R B R R AN R 1, DR AR R (A A N L
TR OATREE “REX” (DMZ), 0T RSP RCE W] A TF UG R A9, Bl Web ARk 5545 -

ST PR IL Zx i R D0 A I DHCP A ISP SRHAM £ 1 il [ I A e 11 B SO s b
PUR7RfIRCE 1 RAT S )y i 1, B Ml DHCP (42

UK

R &, ARJE AR O R
ARGHONIEFHED (Interfaces) Uil % MR LTI O YRR D AZFR, HilEACIRZS .

S 2 AL T AR O g e s ().
S8 3 HATULF

Ethernet1/2
Edit Physical Interface

Interface Name Mode Status

inside Routed v O

Description

IPv4 Address IPv6 Address Advanced

Type

Static v

IP Address and Subnet Mask
10.99.10.1 { 2a
r 192.168.5.15/255.255.128.0
Standby IP Address and Subnet Mask

10.99.10.2 /
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a) WHEEORAMR.

BELDA, W2 48N T4F. TREFARRAUN /NS . il inside 5% outside. 41 R KA A4 FK,
PRI R ORCE . BRARRCE T30, 5 W N A 44K

b) KERKE NIEH.

WMREAF A B0, 1§25 (Cisco Secure Firewall ¥ £ & B2 AL B 55 )
o) ¥k E o e (@D,

BEEEI EWIE FXOS )8 D .

d)  (Ak) BEEIERE.
AT 2 A 200 MR CNVEFERIZERD
e) 1E IPv4dbhb i b, BlEFRE P il
f) (k) sl IPv6 tehk, JHRCE TPv6.,
PB4 Sdimi.

SIS Sl T T AN O i b (@), FERESE T AR B T, 1 IPv4
Hki%EFEDHCP .
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Port-channell

Edit Physical Interface

Interface Name Mode Status

outside Routed v O

Description

IPvd Address . IPv6 Address Advanced

@ |f the DHCP server supplies an address on the same network configured statically for another
interface, this interface will be disabled. Ensure that there is no overlap between the network
addresses on this interface and the other interfaces on the device.

Type
DHCP v

Route Metric

Obtain Default Route using DHCP

TR AL A TP Hb bk AR H DHCP (R A S i, W75 2 Fahk BBt 1S
% {Cisco Secure Firewall %75 5 B2 B 55 ) -

BHEORINE = £ X5

LA AR T DXICRE W24l 7 B B, 7 B J e B B A SO R REA T 0 2. JEaT Do X2
AP, H A e R DR A X

WEFE P A 28 A0 AT R 42 IR I LA S0 ) DX
* inside_zone - JE X3k TR IR PRI 25
* outside_zone - M X S FH TR AR A T2 A 4%, 9 T FLER Y
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UK

TR EFRR, RENHRPIEFREX.
$82 il inside_zone [rigie E by ().

Edit Security Zone -

MName

inside_zone

Description

Mode

(® Routed  (0) Passive

Interfaces

diagnostic (Ethernet1/4) -
@ (&) inside (Ethemet1/2) o

(@] outside (Port-channel1)

-
(Ethernet1/5) -

1 item(s) selected

Create new Subinterface CANCEL

FI3 AFEOSIERS, Al T OIRERRE IR DXk PR
R4 piihi /BE, RAFHE N
IR S HA XD IR PUR ML 114 N E] outside_zone .

[l Cisco Firepower 9300 \ [ J#5 7
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Edit Security Zone -

Name

outside_zone

Description

Mode

@® Routed () Passive

Interfaces

nside (Ethermetl/2)

‘ (@) outside me‘t channell)

1 item(s) selected

Create new Subinterface

o - .

wmzings ]

INTNERIA S

BRUAES H 38 545 1) o] AN 15 ) ) B s o S RO DHCP HIEAMBEE 1, A i e 6l
RECZM R TECAR Hr o WERTEET- st WIREIRBERE AT . W RISk 3 DHCP Ak 45 #s

MER A, A

iz

ERF IR E > BRI U

TR R, We AR P I

N R SR TN Foi-d: D

P2 piili T GRIMESERA.
SR 3 A EEA R h R
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Add Static Route

Name

default

Description

Protocol
@mwewa () ire

Gateway

gateway w

Interface

outside v

Metric

1

Networks

+

5 any-ipva

SLA Monitor Ay

Please select an SLA Monitor v

a) FIANBWR, Hilw, BIAME.
b) Aiili IPv4 5 1Pv6 HLik 44 .
THE A IPv4 FI IPv6 G173 PR i BRI % i .
c) MM, ARG B FTR L LK N ¢ TP Hihk s i b EHLA S .

[l Cisco Firepower 9300 \ [ J#5 7



| ERigEEmEnERmnE

CEIN |

Add Network Object

Name

gateway

Description

Type

(@ Host

Host

10.99.12.5

d) EFEMOCHEEDO, FlasMER.
e) miiMg * bR, b IPv4 BRI tHiE ¥ any-ipv4, iy TPv6 ERIAEE thik ¥ any-ipv6.
$IE4 SHE.

Bc & NAT

SRR NAT 2085 A S ik 5 el AR 11 TP ik b (i 1o 328 NAT B IUIFR by % 11 5 11 sl
el (PAT). TEANRENGHZ T PAT HT- IPv6.

UK

P RULERE, 5 sl NAT.

HIR2 il T OEIE NAT 0.
IR 3 e E FE AL I -
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Add NAT Rule X

Title o Create Rule for e Status
inside_to_outside Auto NAT v Q

Auto NAT rules trans e e or destination are: f
packet. These
Placement Type e
Automatically placed in Auto NAT rules Dynamic v
Packet Translation Advanced Options
ORIGINAL PACKET TRANSLATED PACKET
Source Interface Destination Interface o
Any v outside v
Original Address o Original Port Translated Address Translated Port
any-ipvd v Any ~ Interface v Any b

Show Diagram O

ORIGINAL TRANSLATED
Source Any outside Source
any-ipvd: Any bY . 9 D bY Interface: Any
Destination NAT Destination
Any: Any Any: Any

a) WHEIRE,
b) EFEIEMN AT > B3 NAT,
c) IEFREAE > TS,
S A Fo'E DL B ek i
a) XMTREEIEE, HHREHIE % E TR ipvd.

SR U e R A AT 42 1 A P TP it B RO BRI T st i, ] ARG PR S8 (R4 D,
JoN IR E IR E TP Hudik.

b) X TEREREIEE, TR BARE O R E SN
BRAEOLT, $e0 1P Huhl T4 s it -

FE]S (L) il BIRESR DL AE MUK E S R

[l Cisco Firepower 9300 \ [ J#5 7
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sirmEmnmezsns ]
$IE6 LE.

SV E MR BRI 2 SR

NN oI NP 55 o P ol 1 S W = R ey b 42 L R DR 2 e 0 N R R P

UK

PR EFEREE > i)l
T2 gl oaeZmEmn.
FIR 3 HE AL i .

Add Access Rule X

Order Title o Action
1 v inside_to_outside B Allow

5 - Li} Li] . i} r . .
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones e + Metworks + Ports + Zones o + Networks + Forts/Protocols +
B inside_zone AR A a outside_zone AR Al

Show Diagram e

SOURCE DESTINATION

Users m Applications m
Networks m > . O @ O . > URLs m

Geolocations ZONES 1 ALLOW ZONES 1 Networks m
Geolocations m

Por: —
il V.. EH. E‘» Ports/Protocols ()

a) WHEFRE,
b) XFTR, W XA F bR, RS IR IX

Cisco Firepower 9300 \i 1457 [
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o) XTBHR, WA XE TR, REEEINTIX .
d) (k) Ak RRERCAE MNP EN R R,
e) MHARE.

(AJi) ECE DHCP AR 5528

U R A E ] DHCP M BB A AL Sk B 1P Hhhik, 175 3 F] DHCP Jk454% .
pUE ]
S g E, R A RYEE > DHCP IR 225 .

-
w
H1g2 il * olifliE DHCP RS 88.
$IB3 il RS B

Add Server

Enabled DHCP Server ()

Interface

inside L

Address Pool

10.99.10.5-10.99.10.25|

a) fiiiBE DHCP RS b, Mt isncamis (@D).
b) EFEAEIL R ] DHCP R45#5 3% 0.

e B A TP kb, R 1 Fi24T DHCP R4S 4%, WIANAESH ] DHCP 3RE4% o
c) At

2 IP HuhEE H 20 prd e VS 3 A — 3L, IF HANRE GRS AR S0 1P Hudiky Rk Mk el
T bl

d)y midismd.
$E4 (k) SEEDNE AR EN SRR E

[l Cisco Firepower 9300 \ [ J#5 7
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Device Summary

DHCP Server

DHCP Servers Configuration

Enable Auto Configuration

From Interface

outside b

Primary WINS |P Address
Secondary WINS IP Address

USE OPENDNS
Primary DNS IP Address

Secondary DNS IP Address

DHCP H 3 & fif DHCP Ali45 #%fit ) DHCP %% /7 b2 M2 AT T 45 52 % 11 _L[¥) DHCP % /7 5 3k 15
DNS JR45#8 . 32 A WINS R45-28(5 8. BH, WRE L/ DHCP $puhil, W H H3hid
B, A DLk R L DHCP SRECEHbhE T e . RSy BaACE, T AF8he Ui
AR 326 301

a) MiEAEMEEN, sy nn ks @),

b) 7t From Interface (\$H1) THrsg s, GhHA 8% ) i gk Ak IR 45 48 BB IR 1

o) WHKRFEHAINRCE, W REESAM— N HBE RS, EE AR,
XL B % BI24T DHCP RS54 BT A $2 11 %) DHCP % F by -

d) SEHRE.

(AliE) ECEEEMXFAFEIERERD LHITERE
R OGO N, BLEL TR ML RSN RO, DL R, AT DL AR AL
P CTRRAFSERECD) (AL RS, (BRI, WURECT HAEE R A4 L,
W5 LB B NG, {15 T S 40 A R AR L1 2 M, T AR B8
BB 1.
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(M) BEEEEMXIATEREZEO L#HITER

UEAh, BOARELL T, Rl i Bk 1 (B i s s CLL 5] SRAS B il T LR AR
Fe, 38R AAE— A AN 1 B R AL B TR, R D M OGN S A ) R
ERLAS B AERXAEOUN, UMM A S A R

FHia Z |l
MRAERCE R, 25 71 DRCE R .

g2

TR SVEINESE L D AT B
a) Riig&, REKRELTRGERE > BRI,
b) sili#EEEO.
o) wili F OHEEREEREEO, SRR O eI

Add Management Access

Interface

inside ke
Protocols
3

Allowed Networks

+

5 any-ipva

< O - PR ARVEE T R R .
© - SEPERUE A HTTPS G 11 443) « SSH (i 1 22) b /&2 3.
© RIFBIM L - R UV AZAETS VT 10 RGN IPv4 BR IPv6 4% sl EHLIK 460 % . TAGE “AT
a7 ik, EEFE any-ipv4 (0.0.0.0/0) 1 any-ipv6 (::/0).
d) MiifAzE.
SIR 2 KOG B A R

a) MR &E, WEKKEGRERE > EREOEL.
b) IEFHEREFEREOENMK.

[l Cisco Firepower 9300 \ [ J#5 7



| ERREEEEBERME
werz ]

Device Summary

Management Interface

MANAGEMENT GATEWAY

The gateway determines how the system can reach the Internet to obtain smart
licenses, database updates (such as VDB, rule, Geolocation, URL), and to reach
the management DNS and NTP servers.

@ Use the Data Interfaces as the Gateway.

Use Unigue Gateways for the Management Interface.

o milifRfE, HEL, Rasl#E.

okl

fEZEBCE

R C L B A B S BIAEs AEE T, T S SN AR B B AR

UK

SN AT L A %R E B (Deploy Changes) FlFz.
PATRIEIEN, ARG A B

“HPRREITE O R I B 5 A B K [ e T O AT T B,
TR  RSRGARIC K . A AR AR, W2 B b .

S 2 WA BT AROR E  be s =, AT DL AU SLENERE (Deploy Now) Sz HIE sh 7R .
T VR WoR i 8 IEAE T . T DA 1, oS RS e . WEREAE B W R rp o % 1, 1

WAL IR AT RS IR F % H P EELE R A& DREHTIPRE, 1§ AhERER
$1i2 3% (Deployment History) Hi4 i 45 5 .

AV Y A Y AJ A /

7 18] B B B 40 CLI
ST AT b B ARIC LT BT 5 B D SO AT WS bR . 2205 1) CLL,  n] DA BEE 1 10
SSH, tnLAA FXOS CLI %%,
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W GEIT 1) Wit SSH HEER: R Bl Yy i #1411 1P Huhk.

FEMRE AR B A I, ST B B B TP kit o AT admin K 7RI A6 B 25 ST 1] 60 1) 2 8 68 Sl
s A o

WEREAC Y, AT LI I g 4 HURE 5 AT m IR a0 48 R B LA S
P2 (LW 2) M FXOS CLIL, A & 4 8 Telnet 312 LLERE FIBLR CLI.

a)

b)

HAR P AR,
connect module slot_number {console | telnet}
il H Telnet MEFEMIILAAET, 10T AR XSS IT e 24451, I HoGEHad ek

i

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

puzE WA R ER IS
connect ftd name
WRAEH ZA N RG], A2 e S A FK . A A SEHIARR, TEAA T BRI

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
>

N exit {1 R P 5 3R B3] FXOS Bk CLI.
R XF 6.3 ZHiHIhAS, fi Ctrl-a, d.

. Cisco Firepower 9300 \[J45 7
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d) R[] FXOS CLIF H |45 .
ERHEEH A
1 A~

TFE & Telnet I H

FEE H Telnet NI, I

telnet>quit

N

R Telnet £1F:
BN Ctrl-],o

Gt
LA N 7 B 22 e e Vgl A 0 AR%)5 IR 721 FXOS CLI [ B 51 %)=

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.
Escape character is '

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> ~

telnet> quit

Connection closed.

Firepower#

TRGCE BB, TS S TR SR S AUERE Firepower SCRS
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ERREEEEDEAMGEE |
B s=resemsnammEneias

HIRAF A EHBRMEE, ES0H GEMT Firepower ¥ £ 15 # 23 11 AR} Firepower J& i B THITC &

fe)
EHIEEIEZBEAN AR Eitx
&k B R A | MEEE

SRR ARSI 3| 6.5.0 | IAE, WU R EAS S A H S
Lo A B

IBIBRE > FMRE

iR T2 FX0S 2.7.1,
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.5

1og

{£ /1 CDO &R B A By i

AEXEERG?

EAE T AT HEAE RGN HLES, 1SRN A S IEAE? , 861 . AREHT
] BRI i 28 (CDO) Y284+ Cisco Secure Firewall Management Center [ g5 fil . 22 i@ i
WA B LS iRt CDO, &£ CDO 3RS,

)

AR R B SCRE BB 7.2 KR RRCA . T RIROR, @R LI CDO ) B LA D)
figo R, BEREBLARAOGE T O iz B gl B il (984 CDO 1.

A UM 2. RO, IFERIATIALR . CDO ML — A Web SUIHROU iSRG, T
AEIEAT P HRHITIEE RIS IAE S, MR 0 A

ESE P

P T LAEAT SR80 JCPFE ASA HCPF. 75 BV A ASA 2 IV TS B AT BT
9. WIETEA R T XSS, AR THG. W52 HTHILEH ASA 5 Firpower
BB 7

7 Kk 5 21217 8RR M Secure Firewall eXtensible £/ R4t (FXOS) [M)E)ZE1E RS B KEEA S Fr
FXOS Cisco Secure Firewall HUARE #LA%; T o HERR H 1, (G22I CLI. A TR B,
W2 id T H 4% Firepower J&U B 18 1) Firepower 1000/2100 F1 Cisco Secure Firewall 3100 ] &5}
FXOS #fEHERR 45/
PR FAUCEE 7 AR - B KB ANER B S EEN AN BB B (HE, &nT DIERE TN A S0 1E B,
B 4. ERXPMELL T, B R R AT I & BT A SNMP I 1] G825 F 2 A5 B

« KTk CDO &R MY , 55 88 UL

o v Bl AT . A 88 T

o IR ATAE , 28 89 1L

* F3k CDO, 590 7L

o OGS ) RUE A . B 94 L

o PR BRI INEU B kA, 2B 95 UL

o FUE AR LA, 2 100 5T

* Vg il B4R FXOS CLL, 5 112 7T
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1% cDo ZRE M |
B 7= coo =mmmH®

o AR, W 114 10T

X Fidid CDO &1 & i B i
TACHTIN BB B R AR RN 2 A S R AL MR IRE, OF HRAAMEIRAMN. 1R

K CDO A AT BE G, R K RE Al P A 03 A B AP0 BEAT 70 Ar e ACHB A2 A5 B PPy ANSCHRF SN
P B BT 2

\}

AR CDO A Fr7Egs s ok A4 .

ANETN] AU TO
im 2l im 2 JF
WS UL TS, S 1 S CDO F s g G

[k bt e

.'/-- --\'.
Cisco 1 _/ Obtain
Commerce licenses
Workspace

!

CDO (2)LogintocDO (3 ) Onboard the (5) configure a
device using basic security
—» Fhe 0r_1b0ard- policy
ing wizard
N +
Chassis \__‘}_,-'Add the
Manager logical device
:.f’.i"\-: Cisco Commerce SRELVEATAE , 25 89 T,
| Workspace
5 |€DO %3 CDO, 590 T,
3) |CDO A0S 1) 0SB 5 B 94 DL
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wmirTi i

{Q;Mﬁ%ﬂ% WA E LSS SN B 2 % &, 2 95 T,
5 |CDO ML ESEA LN, 5 43 T,

3k BRI Bk
P VERNE#ASH CDO S 4y Bl . %8 m] LLE B S LR DU REVF ATk :
* |PSPp-22 AR AN T —4L IPS
< BB BEE-E A B

* URL - URL i ¥
* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

* IZE M - Diameter. GTP/GPRS. M3UA. SCTP

B R BRI T ML, E U5 cisco.com/go/licensingguide

FriaZ /i
* A BRI B K .
WG IEE AT,V 5 e DA R . GBI R B ELAY, T DU A U
AW,

SRRV TR S AT A N # (3DES/AES) VFRTIEI K, A REA AL Dfe (O
M AR SR D .

B2

SRR TR EVE AT B BTl BT IV AT

08 SR ER A 7 S HLE S I, VR P IE Y 1% O R B A R RE RV TR . (EZ,
R FTEEY SUSINFERE,  WIE{E F Cisco Commerce Workspace I f] Find Products and Solutions

RFB . #RLLNVFAHE PID:
11: {5 TIEE &

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions
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1% cDo ZRE M |
B =sco00

R WMAARFLE) PID, & AI AT PID SN ET #r
* IPS. SEEKAE BifHA URL VAl IEZL A

* L-FPROK-40T-TMC=

* L-FPR9K-48T-TMC=

* L-FPR9K-56T-TMC=

K FIR PID 2 — VR INEIER 1T st wTRUERE S BL R PID 22— % W & T H

* L-FPR9K-40T-TMC-1Y
* L-FPR9K-40T-TMC-3Y
* L-FPR9K-40T-TMC-5Y
* L-FPR9K-48T-TMC-1Y
* L-FPROK-48T-TMC-3Y
* L-FPROK-48T-TMC-5Y
* L-FPR9K-56T-TMC-1Y
* L-FPR9K-56T-TMC-3Y

* L-FPRO9K-56T-TMC-5Y
* Cisco Secure & ) Uig-ii5 Z 4 B2 A% i i ] T FRF

* @%Fﬂﬁb@ﬂ‘lﬁ

* L-FPR9K-FTD-CAR=

T2 WERARTEM, 3 & e B AN M CDO.
VE N A B AR BT B T A R . AR TEANUE], 1§25 CDO 3RS

%3k CDO

CDO 1 /] Cisco Secure Sign-On 1k 342 44E 7, {8 H Duo Security #4722 K 2 G 43 56041E (MFA).
CDO 5% MFA, ‘BRI S O SR AL RSN — DR R . XK 3R S 30 iE (-l MFA) /%2
PRS0 73 5 DR 25 SR A 01 3 3 CDO W Sy FL5E

AR AR, 5N E Duo Security 1% 5 AL — X E %S (OTP).

#: 37, Cisco Secure Sign-On fEilE 5, R LA Cisco Secure Sign-On # il % 5% CDO. 7F Cisco Secure
Sign-On i8Rk £, 18R] LG AT A HoAth 32 R5 1) Cisco 7
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£IE#HY Cisco Secure Sign-0n /= .

* WIRAEAT Cisco Secure Sign-On 1K/, 1 $HERTEREL 2 /] Cisco Secure Sign-On 5% CDO ,
93 Tl

* WA BA Cisco Secure Sign-On 1K /7, 1 4kLEA (1 Cisco Secure Sign-On K™, £ 91 i,

£l 2 7B Cisco Secure Sign-On i -
IS AR I . IR E R IEE,
Ttz B

* &%£ DUO Security - B A T BUETETHL L2282 Duo Security N o WO T-Wifil 42%% Duo 1
BEnl, 1EEHE Duo XA R SIS IEFRRS : VEHEM .

s FEES — BEM s e R VE S . d1 T OTP &R I RN, i UGS IR 50 26 I ol
S R0 S AR L o VA DR 5 P e 26 I B i O LE A A I T

o ff 24 \7 A 1Y) Firefox B¢ Chrome.
pUE

121 SEAETAY Cisco Secure Sign-On T .
a) Y5 F| https://sign-on.security.cisco.com.
b) fE “Ex” BEREIEH, A EM
12: Cisco SSO i fif

i
CIsCo

Sign In

Username

Password
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1% cDo ZRE M |
. SIEEHY Cisco Secure Sign-0n =

¢) HHEEIEMKAXTHEFK B, AR5 A iE M
& 13: 3 Mk

NMIT
CISCO

Create Account

R AN TR CDO M FIBFEMEL, SR IAL SR LR I A .

d) RUdiEM)S, Cisco 2 K50 IE HL T ML EE R B EM Ukl . FTIFH TR, AR5 S EEE KA
B2 (FH DuoREZ AEFMHIIE.
a) ERBZREEFMWIEHT, MtRE.
b) REFIRIRE, HEERRIER RS, RIGRIFZR S 5 EIK & AR .
HRFEAMER, ESH Duo WK E S MR : RN . QIREN %% L CZ4 Duo N,
TR K 7 B8R A . Duo SEF— B BRI Z AR
o) TENFLiRN, miHEER.
d) kXK 2 By B6iE 5% Cisco Secure Sign-On.
$£IE3 (i) 4% Google Authenticator & & Mihn S 4438 E 28 .
a) 1LEFEEE Google Authenticator BUXT IF 8 &4, ARG it T—H.
b) %R 2R 0 SRR I E Google Authenticator.
$ 1% 4 BLE Cisco Secure Sign-On i A BT ik S 1215 .
a) R CHIEEL” W&,
b) EPEME FIE SRS LS SMS FE K
o) EHFEEEK.
d) ritIEmKA.
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{# 3 Cisco Secure Sign-On % 3% CDO .

e, BEEFEE CDO N KB Cisco Security Sign-On #1Hib . #8348 ] LU 2| HoAth 3
Heo

2T T AAE R E 320 B B A2 S s e AT HE P, BT 0t B B o3 4 F
AT .

14: Cisco SSO =54
il -
Cisco
Work +

CDO CDO (EV) CDO (APJC) CDO Docs SWC

{&£ A Cisco Secure Sign-On %= 3% CDO

Bk CDO DI FIE B W 45 o

FIEZ Al
Cisco Defense Orchestrator (CDO) 1 [ Cisco Secure Sign-On 154 & 3 ¥4, I£4# F Duo Security i
172 N % S 5iE (MFA).
* B CDO, WAUUGAE Cisco Secure Sign-On " EIEMK /™, AR5 FHEH] Duo FLE MFA; 1521
B1#5HT ) Cisco Secure Sign-On 1K/, 25 91 i,

o A Y BT AS ¥ Firefox B¢ Chrome.
puR

LB EWERELF, T HiF https:/sign-on.security.cisco.com/.

PIR2 MANENAPZNES.

$3 i Login &) .

$IR 4 {1/ Duo Security #W0r —ANS M IIERZR, REHIN G RN T RKIF iR Cisco Secure
Sign-On iR .

$IE 5 T Cisco Secure Sign-On il F rithii& 241 CDO Kk, CDO #2151 2
https://defenseorchestrator.com, CDO (EU) Bili<s 7 #:%% 4 https://defenseorchestrator.eu, i CDO
(APJC) i 27 #5 5 https://www.apj.cdo.cisco.com.
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&/ cDO ZRE MM |

B srwsnswsss

[&] 15: Cisco SSO = #4R
il e
Cisco
Work +

CcDO CDO (EV) CDO (APJC) CDO Docs SWC

HIB6 15 i S0 I E 24 kR L% £ Duo Security 5% Google Authenticator, 1 #5 © 3 B X AN 5 43 56
RS o
s WS R O A RSk, WK S S .
s RS AEAT TR R AT dsk, KRS EPRELEHE Y CDO L.
< REEEDVE RS B EH Fdsk, KRS T IRAT OC CDO VRN BB E R Ak F o

(5 OrEIEE - Or i ey
i3 CDO PR ) A8 H) CLL U ST 9 s 10

gz

L1 1E CDO SHUGEHH, i FFE (Inventory) , AR5 s i 0 424l () DM BRI %o
W2 P FTD WA,
P37 EEERA N, WRERFFTD .
RS FTD VE A HAS, &nT LABER o S IRE B8 ATE 330 ali0& oo ise 4 nl F A B e vFnT
WEo ST AIE , 55 89 W LAAF vl H AV vl Ak

$£B4  EPER CLI SEME4A (Use CLI Registration Key) /5 # A 5k,
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naems. snapmezaes ]

16: (£ F CLIE AR 4R

A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more '
Firepower Threat Defense

— —
=

—
0 FOM © —
m s Use CLI Registrati

Use Serial Number

Onboard a d: o hod f

(=

i NI& & BAFR (Device Name), X5 miidi T—% (Next).
X1 RAg S EC (Policy Assignment), 1545 ]I F7 356 5004 Yo% 1B £ U7 In) 45 SREmss o B SRR T B SRS
T IE P ERIA I [B)4E HI S % (Default Access Control Policy).

X 1-3T B4 ATHE (Subscription License), i i ii#138 FTD %% (Physical FTD Device) MLk &4, 4%
Je M B A SRRV ATIE . T —% .

XFT CLI GEMZESR, CDO 2l i PR AL S HOR A iy & b U bt dy & JFAE BB
1 FOTAGTE B A

configure manager add cdo_hostname registration_key nat_id display _name

10 WUAREHAS T, fEE 8RR AN GESINAEE B I h P8 s, 55 95 1)
B A X — = 1] $CDO 5% (CDO Onboard) AlffiA CDO & (Confirm CDO Onboard) 7Bt .

T

i 7l

configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

FEPT ) 3 P i T —2 (Next),  DAETTUATEM 5% .
CATHE) A bR, LA 287 (Inventory) ST THE PRI 38 . SAARSS, ARG EREIE

N5 24 () o MBELTEIRA T CDO VIS o N B 1 4 o

T—$Hita

FEZETFE (Inventory) TUIHIH, EFEENIRIERN I &, REEEN TA M EE (Management) &%
N HH AT AR T

HFEEERR: NMEBEZE R &

T AT LA M Firepower 93005 i JHip 915 4515 2 R MSL O A KL SZ ] . CDO AN SRR 25 i S0 s A
T DG R P B R e R, RN R A 5 SRR B E .
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1% cDo ZRE M |
B nwems snappesEes

FHia Z |l

 BOES BRI B L TSI AR, 5 22 U, R IR LK. R

AR 5 INECHE 42 118 A B, LA 200K A B0 1 p e 4 1B A e, RIS AN 557 5 T 250 A
B O R, WE BSOS U YU S B PR Blm 1 OF Hizdn D430
IEIR T 2 MGMT) AN

s BIL R /DICE N R .
* BWEELL M E R :
o BB IZ 1D
o EHLEE L] TP Huhb RN 2 AL
* W% TP Hkik

* CDO Eiff) CDO LML TEMEZFHF NAT ID. 5210 il 0 0 S s % 55, 26 94
T,

~

* DNS JI%5-#5 1P ki
pUE ]
S PSS, ERIBEIRE.

LB 2 fidAm > A&, R E TS
17: Rk srig &

Add Standalone Lol
Device Name: |ﬁ3d1| l
Template: Cisco Firepower Threat Defense >
Image Version: 7.2.0.1942 o
Instance Type: Native ol

0K Cancel

a) RMREAR.
BEAABR AU 7 B2 5 |3 1 G B BB O 15 AN AE N HTIC PP A8 T R e 44 P

b) X F#EHR, iEiEFE Cisco Firepower BLBHBATE .
o) IEPERURRRA .

d) EFFERBIZER. Kith,

e) M (OK).

o s R - WA A ARE

SR 3 JEITEIRIR O X, AR5 milh E eSS B I RN
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Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf
Provisioning - FTD_Instance2
Standal | Cisco Firep Threat Def | 6.4.0.42
Data Ports. -
Ethernet1/2 <

- Ethernetl/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernetl/2
] J =
Ethernet1/3.2 FTD - 6.4.0.42
Click to configure
J
Ethernet2/3

AT 73 B SE R AL 4% O 0T B A8 1 . R )5 8 24E CDO R R AT B IX 264 1, (fh i
IP Hhkl

FUATRAE55 3% ShRE M3 48 LU R AR s . @ . b FIEsed i, (CrT 3 HIH T IR 1 (1)
B 55 B DR . BEPFSEAT R DR 02 £ W7 Fi 300 W) R S AE 1 V0 Z IRl o AR R B P e 2 e
VEDRE R T HERF A o A ARER [RIIN 3 il MR 55 o b PN 0, Sl ) 4 %

IR, AR MR . AT EATIELR S5k D fe, PR R, W LI B
Ho

s ok i O R A AR

RGUR B EAE, AR A HE T EAAA T | SR B E . IR E U T IR 8 A
WA o h T SeBLER AT, AT DUSE e m ) CLI BE (1K 2 i

$IB5 /F—#R{5 8 (General Information) TUifi =, 528 N1k
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B nwems snappesEes

18: EHELE

Cisco Firepower Threat Defense - Bootstrap Configuration Tlx

General Information  Settings  Agreement

Security Module(SM) Selection

5M1-0k 5M 2 - Ok SM 3 - Empty

SM 1 - 0 Cores Available

Interface Information

Management Interface: | Ethernetl/4 ¥

Address Type: 1Pv4 only b
IPva

Management IP: 10.89.5.20

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1|

a) HALRE/EBIEFET, S AT TR S I e,
b) EHEEEEQO.

P O T S A £ . s OB TR AR A5 B 1 o
c) EFEFROMAER. (X IPv4A. X IPv6 5 |Pv4 F0 I PV6,
d) FlE IR P bk,

BEE T e 11 [ — 1P Huhl.

e) AP ATRACE .
I AN TP SRR

FIR6 EIREFILIR L, 58P AIRAF:

. Cisco Firepower 9300 \[J45 7
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19:% &

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7%

b)
<)

d)

e)
f)
2)

h)

Cluster Information  Interface Information  Settings  Agreement

Management type of application instance: |CDO b
Search domains: cisco.com
Firewall Mode: Routed i
DNS Servers: 72.163.47.11
Fully Qualified Hostname: 9300-2.cisco.com
Password: sssssssnes Set: Yes
Confirm Password: sssssssses
Set: Yes

CDO Onboard:

Confirm CDO Onboard:

Eventing Interface: None »

OK Cancel

7E R S B9 ETE B (Management type of application instance) F 4%+, %+ CDO.
INE S BRrIR LA E i .

TR MBS IERRERAR.

FE % B A, B BT AR R g 19X % v R % PR B R . EEAE LN R AN VA AR 7
W bo 07T, FEWHP KR A2 ZB kR, Y RS E” B BB Kk RE T
AR Ay A2 3] P 4 U 45 T % Eh A B Ao

RGN ZE N R E D KB RTINS SR RE, WASEH L E.

B NIE S5y BRI R LA ) DNS BR 5525

filan, wiRieE BEL B, W R A H DNS.

N BB YR KL REENE.

fein N AL g 9 0 B D3 R CLI 7 1) ) 5

# CDO L 1) i 4 5 1) %) CDO i#5% (CDO Onboar d) Flff§ A CDO i#:& (Confirm CDO Onboard)
FEH

CDO ASCRFMINEMREED, KR 20 I 1 .

LT EMBUETR B, BSR4 P YT (EULA).
$E8 SE (OK) X HIlLE N IHHE .
PRI miitiRTF (Save).
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1% cDo ZRE M |
B esssrzesw

HURRTE L T 2R AT RRAS, IR 51 R P E B AN PR 1) e A 28 N SR B 8 i B %
1r1Z 481 % (Logical Devices) Ui, AAPHEZHBIAIPRG. @B R IRTS B b &,
T DA A I P v 2 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

==Y N e

AT AR AR A P DA 5 R AR 2 4 N
© WERRISNERE 1 - D B 11 70 OIS TP Mudik,  JFKf DHCP JAESMAREZ 1 o
* DHCP JIx45-#% - 74 1 F 2% 7 i il DHCP [l %45
o BRUVER 1 - 3 A1 LA I ER AR 1
* NAT - fE4 82 1 Al FH B2 11 PAT.
o Vi FEh] - SOV A AL 2SR

TN EIEA A NE, T e L RS

(1) [FCEED, %43

(") | DHCP |55+ , 5 47 L.

(3) | BRI, 5 48 T,

:/4\: EBE NAT ’ /E%_ 49 ﬁo

(5) | SLVRRELA P EBFEEISNER | 55 52 T

(o) |mEmE, #5351,
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maz0 ||

[iW=g3m|
o A 1, A e A X S T Y B P b, Y, LA DI E AN O A B RS
A AT i R . G, SRR T R 30 % ey 2 B R [ A 11, DL R ZH 2 R 2% 1A
ZANERE D . Horh s O al AR “FREX 7 (DMZ), %8A] DLAE I scE /] 28 T 5 1) iR 2% 7, 4
41 Web iR%5 2%
HLAY )30 25 %t 15 1 2 Tl ik DHCP M ISP SRINAMGR 42 bt [RIIAE R4 10 o SCER A bk

DL TR A P DHCP 643 11 P M T — A . (Al , JF7Esk D Ah LT T — Bk
K

i

$IB1 %458 %& (Devices) > iR & E 1 (Device Management), R J5 il kb iidmeg ( 4 .
$1E2 L3N (Interfaces).

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4, Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
B8 Ethernet1/3 Sublnterface [E] &
Ethernet1/4 diagnostic Pysical B P
Ethernetl/s Physical & Y

$E®3 S EMN TR OGRS (4 .
B R —#% (General) TR .

Cisco Firepower 9300 A1 1457 [}
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1% cDo ZRE M |

Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration

a)

b)

d)

Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

B NKE RN 48 S TAFH) Names
Blhn, Kk D4k insides

% Enabled 5 i%EHE .

¥ Mode f ¥4 None.

Mz &R (Security Zone) R F Pk FE—ANTLAT I S A, Bl S BT (New) V5
IN—ASBT I 22 A X ko

fldn, n—A~%4 % inside_zone [1X 3. AU RENE 1 40 FL4h 22 A X IBORI/ ke 1 4. A2
RS T — AN X3, HE] LURIN S T 2 AN VAL 0] DURRAS DX 3 sl 2 I 22 4% 5fmes o 1
PO R AT b E W) ¥ UVES TR PSR s i 7 M| P T e SRR A N L= o LT E el
I W ey N I R E RS WA S PN T IDNE 26 1) & S e e A
PLAE NAT S Tl €25 SRS FI QoS S Hh A4 FH X el 1 4 .

£l 1Pv4 F1/a 1Pv6 3T .

« IPV4A- )\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hodik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.168.1.1/24| ‘igif‘;'?',‘3'51"'255'255'255'_‘28 o

. Cisco Firepower 9300 \[J45 7



| 153 cDO EE AR

$IE4

rzzn |

« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE .,

f) MEHE (OK),
M T ANER R ) REE ()
IEISEE 7R —f% (General) 23

Edit Physical Interface 7 X

m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - S000)

K Cancel

iR WER G I AL S A BRRS U ), Wz O e g m . BT AN
Fmiz%ﬁzlsixﬁ IR A S REAR 2 v i 7 B Aoy R A K%%TMT%EEL%E
TH AL B SR T 2 s X A
a) HAKJER AN 48 NFEFFIH Name.
Bihn, B4 4k outside.

b) & Enabled & A

c) ¥ Mode & % None.

d) MZRERXiH (Security Zone) FHFI R P EFE—ANIAWAMB 2 Xk, 8 it #iiE (New) i
I—N 22 A X 8

i, hn—A~4 4 outside_zone [¥)[X 3
e) iy IPv4 F1/8k |Pv6 LI .
* IPv4 - %#%{EFH DHCP (Use DHCP), RJGICHE LL Nk 4.

« {#F DHCP FREXEXIA R H (Obtain default route using DHCP) - )\ DHCP K45 %5 3k B2k
N

Cisco Firepower 9300 A1 1457 [}
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B ==oncemss

* DHCP g% Hi#E#x (DHCP route metric) - 4}t 2 3R 2 8% th B LR B, /v T 1 1 255
Z o RIS B BRI BEER 2500 1.

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPv6 - A IR ABNACE L B 3hBLE (Autoconfiguration) & ikAE.

f) H#E (OK).
TS R

fic 2 DHCP PR 5538
WA v Al ] DHCP M\ BB AL SR TP Mk, 375 )5 H DHCP A4 45
UK
$IE1 %458 & (Devices) > iR & E I (Device Management), RJ5 Sk & HgwmeE ( £ .

$I® 2 %+ DHCP > DHCP BR %528 (DHCP Server).
P 3 (RS AR (Server) TUII b AU N (Add), ARJEHCE LR ED:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - \ F R FIRPIERH .

* Hifibith (Address Pool) - DHCP JIR 45 284 ) TP Huhil (976l (OB ) o TP bk [
MG E B FAIE M 7R E, HABEIRREEIT A 511 1P Huht.

* J3F DHCP BR %528 (Enable DHCP Server) - ££ 1%+ 11 I 3 il DHCP /IR 45 2% -

FIE4 HHRE (OK).
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wmziczs |

FES MR

NINERIA RS HH

BRI H I 45 1) ] AR U5 i (1) B3 B8 . Wi AEf DHCP FIEANSREE T, A IR 15 2% )
RECLAWCE T BN o W SR THEFUR N b, WD R R P AT . a2k 1§ DHCP IR 4545
MIERINE 1, Ho¥ BoR7E i & (Devices) > i &R (Device Management) > B (Routing) > B# 7S B
i (Static Route) T _F 1 1Pv4 B (1Pv4 Routes) 1k | Pv6 #H (IPv6 Routes) £ .

UK

FIE1 LRI (Devices) > % Z &R (Device Management), SR sili & (4meE ( #) .
$1B 2 EFEE (Route) > B375 85 H (Static Route), i iRNEEH (Add Route), 4R J5 5 & LA T I

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
, Search | == any-ipv4 @

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

28 (Intrusion) - MU ZLAS I AR G2, 23l 1PV 51 1 PV6 HLiddicsl
* #0 (Interface) - EFEH N M W H LM

* Available Network - 4y IPv4 BRI\ 1% any-ipv4, & IPv6 BRINEK ik +¢ any-ipv6, 2R )5 i
Add ¥ H % & Selected Network 414 .

* X (Gateway) =k | Pv6 X (IPv6 Gateway) - i A\ B FEAE Ay UK b R —ANER AU 199 58 6 1
Ao ] AFRAIL TP Mtk 2% 00 2%/ =L % .
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1% cDo ZRE M |

* $5#F (Metric) - AN F H RIS R S 5. AREE RN 1 3 255; BRIAEN 1.

FE3 ALE (0OK).

Bic & NAT

e R B S N A A i A

Deploy ,, System Help » admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

1 0 - 8 9 - 5 . 20 You have unsaved changes a Save 9 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device BULID.LLEN Interfaces  Inline Sets  DHCP

OsPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

RAHRTF

HIR ) NAT FU 20 N 8 Hb b 3 46 S AR08 11 TP bkl B (3 110 328 NAT FUFR A4 11355 11 bl
A (PAT).

B2

LI LR E (Devices) > NAT, A5 A i #ikE% (New Policy) > EifiBA#E NAT (Threat Defense NAT).
WIR2 N4, IR RIS 4, SRS it Save.
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| 153 cDO EE AR

CEIN |

New Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

SR B S I A Bt o AT AR 2 SRS I o

HIE3 LRNBN (Add Rule).
Add NAT Rule SHFHEE: 87w

SR A FCEFEAN LI .

Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination
Interface Objects X 1.,
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B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

[l Cisco Firepower 9300 \ [ J#5 7
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).
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okl

HERE

RZ Be

$TIE4

R

+ B#Rr[X15 (Destination Zones) - AT X 18 (Available Zones) ik fFAMEIX L, R i
F| B#F (Add to Destination).

FCAh e R P JURE

S 3 LR (Add).
FEUED AR N2 Rules 3.

Overview Analysis [LIIISEEN Devices Objects | AMP Intelligence Deploy , System Help v
Access Control » Access Control Network Discovery ‘Application Detectors Correlation Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | [=] Save || @ cCancel
Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow Bglioe L8

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category

Accass Control: Black All Traffic vu

MR F.

o P S AP 8 B I AR PR E T, I S SR A AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
& 20: B8

Q ¢ # @ adminv Wl secuRe

ri 2 ERERZE (Deploy All) LLESE RIPT A 8%, BinidimZkaRE (Advanced Deploy) LAHSE 2L PR

Bk

[l Cisco Firepower 9300 \ [ J#5 7
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[ 21: £ERERE

1010-2
1010-3
1120-4
node1

node2

@ 5 devices are available for deployment

werz ]

Advanced Deploy [l

Ready for Deployment
Ready for Deployment
Ready for Deployment
Ready for Deployment

Ready for Deployment

B B 0B B

i3

1 device selected

[ @ Search using device name, user name, type, group o status

l Deploy time: Estimate Deploy

>

> O
)

Device
nodel

1010-2
> node2

> [ 1010-3

) 1120-4

Modified by Inspect Interruption  Type Group
System FTD
admin, System FTD
System FTD
System FTD
System FTD

Last Deploy Time Preview Status

May 23, 2022 6:49 PM [ I Ready for Deployment
May 23, 2022 7:09 PM I Ready for Deployment
May 23, 2022 6:49 PM I Ready for Deployment

May 23, 2022 6:49 PM I Ready for Deployment

[Ful 0 M ~U R 1)

May 23, 2022 6:49 PM I Ready for Deployment

TR 3 MORIEE ) . sl T ERE (Deploy) HEHLA K E T LA R RS

B 23 B RS
es Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks ‘:) Show Notifications
0 running 5 success 0 warnings 0 failures | Q. Filter

1010-2

1010-3

1120-4

nodel

node2

Deployment to device successful.
Deployment to device successful.
Deployment to device successful.
Deployment to device successful.

Deployment to device successful.

2m 13s

2m 4s

1m 45s

1m 46s

1m 45s
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1% cDo ZRE M |

i3 o] B B B {E1 0 FXOS CLI

Sl LU b B I CLL B 5 B4 O S BB T M HE B . B0 1) CLI, n] DM A B4 0
SSH, WA LIM FXOS CLI i#E#:.

g2

PR GENT 1D L SSH RS b oy P 7 1P k.

FERREIE R VAN, S SR P TP Mk o A admin 19K ™ RIAT A 48280 JU0 1) B0 1R85 B0 68 S B
s A o

WUR RGNS, A LUE I gndE DUAR T BEAS wP 038 B 45 R B s 1
HIB2 (I 2) M FXOS CLI, i 41 & 80K Telnet 52 LUZE B2 BIMIER CLIL

a)

b)

HERER] AR,
connect module slot_number {console| telnet}
{8 H] Telnet EFEME e T, B AT LARII A BEERTIT & 2 AN 431, I FoOGE b B .

5

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

ERER) BB E S
connect ftd name
R ZA N R, WLZie e B A FR. EAELH A, HIAN T AR 2.

i

Firepower-modulel> connect ftd FTD Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

. Cisco Firepower 9300 \[J45 7
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Connecting to container ftd(FTD_Instancel) console... enter "exit" to return to bootCLI
>

c) A\ exit fi N R H 4 iR B F] FXOS #ith CLI.
IR XF 6.3 ZRIMIRRA, FiA Ctrl-a, do

d) R[Fl FXOS CLIfKE B %2,
EREEH A
1 fA~
KR H & Telnet N o
2. FLEH Telnet N, 1E%HIA:

telnet>quit

ERH Telnet £1F:
# Ctrl],.

Gt
PAR /s 1 1 22 2 Wb LR i 0, SR%)5 IR B3] FXOS CLI A BES %)

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect ftd FTD_Instancel

ATTENTION
You are connecting to ftd from a serial console. Please avoid
executing any commands which may produce large amount of output.
Otherwise, data cached along the pipe may take up to 12 minutes to be
drained by a serial console at 9600 baud rate after pressing Ctrl-C.

To avoid the serial console, please login to FXOS with ssh and use
'connect module <slot> telnet' to connect to the security module.

Connecting to container ftd(FTD Instancel) console... enter "exit" to return to bootCLI
> o~

telnet> quit

Connection closed.

Firepower#

Cisco Firepower 9300 A1 1457 [}
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[
m
o

q,,
ey
™

R eI

LI CDO kLA E BB, W20 BRI A ol
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https://docs.defenseorchestrator.com/

£/ ASDM #BZE ASA

AEXEERG?

AN AU ASA BB, AR E R RV . AR MU, ESH
CASA TCE TR T ARAHIC N 25

- ¥ica
o W)
« CLI i ®

Vi

AR IS W] BE E A 22 A SR s R AT S i R 2K, TS I B AR

PR FAYTEE S B - Firepower 9300 AN ZRELEFIAE N NS MF B A, &nr DAERCE A AN N5
HER, BIWmH TR 4. XSS, &R RTEPRATECE S H SNMP B r] g2 5 2I0AE & .

o o B AT . A 115 0T

o DUREET BRSSP IE RS S MLAS o 2 116 1T

o HUAH T FEAS: SN ASA WHI 4%, 25 120 T

s %3 ASDM , 124 7(

* £ ASA FRECEVFIERAL, 3125 1T

s Bl E ASA, 55126 1T

* jln) ASA CLI, 5128 7T

s JEEULIR, 129 1T

* ASA sl st , 55 129 1T

i £l i F2 7

ES R L MME S AAENUAR L3 B R & ASA.
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https://www.cisco.com/go/asa-config

LG

LA

&/ ASDM %38 ASA |
1R EFAERRS B M

Cisco (1) obtain feature
Commerce licenses
Workspace

1

v
Smart 2 | Generate a
Software license token
Manager for the chassis

v
Chassis "\.\_3/; Register the '\‘4_,.:Add an ASA
Manager ~ chassis with ~ logical device
the Smart —p
Licensing
Server
|
- v -
e i N
ASDM 5 /Log into ASDM ‘\_6/,: Configure ‘\_7_/' Run wizards
~ licenseson ~ toconfigure
—p  the ASA - the ASA

(17| Cisco Commerce PUARE PSS [0 VFRTUE IR S5 2V EMEALAR , 26 116 0. SREXTIREVF ATk,
/| Workspace
o | BRI ELES | HURRTERSS: [ VFRIEIRSS SR, 28 116 T MWL AR MO TE
AR
(3| WU 2L &% MU BEAS I VF AT IE RS 2 LA » 5 116 UL 10 R v/r e g5 448
HMPLAE .
(g0 DU HiLas HUATEHEAS: N ASA IZER 4% , 5 120 7L,
4)
(5| ASDM %%k ASDM , 5 124 WL,
=/
(g )| ASDM 7E ASA LB VFATUERZAL , 55 125 T,
LR
(7)|ASDM ML ASA , 5 126 1L
7)

B IEE%: [O1FAIIEAR 55 25 /£ AR 7E

ASA IR REVFT] . ErT LU AT R R BEVFIT, XA RN s T A B, ST LA
LK AVE ARSI SR RE BRI E Y BE AR AR CZRiARoy AR RSS 48D o A RIXEEE VPl JivA o
2R, ESIIUR ASA RYITIREVFATIE; AR RIaEH] 1 H U GEVF T .
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http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/licenseroadmap.html

{#F ASDM Z3ZE ASA

HFEEERS: EIFAIERS SRIEMINTE

B SERHF o] O E PEANMEIR , 157517 cisco.com/go/licensingguide
XJ T Firepower 9300 Ff] ASA, &G VFnT B & 2 A5y, 0 7ENLAE E1F FXOS Fl ASA ik
iTo

* Firepower 9300- T A7 2 e (-7 vl B Al B it 76 FXOS hBcE, A4 H T 5V uEmU WAk

TAE IS4 Firepower 930048 & Jo FATA[VF nf UERI A 1247 .

* ASA - 7E ASA "PRCE T A VFATIER AL
TEMHHUAEIS R RRERAE P2 23 D 7 K B RN B A L 2 TR RIS R IDUEF5 . e 2R BT K
Koy HE B AH N KRR P o BRARRS M B RE A BRAS VN, S e ATl s o, PR Dy A
Dife s SRR VER], AB AR T BRAEANSZ R . VAT D) RE AL 5

fi
o At
* JZ°5 1 - Diameter. GTP/GPRS. M3UA. SCTP

* SN (3DES/AES) - U A A BEMK /7 RARAF 98N $AL, fH Cisco T 5E FEVFRME T 38 I3
T AT Bl R st s VF RS In 2 RS gk

it
=2

* Cisco Secure % /™ Jify - Secure Client Advantage. Secure Client Premier 5¥ Secure Client VPN Only

A ) R BE A BRI SR ASA TRV AR, 5% HP R0 Itk S R E RO 7= @k R iF S IR B
I18E (Allow export-controlled functionaility on the products registered with thistoken) S %AE, LUE
I SERE IR o I VR UE CRSHK 7 62085 G ST 45D o MISTENUAR N M2 R, X 1
FFEEAE P, A2 308 HminsEalil, FbEIa T b E. R gemk - &
SRIFIINEAZAN, {H Cisco T & AR VFRAT I s, #8n] LLTF Bl 5 in 3 8 nf UEas in 20 48 (rmk

HE4T ASDM vj 1) 75 EL 58 I %5 o

FiaZ |
o P BRI HEAR K .
WA, 1 s R DA E T . G R R S, ST DU S —
AEMK
o PRI BEBCIE R BB IK P L RAT S sR NS (3DES/AES) YR E I ESR, A REfE TR (2
S AR E R .
o W B MRPAT IR, ERCE NTP, 55 19 T,
o WIRAEWIUGVEE WAL E DNS, 57T &% & > DNSH IS IN DNS kS #.

=i

SRR I ORIE IR REVE T IK B S R A IR VR ATIE, S R I PR AR R A VP FTHIE o
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https://cisco.com/go/licensingguide
https://software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

{£F ASDM #3.E ASA |
B neees mirmienssipng

0 SR ER A 7 S HL S A i, RSV R Y 1 O R B R RE AR EAR IR . (HZ,
G AT SN IV RIE,  JUE# FH Cisco Commerce Workspace I ) Find Products and Solutions
R T B RN ATHIE PID:

24: 7 FIE R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

o BLAEVFATIE — L-FOK-ASA=, HEAEVFAIIER G 9 i), (HGAD IR R LA I 218 10 4 R AR A FVF
G TRk

* 10 15 =4 AL - L-FOK-ASA-SC-10=, 13 5t vl U2 M 35 M S8 2404 nl ik LA 2 48 1 75
o,

12 1 (Diameter, GTP/GPRS, M3UA, SCTP) — L-F9K-ASA-CAR=
* BEJN% (3DES/AES) ¥FAJE - L-FOK-ASA-ENCR-K9=, X 241K /" R FFAZ AU F i i 35 ) 75 82
* Cisco Secure % ¥y - 152 i) WRF & 2% P il R/ o IEANRE HLEAE ASA )3 LT IE .

¥ 2 1 Cisco Smart Software Manager "1, A E2KE b 52 45 V8 0 280 1) R FUAbK 7 37 SR 52 e 02 o
a) miili Inventory.

Cisco Software Cenfral > Smart Software Licensing

Smart Software Licensing

Alerts License Conversion Reports Email Motification Satellites Activity

b) 7t General LU -, xiidi New Token.

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWU1MzY 1MzEtZ]NmOS00MjF..8  2018-Jul-06 14:20:13 (in 354 days) FTD-5506

¢) 1t CreateRegistration Token X[ iEHEH, HALLF#HE, #R)5 it Create Token:
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| 1M ASDM 12 ASA

HFEEERS: EIFAIERS SRIEMINTE

Create Registration Token

This dialog will generate the token required to register your product instances with your Smart Account.

Virtual Account:

Description:

= Expire After: 30 Days

Enter the vaiue between 1 and 365,but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token €

Create Token Cancel

* Description

* Expire After - JARHEBUXIN R 30 K.

« Allow export-controlled functionaility on the productsregistered with thistoken - j5 i S &

PERR S o

ARG A A I BN 58

E 25: BEELH

General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The regisiration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By
MJMSZ]IhYTIEGQJlOSDOYJkZL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed
, A
[ 26: £ < 4
Token @ X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cirl + ¢ to copy selected text to clipboard.

FIB3 fF PR HERE , EFRS (System) > ¥ 7] (Licensing) > & 8E1F AJE (Smart License).
HIB 4 RN RESEMS A (Enter Product I nstance Registration Token) <7 B i A3 2t o

d) e FRAT O R 3 Sk RS T AT OT Token SEEHE, T UM HCRE4h 1D S B BTGB . 45 2E
WEASAIS, UEHER L IR, DAAEIZAR e Ja 1 A B

Actions

Actions ~
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B e

&/ ASDM %38 ASA |

R0 ASA IBEEIR &

* Smart License Welcome to Smart Licenses
Call Home Smart License is not set up in this preduct.To use smart license, first register this product with Cisco Smart Software Manager
Permanent License Smart License Product Registration

Enter Product Instance Registration Token:

mNPN"I'ImMDSNOVR\SSVFDdOdCb ...... = kUEVxMUIS%OAZFIMQTD%3D%0.ﬂ ...............................
If you don't have your product instance registration token, you may copy it from your Cisco Smart Software
Manager under the assigned virtual account.

Register

S5 il Register.

Firepower 9300 [ VF T UEMUAA UGN o M vT BE T 22 Lo Bl 18] o RS I 0 i vl A IR A
[& 27: IEFEiE AR

Smart License Status

Smart Licensing is ENABLED

Registration:
Status: UNREGISTERED
Export-Controlled Functionality: Mot Allowed

License Authorization:
Status: Mo Licenses in Use

28: FERR AN
Smart License Status

Smart Licensing is ENABLED

Registration:

Status: REGISTERED

Smart Account: Cisco SVS temp - request access through licensing@cisco.com
Virtual Account: Firepubs Main

Export-Controlled Functionality: Allowed

Initial Registration: SUCCEEDED on Mar 15 13:16:35 2019 CDT

Last Renewal Attermnpt: None

Mext Renewal Attempt: Sep 11 13:16:34 2015 CDT

Registration Expires: Mar 14 13:11:32 2020 CDT

License Authorization:
Status: AUTHORIZED on Mar 15 13:16:39 2019 CDT
Last Communication Attempt: SUCCESS on Mar 15 13:16:39 2019 CDT

Blmned ™ e i e Fime Abbaonmbs Ane 14 131,30 AA10 OOT

Unregister

#8: A0 ASA IBAE1R

T LA Firepower 9300 K ASA #5284 A Hh SIZ 451
LRI AL 0 s, 1S ASA S ARG B fE M .
T8 n] LGl SRR PG B A v R, B AR A R K 5 | SR L A
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ngms. smasazees |

FHia Z |l

c BCE S ASA R IS RECER I, 5 22 0l EHEEIRBE . HER,
R V5 OO O B LA B 2 1 OF FLiZ e ORI R A T s A MGMT)
Z:IEJ o

* WAL TFER.:
« BLi &M O ID
o ERLRE T TP Mkl AT 45 HE AL
* ¢ TP Hihl:
o PR By A e

B

i

T AL HUTE LS, ERBERE.
P2 fGlRIN > IR E, JFRENU TS

Add Standalone EIES
Device Name: ASA_1
Template: Cisco: Adaptive Security Appliance =
Image Version: 9.13.0.6 b
Instance Type: Native A4

QK Cancel

a) feftiR&ERR.
AR LR B RS | ST TG B B B O 1 AN A I P T A R e A4 K

b) X THR, HEERER: BENZERE.
c) EPMRIGRRAS .
d) M E (OK).

o s R - WA AR

TR 3 JEITEIRIR O X, AR5 milh E A B I RN
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&/ ASDM %38 ASA |
B nsems mmasazmes

Overview Interfaces QLIIEINVENTEER Security Modules Platform Settings System Tools|

Provisioning - asal » -
Standalone | Cisco: Adaptive Security Appliance | 9.12.0.59

Data ports -]
Ethernet1/1
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

Ethemet/1 | |
1l 2
Ethemet2/a | | ASA - 9.12.0.59
Click to configure
Ethemet2/6 | |

A4y R /EfE O U bR IR O . R)5 7555 ASDM 8 A e B X sz 0, S E
IP Hhuht,

TERA s O B B AR

ARGUR B TAE, T AFEIZ X HE T BV UG 5 SRR IR E AU TR U6 2 A
WA D T SEBLERIEAT, BJn T LU SO AT CLI BeE ik 2 i

$IE 5 {F—HR{SE (General Information) Tl E, S8 FAIEAE:
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ngms. smasazees |

Cisco: Adaptive Security Appliance - Bootstrap 71X
Configuration

General Information Settings

Security Module(SM) Selection

5M 1 - Ok | SM 2 - Ok | SM 3 - Empty

SM 2 - 46 Cores Available

Interface Information

Management Interface: Ethernetl/4 i
DEFAULT

Address Type: IPv4 only =
IPv4

Management IP: 10.89.5.21

Network Mask: 255.255.255.192

Network Gateway: 10.89.5.1

a) ALRSFEPIEFET, Sdi AT TG I i,
b) EHFEEED.
W O T S £ o s U TR AR A5 B 11 o
c) WEHEHR OISR, (X IPv4. X IPv6 5% IPv4 0 I PVv6.
d) MEER P,
BB T4 L1 ff e — 1P Hiuhik .
e) MIAMLRIBROOLATERKE.
W NCE L ES
TIE6 SR E.

Cisco: Adaptive Security Appliance - Bootstrap
Configuration

General Information Settings

Firewall Mode: Transparent &7

Password:

Confirm Password: sanssens

a) LR AR AN OUER.

FEBR AT, ASA BN W46 P — AN AR R e o BEAE SR i et A RN VAL T AN [ Y
T Ee STt BB KA 2 RB K, e R e o BRI B K
ANBR A 2 ) B A 6 (A 5 T 2 R A
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&/ ASDM %38 ASA |
B ==asom

RGANAEYIAG IR B N B B B K. RS E N ] 5 R i B, WA B A

b) A TR FL O] RS T 1 B
THRCE ) ASA BB B3] /7 /A B AR 3 B AE AT B A R I AR AT s W 2R AT FXOS Vs Il 42
B, AR B ] A e s R, W DO

$I7T HME (OK) SEHIALE XTI HE .
$1E8 LHRTE (Save).

PURE I 3R e A RCAS I8 5 |\ R P O R B 11 W I 5 I Y S OR824 o
#E1Z 48R # (Logical Devices) Ui, EAPIEHE ARG, MEHBE RS B A &N,
T LA A6 I P v B 2 4 SRS

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

||| &

Status
@ online D .*9 [t

=% ASDM

Ja %) ASDM DUF L & ASA.

FiaZ /i
* &% [ Cisco.com [[t) ASDM KAT ] T fifia4T ASDM MJZEK .
o WER HLFEE FEAS 12481% % (Logical Devices) TL I ASA i #1345 1K 75 (Status) 72k (onling).

UK

P ENEA A LL R URL.
* https://management_ip - 7553 F2/ 7 E P4 B 1 1P Huhik.

B fifRFa € https//, TAESRE http:// BT € 1P Hikk (BRIACH HTTP) ; ASA A& H3)
# HTTP i K4 Kk 2 HTTPS.
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| 15 ASDM 52 ASA
#asa tmEraiEEn [

B 7R CiscoASDM M L. S AT RES A R W 4 &2 8, DRh ASA AT 285Uk ; T bhez
A b 220 3 TR 1 ) Y T

$1E2 S LUFATHEN 2 —: Install ASDM Launcher B Run ASDM .
LB 3 M EEREMED, MR LR35 ASDM.
240 R Cisco ASDM-IDM Launcher .
S K LEA, MALEEE ASA I E B S, K5 AGHRE.
R B~ ASDM E% M.

7£ ASA EECEFRIIERY

] ASA Z}BCVFAlIE. 2520 42 /b7y BCARAEVF AT ik

FHIa Z Al
« DU HLES 1AV RTUEAR S5 A i E M BLAR » 26 116 1L,

32

FIE1 £ ASDM ', #KIKIEF Configuration > Device Management > Licensing > Smart Licensing.
P2 WEL NS
~ ™ Configuration > Device Management > Licensing > Smart Licensing

To configure an HTTP proxy for smart licensing, see the Smart Call-Home page. Note that Smart Call Home is
automatically enabled and is required for smart licensing.

Enable Smart license configuration

Feature Tier: standard H
Context: 20

Enable strong-encryption protocol

Enable Carrier

a) £+ Enable Smart license configuration.
b) MINEEE (FeatureTier) FHuglkr, EPFEA (Essentials).

DAL 2 AT H] .
o) (HiE) XTiE® (Context) VFHTiF, M A SIMEH .

FET LAZEA VP AT I D0 AR 10 R 5t B KA R8Ok 2500 fildn, B RTOR RME, Wk
T 2405 BEACRE S BRI 10 A0
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&/ ASDM %38 ASA |
B =zasn

d (iR KMEEEE.
FIE3 L Apply.

A R R BT AR N AV AT, TSI F VP R AIE B

T4 SEETHAPE Save Ebr.
LIS B HIFE R B3 ASDM.

RS P ATIER, R EEDRT R 5 ASDM A e 2 BB B A o

BcE ASA

HIFI ASDM, 5 m] LA i) PR B B AL AT REM e . 0L T LAT-Zh I E 1) 3 h R B I Th g«

UK

T KL R Wizards > Startup Wizard, #8)5 s Modify existing configuration Fik #2411 .

. Cisco Firepower 9300 \[J45 7



& ASDM #3E ASA

mEasa

@& Launcher File View Tools m Window Help

Startup Wizard... Cisco

(’a Configuration

Device List

% Add [ Delete & Connect

Find:

VPN Wizdrds
High Availability and Scalability Wizard...
Unified Communication Wizard...
ASDM Identity Certificate Wizard...
Packet Capture Wizard...

@ Monitor

ard‘ ? Help‘T\fDE topi¢ Go
I_

.|
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard

Startup Wizard Starting Point (Step 1 of 10)

Choose a starting point for the wizard.

© Modify existing configuration

Reset configuration to factory defaults

+| Configure the IP address of the management interface
IP Address:

Subnet Mask: 255.0.0.0

<

Startup Wizard

that your host uses DHCP, you may need to use the device name supplied by the ISP as the host name
of the ASA.

ASA Host Name:

T .
Cisco ASDM 88.28(0)4 for ASA - 10.83.45.103 - Startup Wizard
Basic Configuration (Step 2 of 10)

Enter the host name and the domain name of the ASA. If your Internet Service Provider (ISP) requires

ciscoasa

Domain Name:

Privileged Mode (Enable) Password

The privileged mode (enable) password is required to administer the ASA using ASDM or the
Command Line Interface (CLI).

| Change privileged mode (enable) password
Old Password:
New Password:

Confirm New Password:

$18 2 Startup Wizard #7515

© T

it
fi

SERC A :

o BRI, BLHE S SO SRR AR 1 TP Huhk DL H FH I

* HRAS I
* DHCP AR45%%
o HAth...

$I®3 (k) 7F Wizards
HIB 4 FARLLCE ASA,

w52

N g

S, BT HAR I .
WEE ASA RY R IE

IR
Ep

(RIERAERRCA R SO o
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B iaasacu

5 1a] ASA CLI

AT LA ASA CLI (1fjdE ASDM) % ASA HEAT M HERR el fid & . #& 0] LR FXOS CLI &8 LAy
M CLI. ZJa, %] DAZE R8s 0 FRCE S ASA [ SSH Vil HXEZ(EE, 550U ASA — %

BAFRC B R

UK

&/ ASDM %38 ASA |

M FXOS CLI, i 44 & %528, Telnet 34422 LL%R2 BB CLIL

connect module slot_number {console | telnet}

i H] Telnet SRR AAE T, 0] LLRIIN X BEHOITRE 2 A 201, JF Hpod R Btk

TP

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

BEREF) ASA BHIG .
connect asa
w15l

Firepower-modulel> connect asa
Connecting to asa(asal) console... hit Ctrl + A + D

[...]

asa>

i Ctrl-a, d ffi i HFE P26 & 1% [0 2] FXOS #&ik CLI.
i&[A] FXOS CLI [l 5| 5 2,

RHEHIA:
a) A~
TRHR 2 Telnet N H
b) ZLEH Telnet N, THHIA:

telnet>quit

IR Telnet &<iF:

. Cisco Firepower 9300 \[J45 7
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| 15 ASDM %32 ASA

=

a) FiA Ctrl-],.

Gt

PUR 7B T el i e &8 2 i 1 ) ASA, #RJFIEM 3] FXOS CLI fEF 5|48 )5 .

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

o LYRLERCE ASA, TSN R ASA FRANSOR TPdE S B R AT RRAS R SCRY

ASA B[ SEiE %

Lk A |FAER

S2EFAE ] Firepower | 9-12(1) | #LE 0] LAZE []—A> Firepower 9300 - [F] I 3558 ASA F1 JgJHpBrif 12 45 4% 45
9300 A AL o =

ASA A B Rk R i FX0S 2.6.1.

SCRF ASA AR B | 9-10(1) | B HUAE ] LAYEFBE ASA I $if 52 15 WA stk i

E IR S

TR FILFX0S 2.4.1.

BrH/E D HURE R BEAS ST

BARIRE > RN E > RE > B AEER M sE

BREMRETI R v6

9.6(2) | HEARF 1.1 BA T E] 1.6 FRAS . ITFR SRR AVF T UETR S, [ S e i U
AR HR R R AR ¥ B 5 N %5 (3DES/AES) Y i iE 24 .
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&/ ASDM %38 ASA |
B ssawmeias

oAk A | FEAER

WS B B VEUE 9.5(2) | T LA ) GTP/GPRS VF I UE KBz B VF r] UESR AL S G165 SCTP Al Diameter
Frill. X+ Firepower 9300 -] ASA, featuremobile-sp 7y 4 H 2L #% 2 featurecarrier
e
B 7T SRR BE > R EEE > 1A > EeeiFe
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