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2. TR SO SO 5 R 1SO SCPEE Bl CD-ROME:

3. NEAERREN FTDVE & G gl — BRI AL & S

DETAILED STEPS

S £4 8 “day0-config” F)SCAS A4+ N\ Firepower Threat Defense Virtual ft) CLI it & o 801/ 2% BB A oe T
Firepower & 2 HLO P15 B o

T

#Firepower Threat Defense

{

"EULA": "accept",
"Hostname": "ftdv-production",
"AdminPassword": "Adminl23",
"FirewallMode": "routed",
"DNS1": "1.1.1.1",

"DNS2": "1.1.1.2",

"DNS3": "",

"IPv4Mode": "manual",
"IPv4Addr": "10.12.129.44",
"IPv4Mask": "255.255.0.0",
"IPv4Gw": "10.12.0.1",
"IPv6Mode": "disabled",
"IPv6Addr": "",

"IPv6Mask": "",

"IpPveGw": "",

"FmcIp": "",

"FmcRegKey": "",

"FmcNatId": "',

"ManageLocally":"Yes"

1£ Day 0 Bl & SCAF R AR B 32 rp i A\ 2 DU A HD Firepower 13 75 FE 2% (FDM); il A\ Firepower & Ffy 7B
(Fmclp. FmcRegKey #il FmcNatld) [RME . ST %Ak R BRI, Krix se 7 By 45,

0 I SCAS SO e ik 1SO ST AR R #L CD-ROME:

5l

/usr/bin/genisoimage -r -o day0.iso dayO-config

%
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T—5 Mt 4
o W RAF ] virt-install, 1E7E virt-install 772 RN L 4T

--disk path=/home/user/day0.iso, format=iso,device=cdrom \

o WS A virt-manager, WA LL# ] virt-manager GUI €15 f2 81 CD-ROM; i 2 [ 4l FH I TE H -
FHin (GUL) #EA47 /R, 5 12 1.

Jah Firepower Threat Defense Virtual

& FHERERI AR S 30

LT virt-install (1582 A5 8 FTDv.
TR, 1] DOl PR A IR B I A R A AR A e R . IEAEAE T AU &
MR RS E K, SRR RE .
FEAS KVM V5 R O #0] UFR 2 LR e 4eA a2 —: writethrough. writeback. none. directsync
ok unsafe. writethrough $& /L2247 . writeback $2 LIRS NZE 47 . directsync 285t F LTI
ZiAE. unsafe W BESS AT A WA, JF2mK B V7% IRRENG K o
o Y HLE B SRIBTHLI,  cache=writethrough 15 Bl T [ KVM U5 &1 ML B SCHERER . Fedl]
AT writethrough Bt
« B2, T cache=writethrough ffIfii 4% 1/0 "5 N IX L= T cache=none, T LLiZAk 04 52 i
HEPERE

© WURMIBR T --disk 2B 1) cache 24, WIBRIAE A writethrough.

* KA E BALILTUAAT 1] Be K> Qe BRI 57 (R (8] 3K, —LE8RIH (¥ RAID #54)
ML AT RE iR 22 . IRk, AR PR 2247 (cache=none), M1 f# F BRIAE writethrough, 75
Bl T R s e e

o MWRRA 6.4 FFif, FTDv Bfin] 1) vCPU FINAF BRI 588 . 7E 6.4 Wi Z T, FTDv B2 A [F

SEMCE 4vCPU/8GB 7. 1HZ [ I3, TR FTDv V-G K/N1 --vepus Fl --ram S50 T 3§
I
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R 3 virt-install 3519 vCPU FI N E 5
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--vcpus --ram FTDv F & #4#&

4 8192 4vCPU/8GB (ERiA)
8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

L1 QKN “virt_install_ftdv.sh” [ virt-install JIAS

FTDvERIHL (VM) 2 FRAE I KVM L BRI T HAd B 202 ME— ). FTDvA SZREE 0K 10 N4 .
RS T PUANE T . L NIC 4002 Virtio.

FTDv FEARC B BUE B B . S DM D E TR —F M L. RERDHE 4L D46
JRIIJA B . REAU NIC 252 Virtioo 45 1 21 19 £ 53 e o Z5EAIE LA I

iR

o LEBEL (LFD
< 2.2 (bFD)
< 3AMEERR (LT
<4 NIRRT
5. CRliE) Bl - B% 6 4

Al

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--network network=default,model=virtio
--name=ftdv \
--arch=x86 64 \
--cpu host \
--vcpus=8 \
--ram=16384 \
--os-type=linux \

--os-variant=generic26 \

--virt-type=kvm \
-—import \

--watchdog 1i6300esb,action=reset

-

--disk path=<ftd filename>.qcow2, format=qcow2,device=disk,bus=virtio,cache=none \
--disk path==<day0 filename>.iso,format=iso,device=cdrom \

--console pty,target type=serial \
--serial tcp,host=127.0.0.1:<port>,mode=bind,protocol=telnet
--force

S 1% 2 J&4T virt_install JIA:

i
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/usr/bin/virt install ftdv.sh

Starting install...
Creating domain...

BEIRE ML AN, R s BUBLIEE R 6« T DG BUBNLEE RS0, o sh BBl 2L ehi e, —
HBANUSE IR, R USR] 6 B ) CLI fir 4

T—5 Mt 4
BT ORIV 2D BRER T Rl 5 10 A BAR S

s WA ARHEIR (Managel ocally)iE & (No), 5 FH Firepower & B 1.0 2 FTDv; 155
4 FH| Firepower & .00 B Firepower Threat Defense Virtual , &5 25 T,

o YR AR E TR (Managel ocally) i 2 (Yes), kil F A1) Firepower 4% 5 7 2% 45 B
FTDv; &2 1] Firepower 7% FI 255 #I Firepower Threat Defense Virtual , 55 17 T,

A R L P PR IR IR, 335 25 B T 4 BEA 1) Firepower B4, 5 1 0L

{E R ERH S E (GUl) #1733

A2 TFEIEDTAT ik GUI SR KVM JERIL. BLFF2)PE A virt-manager (tBFR 4 B FUALEE
B4 JH3) FTDv. Virt-manager & H 161 @R BE U & UMLK EDEAL T R o

N

AR KVM ] IBUVFZ ANER) CPU KA, X1 VM, Tl £ 5 ARG CPU V) ILAC I AL #1245
KA, PURXEIRA EHLCPU Dihe (WBFRA CPU bR #7E VM il . R RCKE CPU BBV E h
EM, AT, EAUNURERA S EILRZE MK CPU FRi.

P11 J33) vit-manager (N > RFETHE > BN EER) -
TG R BRI R R PN I 43R5 P A/ 8 AN 1K) root 14>
P2 e B, SRR ERAL (New VM) 115
B3 A RRBLEAE R
a) ST EERS, EFSAIE RS (Import existing disk image).
W7 VE SRV I I S NG L TR 3% (0 m e BhisE RS0
b) HdiaksE (Forward) 4K .
S NG
a) i, (Browse...), IEFEEWLG L.

b) LFEIH (Generic) fE AMIRIEZR G LA (OStype).
¢) HdigksE (Forward) k&%,
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SIE10

ERErAARE Gu) #TEs [

Jic & N A7 AT CPU 3L :

MR 6.4 FF45, FTDv B RJ#11) vCPU RN A7 R Y — L8 . 7F 6.4 lRZ T, FTDv #:3& J il 2 il & 4vCPU/8GB
Bets. WBW FER, TS FTDv & K/NK) --vepus Fl --ram Z 0T 2 FFHIMH .

R 4 [ERNEIR R STFF vCPURIAESH

CPU Sfed FTDv F & #l4%

4 8192 4vCPU/8GB (ERih)
8 16384 8vCPU/16GB

12 24576 12vCPU/24GB

a) Exf FTDv V& KM ECE R TE (RAM) 4.

b) £FXf FTDv V&5 KN B N CPU 24,

¢) MhisksE (Forward) 4k S5 4E .

verh 3R B E XELE (Customizeconfiguration beforeinstall) #E, #5E —AN&#R (Name), X5 5B (Finish).
PUATICERAER AT —A 3, ST DAZEIE R n . MR RI G 5 R AL IR B 1

&k CPU Mt &

MZEM AR, e AL IR SR (Processor), ARGk FELE (Configuration) > &#|EH CPU B & (Copy host CPU
configuration).

Ko AL CPU A5 ML E N H] T4 1 VM.

e i UL 2«

a) MZEMERRT, kR 1 (Disk 1).

b) EHFZRIE (Advanced options).

o) KL RZIN Virtio,

d) FFEERXIA geow2.

Pe & AR AT 6

a) MEMmt, k£ H & (Console).

b) EFMIER (Remove), MHFRERIARIEHIS o

¢) HdiiRinEEM (Add Hardware), ¥sin—=4& BT % .

d) X Ti&& 28 (Device Type), £k TCP net 4 (tcp) (TCP net console [tep]) .
e) X TR (Mode), ELFNMSHAA (FFE) (Server mode [bind]).

f) XFEH (Host), HiA 0.0.0.0 1 IP Huhl, #RJ5HAME—ixO (Port) 5.
g) LT {ER Telnet HE.

h) B R&SH

BCEA T IR, 8 KVM U5 &R Bl it F 3l il S/ -

a) FdiRInEEM (Add Hardware), in—&& T K& .

b) X TES (Modd), EFERINA (default).
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B =csoy0mEcswmr TR

$IE12

TE13

LIE14

) X FR4E (Action), HEPEIRHITE E Ui (Forcefully reset the guest).

e B 42D 4 A A 45 B 1

AR ANEEY (Add Hardware) LUR I, AR5 IE$ macvtap sl @ L& 40K (BRI MAR SRR .

EBR KVM L FTDv R 10 AME 0 - T AMEERE O, 1 ANSWE D, DURIRE 8 ANFH T S o 5 1 1
2P . e 3 90 2553 TIC 0 ZREE LA R U «

vnicO - FHEE N LT

vnicl—iZ I 1 CLATT)D

vnic2 - A CLATT)

vnic3 - WL CL)

vnic4-9 - Hdi I CRlig)

FEE IHMLS vnicO. vnicl F1 vnic3 B B [F— 7.

WIAAEH Day 0 FC & SCAFEATHBE, W2k 1SO 64 4l CD-ROM:

a) HdARmEE 4 (Add Hardware) .

b) EFFEE (Storage).

¢) HilnEFIEE S HMINAE 7% (Select managed or other existing storage), 4R il % 45 ISO A FRIA7 B
d) X TiR&E %R (Devicetype), i+ IDE CDROM.

W AU LI AR, Hs B2 (Apply)o

F FFUAREE (Begin installation), LU virt-manager i /T 4545 & (A 1F 15 B B ML .

T—5Hft4
B ok 1025 BRI e T B0 B 5

s WA AR EIR (Managel ocally)iE & (No), % H Firepower B H.0 2 FTDv; 1S
594 FH Firepower & /.00 B Firepower Threat Defense Virtual , % 25 T,

s INACH AR ETR (Managel ocally) it £ 2 (Yes), BRI HISE 1) Firepower 1 #% 5 BEAT B 3
FTDv; 152 {# ] Firepower W44 E LS HH Firepower Threat Defense Virtual , 25 17 Tl

AR e P PR IR LI, 35 2 B ] 4 BEA 1) Firepower B2, 55 1 0L

7£:%8 Day 0 BL E L HFHIBR T B3N

11 FTDvI & Web Ftii, WEREEAERA Day 0 BCE SCHFRIIGOL FREAT R, AZifii ] CLI >k
BEE AU

USSR B I, R 52 EULA. AR, T 12 R 10 /s o 5 R B s,
B R 2% B BB KBS R
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wan ey REHnERTay I

F M E PSR ER, B R s, RIS PR SN, Bl (yinye BRIMESAIFE T HE SN,
Ui [y]. 1% Enter BEAfINIEFE.

N

AR BHESERIIA BOE G SO A AR AT BEE, W AUE ] CLI.

FE1 HTJF FIDVIUE RIS .
FIR2 1k firepower login #7577 F, (BN EHE (username admin, password Adminl23) 4%,
FI®3 4 Firepower Threat Defense R4E/A AN, 222 0] SR EHAT LU T #4E, JFIABC B RGP T 21045 B -
* % EULA
o BT DY
* IPv4 5L IPv6 FiL '
* [Pv4 5% IPv6 DHCP ¥ &
o BRI IPvA MR ARS8l IPve Mtk A TS
* RGEHR
i VNEFS
* DNS & '&
* HTTP {3
< BRI GRREEAT AR B
PB4 RARENSFIRE. BOAMISLATA KA S SR i T . B AR, 151 Enter .
PSS IR TR SR E -

HIR6 Lt GIR N F] firepower # LRI, BN B LTI .
PIT KM CLI:

T—5#tta
B TR 02 BRI T 104 TR

s W B AR ETESE (Enable Local Manager) i #%& (No), K8 H Firepower & Hrfu0y 4
P FTDv; &2 W1l J] Firepower & P HH.0 7 P Firepower Threat Defense Virtual , 2% 25 T

o WAh B AR EIESE (Enable Local Manager) i FE 2 (Yes), %l FH4E K] Firepower BE4%
EHS B FTDv; 1524l H Firepower % % BL#% & P! Firepower Threat Defense Virtual ,
17 72,

AR B BE , W52 00 B B Firepower ¥245 , 1 1 I
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B =csoy0mEcswmr TR
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59 =

= ML Varlan og /ak -
{s£ F Firepower 12 % & I 28 & I Firepower
Threat Defense Virtual
ARFEA U BT FDM & #1357 5 FTDv %% . ZEEBE @l XS, 1215 FDM L& F&
[
o KT H Firepower ¥ £ #2555 #L[¥) Firepower Threat Defense Virtual , 23 17 1T

s VIATCE , 5518 1T
* WHAT{E Firepower B4 E FLAS AL E W&, 55 20 UL

< F{¥ H Firepower 1% & &2 25 & 12 HY Firepower Threat
Defense Virtual

FUAECE

Firepower Threat Defense Virtual (FTDv) s 8 F NGFW fi# vl 75 ZI EFML 44 . FTDv $245F F—
RIS, BFRIRESE K. B, N —RANRPIHR S (NGIPS). W AT 5 T 1% (AVO)
URL 138, AL 2R S8R9 (AMP).

0] LIE ] Firepower ¥ £ #1248 (FDM) & ¥ FTDv, IX/&#4) Firepower Threat Defense 75 16
(LT Web MR BB 3. ] LA FDM G & 5 FH T/ B I 28 IR AR AT (R R AR T g It i
LB —GELE WA MW MR TT, FEIXFM L, Jof i & DR 2 o sk s il
% Firepower Threat Defense 1345 11 K7 fY 4% .

T SRS K % B 2 H Firepower Threat Defense SCRFIF B &R DI Re MIBCE, %18 H Firepower
B (AR Firepower B4 FEAS) SKECE BB & . ARG, 1S4
Firepower & P 41,004 21 Firepower Threat Defense Virtual , 2 25 7.

BEREAT SRR, AT DU A FERE 10 B SSH i 1H) FTD CLI, 7] BAM Firepower CLI 3% 4% 5]
FTD.

FTDv BRI MC R B LR N 3% VB TR — 7 M E o A0 B L2 B AT HLR R I, A e fd
P REVF AT IR EUR S0 7 ) ST o
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1% P Firepower 1% % %72 28 %1% Firepower Threat Defense Virtual |
B onm=

Rk,  BRIAECE 10 B i 4 T LK Management0-0 F1 GigabitEthernet0-1 (NB) PN L #5IE R
JEFUAZHML IR — 2 o RO BRI AS R A0 TP b R DG, DRI, A 11 i i o N
R, SRJE L AN T B

L T LLIE R Management0-0 4% 5155 1 1 A B8 1 K7 OAS ] (61 00, 4 B AT ELIER 0 42
NFIE% RIAT o AR A 0 &% LA I A B2 1 TP bl A0 g 5

FTDv E XA B, 2000 H 20 PA 810
* ERWLA S —ANE2 11 (Management0-0) 2B #R 211,
o HEAUNL BRI SE =AM 22 W42 1 (Diagnostic0-0).
o ERIHLEI = AN2 10 (GigabitEthernet0-0) &AM 1
o ERIHLEI DU L (GigabitEthernet0-1) & A 8% 1 o
TRIE W] LA I 22 78 AN B MR as Jriee 1, ARBc  R B0k B )\ AS  n SRAS IS 1 Bk

F1s VR ORI D 255 WS 28] TR0 %) L b X 8, T LA A i 42 1 s il 2 281 — AN E— 119 1 B VLAN.
HZH “BE VMware #2117

[y s o
il &
S NI A A FTDy 7EIZ8 0 EREAT, HOrP LA A4 20 4 B e A\ 28 DA K2
R B T B A A M T LT B F PR SR R BB I
o {J) FDM Web JLIii CHEZE) . FDM 20 H 4 S ot e 470 P T T A A BRI
PIRY.

o A A AT AL (CLD) W& WS (ATk) o Al RMIEH CLI & n 3 (AN & FDM) AT Y460
B, FEAT LA CLI PAT MR o AR nT LA ] FDM SKECE . E R RE: 1550
(RJik)  “Ja3) Firepower BB 3 CLI 15”7 .

DU 2 21 A e A X 28 F R AT REHIAA LR -

|2z Firepower 1% & &I 38

FE B IR Firepower B BLAS (FDM) I, RET ol id e 4% e L ) 348 358 ) in RETHC L

LI FIIT AR5 5% FDM. W ARAE CLI AT HILARCE, Wil https://192.168.45.45 ] JT Firepower ¥ #% 5 3
o

F1 2 i /4 admin FI%5 60 Adminl23 % 5%,

PEI MR RERRLG, 1 HEARMHL CLI 236, RICKIRREI T2 < m& M Vil Bl ” LA B
EHLGE . HAERX PR, A Redksk.

WA AR VR ER O E LU IE D, AR JE i TR —35 (Next).
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| 1% Firepower % & %32 83 %1 Firepower Threat Defense Virtual
/25N Firepower i £ & 183 .

TR T —% (Next) J5, BB ER TSRS . %8S m 44 “outside” , FFARINE] “outside zone”
AKX ORISR E IEH .

a) $PMEBIED (Outsidelnterface) - RN R 3 W SC i 78 1 & itk b2 RO 2 o 1 o AEADUR LS BB IIA], A REs
PSR RL o S — DN EEE R L BOARI SRR 1

BL & |Pv4 (Configure | Pv4) - 4MHEZ 111 IPv4 Hilik, ] DLEA] DHCP, 0] DLFZhH NERAS IP Huhik, 7™ HE
ARG, J34h, AT LliL#Ex (Off), ANHCE IPv4 Hudik,

B & 1pv6 (Configure | Pv6) - #MFE K Ipv6 Huhk Al LA# ] DHCP, 0] PLFah4m N HiAs IP Huhk. syZgiFnm
Ko A, WALk FES (Off), ANHCL'E IPv6 Hulik.

b) EHIEQ

DNS AR £58% (DNS Servers) - R4 HHE ) DNS JIR554 . HA DNS 5548 1) — Al 2 A ik DU AT 44 55
ERUME A OpenDNS A3 DNS IR 45 2% o WA g’ 7 BOT AL SR BRAE, 15 ¥/ Fl OpenDNS(UseOpenDNS)
DU OB 43 1) TP Mkt 2 N 7 BL

Br X 3mEHZ (Firewall Hostname) - &40 BHAIE F 4144

R TEAY 5 25 152 ) 0 & Firepower Threat Defense X £ 1, R G4 4 H S AN b it fe 4 ik AN BRI U
) KU o AT DAAE 58 BT AR IC T B SO 26 T )

LIRS MERGNREE, KGR T—2 (Next).
a) BF[X (TimeZone) - %EF RGH X,
b) NTP BJ[E]BRS5 2§ (NTP Time Server) - EFATH BRIA NTP e 554%, 02 T-3hfi A\ NTP &2 bk, v B
INZA MRS A ARAL AL
PIE6 N ARFME BV,
HA RGP UK, A BB N H REFLEMVFE. &], n LAEH I 90 RPEALVFvE, LLS R
WEBREVF] .
BN R 4%, T R B S S I R BRI AR K T, ARG A R, IR 1% A R B G AT

PF VPSR AR, IR RSN 90 HiTMEHAM A EAR (Start 90 day evaluation period without registration). 417
R JE A A T SRR eV ATE, 5 SR SR B 1 ¥4 44 AT TR 42 I 4R (DeviceDashboard), #A )5 #iifi & &
FATIE (Smart Licenses) 20 (4% .

PRT AT (Finish)s

T—F 4

* i FH| Firepower A& 15 BLAS L B 5 45s 15 S P WAL Firepower B4 B FLAS P AL E W& » 5 20
s

A
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1% P Firepower 1% % %72 28 %1% Firepower Threat Defense Virtual |
. WA 7E Firepower it & EIRRE PR E IR &

an{A 7 Firepower i F EEEPEE L&
SO TR IR, IR 0 THEIENRE T F oAk
o YR L1 A B
o (AL P PSS SR U
T NAT UL, T4 747 P9 SR BAM AL R A 11 TP b L0341
* 7N HEE B 4L EIZ47 11 DHCP %545 .

LUR 2D SRR T AT Ty ZEA0 A A AR DI g . 15 ol DU A WL L (), BRI RSP IR AN
.

HIE1 EFRiRE (Device), A5 i B 8IS ATIE (Smart License) 41 (& FHBLE (View Configuration).

X TR AR A T B R VF AT IE Qg EAE. URL) , Huii /AR (Enable). WAL o fe i i+, ik
R BT I RA VPN VFRJ iR WRANMI € 1 5w BTSN VRRTAE, 35S BV e i .

URTEN A D TURRAT 48 . oV A (Request Register), JFHCIBBEUIBATHEIE . 7R VFAR
VETESIRTEATEA.

1, BT R AV T

1: B /2 R BB F ATIE

Threat DISABLE

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this license to
apply file policies that control files based on file type

Includes: Q; Intrusion Policy

P2 WRRCE T HAME D, HIEFRE (Device), AJaHHi#E0 (Interfaces) 41 ()& FBBELE (View Configuration) JFid

BERMEO.

A B S A 1 Do AL A D0 %, BN SR L  PR i Al AE A BE L (ke s (@), s L TP
HihE AN LA B

PUR 7Rl — MR BCE A “FRsgX” (DMZ), o] DL R A FFJ5 [ 5 (a0 Web IRZS4%) TBHE I, 58
B AR TF (Save).
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| 1% Firepower % & %32 83 %1 Firepower Threat Defense Virtual

safz Firepower g gEsrRERE |

2:4miEHEO
Edit Physical Interface
Interface Name Status
dmz ‘)
Description

IPvd Address IPv6 Address Advanced Options

Type

Static .

IP Address and Subnet Mask

192.168.6.1 ! 24

HIE3 WU CECE L, EEEXTR (Objects), A5 M H bk % £ X8 (Security Zones).

AR it 2 G 4 B B BT DIk o RN VAR A 2 TN DX, DR s AR AR 24 4 DTy AN 4 ORGS0 o T
B I ASRER S Db, DRk 24 BB 1 BOE AT 3 I O R 2 Ja s S 2 e X 0 5

LUR7s B s i DMZ 45 B — A H K] DMZ X3
B 322 RExg

Add Security Zone

MName

dmz-zone

Description

Interfaces

+

(] dmz

(&R T KVM &4 Cisco Firepower Threat Defense Virtual \i 1#5%) [



1% P Firepower 1% % %72 28 %1% Firepower Threat Defense Virtual |
. WA 7E Firepower it & EIRRE PR E IR &

S A4 G0 BN S i ] DHCP M B4 3R B IP bk, 1% $& % (Device) > RGI&E (System Settings) > DHCP
AR 5588 (DHCP Server), #RfFEFDHCP BR%$528 (DHCP Server) T .

WL L CRCE T DHCP iR45%, (HAT LAG et ikt ol 20 SO . A R0 T A iz 1, TR T 2 1
¥ DHCP JIR 55 2 AR H S ek o Fely +, DA P 4% 1 G A A 55 i A bkt

Ak, ] LIAEECE (Configuration) ZEI0 Kot ok % 7 s 2 L) WINS FI DNS 51 & B TR 40038 . PR 7~
TRUMALE inside2 311 (Hibkih A 192.168.4.50-192.168.4.240) % E DHCP JR%%8.

[& 4: DHCP Rk %5 23

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

PE/S PR E (Device), AT H (Routing) 414 N EFBELE (View Configuration) (EfIiE % —/NE87SEEH (Create
First Static Route)) , [ic & ERIAE .
BRI H A0 48 AL T-A 2 10 2 A 3B ISP 6 1 2% . ZRIAI IPv4 % fiE ] T any-ipv4 (0.0.0.0/0), TERIA
IPv6 % fidi T any-ipv6 (::0/0). A Il FH IR TP AN G E% . an SRAE ] DHCP SREXA/MHEE C sk, W]
RE LA BT BRI i .
iR BT e SR HOCE R FEdEE D, A R L. EigE > RFIRE > S EO L EE
R,

PL R 7- ) B TPva BIER N o AEMRBIR, isp-gateway 42 ] TR ISP W56 TP #uhik (48 4 % (25N ISP
R o ATLLE G B 3k (Gateway) 7K BRI B I FT M 48 (Create New Network), SREJEIZAT %,

. {i& FiF KVM #9 Cisco Firepower Threat Defense Virtual \|715E5)



| 1% Firepower % & %32 83 %1 Firepower Threat Defense Virtual
safE Firepower g & gt RERE |

5: BRINES

Add Static Route
Protocol

(®) 1Pva O 1eve
Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks
ft: any-ipvd

HIB6 LR (Policies), I A M4 E %450,
A8 LR ) UL B AVF I X 38 5 A DX (AP AR R sl R I 52 11 38 i) 382 11 Rt et s FH ) 465
Bl (NAT). BIERCE T8 1, W3R 0 in 20 38 X 3o G, U il 35N 1 3 B Tk 24z 11
R, A Z AR O, WG ZE— 4507 )P I RUR A Vr N X S 2 A (R f o BN LAt 22 4 I, )
TN S A8V I S X a2 TA] PRI He o 3K A A 5 R A 7 ) o U B B 110 B
BEAh,  fa ] e A S DL BE B IR S, FEXF NAT FOU5 1) UNBEA TR AN 2%, DUScIl L 20T B 51 . 4]
DARCE L SR
* SSL ##% (SSL Decryption) - QIR LG N2 4 (F1 W1 HTTPS) 2 G AR . MmO, W Jifil 25
. A SSL % SRmE A T EEAR A G . R EIERE, SBILEFIN.
* 5% (Identity) - QSR 20K 24553 5 25 AN PG, B F P B0 7 20k D3 5 Pkl 2 U i), 1 A H]
S0 S o 5 45 2 Y TP MLk CIR I L
« REEM (Security Intelligence) - 1 FH 2 A 15 40 SR ms PR 571 H A1 N B 4% B0 TP Hbhik B URL ()i&E+z. ¥ C
IR AN R AL LS, R D7 4 ) SR i R AT DG 75 5 R I ek 5, SRR HR A s HTEE R () L e b
URLYE, w2l B2 P ah A TR . AR,  Jo5 0 i g SR mE RS Il b B 8 4% frb (i H
* NAT (Network Address Translation) - {4 ] NAT SR Py 8 TP bk 4% oy A0S ) i iy sk o
* ifyialdE (Access Control) - 4Dyl 2 il SR Al 58 N % 1 VIR . B mT LA 224X 3. TP dthhik. #pi%s
i L URL. M s P AT 98 S8 ] LUAE FH U5 il 42 R0 U)K B PN AR S mis R SCpF - Ol
Fele o AL SRS St URL i 9.
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{£ F Firepower i% & & 12 85 & 12 Firepower Threat Defense Virtual |

. WA 7E Firepower it & EIRRE PR E IR &

* A% (Intrusion) - i FI A2 SREMS A I LA g b RIS ASE F 07 il 42 SO0 U) N N AR S, AT m] DA B AR 3R
W, DATEBEE: b A Bl A F e 5 i NAZ )
LR 78] S5 7 U] 70 U 1) 45 ) SR o fe 0 N X 3 S DMZ X S A (i . fEdb R, AR Ak 5 F3g
BEEATMET, HFEIEE (Logging) Br4t, Hrh7#EEIELE RET (At End of Connection) JEX CLg ik .

[ 6: 3 ISR SR

Add Access Rule

Order Title
v W Inside_DMZ

Source/Destination Applications URLs Users Intrusion Policy File palicy Logging

SOURCE DESTINATION
Ports * | Networks

Zones : Metworks + Zones

ﬁ dmz=zone

B inside_zone

LT EPRE (Device), )5 HiiBHT (Updates) 4l IMEEFELE (View Configuration), A FR G050 R RC & BB vh-&l

DU RAE IR SRS, 450 “HREN” A1 “VDB” Hodl st B IR . WURAEH] 22 R, 1A “HU0” A “VDB”
el PEVCE BRI o A SRAEAT A 2 4 S o A P s PR B A UL RC A5 PE, 14 U A “VDB” Kl PR E

iR
<)
T8 LS (1UERE (Deploy) f2l, SRR Hli L BIRREFEL (F= ), DAAE X B (K B
AR S Bk, A ARk

T—2Mit4
1 AH ] Firepower B4 5 FL 455 H Firepower Threat Defense Virtual [ 7£41M5 8, &S GEH T
Firepower % 7% & 2143 11 0B} Firepower UMM & FE 7 ) X Firepower 15245 & LA EEHLHE B

I GEMT KVM g9 Cisco Firepower Threat Defense Virtual X\ J#5%)
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4.

{€ F Firepower & 2 A1/ & IZ Firepower Threat
Defense Virtual

A A AT BT ] FMC & B k7 58 FTD % £ o
A\

AR ARSI R R FTDv RO DI REI R4S S, #5214 T H] Firepower Management 5 ¥ Firepower
Threat Defense Virtual (] 5o A SRR TR IHRRCA BT, TS ERICAT (FMC Be B35 15)
SRIOpI L 38

* KT H Firepower £ HH .0 B[] Firepower Threat Defense Virtual , £ 25 1
o B3| Firepower & FIFRLy , 2F 26 TT

* [u] Firepower & LM & . 56 26 1L

o MUE IR, 5 28 1T

* Jjln] Firepower JZJBpSi 18 CLI , 5% 39 1t

< F{¥ H Firepower &2 #1:» & 12 1Y Firepower Threat
Defense Virtual

Firepower Threat Defense Virtual (FTDv) /& R NGFW fif &k 5 E I LA 4F . FTDv 42t &R~ —
R K B IRSS, EFRRAPT KB B N AN R BB RSE (NGIPS). W H AT 5 AT E (AVO).
URL i€, PLAGS 0% i (AMP).,

0] LU Firepower 5 B H0y (FMC) 45 B FTDv, XJ&—MNIIREF R 2 WA g, 17 T 5k )
R4 L. BRZEEFMC A R, 1ESH FMC AT 1465 .

FTDv W& 4 fC%s FTDv ERIHLEEEE: O LY FMC Mt S 2 lfE .

FEAT IS HERR, 8] DU R B 0 1Y SSH i i) FTD CLI, tHn] LA Firepower CLI JE 4% E
FTD.

(G&FF KVM & Cisco Firepower Threat Defense Virtual A\ [135%) [}


https://www.cisco.com/go/firepower-mc-install

{& F Firepower &3 /1., & T2 Firepower Threat Defense Virtual |
. % 52| Firepower EIE 0

% %% Firepower EIE A0
fdiH FMCHC & ) Wi ¥ FTD.

Tt 2 B
XRS5 R, WS B FT IR RAT B (2 Bhttps://www.cisco.com/go/

firepower-notes)

PR AT SCHF R S s A LU URL.
https://fmc_ip_address

Hrp fme_ip_address #x FMC () 1P Huhtsk 4144 .

PSIE2 NI P AR,
HIE3 AdER (Loglin).

[a] Firepower EIEF L EMHE &

FHIa Z Al
itk FTDv REAUBLC BB . SRl s JiIF H C s ke bR sy .

\}

AR ik e 8T day0/bootstrap JEIAS FMC ?E@ETE’J/T:?%L{E o R, WLARSJEAE CLI H Al H]
conflgure network i WM A XL E . iS00 FID 45 %

L1 EFIRE (Devices) > #FETE (Device Management).
SR 2 AN (Add) FH 2R IEFRINE & (Add Device), R EHIALL TS5

I GERT KVM # Cisco Firepower Threat Defense Virtual \i 7357
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| { Firepower 3% &1/, &2 Firepower Threat Defense Virtual
& Firepower &2 d0 i AR & .

Add Device 7 ®

Host:* ftd-1.cisco.com

Dhsplay Name: ftd-1,cisco.com

Registration Key:™ LT T

Group: Hone s
Access Control Policy:™ | Instial Policy s

Smiart Licensing

Malware

Threat

URL Filtering

Advanced

Unigue MAT ID:7 500123nat
Transfer Packsts

Register Cancel

EM (Host) - it NZEA NI BE& 1K) 1P Hihik.

» BRAFR (Display Name) - fii N EAE FMC H o (1 B8 445

SEMZSA (Registration Key) - i NELE FTDv 5| SR PR E 1 45 & M 25 .
1% (Domain) - U1 SR AT 2T, TR BRI IS 0 B

48 (Group) - WAL, WPk Ly Bic e de 4 4

7 lal45 I S A& (Access Control Policy) - LB s . BRIk D2 A [ O A 1 A e ks, 5
3% #¢ Createnew policy, #8J51E#¢ Block all traffic. 2 J5 & m] LARE St i & DA RV Sl s 120 e & Vs
i, 5 37 L.

New Palicy ? X
MName: ftd ac_policy|
Description:
Select Base Policy: Mone -
Default Action: © Block all traffic Intrusion Prevention Network Discovery

| Save I Cancel

* BHEVTAI (Smart Licensing) - J4 L0 YD RE /- LT 75 R BEVF AT IE: Malware (HERIEATHAE T AMP &
B Threat CUSREHFTHAHAZDIMED) o URL  Can ST 5 St 128000 1) URL 198D

* ME— NAT ID (Unique NAT ID) - 5 5€ & 7E FTDv JH 32/ 7L & 45 € 1 NAT ID.

(G&FF KVM & Cisco Firepower Threat Defense Virtual A\ [135%) [}



1 P Firepower &3 &/, &2 Firepower Threat Defense Virtual |
B esssrzesw

« BEEEE (Transfer Packets) - AJ ik i3 24K Bl AL 5 22 FMC. Qi 3478 3 H Btk Tt il & T TIPS 58X, Snort 45
HOE, WA CEERE BRSO HE R 3] FMCHFA TR .t B2 R bk 3, AT S B kit
2| FMC, #HHOEIRAKIZE.
$£123 il EM (Register), FFRIAE R

WREN ST, BEARA NP . AR R, A R AR R . R FTDVIE MR, SR LT
Iﬁ;

* Ping - ¥ 1] FTD CLI (¥ ] Firepower BHS 4 CLI, %5 39 1), SRS 4EHLL T fir4d ping FMC IP Mt
ping system ip_address

Wk ping AN, AfA show network i &K 2 M 4% ¥ B . WER 7 22 8524 FTDIP #ihik, {7 configurenetwork
{ipv4|ipv6} manual 4.

* NTP - #fiff NTP k%% 5 R4 > B & > B 6 [ 55 UL i L) FMC R 4588 % e — 2.

« VM. NAT ID Fl FMCIP itk - £ P AN 138 4 AT R AR 1R v 53R NAT ID CAnfg D o I RLfE
FTDv EA§ H configure manager add i 4 ¥ VM3 EHF1 NAT ID. AR n] DU H it i 4 B3 2 FMCIP Hiik

BCEERL 2R
AT 53 A G A A8 FE AT 1 T A 2 A SR
o NEBFIANER R 11 - Dy A FR A 17y e & 1P idik, IR DHCP RSN
* DHCP JlR4s# - 76 iz 1 b2k % it {f 1] DHCP i 45
o BRIARK - 380 AR R A InER U Hh
* NAT - fEAMHEZ L1 FAT #2111 PAT .
o Vil - F VR P B AR

W EED, 290

FIE2 [LE DHCP 4% , 532 100
PRI NINEIAK S, 533 0T
HIE 4 [iUE NAT , 4 34 11

WIS ECE VT, 5 37 I
PE6 HEACE , 438 L
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| & F3 Firepower & 12 f.(» & T2 Firepower Threat Defense Virtual
rzzn |

BcE&EO

JaH FTDV#E [, AR A X I S 1P Hikik . 8%, 2 /DRl E AN A Bl R4k
AT R SRR G, OB TH A LU RS el R AN 1, DL R I N
AN, Hih e AT RE S “BEESX ” (DMZ), #] LAFE o & mT 2 TEV5 6] 1 =, 9
Web Ik Z55%

HLAY )30 25 %t 15 1 2 Tl ik DHCP M ISP SRINAMGR 42 bt [RIIAE R4 10 o SCER A bk

DL TR A P DHCP 643 11 P M T — A . (Al , JF7Esk D Ah LT T — Bk
K

HIE1 %58 & (Devices) > i & E 1 (Device Management), R J5 k& MeE (& ) .
$B2 13N (Interfaces).

irterisce. Logstad e Tree Swturity Deses Hag sabdernn ATy Stardier ) AP Address Vertual famtes

EEEEEEEE

PR3 PLZNTARIE O gwE (& ) .
VEIRE 7s— % (General) 2T
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1 P Firepower &3 &/, &2 Firepower Threat Defense Virtual |

B =s:0
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
MName: inside Enabled Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 5000}

QK Cancel

a) FIANKER N 48 T4 1) Name,
filan, K448 inside.

b) %+ Enabled & iEHE,

c) ¥ Mode &% 4 None.

d) MZEXHE (Security Zone) M AR ESF NHUAT PR 2 A X, 8 HliZE (New) S B i) 2442
R

B, A4 inside_zone (X 38, VBRI I 73 HU4s 22 A DR/ s i VAL . AR A g s T
A A, ARRTUARIN & T2 DA T DUOARES X I sl 2 N 22 4= Sems o il 0T LICKE Y i 11 i
B AR, TRE AN 2 BB AN DA AR5 T LASC B ] PSRN, SR VIR A AL RSN, (HAN TR
VEMAMBE AN ER . K2 BRI SR 2 4 DX 0T LLAE NAT S Fid JE 4% S AT QoS SRigg Hh A ] X
BN

e) il IPv4 F/8 | Pv6 I .
iR Google =V &5 L1 VPC M4 ASZHF IPv6.

* IPv4 - I\ Rz R ik BE B Ea7S |P (Use Static | P), R )5 LARMT i IP Hidik A7 46
B, i\ 192.168.1.1/24

. {i& FiF KVM #9 Cisco Firepower Threat Defense Virtual \|715E5)
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f)

Edit Physical Interface

General li:. IPvE Advanced Hardware Configuration

maz0 ||

IP Type: Use Static IP w

IP Address: 192.168.1.1/24|

192.0.2.1/25

* IPV6 - GRS [ B B % Autoconfiguration 53 4E .

L E (OK).

S 4 T AN O fEE (& ) .
IR IRRHE SR — A% (General) 3T

Edit Physical Interface

m IPv4 IPv6 Advanced Hardware Configuration

b)

d)

e)

eg. 192.0.2.1/255.255.255.128 or

Name: outside Enabled
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - S000)
QK
BN T B R 48 AN T4 Names
B, FE I ar 44 outside.
¥ Enabled & 1EHE.
¥ Mode & 4 None.

MZ £ X1 (Security Zone) 813 Pk — DB I A1 22 A X
Xk

B, #I—A~4 4 outside zone XK .
ik 1Pv4 FI/BR | Pv6 & T0 1< .

TR Google z & L VPC WAL FF IPv6.

| Management Only

Cancel

» B PR TR (New) Vs in— BT 22 42
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* IPv4 - % $%{EH DHCP (Use DHCP), #RJGICE L NS4
« {£F DHCP FXEX B\ (Obtain default route using DHCP) - )\ DHCP JI45 %5 3k BUER A 2% 11 .

* DHCP & H#g#x (DHCP route metric) - 73 fic 2 T sk & A BEEE 25, A1 1 F1 255 2 [0). SRR
HH BRI BRER B0 1,

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use DHCP w
Obtain default route using
DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - TR A B E ik B BhEL & (Autoconfiguration) & JEHE.

) B E (OK).
SIS BERTF (Save).

Bic & DHCP AR 552
A\

FR O NURTEIE B AL ST (B AWS. Azure. GCP. OCD) , Bk thFe.

o

L B AS Y% P ] DHCP M FTDvARSREL TP Huhil, % J5 Ji DHCP AR45 2%

HIB1 %8 % (Devices) > i & B (Device Management), R J5 k& NIgEE (& ) .
$1% 2 %% DHCP > DHCP fR% 28 (DHCP Server).
W3 (ERRE RS (Server) T F RN (Add), SRJSMECE DL I

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* $E0 (Interface) - W\ 814 UL HERE 1.
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wmziczs |

* Hbiitith (AddressPool) - DHCP il 55 448 JH ¥ 1P b hib f) i fl CANERAR B Bt ) o 1P bk S [l 06 20 1y 308 5 45 11 o7
TAHREM T L, HARER R B 51 1P Huhik.

* J3F DHCP BR% 28 (Enable DHCP Server) - 75144 1 I3 1] DHCP JIR45 %% .

T4 PHE (OK).
PS5 1iRTF (Save).

NINERIA RS H

BRI EH I 45 1) ] AR U5 i (1) B3 B 8 . Wi AEf DHCP FAEANSEE T, A IR 5 2% )
RECLAWCE T BN o W SR TR ETF-I Nk i, R R P HAT . SR Ek 1| DHCP JIj %545
(FIERINEK 1, Ho¥s 7R 7E Devices> Device M anagement > Routing > Static Route T [fii_E 1) 1Pv4
Routes 5% | Pv6 Routes K 1.

$IE1 %R & (Devices) > EZEIE (Device Management), AJ5 iAdik & 4weE (& D .
$I82 A (Route) > Fa75E&H (Static Route), HiliRMNEEH (Add Route), 2R & B E LR I:

| Add Static Route Configuration ? X
Type: ® vt O 1pve
Interface™ outside v
Available Network (5 (%] Selected Network
| 2 Search | =2 any-ipva &

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

* ZE (Intrusion) - MR EAINERA It 10288, ks [ Pv4 51 | Pv6 B ik 451 .
* 0 (Interface) - WEHH L5 lHEIMTHE M.
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B e=nar

* AT M 4E (Available Network) - 24 IPv4 Bl HIEFE (£ E ipv4 (any-ipv4d), A IPv6 BRINES HIEFE £ 5 ipv6
(any-ipv6).

* WX (Gateway) 5% IPv6 R 3K (IPv6 Gateway) - it A\ B FEAE A bk b i F — AR AL I O fH A% o S8 mT LU
At 1P btk B 2%/ AL 5

* $8#R (Metric) - fI A2 HARMIS ER S8 ATREVE Y 1 21 2555 BOAMES 1.

SE3 PERAE (OK).
R s I B s R

Overview Analysis Policies aUILEN Objects  AMP  Intelligence Deploy s System Help v admin v
Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates
10.89. 5.20 You have unsaved changes B Save 0 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device BUCTTEITM Interfaces  Inline Sets  DHCP

OSPF & Add Route
OSPFu3 .
Network Interface Gateway Tunneled Metric Tracked
RIP
U.j BGP ¥ IPv4 Routes
» Static Route any-ipv4 outside 10.99.10.1 false 1 & @

] Multicast Routing
¥ IPv6 Routes

T4 1 HRTFE (Save).

Bc & NAT

SR NAT U230 P bl B 46 S S04 11 TP ikl b i 110 3X 58 NAT RIUHR by 2 1 s 11k
He 4 (PAT).

HIB1 L% (Devices) > NAT, R i Hi sk #E (New Policy) > BB NAT (Threat Defense NAT).
SIE2 AWM, EPEEAEH s 1 A, AR5 HiliSave.

. {i& FiF KVM #9 Cisco Firepower Threat Defense Virtual \|715E5)



I {5 A Firepower &2 #1:, &1 Firepower Threat Defense Virtual

CEIN |

New Policy ? X
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices

4, Search by name or value | 521192.168.0.16

| Add to Policy |

| Save | | Cancel

SR B AN FMC o AT AR 5 20 S A IR o

$IE3 RN (Add Rule).
Add NAT Rule X iFHEE B

PR A FCEIEA NI :

Add NAT Rule
MAT Rule: Auto NAT Rule B2
Type: Dynamic i

Interface Objects m PAT Pool  Advanced
* NAT # (NAT Rule) - %45 B 3l NAT # (Auto NAT Rule).
« KA (Type) - L7 (Dynamic).

$IE 6 7F Interface Objects L[, ¥ Available I nterface Objects [X 3k H1 {1 44 X 1575 il 2] Destination | nterface Objects
'ngjzo
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B e=nar
Add NAT Rule ? X
MAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| —4 Search by name | any ei\outside zone @
u:—.i‘inside zone
moutside_zone | Add to |
¥ Source J
Add to |
Destination |
QK || cancel
1B H N N
126 745 (Trandation) T _E A & LA R &I :
Add NAT Rule ? X
NAT Rule: Auto NAT Rule it
Type: Dynamic v

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Original Source:* =+ Translated Source:

Original Port: TCP

Destination Interface IP

« JR%A1R (Original Source) - RN (9 ) MPTH 1Pv4 S &7 N 4861 % (0.0.0.0/0).

New Network Object ? X
Mame all-ipva
Description

[ 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

PR

IR AR RSOE X any-ipv4 X5, DY A3 NAT RUU X G0E SGERE RN NAT, Jf HLE

G0 RGUE IR

* 553 B9IR (Translated Source) - £+ B#x#% 0 | P (Destination Interface IP).
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CEEC |

W1 FRTE (Save) LA AL .
FEIRY 2R 4F 2 Rules %K.

Overview Analysis Policies [runag Objects | AMP Intelligence

Deploy = @, System Helpv admin v
Device Management | NAT  VPNv = QoS | Platform Settings | FlexConfig | Certificates

interface_PAT

You h d a EE [<)=
[ Policy Assignments (1)
#h Fier by Device ©  AddRue
r Pa \ Translated Pack \
#  Direction Type Source Dastination original original original Transiated Translated Transiated options
Interface Objects  Interface Objects  Sources Destinations Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
FY Dynamic & any % outside_zone 2 all-ipvd @1 & Dn: S8

¥ NAT Rules After

FIR8 Hili NAT Ul LR TF (Save) LARAF .

Fic & 177 [B) 4=

G RAELEAE ] FMCIEN FTDv B QU T IEA R SR B 2 V7 b F8 H SRm, )75 22 m) S W% I s u)
PLAVF S B B4 o LA R a8 I U] DL 140 A PN 3 DXk 1) A X Ik it i o iy A X 45K,
T 45 VS N SOV 1 2138 24 X 4% PR R D

TS FMC BCE AR R UG E 3 0 22 4 BTN

HIB1 EPREE (Policy) > 78] 5k & (Access Policy) > 7 i8] 5k B& (Access Policy), #RJ& i /3 ELgy FTD 15 [l 428 ) S s 1)
iR (& ) .
HIB2 AN (Add Rule) 313 E LLF 241

Add Rule ? X
Name |inside_to_outside Enabled Insert |into Mandatory v
Action | & Allow e | i

m Networks  VLAN Tags .. Users Applications Parts URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones &

Source Zones (1) Destination Zones (1)

[ search by name sma /A inside_zone G |

#, outside_zone a
s /i inside_zone

=a /4 outside_zone

Add to
Source

Add to
Dastination

« ZHR (Name) - UL FIN Ay 44, %40 inside_to_outside.
« B X 18 (Source Zones) - )\ AT X 18 (Available Zones) F¥EFE N B Ik, 4R 5 5o R AnEiR (Add to Source).

« B#r[X1E (Destination Zones) - M A] B X 13 (Available Zones) ik #AM#XIER, K5 HidiiRnE) Br (Add to
Destination).
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B s=m=

FoAdy e B AR B JRE

SIE 3 R (Add).
B ET 28 N2 Rules 3K

System Help v

Overview Analysis [EIIIETSN Devices Objects | AMP Intelligence

Access Control » Access Control | Network Discovery  Application Detectors  Correlation | Actions v
ftd_ac_policy You have unsaved changes | /A Show Warnings | [ Analyze Hit Counts | [ B save | [ @ cancal
Enter Description

Prefilter Policy: Default Prefiter Policy SSL Policy: None Identity Policy: None

Tg Inheritance Settings | [F] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced
# Filter by Device | Show Rule Conflicts & () Add Category &) Add Rule  Search Rules x

v Mandatory - ftd_ac_policy (1-1)

1 /\inside_to_outside & inside_zone % outside_zone Any Any Any Any Any Any Any Any Any

There are no rules in this section. Add Rule or Add Category

I - g1 |
P4 FHRTE (Save).

FEBCE S B FTDv; RS 20T, ST E S A e e LR

1 il EMERE (Deploy).

Deploy 1 System Help »

= | £3 cancel |

LB 2 LFFERE KM (Deploy Policies) X HEH ¥ %, R d7ERE (Deploy).

Deploy Policies Version:2019-03-05 03:17 PM 273

£4152.168.0.16 Mo FTD 2019-02-28 07:11 AM

PR3 HRARE ). PSR ERE (Deploy) 4% HLA MK bR T DL A #EIR A .
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if518] Firepower B fR7E0 CLI .

Deploy & || System Help v

Deployments O Health Tasks & 7
1 total 1 running 0O success 0O warnings 0O failures Show History
™ 192.168.0.16 Deployment - Collecting policies and objects. 10s

[ ] 1504

if7 18] Firepower BB BA il CLI
0] LLF ] FTDVCLI 58 B8 #3: O S B0 TR HERR . B ) CLI, n) DUE & #RE: 0 _1% SSH,
WA LA VMware £ 514 &8z

S GET 1) il SSH HEERS] FTDv & # B2 1) IP Huhk.
LEH B I, T S B P Huhk . {8 admin K R GG 350 58 A 18] 15 5 11 25 15 5 5% FTDv.
FHIR2  GET2) FTHF VMware $5H] & -8 BRI 4 admin i 0G0 5 5 0] 6 e 10 2600 6 5%
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