afran]n
CISCO.

(i&F F VMware B Cisco Firepower Threat Defense Virtual X\ |35
E2p)
BR&Hm A 201647 A 10 H
ERiEM B 2020 45 A 29 H

Americas Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000
800 553-NETS (6387)
Fax: 408 527-0883






s 1=

Firepower Threat Defense Virtual #1 VMware A\
']

J8&} Firepower Threat Defense Virtual (FTDv) ¥ Cisco Firepower H—fQ B k55 Th g5 21 IR LS,
CFERH — B0 2 A SRR ERER B REPUR = B85 DL Je = 2 1) (1) A 4R 38
A A4 Firepower Threat Defense Virtual WA #E VMware ESXi S 5574 T4F, QIGINRES Fr. RAE
Ky FR RIS AFIEAN T H FTDv 1%,
TETFURAE 2 /7, T ARSI A BRI R d 22 . 180T LL# ] Firepower 5 B 1.0 51 Firepower % 25
PHAS A BUANEAE FTDv. JAd A B X500 T s vl Y o

* XF Firepower Threat Defense Virtual f1 VMware , 25 1 11

* Firepower Threat Defense Virtual S #F ] VMware Jjfg , 25 1 71

o L] EF FELHR Y Firepower BE4 , 26 2 1L

s RGOSR, H3 0

* i&i il -T- Firepower Threat Defense Virtual A1 VMware FIHEN] . FRIFIFIS 50008, 2 7 70

s BiXIED . ZH 10 7T

% F Firepower Threat Defense Virtual 1 VMware

[ R VMware vSphere vCenter Al ESXi #5828 5414 T 64 {7 Firepower Threat Defense Virtual (FTDv)
B 5. FTDv LLFFBUSE MRS X (OVF) 43K, WM Cisco.com 3. OVF & H T AN (VM) FT
ARG R ARAT N FH L () FE IR R HE . —A> OVF BAE—AH s h R & 24301

10T LUK FTDv 8 2 RS2 1T VMware ESXi [T x86 7% Lo ZEB3E FTDv, &)W 1% A% VMware
F1 vSphere, U5 vSphere B, ESXi EHLW EFACE, AN FHE.

Firepower Threat Defense Virtual 37 #3587 VMware I ¢

FRFH T Firepower Threat Defense Virtual [] VMware JJfig 32 5.

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



Firepower Threat Defense Virtual ¥1 VMware A\ |
. WA E IR R A Firepower i %

% 1: 89 VMware T RESZ 35 FTDv

oAk 5% A ¥ (BB #ix

el VM 1E 5 B f b 9G] & -

vMotion T SEIER VM. =& {ERILEA . ES
i&i Hl+ Firepower
Threat Defense Virtual
HlVMware FJHEN] . fi2
TR L0 ) R

#ain VM {EA NI R g T & -

oy VM 7E I Bz AT i B

IR VM eI iz aT . i B

PR VM £ URE JLRb . 1 FMC 5528 W& 2 [A]
FEAEAN R G HLIR X
58

s Fk R VM 15, REkE . & -

vCloud Director | f8/F A B1EE VM, = B

VMware FT H+ VM L) HA. i 1%} Firepower Threat
Defense Virtual VM #{
Wi 4 #% 4 FH| Firepower
kR RS D) BE o

i VM OBKE S | T VM . 5 £ % Firepower Threat

) VMware HA Defense Virtual VM
Wi % 4 ] Firepower
R R D) HE .

VMware vSphere | f] T-3##& VM., 2

BT, Windows % -

J i

VMware vSphere | ] 1% VM., 2 -

Web & F ¥

AT E IR 12 B9 Firepower 1% &

T AT LU 7 VAR A BRI Firepower J& B 18150 46 o

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



| Firepower Threat Defense Virtual #1 VMware A7

Firepower i & & 1228 .

Firepower 1% & & T2 82

Firepower 175 P 2% (FDM) M 52 1 i 5 FEL28

FDM & —ANET Web (WL E FL1H, {EHB5 Firepower AU fHl B84 Lol . #8n LUl FDM fd &
B T AN 8 BRI E AR T RE o e i B o B dE — B UL WA I ST AT, 7EIX M 4%
h, oA DR 2 A B R AR L T VF 2 Firepower BB A1 15 2% TR0 P9 2%

a4

H KL FF FDM [ Firepower J& i1 & 115138, 5S04 (GEH T Firepower % & BL45 1) Cisco
Firepower M (HAC EI8F)

Firepower &2 1.

J8F} Firepower & B ALy (FMC)s

P SR B PR Ve 2 mCEAL ] Firepower B A1 SCHF K SE A 2R IO DU RERIC AL, WA FMC (i AN
SEAE R FDM) KL B S 34

EARER N H FDM #1 FMC % 2E Firepower %75 FDM & BE B e A H 5, ik H FMC
KA PR Firepower 1095, BRIAFMREEHIACH 5 PR D) G HOBT L B PR DI RE LA ] FMC. 5 — 71, 24
& 11] FMC v M Firepower B4% 0, FDM Hr# 45 PR &S 94k

H T, Cisco A2 4K FDM Firepower MU EIL#% ] FMC [R50, [ ZJRIR. #4%4 Firepower B4
P B PR BRI, 15 X — R

17X Firepower Threat Defense Virtual 32 #¢ 1 RN BLFR 7 IR 808 5 S, 152 Cisco Firepower Fft
BNEFR R

R e e #48  FA) SE U B AT T 285K, FTDV ERSE I 0 AR T BE A B AN 524> FTDv K2
B T LR 55 PRI fe /N DR IE B, IR BRI AF 8 . CPU MR A 2 1)

21T VMware vCenter JIR45#5F1 ESXi S5 i) 22 5t 0 2003 A 5 58 TR E FIBRAE R ER . R
BEHHNER, 1ES0H VMware fEL A TEFGH o

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/compatibility/firepower-compatibility.html
https://www.vmware.com/resources/compatibility/search.php

B zs=x

Firepower Threat Defense Virtual ¥1 VMware A\ |

3 2: Firepower Threat Defense Virtual i& % & iR

wE

=l

O FN N AL

6.4 R E S hRA

FTDv BB 7]l vCPU A 355 . SCHRF vCPU/IWAFE XA =
e

* 4yCPU/8GB (ERil\)
* 8vCPU/16GB
* 12vCPU/24GB

P 23 FETW N vCPU/NAAE, WG T FTDv 15245 A FEL I
N F R =R A

6.3 R ERARA
FTDv BA [ %€ 1 vCPU FI N AF %R SZHEEI vCPU/ WAL HE R E

AN,
* 4vCPU/8GB

A ARG E AL vCPU/NAFAE s A, SR BiR =Rl A
R AARVFEE vCPU FIN A7

A4

TR A A A
 JHRLREA KD 48.24 GB,

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



| Firepower Threat Defense Virtual #1 VMware A7
zgzx |

BE &
VvNIC FTDv 3 HF LA HEF0L 0 45 3 L 4% «

* VMXNET3-7f VMware |, WURAIEERL &S, FTDv ILER
A vmxnet3 #: 0. SEHT, ERIAEH €1000. vmxnet3 IKE)FE
JPAT AN B 1o TP AS LUK I 38 L 2 06 200 A 7 2L
Bl — AT RSEHEN, AT 2.

I XGBE - ixgbe WA 2P FH AN BR4E 1. BTN PCL 7%
WA E B R . — N TR B M, — AN T2
Wr. BXENFLFEAS SRR FTDv MR (HA) #5%

* E1000 - 1§ [} 1000 #2215, ¢1000 BXEh AL 1K) FTDv &5 F 22
M (brl) /& B WA MAC Mk b 0. — N T,
— T2 K.

BEEEW X T 6.4 ZAi I Firepower fitA, £ VMware [,
1000 &t FTDv [IERIAE . M 6.4 fRITUR, VMware
¥ FTDv BRAAE N vmxnet3 $2 0. 21 B B
WA HTAL 1) 42 1000 £211,  SRENEE IS0A o ie
[ vmxnet3. A XEAEE, 1HSMACE VMXNET3
Ferr, 2813 0L

* IXGBE-VF - ixgbe-vf (10 Gbit/s) WX & FL /73 Ff H REAE S FF
SR-IOV W% LIS 1 BRI ¥ % . SR-IOV 22 IE A 1)
PERERAE RGCCEE: AORHEAER, WS X SR-IOV
97572 S A

X FEBME R B S8
* HERMEEOR (VT B RLAL AR 1) BRIl e, WP mia AT AL PERE . SR R GE NS 76 52
FFOCR K VT 80 AMD-V §JE () CPU, A ReSEBUEAF RS . JE5 KA1 AMD #$2 (i AE 44k B
AU S PR o B A3 CPU e e TRIPERE -
* PRS- S BE A SRR VT 19 CPU, HERVCRZE P28 VT, BT8R VT. i &b
G R SORS, TR R G R T VT SR

A

R RSN CPU SR VT, (RUS7E BIOS s A SIHLIETH, I RIS {1t
N, RIS VT S0 BIOS fiLA.

%t SR-10V B3 #F

SR-IOV [EIN e F R E M RS R . FR30H: SR-IOV IR PCle iE it 88 2 4, M FEZEF Hr SR-IOV
IR S a% o B Z0T il LA N A4 i I

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]


https://www.intel.com/content/www/us/en/support/products/5982/processors/processor-utilities-and-programs/intel-processor-identification-utility.html
https://support.amd.com/en-us/search/utilities?k=virtualization

Firepower Threat Defense Virtual ¥1 VMware A\ |
B 7s=x

o AN[AMIERY BRI £ 11 SR-IOV NIC Zhfig i AN, AHEnl K VF £, SCFFLL R NIC:
* Intel LUK IR S5 283G fid % X520 - DA2
* Intel PLKI AR S5 251G AL 25 X540

* JFEPTH PCle Hlif##8 3 FF SR-IOV.
* SCFF SR-IOV 1) PCle 4t n] G H A AWK D fg .
* x86_64 Z1% CPU - Intel YPAFEl A (HEFE) o

N

ER IRAAE Intel ) Broadwell CPU (E5-2699-v4) LA 2.3Ghz [F4i#% %t FTDv i
17T IR

. B
« &/ CPU it & /b 8 AMNHEAZ O
o 8 MBI T — MG
~

R @UUER CPU [ RS e 3 () it .

W LS R RSO, AT AR GEXS SR-IOV I FFIGUL. AT LB VMware ML MR, T
iR 5 SR-IOV HF I RGN

%t SSSE3 B3

* Firepower Threat Defense Virtual 23R [¥] 2 48 52 FF 9 /R i 4 [1) Supplemental Streaming SIMD
Extensions 3 (SSSE3 5 SSE3S) , iX & —FHLig4yi 2 Hdiint (SIMD) 544

o B RGNV LA S FE SSSE3 ) CPU, 111 Intel Core 2 Duo. Intel Corei7/i5/i3+ Intel Atom. AMD
Bulldozer. AMD Bobcat F1 5 = i AN [ AL P25

WSS N, 320 T SSSE3 R M SCRF SSSE3 (1) CPU.

I8F CPU X #F

FEnT LU Linux @y 473R X CPU WA A5 & #1401, /proc/cpuinfo SCAFL & RE4 CPU %L
MEANTE B . 1817 less il cat w4, Al b i 2%

AT LARTAE “flags” #4> & LA N E:
* vmx - Intel VT § Ji#
s svm - AMD-V §"J&&

* ssse3 - SSSE3 &

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357


http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x520.html
http://www.intel.com/content/www/us/en/ethernet-products/converged-network-adapters/ethernet-x540.html
http://www.vmware.com/resources/compatibility/search.php
https://en.wikipedia.org/wiki/SSSE3

| Firepower Threat Defense Virtual #1 VMware A7
i&F T Firepower Threat Defense Virtual 1 VMware 8940, BR#$IF0E 5o 35 .

LR AR AR A A IR, A grep BT R A

“« » .
egrep “vmx|svm|ssse3” /proc/cpuinfo

WURES I R G SCRF VT 8 SSSE3, #8437t “flags” #IK P H 2| vmnx. svm B ssse3. LA N7rffilor 1
SATHF CPU (1 R GL IS -

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat

pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm syscall nx lm constant tsc pni monitor
ds_cpl vmx est tm2 ssse3 cx16 xtpr lahf Im

flags : fpu vme de pse tsc msr pae mce cx8 apic sep mtrr pge mca cmov pat

pse36 clflush dts acpi mmx fxsr sse sse2 ss ht tm syscall nx lm constant tsc pni monitor
ds_cpl vmx est tm2 ssse3 cxl6 xtpr lahf Im

i& Fi T Firepower Threat Defense Virtual 1 VMware B4 40
BR 1| F0 2 %A 8] &t

EIRER
o T LIk P AP vk A A 1) Firepower BN HITE %5 o
* Firepower % £ & 2% (FDM) B2 A 1) 5 #L2% .

N

% VMware [ff) FTDv SZfFIZ1T Cisco Firepower 6.2.2 [ B i IRAS R AE 1K)
Firepower &4 & B4 . VMware FAE{IZ4T Firepower 6.2.2 i HI A1)
FTDv N GE{EH Firepower & B0 HE ;TS Wi 45 #LE 1Y) Firepower
Wk, B2 W

* Firepower & #H.0 (FMC)
o MBS IRIE (6.2.2 B ERRA) A BEIUAT Firepower WA HLAR S R . ABELE MWRACAR
A (KT 6.2.2) BFILA FTDv EAUNLG DI 52 Firepower B 5 BEAS o
* Firepower WA IS (CRHWVEFEELS) BRIAE .

A\

AR CYBAAMEIRISSEIRCE RN, PSR Ol . X2
i ] Firepower 1A 4% 5 L #% B #k— 52 SRR

OVF SZHEM
‘% %% Firepower Threat Defense Virtual W 450G LL T 22351 T .

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



Firepower Threat Defense Virtual ¥1 VMware A\ |
. i& Fl F Firepower Threat Defense Virtual 1 VMware B0 BR#%IF0E %00 2

Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xxx.ovf
Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xxx.ovf

Forpr, XOXCXexxx S SR PR SCA FR AR A S LA 5
o WA VIOVF BBGHE, 3l iy, %0 LAAT FTDv WA AN BTG BCE . T AR E -
S0 GREP T TR
o AFI % T DATE RS BRI 24 EREAT AR M P 45 1 B
o BRI {# ] Firepower B4 & FLAS AT AW BE (BRI , 83 f# ] Firepower & B
OB B

o B BRI, 0 A P B MR IR OSSN, B KR S C . X ME S
FEl ] Firepower 13755 PR (1420

A\

B I VMware vCenter & B U5 £ o

o AT H ESXi OVF Bt 8,  WAZNAE %2% )5 L & Firepower RE TG NWE . 0] LKL FTDv
E4 ESXi BRSSP, A CTEM(E R, 7S [ 1n) vSphere ESXi F 4L Firepower Threat
Defense Virtual , f 19 T,

vMotion 37 3F

R IHRIEH vMotion,  #E AT L= A7 it . AESE AR, WA BHUERE, W DAAEAH (FF
SEFNL D BE = L B RO . (g, WUREE SR ] vMotion #4 Firepower Management
Center Virtual XEB RS —& ML, WAEH AL S A 1R

INIT EEEHIRESUR

BT RESTEIS1T ESXi 6 5 ESXi 6.5 [ FTDv #5#l & _F& R LU F A7 B

"INIT: Id "ftdv" respawning too fast: disabled for 5 minutes"

FRIRTTE - AE VA ORI, 4% vSphere HH AR RS ¢ B8 I A3 473w 11

1 AR RN, RIAERRIEIRE.

2. fEBUBEFLEIRrh, MR & M bk SR T, WRn diifm.
R UL BE 25 BRI 2 Bos A AT 1

3. fEEMBEHLIURT, RITRTHMA, JFEFEIERE R RTIHA .

4. WUHIE T TE B B iR LA
R E R BLE

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



| Firepower Threat Defense Virtual #1 VMware A7
fe2 vsphere iRt bR 2 %882 E ]

&4 vSphere tRERZ RN IR £ KK E

X§ T vSphere FRIESSHAL, 5H 2 2 2 A HEIE I AN RS A . MAC Mk 58 5oN P4 A
Firepower Threat Defense Virtual fff VR 24802 AT, il e 3 H 5 & H M 2 (a1 MAC ik 520
A, B R IE BT .

WK BA R, W ARG BH I Firepower Threat Defense Virtual IEAIZ4T. 152 WL R BRI ¥%
B

3 3: vSphere Fr /A T & FRBSIET

I EXRBNRE 1B®R1E
TRA B sz 18 WA Z54E vSphere Web %% ) i

Yn’E vSphere ARUEAZHALAY 24

TR, IR IR A AR IR T
(43 ?%% ”» N

Bl ki i R . AN RAS

M AG S E TR EARSE T2

1T

MAC Huhl: 5 sz 143 V. 1%4E vSphere Web %% ) i
K56 vSphere ARUEAZ HALA 24>
Himg, Bl MAC bk 57 ek 75
Ch “HERT .

toficiin iz {4597 %15 vSphere Web % F5i

Ko vSphere HiHEAS HHLf 524

HEMG, NPT I A
B

1£24 vSphere fR/ER I Z £ RIFIZE

BRI B 2 BHES FTDVI IEffIZ AT .

UK

W1 1 vSphere Web % Futt, i ML,

PIR2 AEBEIUR T, PR, ARG IEREERR R .

PR3 NV P ERE— ML L, R R R E

PIR4 EHRE, AEUNRE.

LIRS (R RIARE AT AL R S U5 245 R T IR A BAEE . MAC Huhik 35 SoR B 16 4

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



Firepower Threat Defense Virtual ¥1 VMware A\ |
B w0

1: vSwitch #Ri8 R &

£t wSwitchd - Edit Settings

Proparties Pramiscuous mode Accapl -
.

ATAIRY MAC addrass changes Accapt -]
Traffic sh -

i i Forged transmits Accept ¥

Teaming and failoner

Ok Cancel

TER6 PHE.

B A
 WIORAE Ay FTDv I (8 BRI WS ) 40t (HA) 32 BT ie & i T A M4 b, X e ie s S A R .

18] LAE SR 22 2 WKl Firepower Threat Defense Virtual vNIC R4z VWS, DUk 56 5587 i3 2) FITEC . )
. FTDv #3847 10 MEH, B IRE 3NN 0l 4220 4 M.

FTDv SZ#f vmxnet3 (ERIA) . ixgbe Al 1000 MEFLM LG R A HhAh, (HIIEMELE M RS, FTDv
W3 FRR ixgbe-vf IKENFETFH T SR-IOV; A KIEHME R, S ASEER , 53 Ul

EZEZEU  FTDv £ VMware [, WERGIEBEIE S, WELAY vmxnet3 $210. JGHT, BROAEN 1000, W&
A2 €1000 411, FRATRZVEEY)H . vmxnet3 % £ IREH 2SN 2% ZbHE 5 BSXi B I3
JPAE, PR FH B/ P B R TR TR A 1 I 2 PE e

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



| Firepower Threat Defense Virtual #1 VMware A7
L |

% OUE A0 BRI

LAUR B2 43 4E VMware 55 FTDv — A F ) 52 47 S 0 0 4 385 50 # A PR UL AT B A6 o /0 Rl 02
I, AR R e

— iR AE
s WIFTATIK, FTIDv #5384 10 MED, EREShN L 4> 4 MECGHH . B855I 2% 2
fics = mANEQ.

 BIEH M 428 10 /> FTDv 4% 15 0 TRAMTEAL 03 1, A F57E FTDy Be & AR LA RN
A,

< HICME, FEREE, ANBERETE 2 B LIS BRI WURAEMIERSE S AR T 2 R,
JOJ e 250 R AU L 28T T4 o
ZXIARY VMXNET3 320

| &

EEERW  FTDv /£ VMware b, WERGIEEII® %, WERIAA vmxnet3 #2110, SGHT, BRIAME N 1000, WL
1A 1000 82 0, FRATISRZUER D, vmxnet3 T £ XS 4% Al N 28 Ab #E 5 ESXi UM IS 55
JPEERs, R LA B D 10 SR A B 1R I 2 P

- et YEEA R A B L G LUK R B A R B B e — MR
EETAEN, A T

o X} vmxnet3, JERFHEEAEH PYAS LA vmxnet3 B4 32 C#H 1 VMware vCenter £ #1L1¢) 3=
Wlo FREAEAL A BESXi LW, JLARMMIZE: AN N8 R A &4k PCL S Ze bk i s L. i
it VMware vCenter & ¥ EHLAES, 7 LIMFACE CDROM ) XML F3REEMAIINF . HEHIEIT
Mor s ESXi b, H A F3) LA FTDv _FA& 3K MAC itk 5 A\ VMware it & T2 A 211
MAC Hithil:, 52 W 4552 11U .

FRAFIA T FTDv IEH T vmxnet3 Fl ixgbe #2 F1 1) W 253G BCAR < 05 90 268 F0 H b I 285 1 — 20k

F 4: E W% 5 B AR 4R EYAR ST - VMXNET3 %0 IXGBE

P £ 3 i 2% i ) 2% B 5 M 4% T RE

IO 4% 35 TiC 28 1 Management0-0 Management0/0 g

X 2% 3 T 22 2 Diagnostic0-0 Diagnostic0/0 LW

o £ 3 e 28 3 GigabitEthernet0-0 GigabitEthernet0/0 AN H R

¥ 4% 35 10 2% 4 GigabitEthernet0-1 GigabitEthernet(/1 A H 3

Y 2% & L 28 5 GigabitEthernet0-2 GigabitEthernet0/2 ¥AEmE (k)

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



B =oemmms

Firepower Threat Defense Virtual ¥1 VMware A\ |

P 4% 1 B 2% iR P 2% SEFN T ThRE

P 2% 5 Bl L 6 GigabitEthernet0-3 GigabitEthernet0/3 ¥y (k)

WX 2% 3% Tic e 7 GigabitEthernet0-4 GigabitEthernet0/4 ¥IEmE (k)

P 2% 5 Bt 5L 8 GigabitEthernet0-5 GigabitEthernet0/5 ¥y (k)

W 2% 3% i 28 9 GigabitEthernet0-6 GigabitEthernet0/6 ¥R E (k)

P 2% 3G L SL 10 GigabitEthernet0-7 GigabitEthernet0/7 ¥y (k)
IXGBE %1

* ixgbe YRR FAL AN B . Sk PCL W A& AL E N B Bz . — /N TR & B/
d, — A TS W

« X}F ixgbe, ESXi V-4 Z3K ixgbe NIC 37 £F ixgbe PCI %45 . IAh, ESXi TG 16 HAG I HF ixgbe
PCI %45 it 2 BIOS FINCE ZKk . A TG R, S0 JeRf /R B ML

o X ixgbe MiEFE L, RAGANCHE “Bihi” Al “ERSPAN #izh” WiFhZi, X2 HTH Kk MAC
Hodik 33 & ) VMware BRI TS

o UKENFE T A2 HF Firepower Threat Defense Virtual [ FE45% (HA) #2

E1000 30

| &

EEEW  FTDv /f VMware b, WERGIHEEIIE %, WERIAH vmxnet3 $10. SGHT, BRIAME N 1000, WL
i F 2 1000 2510, FeAl1REBEE V). vmxnet3 W £ IR S 25 I I 4 AL P 5 ESXi FRADML e f
JPAE R, R LA B D 1 B B B U 1 X 2 PR E

* 1000 BRENFE B R L (brl) & A MAC bk . —AMNHTEH, —MNMIT

ZWr.

« WL FTDv FHR 2 6.4 346 €1000 210, UINCKE e1000 422 1185 el vmxnet3 5% ixgbe
F, o DLSIZHR ST ORI 9 28 e

R T FTDv @ TERIA e1000 #2 F1ER 2 IE RO a5 00 250 F b g 25 1) — Eb

R 5 EM%ES BArM L RIARET - E1000 1% 0

P 4% 1 B 2% iR P 2% SEFNTE ThRE

DX 2% 5 i 28 1 Management0-0 Diagnostic0/0 FRL 52 W
9K 2% 3G i 2% 2 GigabitEthernet0-0 GigabitEthernet0/0 AN H R

¥ 4% 3 1iC 2% 3 GigabitEthernet0-1 GigabitEthernet(/1 A H 3

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



https://www.intel.com/content/dam/www/public/us/en/documents/technology-briefs/converged-network-adapter-sr-iov-on-esxi-5-1-brief.pdf

| Firepower Threat Defense Virtual #1 VMware A7

mzEvmxnersizn [l

P 4% 1 B 2% iR P 2% BFRM 4% ThRE

o 4% 35 TiC 2% 4 GigabitEthernet0-2 GigabitEthernet0/2 HImmE (BE)
W 2% 35 i 28 5 GigabitEthernet0-3 GigabitEthernet0/3 AR E (k)
W £% & TiE 2L 6 GigabitEthernet0-4 GigabitEthernet0/4 ImE (nlidk)
WX 2% 3% Tic e 7 GigabitEthernet0-5 GigabitEthernet0/5 ¥aEmE (k)
P 2% 3 Bt B2 8 GigabitEthernet0-6 GigabitEthernet0/6 ¥y (k)
W 2% 3% i 28 9 GigabitEthernet0-7 GigabitEthernet0/7 ¥R E (k)
W 2% 3G L SL 10 GigabitEthernet0-8 GigabitEthernet0/8 ¥y (k)

B & VMXNET3 1

| &

BEZRR M 6.4 AT, YEa il &, VMware ) FTDv BLAE R vmxnet3 #2101, 2607, BRIAH
29 e1000. Un S AH A /E e1000 210, FRATERZVEER WSV, vmxnet3 W & UK B 4 F1 W 25 b 2 L5
ESXi UM IEFERE PR, DRI LS P B /0 () 0 05 - BRI O 7 F D ¢ 1k

BUF €1000 2 BN vmxnet3, AR AT, AR JEAEH vmxnet3 DK AR B 2 4G

AR ALE SR PR AR A e O (B Wi fE B 2 Firepower & # R0 F{EH €1000 210, 7F
AR 5 LA vxnet3 #20) , HANGELE R — I & PR A HA RSSO, Bl
o BT AR IR 1 RN A B A B AR TR 2R

g2

$IE1 WiIT FTDv ERIHL Y.
SE SR, S AV A FLE

FE2 A T FTDY JERNL, ARGk REIRE .
HIB3 EPHEH MM GIE LS, SR IEPEMmIBR .

PB4 BERMUT R MESES.

PIBS EFRULKMERSE, RErtT—5.

W6 EF vmxnet3 WEACAS, NG IEFRMILEPREE .

WIRT X FTDv BRI A4 ER Bl

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



B snio

NnEO

Firepower Threat Defense Virtual ¥1 VMware A\ |

T—5Mit4
* )\ VMware #5i & #218 FTDv HLi .

B FTDVIN, 2 ] DL E 10 M1 (OAME B D 1 /M2 Wi DR 8 N Bk E ) o Wwisiasn
AAN B L, R TR 4% S B A T B AR LR, 1 ELREN B e A s A AN 1
Mk VLAN.

TEARRLS REAUNLIS N2 /S B0 11, SRS 11 FTDv ok A el Za B, B2
SEATHER FTDv BCE . O P ME— O B NS R BT 202 A B IR AT R SCBEH

WA T2 FTD B 0 & 0 2 W) B OON A4,  IREEA b RR ZEE AT %R . B ] LA
FEIAL, Wl GEH T Firepower ¥ 5 & #4511 Cisco Firepower B i HIRL EFR ) “ A
Firepower Threat Defense Virtual ¥3 JI#% 117 — 5 i R P44

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357


https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

7,

=[R2 Firepower Threat Defense Virtual

A A 44%4 Firepower Threat Defense Virtual 712 ] VMware vSphere 45 (vSphere vCenter 2l 37 3
ESXi EHL LK.

* KT VMware 1% , 2 15 50

* [n] vSphere vCenter %% Firepower Threat Defense Virtual , 25 15 1L

* [n] vSphere ESXi F A8 Firepower Threat Defense Virtual , 55 19 G

* {§ ] CLI 5/ Firepower Threat Defense Virtual ¥ & , 2 22 71

*F VMware 33E

1] LK Firepower Threat Defense Virtual (FTDv) 5 32 2I4107 (1) ESXi k545 WA vSphere vCenter,
PRI A F vSphere %5 7' i 5% vSphere Web % 7 i EAT H% . 2E)i%% FTDv, %N 1% VMware
F1 vSphere, {U$% vSphere BM . ESXi ML EFELE, LLABRNLUT & E

FTDv T VMware 8 HITFBURIUMEIE X (OVEF) #4770, 3K — T A0 M2 RE UL O bRtk 7
. VMware $2 {1t 2 T vSphere IEFUNLI T % Beidi & I PR EE IR A T 2 R0 38, 48] fun kit
BB ) RS AT SRS 1Y LR S8 B ST H b e

VMuware vSphere Web %% /7 Jiii Ml vSphere ¢ /7' il 2 4% vCenter RS54 ESXi AN R B2
H.o 13 vSphere Web %5 F i H1 vSphere %5 %,  AJ DL FEE#EH] vCenter ]R45#% . ilid vSphere %
Jrii, 8T LLMAEA] Windows R 4% H %% ESXi. VSphere Web % )™ iiii fll vSphere %% /7 Jifi - B P
vSphere FAEE AT 5 1 ) B . BAT AR B BN LI 5 15 ] AR

AT vSphere Web 2% 7w F T & BRI e . W IB I vSphere %7 wit i F H A B384 ThAE

[2) vSphere vCenter Z3Z Firepower Threat Defense Virtual

R JLFE 7 7] % Firepower Threat Defense Virtual (FTDv) % £ & 2] VMware vSphere vCenter. #1]
PIM#E ] VMware Web % P i (3 vSphere 7 /7 %) #82 FECE FTDv MEFUHL.

FrIGZ /il
o JE¥3E FTDvV 20, #8AAJ0AE vSphere L E 2 /0— AN (T

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



ZRZ Firepower Threat Defense Virtual |

. 1] vSphere vCenter #B:& Firepower Threat Defense Virtual

UK

& 5% 3 vSphere Web % /iy (5% vSphere % )7 ¥ii) .
W3 > #RE OVF #84R%, filiH vSphere Web %5 f'iii; (X vSphere % /7 iy) #2821 F 3% OVF
AR LA

VRIS A L “ 3828 OVF B 13,

WA RS E] OVF BiFALE, RGHRET—4.

1% Firepower Threat Defense Virtual VI OVF 4 :

Cisco_Firepower_Threat Defense Mirtual-VI-X. X. X-xxx.ovf

Forr, XXX-xo0¢ 7 R B AR SO IR R A A P RRCAS 5

A OVF RIIFIE 2 U IFRE OVF BRAE R 7 i A&FR. A, BERRT . NECR/N. AR
ANFIRID | ARG R T—2.

JidE FRERI 2 SR R A PR RTIMOIH . A B OVF BIB R AL VF nl il (A VIBIBD | kit
FZREVFA K, RGBT —5.

FERFRFOGLE GO, FASLASE AFR, SRR AET RS FTDY AL S CEPLEUEERE)
WA i T —5 . AFRAENE SO ab i —, 2 ] IS 80 NP AT,

VSphere Web % J7 i 7E37 AL 1 W s FEE XN R I ZUZ S T 2 vCenter J]x 55 2y B AL T-4128
FEERN R ) 2450 M2 IR vCenter k552 M T 2 ¥ 5 o

S FALEAE H P IZ4T Firepower Threat Defense Virtual (%8 it 3ok Hik b, ARG T—5.
iR POYERARL & PRI, REA & BRI,

WHRESEBEE. NBE NIRRT =N SR vCPU/N A E IR A, R T—4%.

EEE M 6.4 iJFLs, FTDv A5 0l vCPU MRS . 7F 6.4 W2 1T, FTDv HLA7 [ & it &
4VCPU/SGB #4%; WS ARG ENK , 23 .

R A BN AL S, R T—2.

T E, e PN BbRERER BN CUECE Y Datastore HPIE SR MERANLEC B SRR G S
LA ALE Datastore o 1EF AN L5 KK Datastore, ABZNREIINL S H T B REEE SO

PR AR LI AU LB UL, AR5 i T —2

IR PR ERIEEL, WM RCITA A W RIEPASEIAES, W2 e85 N RO A I 4%
i I TCAFA o K AT A T3S P 45 L R AU ¥ 6 1 8 B T )

E P LZBRES TUTT, K5 OVE b b i i 1) W 48 Wb B B35 P i 2%, SR —4 .

i RF Management0-0 £ 111 SCIE 2 m] LU FLIC R U7 ] (1) VM 4% R B4z 11 0] ) Firepower & 2
HLEY Firepower W& 5 BLAS IS, ARG 48 104 BB

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



| %82 Firepower Threat Defense Virtual

1] vSphere vCenter %3 Firepower Threat Defense Virtual .

EEZEI FTDv £ VMware [, MR AIEERIB %, WERIAH vmxnet3 £ 1. SGHT, ERIAME N €1000.
R EAE A2 1000320, FRATGEZVER WD . vmxnet3 ¥ UK B) 28 A1 W 5 A0 F 15 ESXi
REPIMLIEFERE P AR, DRI AT FH o 20 (4 08 B A3 B 4 14 P 244 P e o

W 2% ] BEBCA 2 7 BB HEY o WSRARSESR BRI P25, W] AR 5 A2 4RI B THE B e 2%
(EFE o, A FTD S, ARJSiAHRmIEIRE. (U2, ZERHAS NN FTDy ID (IR
2RI gs ID) o

WA AT FTDv# HERLUT ML IERC A S 2R H AR 25— S0k (PRI 2 BRI vmxnet3
D

% 6: IR 4R 5 B M 4% RYBRET - VMXNET3

M 4% & BL 2% i P 1% B R 2% DheE

W 2% S T BE 1 Management(-0 Management0/0 gLl

o 4% 35 TiC 2% 2 Diagnostic0-0 Diagnostic0/0 W

P £ 35 e 28 3 GigabitEthernet0-0 GigabitEthernet0/0 AN H R

¥ 4% 35 0 2% 4 GigabitEthernet0-1 GigabitEthernet0/1 A H 3

Y 2% & L 28 5 GigabitEthernet0-2 GigabitEthernet0/2 REmE ()
W 4% & 0 2L 6 GigabitEthernet0-3 GigabitEthernet0/3 HiEmE (k)
o 4% 3% iC 2% 7 GigabitEthernet0-4 GigabitEthernet0/4 EmE ()
W 2% 55 Bl L 8 GigabitEthernet0-5 GigabitEthernet0/5 ¥Ry (k)
W 2% 35 L 28 9 GigabitEthernet0-6 GigabitEthernet0/6 EmE ()
2% 5E L SE 10 GigabitEthernet0-7 GigabitEthernet0/7 ¥Ry (rik)

25 FTDv I, SEAT DA 10 M E o WERES IS OBt 10, 35 0 ORI 238 WSt 21 E A 6 H b

P2, i HLAES Bt 1 A 21— ME— ) 7 Bl VLAN. R FT T FID #2115 45T A
FTEAEH I, HHTE FTDy FUE o AR R AT

FERIE TN, BUERE OVF Bt (0 VIR SR Bt ml e & e 1L -

a) G

B FTDv 45 B 75 ) ) 256 o
b) M

WEME R, BiEEeRE R4 (FQDN). DNS. R M4 (IPv4 5 IPv6)
c) B

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



ZRZ Firepower Threat Defense Virtual |
. 1] vSphere vCenter #B:& Firepower Threat Defense Virtual

WEEHEA . P ERAARREERN Nk, REIEFER A5 T Web 1) Firepower
WA EHAACE TR, EHEERATH Firepower & B O BB 25 o A7 U] e 3645 B 30E 10
IR, 8 Z 1 W] 5 B 1K Firepower W, 55 2 T,

d) BpAIEER

BOEVIAGPT KR B SRR N ik, B SRFEZ —; ERREEGE
A

IR BRAARER SRR, WA REIL R C P K. ANREM A Firepower ¥ #
B AR BB W KBS

e) EM

IR B AR EIR R PEE, AT LR A S SRR LUK L B VR 21 61 54 2R Firepower
Bl FftLUR %I

A ETRRIRAEEN AL - d N FMC B EHLA B IP HBdik.

< SEMEA - ENPE P T R R P E D], KA 37 ST AT
FFEET (A-Z a-z. 0-9) RBETH (). MR BERINEIFMCI, & 20 R I
W

* NAT ID - 415 FTDv 1 FMC # % 2%tk 4 (NAT) ¥ #4068, FFH FIREPOWER 45 #i
DM NAT Be45 5 )y, AN — A ME— ) NAT ID. 352 i o A2 it — ik A Y 4
KA 37 NP AR TR (A-Zs a-2z. 0-9) FIEFST (5).

f) HTT—%.

PR3 ARG, AEIFRAE S RIE . SR B IHREE, PlisEr. W, §
i JE iR AAE S 1 )5 A

0, EHEERBEHIENUSE) FTDv, AR5 Hilisem.

SERIZI S )5, vSphere Web & il AN BEREFUNL;  #&E W] LAZE & /8 BIX 1 SR 55 i & 2
“HWIHE1k OVF ZE2” R4,

SERUA, BRE R “ % OVE Btk 5EeiREs.
FE TR R E B 0 2 BoR FTD BERLSEBI . S BB VM 52 il e 2 30 204t

pE s B BHF A U WU B FTDv, FTDvits 2205 i) HER . 88 2 )5, P RER ZE4RAT
FCAtBC L, DSBS ) A S D VR P E o

T—F#ft4
BT ORIV 2D BRER T R 5 10 3 BAR S

c MACHBRAARMERSRIERS, B ATH] Firepower B 3.0 L FTDv; 152 [l H] Firepower
EHULVE P Firepower Threat Defense Virtual , 25 25 T,

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



| %82 Firepower Threat Defense Virtual
[ vSphere ESXi =41 R Firepower Threat Defense Virtual .

s MR ABRAAMEESRIETRZ, LKA Firepower B45 & HL2S & # FTDv; 1524
Firepower 13 7% P43 5 P Firepower Threat Defense Virtual , 5 41 T,

AR AT e P PR IR RS, 35 2 B ] 4 BEA 1) Firepower B4, 55 2 UL

[5) vSphere ESXi £ #/1%B:Z Firepower Threat Defense Virtual

T HE JEFR P T AE B ESXG AL L #0°E Firepower Threat Defense Virtual (FTDv) ¥ & 18 A] LAA#
VMware AL F ity (8% vSphere 25 F' i) & A ESXi ENUFHATE TS, &R Bl
fE Clnf B AR E FTDv BRI -

N

R TR VMware THLE )i vSphere Web 2 7 B i IX B AR B2, R eI B G M Fm. &
AT LU H vSphere Web %% i i 31| vCenter HR 45 %5 3 BE 2 AN ESXi ML,  [RIIAEH VMware 41
2 ) i A BSXi FE ML

A KU ¥4 Firepower Threat Defense Virtual #5281 vCenter M5 (1361, 152 [ 1] vSphere vCenter
& Firepower Threat Defense Virtual , #f 15 T,
FIRZ Bl

s {E¥E FTDv 200, #SUA%04E vSphere L& /0 — W& (ITERD

UK

1 M\ Cisco.com F#i& FHl+ VMware ESXi 1] Firepower Threat Defense Virtual 2235k 4F 41, FF8 HARAT
BIA I BEUHSAL

https://www.cisco.com/go/ftd-software

i 2 Cisco.com 6 A EAEEHIR 55 [ o

W tar ST 48 2 TAE H kb o G 20MERZ H s AR S Herh g BUT SCfF
* Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xx.ovf - ifi | T- vCenter {3

N
8
N

* Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.ovf - i&i | T ESXi 5%
* Cisco_Firepower Threat Defense Virtual-X.X.X-xx.vmdk - VMware J ¥ 55 S 1F
* Cisco_Firepower Threat Defense Virtual-VI-X.X.X-xx.mf - i& T} T* vCenter s 2 [175 P 3C 1)

* Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xx.mf- i - ESXi ¥ & 13 B S04 .

Forb, XXX o I BRI R SO R RRCAS AN A B RRCAS 5

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]


https://software.cisco.com/download/home/286291275

ZRZ Firepower Threat Defense Virtual |
. i) vSphere ESXi #1582 Firepower Threat Defense Virtual

$£3 s, i http://host-name/ui B http://host-1P-address/ui # X4 A\ ESXi H #5 EHL4 B 1P Ml
k.

RS S
e LI UNGE DAEDRE IE o)
S|/E BRI
HEIRF SR CL 5 5 2 FL R ESX 4L
H|6  AHE L VMware AL, ARSI GER VM.
FEERLBLIL FA54T IF
S| {0 S O OIRE TN, JHM OVF 3 OVA XAHEB B, Al T—5.

L8 7r ) SI%EE OVF #1 VM DK 3Z4 i :
a) WA FTDv ERINLII A FR.

REAUBLAA TR IR 2 AT 80 AN AT, JF HAEREAS BSXi Sl b ZimE— .

b) I AER, WYEEIECK FTDy tar SCHiR 48 2100 H 3%, SR J51EFE ESXi OVF FRARAI By 1
VMDK 4

Cisco_Firepower Threat Defense Virtual-ESXi-X.X.X-xX.ovf
Cisco_Firepower Threat Defense Virtual-X.X.X-xx.vmdk
Ferp, XXX o 2N AR SCAF IR RRCAS A A B RRCAS 5
ERE HifRIES ESXi OVF.

$EY  PlT—%.
BIAH R GAFREREAT T

g A [ NGRS $via =2 e v N e Eioi R g 6 e R B R e o b4 €T TR SR L
Kl A7 il e ORAF RSN LSC &SP RE AU G SO o B EEE ARG PRI RN JE S AT HIPEAN
FoAt v AT BT AN

i T—%.

Pl & B3 T FTDv [¥) ESXi OVF #2411 2B B E 1T :

a) MEEBRET - ¥ OVF Biti 45 e (1) M 45 WLl 2035 srh i 4%, SR JE T —5.
s Management0-0 42 11 SCHE 2 0] DL ELIBE U5 9] (] VM 4% . 47 BE4EZ 11 A] A Firepower
BErPUL B Firepower A7 AR L A, HARRH T-R8 1) 8 B

BEEEN FTDv £ VMware I, RGBS, WEAH vmxnet3 $20. 5CHT, BOAEN
el1000. T RAAd /& e1000 $210, ATRZVEEWE DI, vmxnet3 ¥ & K823 71
AN 5 BSXi FERUINL ISR AR 0, PR b L8 P B/ ) W 905 S 08 B 2 1) X 2 PR i

g Xg
s =

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357




| %82 Firepower Threat Defense Virtual

[ vSphere ESXi =41 R Firepower Threat Defense Virtual .

W 8% T e AT ¥4 - BRI HESF o
Y. (EHBE G, ATEEH.E FTDv S241,
BRI IERL A ID)

HEETEH T FTDv 310 LU MZGIERCES . PR H bR —2: ORI 2 BRAR
menet3 B .

TR MR B W 2%, 0] DURY I AE SR aE s B 6 1 HE o e o
RIGIEFEmEERE . (Ht, ZhH AL /RFTDVID (Y

R 7:RM %5 B M 4R RYBRES - VMXNET3

b)

M 4% & BL 27 iR & EETNTEES IngE

M 2% G Rl A 1 Management0-0 Management0/0 tes g

¥ 2% JE P 4 2 Diagnostic0-0 Diagnostic0/0 L

W 45 T 2 3 GigabitEthernet0-0 GigabitEthernet0/0 AN

W 28 15 I o 4 GigabitEthernet0-1 GigabitEthernet0/1 o2 ] 3
RESEIWAR GigabitEthernet0-2 GigabitEthernet0/2 MR R (AT
W 258 L2 6 GigabitEthernet0-3 GigabitEthernet0/3 MR (AT
W) 255 1 T A% 7 GigabitEthernet0-4 GigabitEthernet0/4 MR R (AT
W25 T P 2 8 GigabitEthernet0-5 GigabitEthernet0/5 MR (AT
RESE A GigabitEthernet0-6 GigabitEthernet0/6 MR R (AT
W £ E Bt gy 10 GigabitEthernet0-7 GigabitEthernet0/7 MR (AT

B FTDv I, SILAT I 10 AN 0. n s g s S da £ 11, VR A DR 19 255 WS 21 1 A6 1
HErM&, 1 B A E DA 21— — B F R el VLAN. &I BrE FIDv i
SEFAFTHEAL R0, RF4E FTDv & Jof 2R R AT,

WL FLRED - e PR S LA R S LR ST

IR PR ERNT, WS SZ B R AEAf . I R PRI MG, WS AE s 5N AU I e
P oY FCAT Ak o R 7 1A PR W 240 R RIS 6 1) TS5 I 1)

FEBT I REAURIL IR 3 (R BN SE B UL T, A7 R FUML IR G 1

a)
b)

<)

(rf %) iR [a] LUR B 9 2 A s is o m) 3 B
(A% e BGHE DU O AT 25 9 5 Ml 1) o
BT 5E R LA SE BN AT 45 I 5 T ) 5
SEiZIA S5, ESXi FHLEALEE VM, B LI RITES G &R E IS
i, RV TR R I E K.

Bt ESXi LML REAUMLIG 5N 2 ST i) FTDv UM LSE A .
73t

T8 I 5 B

JA BT AU L R 2 AT RERR 2 30

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



ZRZ Firepower Threat Defense Virtual |
. {# A CLI 527X Firepower Threat Defense Virtual 1% &

iR L) JORRT AT AR N B FTDv, FTDVAEE 2205 ) B . 355 2 5, PRS2

AT AP, USRI R 17 1) AR ShiE EF AT e

T—F Mt 4

* ] CLI S8 BUB IR & IS . 1K 248 ESXi OVF BN FTD B F—25: iEZ i
CLI 5¢ 1% Firepower Threat Defense Virtual & , £ 22 Ui,

£ B CLI 5t iX Firepower Threat Defense Virtual 1% &

i 1] ESXi OVF i, 242548 il CLI % & FTDv. Firepower Threat Defense Virtual ¥ #5147
Web F1i. WERATH VI OVF Bt E F HAE R E R b A s s ) 5, tn] DU CLI K
‘H Firepower R4 i I BEHE

\}

AR WA VIOVE B EF AT 7B & B O E, JF HAE ZHAT oAb i & i
P ORI D BRI T e P 0 BEASE S

YRS PTICE B, DRI H52 BULA. ARG, 54 M e B L o o B B 200, Il
BB B R 45 T RN K B AR A

TR W BRI OL R, M2, EIMSVIER SN, Bl (yn). BRIMESHIIETTE SN,
Bl [y]. 4% Enter #EAfIIALEFE.

UK

$£IB1 47JF VMware #5715 .
FER2 1¢ firepower login #27R 75 &, AERIASEHE (174 admin, 6% Adminl23) k.
IR 3 24 Firepower BT RGN, Zeke n] o fon BT E R G 1) R HI6E B -
* #% EULA
o BEEL R
* IPv4 B\ IPv6 Bl
* IPv4 5 IPv6 DHCP % &
o E P IPvA HUEEAD 7 ROHERY, % TPve iRy 4%

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



#BZ Firepower Threat Defense Virtual
&£ F3 CLI 52X Firepower Threat Defense Virtual i & .

* DNS %%
* HTTP QB
o EHRI CARHE P ] Firepower WA HIAS)
LB RARE N FRRE. BAESCAIT AN ES SRR S h . EE2 2 arm AN M, 154 Enter
B,
M B I, VMware #2516 W RE R~ TH B .
PBS W PR TN RANE
S MIEH5IR 02 firepower # PFERAFI, AR B A NI .

pE s ) BHF A U WU BN FTD, FTDvits 2205 i) R . 32 )5, FTRER ZEhAT
FCAdC R, DAL B 5 i) A S D SR P E

T—5 it 4
B TR B T A L

s W BAARKEIRRZEFR, K Firepower & H 0y & FTDv; 152 [ 1 ] Firepower
EH O B Firepower Threat Defense Virtual , 5 25 T

s MAHBRAAKEES AR, BRI Firepower 4 BLAS B3 FTDv; 52 WAITH
Firepower & %5 BL 4% & L Firepower Threat Defense Virtual , 5 41 1L,

AT R WMTIE T BRI KR, 15 2 B Q] BRAE 1) Firepower 4%, 5 2 UL,

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]



ZRZ Firepower Threat Defense Virtual |
. {# A CLI 527X Firepower Threat Defense Virtual 1% &

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357



F,

{€ F Firepower & 2 A1/ & IZ Firepower Threat
Defense Virtual

A A AT BT ] FMC & B k7 58 FTD % £ o

ER ORSCRY R BORTH FTDY FRCAR T RE: A7 XD fe SO P Egi 5 ., 12 B H] Firepower Management
BB Firepower Threat Defense Virtual [f])J; 5 , 25 39 51, WUREAE I IHRA AT, ESH5E
IRCAS ) (FMC BLE 4R TP IR,

* KT H Firepower £ HH .0 B[] Firepower Threat Defense Virtual , £ 25 1

o B3| Firepower & FIFRLy , 2F 26 TT

* [u] Firepower & LM & . 56 26 1L

o MUE IR, 5 28 1T

* Jjln] Firepower JZJBpSi 18 CLI , 5% 39 1t

* {f{H Firepower Management 7 #{ Firepower Threat Defense Virtual [f])J; 52 , %5 39 11

X F{¥ A Firepower &2 F:(» &2 /Y Firepower Threat
Defense Virtual

Firepower Threat Defense Virtual (FTDv) /& IR NGFW fi# ok 5 B UL AL 4: . FTDv 4245 Rl v —
Bk EERSS, AFRRESDT K. Bl N —ARNRBIHRS (NGIPS). N H AR 5] #51: (AVC).
URL 138, DA ZEE RS9 (AMP).

50T LA Firepower 2 FErbu0y (FMC) & B FTDv, XJ& —PNINAEF M2 WA TR, AT
MRE%% L. BRZEE FMC MG R, 1ES 0 FMC AT 1465 .

FTDv [W &4 iC%s FTDv ERIHLAE #EE: O _ LY FMC MRS 2 i s .

ST ERR ST DU A A R A SSH Vil FTD CLI, AT LA Firepower CLI 3442 %)
FTD.

(3&FIF VMware i Cisco Firepower Threat Defense Virtual A [145%) ]


https://www.cisco.com/go/firepower-mc-install

1 P Firepower &3 &/, &2 Firepower Threat Defense Virtual |
. % 52| Firepower EIE 0

% %% Firepower EIE A0
fdiH FMCHC & ) Wi ¥ FTD.

FHIa Z Al

1% RO, TSI SFT A BT ) (2 Fhttps://www.cisco.com/go/
firepower-notes)

i

PR AL SRR 284 A LU URL.
https.//fmc_ip_address
« fmc_ip_address - FxiH FMC (¥ IP Huhilsk EHL4 .

P2 MANEH 4R,
I3 HiiLogln.

[5) Firepower EIE AR &

FiaZ |l
ffitR FTDv REAUNLC BBl ORI i PIF H OB RS LR s fE )y

UK

TR G E > REEE.
TR 2 MR T RPIRIERRINEE, REHRA LIS

I GERT VMware # Cisco Firepower Threat Defense Virtual \i 7357


https://www.cisco.com/go/firepower-notes
https://www.cisco.com/go/firepower-notes

I {5 A Firepower &2 #1:, &1 Firepower Threat Defense Virtual

[a Firepower &2 0 iE G & .

Add Device (7]

Host:t

‘ ftd-1.cisco.com |

Display Name:

‘ ftd-1.cisco.com |
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* NTP - #fiff NTP 45 %8 5 &% > B B > BiE R4 viif ) FMC JIRSs 2% @ — 50

o WAL NAT ID Fl FMCIP Hulil - ff R 75 AN e % A R AH R v E 2580 A NAT ID - Can A i
F1) . ATLAZE FTDv LA ] configure manager add iy #¢E 7 25 BRI NAT ID. s a] DL Al itk
AT 2 H 2 FMCIP Hudik-.

Ao EE AR 2R
ZS

I3 AR A5 P DA 8 G B R AR 2 4 B
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* DHCP JIR%5-#% - 7E #6810 _E 2k % 7 i {8 ] DHCP AR %5 2%

o BRUARK H - Gl 3 1R LA INER AR £

* NAT - fEAMEE 1 FAE B2 11 PAT.

o ViR - SRV AL RSN

UK

BeEHz I, 2529 7

BCE DHCP JIR%54% , 28 32 01
ISINERIN . 2B 33 T
Bl & NAT , 25 34 7T

B B V7 ], 5 37
TERLE 238 L

JAH FTDVEE [, R H Al e A XIS F R TP bk Ja 0, Raadil 2 /DR E PN D A e ik R GiAk
A SR . AR, ORI T ) _F 3 e LI (R AR B 1, UL 1) — A e
AW O Hop S Ol e “BREIX 7 (DMZ), 0] LAAE L P scCE i 2 FF 07 1) 17, 45l
Web Jl55 2%«

ST IR0 Gt R D023 DHCP A ISP SRHXANHE FIHhE, [ IR7E A  11Fo O A st

LUR 7R i48 ] DHCP 782 1 ASICE. 17— dr sl CGifiasitutit) , JFER DAMMICE. T %
i

UK

1% % Devices> Device Management, X5 i & HI4EE (¢ ) .
#ili Interfaces.
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Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing l :ii:: . Inline Sets DHCP

4, Search by name e Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical ld<s &
E Ethernet1/3.1 Sublnterface E] &
Ethernet1/4 diagnostic Physical L2 &
Ethernetl/s Physical & Y
i g Ty 3 ¥ =
T3 PHEHTAMKEOMNRE (¢ ) .
General IEI R s
Edit Physical Interface ? X
m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 = = R,
QK Cancel

a)

b)

d)

BN IR 48 DS F4F ) Name,
Blhn, Kk a4k insides

& Enabled 5 1EHE .

# Mode f& 5 4 None.

M Security Zone T 743K IR FE—NIUA N e A Xk, B3 L New s i —AN B i) 2 41X
.

filan, whn—/~4%% insde_zone [ X 38, AU REANEE D 70 FLgs 2 A KSR/ sl e LA . RN
FURREE TN Xk, (HnT LRI S T2 /N A 80T DIAR A DX S N ] 2 4 5kms o 491
i, A ET LUK PR A3 BE R PSR, T AR A3 B RS . AR 5 TT DATC U7 ) 425 i
Fels, SV AP EAE BN, RN SRV AN AE N IS K2 BRI AN S R 224X 3 8T
PLAE NAT Sl Tt €23 S A QoS Sl Hh i FH X ek sl b2z 1 4 .
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e) i IPv4 FI/EY I Pv6 BTk .
* IPv4 - WA ik $t Use Static IP, SR )5 LABHL R /n B N 1P Hihk A1~ R HEhg .
i, i\ 192.168.1.1/24

Edit Physical Interface

General m IPvE Advanced Hardware Configuration

IP Type: Use Static IP v

IP Address: 192.168.1.1/24 igé:nei.:_J.é.SLe'zss.255.255.-_2s ar

* IPv6 - S JoiRZs A3l AL+ Autoconfiguration ELEHE.

f) HHHE.
F 4 P B TN O Wi (&)
General IR R .

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled | Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

a) HIAK R 48 N TR Names
ihn, B4 4 ok outside.

b) & Enabled & iEAE.

c) * Mode{# 4 None.

d) M Security Zone FHiFIR HFIEFE— NG AN 224 X8, 5 i New 30— B 243X
.
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filan, ¥hn—/~4% outside_zone 11X 35
e) iy IPv4 FlI/ak |Pv6 LI+ .
* IPv4 - i%$f Use DHCP, RJAMCE DL FikHS A
« Obtain default route using DHCP - )\ DHCP Al %5 #%$ 3K BUER A 2% H o
* DHCP route metric - 4} BC 3k 2% th IR BRER 85, AT 1 1 255 2 [0 3R
BRI R B4 1

Edit Physical Interface

General l|=. IPvE Advanced Hardware Configuration

IP Type: Use DHCP hd

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - 4 ICIRA [ 3 & % Autoconfiguration & EAHE .

f) ALEE.
TS PlRTF

fic & DHCP PR 5522
0 A B % P il DHCP M FTDvARSREC TP Huhl, i )3 H DHCP R4 25 .

gz
1B 1 % F Devices> Device Management, 4R i & 4RI (¢ ) .

$18 2 % DHCP > DHCP Server.
SR 3 4F Server JU AT Add, SRJSHCE DL IEDN:

Add Server ? X
Interface* inside 7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server
0K Cancel

* Interface-- M\ R 5T P EHE O,
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* Address Pool - DHCP 55 &+ I ) 1P bk (ANIRAR SR ) o 1P HBhESEH 620 1k e
PO TAE R M E, HARRRIEE I B 51 1P flik,

* Enable DHCP Server - 7E ik 11 I J5 ] DHCP Hii454% -

TR PHRE.
SIS PR

NINERIA RS H

BRI EH I 45 1) ] AR U5 i (1) B3 B 8 . Wi AEf DHCP FAEANSEE T, A IR 5 2% )
RECLAWCE T BN o W SR TR ETF-I Nk i, R R P HAT . SR Ek 1| DHCP JIj %545
(FIERINEK 1, Ho¥s 7R 7E Devices> Device M anagement > Routing > Static Route T [fii_E 1) 1Pv4
Routes 5% | Pv6 Routes K 1.

UK

$HIE 1 %% Devices> Device Management, #RJ5 il B & 4REE (¢ ) .
P18 2 % Route> Static Route, i Add Route, 4R )5 15 & LA R i

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
| = Search | =2 any-ipva &
~

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:
Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)
Route Tracking: v @

OK Cancel

* Type - M HE LR IS % e )28 8, ks 1Pv4 85 IPv6 FLik il .
* Interface- JEFEH FE 1 WA EAMTE
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« ATRAML - O IPv4 BRINES Ik $% any-ipv4, b IPv6 BRIAE L $¢ any-ipv6.

* Gateway 1§ | Pv6 Gateway - il A\ BIEFEAF UK 10~ — DN BRI G hds o EmT LB A TP

bk X 2%/ =LA 5
* Metric- NS H bR R S 8. A RUETEE A 1 3 255; ERIMEN 1.

PIE3 Hil OK.
R R I ER AR

Deploy

System Help v admin v

Overview Analysis Policies JIEUTLEN Objects | AMP  Intelligence
Platform Settings FlexConfig Certificates

Device Management NAT VPN » QoS

You have unsaved changes

10.89.5.20

Cisco Firepower 9000 Series SM-24 Threat Defense

Device BUCTT[ M Interfaces  Inline Sets  DHCP

OSPF

OSPFv3
N Network Interface Gateway Tunneled Metric Tracked
RIP
N ﬂ.j BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1

> [ Multicast Routing
¥ IPv6 Routes

TERA FlHRTF

Bc & NAT

ST ) NAT FU 25K Py otk 5 46 oA 03R4 11 TP Hiuhik b (o 113X 2 NAT IR 4y 2 F s 1 kb

N

Hete (PAT).

UK

$HIE1 % £ Devices> NAT, 2R ¥l New Policy > Threat Defense NAT .
LI 2 N4, EREEAT RS %%, 85 ik Save.
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CEIN |

New Policy ?
Name: interface_PAT
Description:
Targeted Devices

Select devices to which you want to apply this poli
Available Devices

elected Devices
i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

FMEED AN FMCo S ATD AR F5 2250 SRSV I
$IE3 Hii Add Rule.

Add NAT Rule X iFHER: B R .
IR 4 AL

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic v

Interface Objects Rl PATPool  Advanced
* NAT Rule - £+ Auto NAT Rule,

* Type- £ Dynamic.

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination
Interface Objects X 1.,
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Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic 7

b TN T Sl Translation  PAT Pool  Advanced
Destination Interface Objects (1)

Available Interface Objects €& Source Interface Objects (0)

| -}, Search by name | ei‘outside zone @

a Lo
san /by inside_zone

— —_————

oL‘ outside_zone | SAdd to |
ource

Add to |

Destination |

0K | | Cancel
$I26 7F Trandation L[ _fic & LL Nk
Add NAT Rule ? %
MAT Rule: Auto NAT Rule it
Type: Dynmamic it

Interface Objects Translaﬂon PAT Pool  Advanced

Original Packet Translated Packet

Translated Source: Destination Interface IP

Original Source:*

Original Port: TCP BV

o FIEIR - RN (D) NPT IPv4 S I 4865 (0.0.0.0/0).

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

AR AR RS0E X any-ipv4 XT5, DY B3l NAT JUNAEXS G SGERE s n
NAT, Jf HAETkgm 4 R G0E LIRS

* Translated Source - i%£#% Destination Interface | P.
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17 fils Save LR INFEN
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates
interface_PAT You o cnanges | [ Save || @ cancel
[#] Policy Assianments (1)
#h Fiter by Device O nddrue
p ra N Transiated Pack \
# | Direction | Type | Source Dastination original original oviginal Transiated Transiated Transisted  Options
Interface Objects Interface Objects ‘Sources Destinations Services Sources Destinations Services

¥ NAT Rules Before
¥ Auto NAT Rules
PN Dynamic @@ any .2 outside_zone 2 all-ipva @ Interface @ Dnsifalse o7

¥ NAT Rules After

IR 8 Hili NAT Ui /1) Save AORAF 524

A & 17 [a) 3= 5l
G RAELEAE ] FMCIEN FTDv B QU T IEA R SR B 2 V7 b F8 H SRm, )75 22 m) S W% I s u)
PLAVF S B B4 o LA R a8 I U] DL 140 A PN 3 DXk 1) A X Ik it i o iy A X 45K,
T 45 VS N SOV 1 2138 24 X 4% PR R D
W2 FMC eS8 5 DARC B e 1) ‘2 4 v B A

UK

FHIE1 1%k Policy > Access Policy > Access Policy, 2R Hili L4y FTD FOU5 [l 35 SRS I 4m%E (¢ ) &
$1B 2 i Add Rule I E DL FS40:

Add Rule ? X
Mame inside_to outside Enabled Insert |inte Mandatory R
Action |« Allow it < i

m Networks VLAN Tags . Users Applications Parts URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €& Source Zones (1) Destination Zones (1)

| ), Search by name saa /& inside_zone E| seuloutside_zone a
7
sau /L outside_zone

Add to
Source
Add to
Destination

* Name- A ILEUIAr 4%, %11 inside_to_outside.
* Source Zones- M\ Available Zones FiEF PN EBIX 35k, 4K )5 5 Add to Source.
* Destination Zones - M Available Zones Tk AMB R I, 4R )5 #4 Add to Destination.
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HEUER 28 2 Rules 3.

System Help v

Overview Analysis [EISISISl Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | =] Save || @ cancel

ftd_ac_policy

Enter Description

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None
Tg Inheritance Settings | [F] Policy Assignments (1)

m Security Intelligence  HTTP Responses  Logging  Advanced
" Show Rule Confiicts &) & Add Category © Add Rule | Search Rules

A Filcer by Device
w Mandatory - ftd_ac_policy (1-1)

o Alow

1 /& inside_to_outside i
Lo e |

TR A PR F.

FEBCE S B FTDv; RS 20T, ST E S A e e LR

P11 A EJ7 1) Deploys

System Help »

1
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I8 2 1%E$E Deploy Policies XHEHE 1 [f1 15 %%, 485 Hiili Deploy.

Deploy Policies Version:2019-03-05 03:17 PM

FTD 2019-02-28 07:11 AM

' =157.168.0.16 Mo
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v
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0 | System Help v

Deploy

Show History

Deployments O Health Tasks
1 total 1 running 0O success 0O warnings 0O failures
Deployment - Collecting policies and objects. 10s
- ?

' 192.168.0.16

177 18] Firepower BB il CLI
T LA FTDVCLL BE O 3 N S5 F AT i HE R . 2205 9] CLL, o] LA FH /8 242 11 1) SSH,
WA LI VMware £ G &8
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 RRIHLEE A D22 W82 1 (Diagnostic0-0).
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LI E AN E, A Rl FTDv 75 M2 IERIEAT, Hoh a0 HG NGB 22 4 B i A\ 4% DL RCKs:
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DU 2 21 A e A X 28 F R AT REHIAA LR -

|2z Firepower 1% & &I 38

FE B IR Firepower B BLAS (FDM) I, RET ol id e 4% e L ) 348 358 ) in RETHC L
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IR FTIFN AR IEE K FDM. BE R TE CLI M HMTHIIRELE, 151 https://ip-address 141 JT Firepower

WA TS, Hopht LU RI
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“outside_zone” Z4xX o HALRIESHIBEE IEHH
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AR PR A AN 11 25— AN LR BA AR 1,
BLE | Pv4 (Configure | Pv4) - 4% 10111 TPv4 Huhik. w] LU DHCP, 0] L Fahi NE A IP
ikt FRIFERLAIM G, Ao, Wa Lk, AEE IPv4 k.
BLE |pv6 - ZhE54% 111 Ipve kil vl LA Al DHCP, W n] LT3 N i 1P fhhil. Aiggmip =,
b) EIEEO

DNSHRE & - R4 5 L) DNS RS 2% . %\ DNS IRZ2 10— D2 AN Hulik DL AT 4 k. Bk
ML OpenDNS /A3t DNS IR %5 %% . 41 G gt 7 BT AR EWK Z BN, 15 o {E F OpenDNS
DLE BB A8 1 TP Hshik# A\ 7 Bt .
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BeE RGN R BE, ARG T—%.

a) BIX - EFERGIFX .

b) NTPBF[EAR S 28 - EREAI I BRIN NTP iS5 4%, I8 TF2hHi A\ NTP R %5 5kl . T LA inZ2 A~
R 55 28 R AL AL o
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BEAE .
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FEIRBUE REVFAIE, T Bl 32 2 (1) ¥ £ 4 FRFT JT Device Dashboard, 4R #iili Smart Licenses 41
P .
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e

~

gN{A £ Firepower ¥ & ERm PR E IR &Z
SEREE N TG, RS NS B TAE IR T N F LA TR b«
o PERRIAREEE L1 22 4 X 3
o AGAT A N B 2 ZES L 1 1 U Tl B0
o B0 NAT B, K I s 2 AN e 46 2 408 11 TP Huhik b () il — 4w 11 o
o LEN R D AR AL IS 4T ) DHCP JIlR45 %% -

LUR 2D SRR T Al AT 2L A A AR D RE . 15 ol DU _E (8 WL AL (), BRI B D R I R4
fEE.
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$IE1 %% Device, #Jr ¥l Smart License 41911 View Configuration.

ST RAEAE A R RV RUE Bl BRI, URL) , BB, WA edad By e s,
W] A HIPT T B9 RA VPN PRATIIE . QRAN € 2 15 iy ZAE NV ATAIE, TS IV AR B

WORTAVEN, AT BLAZ GURIAT 2 484E . Hihi Request Register, FF4 UL AT R T AETEA
FRF RTAIE 2 BEA T Y o

B, LR I VF Ik
[ 2: B 2 P R B FTAE

Threat DISABLE

T
E‘__. k)

This License allows you to perform intrusion detection and prevention and file control. You must
have this license to apply intrusion policies in access rules, You also must have this licensa to
apply file policies that control files based on file type

Includes: ". Intrusion Policy

T2 WRNE IR L, EiERRE, KRR EOATNERREF AR .

T B Sl 11 A 2 s B P06, R I ST PR PR 7 B b B £ R P A
(@), 5 X IP HhE R A
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3 miEEO

Edit Physical Interface

Interface Name Status

o ©

Description

IPvd Address IPv6 Address Advanced Options

Type

Static .

IP Address and Subnet Mask

192.168.6.1 ! 24

FE3 WRCKEE L, HERENR, R NHxPiEFEREXE.

R s 2 G 4 BT DIk RN VAR 2 TN D, DR s AR R 2 4 D sl AN 4 1ok
WO MG o OB B VN AN RER HOBE X I, DRl e 2 G @ 1 sl SO B D & 2 5,
AT DR R

LA 7n B s il 4 DMZ $2 [RS8 DMZ [X k.
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B 4R XK

Add Security Zone

MName

dmz-zone

Description

Interfaces

+

Ei dmz

HIR 4 R ELE R i ] DHCP M &3 E TP Mk, %1% +#% Device> System Settings> DHCP
Server, #RJ5i%E£F DHCP Server JETiF o

W LS T DHCP JIR45#%, AHR] LGl it sl FE 2o SO . i R a7 oA e 11,
WFEIXLERE 11 E ¥ A DHCP 55 g2 AR R Ak e dy +, D REA AR 1 G B 0 25 s A ik
it

Ak, st nT LAfE Configuration U3 - Hoxt 4 % P e (i () WINS HI DNS 2 A TR % . LA
TR R I £E inside2 2101 (Hihlvh 192.168.4.50-192.168.4.240) | i%H DHCP IR %8 .

[&] 5: DHCP AR %5 2%

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

1B 5 L% Device, #RJ5 ¥t Routing 207/ View Configuration (= CreateFirst StaticRoute) , & 2k
N3
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BRI FE I 45 1AL TN 2 10 2 A BB ISP i 8% . BRIN IPv4 % 3% FH T any-ipv4
(0.0.0.0/0), T ERINF IPV6 i H13E FH - T- any-ipv6 (::0/0). Sk FITAE FH AEEA TP RRAS B8 % o un SR
DHCP SREXAMH L L [kl AT #8 40 T 5 BRI i .

AR S B R AOE M T BRI L, A R R . EIRE > RRRE > B
OB BM O,

PUR 7] B TPva HIERIAS . EUER 7, isp-gateway A& H THr 1 ISP B3 TP Huhk ) P 2% 5 4
COZRN ISP Hhgk il ) o mf DLk fefe X 58 F h i R K BE F 4%, ROV EHZAN R

& 6: BRIAERH

Add Static Route
Protocol

@® 1Pva O pve
Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks
rﬁ_] any-ipwd

PUR6 JEFERRG, JF O LR ICE % A TS
BEAR 2 (1) UL E STV N RIS M XS TR A7 ARSI, FFRE AT 45 3 g A1 45 1 O
HE TR Gl e (NAT). RUAERCE T8 0, an R HAs i 2 Py S D 8o %y, g g 42 i 90
Wy Al N H] T IR
H2, WRAZAWEED, WIS 4005 W IR S VE A B2 TR (R . s i At
AR, R K SEVFIR L X IR 8] (R o T S i B HEAT 1 R AT PR S 4 B
UEAh,  Had ml E B Al S LASE OB IR 55, JFXE NAT Ay () A 2E AT RS 40 i 5, LSRR 2L
g SR Jmr DASE & LT 50
* SSL % - IR SR A N . (HIATHTTPS) M AF/EANGR . MR, Wi s sk
811 SSL i SRS A AE 7 TR 2 (I . R IR R, oK ILER N
© S - WEREDR AR B0 5 ARSI, SRS P BORT P AL R B R PRI 2 DT R, 3
A5 53 473 SRS R L5 45 R 0 TP Ik SCGIBR TR T
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. WA 7E Firepower it & EIRRE PR E IR &

* Security Intelligence - i F1] % 4 4R SRS s 557308 H AN FR A4 FL(K) TP ik Bl URL R348 . K
EAUR R m IR B, ARV )47 S p B A) o R 5 REX 28l il SRR S B
CALE R IEATURL YR, w2 a5 IR MR A RSB sh A 0 . AT IR, o T i 8 SR
SRS 0 S 55 PR 44 B PR I

* NAT (Network Address Trandgation) - i J/] NAT S0&45 A &5 TP Mk 464 A AR vl 4% stk

o PFIEIEE - AU R P S A E 2% L SR VFIRE R . T LU A TP kb B, i
Hy B URL. 7 s AT e Sd w] LA FH D7 1m0 42 Fh R DUk 2 N AR SREMS RS A
CREHAE) S AT LSk Sl URL €.

o NR - AR SRS AS I sy o BRASARE D il P2 AR 2 P NAR S, i) ml A4 A AR
S, DARE RN AR A TR 22 AR R o

LA 70 9] 58 75 U 5 1] 2 T S o VR A S DX AR5 DMIZ X2 TR o AEBes il e, AR
iR ERIRBCEARATIEI, HAERIERERSN, b FE R AR SR AR I L

7: 7 Bl S

Add Access Rule

Order Title Action

2w Insice_DMZ B allow v
Source/Destination Applications URLs Users Intrusion Policy File palioy Logging

SOURCE DESTINATION

Zones + Metworks + Ports + Zones + Networks + PomziProtocols

g inside_zone B dmz-zone

FIR 7 % Device, R/ il Updates 417 (1) View Configuration, 248 %4 e & B il&1

WA R SRS, 1R RN R CVDB” Ed R E e T R, G R e AR, TE A M
M) A “VDB” $da FEVCE BUHvERI o W SRAEAT A 2 A S s s A AR N DL EC AR, A R
m)” F“VDB” # PR i & B v-Rl

7
PIR8 Huli i) Deploy #2HL, AR5 i r BV 442 41 (@), LA 5068 B 35 1) 5 K
AR S B, Hoh 245

T—%Mt 4
5 AH ] Firepower W45 H 4555 H Firepower Threat Defense Virtual [ 7£4115 &, &S0 GEH T
Firepower % # B4 1] Cisco Firepower B MHIALE R ) 8L Firepower 4 i5 BEAS AL B -
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FZ 42 Firepower B BB

VMware B [%5E H %X
e R {ESLER

Firepower Threat Defense Virtual & —Fh =i PERER %%, H 0] g 75 LU 38 8 SN LR 45 727 A RE SR A e £

R
AR FEAS-4H Firepower Threat Defense Virtual £ VMware vSphere M35 A1 {i¢ 33F f £ P B 1) — Lo A4 SR A
il

\}

IR USRS, U BESXi 6.0.0.0 BYE mRAS

* SR-IOV 1L , % 49 1T

SR-10V 3% & Fc

H—R /O BRI (SR-IOV) SRVFEAT &MU B EAE RGN 2 A VM HLE WIS 2% N 14 PCle
L% IE AL . SR-IOV A VF VM 7E N 4% & A2 o oeicd AL # F2 7 1 H AR N s, A4
o P 28 i R G IR S% 2% CPU i4H . BB x86 RSS2 b BH 2840 3505 ) 41 ¥ s Tl g (51101 Intel
VT-d #AK) , EATAIEHE SR-IOV JIT 757 11 B 32 A Ae A% S HL A A

SR-IOV }yuE X T HFh i & 281

« WIHLThEE (PF) - 2 L@ T-5# 45 NIC, PF 25240 PCle ¥ 7%, {UFh SR-IOV Hfg. PF {%IE%
PCle % & 17 N AT R AN E . Al RAS PR nA—4LERIIhAE (VF) S48 SR
Ho

« JERLIAEE (VF) - R T84 vNIC, VF J& 5248 a8 A B PCle W &, 2 /D8t B B % 5)
WY. VF HFAEE TS B, 2Lt PF ORI B, WL —& VM 4 — A~ akZ A
VF.

VF 1E AR E RGHELE R, d5e i v LL 10 Gbps (K33 5 54432 5 Jir )7 0 1 A V8 46 1K) RE UM L. AT A4
AT ZE VMware 135 FICE VF.
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B srovEnssesz

SR-10V =M By 3L B

SR-10V #Z= EN

VMware vSphere 5.1 J 5 = MUAA AE HAT 4 e B (A5 N SZHF SR-IOV. i3 A SR-IOV i, vSphere
(28 Dy e o E 3 TAE

F% T Firepower Threat Defense Virtual Al SR-IOV [{] RG LK 241, EENIZEFH VMware LR H 1)
SCRAE ] SR-IOV BCE, BT SR SCHRFINIC, Dhfgrl HIPE 2 VMware 1 SR-IOV T2 #
KT TR B

KA AAE VMware 248 EARC SR-IOV 42 F ) &R0 BSCE FIEC AP BR . AT o 15 22 TR e S
HIREE PRI, IRV AT 2 VMware ESXi 6.0 1 vSphere Web % /7. JE} UCS C &
Y554 M Intel LK M R 55 2% 1@ Bl 2% X520 - DA2.

SR-10V #& [ #Y PRI

J3 8)) Firepower Threat Defense Virtual i, i & SR-IOV £z [ H LT 7] 85 ESXi H 2/ ¥ i3
S XATRES DL N RC B AT 1%, 32U E I FTDv MEIMLICIM 45 34:4% .

JHGAE FTDv _ERCHE SR-IOV MZ445 L2 i, U UERE FIMRS AR 2. X ]l ok 199 2% 425 1 P
N HIE] VM L EIEF Y E MAC bk O

FTDv JA3Ja, S LU MAC sl S 82 1. 354 show interface fir & & FEAIK
HOEE, WEEO MAC k. # MAC Hiht 5 show kernel ifconfig fir< 145 R EAT ELE DL A
IR OB

2 & ESXi =41 BIOS

FHIa Z Al

YAE VMware L2 SR-IOV £ H ) FTDv, i S SCRFERUR T ML . VMware #2441 LRSS UE RE
AL SRR T, BAGILAELL SR-IOV SCHRFARATER # AL AT R 30 CPU R s IRy R R
AL TR IR AERPIRZSD

JiAh, R R LOE g s B BSXi FE ALK T & A AE BIOS H i H T RERIL .

UK

S T ik —% 5 5] ESXi Shell:

o WURG AT LBV M L, 1 T ALF2 3T T PN B P ) 5 (108 S5 T
o WURBIEACIZREER AL, W] SSH sl HoAz A #2816 3 B ML LR Bh 2 il

P2 H AN LU A
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| vMware #9148 % — 5l Firepower BB 1 6) & 5 SR8k
wxmmmEng ram shiov i

PR3 BT R

-
esxcfg-info|grep "\----\HV Support"

HV Support -4 (15 HH #7577 F I LI A2 AR PP 2R . A7 DG AT e AR 1d W 4
0 - VI/AMD-V KR iZ SRR A AT

1 - VI/AMD-V /R VT 8 AMD-V ml g nf ], (HULRE A SR EAT.

2 - VT/AMD-V %k VT 5t AMD-V i H, {HHT7i7E BIOS H 48 H .

3 - VI/AMD-V /R VT 8l AMD-V 7 BIOS 1 Va3 H, I H AT LAEEH] .

Tl

~ # esxcfg-info|grep "\----\HV Support"
| ====HV SUPPOTrL ...ttt ittt ittt it 3

{8 3 Lz HE R B .

T—% it 4
s EEHUD RS O A E S SR-IOV

EEHEERE S LB SR-10V
1EK RN LERE B R R Th e 2 1T, 1518 ] vSphere Web % /' iii Jii il SR-IOV, S EAL_ L REHIT)
Re i
FrI6Z /il
IR OB SRIOV MM Z 2 1R (NIC); 1SRGk, 553 il

UK

IE1 1F vSphere Web %/ uii 1, FALEIE)H H SR-IOV 1 ESXi F4L.
IR 2 £ Manage £~ [, i Networking 3£ #¢ Physical adapters.

A LLEE SR-IOV &, LA T il PG B A5 2 15 5255 SR-IOV.
WIB3 EPYBELERLAE, SR Hili Edit adapter settings.

$£IB 4 /£ SR-IOV F, M Status FHisgfidk$ Enabled.
HIE 5 7 Number of virtual functions SCAHKEH, BN BN 1Z0&E B #s e & 1 AT RERH -

R BATERERRENME D VE SRR E L 1. GRS 2RI B L,
AR MBLTERE T B
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. £ vSphere 3334/

HIE6 ¥l OK.
$HIE7 ) ESXi FHL.

MEFUT) RELE B Y PG FC 28 IR 7R 1 NIC B O R AR NS PR &S . BT R E TN Settings LR 11
PCI Devices %) H' .

T—5Hit4
o G —AMbrifE vSwitch KA FE SR-IOV TIRERTL &

1|2 vSphere 3324l

B3 —A vSphere A #H K B SR-IOV #2111,

UK

$IE1 7 vSphere Web % i, FHE ESXi E4HL.
$I82 7t Manage I, %% Networking, #XJ5iE## Virtual switches.
$IE3 i Add host networking Elbs, BRI INYS (+) MZR s BER bR
HIE 4 %EF% Virtual Machine Port Group for a Standard Switch i35, SR 5 2l Next.
WIS L EIREZIRNL, A5 Next.
IR 6 BB I 405G FL A AN N BB bR UEAZ L
a) TEAPCHIERCHs N, HRilskn’s (+) LRmEE:S.
b) M SR-IOV AN KRI85 11, 12 Intel(R) 82599 J5 JKA7 XU 1 /4 4% 3 4%
c) M Failover order group FHizgit, EFE Active adapters.
d) i OK.
W1 Ni% SR-IOV vSwitch I A — M MILEHRE, AR5 510 Next.
$IE 8 1t Ready to complete Ui F A A IESE, SR)5 i Finish,
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samEpnnisas I

[& 8: 2%+ SR-10V O RIF vSwitch

Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs [ Nelworking | Storage | Alarm Definitions | Tags | Permissions

a Virted| swilchs
ECEITNE © . s~ xo0
Vilerme adaplers LT

o : -
Piwsical adaplers £ vawstcho

TCPAP configur ation £ vowilcm
Arberanced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WLAN 10X - = vmnicl 10000 Full i ]l

* Virtual Machines (1)

T—5HHtta
« BRI AL

TR E P B RS Rl

e e 7] T R AL R UGS, eA 15 B BT F B B A6 . . FTDv VM AR 2
WA EAE] 10 e Em . XFEA e SR-IOV HIBIIAERFRY FTDv. DL N ERVERS A n) s B
FTDv T2 2 5508 S 47 ) R AR A I AR o

A RN UE A REA M AR NERIF S, 75214 vSphere REUBLE BEICRY .

UK

1 M vSphere Web & )7 3y % 3% £ vCenter 5545 -

FR2 B EB N FTDy UL,
a) EFEEARE L. SO, Bl IEECENL, SRS il Related Objects 1B .
b) FAEEIML, JEAFIFR LS FTDY b

PR3 KHTIER R
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B /5 sR-10v NIC 72 4] Firepower A4

PR 4 LB FTDy, JHKIER: 3R1E > Fi B vCenter #2R1E > FRAM > AR VM A4,
SIS i Yes LA T

FIE6 MBI ML S ESXi 5.5and later I .

ST (Wik) E#E Only upgrade after normal guest OS shutdown.

JITIEE FE AU LA T2 O e 45 A AT A AR RRCA RO SHe A PE B, O ELRE AU LR A 100 ol S8 D B
(IR FRAS o

T—5Hit4
* JHIT SR-IOV H.1H M4 E R 254 1% FTDv 5 ERL T RE SR B .

1% SR-10V NIC 7B 2l 2 ¥ Firepower & i 3 il

J Tk FTDv RN EE NIC v] DIAZ $e s, #0200 FTDv 55—k ANH4E SR-IOV Hill
I 284 135 P s () REFU L BEAH OC G o DA N ERVERE 7 Ul B el i F vSphere Web % /7 3l SR-IOV NIC 43
Bt FTDv ERIML.

UK

1 M vSphere Web 7% )7 i & 5% £| vCenter JIlR5545 o

P2 KA LB FTDv BEUML
a) JEPEEHE . SCrEYE. ERE. WEMEk N, RS i Related Objects M .
b) HERWL, JFMFIRFIERE FTDY AL,

FIE3 EERNL Manage LT I, #KIKEFE Settings> VM Hardware.

YR 4 Fi Edit, SR)51%$F Virtual Hardware 30K

FIES M New device Nz, 1EF Network, X5 1 Add,

240 7~ New Network Ffii
FHIE 6 Jit 7 New Network 4y, FFE£ AT ¥ SRIOV i,
FIR T I Adapter Type T ik SR-IOV passthrough.
$1% 8 M Physical function FHzfrf, 3EF5 L IE BN LA e 28 AH X I ()4 B T 2% o
A RS Ul Y INEV/

BB AU, ESXi EAURE AP BELIE MO a5 ik £ — DR KBS Zh E,  IFR LU 2] SR-IOV
FOBTERCAS o MUK 56 UL KR UL BC 35 AR R SRS RE I BT A7 s 18
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