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firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk%

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

IR 2 /£ FXOS CLI 1, SR IEAEBATIIRA .
scope ssa
show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Not Applicable
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Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: ****xkxxk%

Your password was updated successfully.

[...]

firepower#

SR 3 WERAESEH G I 1 B FXOS, 1HIER ] BiPrbifil CLI.
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connect ftd

Example:

firepower# connect ftd

>

S UGS IR I, RGN (AT VAT i) (BULAYH,  4n 54 1] SSHIE#:,
W 2> PR B admin 5. RJ5, REUK s CLI BEE AR,

Note

FRAEERRECE, SWJCEE S CLL %3 m s (flhn, i sogdrmig) o Hig, mrLl
T JE A CLI g configurenetwork i 2 H T A XL B E . 15214 Cisco Secure Firewall
Threat Defense iy %2 % .

BROAE B AT B 2 R AEAE 5 SRR Z T AN {8, 154 Enter .
HZ L EN .

« MINEIRIEORY |Pv4 BOAR X - EiEiE O BCEOOE M T e e & B0 B B4 Bl A B 7
EBLR L% AR A B ARG N, RO AE B 1/1 BEE I OC TP ikl 7RI Z% A R 20 R I S
FoRBl, R DT B G AEIXAIEOLT,  NOKE RO TP kb e B i ) 9 4% 11 TP
Motk S 2L B B b B A ER TP Hbdik.

c MREBHMEESECEYN, FEEMERE - WRKCET SSHIER, HAVIRBEN LN T IP

Huhik, FERKWOIT . AEHTE IP AN B FRT AT . BB .

c AHERIZE? - A B DM EEL . MI% yes ERAT B SO B B AS .
« BEERAASERR? - AR IR NG B N BB B K. AERTIR TR B K R 220

FRIEAEIZAT RO E

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[..

-]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must change the password for 'admin' to continue.

Enter new password: ****xkkkx

Confirm new password: ****xkxxk%

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.
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For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

Update policy deployment information

- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor

to

a Firepower Management Center disables on-sensor Firepower Services

management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

WIRS e R B U S AR TR A B e
configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - f&5& & # 0 1) FQDN EY IP #
Hko S A B RL ANBEH LS, 351 DONTRESOLVE Jf4E 7€ nat_id. 4% /b — ik
2% CEBRrbuey B BB A HA YT TP bk, A BEAE AN 2 1) 37 XU SSL N #E i
WAEWIE . i BAE a4 52 DONTRESOLVE, T gl B 80 254 1] 5 1] 1) TP #8533
W4

* reg_key - $RERIER PRI, M EUY O A R B B L AR . MR
A 37 M PR AT U TR (A-Zy a-z0 0-9) FIETFAF ().

* nat_id-Fi @ IR ME— 1) — MR W B AR B — 5 A R e T U IR 1) TP bk sk
FHLA, WBZEAE e Beee. Wil FEd.0 i) DONTRESOLVE, NI 245
SE'E . NAT ID MBI 37 N7/ ARERHFAR AT (A-Z, a-2z. 0-9) FIEFRF
(=)o Uk ID ANREH T RAT A AR B 21 M 21 A7 3t o

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

WA TR T NAT %452 )5, Wi AN ME— ) NAT ID BL e %40, 3145 DONTRESOLVE
MmAEEN, Fln:

Example:
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> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

R B TE AT NAT W42 )5, G AME—F) NAT ID LA A B B0 1P bk sk EHL4, Flhn:

Example:

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

What to do next
H5B7 KB B G

£ & SRR e BB #14a B E

Nil

B

R WA B PLRE DIBAT BB (RGBT WA B ge AT YR B N, R )
B RO BT L, BRA R ORI BRAR VT M R AN, 7 WA LAY TP T A B O
AR o TR, AR LB E W E, B0y i # ) S ol e 4 X . i CLI i, HA
BRI HAS U R BEE SR (B, AR BOA N ORCED .

FiaZ |l

s FEIFPATEBP O E . HZSI (R} Firepower B HHLL 1600, 2600 F1 4600 Al %
Pefama) o EWCE MBI 2 AT, T EAIE O TP Mk s N4

* fifi ff] Firefox. Chrome. Safari. Edge ¥ Internet Explorer 124 Fi A .

UK
OB LA

a) LENMERSPAALLF URL 22—,
« B (LA 1/2) - https://192.168.95.1.

« BB - https://management_ip. & % 02 DHCP %7 5, A TP MuhikEX ¥ T4 1) DHCP il
g%, R RER, ATREA UG R BE TP Huhk B E O A, DR BRATT s S A P
O, DAy T

b) A4 admin FERIAZIS Adminl23 &3k,

0) RASPREI AR LA AT PR T S B A

VO W A% P AR DASE WA B B, T E B R . 80T DL PR IE R 5 o 0 1 RS A kA i
#ZIRE (Skip device setup) kit 2% 7 & .

SECEEEN TG, BR T N (Ethernet1/2)RIERINALE 4b, IRARA M (BRI 1/1) 1)
BOE, 2 A e D) 30 3 A H OV B I HEA T 4R
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a) A RV B LI RC A LRI, AR5 S T —3 (Next).

1. 4MERIEO ML (Outside Interface Address) - I 1 & HIBCR W 5G, I FLAT FAE R B A 1)
W . FERIUG WA B B IN, ANBRIE BRI AN R o 38— N0 e LU BRIA I ks 12
I,

WHRBAE 548 (BN AR DRI BAs Ui, WAL 58 &6 ) 5 T-3)
Be B i

BLE |Pv4 - ShE32 1 TPv4 Huhik. A DL# ] DHCP, tHe] DLFshi Nffas IP Hubik, M
TR . Shah, AT LAk, ANHCE IPvA Hihlk . #4004 F 22255 10) i & PPPoE. 1
PGP R DSL. FL A g R 45 5 ISP LA $z,  JF H ISP {4 1] PPPoE K42 it 1P Hutik,
W] e 75 2 H PPPoE. W] LAZESE iln] ‘7 J5 Bl & PPPoE.

ELE 1pv6 - Ahakiz D) Tpve Huhl vl LU DHCP, o] DLFahm A\ EaS TP Huhik. RTZ%F1
Ko Ahh, WArLLEFE R, AECE IPve Hull,

2. EIEEO

UWIRAE CLIM AT T AR BEE, ROMANS B B B D BE . WA, SR B O P itk
ARLGHEFH oy WHSIPIR 3, 5 19 WCAREE H P k.

DNS BR 5588 - 7 KB B4 1117) DNS JR5545 . fii A\ DNS 554 (1A~ sl 2 /> ik U A
ZFRe BRINMEA OpenDNS 233t DNS fR45 % W& 4 iE 7 B AR S BRI, 15 A (E
FH OpenDNS (Use OpenDNS) LLF BRI &3 1 1P Huhb 3 N 7B o

B K E M2 - B ka0 B O LA

b) KCERFENIEE (NTP) (Time Setting [NTP]) Jf 5 i F—3 (Next).
1 X - RGN X
2. NTP R EIRR S5 88 - EEHF AR N NTP R 554%, T2 NTP k552 ittt mT LLES I
LA RS A KA o
c) LEFEEEN 90 HiFMEAT AIEM
AN 1) B AT SR WM A s AT VR RS B L BT .
d) mdisE.

e) RIUKIL NIRRT EIE (Cloud Management) Bl 37 (Standalone). - FEIHLL B EE, ik
FEIBIL (Standalone), ARG IEFEFEIET (Got 1),

HIE3 (WAETHE B ORCE — NS IP Hubk . EPEER & (Device), RIS ST RFKIZE (System
Settings) > &£ 0 (Management | nterface) #4%.

WS L B A TP Huhh, TE R OR SR BRI e B o ME— N o, AN 3 D . W E A
DHCP, WG 3T B

TR A WORERCE AR O, RSN F L AN O, THIEFR & (Device), A5 iR (Interfaces)
PR
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ARAE B B PR DM E2E R, WS B B as P RCE P K, 55 105 0T, £EIA]
B AE MBI, AR ORI A BRI .

PEBS G IRE> RFIRE > EPEIR, R)nnd 5 wE gHh.o
$E6 il EEHEH.L/CDO FMER.

ul

M,
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[ 7: E32HL/CD0 EARIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP #utk, B A LS 1P ks M4 U 1) g
L, s 2, W S A1 T NAT 2 s A3t 1P bk ek B84, i AT & .
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IR DA — AN g% CRFBERAL B0 UG A 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2 f i £ 3

b) WHEER 2, WHA BIBFL/CDO £/ A/ P Hitlt.

c) 18 EMFL/CDO EMEA.
DL S IR PR IR BB, S U SR B A A % I R A A B0 BFR e e . TR
A 37 MEFF. ARCTE RIS F AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) 453 NAT ID.
LU ID LR ME— M7, TR .0 BT, mRNELP—5&& L
feE P Huht, Wb Beoh s (H U RIAELE s P 5 W & 10 TP suhk iy, {396 %2 NATID. NAT
ID A 37 M. AR REIEARET (A-Z, a-z. 0-9) AUEFFF (). M ID AN
FH T AT AT oAt i 473 M 2] 4 b, . NAT ID 5 1P Ml &5 540, B TR 5ok A IF
W HAZER TP Hihik/NAT ID 3T B 565, A SR a5 .

TR WEEERE.
a) 1R FTD £#.4&.
b) fHi DNSARE#4H.
HEPEIA 2 sl g — Bl BRA DNS 41444 CiscoumbrellaDNSServer Group, L0 fE
OpenDNS k%5 2%

¢) XTEIEA0/CDO ifiEiEN (Management Center/CDO Access I nterface), ik e IE
(management).

PR 8 riiliEHE (Connect). EMMRZS XFIEHE Wos I 2] A B LY DRSS . 76 REFEEEHL/CDO iE
Mg E LBE, FEEEETL, FRRS NPT k.
WER DR Rt 15T BUEEM. B0, iEE REEIESO/CDO EEE PR
JE KM WA EIAS AR o WX, il R, O B H S G B A B
I A 2R
HURIEAE RIFEE D O/CDO EMEE L BRG IR FFIER R W ig By, BRAKED 5EEP O
BIRTEES, CDO XFHE. BAGIMITT 5 Wi BLAR iE#2
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Registration Status

Successful Connection with th

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide @, or
CDO configuration guide [ to configure your device.

Parlas \
BREEG
A A FH e O 0 B O s 4 i B 18

FrIAZ Al
A RZSCFR AR IS R, WSS ITHRA I ZAT W] (2 https://www.cisco.com/go/

firepower-notes)

UK

TR AL SRR B 284 A LUK URL.
https://fmc_ip_address

FIR2 BN AN o
T3 AEXR.

REVE R LRI ANE
PV RTEAS H B AR B DI . 7T DD KR 51 VT
- BEHAE- OB LRLAR VT
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* IPS - 45 F—AL IPS
o TR BRI R ARAY: B
* URL - URL j1J&

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only
* JIBET - Diameter. GTP/GPRS. M3UA. SCTP
A IRSEBHF A I E PENMER, 1575 M) cisco.com/go/licensingguide

FHIa Z |l
AR BRI B R
WERBGEARATIK™ U R R AR IR o Gl IR REPH A S, T LON AL 2 —
AR
o SRR RER AR AT S AT A 5N (3DES/AES) VPRI TERIZER, A REAE A SELLThAE (CUE
M B AR SE R D .

B2

SN U RAT RV T 60 279775 0 T VF AT E

0 SR ER A 7 S HL S A i, RS PR Y 1% O R B R RE ARV TR . (EZ,
WA T S INVERTE,  UiE{# ] Cisco Commerce Workspace I ) Find Products and Solutions
R T B RN FAHIE PID:

9: A R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

R WERARIE] PID, &l LLF 50K PID 52T b
* JEAfiAR VFATLE:
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=

* L-FPR3140-BSE=
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* IPS. SEEKAE BWifHA URL VF Al IELL A

* L-FPR3110T-TMC =

* L-FPR3120T-TMC =

* L-FPR3130T-TMC =

* L-FPR3140T-TMC =

K IR PID 22— BN BT Fs, af BUESR 5 LUK PID X1 11T H -

* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y

* L-FPR3140T-TMC-5Y
* Cisco Secure % ' ii-iE S 4 MR 42% P bl T o
s IBE B VFE:

* L-FPR3K-FTD-CAR=

B2 WOREARIAT IR AR, 15 8 BEVE IR 55 2 M B

M T B AR R A B AR h AR B A . B OCTEAN UL, 152 (Cisco Secure Firewall
Management Center & IR )

(o) & T FR L S AR B B D

AP BE 2% TP ik B WLAS H S 7 0T S M 2 B
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FrIAZ |
o WCERISAE BUBMOTAE AI4AHC B T BCE KLU E B
o PR EE TP Hhdik sk L4, DLA NAT ID
o IO R

UK

F 4 FHP b, EHEE (Devices) > & B (Device Management).
P2 MR FhyRGy, ERRmEE.

Add Device (]

Host:+

ftd-1.cisco.com

Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v
Smart Licensing

Malware

Threat

URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WHELL NS5
o EH1 (Host) - By NS G548 1) 1P Mokl sR W44 . WRAE BB 18 ]G e & b a) i 45
BT B AU TP Hiblk N NAT ID, 7] DRt BB 25,

[l Cisco Secure Firewall 3100 \iJ#57
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iR 7E HA 55, YN EF O AR T NAT 2 Ja i, T A) DUZE 32585 B oot Ao v gk
JUR B AT TE 5 ML TP BRAAHR . (EJE, EEAEGH ) A B bty e mU B AR, A
LA BB AR i 1P Mk ek M4 .
« BIRAFR (Display Name) - 4ir N\ ZEAE 5 H A0 A 27 0 g B B 481 1) 44 R o
* SEARE4A (Registration Key) - 5 N 1E BEM T AEIAT G C & H 9 52 0V S
* i3 (Domain) - WA ZIIREE, TR B BLLE 2
* 4B (Group) - tn FAEA AL, LK H ol 25 B4 4 o

* 7B HI 5K RE (Access Control Policy) - IEPERIUG TS . BRIEC A E 3 75 2 H M A
SE MG, NP SR (Create new policy), R Gk IEFRB 7R E (Block all traffic).
e s ] DA SOt DL R VR sl s TE S ) SR R A A A, 5 37 T
10: FERBE

New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EHEIF ] (Smart Licensing) - A58 35 1) D g 70 L w3 (PR eV vl ik : Malware CUn & 4T 548

MR |« Threat CWIREHTEMHNRIIHED o URL  Cll 88 F T B SLitist 728001

URLH3E) o EE: fERMwes)a, &nlLLNERS > 15 /T IE > & 8814 /T HE 0L [f M. H] Secure Client
TEFEVF ] VPN VFr]HIE

* HE— NAT ID (Unique NAT ID) - $& € &7E BB B8 #14A L & - Fi 22 1) NAT 1D,

« HBAIEE (Transfer Packets) - Al kB &K 2t WAL = B B b e WAL 3 B T I figh
TIPS 5 Snort Z A1, Lok SO BB G B Aok ) A B OREA TR,
RAET I, S B ki3] L, B m B A RIE.

PIE3 AUlEM (Register), BEWIRZLRIMY — B W&, 1§ AT EMIFRMEAM (Register and Add
Another), FFEIAEN B
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WREEM LD, B KR IMBIFR A WRE MR B 2 RS GRE  nR JEU B A
ORIE, R A AR 0

* Ping - V5 i) WS4 CLL, 2R J5 A H LA T 4 ping B B0 1P bk
ping system ip_address

Wi ping AR, {FH show network iy 4 V‘ﬁﬂ%hﬁ L AT B O AR R TP M
bk, i#1EH configure network {ipv4 | ipv6} manual 4.

o AL NAT ID A BE A0 TP bl - A ORAE AN e 25 A FAH R IR 258 AT NAT 1D (il
HAED o Al LA FE R ] configure manager add i 4 ¥E T 41 NAT 1D,

A Z R E S, TE 21 https://cisco.com/go/fimc-reg-error.

e EE AR 2R

ARFHR > A LA A DL 18 T AR 22 4 S
© WIBFISNIEE O - S N DA IO A TP Mdik,  JF¥% DHCP FESMHE E
* DHCP %54 - 7638 1 F 24 % 7 i) DHCP JiR%5-4% -
* BRINRS - i A S IR DA E
* NAT - ZEAMHEZ 11 #4211 PAT.
o ViR - FVFRLE IR AL BIAME .

FCEIEA LA, e P RS

(1) |REE#EH, 529 5

(9 | ML DHCP Jlud54s » &5 32 UL

::'/3\-, Vﬁj][:l%j(U\E%EE ’ ;ﬁ 33 ﬁo

4 BB NAT , 2f 34 Ui,

(5) |SRVFLE AR BISNIE , 55 37 1L,
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| EREERLEHE R
maz0 ||

[iW=g3m|
o A 1, A e A X S T Y B P b, Y, LA DI E AN O A B RS
A AT i R . G, SRR T R 30 % ey 2 B R [ A 11, DL R ZH 2 R 2% 1A
ZANERE D . Horh s O al AR “FREX 7 (DMZ), %8A] DLAE I scE /] 28 T 5 1) iR 2% 7, 4
41 Web iR%5 2%
HLAY )30 25 %t 15 1 2 Tl ik DHCP M ISP SRINAMGR 42 bt [RIIAE R4 10 o SCER A bk

DL TR A P DHCP 643 11 P M T — A . (Al , JF7Esk D Ah LT T — Bk
K

i

$IB1 %458 %& (Devices) > iR & E 1 (Device Management), R J5 il kb iidmeg ( 4 .
$1E2 L3N (Interfaces).

Overview Analysis Policies JsEMEER Objects = AMP  Intelligence Deploy » System Helpv admin v

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

10.89.5.20 @ cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device Routing li:m Inline Sets DHCP

4, Search by name .f:}" Sync Device | | @ Add Interfaces =
Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical L& & &
B8 Ethernet1/3 Sublnterface [E] &
Ethernet1/4 diagnostic Pysical B P
Ethernetl/s Physical & Y

PR3 LN 40-Gb 1 (HI RS BT A G 4 x 10-Gb 70 3G, 3 sl LK 20 S b
ARG CAAERCE T T 40-Gb #5211, WA ZRAE QR SEQI HE 7 S 2 B BR I

SBA SGHER TR O N gRE (4 .
B K 3R —$B% (General) LTI
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Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

a) EANKJE RN 48 NFRHIBFR (Name).
B, ¥z O 40k insdes

b) %12 (Enabled) & IEHE,

o) ¥R (Mode) {4 4T (None).

d) MZ2 X (Security Zone) FHFIFR S~ NIA MWL AR, s HHHIE (New)
In— B 2 A
i, VRIN—A~4 g inside_zone HI I, AAZULIE REAEE 43 B4 B A ORI e 1AL e
R B T AN A, AR AT LA 2 N AL 40T LU (X S I H 22 4 S . 451
BT, T LK Y AR PO IR, K M A RIS e SRR T DA B 4
o, SCVRRLE A ESEEBISM, (ER STV AN A PO . K2 MOR A SRR 2 A X s fosn
PLAE NAT S Tl €25 SRS FI QoS S Hh A4 FH X el 1 4 .

e) Mty IPv4 /8l 1Pv6 LI .

« IPV4A- )\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hodik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.166.1.1/24] L e
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maz0 ||
« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE .,
f) mdHE (0K).
SIS AHEAFAMNBNE O g () .
IR 2 7R — % (General) KEI R
Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration
Mame: outside Enabled Management Only
Description:
Mode: None R
Security Zone: putside_zone i
MTU: 1500 (64 - S000)
K Cancel
iR W R I DAL T AR Ve, Wiz DS dr A A ISk AN S
Eﬁﬁﬁbﬁﬂihﬁ PRI A I A A 2o v T 7 38 e A BRI 1’;1)3?%27 DASE I B Lo
T S SR 2 A DX 3

a) HIANK R 48 N TR Name,
Bihn, B4 4k outside.

b) /AR (Enabled) HIEHE.

c) KHER (Mode) {* 7 4Tt (None).

d) MZRERXiH (Security Zone) FHFI R P EFE—ANIAWAMB 2 Xk, 8 it #iiE (New) i
IN—ANBr ) 22 A X 8k

i, hn—A~4 4 outside_zone [¥)[X 3
e) iy IPv4 F1/8k |Pv6 LI .
* IPv4 - %#%{EFH DHCP (Use DHCP), RJGICHE LL Nk 4.

« {#F DHCP FREXEXIA R H (Obtain default route using DHCP) - )\ DHCP K45 %5 3k B2k
N
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* DHCP g% Hi#E#x (DHCP route metric) - 4}t 2 3R 2 8% th B LR B, /v T 1 1 255
Z o RIS B BRI BEER 2500 1.

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use DHCP >

Obtain default route using

DHCP:

DHCP route metric: 1 (1 - 255)

* IPV6 - N JCIRES A BhACE %+ B shBL & (Autoconfiguration) & iEAE.

f) RFBE (OK).
T 6 LR TF (Save).

fi’ & DHCP PR %535
W AR A % 7 i ff H] DHCP A BP9 8 AL SRER TP ik, 335 5 H) DHCP il 55 % «
UK
$IE1 %458 & (Devices) > iR & E I (Device Management), RJ5 Sk & HgwmeE ( £ .

$I® 2 %+ DHCP > DHCP BR %528 (DHCP Server).
P 3 (RS AR (Server) TUII b AU N (Add), ARJEHCE LR ED:

Add Server ? X
Interface* inside R
Address Pool* 10.9.7.5-10.9.7.25
Enable DHCP Server
oK Cancel

* 0 (Interface) - \ F R FIRPIERH .

* Hifibith (Address Pool) - DHCP JIR 45 284 ) TP Huhil (976l (OB ) o TP bk [
MG E B FAIE M 7R E, HABEIRREEIT A 511 1P Huht.

* J3F DHCP BR %528 (Enable DHCP Server) - ££ 1%+ 11 I 3 il DHCP /IR 45 2% -

FIE4 HHRE (OK).
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wmziczs |

PS5 L RTE (Save).

NINERIA RS HH

BRI H I 45 1) ] AR U5 i (1) B3 B8 . Wi AEf DHCP FIEANSREE T, A IR 15 2% )
RECLAWCE T BN o W SR THEFUR N b, WD R R P AT . a2k 1§ DHCP IR 4545
MIERINE 1, Ho¥ BoR7E i & (Devices) > i &R (Device Management) > B (Routing) > B# 7S B
i (Static Route) T _F 1 1Pv4 B (1Pv4 Routes) 1k | Pv6 #H (IPv6 Routes) £ .

UK

FIE1 LRI (Devices) > % Z &R (Device Management), SR sili & (4meE ( #) .
$1B 2 EFEE (Route) > B375 85 H (Static Route), i iRNEEH (Add Route), 4R J5 5 & LA T I

i Add Static Route Configuration ? X
Type: ® 1mvd O 1Pve
Interface™® outside w
Available Network (5 (%] Selected Network
, Search | == any-ipv4 @

5= IPv4-Benchmark-Tests

52 IPv4-Link-Local

=2 TPv4-Multicast Add
== IPv4-Private-10.0.0.0-8

== IPv4-Private-172.16.0.0

5= IPv4-Private-192.168.0.

= IPv4-Private-All-RFC191

v
52 IPve-to-IPv4-Relay-Any:

Gateway™ default-gateway v @
Metric: 1)
Tunneled: O (Used only for default Route)

Route Tracking: v @

OK Cancel

28 (Intrusion) - MU ZLAS I AR G2, 23l 1PV 51 1 PV6 HLiddicsl
* #0 (Interface) - EFEH N M W H LM

* A M %% (AvailableNetwork) - 2y IPv4 ERA I k% any-ipv4, h IPv6 BRI EK HHi% % any-ipv6,
ARG RN (Add) K HAS 2% E W4 (Selected Network) 41 # .

* X (Gateway) =k | Pv6 X (IPv6 Gateway) - i A\ B FEAE Ay UK b R —ANER AU 199 58 6 1
Ao ] AFRAIL TP Mtk 2% 00 2%/ =L % .
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EREEROBERMBE |

* $5#F (Metric) - AN F H RIS R S 5. AREE RN 1 3 255; BRIAEN 1.

FE3 ALE (0OK).

Bic & NAT

e R B S N A A i A

Deploy s System Help » admin v

Overview Analysis Policies sISUTSEN Objects = AMP  Intelligence

Device Management NAT VPN v QoS Platform Settings FlexConfig Certificates

1 0 - 8 9 - 5 . 20 You have unsaved changes a Save 9 Cancel

Cisco Firepower 9000 Series SM-24 Threat Defense

Device BULID.LLEN Interfaces  Inline Sets  DHCP

OSPF & Add Route
OSPFv3 _
Network Interface Gateway Tunneled Metric Tracked
RIP
ﬂ.:] BGP ¥ IPv4 Routes
» Static Route any-ipvd outside 10.99.10.1 false 1 & @

> [ Multicast Reuting
¥ IPv6 Routes

MiHRTF (Save).

HIR ) NAT FU 20 N 8 Hb b 3 46 S AR08 11 TP bkl B (3 110 328 NAT FUFR A4 11355 11 bl
A (PAT).

B2

FIB1 IR E (Devices) > NAT, RJq i B2 5k B (New Policy) > EiifBA 1) NAT (Threat Defense NAT).
PR 2 N4, LR %, AR5 AliliSave.
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New Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices elected Devices

i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR FE R SRS VAN IR o
T3 AU (Add Rule).

Add NAT Rule X iFHER: B R .
SUE 4 T E AT I

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

CEIN |

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination

Interface Objects X 1.,
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B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

You t d chang [EES © cancel
[#] Policy Assianments (1)
#8 Fiter by Device ©  AddRue
r ginal Pa N Translated \
#  Direction Type Source Dastination original original original Transiated Transiated Transiated opti
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations, Services

¥ NAT Rules Before
¥ Auto NAT Rules
F Dynamic &F any & outside_zone 2 all-ipva & Interface & Dnsifalse 7§
¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SV E MR ERFE E SR

U SR AEAEE W Y A I B T IR AS A S SRR B U IR PRI S, U g SRS A I R LA fe v
ViR B AN TS LU ELSC VR A A S DX B S A0 B DX B P e A Al X, 37 55
AN FEVFL 3 3 4 0 45 KR o

UK

FIE1 KRG (Policy) > 7151 % & (Access Policy) > 37 5] % B& (Access Policy), 4R sl Zh o2 i
(V7 Il B s 1) mig () .

P2 SUERMMN (Add Rule) I & LIS S5

Add Rule ? X
Mame inside_te_outside Enabled Insert |into Mandatory w7
Action |« Allow il = A

m Networks  VLAN Tags (. Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments

Available Zones €&

Source Zones (1)

Destination Zones (1)

| |, Se s /b inside_zone ju]

=/4 outside_zone a

san/t outside_zone

Add to
Source

Add to
Destination

* ZFR (Name) - AU Ay 44, #l40 inside_to_outside.

« ;B X 18 (SourceZones) - M\ A] A X 18 (Available Zones) FF ke A #E X 1, SR 5 s ok hn 23R (Add
to Source).
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okl

HERE

RZ Be

+ B#Rr[X15 (Destination Zones) - AT X 18 (Available Zones) ik fFAMEIX L, R i
F| B#F (Add to Destination).

FCAh e R P JURE

FE3 fUdifin (Add).

FEUED AR N2 Rules 3.

Deploy , System Helpv

Overview Analysis [EXIISISl Devices Objects | AMP Intelligence

Access Control » Access Control  Network Discovery  Application Detectors  Correlation  Actions v

You have unsaved changes | /Ay Show Warnings | | Analyze Hit Counts || [=] save || €3 cancel

ftd

c_policy

Prefilter Policy: Default Prefilter Policy. SSL Policy: None Identity Policy: None

Tz Inheritance Settings | [F] Policy Assignments {1)

m Security Intelligence  HTTP Responses  Logging  Advanced

8 Filter by Device.

" Show Rule Conflicts &) @ Add Category © Add Rule | Search Rules

v Mandatory - ftd_ac_policy (1-1)
o Allow atg e LB

1 Ainside_to_outside  uhinside zone % outside_zone

There are no rules in this section. Add Rule or Add Category
Accass Control: Black All Traffic vu

PR 4 HHRTF (Save).

=1

R

o P S AP 8 B I AR PR E T, I S SR A AR B R

{‘-_:l:
Mo

it EJ7ERE (Deploy).
[ 11: 588

Q ¢ # @ adminv Wl secuRe

ri 2 ERERZE (Deploy All) LLESE RIPT A 8%, BinidimZkaRE (Advanced Deploy) LAHSE 2L PR

Bk
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werz ]
B 12: £EBERE
Q Advanced Deploy [JEEGYEA
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment s}
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment £
node2 I Ready for Deployment =)
© 5 devices are available for deployment iz
B 13 SREME
1 device selected
[ @ Search using device name, user name, type, group or status ] Deploy time: Estimate
\:\ Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> (] 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> [] node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> O 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
¥ L 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

TR 3 MORIEE ) . sl T ERE (Deploy) HEHLA K E T LA R RS

& 14: BB IR

Bes

Objects Integration Deploy Q m} @ adminv M sEcURE
Deployments Upgrades @ Health O Tasks .:) Show Notifications
m 0 running 5 success 0 warnings 0 failures | Q, Filter
@ 1010-2 Deployment to device successful. 2m 13s
© 1010-3 Deployment to device successful. 2m 4s
© 1120-4 Deployment to device successful. 1m 45s
© nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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EREEROBERMBE |
B 5iammessmrxos cu

7 18] B B BA fE1 F0FXO0S CLI
i FH iy 24T L TH (CLI) "% B R G LA RGATIEAR W MO HE bR . JoikiE i CLI 2 TR T B SRS .
AJ LR B 5 i 1 LAYT ) CLL
9, 7] LAY 8] FXOS CLIVAHEAT #i b FE R

\}

R Rl DO SSH SRR UM A A RO . HEHIE SR, SSH 2 ihERIAE ] B
B4 CLI, PRI connect fxos i A% 3] FXOS CLI. W% K SSH & #2647 TR AN S 11,
FHJE AT CUE Bz e 1 bk, BOARG SO, A5 SSH AR U5 0o LR A28 45 1 6 ity 1)
i CERAEH FXOS CLD

i

$IE1 TGS CLIL A M ENE RS0 . Secure Firewall 3100 it — 4% DB-9 & RJ-45 H4T
HZE, FrLAB T EsE — 5 B AT 4 USB HZE I T, iR B I EAE RG22 35 L B USB 3 4TUK
BFEF (125 % Secure Firewall 3100 {48 Fd). 4251 4 ot N ERIA & FXOS CLI. i DA R 84T BEE

* 9600 P52
* 8 MY
* AR
o 1 AMEIEAL
YRR FXOS CLI, AfH admin F 7 4 R 46 v & I BB K 2500 CBRIMIT Admin123) %3k CLI.

IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil Bt CLIL.
connect ftd
w15l

firepower# connect ftd
>
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| EREERLEHE R

SIE3

s agnE [

B a, WE T CLIF ] a2 M R B, EFIA hdp k2. A ATH{E R, 152 Cisco Secure

Firewall Threat Defense iy 2 %%,

FIEH E B #IFTD CLI, &% exit 5k logout 4.
iy 22K B FH 5 17 42 FXOS CLI #278. A 5% FXOS CLI Ha] iy & HIAH A5 B, IiEHIA 2.

Tl

> exit
firepower#

X< A1 BA NS IR

IEFRH R GRS AR RS T T R e SEOUE R EHIR . Wictl:, AV
DR BARE G187, RO RIPEAN BE LEH G B K S R L
ST LU A7 B A B 4 A B DU TR G P B4 iU, il BUEHIFXOS CLI

{2 & 38 i D KA B K3 IR

IEROC IR GEAR T 2. AP B alds I~ TR AT e S ECCIE R g™ B8R . et fA7F
DR HAR G BialT, P sOR M IR AN BEIEH ORI K his o

Ry DU A B Ry TEAROC A R .

B2

ERIgE > REFEE.

BTN R AT, hmEE ).

Riidi& & (Device) Tk .

Ml RYE (System) F 43 OG5 bR ().

PRSI, B 1 SR R o

WU S B KBS T AR, BT KGN B R RS R . R BB R,
System is stopped.

It is safe to power off now.

Do you want to reboot instead? [y/N]

WERBAE B G, R 3 R LU IR R G C R
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EREEROBERMBE |
B =cusiamiosnn

PR T TEIAE T LASC AT RS T ST AE o I 35T LA Sk AP BE 7 5T LA PR FRLE

7£ CLI XA Ff N BE BRR
AT LIMEH] FXOS CLI 24 e R G W% o S8 RT DAIE b 3% 42 2451 65 o 1 >R 1) CLI; i
RV in) @B A FIEFXOS CLI, 58 40 7.

UK

$HIE1 /£ FXOS CLI 1, #$#%] local-mgmt:

firepower # connect local-mgmt
1B 2 K H shutdown iy 4:
firepower(local-mgmt) # shutdown

T

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

FER3 FRP KRN RS ITR . BORA L R .

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

PR 4 TEIAE T LASC AT FL ST ST AE 00 I 35T LY eG Sk AP BE 7 5T T LA PR HLE

TEARSENCE B, V5 S S T IS AR SR s TSR Firepower SCRY
HIAFH FHEPOMEE, 152 (Firepower & HHPOALETRH) ©
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.

{5 FH I 3% & T8 0 BB E B AT B 5]

AEXEEAMG?

LEHTATI IR RGERE G, ES WM R REMEHSE G . 51 00, A
FITAE FR S A P B P RIS R 23 SCATUAR 8 Jl 1

REA BRI 2 KO, USRI BT, AR R AL R AR L A
Web ISR S EEERIE, MBS RIAT B, SPHTRR 255, LB 1AL 4.

o R RV B0/ CLI sl Al ] e 2 75 BiLas TOURC & S BT, AR5 s U B A% B R
Gy SCHLR o

o O SCHUVRYE B DOERIFATIT UM B ri it o
o TR BE B3R A B ARy S8 R BB AR PRI

N

AR RN SIHUR S ERAE I 6.7 s A

KFBAXIE
A R LA AT P BB R 2 ASA B A o A1 U B B RT AS A 2 ) D45 5 L F00] Ve e BEAT TR 5
W R TG EEANF) T 240 B AR A RAS, WS N TG . 16 2 [ BT ug J R ASA B Firepower
JEW AR £
B KEG S IEATHIFR D Secure Firewall eXtensible 141 R 4t (FXOS) MIRZHRAE RS, B KA S
FXOS Cisco Secure Firewall LA BLAS: T # B HERR H B, (CCFZIRE) CLI. A RHE41E R,
152 /& H T H 4% Firepower J&WMEG 1 1 Firepower 1000/2100 F1 Cisco Secure Firewall 3100 f) T F}
FXOS iRt -
P FAUT EE 7S AR - 17 KA AN BOR s EIIMEEN AN S B E . H2, AT DIERC & A A S0 5 B
Bl P 4. AEXMIEOL T, BT OB B ] SNMP I AT BB BIILAE B

< JTERZ AT, 244 3T

o diwRAE , A 44 0T

R B AR, 5 46 BT

o PR TACE , S 48 UL
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ERnREER LBERMEE |
| B

* PSPk R, 5 59 I
s FREHLBUSICE 4 61 I

I =S, i
FHIR Z A
B I PAT B B AIARCE . TS R} Firepower 5 FHLL 1600, 2600 F1 4600 i 2225 45
) BYCisco Secure Firewall Management Center Virtual TR [ J45F

i 2l i 42 JF

TS LU RS AAENUAT A0 2 U B A A5 Bl
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| EREEEEhCHERHE

wainier

& 15; i 2 iR i2

a1\ .
CLI or Device "\J _/ Pre-configura-
Manager tion
(Central admin)
2P i ¥ ) N
Physical \ 2 )Install the (3 )Cable the (4 ) Power on the
Setup ~ firewall — firewall ~ firewall
—> —>
(Branch admin)
v - - N
(5)Logi (8)Regi (9)Regi (10)coni
Management \ 2 /Log into the \ © /Register the \ ¥ /Register the \J U)Configure a
Center management mgmt center firewall with basic security
center with the Smart —p the manage- —p policy
(Central admin) hSﬂE;frl]V;gg ment center
i A
Cisco '-\_6 / Obtain Base
Commerce Iice_nse and
Workspace ?epélﬂ?sl
(Central admin) licenses
Smart 7 |Generate a
Software license token
Manager for the
management
(Central admin) Cenies
(1) | CLI B B HA o ) KB HAFIFSAEHRA , o 48 I
L 4
(R R A B 1)  {fH] CLI BEAT PR E , 5 54 0L,
o (VRS P AR BEAT TIAC S , 28 50 1T
o |WELBLE LR K I WS R R R R .
(O3 SCHUR A 5D
3 /BT ay R KRS, 25 59 hi,
(o3 SCHUR A 5D
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ERnREER LBERMEE |
B ceemnTrRe

4 | $TTFB KRG , 48 60 T
O T

(5) |EHshL SR AL, 523 0
| Gl D

() |Cisco Commerce Y SEFEASVE T IE AT AT 36 Th BEVF ATHIE (GRIDUE PG VFITHE , 55 62 50).
—/ | Workspace

CP g B 51D

fj HEERAFE PSR Sy BRI GRECE B FROVFRTUE 5 2 62 TT) AR A Al IE A L
' CIES 2T

fgj%ﬁ*ﬁ [ B BEVF AT IR AR 55 2% (BRI PRV R IE , 25 62 1) VM HL L
ERRCTEY )

(o) | HmhD L VAR . 2 64 51
ENCEY 1))

(10) | EEALL WE A 22 A e, 5 67 T
| ChogmeD

s 1o fer
IEEEN TIERIE
BAVE B W BB R B A, 15 R AN DR A B DT B O B
BT REZHEFE ) N RGN H MR, KA & oo Ui ik b B T A RE.
\
IR OEMBEEREEASSRAZEE SSL NS wailfsEE. B TeaeXig, SICHmE g

WEEIE (Bl s Bk i VPN SRIsAT iR . a0, SR VPN KB, ORI 2 FE R,
PR b S TS P ] P PR P R A

\}

AR T OB B e T T RS T IR, 0, R RS R, T R . (R,
AR E A MBI UG, RO e R R 2 SCHUR B T RESB 2R 55

BRI L A B B B TR E R BRI L, e B ISR B RIS AE Bl 1%
HER A TRV, Wb (A B 28 B B . DT A B e GRS A B AR P 1
URAEER R 1 LR ) T BRI I, MM A SR A N BRI R T AR A B B e X T
f A B, A B L T T BORE U R e A B B 1
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| EREEEEhCHERHE
miegmnTrEE

M F2 VR T A PR U ) BAT LA BRI

o HBEAE WA B R A B AR U ). ANBEAEA] 7% 1 88 EtherChannel. %534 n] A 52
ol AE AN OB R A B AR U ), BASEBOUAR

o SRR LIANRER DU BERZ 1
o AU HIBT KBRS, (B i L

o AN3ZFF PPPoE. LIRS ISP 5% PPPoE, WA BB 5 WAN il fif i #2252
¥ PPPoE 1) 1 2% .

* OB T4 5 VRE e

o BROAASKT B8 105 H SSH, - PRt A 200 FH J A FH 57 38 rbucs K e B SSH.  Hl 1A B4 11 I g T
HON B, R TE 1 A Bl SRR N 2% 2148 BEFE 1111 SSH 231, BRAEEAE ] configure
network static-routes iy 4 & HHE IR INE A S 1 .

o SEANREAL FH SR ) A L VRN AR
© ASCFRPRRFBOR . FEIRXMFOL T, DAUE I B .
* NSRRI EIRXMOLT, AU B .

RS T AT S R AR B R AIE AR O R BT BB A BB

JB BT A B A PO T A S TP Mk sR EHLAS DL AV N HEE R SR A 1% TP M dik DA T
WIMAVEE . ik a] LA 0 A 422 11 Hic & 5 2% DNS (DDNS), A& W ASWAZ 44 ) DHCP IP 43 .
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ERnREER LBERMEE |
| EEECEL

& 16:
DDNS
Server
Management
@8 Center
Internet Headquarters
outside (Manager Access) Management
Computer

Threat
Defense

T B T B TRNC B UMM B, SR FRRE L AL 70 SCHLRY o

(ANE) MERHFHREIRAR

SR A AT RA T FAE o ZEIN Z AR RRRAS, WEHATEL R D3R B T B AE L B Bl K S5 2 iy 223
HARRA . B, S nT AR R SR a AT T, (HTHg0 (REAICED Wl RE 2 i bR 1
628 A (R T o

HIIZIEI T ARRA?

MBSO AT A N3 F I RRA 5 55 bR 42 (55 11 Gold Star fRAS . f&IE 0] LS 2%
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178 html * FTid i &
sEng; B, A SRR E A S5 CESEI6e) « KIHRAG S CRUKI TR 1R 4E4 A
RN T B M IICA S S G 4 RCASRIAN T, T BUMFIAIED .
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| EREEEEhCHERHE

$IR2

(i) wekareens [

UK

BRI G . A REE R, WES U W B AIFX0S CLL, 5 77 1.

{44 admin F1ERIA %50 Adminl23 & 5%,

B3] FXOS CLI. 25— WE NSk, RAESTOREE M. sb23 W T SSH 1B 4

ﬁio

TR LR CUE N, HEAREE, WA T ) DO A O A . O )
EEEFNGER, S0 FXOS MisEHES R .

i

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: ***xkxkkk*

Confirm new password: ****xkxkxk*
Your password was updated successfully.

[...]

firepower#

fE FXOS CLI ', WoR IEAEIBATIRRRAS .
scope ssa
show app-instance

i

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup

Version Cluster Oper State

Not Applicable

W RSB RA, i HTIX D TR,
a) WERZNEFHE WCEFRS P Hubk, S CLLEH TR » 56 54 0. BOAEMT, &
P VK AS ) DHCP.

Tt LRI A PR U5 ) A A 55 21 808 (R R
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ERnREER LBERMEE |

B sresemstrmns

EHZ&EE

N
SN

A .
S S
N —

N
g
w

b) AT (FXOS HebaflErear) F I E PRy .

BRI ITHAEE
HERE R VR B LARAT BB IR B A . AT Yo A B AT R B E I, W R
BB AR BT, BRI DO B AR T W BB, AR B B TSI T R DR

HORORBE o TEVER, AR AN EROARC E VS, Blnys ) sens s e X . fFH CLIF, X
B OOV TS ) BB S R B (B, AMEREEBGAR AR ORE) .

FHIa Z Al

o WEEIFHATE R PO RIVIIGECE . 1S (BFl Firepower & HH0 1600+ 2600 F1 4600 fill £ 27
BEARTE) o EWCE BUMPIE 2 A, ST EANIE A e TP bk E LA .

* {§ ] Firefox. Chrome. Safari. Edge &Y Internet Explorer i) 4RI RA
puR

B EYLERRIAE (LUK 1/2) $#:0.
FITF 7 KB L
TR RSN B RS, I KL T EE 15 2] 30 5.

SR B .

a) FENBEE A AL R URL: https://192.168.95.1

b) I 4 admin FIERIA %569 Admin123 &5k,

¢) RASTOIRNEIRIER R VAT EM” T O B 5 B

TR SR BT DA SE BT AR L B I, 1 A FH 1 )5 AR A Rl g st ok DTG 0 1 kit %
#1188 (Skip device setup) Bk 2 7 & .

SERCEEEI TG, BT AL L (Ethernet1/2) I BRINEC &AL, BOEKHA M (LUK 1/1) #2111
B, % L (eSS D) 3 1) A5 B OV B VIR IEA T 44

a) CHAMHEE ORI BEEE LIRLE DU RIET, AR5 S T —3 (Next).

1. SMERZEOMbLE (Outside Interface Address) - ez Ul H 2 BICM MG, JF B o] FHAEE B 88 Ui
) FE o EWIIR B BB IR, AN BRI B AR AN R o 28—l 42 L R BN AR

Ho
DR EAT 5 AN (o) AR R T B RS U ), LA 20 S 1 238 11 3 Ja T3
Be B %

BCE |Pv4 - ShEE ) IPv4 Huhik. A DL ] DHCP, i n] LLTh NERA 1P Hulik. 1R
IR, Bah, WALk E, AECE IPv4Hbl. 78 IEA0 T 22355 10 S0 & PPPoE. 15
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| EREEEEhCHERHE
erRgzerstrnns [

e LEF 3| DSL. HL 851 il fif i i 55 ISP [ Hofhidi 4z, I H ISP i ] PPPoE K44It 1P skt
WAy BE 75 E{# F PPPoE. #& 1] LL{ESE IR 5[5 1C & PPPoE.

BLE 1pv6 - AM42 1 Tpve Huhkv] L H DHCP, 8] LLFahii N\ #E 4 1P dhbik. Frgf i
Ko Tphh, WTRLIERESR, AR IPve Hidik.

2. EIEEQNO
WERAE CLI T TG E, BB ASE RS W E .

MM AE B i 1 R T B AR U I, S A B D B i, e A 1 AR
TR B AR PR R A A BERZ 1) DNS IR g5 a8t FQDN, M AR #edi #2111 DNS i
55t o

DNS BR 5588 - R 405 BLHLIE 1) DNS k4545 . i\ DNS R854 11— A5k 2 A Huhik LA g AT 44
Fro BRIMME A OpenDNS 243k DNS JIR%5 85 . Wi R4 gnih 7 BOFAL IR E BONE, 15 S HER
OpenDNS (Use OpenDNS) LB &1 (1) 1P Huhl- # N 7B .

R5 k35 EH 2 (Firewall Hostname) - 4645 BEHbALE ) 4144

b) MeEEFE&E (NTP) (Time Setting [NTP]) Jf 15 i T—% (Next).
1 MEX-EFRAMNX.
2. NTP BB AR5 85 - IEFEAFFHBRIA NTP [lR553%, iR FahiA NTP IR 2510k, wI LA in
A RS RAALPEA A -
¢) EFEREN 90 HiFEEIM A IEM
AN [ B BE R A BT MU Bl s TV AT SRR B s AT
d) sz

e) RAKHNEEFF = EIR (Cloud Management) s J# 37 (Standalone). Xt & EL.0 B EE, ik
PEPRIL (Standalone), AR JFIEFHIET (Got It).

$IBS  (WAETRED RESHED., ESMIEE > #E0 LSO,
BRI N e BB . BRI DU, B EEE: 0\ DHCP #2050 1P HuhiEF I oG . Gt S48
AT\ DHCP B M C (B, 3% AT K e LERE IR 4% ), R SR ER YA Bdie 2 01, JFH.
B TIATATACE . a0 R DHCP B 2] 7 WG, M5 24 FH RS 1P s b e & b 1, 6%
Bk C E AN

SIE6  WIRERE MO, SEREATEEISSIN RSN D, HEFIEE (Device), ARJE A
0O (Interfaces) 42 1% .
AR WSS PRREZEOMEZER, ESA WA EHaS P ER K8, 25105 1. 7EM
BN R, AL AL &S B NE

ST EEIEE>RFIEE > EPEE, oA e 8E g0 S,

$IE8  flE BEMEF.L/CDO FMAER.
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[ 17: €32 0/CD0 ¥ AIE R

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
L, i 2, W S A1 T NAT 2 5 s A 35 1P bkek B84, i AT & .
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| EREEEEhCHERHE
erRgzerstrnns [

WIRAR DA — A% CRFBERAL B0 UG 1 2% HATm Ui ml (1) IP Huhk, A REEP N/
() 23 N7 X ] SSL 2% f i £ 3

b) WHEER 2, WHA BIBA.L/CDO E£H A/ P Hitlt.

¢) 18 EMF/CDO EMEA.
sk 72 Pl ISV (0 R/ G e ool s | ok 2 IS 1 04 A 115l IR LA S A oad = L B Wl W = DTS A o o2
A 37 MEFF. ARCTE RIS TE AT (A-Z. a-z. 0-9) AUEFFR (). LID WTHT
$ 2 G WA EM R B E L.

d) #5% NAT ID.
LU ID LR ME— M7 i, AR EH .0 BiREE. mRMNELP—5&& L
feE 1P Huht, Wb Beoh s (H GRS RIAELE s P 5 W & 10 TP shb i, {396 %2 NATID. NAT
ID A 37 N7 BT RO TRET (A-Z. a-z. 0-9) ABETS (-). I ID AN
FH T AT AT oAt 4 473 M 2] 4 by . NAT ID 5 1P Ml 45 540, B TR e 5ok A I
W HAZERT TP Hihik/NAT ID 34T B 565, A SR EE M %5 .

PR MEERERE.
a) f7E FTD E#1%&.

It FQDN ¥l F4hakie 1, sk k&8 dhiy/CDO i8] 0 (Management Center/CDO Access
Interface) EFEH LM,

b) F5& DNSBR%884H.

EREIA A sl AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, L5
OpenDNS 5545 o

DU 1 B 2 1) DNS IR 25 % o S8 FH 2228 1) 3 150 8 11045 B DNS RS- s H T B . 20l
DNS flt45#5 T DDNS (R CUAC S B0 T i D 1) 20 4 S . ST RE i B T B
AHI7) DNS IRZ5H34H, RA & #A B YR A0l i 5642 11 2178 DNS R555%

FE B L b, HdEE 0 DNS g5 as a8 B gn ot Jsui B i (- 6 BUE SR TP RCE . 88
JE B A AN E] B R R N, AW BRCER IR, JFH DNS RSG5 AU IR 6 B E S
B2, QR R 6 VOB SRS 2 OS5 001 DNS BUE (1 BB i, e Bk 7 o A
TN TS BB E S BB E VLA DNS -G BCE, DU & B0 A i B il [H) 20 .

WAk, ACHERIERTE NN R I DNS k455, B0 AR B AHL DNS JIkR5545% .
¢) X T&IAF/CDO ifa]#E 0 (Management Center/CDO Access| nterface), i iEFE5MEB (outside)
RET DO BT OB B B, AEACHR g (B A I R 2 A 1 o

PR WOREIER T AN AN AR B 1, B AT INER A 1

BHER—FHE, ZREMAEZCTHRGEOMBOANE S, mREEETINSED, Bafes
EAEN FHRCE T UbEs . WUREIEF T HADE O, WA FEEERDEE 0 25 F30ie &R
N . AR WAE LSS PRCEFSE M EZEE, S HAE SR E S PECE R KR, 58
105 T,

F£E11 SR nEh7Zs DNS (DDNS) /5% (Add a Dynamic DNS[DDNS] method).
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B zrcusirmEs

$IE12

s B 16 TP Mk AR 4K, DDNS nlAfifR 4 # 0 Bl se 2B e 4 (FQDN) N 1K) gl b
., g% > R%i& S > DDNS BRI & 54 DNS.

BT B A S A AL 2 ARG E DDNS, U BB 2 B 3 JERZAE AR CA T
AT L CAUSINIESS,  DUME Bt w7 LA UEA] T~ HTTPS 4% () DDNS k5523 E+5 .
BB A8 32 RE# H DynDNS /2 API HiYE (https:/help.dyn.com/remote-access-api/) HI{T-{7 DDNS i
5o

T (Connect). SEMPARAS XEHE Lo U1 2] B B O I Y EPRES . 78 REFEEEHL/CDO E
M E LBRIG, FREE PO, FRRMYI K.

R B D)2 A by, 3 A BUEEM. B0, GE7E REFEEEHO/CDO EMIRE ST
Jr RV Ve B DA AT o WURIZAEN, O R, JF H RO R e B
WA SR .

ARG ARFERR P L/CDO JEMIRE VBRI FFIER S R EE , R ED SEEHO
BRI T CDO W IRHE . ORI T 15 o B PR (4

18: B IhiE

Registration Status

e ol I e TR
Successful Connection with the

Management Center or CDO
You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

£/ CLI EiTHiECE

AR PP CLI LATHIAA B . A CLIZEATAUARRCE I, S B LU B 287 e 452 11
BCESPAORE o AT IR A B AT IR B E N, RIS D) 2 B DA T B, R B
FURVE, BEESDI Il B I BB AL, FE B B FP e IR P AT 4 LI AR DR B o TR, AR I
ABER N B BB, 1y n) 2 T SR
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Before you begin

B I PAT B B VIGARCE . TS0 ER} Firepower & FEHLL 1600, 2600 F1 4600 Al 22255 45
MY o FEVE BN 2 AT, TR AN RO TP Mk s LA .

Procedure

FITFBI KB LY

Note XIS DT, WA R LI EE 15 3 30 .
VERERIPE G I 1 0 e CLL.

P & o 3% 4% 2 FXOS CLI.

fi I P 44 admin F1Z 65 Admin123 25,

U FXOS I, REATREH SR ST SSH (¥ Ul o185 5% o

Note U SRR LS, ARBEANSITE, ) 2T T AR B A% LIORE A o O BRI . A7 B
WEREF IR, 120 FXOS M HERR R R o

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **kkkxkkx

Confirm new password: **kkkxkk*

Your password was updated successfully.

[...]

firepower#

ERER BU i CLI.
connect ftd

Example:

firepower# connect ftd
>

FUCE S PR I, RGP (B VAT M) (EULA)HL, i 2R ] SSHIEHL,
W2 PR Y admin B 5. SRJ5, ROREE 2 PR B CLI A A

B s e e i 1 R T T B AR U, AT e A Y B T B
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B #ncuzenrs

ERnREER LBERMEE |

Note FRAEVEPRIECE , fNDCEE S CLI Zeem S (i, i Fg v meg) o A2, nb
T Ja7E CLI HfiH configurenetwork iy 4 3 I A IX L1 . 1522 [ Cisco Secure Firewall

Threat Defense iy 2 5% .

BB B AR A A 2 s FEfE 5 B Z T AN MR, 1514 Enter .

THZ I LU HE -

AT HAE T B 11, (HAZ0BEE 1P #uhik, il ik

@53 DHCP s F#E & IPv4? (ConfigurelPv4via DHCP or manually?)— %+ manual . £4%

W R %y DHCP,

ToVkRC E B O TR, RO EROAE (L2 data-interfaces, 1S F— AN A ARE

SWEFNCE DHCP IR 5545 K 78 i o

— ¥ %k data-interfaces. i BB TS B A
i) B 11

WANEEREDOR IPv4 BHIAM X (Enter the |Pv4 default gateway for the management interface)

By, DT e B g U

M%MMW%EMEE& EEEINEE - W O 8 SSH iR, MBERSEMIT. WA

VTR B b, AT LA FRT ) TP b AT A A ok A T B S G
MHHEAE D BRI NITRE M FO . P2 G A S .

* AHEIRIZE? - A B DUEA] R L. 1% yes IR BRSO ] B BE2S .

- BB AIERER ? (Configure firewall mode?) — #i A routed.
PRASVT M) o

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.
You must change the password for 'admin' to continue.
Enter new password: **kkkxkkx

Confirm new password: **kkkkkk

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:
.45.45]: 10.10.10.15
.255.0]: 255.255.255.192

Enter an IPv4 address for the management interface [192.168
Enter an IPv4 netmask for the management interface [255.255
Enter the IPv4 default gateway for the management interface

Enter a fully qualified hostname for this system [firepower]:

A B Bl KSR A S R AN A

[data-interfaces]:
ftd-1.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:

Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no
Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode ...

[l Cisco Secure Firewall 3100 \iJ#57
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Update policy deployment information
- add device configuration
- add network discovery
- add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key 1'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration
key.

'configure manager add DONTRESOLVE [registration key ] [ NAT ID '

Later, using the web interface on the Firepower Management Center, you must
use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

W B A BRAS U 0] PRI AM R 1
configure networ k management-data-interface
WRIG, RPN NINRIE D EFEAR MR BCE . 152 0 LT A i ] b2 B PR4I S B

o RIS P B O AT A B, A B LV EA A DHCP. Wi SAE W46 B A T80
WO IP Huhl, WJaT LL# A configure network {ipv4 | ipv6} manual #r-4 ZEI ¥ E . R G v
KBS R WS E Ol data-interfaces, I B LRI E S .

20k R A AN E] AL, L SRBITE R OECE, OLINRE: D
GRRATIP Hihk . MISCHRAES 1. DNS R4S 28 M1 DDNS Aii4s 2% . 499 DNS R4S el & 11V s
B TESI R . RO, ST DURY JE R g U7 B AR AT O, H A R T K
NG BHL L il 975 A A o B N B R . WV BB B, U A R 7% configure
policy rollback iy 4 AT 5 LLHT 13 -

* AL DDNS 4545 50585 URL, W gePr B8 <5 B a7 Ik B Cisco ZAFAEHE CA IR
BEZCAUET, LME g v LA IE T HTTPS JE421f) DDNS R4 sy iE 15 sl B =2
F5# 1] DynDNS ZFE API M5 (https://help.dyn.com/remote-access-api/) [fJ{T-{1] DDNS Ji45 2% .

Iy A BB HR 2 1 DNS JIjRS548 . T EIIA (5 {f ] configurenetwor k dnsserversiz %)
WO M P DNS IS 2s M T H . £ DNS R4 8517 DDNS (R O lcE) waE i+
B VI 22 A SRS

AL b, HEE D DNS JRSSAHE S Fogs It b B A -7 65 BB SRS R R . ks
JEUM B A AN P EL O I, A BCEAG IR, I DNS JIRSF S A SN B 5 BEE S .
B3, QR T & SR SENG J B 4 L2 DNS U (1 P A, DUl C K 78 s A b B0
AT IS LB ACE S SR E VLA K DNS -6 B,  LUIE A3 rboL A il il 725 .

UEAN, ACHLERIAET M I DNS R 5545, B ERO A SR B A DNS k%5450 #ilan, anst
AL S B2 OV W T 4%, {HBE S8 1 configure networ k management-data-inter face iy - fic
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B

B2

1

ERnREER LBERMEE |

BEEE I, W2 4 B O i TR E T A XL B A CBLHG DNS g as) » LUE S jguh
B i i UL -

o K BB A B B AR S, T DIOREZAS B 1 S SO0 A8 B 1 ) — Bl 1
TeAE 2 e ) P I FQDN KT -tz 1.

T LUE A Ay STH PRAEA BRI RS Sl A BRI, (AT BB ALY 4A YA
SO BAE R A e

o TASH BB, 1%\ configure networ k management-data-inter face disable iy 4 .

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcpl]:

DDNS server update URL [none]:
https://deanwinchester:pa$$wOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>
(Optional) PR il £E4F a2 W4 2% b 30 i Hed 42 1 U7 1) B # ot
configure networ k management-data-interface client ip_address netmask

BOATEOLT, SRVFPTA 4%

IR 8 R I WM O 4 A B 0
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configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE} regkey [nat_id]

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - {§& ¥ .0 () FQDN 5§ IP 3
Hbo Wi EHEOASE HEE ] SR, 5] DONTRESOLVE. Wl /0 FH —AN s CGERE
8 RPN 7N | D= S 1 i TIPS o ol T 2 VA Y [ NN B9 N BT R =B i B LS
WERAE M4 82 DONTRESOLVE, W) Jg s fEl 2h 20046 ] iy ia) () TP Huhbk sk =414 .

* reg_key - 48 € LRI — PEEM ST, FENH BB I AR B O B e . M
B 37 NERF . AMTFRFOTE LT (A-Zs a-z. 0-9) FEFER ().

* nat_id - F/58 T IR FRAIME—— IR R, IS T EAE FHE BIRE e . WA B b
AT B, WU)AZ0 [ IAE BBt F a7 by B3 i M NAT ID. NAT ID AN i
3TAFR . AMTPIOFETZHET (A-Z. a-z. 0-9) FEEFH (-). M ID ANREF T BATAT
oA v £y M 2 A LG

Example:

> configure manager add fmc-1.example.com regk3y78 natid56
Manager successfully configured.

W9 LM B, DU R I B FE 4 AL
IEFOR A R AR T2 AR P IR EIE T TG T e & R BCC RS A . whiddE, A
ZRFRE—HAE G GIAT, A EOCH IR IE T S RSt
a) fwA shutdown 674,
b) M ELHEYE LED AR LED UGN &5 E i OR52) &
c) FENURI LT CHT rE S, AR DAYE D6 B3 LY Sk LA B 5 KT T AL 1A FELJA

DR

WK B ok B R B A i, G URDER AT IR B Kt fi Y, BT SRR D U ) TR . AR
Jeis SRR R B E AT SR A

BB MR B4R

BB A RV IO P SN T FE R, w DU R 5B R 20 Ja b 48l . BEAE Secure Firewall
3100 FHEATAREL, ES LN PR,
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[ 19: L2 ERARE B Lk

( Outside -

—— outside (Management Center Access)
Console port —_inside

Inside ( "
Management Computer » ¥
Other Data Networks

SN SN, TS R
HI2 A5 (LRI /1) HE ) 0 s .
fos T LUK AE AT SO B P TR BRS80S O B A B RL, FE  BBE  (LRE,
AR E S AN LI, DA e AR R ) S HL R T R R
S AW (B, LUK 1/2) MRS A b ok s i 2.
S AT Ll P BT T L
S84 A5 AN BB,
SWE (W) A SELER R S .
PEAY LRI 18 T PR A S PR b & e e (LA TR I 0, T R B e .

FTFFBR K i IR

ARG AL B K S B REAT T O . AT R DA T B i, SR P ARG
P 2R GE APRAIR AR GE R S S 1A U o

)

AR OB BN, IR KR 15 2 30 2.
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| EREEEEhCHERHE

FHia Z |l
s KRG PR SR HE (B, A HIAS T W B (UPS)) ARH 2, RS i T e
BUP ISR GBI Ja QG A V2 HEREAEIETT, DI L S8 R Gk IR 5G]

UK

TR K IR SRR RIBT K, Ty ER B RA E

SR 2 AE AL THUA T 10 R IR 55 PR ERE AT 2R FRL T AT I LY

PIR3 AR KBTI B LED: Wi LED R4kt fisg e, FRonp kil CHam Hig
20: ZGFOE iR LED

el
e QG0
3100 Series
o (il
System LED >80 @
Power LED | »0 @ @ [

~

PB4 AP KT RS LED: HEGORC B G, R Cldm iz,

pE ReIFRMTT VIR BISCHS, RGTAT AT 2 LR BhA S e 8 OC H o AECII,  HUAR AT 1 v
U5 LED H4 RSk (. 5 I LED 584 R HIZ 1T, 5204k H Hdi

FREERREE

FEIERE 53 SCH UKL A B G0 1o vl 253 132l 75 0 LAASE AT Bl 1 7 ) LB P 2 i, T LUKl s
VEN 2 B LRSS B A L

EEREEAQ
A8 FH 45 B O 0 o T R g U BT A

FiaZ |l

A RZSCFR ARG R, WES ST HRAI ZAT Y] (2 https://www.cisco.com/go/
firepower-notes)
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ERnREER LBERMEE |
B smemsowirTi

UK

PR AL SCHRFRN B 284 A LU URL.
https://fmc_ip_address

T2 IAENH B,
T3 AEXR.

RN TR L B AT
FIT A VEATUERR b A B P S e BV B A o 48 TT LU PRI S LR D REVF AT TIE -
o ERHRR- CAF5)  JEREAR VFATE.
* IPS- LA HHRA A IPS
BRI BB B
* URL - URL i3

* Cisco Secure & Fifs-Secure Client Advantage. Secure Client Premier 8¢ Secure Client VPN Only
* JIEE® - Diameter. GTP/GPRS. M3UA. SCTP
A ISERHF ] I E TR, 155 1) cisco.com/go/licensingguide

FHia Z |l
PR RERIEAE B AR R
WERBGR AT, U mcy R DABCEDRT K o TR B B, T IOV 20—
A
o ST BRIR VPRI P AT B a2 (3DES/AES) VP AT TR R, A REAE I HLeThEe (CAf
A AR SR D .

UK
SRR E R REVE Rk G P (KR IV RTIE
AP I RE 4 R L SRR I, SV TR Y, 12 CAE 2 2 8 O R e PP T e 7 . (HU,

W AT EL A QN IOV RTE, DI Af B Cisco Commerce Workspace - [1J Find Products and Solutions
R B ML MYFAIE PID:
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https://apps.cisco.com/Commerce/home

| EREEEEhCHERHE
sz oairaiE

21 AR R

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

iR WK S| PID, %80T LLF244 PID ¥ 237 i,
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=

* L-FPR3140-BSE=

* IPS. SEEKAE WifHA URL VAl LA

* L-FPR3110T-TMC =

* L-FPR3120T-TMC =

* L-FPR3130T-TMC =

* L-FPR3140T-TMC =

K IR PID 2 — BN AT B, w BUEFR 5 LR PID 22— X1 1T H -

* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y

* L-FPR3140T-TMC-5Y
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| B

* Cisco Secure % /' Uii-15 2 1 Rl 4% i 1] WA TR 7

o IBE L

* L-FPR3K-FTD-CAR=

PER2 WERTGARTEN, 05 1708 REHCAT A B 8 I B AP

M T B e R A B P AR B E M A . A OCTE RN, S RO RL R R . AR
fl AL, AR ZRAE ) R A A S A A N B AR VR S R R IZ AR BC A = 1B (Cloud Assistance
for Low-Touch Provisioning). %2 [ &4t (System) > ¥ A (Licenses) > &5 GE 14 A IE (Smart Licenses)
U

[a] & 28 FR oL S A B A 9
HETIE A TP 8 BB 454 3 0 TS0 0 s

FiaZ /i
o WCAEAESAE UM B AR A G P B B I DL RS R
o BT B IP ik ek 0142, LA NAT ID

o RO R E
UK

FIE 7 BHHpL B, EFEE (Devices) > & E IR (Device Management).
WE2 MR N RS, ERRmEE.
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| EREEEEhCHERHE
mgzhL e [

Add Device (]

Host:+

ftd-1.cisco.com

| Display Name:

ftd-1.cisco.com

Registration Key:*

Group:

None v

Access Control Policy:*

inside-outside v

Smart Licensing
Malware
Threat
URL Filtering
Advanced

Unigue NAT ID:+
[ natidse

Transfer Packets

WHE LS5
o EH (Host) - %y NI BUPratE () 1P Huhk sk EHLA% . WURAE B8 AIaG & b R 1R
BT B AL IP HHEAT NAT ID, 1] LU BB 22,
iR 76 HA BB, YA U0 # A T NAT 2 JG i, DUA] LR 32488 B b vy g
J B AT JE 5 ML TP BRAAR . (A, BEAERH ) A B At v B AR, A
AL BB (1) 1P Huhik e EHL4 .

RAFR (Display Name) - it A\ EEAE 4 BE AL {55 R 80 B AR PR 42 5K o

* JEME A (Registration Key) - fi A\ JE7E B B AT 40 0 FE mH s 5 IR D 9 o
* 1% (Domain) - WIERA ZIIAEE, PR B 7 Hegs 70 i

* 48 (Group) - WARAEAEHAL, WK Bogs v 4L

I [B1EFI| SR RE (Access Control Policy) - IEREAIUR TS . BRIk DA e A CFHEM AN A
SE SR, 15 L PR ERIE S5 B (Create new policy), SRJGiE+FIEFRE RE (Block all traffic).
A AT DU St B E DL S VR R s TS T S VFR R WAL RSN . 5 37 T,
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L

22: i SRR
New Policy Q

Name:
| ftd-ac-policy|

Description:

Select Base Policy:

None A4

Default Action:

® Block all traffic

Intrusion Prevention

MNetwork Discovery

(o) (N

* EHEIFE] (Smart Licensing) - oA B2 1) Dh g /0 FL I 75 (W e VF vl HiE: Malware (IS &7 548
RS ERER A . Threat (A REFTHAT I AZBIH) « URL (B FT 5 St 2800 1
URLIE) o 5FE: BRI IG, BT LR YE > 1 ATk > & G814 AT iE UL 1 v H Secure Client
TCFE ) 18] VPN YFATHE

* ME— NAT ID (Unique NAT ID) - ¥5 & #8175 BB #1410 B h 5 € (] NAT ID.

* HREEE S (Transfer Packets) - 7] ik 2K Sl AL 2 A B0y o A SRAE S e 2k T ik A
TIPS B% Snort i, &S o s G B S A Ps Ak B A R L 3 TR I .
A TN, R FARE BRI R R, HRaBdE A K%,

$IE3 LT EM (Register), , JERfATENRT).

WREN LD, B RS INBIFR A WRE MR, S B RS GR R  nn R g Bl A
R, Ak A LR I

* Ping - V5 i B4 CLL, 2R )5 A H LA R #iv 4 ping & B0 1P Hbbik:
ping system ip_address

2R ping AHEDh, AEH] show network iy &6 A W 28 50 E o n SR o 4 5 5 B D i A L TP 3
fik, ¥4 configure network management-data-inter face fir 4.

o AL NAT ID A BE A0y TP bl - A ORAE AN e 25 A R AH R v 25 AT NAT 1D (il
HAED o Al LAAE P HEAE ] configure manager add #ir4 ¥ E 7 25 411 NAT ID.

R Z R G S, TE 214 https://cisco.com/go/fimc-reg-error.
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| EREEEEhCHERHE

magrzezn JJj

Ao EE AT 2RI

P8I R AR AT A P DA 8 G B AR 2 4 TG -

o PIERIAEE L1 - R 1A R AS TP ik o SRR IR U7 ) BB G T A L A
BEE, BT R H A fogn 2 4 X

* DHCP 454 - f6 e 1 E 24y 7 i {f 1] DHCP i s
* NAT - fEAMHHz 1 EAT A3 11 PAT.

A E 2 I WA =0 N R S P

* SSH - 7R B 25 V5 e 1 15 A SSH.

o AL 1, AL A X I B IP bk . T, LA DI E AN E O A R R RS
Fih AT = R e . T, SEORR AT T n) 90 5 e s m EL I N PR A 1, DL R ZH 2 R 2% 1) — A B
ZANEED . Hrh—EOnhe e “FREX 7 (DMZ), % a] LL7E b gcsE v A TF7 % 7=, )
N Web IR455 2%,

LR PR 0 5 % T A D 2 JE i DHCP M ISP SREUAMER 3 ik, [RIAE Py 3 0 b e CER stk

LUR7RBi48 ] DHCP 782 N ASICE. 17— d il CGEifiasituiit) , JFER DAMMICE 17— i
i

UK

$IE1 %78 & (Devices) > iR & E I (Device Management), )5 siilibi ki idmeE ( £ .
FE2 O (Interfaces).

Overview Analysis Policies JeEMIEEE Objects = AMP  Intelligence Deploy

A Help v admin v

Device Management NAT | VPN¥ | QoS Platform Settings FlexConfig Certificates

10.89.5.20 € cance
Cisco Firepower 9000 Series SM-24 Threat Defense
Device Routing I==m Inline Sets DHCP
! & Sync D (@ Add Interfaces =

Interface Logical Name Type Security Zones MAC Address (Active/Standby) IP Address
Ethernetl/2 Physical Ee< &
E Ethernet1/3.1 SublInterface E| y
Ethernetl/4 diagnostic physical B .
Ethernet1/s Physical E y

HIE3 T 40-Gb #1105 EalHD A2 4 x 10-Gb 4r 820, i i 3 000 2 B b
RO AR E P T 40-Gb 210, WA 0L gk S 1345 32 2 BN B i 00
F4 SE TN RO RE (L)
B s —i% (General) Tk .
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B =s:0

Edit Physical Interface ? X

m IPv4 IPv6  Advanced Hardware Configuration
Name: inside Enabled | | Management Only
Description:
Mode: None Ed
Security Zone: inside_zone v
MTU: 1500 (64 - 3000)
QK Cancel

a) EANKJE RN 48 NFRHIBFR (Name).
B, ¥z O 40k insdes

b) %12 (Enabled) & IEHE,

o) ¥R (Mode) {4 4T (None).

d) MZ2 X (Security Zone) FHFIFR S~ NIA MWL AR, s HHHIE (New)
In— B 2 A
i, VRIN—A~4 g inside_zone HI I, AAZULIE REAEE 43 B4 B A ORI e 1AL e
R B T AN A, AR AT LA 2 N AL 40T LU (X S I H 22 4 S . 451
BT, T LK Y AR PO IR, K M A RIS e SRR T DA B 4
o, SCVRRLE A ESEEBISM, (ER STV AN A PO . K2 MOR A SRR 2 A X s fosn
PLAE NAT S Tl €25 SRS FI QoS S Hh A4 FH X el 1 4 .

e) Mty IPv4 /8l 1Pv6 LI .

« IPV4A- )\ Ny ik B E &S 1P (Use Static I P), SR LARIAT e 7-i2:fi A 1P Hodik -1
e,

B, N 192.168.1.1/24

Edit Physical Interface

General ll:. IPvG Advanced Hardware Configuration

IP Type: Use Static IP i

IP Address: 152.166.1.1/24] L e

[l Cisco Secure Firewall 3100 \iJ#57



| EREEEEhCHERHE
i oHce k5 [

« IPV6 - IR A Bhiid Bk B S BLE (Autoconfiguration) &L HE .,

f) s#E (OK).
HBS S TN O g (4
BEI K R —B% (General) LTI

Edit Physical Interface ? X
m IPv4 IPv6 Advanced Hardware Configuration

MName: outside Enabled Management Only

Description:

Mode: None R

Security Zone: putside_zone i

MTU: 1500 (64 - 3000)

K Cancel

ez Omic s VeI, Pz O cfad . BHMS k. SN B ST Lt
FEARVEE, UK PR Ss b 5 B O A BIERE . S ATDAR A AR I o e b Dy T I R A e A
R

a) MZE R (Security Zone) FRIFIL A MBS A KB, B 3T (New) V5
AR 2 A KR

filtm, dshn—"4% % outside_zone 11X 1.
b) AUHAZE (OK).
PIR6 mdRTF (Save).

fic & DHCP AR %% 2%
WA R Pl DHCP M g B 1AL SREC TP Huhl, 18 5 H DHCP %545 .

UK

FIE1 %458 & (Devices) > iR & E I (Device Management), RJ5 Sk & HweE ( £ .
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B e=nar

$I2 2 %+% DHCP > DHCP BR%% 28 (DHCP Server).
W3 (AR EE (Server) UL FAidiiwan (Add), SRJEHCE DL ML
? K

Add Server

Interface* inside w7
Address Pool* 10.9.7.9-10.9.7.25
Enable DHCP Server

OK Cancel

* #%0 (Interface) - I\ FRz ¥R IERE L,

* Hihki (Address Pool) - DHCP [k 455 48 FH (1) 1P ik i) ya il CAABAR R =) o 1P ik
S e O AR I E, HANREGGE O B S 1P Hihik,

* 5 DHCP BR %528 (Enable DHCP Server) - 7 frig 4% 11 1 J5 Ff DHCP AR%5 %%

P4 SHBE (OK).
IS LR TF (Save).

Bc & NAT

Bic & NAT
HLTR () NAT F000) 20 P9 3 oA 3 g A0 482 11 TP Hbohil b (903 11, 33 NAT IR A48 1135 11 ik
i (PAT).

UK

PIE1 EFIRE (Devices) > NAT, AR5 ST HTIE KBS (New Policy) > BUBIFG{E NAT (Threat Defense NAT).
PR 2 N4, LR R %, AR5 il Save.

[l Cisco Secure Firewall 3100 \iJ#57
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New Policy

Name: interface_PAT

Description:

Targeted Devices
Select devices to which you want to apply this poli
Available Devices elected Devices

i59192.168.0.16

4, Search by name or value |

| Add to Policy |

| Save | | Cancel

TS RN TSI A0 o SEATY AR FE R SRS VAN IR o
T3 AU (Add Rule).

Add NAT Rule X iFHER: B R .
SUE 4 T E AT I

~ Add NAT Rule

MAT Rule: Auto NAT Rule hd

Type: Dynamic »

Interface Objects m PAT Pool  Advanced

* NAT #10 (NAT Rule) - EF: B3I NAT #0| (Auto NAT Rule).
A (Type) - IEHFFZS (Dynamic).

CEIN |

IE 5 7E Interface Objects UL [fi, 4 Available Interface Objects X 3541 [ 4R IX 3545 i 2] Destination

Interface Objects X 1.,

Cisco Secure Firewall 3100 X\ [ T35/ .
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B e=nar

Add NAT Rule
NAT Rule: Auto NAT Rule 7
Type: Dynamic hd
b TN T Sl Translation  PAT Pool  Advanced
Available Interface Objects €& Source Interface Objects (0) Destination Interface Objects (1)
| -}, Search by name | e,i‘outside zone ]
u:—.i-‘inside zone
oi‘outside_zone | Add to |
¥ Source J
Add to |
Destination |
QK | | Cancel
- H » N
IR 6 745 (Trandation) T _EAC & DL R kI
Add NAT Rule ? X
MAT Rule: Auto NAT Rule it
Type: Dynamic et

Interface Objects Translaﬂon PAT Pool  Advanced
Translated Packet

Original Packet

Criginal Source:* zll-ipvd Ay * Translated Source:

Original Port: TCP

Destination Interface IP
o & ched For Doctingeiog Intg

o EEAIE - RN (D) WA IPv4 MR IS X 4 (0.0.0.0/0)

New MNetwork Object ? X
Name all-ipv4
Description

[| 0.0.0.0/0

Allow Owverrides

| Save | | Cancel |

i TEARENE I RS XK any-ipvd X5, PO B3 NAT BUUAERT G kR s
NAT, I HIETiEgm i R 508 XI5,

* ¥ H9IR (Translated Source) - £+ B#r#% 0 | P (Destination Interface IP).

. Cisco Secure Firewall 3100 \ [ 13575
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wirmeammezing ]

PIRT mRTF (Save) LA InFLN]
BB 2R3 Rules &,

Overview Analysis Policies JsEWNISEl Objects | AMP Intelligence

Deploy @, System Helpv admin v
Device Management =~ NAT | VPNw QoS  Platform Settings ~ FlexConfig | Certificates

interface_PAT

[#] Policy Assianments (1)

8 Fiter by Device

[ N A
#  Direction Type Source Destination original Original original Translated Translated Translated opt
Interface Objects  Interface Objects  Sources Destinati Services Sources Destinations services
¥ NAT Rules Before
¥ Auto NAT Rules
O Dynamic @ any % outside_zone (2 all-ipva & Interface @ Dnsifalse P §

¥ NAT Rules After

FIR8 rlili NAT Uil EIRTF (Save) LLORAF B

SR E MR EREEISNER
0 LA L A BRI 0 6 B T A OSSR A SRR SR ) SR IR LA S
VLREAL B o LA A RN A S VP I A 38X S O R IR B i A DI, 35550
L VAL R 24 PR T U
iz

FIE1 LR (Policy) > 71815 B (Access Policy) > 7 [8] 5 #& (Access Policy), 4R/ s i o0 Fedsy Jak i
(K17 45 IS E 1) 4R ( ) .

e . R N =S8 TY S
T2 SR MAMN (Add Rule) JE LT 240
Add Rule 7 X
Mazme |inside_toc_outside Enabled Insert |inte Mandatory ot
Action |+ Allow v g 7
m Networks VLAN Tags & Users Applications Ports URLs SGT/ISE Attributes Inspection Logging Comments
Available Zones €&

Source Zones (1)

Destination Zones (1)
| }, Search by name

= /i inside_zone lu] =a/i outside_zone ]

Sua/4h Outside_zone

Add to
Source

Add to
Destination

« &R (Name) - A ULELU My 4%, il inside_to_outside.

« JEX 13 (SourceZones) - M\ A] A X 15 (Available Zones) FHk e A ¥ X B, SR )5 sl hn 2 & (Add
to Source).

« B#Rr[X18 (Destination Zones) - M\ AJ X 18 (Available Zones) HEFAMEIX AR, AR5 s didvan
Z| B#R (Add to Destination).
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B =z=samEzn LRE ssH

oAt v B AR B SR
S 3 SR (Add).
HEUER 28 2 Rules 3.

[EBSN Devices Objects | AMP Intelligence Deploy = @, System Help v
Access Control » Access Control Netwaork Discovery Application Detectors Correlation Actions v

ftd_ac_policy You have unsaved changes | /& Show Warnings || Analyze Hit Counts | | =] Save || @ cancel
o o

Prefilter Policy: Default Prefiltar Palicy. SSL Policy: None Identity Policy: Hone

[EEE] sccurity IntelligenceHTTP Responses _Logging _ Advanced
Filter oy Device

PR 4 mHRTF (Save).

AEEERpEIEZO LA E SSH

AR I (Pl aER D) ER T A E L s ), DA YRR PR A 3% 1 LR T SSH. AT
NG5 Y BB AR AN e S Bl ) SSH M. 2 4 1 EANSCHF SSH.

\)

AR OEEED FERACKE T SSH, {HIL A S S0 B SSH Vi 1) .

LR S LR AbaE . e TR E B IR IR B B0 . Bl ) SSH S A
FRE (¥ SSH AL AR ANEEHT P o1 o HoAh Ve B SR AT O 6 T8 e 11, A8 b e ja )
SSH A5 [ 413 s Fodha+i 1 1) SSH AT AL 3 A FRC 2, DR AV T i s it e 45 72 B0 IN 8] CLI
HRCE .

W TE R, BEIARLE SSH Ui 415K, 1524 Cisco Secure Firewall Threat Defense i 42 % H1 (1)
configure ssh-access-list 4. ZRLE AN H, 12 M configure network static-routes uu/v\o EININ
TEOUT A0 e E I A I A P T KA

B SSH, MSHASTEEL A VF AL IP HubE A7 B0 . 48 KT 3 A 20 il B SSHL.
165 HURE SSH 2 vl Py [l B2 10 Qi SR SSH LML T-Ahz 1 b, T B4 ) e 1 ke 4 B 2

\}

AR RIS =IREEAMT SSH Bk CLI ARMUG, W42 E SSH iEH%.

FFi6 Z A

* I LU configureuser add v 4. BRIMELL N, A —MNMELEYIUG v E B 4 HRC E %05 1) admin
e @A BB AR 6 IE T ICE MR BB IEIE, (£ LDAP 5 RADIUS LRCEAMEH

. Cisco Secure Firewall 3100 \ [ 13575
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| EREEEEhCHERHE

werz ]

o BT BUE OAVF S B 07 SSH ISR M EHLE M 2% 250 B o S5 mT LIFE IR R AR I 42, (5
D SR AR R R A AR R — AL 1P Hhudik, TR ORI R PR A D Ar A IERERT R > W REIR L
e E X 5

\}

AR ORI RS any MZExT 5. &8 any-ipv4 B any-ipv6.

g1z
W & > FERE , JFEIE s BB SR

PR 2 IM5E (Secure Shell).
FRIRAVE SSHOEFZ (142 LA TP M.

A P P AT DAPR AR L84 LR 132 SSHUIERE, LU SRV It ST IR SRR 1) B )7 i 1) TP Stk S85mT LA
A5 FH A 2% i BT AN 2 PR TP ik

a) KRN (Add) RIS IR, B dmeE (Edit) DLgmiR LA .
b)  C E U Je k-

* |P thtik-H THR IR SR VFEE L HTTPS SR L 2% 1) I 200 5 52 o IR hr bk ¢
—ANKG, B s+ DA IR g 4

« L& [XiF (Security Zones) - ML EK AR VFREAT SSHOEEH: CRIX 3. 0 T ATEX 3
31, TTLATERT %% £ X35 (Selected Security Zones) %13 T 75 7 B R BE N3 11 4 %,
SR RN (Add)o U T LS BT 4 LB, A Sk i e 1 T 15 4%

c) MEHBRE (OK).
Mt fR7F (Save).
ISy, En] LU 2 ERE > FRE IR SR L& B P 0 L e % o EERE e e, el 444

R L A B S B A ARSI TAT S AN AR B B AR

UK

miiti EJ70ERE (Deploy).
23: &

l Deploy IQ @ & @ adminv

i
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MERE

FIR2 i £EFERE (Deploy All) LLHBE 2T ¥, Bl &40 ERE (Advanced Deploy) LLEEE FIEH (1)

L
W
24: £EEE
Q Advanced Deploy JEESEYR
1010-2 I Ready for Deployment L2}
1010-3 I Ready for Deployment =)
1120-4 I Ready for Deployment ot}
node1 I Ready for Deployment [=2)
node2 I Ready for Deployment £
© 5 devices are available for deployment iz
25 S REBE
1 device selected
[ @ Search using device name, user name, type, group or status I Dopioytine: Estimar
"] Device Modified by Inspect Interruption Type Group Last Deploy Time Preview Status
> nodel System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-2 admin, System FTD May 23, 2022 7:09 PM B I Ready for Deployment
> node2 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1010-3 System FTD May 23, 2022 6:49 PM B I Ready for Deployment
> 1120-4 System FTD May 23, 2022 6:49 PM B I Ready for Deployment

T3 MORIE ). A T ERE (Deploy) HEHLA I K F R T LA TR

[ 26: FBEARTS
es Objects Integration Deploy Q w& @ adminv Ml cecuRE
Deployments Upgrades @ Health O Tasks .:) Show Notifications

P
0 running 5 success 0 warnings 0 failures | O, Filter
@ 1010-2 Deployment to device successful. 2m 13s
@ 1010-3 Deployment to device successful. 2m 4s
9 1120-4 Deployment to device successful. 1m 45s
@ nodel Deployment to device successful. 1m 46s
© node2 Deployment to device successful. 1m 45s
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sriasiampsErorxos cu [l

17 12) B B B {E1 #0FX0S CLI
{247 A0 (CLD) Al %CE RS0 DL ST RGEHTIEA I M HEBR . okl CLI 21 & 5
T LA $ 24 6 i 1 LAV R) CLI.
AT LA ] FXOS CLIVAHEAT ek HE RS

)

AR T LUE SSH RS BB YA A B O, SIS, SSH 2R BRI Bk
B4 CLI, itk nl ] connect fxos iy 4442 5] FXOS CLI. W%k SSH ERAT TP AN Bm 510,
R Ja T CUER R O ik, BOATS DL N, 25 SSH &l #% Ui in) o MEFE P A 44 il 5 3 111 (1)
i CERIMEH FXOS CLD

UK

HIB1 B CLL, i & A LER R G 36 H . Secure Firewall 3100 it 5 — 4% DB-9 # RJ-45 H:47
MR, FTCUE T B = AT He USB LB IHATIE R . MR A I A R G0 e 35 L ) USB Hi 4TI
FIFET (124 Secure Firewall 3100 i {45 19). 451l 15 % [T ERIA ) FXOS CLI. A# ] BA R $3 4T

* 9600 Pk

* 8 M fr

* AR

© LM IRAL
REHF FXOS CLI. {17 admin 7 44 A1) 46 10 B I BB A (BRIVEDY Adminl23) 5% CLI.
il

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

IR 2 Uil Bt CLI.
connect ftd

i

firepower# connect ftd
>

BokJE, WIF T CLL o] Har SRS B, 1A hdp sk 2. HREHEE, 1557 Cisco Secure

Firewall Threat Defense 1y 2 2% .
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Nil

P IEIFTD CLL, i\ exit 2% logout iy 4 o
Iy A 2R S E B T ) 2 FXOS CLI #2718 45 0% FXOS CLI 1 n] iy & ARG B, N 2.

> exit
firepower#

HEBREREIZ O L B IR AR

A P B AT PR U 10 AN A G P A BB LI, e 00 A A B AR mh S U Bl
T R AN 2, DL P IR . WURAERS S B A AN 21 27 B rbCy Ji5 SO B 1 SR
CNEHE 2R, s BB ) W R DRI S BB R IR R, AT A2 25 KA BE L .

A R 5 B A AR B R R R ) L
EEEHERRT

7EEHAF B, 7E %% (Devices) > & &£ &2 (Device Management) > i% #% (Device) > &8
(M anagement) > &R 821719 - BLEi¥4M{5 2 (Manager Access - Configuration Details) > E3Z Ik
# (Connection Status) i [ FA & HIEBLRES

15 BB #E CLI, % sftunnel-status-brief iy 4 LA & & BLE LR A o 7830 7] LU
sftunnel-status & & 5 53 HI15 o

WS LD MR MBER IS sl B s “ERE “FE, BB LEk(E R

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

S LU R T C@ESLER IR RG], o B T AR ETEALLBE B -

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202"'
via '10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC
Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

EE BB MEER
75 BB CLI b, 258 5 BUONAS I 8807 1) Hedi 4 1 P 2% 0
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show networ k

> show network

[ System Info

Hostname :

DNS Servers

Management port

IPv4 Default route
Gateway

IPv6 Default route
Gateway

[ brl
State :
Link
Channels
Mode
MDI/MDIX
MTU
MAC Address
Configuration
Address
Netmask
Gateway

State
Authentication

[ Proxy Infor

[ System Information -
DNS Servers :
Interfaces

[ GigabitEthe

MTU

MAC Address :
—————————————————————— [ ITPv4
Configuration
Address
Netmask
Gateway

Configuration

WEE EEAOEM BAREE

15 BB CLL A A Bl VS O e i i

i IRAS

show managers

> show managers
Type

Host

Display name

spspen rnemssgs

rmation ]
5516X-4
208.67.220.220,208.67.222.222
8305

data-interfaces

data-interfaces

]
Enabled

Up

Management & Events
Non-Autonegotiation
Auto/MDIX

1500
28:6F:7F:D3:CB:8D

10.99.10.4
255.255.255.0
10.99.10.1

Disabled

mation ]
Disabled
Disabled

Data Interfaces

GigabitEthernetl/1
rnetl/1l ]===============
Enabled
Up
outside
1500
28:6F:7F:D3:CB:8F

]
Manual
10.89.5.29
255.255.255.192
10.89.5.1

Disabled

N
ISX)

=]

iy A AN R BB Y

Manager
10.10.1.4
10.10.1.4
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Identifier f7ffad78-bfl6-1lec-a737-baa2f76e£602
Registration Completed
Management type Configuration

Ping B2 H(»
£E JEPr B CLL b, AT BLE i W32 V0 87 B0y AT ping #4F:
ping fmc_ip
75 B CLL b, A LUT dir & AN B2 L6 5 3oty BT ping $2E, %82 1WIE I B AR
e T B AR 1

ping system fmc _ip

IR BRI REME D EMEREE

7E A CLI b, 3R A AE 1T (nlp _int tap) LS4, DAIEE LT RIE T & B
(op

capture % #x interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

WEABZEORT, FiHEBNIERITE

75 BB CLI |, #5&A 2N 1 nlp_int tap AIfE L
show inter ace detail

> show interface detail

[...]

Interface Internal-DataO/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec

(Full-duplex),
Input flow con
MAC address 00
IP address 169
37 packets inp
Received 0 bro
input errors
pause input,

(1000 Mbps)
trol is unsupported,
00.0100.0001,
.254.1.1,
ut, 2822 bytes,
adcasts, 0 runts,
, 0 CRC, 0 frame,
0 resume input

MTU 1500

L2 decode drops
packets output, 370 bytes,
pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops,
input queue (blocks free curr/low):
output queue (blocks free curr/low):
Traffic Statistics for "nlp int tap":
37 packets input, 2304 bytes
5 packets output, 300 bytes
37 packets dropped

1 minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,
minute drop rate, 0 pkts/sec
minute input rate 0 pkts/sec,
minute output rate 0 pkts/sec,

5 minute drop rate, 0 pkts/sec
Control Point Interface States:
Interface number is 14

O O O O Ul o o o

[Ca RN ORI i

[l Cisco Secure Firewall 3100 \iJ#57

output flow control is unsupported

subnet mask 255.255.255.248
0 no buffer
0 giants

0 overrun,

0 ignored, 0 abort

0 underruns
0 interface resets
0 output reset drops

hardware
hardware

(0/0)
(0/0)

0 bytes/sec
0 bytes/sec

0 bytes/sec
0 bytes/sec
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ssurEn roemsays ]

Interface config status is active
Interface state is active

TR B NAT

76 BB CLI h, R i 275 O INERAS | (S *), LA FIE:I (nlp_int tap) A& 5 A7EAE N
NAT Fl.

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF
Gateway of last resort is 10.89.5.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server O sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipv6 intf3 interface
ipv6 service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé
translate hits = 0, untranslate hits = 0
>

KMEHMIRE

WS LN A DK & e AR T A W . R ] DLE B HE A0 ) 3% & (Devices) > i& &
&I (Device Management) > i& & (Device) > &8 (Management) > &2 78] - LB M52
(Manager Access - Configuration Details) > CLI #it (CLI Output) Wil F& 22 XL m 4,

show running-config sftunnel

> show running-config sftunnel
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sftunnel interface outside
sftunnel port 8305

show running-config ip-client
> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

144 DDNS BFT 2SR Ih

1E BB CLI /7, #67F DDNS 535 & 15 il o«

debug ddns

> debug ddns

DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225
Successfuly updated the DDNS sever with current IP addresses

DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

I SR EEET R, 143 H] debug http Al debug sl fiy4> o 0 TAEP I UERM, TR AT CAE B
g EARUE

show crypto ca certificates trustpoint_name

LR A DDNS #:4E, 1T LU N R AE:

show ddns update interface fmc_ijj ] _ifc_name

> show ddns update interface outside
Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available
Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org
IP addresses : 209.165.200.225

mE EEL BEXH

15215 https://cisco.com/go/fmc-reg-error.
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wagmhomFss upzRE [

MREEA DM EE, NERECE

D AERE BT R e 1 R B T IR, O N B P P S i R S P (L S, W]
LICRE i B A (O B PR B AR A BC L, UM B R . SRS, T DL A A B b o
MIRCE B, DME R AERIF IO S . RIEBcAT B 0ER:, T MERI IR RE; e AR
TR R T DL .

THZ LR .
o S LAHT 2 v DALE BUPr B i AR At s STV IR ST A A0 ) 5 2
o SCRFIPIR CLSEBL R aT IR, (HANSCRP R A
o R A S mafn] DR A B b0 h BRI E . B, RN 5 R B LR QIR AT
AMIBCE, B AEAE BB A CLI TP O S . TR, WREAE B B 355 1

il configure networ k management-data-interface fir 2 5 o 7 £l fz W &, ARG T MRy
%, NIXEEBEE AN AR R 3 EOGHE I B PO E

* UCAPL/CC F&X ok ImNER
VR b — R 2 30 0] 5B 1 45 4 SCEP IE 15 %5ds .
o FERIEIHE, EE e BT, B i B s .

i

76 B BIE CLL Hr, Rl F 2 A AL

configure policy rollback

IR JG, BSR4 H bl OB e nR . e B b, B R — AR,

i ACE C R .

R WER AR W H A i e B O ST, 152 i https://www.cisco.com/c/en/us/support/docs/
security/firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T fi#
I FE ), RS ST, W R b A T R AR S R AT e R AR
FRREOLE, BRI DU B B0 BCE R, JF N B B L EORE

Tl
XA et 1 A T B U7 1R 1 g s 4

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y
Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
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IR 2

Following is the rollback summary:

R B P AR BT T

EF LT, 7 %% (Devices) > & & 12 (Device Management) > % % (Device) > E18
(Management) > &8 881719 - BL Hi¥ 40152 (Manager Access - Configuration Details) > ZEIEIR TS
(Connection Status) GU[fil F A &8 FLEHRRES .

76 BB E CLI, % sftunnel-status-brief #ir4- DL & & FEELRA

G R T 10 AP CL b, W NHERRIE RS . 1 S e HE SR B 1 b A B
, 578 T

{52 F & 38 A0 KT B X 8 LR

FE1
PIR2
PIE3
$IRA4
PIES

$IE6

IEROC ARG 2 AP P g2 B FJOT R AT e S B R g™ EHUA . iF e, AT
ZHERE— HAE G BIEAT, R B AL IR AN BE I H DR AT K e o

ferT LU A B oD IR ST R S

UK

HFR & > REEE.

TEBET A B Ve % 500, AU gm i bR @ ).

Mg & (Device) LI .

mLdt G (System) FB 2 FISC T B Bl b ().

BRI, BIAE & R B

RS B KBS ST T 1M G, TR KRR B ERGeR. BORA 2 LU 3Es:

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WAREA G GIERE, HER KA 3 e IR R OO
TEIUAEPT LA AT FLSTT 90 I A 06 SEINHACT FRLYSTRG Sk DL By BT TTAT LA ) FEL YR o

SIREENCE BRI, 2 B TSI RRAS I SCRS . S RHUERE Firepower SCRY
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AR P OIRIER, W2 (Firepower & P LRCE T ) o
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4.
2R B i B 1

i

{EHIK&EEIER

AREXHEE L ?
BEAEIAA T ERE RGN LS, IESRWPHEE RGNS BSE G, 10, AEE
FH T B 7 A R 6 2 LA
AR AU HIET Web BI85 22 T, 58 BOBUMNST A 46 e B ARG E
A B HRAE ] DATC B /N X 2 S5 5 FH AR IR S AR T RE o b i B N B G — B 8L & e a8 1 25 1 ¢
T, EIXF LR, EFRAEH SR L & &SRR T2 WS B B R M 44,
KFBh NI
i F o] LS AT U BT A A B ASA 3R Ao LRI B AHIAT ASA 22 18] V) 48k 757 L4806 v £ b AT J8T AL
RIS T EAR T a0 LR MR RRAS, RN IS . 155 R T 0 g R ASA 5Y Firepower
JB U 5 A £
5 K B 22 iz 4T 4 FR 4 Secure Firewall eXtensible #:1F &R 48 (FXOS) MK EZHIER S B KESA S
FXOS Cisco Secure Firewall LA A - TaBEHERR H 1, SCZRFZIRM CLI. A %1415 &,
W52 i H T H 4% Firepower B 1) Firepower 1000/2100 Al Cisco Secure Firewall 3100 1 ER}
FXOS # b SR TR F o
FRRAUEE AR AR - B KA EER B SN AN S 005 5o (H2, AT DAZERCE R AN A B 015 8.
B ;44 FEIXME O T, B AEPAT L B0 SNMP i i) e & 25 B .

o Ui B|u R, 5 88 1L

o A M ERNEOARCE , 5 89 1L

o JEFRD IR, 591 T

o FTTFB KLY , 28 92 1L

o (AR KR I LB, 5 93 1L

o (A[IE) 7E CLI WU B I 4 i, 5 94 1L

o TR ALY, 96 UL

o SEIRAIGRICE , 55 97 TL

s iLEVFR, 5598 1T

o W AE ISR R K, 2 105 1L

o Ui [l B B AT FXOS CLI, 28 108 1T

o RMIPGKHEHYE , 55 110 T

I
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Configuration firewall network and firewall firewall
—p default — —
configuration
v
CLI 5 ) (optional) 6 ) (optional)
Install a new Change Mgmt
software —» Network
version Settings at the
CLI
|
/' N + A ooy it
Device \/ JLog into |\§ ) Complete the [\‘.I__‘_I/'Fiegister the Q_%-'Conﬂgure the
Manager device initial firewall with firewall in
manager —p configuration the Smart —p device
Software manager
Manager
| A
a) v
Cisco \5_3 '/ Obtain Base
Commerce license and
Workspace optional
feature
licenses
Smart :::\]_Q; Generate a
Software license token
Manager
(1) | B E e LA AT KA TS BT 2R
S
(o) | BCE g AR G A FEANCE » 26 89 il
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| ERREEEEBERME

samensnnileEs [

(3) | MeTTHE LAE SRR KA PR L 5 91 T
(a) | B AT LA STFFB KI5, 5 92 0.

5) |CH CATie) Rede kP e B bR . 565 93 1.

6 |CL CATHE) 76 CLI th o U TR 45 U, 5 94 T,

(7) | BHEHR BRI, 96 T

(g) |BaE S SEIRMIMATEE , 45 97 Ui

(g |Cisco Commerce SRS A VE A E R A RETh ARV AIE (BCE R, 46 98 D).
~Z | Workspace

10 |ErhERrE R U R TTIE AR (BB T, 45 98 T0).

11) | B B T AR5 8 (BT VETT S 505 98 Ti0) YA Akl
(12) |B&THL 10 VAR E D A L 4 105 T

EEMKAEFEABEE
AT LUMAE B 1/1 452 1) B B2 1R Y e 26 A B A B B . L LAY B U — R BT B 20
WA 2% U B KR R 1

TR TR T O B . S U B 1 1 43 ) e B R R A S DSL s
ARSI VR A 5 BT AR, DU BRI 4 65 10 4 3 PR 250 AT 4 4 41T NAT.

Rt
f.

)

i LAy AP G E PPPOE UIERZ RIS ISP, 7T LAAE Yot 4 BLAS T 58 ORI A6 BB Jm AT L £

P

WA TCTAL B A T B IP Ml (i, #5007 B I 45 AL 45 DHCP g5 #%) T LUE B Hl &
B FJFAE CLI AP PTG I E, Wi B B IP ikl WOCNHA A 2 B

SRS B S TP M, T DAYE B R o s MU B B R AT IR . B, 7R
WUF, T AT P TP M

o WHBIP Hulik > 192.168.95.1.
o Q0 SRR SR S AR D B AT R IR 2, TR DR NS TP Mk B R I A 4% L
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BRI T AR P BROAHC B (1) B RS 16 SO AR BRI 44
28: 3Z NI M LB ERE

Outside

outside

Ethernet 11

DHCP and IPv6 autoconfig
from outside nw

Threat g
Defense gl Management
Management 1/1 Management
DHCP from
management.nw Management

inside i_:..:mr'|;::;|_|ter
Ethernet 1/2
192.168.95.1

Management Computer
DHCP from inside ifc: 192.168.95.x

EUABCE
VIR E G, B KBS E AR LL R N2
© RER - LK 172, TP H111192.168.95.1.
« SMER - LK 1/1, TP Huhisk F TPv4 DHCP Al IPv6 H i &
o IEB—SNER L B

o IR I 1/1 D) , IP Hbhiksk @ DHCP

\)

AR OEH 1 B0 RAR T AR O R O, TR ReV T A
FERE . WREE S5 AN L G2l ) L. 2Wd R
e, (AR TR R R . ORER &R B %) » Bl syslog
g SNMP. Gl AEHZWHE . AEAE R, 120 (Cisco Secure
Firewall W & & HASHCE TR M) -

« PR DNS AR 28 - OpenDNS: (IPv4) 208.67.222.222. 208.67.220.220; (IPv6) 2620:119:35::35
WAERELRETIEERRS . RGN N DHCP I DNS R4 2% .
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emsosnes [l

* NTP- AR} NTP flR4%%: 0.sourcefire.pool.ntp.org. 1.sourcefire.pool.ntp.org. 2.sourcefire.pool.ntp.org
IR B AT R P R E R 55

* BUARSH
* BHRIED - AN DHCP BRI, sfE e B I R i i g (195K TP Mtk
© EIRIEO - N B DHCP 3R AR BRI OC, BRI RS HIAE T AR L JF Tl Bt .

TER, R F R EIRR YT IR, DAE TS AR s T S ) LI I I DG SR VF R RIEA T
BoBre R, KA AR DK EA SRR, S, R DR AR 2
N B ) HIE

* DHCP RR%588 - A0 La H
BB FIE) - EHAN D EARVER A L.
* NAT- #2110 PAT F-T- A5 NI SR 2458 0 9

EEFERG AR R B4R

[ 29: Secure Firewall 3100 %7 2

( Outside -

Ethernet 11

(Optional)
[ outside, DHCP and IPv6 autoconfig from outside nw

Console port

N
s | Lo

(Alt.) Management 1/1
management,
DHCP from mgmt nw

Ethernet 1/2

inside, 192.168.95.1 A »
Management Computer Other Data Networks
DHCP from inside ifc: 192.168.95.x

LRI 1/1 B LUK 172 FA P Secure Firewall 3100, BRIABCE A2 LUK 1/1 BeE AR 0 .

UK

T RN IS dim .
TR 2 KIS E B SN ER S DU ME

« DUKM 172 - B0 B L H0E 3 2 LUK 172 DU TRIaG e S, ok DUKIM 172 42
WEELE . LR 172 BAERN TP Hulik (192.168.95.1), Ff Hif£5iz4T DHCP IR 4% % DL IR % 7 S
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CRAEE VAL Seft 1P Huhik, DAL, 5 0RR LB B AN AT A B 25 B B R
CGEZEOAICE , 5590 10 .

L1 - R B 11 B DRV P LS, P R B T R 46 B, B AT LA )
ERRRLS . AR 1/1 31 N B R 45 L) DHCP IR 45 3R IP ks G SRAG ] v 10, Wlan i
T 5E 73 FE4T BT BRI 1P Mk, DU R DA PRV SEHLIERL 2 1P k.

TR O R FE 1/1 TP Huhik RS SE S5O B B HR A 1P Mudik, 3B A0 5 P - S L 2 o
G, EZM (k) 76 CLI WP RS, 5 94 1L,

TR BH /1 & FE SFP AR 10 Gb Y4 1.

AT LU i AN FCA 32 0, B8 S A BT 1) s 15251 FDM BC B 457 -

SR 3 KAMB M SRR LUK 1/1 #2110,
BN OL R, Al IPv4 DHCP F11Pv6 H BC B3R HCIP Huhik, (B n] DAE AT 46 I B 30 R) e B i A Hu ik

IR A AL M BOE R R R .

1, e e S
FTHBE AN IS B IR
S G T B K SR R MRS T S LGB AT e TR S0, S TR
P 90 LA G R e 2% R R 1 U

\}

AR W UOAS) BUSIEIN, WIERA KL 15 2 30 0.

FFE Z A
AR K GGG BERT SRR I (I, AR L (UPS)) AR 2, R SHEIC T T e
BUPEM ARG . R B GEAVFZRAETT, PRI A R G E I K

g1z
TR K ABIRA R BIBT K, 5y R B AR

SR 2 AL THUAS T I IR S5 IR ERE AT R LT AT TR
PR3 AR KBTI I LED: Wik LED R4tAie o, Ronpi kbl O His .
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30: ZGFAEE LED

el (:H:j(j
S g
3100 Series
o (e
H: 4 &
System LED > 8 @
Power LED | » 0 @ @ [

~

T4 KPS I RS LED; HREGORCEZ G, ROl Bz,

pE BEIFRMITUHRBISCHS, RETAT RERT 2 LR P A S e 5GP o AECIUIE],  HUAR AT 1 H
J5 LED H5INREE (5. F IR LED 584 R M2 i, 204k H Hjit o

(AME) MERGHFREZHARA

SR PAFRRAT AL ZEN LA FIRRCAS , AT LA 2D 3R e BT DA U A e 2 7 K i 2 T ke
HARIRA . 8, ] AR e T m AT 0 (BT (REICED mIRe s 22 s e R e
TR A (R ]

B IZB T ARA?

MRHE BSOS AT AT T 80U RRAS 5 550k & 1025 1) Gold Star fRAS . L v LIS
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html * Frids i1 &
AsEng; B, SR SRR 5 (RSO Iae)  KWIRCAS S CBUKIN ] ) 4E iR A
AT BN A S 5 (R BRI ZE 5 RO FIAN T, T BURAIE) .

UK

S EEREEIG 0. AR R, TES U7 8B A FXOS CLL, 25 108 L,
1 P 4 admin FIERIA DS Adminl23 &%,
IS FXOS CLL. 25— KB N ESIN, R SPoRGEE 6y . 3t F T SSH [ s i i

K.

AR DRSS O (HEEANENIE, W2 AT T DORE S A T BN BN TR )
EERTIELR, WS FXO0S Wb iam .

i

firepower login: admin
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Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: ****xkkxx

Confirm new password: ****xkxxx%

Your password was updated successfully.

[...]

firepower#

$I2 ¥ FXOS CLI /1, WoRIEFIBITHIRA
scope ssa

show app-instance

TP

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65
Not Applicable

HIR 3 IR BB, AT,
a) WRTHEHEEOREESIP AL, W20 (k) 76 CLI PSS FEM R 3 E . 2 94 i,
BRSO, A HLE DKl DHCP.

FA3 T IR T A PR 1 ) PR RS B O 1 A
b) AT (FXOS Mfsfibrigr) H HmEH G Ry .

(FAlik) 72 CLI A EMEEMKIRE

WRAETCEAT A BE TP kb, wl DO E 246 & v 1 IR CLI AT IR s, BAS E B
IP Hbhik . PSRN ILA LA I 28 v . 8 L RE I B BRI BEE s VAN S W ash i o, oG
T 4E GUI HHECE ¢,

N

AR RARERRECE, SCEES CLI BE A (i, @ g rmg) o Hi&, nTEIHJE7E CLI
s ] configure network i 4 B UIT A iX L5 # . 152 Cisco Secure Firewall Threat Defense i 4>
%%,
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-
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(i) o rEugEnarE [

B BB RS a0 . A RVEAIME R, 1ES V5 g B A FXOS CLI, 2 108 i,
H P 4 admin FIERIAZ RS Admind23 & k.
$3] FXOS CLI. S—IXEIN G &I, RASTREE SN, MW H T SSH (1 8B 18

X

a4

LR CUE N, HEAREE, WA T ) DO A O A . O )
EEETIER, ESH FXOS WkEHRRTER -

i

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[..

-]

Hello admin. You must change your password.
Enter new password: ***xkxkkk*
Confirm new password: ****xkxkxk*

Your

[..

password was updated successfully.

-]

firepower#

#%

2 B CLI,

connect ftd
w5l

firepower# connect ftd

>

B OSSN, RESTOREER “BEAH VRN (BULA)If. R)5, BRI E7R CLI

WHE

EHAS

BB B AR A A 2 s AEAE 5 o B 2T AN MR, 15 4% Enter §.
THZ Y LA HEN :

< MU NEIBIZEORY IPv4A BRIARI X - WS E T2 1P Hhuhil, U] DL N I 5 4% B 2% 1 B3R 32 O
o IP Hihl. data-interfaces e BKs M I TR AIE Y S A Bl e, DOBR tH Bin 8z 0. i SR AB A
AT LA ] FIE D () B R %, DR R A T o IR AR RO e T U In) T
WA (R P E Y AR 2 S T . G SR 44 ] data-interfaces, 76 T 42235 1) BE M 48 R 5 U
P47 AT DAL B2 11 A ) SR P B (B SSHD fHJE, BENPER 2 W 4% ol WLk T I A B,
TN 1% ¢ ] configure network static-routes fir &S INER A o IEER, B0 LR w45
A HHAZ I BN . WA DHCP, W RS DHCP $#2 4t 3¢, Wi DHCP A
FEAERIOC, AL EE 4 O A A R v
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cMEMREECEN N EEEINERE- w%@augﬁﬂkﬁﬂ%mm%m,mﬁmﬁﬁﬁw
EC T IPHRE, AW TR, AR TP Mk R SR R A T B . S B I E AN Y .

c EARMBEIEIRE? - AR (yes) LM WA TS . [N (no) FonBFT 548 F A Hh 3 2
U A A RO SR A B R A

i

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]
Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

You must configure at least one of IPv4 or IPvé6.

Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) I[n]:

Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter an IPv4 address for the management interface [192.168.45.45]: 10.10.10.15

Enter an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192
Enter the IPv4 default gateway for the management interface [data-interfaces]: 10.10.10.1
Enter a fully qualified hostname for this system [firepower]: ftd-1l.cisco.com

Enter a comma-separated list of DNS servers or 'none' [208.67.222.222,208.67.220.220]:
Enter a comma-separated list of search domains or 'none' []:

If your networking information has changed, you will need to reconnect.

For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: yes

>

PR A (LB IP Mok BSOS

BXRIY

A

Varlay m =]

B I ey

G VA P A CATC B 87 18
FrI6Z /il

* ff /f| Firefox. Chrome. Safari. Edge ¥ Internet Explorer 4R iR A .

FHIB ENEES 4 LU URL.

o W (LUK 1/2) —https://192.168.95.1.
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« ¥ - https.//management_ip. & #$% /& DHCP & /i, Ktk 1P Huhib B e 745 ¥ DHCP IR %%
o WAAE CLI VB P S ok T4 3 IP ik, I A izt

HIE2 4 admin FIERIA 69 Adminl23 &k,

T—% it 4
M B BAS R FIETT; WSS RYIGECE 2R 97 UL,

Vi

TERVIE AL E
H BB TR LU A I, AR E NS e T, SR NS B
TAEFERRE TR BIHA SN -
* 56 (Ethernetl/1) FA#I# I (Ethernetl/2) .
© BRI PR 22 A X
o AR AT A 2 DAL 1 U ) R
el NAT B, K8 BT P9 B0 S det e 4 3 M Bz 11 TP Bk B fro ik — it 11
o TEEBHE 1 13247 1) DHCP 454

\}

ER WUREHAT T AR, B 88 AR, WIXEEAF4S TR N AZ A — o CA e i T 2 admin
SN0 PR B AR A B

UK

TN RESTOREH BN “ B P VERTERIL” I 5 SO B R
HAEROR D ER, A Redkat.
FR2 DS RER LRV B S E DL RS, AR5 R R —2 (Next).

iR M=% )5, BRBCERTE RIS XL m AR “outside” , FHASME
“outside_zone” LATX . AR )V B UER TG IR

a) SMERER O - RIS W OC thy o B Bt 1o AEWTAR B BB N, AN BRI R LA AN
B AR BN O

L& |Pv4 - SMER4E L) IPv4 Hidik. ®T LA A DHCP, BT LA T-shim AE& IP Hhlik. 1 MRS Al
M. AN, WATLLEREE, ABCE IPv4 kb, 804 228 ) S PPPoE. 0 Shds 134

Cisco Secure Firewall 3100 A\ 1457 I}



B ==4v

BLEVFA

ERgEEEENERMEH |

3| DSL. g5 flfg 2 5k ISP (1 HiAhiZE+z, I H. ISP i FH PPPoE K4t IP Huhk, WnI G
Bl PPPoE. #n] LAZESE R ] T J5 Bt & PPPoE.

B2 | pv6 - S1HsHE 11 Ipv6 Huh T DU H] DHCP, A a] AT Bh A ## 1P M. RISEAIIN G,
i4h, ATEEAESE, AECHE IPV6 Hubit.

b) EMEQ

DNSHRSS 88 - R4 P AL DNS 45 i A\ DNS Hi 45 2 i —A s ANtttk LUAT 245K . Bk
NME A OpenDNS 2235 DNS k454 . WA g 7 BOT AR LM T BRONE, 1 s {2 FH OpenDNS
(Use OpenDNS) LLH T G 3d 1 TP Mk Z N 7B o

FiASEEN R - REEEMBETHLA
FERENERE, RnatT—%.
a) BYX - IEFRLAN X

b) NTP AT EBRSSES - £ BRI NTP s 2, IEET-3hk A NTP 452l . LA InZ A~
R 55 a8 KA o

(ATE) RGN E R BEVF T
Ve ST P BT A Ve g2z A BB FE AV T . HAL T ATV RTE R vl 3 1Y
)il7

SUATSUTRIREVFRTEN ™ A SRS AT S IVEATE . Beb), 7 AR D990 RIVP v
AE, DR R T

ST AN M e, U R B SR BE A BRI, IR SRRV . 2R 98 UL

LAV VTR, TEIEFER B 90 BT AT AEM (Start 90 day evaluation period without
registration).

R FER o

T—%#ita
o VT DAGRSAE VPSR AT, HBATEEE NI e g TESECE VT, 5598

=
o

TR DA P et i BEAS MO E B S A I B TP IR KBS L 5R 105 L

JEN S A A A BE ARV AT, XA A mT A rp g SN BV R R

VEMPHURAIN 5 e BELES 2 0 WURR AR RE R B - I (RDELAE TUA IDAE S o B S fgHLA 23
P AR 0 14 R AU )

AREBHF A I EFEAIMER, 1571 cisco.com/go/licensingguide
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BEEVF O AN BE RS T R IS F P S ID RS . LA ) R BE AR B ES HEAT T VM, B AT SZ R
ﬁﬁﬁTﬁ FEAE UG A SKAZ VR al U o XA 148 RE s B R f8 FH IhRE, T8k S il TR TVT H o kit
JRHEIR . S LL R AT

« ERERR- (AT FERBRR VFRTE.

* IPS- 2GR A T —4X IPS
R BRI AT B

* URL - URL L%

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2% Secure Client VPN Only

Tk Z i
o A R B IR .
R FA M, T SRR DA E K . B RE A AR, T LU 2B
ANEPK S

SRRV TR S AT SN (3DES/AES) VFRIEMI K, A REAL AL TRe (O
M A RS R D .

UK

SSUB IR RV T 0 A TG I R VAT

0 SR ER A T S HL S A i, RSV P IE Y 1% O R B R R RE BV TR . (HZ,
R T E S INVERTIE,  TUiE{# ] Cisco Commerce Workspace I [#) Find Products and Solutions
R TB RN VFAHIE PID:

31 AR

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

TR IR AT PID, &0 LLF-204 PID BB s,
o FERBRR VR ATIE
* L-FPR3110-BSE=
* L-FPR3120-BSE=

* L-FPR3130-BSE=
* L-FPR3140-BSE=
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* IPS. SR BifEFD URL Vi UEZH 7

* L-FPR3110T-TMC =

* L-FPR3120T-TMC =

* L-FPR3130T-TMC =

* L-FPR3140T-TMC =

K IR PID 2B AT Fs, a BUESR 5 LUK PID XA 11T H -

* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y

* L-FPR3140T-TMC-5Y
* Cisco Secure % )" ¥iij-i5 2 i SRk 2 4% I VT M4 e o

WIR2 /6 BRI A b, DR B VS N 21 1) 40K - 3 K 0T SR I R
a) Ri Inventory.

Cisco Software Ceniral > Smart Software Licensing

Smart Software Licensing

Alerts Inventory License Conversion Reports Email Notification Satellites Activity

b) EEM (General) ki I, Aidi#i$h# (New Token).
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General Licenses Product Instances Event Log

Virtual Account
Description:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account

Token Expiration Date Description

NWUIMzY 1MZEZJNmOS00MjF.. B 2018-Jul-06 14:20:13 (in 354 days) FTD-5506
¢) 1t Create Registration Token XfiFHEH, A LL N E, #R)5 rith Create Token:

Create Registration Token .
This dialog will generate the token required to register your product instances with your Smart Account

\irtual Account:

Description:

= Expire After: 30 Days

Enter the value between T and 365 but Cisco recommends a maximum of 30 days.

Allow export-controlied functionality on the products registered with this token @

Create Token Cancel

* Description
* Expire After - JURHEBGZIN 8] 4 30 K.

s EERARSEIMBESRERIFSHIEFIBTIEE (Allow export-controlled functionaility on
the productsregistered with thistoken — 75 T 7E 1) [ /0K e VEREAT 300 % 11 O~ 5
S A ErR S WERFTHAEFH sbhRE, WIZ R ERZIE . QRS 5 a FH b gg,
T B R i P A R e R R N R . AR B BT, bR AN
SRR T AE

RYCH MR INEIE R 701

d) e FRAT O R 3 Sk AR T AT T Token SFEAE, T RAMHURE4h 1D SRSB4 2%
B BRI, TS L SRR, DAAE AR i A
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General Licenses Product Instances Event Log

Virtual Account
Deseription:

Default Virtual Account: No

Product Instance Registration Tokens

The registration tokens below can be used to register new product instances to this virtual account.

New Token...
Token Expiration Date Description Export-Controlled Created By Actions
MJMSZ]IhYTItZGOAOSGOYJkEL@ 2017-Aug-16 19:41:53 (in 30 days) ASAFP 21101 Allowed Actions =
. Py
B 33 SIS
Token 9 X

MM3Z]IhYTIZGQ40S00Yjk2L TazMGItMThmZTUy Yjky
NMVHLTE1MDISMTI1 %0AMTMxMzh8YzdQdmazMiAZY
mFJN2dYQjIEQWRhOEdscDU4cWISNFNWRUtsa2wz%
NAMDANSTNSAANANA

Press cfrl + ¢ fo copy selected text to clipboard.

PR3 7 WAEES T, At R&, R BEIFRNE M, Sl EEERE.
BB RIS R RNE LI .
$I% 4 i Register Device.

Device Summary

Smart License

o LICENSE ISSUE
EVALUATION PERIOD

You are in Evaluation mode now.

6 9 9 O REGISTER DEVICE
days left.

IRV, IR REVF R ARG T AE AR 50 R D05 4 bt -

. Cisco Secure Firewall 3100 \ [ 13575
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Smart License Registration

Create or log in into your Cisco Smart Software Manager account.

On your assigned virtual account, under “General tab”, click on “New Token™
| to create token.

Copy the token and paste it here:

Nzly%0A0Dg5Mzh8SUQ5VmS mN

JLQ2FFeGhEWmMIW%:0AWCOWTTO%3 D‘;&OA P

Select Region

.:: ..4._ ::.
l_.

When you register the device, you are also registered with Cisco Security
Services Exchange (SSE). Please select the region in which your device is
operating. You will be able to see your device in the device list of the regional
SSE portal.

Region

SSE US Region v
.j_b ) Cisco Success Network
Cisco Success Network enablement provides usage information and statistics
to Cisco which are essential for Cisco to provide technical support.This
information also allows Cisco to improve the product and to make you aware

of unused available features so that you can maximize the value of the product
in your network.

Enable Cisco Success Network

CANCEL REGISTER DEVICE

$IE 5 i Register Device.
TR [P B BEF RIE TR . ARV, B BILU TR

>

Registration request sent on 10 Jul 2019. Please wait. Normally, it takes about one minute to complete the registration.
You can check the task status in Task List. Refresh this page to see the updated status.

FEVC A M IR TG, B BT A

Device Summary

Smart License

CONNECTED Last sync: 10 Jul 2019 11:39 AM o
SUFFICIENT LICENSE Next sync: 10 Jul 2019 11:49 AM

PIR6 M2, sidifE NV IR B AR

Cisco Secure Firewall 3100 X\ [ T35/ .
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‘SUBSCRIPTION LICENSES INCLUDED

IPS ENABLE

This License allows you to perform intrusion detection and prevention and file control. You
must have this license ta apply intrusion policies in access rules. You also must have this
license to apply file policies that control files based on file type.

Includes: T Intrusion Policy

This license allows you to control web access based on URL categories and reputations, rather
than by individual URL alone. You must have this license to deploy access rules that filter web
traffic based on category and reputation.

B - BV TR R s Y SRR
IR BAZ A m UF R R s T

« 2R - BUHVFATIE ) R
XTI RE, MARE

5 3 1 T Cisco Secure & P VF Al iiF,
VPN Onlyzk, Premier ¥0Advantage.

VPN Only
y of the by the
Premier

Premier and Advantage

SRR, AR S T B VR LR, WAERDET O S, e

Device Summary

Smart License

LICENSE ISSUE

Last sync: 10 Jul 2019 11:47 AM o
OUT OF COMPLIANCE

Next sync: 10 Jul 2019 11:57 AM

REHCTA BE AR (TR, JF4E
ﬁ%ﬁ%ﬁﬂ%ﬁlﬁﬁuﬁ"]ﬁ@%o

TR P A AT IESRAY . Advantage. Premier .

Malware Defense

ENABLE

This license lets you perform malware defense. You must have this license to apply file policies
that detect and block malware in files transmitted over your network.

Includes: Cg File Policy

Cisco Secure Client

Type Advantage v ENABLE

Please select the license type that you purchased to enable remote access VPN. Note that
Secure Firewall device manager does not support any of the advanced features covered by the
Advantage license.

Includes: RA-VPN

RECIFET BEER IR, JF R R DRE . BLAE, fn] DAC

PEHIIIDIRE . HrHEms b o ikie &

B BILL P AE I S

There is no available license for the device. Licensed features continue to work. However, you must either purchase or free up additional licenses to be in compliance.

GO TO LICENSE MANAGER Need help?

FIET Uik T HYIR % FE ResyncConnection (F1[A]25

Lo

R, RVPRTIER S R e

AT B R

. Cisco Secure Firewall 3100 \ [ 13575
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Go to Cloud Services

Resync connection

Unregister Device

S Ay Kb gy +
E ISR E P A
DU D IRMEIAR T n) e 75 B0 E AL Th RE o 38 i T RO B AL (), FREUCE BN D IR 1R
f5 B

g2

FIE1 B 40-Gb 21 (F S BT A% 4 x 10-Gb 2332482 11, 5 i%#%i8 & (Device), Ao siiiED
(Interfaces) 2 b 8532 . ARG s i 194 2 BT bg

B S A ZERDE T T 40-Gb B2 11, MM SU7E AR SE00EE 43 % 2 T A
B2 R T A, SRS, SRS A O R
AR O R (@), LI R I X 1P Mo A ft

PUR 7Rk — N O RC S AR “Fa X7 (DMZ), o] LU ] A FF U5 [ %7 (40 Web R 2585
BAEZIX S . SE )R S TR TE (Save).

[ 34: gD

Edit Physical Interface

Interface Name Status
i @©

Description

IPvd Address IPvE Address Advanced Opticns

Type

Static S

IP Address and Subnet Mask

192.168.6.1 24

Cisco Secure Firewall 3100 A\ 1457 I}
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HIE3 IR ORCE B, TR (Objects), #RJa M H bk £ X8 (Security Zones).

HRA A B A QR X B N AR T NI, DRk 5 B 2 A S BT AR A2 1ok
RO S0 R LN R AT SL PRI S, BRI A 24 R B 1 80 O AT B L R 2 5,
ARG B .

LIRS Ty DMZ £ LGN 6 DMZ X 55,
35: ZEXIFIHFR

Add Security Zone

Name

dmz-zone

Description

Interfaces

(] dmz

HIE 4 WURTLE N R i ] DHCP M ¥ 4 3REX TP bk, 351 #i& & (Device) > RFIRE (System
Settings) > DHCP AR 55 8% (DHCP Server), $X/5it#DHCP BR%5&8 (DHCP Server) il .

P D RS T DHCP JIR45#%, H AT A gn bbb it 5L 2o JOMIRR . a7 JeAth 4 1,
WUFEIX 2% 1 E YA DHCP g5 g R0 IR A% . miily +, DR PR G B0 25 s A ik
it

Ak, A FTLLZEERE (Configuration) B35 otk 2% P 4R 41E () WINS F1 DNS %1% 3017k 41 14
o DU R oI 7E inside2 32 11 (Hulikit k) 192.168.4.50-192.168.4.240) % & DHCP % %%

36: DHCP FR %5 &%

Add Server

Enabled DHCP Server ()

Interface

inside2

Address Pool

192.168.4.50-192.168.4.240

$IE 5 PRI & (Device), SRJn Hidil&H (Routing) 411 (WEFEE (View Configuration) (i@ % —4
#7508 A (Create First Static Route)) , Ft & 2R\ .
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| ERREEEEBERME
zagerstnancE ]

BRI FE I 45 1AL TN 2 10 2 A BB ISP i 8% . BRIN IPv4 % 3% FH T any-ipv4
(0.0.0.0/0), T ERINF IPV6 i H13E FH - T- any-ipv6 (::0/0). Sk FITAE FH AEEA TP RRAS B8 % o un SR
DHCP SREXAMH L L [kl AT #8 40 T 5 BRI i .

i PRI g R i AUE ] TR 1, A R B D RE > RRIRE>F
RO EREE MK,

PUR 7] B TPva HIERIAS . EUER 7, isp-gateway A& H THr 1 ISP B3 TP Huhk ) P 2% 5 4
CUZBM ISP kI lE) o nTLLIE I 255 P % (Gateway) v S5 1 B B # M 4% (Create New
Network), >KOIHIZT% .

[ 37: BIA B E

Protocol

@ Pwe O v
Gateway

isp-gateway

Interface

outside

Metric

1

MNetworks

:.L-TJ any-ipvd

FIR 6 LFEREE (Policies), J£ 4 W& HE & 20 4= 5l o

B 2 () T B E SR VE N AR IX S AR XS TR AR R i), IR T AT 5 3 g 0 B4 1 R
SR T I e (NAT) . RIAERCE T8 O, SRR LA 21 P A Do e ey, Dy ) 42 iR )
B BB I .

HOE, WERAT 2 AN PRREE O, DI 2 25 U7 1) 22 AR UK SC VA B X S ) (R 3 o A 228 i oAt
AR, DURE AN R SR VIR S X (A AR o KA 5 o B EA T 1) i I B R 1 B

PEAb, S v A SN DAS AL IR S5, I NAT R [ LW BEAT RS 40 4, DLSEIl A 245 2
I3 T ARG E LR S .

* SSL f#% (SSL Decryption) - 4n JEEAG A % & H: (FIWIHTTPS) R B FAENR . BRI,
T DA 20 fif s B2 o A SSL i3 SR W A o 75 BEAR A MR . R EOERL S, KL EHT N

IrRe
.

* 517 (Identity) - WA LR 285 BN 15 25N TP A ORI, R 49 FH ™ s 4Lk g 5 473 47 1 ) 245
Vi, TEEH] B SRS A 0 L 2 2 U TP Ml SRR AT
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ERgEEEENERMEH |
B 55 im0 exos cu

« 22153k (Security Intelligence) - fif FH 22 415 SR PR 5 773k F1 N B2 44 PR TP Mk B URL
P&, B CAPE RS AN )G, FET7 45 ) S B o] o /525 e 2l . SRR At
SE AT DA R M AT URL Y8, nI e 5 R 2 s s & 8. (EA IR, LR E
To Gt R SR S RS I A Bk R 4 PR R I

* NAT (Network Address Translation) - i F} NAT 50K Py 55 TP btk 445 g #0358 ] i e Hohik .

* if7lal4s ) (Access Control) - i FH U [l 2 5 Shems ff 2 X 4% b AR VFIIERE . ] DAJs 22 =X 4, TP
Hobk. B, B, N URL. P sl A 7 b AT il 9 o i vl DA F U ) 2 30 000 ok v FH
MNRIRIE RSO OB SRS . SLS3enE S URL i 3E.

* A& (Intrusion) - 1 12 SR I s br o BPASE A FH 7 el 42 00 U] 2 N AR S, a7y ]
PGB NAZ S, DL R J ) sl 4 Y R 2 T N AR 0

DL R 78] S8 /s ] 76 U 1] 428 1 SR VPR X 3k S DMZ X3k 2 [ )it . ZEdbon i rh, RT3
fle T EI AR B EATAET, BRERIERE (Logaing) K4t, Hob#EiE$ELE R AT (At End of Connection)
I .

38: i laliE I R R

Add Access Rule

Order Title Agtion
2 b Inside_DMZ
Source/Destination Applications URLs Users Intrusion Policy File policy Logging
SOURCE DESTINATION
Zones Ly Metworlks + Ports + Zones
@ inside_zone B dmez-zone

$IB 7 P& E (Device), RJn A E# (Updates) 4l EFECE (View Configuration), kRS HiEE
[N TR7 S
WA IR S, WA RN R0 “VDB” Edls PR E e R, W R A e AR, W M
W7 F“VDB” BEEERCE IR . WA AR AR e A SR AT M AT BN UL LA, E O R
> F1“VDB” Fdhi e e 5 R

v )\

ey [

BB A ((ERE (Deploy) Hil, SRR ek o BT (o), DR B B L
RABFE BT R %, BilA Sk,

5 18] B R BA %0 FXO0S CLI
1 F A 247 FHH (CLI) 7 W RS DL KRG HATRAS P e . ol CLI &b fie & SR
] DL R 5 6w 1 AT 1] CLI.
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g s rxos cu [l

AT LLYT M FXOS CLIVAHEAT i HE

\}

iR

T ny DUl SSH #E#231 st w4 A B . HEHE 21 AF, SSH 2 1EERAEH i
B4 CLY, HHutkA] {8 FH connect fxos iy 21442 % FXOS CLI. 1 5454 SSH IEHT FF R e 1,
FHJE T UER Bz s 0 bk, BROIARS OO, A5 SSH AR U5 0o LR P A28 & il 111
i CERAEH] FXOS CLD &

i

S B CLIL A M ENEE RS0 1. Secure Firewall 3100 it — 4% DB-9 & RJ-45 H4T

H

45, PTUAETEY —07 BATH USB RIS HMTIE R . Wi TR I R A R ST e b B USB #3147 3K

FIFE)T (1554 Secure Firewall 3100 {4519, 42 il & iy [T ERIA A FXOS CLI. LA R H AT 3

R
I

RIEFER| FXOS CLL. {#H admin H F & F1e6 % & I B & (BRE A Adminl23) Z 3 CLL.

* 9600 PR
o 8 MNMPEAL
o AR

o 1 AMF AT

IR

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#

W2 Uil WPt CLIL.
connect ftd

Tl

firepower# connect ftd

>

o

KI5, W TR CLIH o] Hdn 2 A S B, IHMIA hep B2, A XATH{E R, 12 H Cisco Secure

Firewall Threat Defense iy 3 5% .

i

pZ R

B B IFTD CLI, &% exit 5 logout iy 4.
A 2 EH S 1 42 FXOS CLI #7855 FXOS CLI F ] flir & A (5 B, iE# A 2.

TP
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ERgEEEENERMEH |
- LI L

> exit
firepower#

L [T & gy 3

X A B N3 B R
B RS AR B, A R a4 T R TT R e S8 R g™ E ik . iEd4E, H9%
LR —EHAEGGIE1T, Pisiai o A RS BE IE 5 2 A5 KBS R S .
S nT DL P % 4845 PR 28 S P I Ak B%, AT LL{# FHHFXOS CLI.

ERIR&EEER KA AIERIR
FSPTRLON Wi 0 I R

B2

B AT B BEAS QIR K .
a) 7% &E (Device), RJa it RAIRE (System Settings) > E#7 /2 5h/3< 4 (Reboot/Shutdown) %
¥,

b) midixi.
WA 5 7 KR T 68, TEEN KB R ARG PR, KA BILL I HR:

Nil

N
8
N

System is stopped.
It is safe to power off now.

Do you want to reboot instead? [y/N]
WA G, HER KA 3 e LU R R4 2K M.
WIE 3 IBILAE ] CAIC I RS T OC I AE A BE 4R YA Sk LA 3L X AT LA 1 L O

AY AY AY EIZ :
7£ CLI XA Ff A BS BRR
$00] LUAS FHFXOS CLIZ Ao A1 2R G850 P kil rpdit o 48 ] DATE o 328 42 21 s 1 65 g 11 SR 1 1) CLL
W2 U5 1) B DRI FXOS CLL, 55 108 7,

UK

$HIE1 /£ FXOS CLI 1, #$#:45 local-mgmt:
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firepower # connect local-mgmt

i
g
N

& Hi shutdown iy 4>
firepower(local-mgmt) # shutdown

i

firepower (local-mgmt) # shutdown

This command will shutdown the system. Continue?
Please enter 'YES' or 'NO': yes

INIT: Stopping Cisco Threat Defense...... ok

HIR3 B RPN R GR . ORI LR

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

SR A SEYUHERT LUK PRI TT I FAE A BN PR F Y Sk A B 5 X T HILAR (14 HL Y

SIRENCE BRI, TS R TSI A SOk SHTULRE Firepower SCRY

HIRAFHE S EHBRGEE, ES0H GEMT Firepower ¥ £ 15 H 2 11 AR} Firepower J& i B THITC
Y8E) .

Cisco Secure Firewall 3100 A\ 1457 I}


https://www.cisco.com/c/en/us/td/docs/security/firepower/roadmap/firepower-roadmap.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/products-installation-and-configuration-guides-list.html

[l Cisco Secure Firewall 3100 X\ T#5/

ERgEEEENERMEH |



.5

1og

{£ /1 CDO &R B A By i

AEXEERG?

LAE P A TN ERAE RGME S, IES R A RGME HSE G2, 381 5l ARE
FHFA8H RHSG iEPp  2% (CDO) [ 48 £ Cisco Secure Firewall Management Center [ & /Hr B i . %2
o WA LA DIREAE CDO, 1521 CDO Y.

)

b

AR R B SCRE BB 7.2 KR RRCA . T RIROR, @R LI CDO ) B LA D)
figo R, BEREBLARAOGE T O iz B gl B il (984 CDO 1.

A BB SyEhl A, WA . CDO Mik—/> Web SRR LE R EFHIE S G, W)
TEIBAT T R PATIZ B M BT 5%, DAORY IS I A Hh Y 4%

LT Bt

R AT LIS AT BB BB B ASA A o 71 U B FHRT AS A 22 TR] D45 5 S5 0) Ve e BEAT TR 4
AR T EEA R TG AT e A A, WIIE N R R o 5 2 B F0RT R BB ASA B Firepower
KR &

[ K B 22 iz 4T 4 FR 4 Secure Firewall eXtensible #:4F 248 (FXOS) MK ZHAER S B KEGA L Fr
FXOS Cisco Secure Firewall HTAHE L& T HEHERR H 1, SCGZEZ R CLL. A 1EgIME B
W23 T T 5 4% Firepower J&r 954 1#) Firepower 1000/2100 A1 Cisco Secure Firewall 3100 (1] A&}
FXOS bR e -
PR FAUCEE 7 AR - B KB ANER B S EEN AN BB B (HE, &nT DIERE TN A S0 1E B,
B 4. ERXPMELL T, B R R AT I & BT A SNMP I 1] G825 F 2 A5 B

s Tl RE CDO EHUSHBIMAE . 5 114 7T

o Bl AR REAARD , 55 115 T

S EERET: WSS, 117 1T

o P B TIACE , 5 119 1L

o AR Al LR B KR, 5 126 TL

o ST ) B B KR, 5 130 T

o FUE AR AN, 5 142 01

o Wb HEBRALEY T, 5 153 1T
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1% cDo ZRE M |
B 7= coo =mmmH®

o JEEHRE, 161 T

X Ti#id CDO EIE B B fil

Z X {#4 Cisco Secure Firewall Management Center
BASATI) RO FRAEV 2 S A RO MR EE, I H R AERIAMI. 7E% CDO
gi%ﬂ%ﬁ,@H%ﬁﬁﬁﬂ%%%ﬂ*&ﬁﬁ%ﬁo$ﬂ%%%ﬂ¢@%i%%%ﬁﬁﬁﬂ
CDO HiE A%
T nr L LR J7 ORI ¥ -

o AT P55 BT AR Al P . -

o SRR RS BE D SoRs BB AR IR BB RS SEHIME . O PUGRCE . LR b, ANAE
B ERCEARAT A, DA I ik o NG AN I T PG B B 5

\}

ER OO BT DAAERG B RIE B SCHU 2 BT, A B 8 A A1) A A
CDO _EF0uyE W g 5 0 o

© O SCHUVRE B DUOERIFAT I b Bt radit o
o U B BT CDO S R EP B A G

IR CIT AR BB, T LUE TP 5ok s e i Bl ds, (AT M I R A %0775

o H ] CLIVEM B0 173 - USRS ZEPAT AR AT IRAC AL, B QAR [ A AR e 1 A 52
FrRE B AR 1, AT T3

BB IR S i e iE O

AT DA P B ) AT Bl ORI T B AR U o (R, AT TAMBIR DU . k%
e VA P O SRR 1

B E A B AR R O TR E AR AR, e A O M BCE . RIS AE Bt %
L ER A T BRI ), Wb A BRI 28 BB . DT A B B e AR S A A A P 1
URAE R e 1 LR ] T BRI, g A S A NS BRI T T AR A B R . X T
FR A BRI, A B e TR T ORI R e e B Bl 1

M F FVEAT A P U i) BAT LA BRI

o HBEAE WA B R A B AR U ) . ANBEAE ] 7% 1 88 EtherChannel. 4534 w] A 52
O AE AN B 1 LR R B AR U, DLSEBOUAR .

* SEEE OARE R DU BRZ L
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| 153 cDO EE AR

e mEminE i

o D B KBRS, A R

o RN3ZFF PPPoE. UNRMEH) ISP 755 PPPoE, IAZAE BB 5 WAN 1 il g o s 2 18] N 52
¥¥ PPPoE )% H1 %5 .

o PO LR T45 )5 VRF s

o BOAAK Fedadz O )5 H SSH, (Rl A Z00RS Je 4 FH 8 2 A0 SRS SSH.. B T8 #1482 10 Y Sk B
SON B O, RIS TE 1 A Bl MGZE FE N 2 214 B 1117 SSH 21, BRAEEAEH configure
network static-routes iy 4 A& HHE TR INE A S .

o SEANREAL FH SR ) A B VR AR
* ASCRPERRFEOR . FEIRXMSOL T, AU B .
« NSRRI E. RO T, AU B .

im Bl i FE . RIERME A

Z: [ A AR S5 LU AT RE i 1 i 4887 A7 CDO 1 B 7 7 o
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B szes. mewmem

[ 39: imElumie . (RiERIAES

1% cDo ZRE M |

/| Workspace

(CDO &H 51D

0 )
Cisco \1;Obmm
Commerce licenses
Workspace
(CDO admin)
AN l
CLI \ 2 ) (Optional)
~ Check the
(CDO admin) software and
install a new
version
CDO \3 JLog into CDO (8 Jonboardthe (9 )Configure a
device with basic security
(CDO admin) low-touch —» bolicy
provisioning
4\ N\ o Y T
Branch Office | (4 Provide serial <§/' Install the \ 6 JCable the '\Z> Power on the
Tasks number to firewall firewall firewall and
CDOadmin  _ —p monitor LEDs
(Branch admin) for Cloud
connection
,/’.I'\ Cisco Commerce FREFAE , 119 T,

(CDO & H 51D

5 |CLI (RTIE) A AR IR ZEEBRA , 5 121 1L,
(CDO &R
(3| PO B CDO, 55 122 T,
h Gt

(2| AU

[f) SRS B G R A K PSS, 5 126 T,

2/
o MR R
5
(5| AT A kB . TES M 23
Ay
Iy SEHUA B
5
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| 7 coo mE B
waer: 3Ens |

()| 9 3hkIESs TR RS IS L 5 127 TL,
RO 7 r e

(
1)

(7|7 bt FTFRB KRG, 55 128 7L,

O WL 72
5
(8)| PO A RREGE B %, 4 129 .
&) om0 >
(g)/CDO Fil & A e Ao, 46 142 T,

(CDO & H 51D

im 2 imiEF: HERS

THS LA MESS, AT R 3 AE CDO s b b .
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B szes gEns

& 40: %2 imiEF: BiEES

1% cDo ZRE M |

3 1) :
Cisco -\_1_‘ / Obtain
Commerce - licenses
Workspace
.\ i A
CLI \ 2 ) (Optional) ( 8 ) Perform initial
~ Check the ~ configuration
software and
install a new
version
CDO "Ki\iLo i ( 7 ) g
\.2 /Log into CDO /Onboard the /Configure a
device using basic security
the onboard- policy
ing wizard
N i =N P T
Physical Tasks | | 4 /install the (5/'Cable the {6 JPower on the
— firewall ~ firewall ~ firewall
— > —>
(1) |Cisco Commerce SREVFATUE , 55 119 5,
/| Workspace
CLI Al R AT 2B aphicA , 45 121 0L,
2
(3) | PO ¥k CDO, #7122 0l
NtV
(4 | EATSS RN K WS DT R .
\_/
(5 |VEAESS PR KBRS, 2 130 5L,
Nty
@) WA 55 FITFT KB, 28 131 5L,
.('}"3. CDO A O 17) O B, 28 132 Tt
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| 153 cDO EE AR
mrganRg [

g |CLI Bk W& EHldy o fH CLISATAIAARCE: » 26 133 5.
o AE B B T YIAICE 58 137 0L

(g) |CDO WOE LA A s L 4 142 T

PREHEGTEE

AT AU T AR ER BT KBS D REVE I UE s Sn] 75 348 2 2 iy 2 BB I P RROAS s LR ) % 3% CDO

3R BT AT E
B VATt CDO H A MBI . 16 LR PRI 5% B F eV T
o BARR- () BERIR VFRlE.
* IPS- Z4EHRAT A IPS
BB BB B
* URL - URL il

* Cisco Secure & Fif-Secure Client Advantage. Secure Client Premier 2 Secure Client VPN Only
* IZ'EM - Diameter, GTP/GPRS. M3UA. SCTP

H I SURHF A I E PEANMEIR , 157717 cisco.com/go/licensingguide

FIRZ Bl
s AR RE S PR TR

R BR AR, U R R DABC R IR o Gl IR RECPH A S, T LON A2 —
AR

SRRV TR S AT S i (3DES/AES) VFRIIEEEK, A REAl A DiRe (O
M B AR SE R D .

B2
SRR IR REVE K™ G P K] Y AT
T N RE R M LW SR I, S VF T AY 1% R B IS A R BE VR T ek . (HE,

DR T G SNV A IE,  JUE 4 Cisco Commerce Workspace_ 1) Find Products and Solutions
R T B RN FAHIE PID:
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1% cDo ZRE M |
B i

AR

Find Products and Solutions

L-FPRZK-ASASC-10=

Search by Product Family | Search for Solutions

P WK S PID, %80T LLF3%4 PID ¥ 237 i,
* L-FPR3110-BSE=
* L-FPR3120-BSE=
* L-FPR3130-BSE=

* L-FPR3140-BSE=

* IPS. SEEKAE WifHA URL VAl LEZL 4

* L-FPR3110T-TMC =

* L-FPR3120T-TMC =

* L-FPR3130T-TMC =

* L-FPR3140T-TMC =

K IR PID 2 — BN IAT B, a BUEFR 5 LUR PID 22— X R 1 1T H -

* L-FPR3110T-TMC-1Y
* L-FPR3110T-TMC-3Y
* L-FPR3110T-TMC-5Y
* L-FPR3120T-TMC-1Y
* L-FPR3120T-TMC-3Y
* L-FPR3120T-TMC-5Y
* L-FPR3130T-TMC-1Y
* L-FPR3130T-TMC-3Y
* L-FPR3130T-TMC-5Y
* L-FPR3140T-TMC-1Y
* L-FPR3140T-TMC-3Y

* L-FPR3140T-TMC-5Y
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W2

(i) wekareens [

* Cisco Secure % /' Uii-15 2 1 R} 4% i 1] WA TR 7
* ﬁé%fﬁﬁVFﬁTﬂF:

* L-FPR3K-FTD-CAR=

URGARVE NS, 37 1) 3 BEAR A B CDO.
VNt SRR RE A PR H A E BRI . A RTEAIBER], 13 CDO 30

(AIiE) MERGFREHMRA

SR PAFRRA T AL ZEN LR RIRRCAS , AT LA 2D 3R e BT T U e 2 3 K i 2 T 22k
HARIRA . 8, T AR S e T m AT T (BT10 (RETICED mIRe s 2 s U R /e
AR A (R 1]

HEZIEITH ARRA?

RHEBOSAT AT T 80U R RRAS S 550k & 1025 1) Gold Star fRAS . L w] LIS
https://www.cisco.com/c/en/us/products/collateral/security/firewalls/bulletin-c25-743178.html * Frids i1 &
g B, SEA LSRRI 5 C(EEBORIEe)  KWIRAS S CEOKIN R iR 4R iR
FANTD BN A S 5 (R BRI AE BRI T, T BUMAIE) .

UK

FITFB KB YR, ARG IEE RIS G . ARG, WS TR KB, 25 131 iR U5

in) VAT FATEXOS CLL, 2( 153 UL,

{44 admin FIBR A %50 Adminl23 & 5%,

ISR FXOS CLL. 25— WKE NS, RE TR E 6. b3t F T SSH [ s i i 4

o

R WS E N, HEARIE, WLAT ) DO A A . O )
EEAEFNER, S0 FXOS WlsEHisiErm .

w15l

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]
Hello admin. You must change your password.
Enter new password: **xkxkxkkx

Confirm new password: ****xkxxx%
Your password was updated successfully.
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B =sco00

N
5

%% CDO

1% cDo ZRE M |

[...]

firepower#

£ FXOS CLI ", BI/RIEABITIRA
scope ssa

show app-instance

Tl

Firepower# scope ssa
Firepower /ssa # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Enabled Online 7.2.0.65 7.2.0.65
Not Applicable

IR B ZBGIA, HRATIZED IR,
a) WERZNE PR QBB 1P ik, TS A CLI AT HIAAICE » 2 133 5. BOAHLL T,
B L LR ] DHCP,

Tt LRI A PR 1 ) PR IR 95 ot 1 808 R W
b) AT (FXOS HebafEirtar) H A EHmGiL)y .

CDO fii | Cisco Secure Sign-On 14 G #2415, FF{lHH Duo Security Hi4T 2 K 2 5 43 KiE (MFA).
CDO 7% MFA, ‘BRI - S S A4 ) — PR B . AU 38 S B iiE (—Fil MFA) 75 %2
PRANER 43 BRS 25 ki R 5 5% CDO I 7 &y 15K

F—ANREEH P AR, 55 A& Duo Security 1% £ — R E S (OTP).,

%37 Cisco Secure Sign-On #EiE 5, #7] LLM Cisco Secure Sign-On #5Hil#i & 5% CDO. 7E Cisco Secure
Sign-On i8R _F, 38 0] DL SATA HoAth 32 R5 1) Cisco 74

* WARHEA Cisco Secure Sign-On K /7, 1EHEHT kL 2 {1 Cisco Secure Sign-On %3 CDO , %3
125 i,

* WIERAEBA Cisco Secure Sign-On ik f, T4k EEA1 8 1) Cisco Secure Sign-On ik f 5 5 122 i,

£I|Z #7189 Cisco Secure Sign-0n I

BIE% s TAERAR S DD o R8T 2E58 AT A P B
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| 153 cDO EE AR
£IE#HY Cisco Secure Sign-0n /= .

FIAZHI
* %% DUO Security - T A T BUETETHL L2282 Duo Security N o AR T-Wifil 422%% Duo 1
BElnl, 1WEEHE Duo XA E SIS IEFRRT: VEHEM .

s BEES — SEM s e s R VE S . d1 T OTP @R IRl P DU IR 50 26 I ol
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A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from

CDO after onboarding. Learn more &'
Firepower Threat Defense
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A Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices from
CDO after onboarding. Learn more ('

Firepower Threat Defense
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FER6 X THREESEC (Policy Assignment), 3§ AR 7 8k Yo g 1R U 1) SRS o A SRR TIE L SRS
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