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* Ubuntu 18.04
* Python 3.6.x
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FiaZ |l

TR O B P e IR S, I H R LS FMCHlfE . A XVESE R, S NEE R %
RS = A, 25 0L,

ﬁ§¥§1 (A%, ) ﬁﬂﬁ%ﬁﬁﬁ@IJbunUJifﬁiﬂlﬁi?iliﬂfVﬂfﬁiﬂﬁ%ﬁﬂ, fé{ﬁﬁﬁijgaﬁﬁaggﬂéﬁﬁﬁa/etc/environmentL&E?LUEXW:
A, AT SEELE B R

TE &

exporthttp_proxy | 5 HTTP {CH A8 H .
user: pass@host-or-ip: port
export K+ HTTPS {GHE,
https proxy ;

user: pass@host-or-ip: port

export no_proxy | Ji{BRACELAC &
export no_proxy="1localhost,127.0.0.1"

2R
AL 5 Gy S UE ) HTTP ACHE

vi /etc/environment
export http proxy="myproxy.example.com:8181"

1 F 5 4 BAE 1) HTTPS A HE

vi /etc/environment
export https proxy="ben.smith:bens-password@myproxy.example.com:8181"

A FH AN [ £ i 2 0 ORI T
env grep | proxy

AN

http proxy=myproxy.example.com:8181

PRI PEPATLL T Z

Ny
g
N

AR EHR
LR A AT - Ubuntu , 55 7 11
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22 W& 544 - Ubuntu

S R R 23 Docker, HNE 2%, 15 IEIE.

docker --version

W2\ %2 3% Docker, 1E#4MZE Ubuntu |12, Docker 5| % H g i B4 T 0 2%
SR 2 TP

sudo apt -y update

$B 3 INER Python hUA .

/usr/bin/python3 --version

WERIRAAL T 3.6, WIAZ 2R A 3.6.x.
SR 4 %% Python 3.6,

sudo apt -y install python3.6
YIRS RGBS

sudo apt -y install software-properties-common
P68 Ansible.

sudo apt-add-repository -y -u ppa:ansible/ansible
sudo apt -y install ansible

BT IE Ansible LA
ansible --version
AN UL U
ansible --version

ansible 2.9.19
config file = /etc/ansible/ansible.cfg
configured module search path = [u'/home/admin/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules’]
ansible python module location = /usr/lib/python2.7/dist-packages/ansible
executable location = /usr/bin/ansible
python version = 2.7.17 (default, Feb 27 2021, 15:10:58) [GCC 7.5.0]

iR Ansible £ 5| FHHTTH A% HUE 2R Python 2.x 2 IEW 1. &R #5418 ] Python 3.6,

T—5 Mt 4
¥4I ‘2% Cisco Secure Dynamic Attributes Connector , 5 8 T HP TR 225 i 2 28
FIEPRE IEXT dynamic attributes connector f# HACEE, 15 %W4E /etc/environment JEAHERACELAL &
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Z2 %= Cisco Secure Dynamic Attributes Connector

A A R 4] 22 %% Cisco Secure Dynamic Attributes Connector. #5420 PLEAT suao AR I F* & 43
ﬁ I

o AH W RE LR BUT ™ B ris AT AR -

RIS RS B AT LU T & A
* Ubuntu 18.04

* Python 3.6.x

* Ansible 2.9 B 5 F A
AR vConter JRHE, A TEE K,

* vCenter 6.7

* VMware | EL A 3540 RN I

BLLARL A, BB LR E AT, 6 Ul

EERRXH
AREFILRAT R, WS BBt

https://galaxy.ansible.com/cisco/csdac

¥%XEX Dynamic Attributes Connector 3014
LRI dynamic attributes connector FAF M BOFTIRA, HIE1TLL M in 4

ansible-galaxy collection install cisco.csdac

2 %5 muster AR 5%
muster I} 45 /& dynamic attributes connector HJ5 — % FK .

M ~/.ansible/collections/ansible collections/cisco/csdac Hj&‘“ ’TTHFH o

ansible-playbook default_playbook.yml [--ask-become-pass]

[--extra-vars " vars "

]

Syntax Description

—ask-become-pass Z 4 4RI sudo FiG . fEIHEEHL B T sudo I 43
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https://galaxy.ansible.com/cisco/csdac
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2 4£Cisco Secure Dynamic Attributes Connector .

--extra-vars PLR AT 3 A A8 5 AF BE % 11 dynamic attributes connector /3 FACH . 43 M
NGRS e AE , 58 6 0L R Ui B C B (1) /ete/environment HFRI{R UL
fic .

* csdac_proxy_enabled=true

* csdac_http_proxy_url=http://PROXY_URL
csdac_https proxy url=PROXY_URL

PAR Ik R oA & n] LLEIEE H AR 4R+, B8n] LR H ] T4 21 83 dynamic
attributes connector. U1RAMKIXLE S, dynamic attributes connector KA I ER A
e,
* csdac_certificate_domain
B3 LR UEA 3844 o BRME A T E B B 0144 CH ansible #5301
* csdac _certificate country _name
AT RER E KA A . CBRIMEN us)
* csdac _certificate organization_name
N AZHR.  CBRIMHEA cisco)

* csdac_certificate organization_unit_name

° éﬂéﬁ%’fﬁgiﬁ( (%(U\{Ej‘] Cisco)

ERBGAIES R %= TG
o, EAL ] ERIAGE TR 2R eft

ansible-galaxy collection install cisco.csdac
cd ~/.ansible/collections/ansible collections/cisco/csdac
ansible-playbook default playbook.yml --ask-become-pass

15 A ATEAE P B9 R 2 R Pl
B, EAH R EUE A K 2R AR A

ansible-galaxy collection install cisco.csdac

cd ~/.ansible/collections/ansible collections/cisco/csdac

ansible-playbook default playbook.yml --ask-become-pass --extra-vars

"csdac certificate domain=domain.example.com csdac certificate country name=US
csdac certificate organization name=Cisco
csdac_certificate organization unit name=Engineering"

QUEEP )G, BRI T RIER S 20 a8 o ET54E ~/csdac/app/config/certs H
KPR
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gr—lﬂ’lt H o
LR BT

~/.ansible/collections/ansible collections/cisco/csdac/logs/csdac.log

1$ A1 893E %52 dynamic attributes connector
RS U AT, R HBE Ubuntu tHEAL_ LK ~/csdac/app/config/certs H Siaa T
PAT LIRSS, il s N LL R fiy 4 B8 3 dynamic attributes connector ] Docker 75 % :

docker restart muster-ui

BIRERRS
1. J#id nteps://ip-address Vi dynamic attributes connector
2. Bx.
YIRS P 40 admin, M admine B GG S I 2 BESR A T 5030 o

R BUUEF M1 2 /174 (CA) 3%

AR EL R 3 AR e R 2 — SR T 22 42345 3] vCenter. NSX B FMC [FIET4E
TV AR UE BRI M EE 1.
TR FH LU R P 2 — B DL T 4%
* vCenter B{ NSX
TR %5 Azure 58 AWS [RIE4E

* XFh FMC

FREVIE S $i% - Mac (Chrome #0 Firefox)
i FH IR AE Mac OS [ {# FH| Chrome F1 Firefox 3 ' 28 A SR EIE H %55
1 FTIF 250
2. BIANLLU A4
security verify-cert -P url[:port]

HoA url & vCenter 5, FMC ] URL (RLF57%) o #illn:

security verify-cert -P https://myvcenter.example.com

40 B AF B NAT 8% PAT V5 i) vCenter 8%, FMC, #] DA%t R J7 s ni 11 -

security verify-cert -P https://myvcenter.example.com:12345
3. RFEEANUE R EE R AL B Al SO S

REI iy < p— BEGIN CERTIFICATE----— | — END CERTIFICATE----- D RETF
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 FEBRAEMTIERISCA (il UE-PIAFRAIAAE S (< and >) AL S IR SOR DL OGS
ESER

4. Xt vCenter fll FMC B H PUUTIXE(F5%,

FREVIE S 5% - Windows Chrome

8 FH LR 74 Windows FA# ] Chrome 31 28 KSR IUIE 1545 .

1. ffiHH] Chrome %% vCenter 8{ FMC.

2. FED B bR A b s LA e K A

3. HiiEP (Certificate).

4. PATIAERRRE (Certification Path) I+ .

IR EE TP IR RS —AN) UEF5.

6. HHEFIER (View Certificates).

7. HHERE S (Details) I K.

8. i EHIZ|3H (Copy toFile).

9. LIRS QIE AL S IEANIE O RE ) CER K% 2CiE F 3.
YAGP RN EESE S H SR U, #di Base 64-Encoded X.509 (.CER), 1 FE TR,

o
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10.
11.

12.

13.
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& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

TSR TE T

TESCAR Y8 25 P T FFIETS
SHUEFSEE rh o A E B A i A

S DB 51 F L 44 A AN TR UG 1) SO AR G o o
%f vCenter Al FMC &2 111X (5,

FEERIEF % - Windows Firefox
8 DL R 2% Windows B Mac OS _F- 1) Firefox 3 ' 28 S 3R B IE 4% .

1

2.

3.

18 i Firefox &% 3] vCenter % FMC.
A LA 2500 A A
ik (BREZRIEAES) o FRERT—Anbl.

J (Cisco Secure Dynamic Attributes Connector B2 #57)



I fi. & Cisco Secure Dynamic Attributes Connector
nzzzs I

B "0 https:/ ! onld=vsphere.core.inver

Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgniled b‘y Mozilla. Show connection details

Clear Cookies and Site Data...

4.  E%Z{EE (Morelnformation).

5  HiiEHIES (View Certificates).

6. WSRO TEAE AL F IR IR DU, TR S TR CA K R IR U
7. EHEF] “HAL” (Miscellaneous) #5).

8. Hdi FEATTH PEM (8) (PEM [chain]). FEERT 4wl

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:AB:87:AA:OA:BA:3C:C411F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. RfFAS
10. %f vCenter Al FMC HEH HATIX 84155,

RS RS CHHET A Microsoft Azure. Amazon Web JilR45 (AWS) 5§, VMware vCenter) [114%
Ho BRSNS IR R SR, DUE R 25 ST H T FMC R () 28 1] 50
HRIFAELE, WHSHU &2 —:
X ER

QI AWS 3, 58 14 1

B Azure EFLAS , 5 14 5T

B Azure RS FREEIERL , 6 15 0T

QI Office 365 JEFLA: , 45 16 1T

B4 vCenter X454 , 8 17 WL

HEBR M) 1 Cisco Secure Dynamic Attributes Connector , 5 29 71
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€13E AWS E1%8S

1% 1 %3 Dynamic Attributes Connector.
$IB2 i %R (Connectors).
L3 PATLL MR AE:

G, i b L RIS AWS,
- iR ERMIGER L. il BE (O, RS IR RINGEE (Edit) SR (Delete).

TR FALLME R

& AR

BFR (T ) HANAFRLAME— PRI B .
L I R B R A S

?mﬁ (BRI K 3070, O M AWS K22 TP BILSF 1 17] B
=

X (. D AR AWS XA

WEE | . ) B

A

MEE | (D ) WANEEY.

A

FES HTHRTE (Save).
HIB6 it “IRE” (Status) H R HEE (OK).

T—5Hit4
BUEEIERCAS , &5 18 1T

Bl Azure Ei% 23

1% 1 %% Dynamic Attributes Connector.
$IB2 %R (Connectors).
L3 PATLL MR ERAE:

RN, il Em D L B Azure.
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el Azure RS HREEEE |

- GO IE RS il BE (D, RS HHATAR R II4EE (Edit) SUMBR (Delete).

T4 AL EE

(1 15 AR

B Chifie ) FIAABREAME AR AS -

5L FA AIE .

REVEIRE | (BRIAN30F0. ) M Azure K2R TP WS BG «
ITAID | (. ) i Azure i ID.

P 1D (itio D HAMLT 1D,

ERimID| (5. ) MANEIE A6 ID.

BRWE | (BT ) MAERE .
4

PIR5 NRTF (Save).
HIE6 ik “IRA” (Status) 5 h BRHEE (OK).

T—%Mit4
GG RC S , 26 18 L

£l i Azure PR SSIRF IEIZES
AETTE T W g Azure IREAFZE AN E 22 . Microsoft 24 /& 5 15 X Se AR 12 1 TP Huhik SE1E,
HRVENEE, 1527 Microsoft TechNet I [ RE 0 X 28 IR 5 ¥ 25

S 1% 1 %3 Dynamic Attributes Connector.
PIE2 HiliERESE (Connectors).
W3 PATLL MR ERAE:

e B RES. dpa mm (F) L Il Azure,
- iR E RS MBS (), RS HRTHTA RIS (Edit) kM (Delete).

P4 AL E
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B o2 office 365 iz

& 15 A
AR (7o D HIAAFRAME—bRiRIE L 25 .

1% RA AIEBEI
IREVEIRE | (ERIAKH30FD. D) M Azure #4022 IP WB 179 17) B .
iTHID (FH. ) HiN Azure iTH ID.

#F 1D (5. ) FAMLT ID.

BRI ID| (L. ) HWAEKE 5 D,

BRIRE | (LF. ) WAKKNE %,

FES PliRTF (Save).
W6 Mifk IRE” (Status) 5 WRFAE (OK).

T—5 Mt 4
BRGNS , 26 18 1T

1|22 Office 365 151528
A TS T Wi 4 Office 365 PRASGIHLIEFESS . Microsoft 24 & BB 5 X Hebric i) TP Huhl Bk
RVEAE B, 52 docs.microsoft.com F[f] Office 365 URL Al IP Huhi-5a .

S 1% 1 5% Dynamic Attributes Connector.
$122 Hili %R (Connectors).
L3 PATLL ME—#RAE:

C INET . i Em D L S Azure.
-GS b ES ), R RIT ARG (Edit) SRR (Deete).

A WALLMEE.

& i3 BB

B (ko ) MBI bR .
1 THEBE

IREREIRE | (BRI 30 8. ) M Azure Fy%t IP W)
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€13 vCenter 1538 .

=] 15t BR
ERAPL | (. ) MM Office 365 561 URL CIICSBOMEARRD o A 6iEas B, i
URL %7 Microsoft SCRY 3 /5L 1) Office 365 TP Hiulik Fil URL Web R45 .

L AFR (. ) HNSEFIZFR. BRGNS, 1520 Microsoft 3R & ) Office 365 IP Mkl Al
URL Web %%

BHENEAPI | (5. ) i true 58 false.

PS5 PHRTFE (Save).
HIE6 At IR (Status) 5 h BoRHEE (OK).

T—5 Mt 4
BRGNS , 26 18 1L

£l vCenter 1E31£ 22

FHI6Z Al
WARAE A ZAEAERIUE S vCenter MAF, THZHHARPUEB MU (CA) 8, 5 10 UL,

%1 %% Dynamic Attributes Connector.
W2 PATLL MME—EAE:
- R ik R (b, S5 vCenter.
o GuiREMgOE g ik BS (D, Ra AT R REN4RE (Edit) iR (Deete).

PR3 AL E .

& Wt A
AR (o D HIAAFRLAME— bR iR L 25 .
LRA By AN TTIE B o

1RENE) B (ERIN A 30 Fbo ) M\ vCenter £ TP MEET H1AIF
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(=] 15 AR
E# (%o D HIANLL PR S
* vCenter 11564l & TEHL4
* vCenter ] TP Hihil
o (WiE. D AnH
WA R (Bl https://) BURRERHL.
41, myvcenter.example.comil 192.0.2.100:9090
AR (o D NS BATRBEAOKM ) 4. P ARS RN,
D (o D FNH P2 .
NSX IP U FAE ] vCenter 4% 24 AT AAL (NSX), B4 AL IP ki,
NSX P |#i A% /D BAT %% A A G0 NSX P I P 4.
NSX A | A NSX-T.
NSX Z#3 | it A NSX I /7 % 4.
\:/F(;:enter WE ST RS vCenter BE NSX-T FIEF . HIVENMEE, 1S BIRIGE - AR NI (CA) B
., %510 WL,

S A4 AR (Test) HH0ARAE (R A7 B2 88 2 17 7~ Test connection succeded.
S 1HRTE (Save).

T—5 Mt 4
BRGNS , 26 18 1L

2 &R 2R

IERCAR 25 FMC e aiE s, T LKk B 20 S W 2545 B AL 2] FMC LU TV i) 458 1l SR w6
HXED

4 Dynamic Attributes Connector /% FMC H /', 2 19 7T

I FMC 3G Rc#s » 25 20 T

BB FMC ZhAXNZWEIT . B 22 1T

HERR 1) # Cisco Secure Dynamic Attributes Connector , 2 29 11T
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73 Dynamic Attributes Connector 3 FMC Fj /7 .

7 Dynamic Attributes Connector €| FMC F F

FHia Z |l

AT WL dynamic attributes connector J& B a5 FMC H 7. G L 11 FMC H 7 a] ke
FMC "R AN %5 ) @, [A4 dynamic attributes connector 4 5€ 148 ] REST API &%, LUMEHIHTY)
FIRECHT IR B %] %K B8 FMCo

FMC H g 2 /b AT 15 1) 5 2 SRR

TR QRN ARER, HERFMC.

FB2 iR RE> AR

I3 Pl P (Create User).

P A FAGIEH TR .

PRS AP MERCE T, &b LU NETERA M s AT A RSO0 1) B & Xt
- BER
* HEEER

* MBEER

TEER T A
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B czmciEms

User Configuration
User Narne
Real Name
Authentication
Password
Confirm Password
Maximum Number of Failed Logins
Minimum Password Length
Days Until Password Expiration

Days Before Password Expiration Warning

Options

User Role Configuration

Default User Roles

| csdac-sample |

| csdac-sample |

Use External Authentication Method

Force Password Reset on Login
Check Password Strength
Exempt from Browser Session Timeout

Administrator

External Database User (Read Only)
Security Analyst

Security Analyst (Read Only)
Security Approver

Intrusion Admin

Access Admin

Network Admin

Maintenance User

Discovery Admin

Threat Intelligence Director (TID) User

T T LAk P AT BRI 58 S LA SSVF REST $84F, sl b #E R A W BURIA BRI . A7 9GERIA
MR R, SRR IR I EAT R M 5.

T—F 4

B A8 FMC 1Elees , 5520 1T

132 FMC ;& EL 28

AT HS T Wl G @3E R8s, DUEE 3 A% M dynamic attributes connector #£i% FMC 3.
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FHia Z |l

pzmciERz [

152 [ 4 Dynamic Attributes Connector 7% FMC H /*, % 19 Ti.

S WR MR, 1B dynamic attributes connector.
$IB2 B (Adapters).
PR3 PATEL M —184E:

CRIELERCEE. i (B L B FMC,
- GUEENGERL S ik B O, RIERHTARNGE (Edit) SME (Deete).

FEA WAL E R

& 1t AR
AR (BT D HN T AR PSR AR 0 — £ 7R
WERA TEC 8 R AT B o
15 EA%EELP@J@Z:JJ%%N%E@ FMC 8. 57 B B LMEEAE 4 SR ) 2 3 A v
%l l1, Global/MySubdomain
IP (o D BN FMC (L4 5% 1P Mk
SH NI R4 B TP 25 F 2 A0 CA IE -1 1A P 44 FR 52 A VT L o
i A (. ) i\ FMC Al H ¥ TLS 3 1
AR (BTe D HNZ D HAT L B0 A A FMC H P 4 FK
%15 (BTe D HNFH 2 .
WhED 1P IR s AT I D SN FMC (#0144 B TP Hid
TEHN I EALAA B TP U401 e AN CA LETS IR T8 F 44 ke 42 DL .
HENE O IR T D SN Bl FMC AE I TLS 3 H
HEENF P IR m TR O ST oA W4 A5 2 A (4 14l B FMC H P (44 75
WENET IR BT HYE. D AR .
I(::l\élr ﬁf?gaa?jﬁ:h (FMC Server | Rt 4k 211 CA UEFHE, fn SRIBGIEBAUANLR (CA) #E 5 25 10 5T PPk,

PS5 HiRTFE (Save).
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B == vcasxsriTs

HXEM
HEFR ) # Cisco Secure Dynamic Attributes Connector , 5% 29 71

=18 FMC A RIRITH
GATAE FMC H 24 PR X4 8 8 A0 G 53T H -
* Azure RG2S

* Office 365

BT IR A DU 2
* AWS
* Azure

* vCenter

PR WERMWARE S, HE R FMC.
PR2 iEnd RE > £
P 3 i ZARS (Cloud Services).
T4 A “BIANEYR” (Dynamic Object Feeds) 55318, [m] 415 sh#sHe LLjG F uk m) A2 35 5 AZE A .
LIS Pl AN RIS .
N B T A R A Azure AR S5 #5250 Office 365,

Enabled

Dynamic Object Feeds «)

Dynamic object feeds enable you to subscribe to objects from an
external source such as Office 365. You can then use these
objects in policies without having to redeploy the policy when the
objects are updated.

Integration Options

csdac-global azure-service-tags X csdac-global.ofice-365 X

J (Cisco Secure Dynamic Attributes Connector B2 #57)
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sgasrtts [

PER6 LHUHITH], 1 R sh & SUEAPRFIL T X.
FET PIHRTF (Save).

B Bh7S B IR R

# ] Cisco Secure Dynamic Attributes Connector & X JZ)Z B ML JERS & FMC 7 o= A Al #E Uy i)
P SR A A JEm PR B, BT LKA 25358 116 AWS IR gs- 25 16 U7 [ AR B i) 24 Microsoft
Active Directory H' & S 55 4 7

\
ER AHEN Office 365 B Azure R 45 bR G S A @ ML JE 2% . IX LT 0 R 340 A i TP ik,
HIRTEN, W20
* {F Amazon SCRYu A _FRRIC AWS BR

ARV R EA B, 52 A Zh A R PRI IESR R G Uy il IR, 25 27 1L,

FHIGZ Al

SEI AN T AE55
© RSN . B 6 UL
© QUSSR 13 0T
© QUERIGHCES B 18 I

$H B 1 53¢ Dynamic Attributes Connector.
$122 7S EMEiESE (Dynamic Attributes Filters) 1 .
PAT LA P AT #54E:
- ML R F
o G e IE S il BES (D, KA RAHTRRN4RE (Edit) SRR (Deete).

PR3 WAL EL.

S| 15 AR

ey i FHTAE Vs [ F 5 S A FMC X2 Fi g (OMERIE T >
SR PR ES (NBhEXER) HE—
YKo

SERPRT FEB I rp B LAl (KRR K A0 Pk
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B osritEsse

I E 15 PR

i) LR ek (B

o G e g A . i ES ), RS
BT R R 4R%E (Edit) 25Uk (Delete).

PB4 BRI AW, A LT R

= 15 FA
] PR AIR I — M. P BRI
#Ar LRI

* 2T (Equals) &K% S5{E5¢ 4t
* G818 (Contains) 2448 SEULHC Can AR PATAT 8

SIUCEL) o
{E LHER (Any) SEER (All), 2R)5 g g i —A 5k
ZAME . iR InEAM{E (Add another value) LU [ 7%
WA IME .

WIS il BIRTST (Show Preview) LU 5 7R £ 3% 1] (1) (9 25 51 TP Huhik ) 5715 .
PI6 SEHE, iR (Save).
PBT (WiE. ) UF FMC g4,
a) /bBDLRAT WL PG O] B 6 6 sk FMC.
b) HLii &R (Objects) > 3 KR EE2E (Object Manager).
c) fELEME R, HdisMERE 1% (External Attributes) > F7SX1 & (Dynamic Object).
TS0 Bh 2 JE PE A Y. s S A x % .

AXER
AR IERS ], 5 24 T

YR ESON AN L]
AR B T B H AR PR 1

~f5l: vCenter
LR/~ 7R T —AN 45 VLAN,
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Edit Dynamic Attribute Filter

Name* Connector*
TestFilt vCenter |
Query” e
Type op. Value
network eq myVLAN

> Show Preview m‘
PAUR7n B s 7 AE ] OR SEFE M =N 55 F: Al ULHC = EHLH AT

Add Dynamic Attribute Filter

Name* Connector*
| veenter nosts |

| vCenter |

Query* (+
Type op. Value

eq host-2868

host-2869
host

host-3780

> Show Preview Cancel ‘

f5l: Azure
PUR RIS oR T — AN At BRad W 45 N IR 55 4%

Add Dynamic Attribute Filter

Name* Connector*

‘ Azure Finance ‘ ‘ Azure |

Query” 3]
Type Op. Value

Finance eq App

> Show Preview Cancel ‘

f5l: AWS
PLR 7Rl s T —AN 444 {fioh 1 ¥ FinanceApp.
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B osruesrmn

Add Dynamic Attribute Filter

Name* Connector*
AWS AWS
Query*

I%I FinanceApp eq (any) 1

> Show Preview

Cancel ‘

J (Cisco Secure Dynamic Attributes Connector B2 #57)



=,
AR R {ERSS &

i1t dynamic attributes connector, %8R LAE D Il 42 AL o M0 B Bh A8 JE RS (7 FMC ol #h 3has
IOE DR

o KTV RN R Bhasx s 5, 5 27 1T
o A Bh AR PR D SRR B U7 AR N . 56 27 0

KT 7 el I A AR B B 7S 3T R

TR PR B M IERR IS, 3K 52 B3 A dynamic attributes connector 32 215 M
FMC J&ERCAR

ST LAAE D i) 45 100 1) “ﬁ]?é?)%‘f% ” (Dynamic Attributes) ZEI - 5L ] _FAF A X L0 %, XK
LTATH ﬁ/i\f'ﬂﬁia (SGT) W77 BT LK B R i el B AR @ ks ltar, £y inl 426 FH
1R, T U\/H)”?%K)Jkﬂ%{f‘ﬁﬂjj HoAR g, DUBH i g DG eI mh A 4% A 1R 6 57 i) WA
5 M54 o

{8 F ah 7S B 1% T iR 25 2 €1 22 177 (=) 4% 1) A )

A EH TR AT ZhES N 5 (XA S LS 2 i@ & Bt pEde ka4 Qg Ui a5
b
FrIgZ Al
BB ES, WOV EYELIERS , 2 23 iR TR,
FTIE Z/DEDLHA WS B G P 540 85k FMC.
$IB2 KR 5 B (Policies) > i [a]#2 % (Access Control).

PR3 iUyl PSR 55U ) SRR (7 ) .
FIE 4 FdRNMN (Add Rule).
$IB5 ik EhZSE M (Dynamic Attributes) £+ .
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HIE6 7 “ulJTIJEPE” (Available Attributes) #54>H,

PR T AR

| Add Rule
Name Insert
Enabled into Mandatory
Action Time Range
Allow L] B None

Zones Networks VLAN Tags A Users Applications Ports
Available Attributes +

Q, Search by name or value any

idto S

I Dynamic Objects v | ‘ £ddia

e m—— | Add to Destination |
W

BT AR 7R T — N4 4 FinanceNetwork HIZNAN S,

FERT RPN S I e H bR
PR WERTE L, N s S At AT

T—F 4

(Firepower & B EARET) I “ s AR FAY.

URLs

Selected Source Attributes (0)

EipEEsER D ERTSHR |

g R Eh 733 & (Dynamic Objects).

v |+

Dynamic Attributes Inspection Logaing Comments

Selected Destination Attributes (0)

any

| cancer | m

CHEHEIZEST)
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4.

Dynamic Attributes Connector #[ZHE R

BT %} dynamic attributes connector HEAT n) @il it kE AR, AL AEAE FHER AR T .

* HEBR M8 Cisco Secure Dynamic Attributes Connector , 5% 29 11
o WhbEHERR TR, 2530 0T

HEB4 (5] 8 Cisco Secure Dynamic Attributes Connector
AT A EAEATH dynamic attributes connector I RJ g 2318 1) (1) i) 42 {1t T IRl UL 7 %

BlE: ZFRSARSS R EEIR
MK bR B AR TG B A B B A A R AN, BRSO R o T B R . oRfilan s sEbsm]
REB KA P A .

Error: [Ermo -2] Name or service not known

Error@y
FRRFE: I ERBUERR, AR
© EHLAK R IAHT
* EHBIF RIS (B, neeps://)
o AT o P S S
© X TIGERCAS, TERHE FMC BRS SFIER (FMC Server Certificate) 7B N % .
FRVEAME B, TS BERIGE BATR LAY (CA) B, 5 10 T2,

[B)@%: [X509 PEM ]
s B (AR AR R A B, RS ORE Wos o) T HARR .
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B «sunte

Status
Error: [X509] PEM lib (_ssl.c:3732)

Error@
L3

FRRTTER: HGENERIIPRE CA . ATCTEAMER, WS HIRPULE-BATUKIL (CA) B, 25 10
s

~

BlER: PP REERSAIER
IR B S S AR IR R A F B, SRR UK B T RARR
Error: (vim.fault.InvalidLogin) { dynamicType = <unset>,

dynamicProperty = (vmodI|.DynamicProperty) [], msg =
'Cannot complete login due to an incorrect user name or

password.', faultCause = <unset>, faultMessage =
(vmodl.LocalizableMessage) [] }

Error@
*

FRRFTEE: GRS U 44 B RS

1. SERR B ER A ERR AR
ek LR P RS B R AP I, BRSNS Oy T LR

Cannot connect to FMC:
HTTPSConnectionPeol{host="Tirepowerasdf', por=443):
Max retries exceeded with url: fapiffmc_platformiv1fawth
fgeneratetoken (Caused by

MewConnectionError{'<urllipd.connection. VerfiedHTTP
SConnection object at Ox7T7eB6d60ciB>: Failled to
establish a new connection: [Ermo -2] Name or service
not known',))

Error @

RRFER: WHPATLL T HAE:
* I%3F FMC BR%S283iFH (FMC Server Certificate) 7 BLI# A 2.
o WRERIEAE 1P Berb i A B 55 0 1R H 44 FR 58 4 UL .

ARHEAE R, WS FSRBOEBMUAENY (CA) B, 25 10 1T,

BEARR TR

h T HIV AT SRR A A R TAC, BATHRMEL LM MR TR, B XL T,
5 LM H P 5 47 51247 dynamic attributes connector [ Ubuntu =41 .
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wrnnIe ]

&t

BERSIK
BRI dynamic attributes connector Docker 25 PR AR, 1A LL T4

cd ~/csdac/app
sudo ./muster-cli status

iy
o
CORE SERVICES
Name Command State Ports
muster-bee ./docker-entrypoint.sh run ... Up 50049/tcp, 50050/tcp
muster-etcd etcd Up 2379/tcp, 2380/tcp
muster-ui /docker-entrypoint.sh runs ... Up (healthy)
0.0.0.0:443->8443/tcp, :::443->8443/tcp
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031 /tcp
CONNECTORS AND ADAPTERS

Name Command State Ports
muster-adapter-fmc.1 ./docker-entrypoint.sh run ... Up 50070/tcp
muster-connector-vcenter.1l ./docker-entrypoint.sh run ... Up 50070/tcp

BRER BRI RIFE R ESBEHERR S
AR SER TAC EBCX R, 5 8 AR H A s I F AR e bR B SO, R B

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

i HERR S0 44k ts-bundle-timestamp.tar J7E ] — H s a1 2 .
NEREIR T SRR SO A DL R SR HE R S i H A

& EEEHMRA

/csdac/app/ts-bundle-timestamp/info eted FIRFENE

/csdac/app/ts-bundle-timestamp/logs KMHE

Icsdac/app/ts-bundle-timestamp/status.log | 25 Sk BRA RIS R

AN

I FMC LRI 753 &R
TG IEFL S AIE BC 43725 77 1EAE FMC BRI G, BEATLAAE FMC b DU BE 63 S A DA R i 2

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

Bl IG5

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServiceImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]

**% ID : 18b25356-fdéb-4cc4-8d27-bbccb52a6275

** URL: POST /audit

{
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HEHRIA

"version": "7.1.0",
"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",
"data": {

"userName": "csdac-centos8",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625¢f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new

resource being created",

"sourceIP": "192.168.0.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",

"time": "1629981695431"

}I
"deleteList": []
}

A RN R (FEABI 2 IR & RO s I BT 2 8 IR

26-Aug-2021 12:47:50.440, [INFO], (DefenseCenterServicelImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-2
** REST Request [ CSM ]
** ID : 58566831-7532-4d61-a579-2bbc3c325b2f
** URL: POST /audit
{

"version": "7.1.0",

"requestId": "58566831-7532-4d61-a579-2bbc3c325b2f",

"data": {

"userName": "csdac-centos8",

"subsystem": "API",

"message": "GET
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625f/
object/dynamicobjects/vCenter  CentOS_8_ 4 Forbidden (403) - The server understood the
request, but is refusing to fulfill it",

"sourceIP": "192.168.0.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f",

"time": "1629982070404"

by
"deletelList": []
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ZEFE B MIEN

5= RS- B A FMC 38151, dynamic attributes connector 1# F i) URL %13

o AHINR, 33 0
o HRECMENEDR , 2533 10

3 T -3 Cisco Secure Dynamic Attributes Connector, R Z23EEZ RPN &S . B SR dynamic
attributes connectorf e & Ay A $ {5 EE (1 Il 55 s 11, AH U Z50f ERAZ BT A o AN 22 52 B B it
1R dynamic attributes connector 1 Firepower & 2 #1.0y (FMC) 7 [/ — AW %%, &0 LUK FMC 7E#:
F|5 dynamic attributes connector A1 /] ) 52 {53 P 35 /9 4%

T W ERE WS, W RRE I RAINE . (R, BT RIS, MRS Z MBS
I W, BHZERSZ B BE, Blhn, 2 dE4 kS (DDoS) s i) A Xt

B XM RN K

BRINEDL T, dynamic attributes connector 23 # Bt & 4 {1 %ty [T 443/tcp (HTTPS) L) HTTPS i i .
B 5 Firepower RALI(E . MR AR dynamic attributes connector FLFEEV; A BLIER, DI AJ DAL
BB RS

PLUR A5 B 25 5018 dynamic attributes connector F 2k FMC R4 R 25 #5815 1 URL.

3= 1: Dynamic Attributes Connector FMC if3 j5) & 3k

URL =
https://fmc-ip/api/fmc_platform/vl/ G4 IS

auth/gener atetoken

https://fmc-ip/api/fmc_config/ GET F1 POST sh&N %
v1/domain/domain-id/object/dynamicobjects
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| BEESET TN

REMEREREN |

URL IEH
https:.//fmc-ip/api/fmc_config/ vl/domain/ T e S
domain-id/object/dynamicobjects/
object-id/mappings?action=add
https://fmc-ip/api/fmc_config/ I I Bl S
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

= 2: Dynamic Attributes Connector vCenter i 51 23K

URL =]
https://vcenter-ip/rest/com/vmwar e/cis/session | & /3 B4
https://vcenter-ip/r est/vcenter flvm R VM 12 B,

https://nsx-ip/api/vl/fabric/virtual-machines/
vm-id

BRI REAUB LI ) NSX-T Fris

Dynamic Attributes Connector AWS i [a] Z 5k
dynamic attributes connector 231 ] N B SDK J7 3R IS5 B o IX 277752514l CSDAC UL H i) 4i

S8 DRIAE A AT IR 2% 240 URL. X B85 HUd sk AE AWS M

https://docs.aws.amazon.com/general/latest/gr/ec2-service.html H

Dynamic Attributes Connector Azure if7 ja) E 5k

dynamic attributes connector 23 Fl N & SDK Jy VESREUSEBIE B o X ik 4 7E 6 H
https://login.microsoft.com (FF B35 1E) F1 https:/management.azure.com (HFIRIEHIE R
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