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1. &R CYEITA AWS. Azure f vCenter) 5 B HHIFRZE TS,

JH, IXEERRZE 4 LA M A TP kit CEEJ7 Ul , IR e Ny 255755 A V5 Il Fa i
W), >k HERES HJEAF 5 /E dynamic attributes connector I, PUEPRBE ;] .
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Sz LA 105 I s R ) v

B, R vCenter LKA 2581 REFUMLAE SCIZ%, AT LGSR & W 55 I 2% 1R DA -
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ARFEFR WAL PT A SCRFIOERATE R 8 _E 2% Cisco B2 R M1 AR

o CFFERE RGNS ST A, B3 00

o ALNEEAE, B3

* 2% Cisco Secure Dynamic Attributes Connector , 5% 8 71
* F+2Cisco Secure Dynamic Attributes Connector , 25 11 1

SHFFHRIERFFE =T HRH

dynamic attributes connector T 23 A& LA T 4544
* Ubuntu 18.04 8% 20.04

* CentOS 7 1§ 8
* Red Hat Enterprise Linux (RHEL) 7 5% 8
* Python 3.6.x
* Ansible 2.9 B H AR

WA vCenter J@PE, T A TR
* vCenter 6.7

* VMware .2 A2 ERINL

RELERY

FHiaZ |l

PR C R EY BRI E, I HRETUE FMCIl . AXIENGER, ESHSFNERE RS
ANER =Tt 55 3 0L
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£}¥§1 (hjﬁio ) ﬁﬂ%%%iﬁ@IJbunn1ifﬁiHLﬁiﬂiliﬂ%VﬂTﬁiiﬁ%ﬁﬂ, ﬁﬁ{ﬁﬁﬁjZAxaﬁﬁaggﬂégﬁﬁa/etc/environmentElﬁ%ﬂjulﬂ:
A, AT SEBLS LI R R R

(1

export http_proxy | 5 HTTP QI EL 418 FH
user: pass@host-or-ip: port
export B UL F HTTPS R
https_proxy i

user: pass@host-or-ip: port

ai
Z

el

export no_proxy | fifl A B AL E .
export no_proxy="1localhost,127.0.0.1"

7R«
AN 547 56 40F () HTTP 4G R

vi /etc/environment
export http proxy="myproxy.example.com:8181"

15 1 5 43 BAE [ HTTPS ACHE .

vi /etc/environment
export https proxy="ben.smith:bens-password@myproxy.example.com:8181"

A5 FHAS [ (1) iy 2 T ORI P
env grep | proxy

IS

http proxy=myproxy.example.com:8181

T3 BREPATLL I Z .

N
>
N

HEXED
LAE LAY - Ubuntu , 55 7 7T
LR G IKAT - CentOS , 3 4 TT
GG AY - RHEL , 56 6 1t

RRWFWH - Cent0S
T2 B
BT DL R BB
- RIS RS R SR RAAE = 70 25 3 TR
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wit i gt - centos I

o (A, ) URFFENS dynamic attributes connector BEATACEEV 0], 1S R &AM, B3

i

~

PR A %3 Docker, GV %28, 15K IHEIZ .

docker --version

N 2223 Docker, iHTZIEAE Ubuntu _F 1%L Docker 514 o (i3 B EA T H0 2R
BB I R AT

CentOS 7:

sudo yum -y update && sudo yum -y upgrade

23 ebel 1R
CentOS 7:

sudo yum -y install epel-release

(X PR CentOS7. ) “%%% Python 3.
sudo yum install -y python3 libselinux-python3
22%% Ansible.
CentOS 7:

sudo yum install -y ansible

BUE Ansible A2 150 2.9 Bl mhicA .
CentOS 7:
ansible --version

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/admin/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules"']

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Apr 2 2020, 13:16:51) [GCC 4.8.5 20150623

(Red Hat 4.8.5-39)]

e Ansible 25| FFi 1 (1% H 22511 Python 2.x A& IEF . EREAS152: i F] Python 3.

T—¥Hit4
¥4 /8 22 %% Cisco Secure Dynamic Attributes Connector , 2f 8 T H BT IR 2238 8 1285
SR PAT 114 dynamic attributes connector 7 FHACEE, &% /etc/environment JFMIERAHMCE o

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj


https://docs.docker.com/engine/install/ubuntu/#uninstall-docker-engine

O

R W& - RHEL

FHia Z |l
PATEL T A 1A
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o ORI R 2R G0 AL SRR HRAE R GEANER — T 80, 38 3 TUP R I RT3 4 F

o (W¥E. ) WRFFEXF dynamic attributes connector JFEATACER Y ),

I

~ o

PR A %34 Docker, U1 %285, 15K HLEIZ .

docker --version

L2 3% Docker, 1548 AE Ubuntu _F 1%, Docker 5|24 v (148 B 4T 1%

AT
RHEL 7:

sudo yum -y update && sudo yum

RHEL 8:

sudo dnf -y update && sudo dnf
%%% ebel A7k )%

RHEL 7:

sudo yum -y install https://dl.

RHEL 8:

sudo dnf -y install https://dl.

({VF¥ RHEL7. ) ‘%% Python 3.

-y upgrade

-y upgrade

fedoraproject.org/pub/epel/epel-release-latest-7.noarch.rpm

fedoraproject.org/pub/epel/epel-release-latest-8.noarch.rpm

sudo yum install -y python3 libselinux-python3

24 Ansible.

RHEL 7:

sudo yum -y install ansible

RHEL 8:

sudo dnf install -y ansible

3F Ansible R AS

ansible --version

ABITR .
RHEL 7:

[l Cisco Secure Dynamic Attributes Connector B2 & 57 1.1
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gt - b i

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = [u'/home/stevej/.ansible/plugins/modules’,
u'/usr/share/ansible/plugins/modules’]

ansible python module location = /usr/lib/python2.7/site-packages/ansible

executable location = /usr/bin/ansible

python version = 2.7.5 (default, Mar 20 2020, 17:08:22) [GCC 4.8.5 20150623 (Red Hat 4.8.5-39)]1

PR Ansible 235 | F A7 T A% H %7~ 10 Python 2.x A& IEH 1. 8284752548 ] Python 3.

RHEL 8:

ansible 2.9.24

config file = /etc/ansible/ansible.cfg

configured module search path = ['/home/steve]j/.ansible/plugins/modules’',
'/usr/share/ansible/plugins/modules’']

ansible python module location = /usr/lib/python3.6/site-packages/ansible

executable location = /usr/bin/ansible

python version = 3.6.8 (default, Mar 18 2021, 08:58:41) [GCC 8.4.1 20200928 (Red Hat 8.4.1-1)]

T—%Mit 4
% I8 2% Cisco Secure Dynamic Attributes Connector , 5 8 U1 H1 ik 22 & B 4% .
FEEPAF 1IEXT dynamic attributes connector fFHACEE, 15404 /etc/environment JEMHERACEEECE

L2 W Z 4 - Ubuntu

IR IR AR 224 Docker, W12, A HLEIZ .

docker --version

N 2% %% Docker, i#H#4IEAE Ubuntu 1% Docker 5148 (15 B R4 T H1 4%
SR 2 TP

sudo apt -y update && sudo apt -y upgrade

LB 3 HHNEN Python FRA .

/usr/bin/python3 --version

R IAAR T 3.6, WAZ 22 hehitAS 3.6.x0
HIE 4 ‘2% Python 3.6,

sudo apt -y install python3.6

FRRS whAHE.

sudo apt -y install software-properties-common

LI 6 L4 Ansible.

sudo apt-add-repository -y -u ppa:ansible/ansible && sudo apt -y install ansible

$IB 7 KiF Ansible A,

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj
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ansible --version
AN UL U
ansible --version

ansible 2.9.19
config file = /etc/ansible/ansible.cfg
configured module search path = [u'/home/admin/.ansible/plugins/modules’',
u'/usr/share/ansible/plugins/modules’]
ansible python module location = /usr/lib/python2.7/dist-packages/ansible
executable location = /usr/bin/ansible
python version = 2.7.17 (default, Feb 27 2021, 15:10:58) [GCC 7.5.0]

iR Ansible £ 5| FHHTTH (0% HUE 2R 1) Python 2.x A2 IE% 1. &R #5418 ] Python 3.6,

T—%Hit 4
4 I8 2% Cisco Secure Dynamic Attributes Connector , 5 8 U1 H1 ik 22 & B2 2% .
FEEPAF IEXT dynamic attributes connector i FHACEE, 1544 /etc/environment FEMIFRACEEALE

2= Cisco Secure Dynamic Attributes Connector

AR T A G 40 4] 22 %% Cisco Secure Dynamic Attributes Connector. #5470 LLEA sudo AR I 7 & 43
YRR, (AW RELAARR B P S is AT ds

T ORI ) R G AT LT b 28 A
* Ubuntu 18.04 8% 20.04
* CentOS 7 1% 8
* Red Hat Enterprise Linux (RHEL) 7 5% 8
* Python 3.6.x
* Ansible 2.9 B H & A
W RABAEUE ] vCenter JEME, FATTILEK:
* vCenter 6.7
* VMware [ H A2 R AT FEAUAL I
W RABAEUE ] vCenter JEME, FATTILEK:

* vCenter 6.7

[l Cisco Secure Dynamic Attributes Connector B2 & 57 1.1
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2 4£Cisco Secure Dynamic Attributes Connector .

* VMware .= W2 34 EAIAL L
BN, ES T BENA AT, 3 T,

EE BRI HFRE AT IR

HRBOFI 2 2AE R, ESHILLT:

HIASCPE:  https://galaxy.ansible.com/cisco/csdac

AW :  Cisco Secure Dynamic Attributes Connector it A< i ]

¥%EX Dynamic Attributes Connector % {4
FERHL dynamic attributes connector F A [FIi fT A, 1HIE1T L F a4

ansible-galaxy collection install cisco.csdac

2235 muster PR 5%

muster J}45 72 dynamic attributes connector 15— & FK .

Ak ~/.ansible/collections/ansible collections/cisco/csdac Eii% Tfquiﬂ o

ansible-playbook default_playbook.yml [--ask-become-pass] [--extra-vars " vars " ]

Syntax Description  --ask-become-pass Z % &4 R IEHI N sudo %5, (EVHENL R T sudo Bk 235,

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj


https://galaxy.ansible.com/cisco/csdac
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/integrations/dynamic-attributes-connector/relnotes/1-0/cisco-secure-dynamic-attributes-connector-release-notes.html

224£ Cisco Dynamic Attributes Connector |
. 22 #£Cisco Secure Dynamic Attributes Connector

--extra-vars PLR AT 3% A A8 5 AF BE % 11 dynamic attributes connector /3 FACHE . {3 M
ISR IR e B £ A, 5 3 U U BHC B 1Y Jete/environment R UL
fic .

* csdac_proxy_enabled=true

* csdac_http_proxy_url=http://PROXY_URL
csdac_https proxy url=PROXY_URL

PAR I AL & n] LLEIEE B AR R4, B8n] LR T4 21 83 dynamic
attributes connector. QIR MEIXLEZ4, Dynamic Attributes Connector H4{4f F £k
UNISER
* csdac_certificate_domain
B3 LR UEA 3844 o BRAME A T2 B B B 0144 CH ansible #5301
* csdac_certificate country _name
AT RER E KA A . GBRIMEN us)
* csdac _certificate organization_name
N AFR.  CBRIMHEA cisco)

* csdac_certificate organization_unit_name

° éﬂéﬁ%’fﬁgiﬁ( (%(U\{Ej‘] Cisco)

ERBGAIES R %= TG
i, EAL ] ERIAE TR 2R eft

ansible-galaxy collection install cisco.csdac
cd ~/.ansible/collections/ansible collections/cisco/csdac
ansible-playbook default playbook.yml --ask-become-pass

15 A ATEAE B B9 R 2 R 1
B, EAH R EUE A K 2R AR A

ansible-galaxy collection install cisco.csdac

cd ~/.ansible/collections/ansible collections/cisco/csdac

ansible-playbook default playbook.yml --ask-become-pass --extra-vars

"csdac certificate domain=domain.example.com csdac certificate country name=US
csdac _certificate organization name=Cisco
csdac_certificate organization unit name=Engineering"

QUEEP G, BRI T R IER S 2 a8 o IET54E ~/csdac/app/config/certs H
KPR

[l Cisco Secure Dynamic Attributes Connector B2 & 57 1.1
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gr—lﬂ’lt H o
LR BT

~/.ansible/collections/ansible collections/cisco/csdac/logs/csdac.log

1$ A1 893E %452 dynamic attributes connector
ﬁﬂ%d“ﬁm%ﬁ%’%ﬂ, 1%:4%1{55(& Ubuntu ﬁ‘%*ﬂiﬂ‘] ~/csdac/app/config/certs E %‘:F‘ o
AT LIBATSS 5, ki A LU T ar2 BB 3 30 dynamic attributes connector ff) Docker 7545 :

docker restart muster-ui

N
%
o Al

VIR B FH 440 admin, BN admine &5 RN B SN 4 B s 4 o A 3 i

FH 2% Cisco Secure Dynamic Attributes Connector

R U 8 40 4AT M Cisco Secure Dynamic Attributes Connector FRAS 1.0 FFRBIRRA 1.1, BRA 1.0 HiE
FI7E Ubuntu 18.04 I, Rl e ME — i F X 26 450 B R VE R 4

$£IB1 &5 Ubuntu 18.04 115K,
T2 WAL N4

ansible-galaxy collection install cisco.csdac --force

ansible-playbook default playbook.yml —ask-become-pass
ansible-playbook default playbook.yml --ask-become-pass [--extra-vars vars]

% --extra-vars R4S B, 155 5 %35 Cisco Secure Dynamic Attributes Connector , 5 8 Tl

PR3 FRTH K
PR THHHEM T LU E

~/.ansible/collections/ansible collections/cisco/csdac/logs/csdac.log

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj
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dynamic attributes connector JF i B G AL &« EFLAS B AL UES, DUME S FMC #2460 FH U5 [l 351
FHIN 1 20 25 W9 2 Kl
HRVEAME R, EHSHLUT 38

s AUEER . 13 0T

© QUEEIERCAS . 5 20 0

s QUSRI IS, 525 0T

EESEEES

HEm e S RS CYHT A Microsoft Azure. Amazon Web fi45 (AWS) 5, VMware vCenter) [#)4%
Ho BRI R NS S, DUE R 25 5T H T FMC_E 5 1] 45 1) S0
HRVEAEE, HZHUT &L
X EM

Gl vCenter XEFEAY , 5 19 1L

HEFR 7] 8 Cisco Secure Dynamic Attributes Connector , £ 31 T

Qg AWS HEads . B 13 1L

B Azure HEFEASE , B 14 T

B Azure JIRSSPREAETEFEDS , 2 15 W

4 Office 365 A » 28 16 I

£1)32 AWS 1E3538

I8 1 5% Dynamic Attributes Connector.
$IE2 RS (Connectors).
L3 PATLL ME R AE:

C RINEEE. i (P, RS R A,

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj
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. 32 Azure 1R

- GUIEEUMERE RS EES O, RIERETR RN (Edit) SR (Deete).

SEA AT

& AR

B (LT ) HANAFRAME PRI IE RS .

L RR A e

REVE | CBRIH30FP. D M AWS KrZ TP B () AT o

]

X G e D BN AWS XA .

WEE | (. D HAVTIE,
2]

MEE | (WBF. D AN HH,
A

SIE AR (Test) JE IR DG PR A48 -
PR 6 NRTF (Save).
FHIET Mk OIRE” (Status) 5T BRTEE (OK).

T—5Hita
ILERE 5520 7T

£ 22 Azure EIEES

I8 1 &% Dynamic Attributes Connector.
W2 il %S (Connectors).
WIE3 PATLL MME—ERAE:

CRIEER. R (D) RS B AT
o GRS PEER (D, KRG HETRRIN%EE (Edit) 3B (Delete).

T4 AL E

& 15t A
AR (5o D HIANAFRAME—bRiRIEE L 25 .

[l Cisco Secure Dynamic Attributes Connector B2 & 57 1.1
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el Azure RS HREEEE |

& 15t A
i FA AIE T o

REVEIRE | (BRIAN30F0. ) M Azure K2R TP MG BG .

iTHID (FF. ) #i N Azure V] H ID.

P ID (T D FAM 1D,

BERmID| (L. ) WAKKE i D,

BRBE | (0F. ) BB S,
4

PS5 HHRTE (Save).
HIE6 ik “IRA” (Status) 5 BRHEE (OK).

T—9#ita
QUEIERC RS, 25 20 1T

£1)i# Azure PRSI B IEIEES
AT THE T Wi A Azure RS PR G1ERSS . Microsoft 2345 8 581 5 iX Lo bric ) TP Huhik S BE
HFRVEMER, S Microsoft TechNet _L 1) R JUL I 2% I 25 Fr 2%

S 1% 1 %3 Dynamic Attributes Connector.
$IE2 HiliERESE (Connectors).
W3 PATLL MR AE:

C RINEER. b (D), RE R R AH .
- gEER R L. phES O, RIS ARRINGE (Edit) MK (Ddete).

T4 WAL E .

(1 15t AR

B (o D HAAFRCAME— bR R 2% .

L RA AIE .

REVEIRE | (BRIAN30FS. ) M Azure K2R TP WS BG «
ITAID | (. ) i Azure i ID.

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj
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B o2 ofiice 365 =323

& 11 AR
#F 1D Ci. D AL ID.

BRI ID| (L. ) HAEKE 5 D,

BRIRE | (LF. ) WAKKNE %,

HIES AR (Test) H0 AR AR (R A7 88 2 1 '\ 7~ Test connection succeeded .
P 6 NiRTF (Save).
FIET ik IRE” (Status) 5T BRTBE (OK).

T—%#ita
QUGN 56 20 0

£1/3E Office 365 1EIZ 38
A TS T ] 2k Office 365 25 IEHiAS . Microsoft <x4F & 51 F HiX LebRic i) TP Huhik SC Bk .
HREMER, 2 docs.microsoft.com ¥ Office 365 URL Al 1P Huhik3l .

I8 1 % Dynamic Attributes Connector.
P$IE2 Hi%ERESR (Connectors).
L3 HAT L M4 AE:

MG R (D) R e B AR,
- G R L. phES ), RIS T ARG (Edit) S (Deete).

FE4 MALLITER.

& 13t AR
BFR Citie ) HIANALFRAME— BRI AS -
L RA AV .

1R ENE) B CERIAN 30 F0. ) M\ Azure K22 1P WS H TR o

K AP (A, ) FIANZEMNTHRR Office 365 /5 B URL (UM HS5EBUEARD « AXEMER, i
URL 2% Microsoft LAY 3G /Y Office 365 IP Hii- Al URL Web %5 .

I AFR (5. ) MFIRA, RSB AR, AXHEAE R, 20 Microsoft SCR3 251 1] Office 365
IP Hihil-F1 URL Web IR % »
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https://docs.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide
https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-ip-web-service?view=o365-worldwide

I fic & Cisco Secure Dynamic Attributes Connector

€13 vCenter 1538 .

=l 158 BB
BEHETNEAPI | (5. ) i true 5% false.

PIR5 PR TF (Save).
FE6 Hifr “IRA” (Status) 5 BIRHE (OK).

£1)ZE vCenter

T—5#tta
IEEERLE , 5520

Ef e
XU S S W B 4 vCenter EFERS . BTG, K] DLEFSRBGE P AU EE, X8 22 4 iEFE 3
vCenter T 1 o
IRIGE T A AU T5 2 vCenter EHL44; CIIERAS TR B P 4, A HADAS &
HXER
B vCenter JEHZY , 2 19 L

3% HX vCenter %25 BYIEH A 4144 (CA) $&

PHIB1 5k Dynamic

AR T A ] E B3R B B2 2% BOE B2 R AR WA B 25 UE TS MU BE & MRAE A1 BT A7 A
JBIEP; B Y vCenter B FMCHET 224 i%EH: .

dynamic attributes connector {5 g% [ B AR BAEH WU EE, (A0 R B TR0 g AR AR
H, EZ T3 BOE BRI (CA) B, 25 35 1.

Attributes Connector.

P2 PATLL AL AE:
a) FIREL vCenter CA B, % HdiEiEsE.
b) ZURINFMC ERCAs CA 85, 1R ER .

o idiEm (F) .

P TE B FBUT, WA PUE R AR EE A .

PR £ W FBOT, BTG TT EMIERSS SOE RS 1) BN B IP Huhl (B0 https/D
%141, myvcenter.example.com ¥ 192.0.2.100:9090
Tt AN ) EALAL B TP 20 122 A RE K CA IR I HT 44 R 58 4 DL
Toit HoAl A5 B RIATSRIGES CA #E.

PERS il REL.
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B s vcenter s a0 (CA) 88

PER6 (AL, D JEIFUESS CA B AUES LT JIE .

Gt

PAF A2 i3RI vCenter HERE AR IE T CA HI7R11 o

Add vCenter Connector

Name'| @ Certificate chain was successfully fatched. % |
Here are certificate detalls (priority order descending): —

. > fFeml om e - 3 certificates —
Descri |

Pull Interval (sec)* | 30 |

Host* [ Bl B |

User* | |

Password* | S |

NSXIP | |

NSX User | |

NSX Type | Select.. |

NSX Password | |

vCenter Cerificate™ | -] BFEGIN CERTIFICATE-----
Updated /CCBmMygAWIBAgIQQAF7DTknH4gBXbZ4/3ad

| Feteh | @

| Test | | Cancel |

JETT XS TEHETRR FIIE TS CA B2 WU T BUR A FIRIETS

@) Cortificata chain was succassfully fatchad. %
Here are certificate detalls (priority order descending):
W BTl sleige " m mmam meomm - 3 cartificates
» noll "m i "
» HydrantlD Server CA 01

> IdenTrust Commercial Root CA 1

X ER
BUZE vCenter JEHSS , 2 19 7L

[l Cisco Secure Dynamic Attributes Connector &2 #5 1.1
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€13 vCenter 1538 .

£1)3Z vCenter E1E 85

I8 1 &% Dynamic Attributes Connector.
IR 2 il %S (Connectors).
W3 PATLL MME—EAE:

CRIEER. R (D RS B AT
o BN RS PEER (D, RIS HETRRIN%EE (Edit) MR (Delete).

T4 ALLTE

=l 15t AR
B (LT e D FNLFRCAME— bR iR R .
15t B BN TTIE R B
1R EN 8] FR (ERIN A 30 7o D M vCenter £ 22 TP Wi (¥ [H] [ -
EM (bTe D BN MERE A4
* vCenter [¥15¢ 4= FRE LHL4
* vCenter ] IP ik
o (WiE. ) AN
WA TR (Bl nttps://) SRR,
%41, myvcenter.example.comi{ 192.0.2.100:9090
AR (BT D WAL RGN EMEmA T mEFR 4. BRAXS KNS,
) (Lo D HANH R .
NSX IP WAL vCenter %% 224 nI AL (NSX), il AL TP Hubik
NSX AR | i\ 220 FAT H0 % 5 A () NSX I 1 44
NSX &8 | #ii A NSX-T.,
NSX Z3 | i N NSX H {1 #15 .
vCenter IE | #it; 3REX LA H ZWRIGIEEL,  QRICERIBGET, 1% T2 3RUE BRI (CA) B, 58 35
i B A TS 3R 13 6

LB MR (Test) Hff RAECRAFIE B S 2 1T 78 Test connection succeded

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj
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B ozems

PR 6 PRTF (Save).

T—5Hit4
BUEEIERCAS , &5 20 7T

HxEHR
BUZE vCenter ZEH%4s , 2 19 W

AY (==
el FESEN TS
TERLAY 25 FMC (WL, T LKk B 200 G 9 2445 B 1% 21 b LU 107 n 428 11 SRS
o, T DLE PR BGIE AU N BE, Xt 2] FMCIT L #1.
SREUE BRI TGFEE FMC EH14 s GIEERCA TR P 4 SR A AE .
HXER
e G JEORHD A i o JE RS
NENAS B A e P O EA P, 20 )
Qa1 4 Firewall Management Center J& it #% , 2 23 7T
IRHX vCenter AR IUE AR NI (CA) 4 , 5517 1T
HEFR M) # Cisco Secure Dynamic Attributes Connector , 5% 31 7T

ASEEEEFNER M AISEERAR

AT N dynamic attributes connector ERCAS B FMC FI P . 81 L 110 FMC 7 Al ik 56
FMC " AMF #4458, [A 4 dynamic attributes connector 2% 3¢ #4# | REST API 3%, LU Bii
FHRE BT 1 Bl 5% 2K B8 FMCo

FMC 17 A5 4 /0 HAT Y ) B AR

B R ARG, 8% FMC.

$2 HHidiRg 3 > AR,

$E3 ntitlEA P (Create User).

PB4 i NGIE T 1 R

PS5 A AOIE T, P DU ER A A (s AT AR R BRZ00 1) E a XAf (f
- B 5
< HEIEER

c MEEER

NEER T AR
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User Configuration
User Narne
Real Name
Authentication
Password
Confirm Password
Maximum Number of Failed Logins
Minimum Password Length
Days Until Password Expiration

Days Before Password Expiration Warning

Options

User Role Configuration

Default User Roles

j‘]ﬂ]lb\

| csdac-sample |

| csdac-sample |

|_| Use External Authentication Method

|
|
|5
|
|
|
[]
[]
[

8 |
0 | -
o |
| Force Password Reset on Login
| Check Password Strength
| Exempt from Browser Session Timeout
[] Administrator
|:| External Database User (Read Only)
[] Security Analyst
[ ] Security Analyst (Read Only)
[] Security Approver
[] Intrusion Admin
Access Admin

MNetwork Admin

Maintenance User
Discovery Admin

Threat Intelligence Director (TID) User

wepsngzeprgrzns [

T T LAk P AT BRI 58 S LA SSVF REST $84F, sl b #E R A W BURIA BRI 4. A7 IGERIA
MR R, SRR IR I EAT R e 5.

T—F 4

W52 A1) 2 Firewall Management Center i& it , 5 23 11

X EBR

ey G RURHS AE Bin  4% SEE T A%

NENAS B PR G 2 KR B, 20 )T
Al )5 Firewall Management Center JGAC2S , 55 23 71
IREX vCenter AR IUE AR NI (CA) #E , 5517 1T

Cisco Secure Dynamic Attributes Connector Bt & 157 1.1 .
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. #%EX Firewall Management Center i& 2 25 A4 3iF 35 57 & #1443 (CA) §%

HEFR 1) # Cisco Secure Dynamic Attributes Connector , 5% 31 7T

%% HY Firewall Management Center i& fic 28 BYE 3 #f & #1144 (CA) $%
AL 01 3 S0 B S R B B AR LR ek, V- AR LR SR T R A
JEBIEH; BT E Y vCenter BY FMCHHT 245 144% .

dynamic attributes connector {f & G4 [ S RIPGE MU HIAGEE, H a0 R T 300 5 A AE
., WS TE3RPUE-B AU (CA) B, 25 35 Wi,

I 1 &% Dynamic Attributes Connector

P2 PUAT LU AR 184
a) HIRHL vCenter CA BE, i diEfEsE.
b) ZERINFMC IERCH CA B, 15 diERCsE.
o idEm ()

W3 1L AR FBD, AL FR bR U RS BUS A -

FIRA AL FN FEOP, AT T R BOE A ) B TP Mkl (Bt https/D .
41, myvcenter.example.com i} 192.0.2.100:9090
TG N LA B TP A0 T 22 ARt CA RS (138 ] 44 Pk e 42 VLA
Joits HAtAE BRI AT SREBGIE S CA .

PIRS ki 3REL.

W6 (Mik. D EIFUET CA 8 UE CLEAT 50E

ot
LUK 72 D3RI vCenter 3EHE 3IETS CA IRI7R 11 -
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| Test |

Add FMC Adapter

Name’ @ Certificate chain was successfully fetched.

Here are certificate detalls (priority order descending) —
. > firepower - 1 certificate —

Descfi E /|
> firepower - 1 certificate

Domai

IP* | firepower

Port* [ 14733

User* | rest

Password* | ........

Secondary IP | firepower

Secondary Port | 14833

Secondary User |

Secondary Password |

FMC Server Certificate |u|:¢ma ilN CERTIFICATE-----

1] £ Firewall Management Center i& fic 2% .

‘ Cancel |

JETTRAEHETIAR KIAE 5 CA 2 R R T LU WATES

o Certificate chain was successiully fetched.

Here are certificate details (priority order descending):

> firepower - 1 certificate

> firepower - 1 certificate

AR ERM

e Gl SERH A b A A 3 T A
NS B PEERR SR A 2 A KB BT . 58 20 1T

Gnfal )% Firewall Management Center JGfC2S , 55 23 71
IREL vCenter EHLAS IIE AR ALK (CA) E , 5517 1T

X

HEFR 0] 8 Cisco Secure Dynamic Attributes Connector , 2 31 L

an{A €13 Firewall Management Center & g 23

ARFEBIE T GG Reas, DI s %M dynamic attributes connector #£1% FMC %/,

FHia Z |l

THZ S JE MEE RS QI 2 B K B I, 26 20 UL,

Cisco Secure Dynamic Attributes Connector Bt & 157 1.1 .
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. 4n{al €2 Firewall Management Center 3& Bt 25

S 1% 1 %3 Dynamic Attributes Connector.

PIE2 HilERLEE (Adapters).
PBI PATLL AT — Ak

CRIELERCSE. pdimm () L RIS FMC,
- GEEEMERL L. REES O, RIERTTRRNGE (Edit) kM (Ddete).

T4 WAL ER.

& 15t Bf

B COT o D B NPT RR VLI G 258 (1 ME— 440

188 TG A IR AT I

15 i N EELE H rh Q) @ B A KT 51 I Firepower Management Center Virtual 38, 5Bt
B 2 DUMIEAE 42 R0 G 3 A0 4
%1, Global/MySubdomain

P (. ) WA I Firepower Management Center Virtual () 4142 88 IP Hbdik.
EEINI EHLA TP AU T AR 0 CA TE13 (138 FH 44 FR e 4 UC L .

i (. ) i Bl Firepower Management Center Virtualf#f F () TLS i [

RR (5o ) HIANZ /D HAT ML B 01 (411 IL3%) Firepower Management Center Virtual
M EIA TR

) (e D NP2

sHEN 1P VPR e HE. D N4l 3L Firepower Management Center Virtual () 4144 55,
IP Huhik.
NI EHLA TP A5 FH e AN CA TET3 (1 H 44 FRoe A UC L .

B O PR s HIPE. D #iA\4#iBh 137 Firepower Management Center Virtual{if Jfj () TLS
B 1

AR P PR AT R D Sz /b B W 4645 B O3 (4 R 1) B Firepower Management
Center Virtual Fi J* ({14 5K

WENE CIPRERTFYE. D B 0D,

FMC BRSSP (FMC | S 3RERLL AShFRIUE BEt, W R ICIRIGE B, 1 T2 RO Bai & LK (CA)

Server Certificate) B, 535 P TR T3 REGIE S .

PRSPl (Test) A PRI B i FHORAFAGEC 25 o
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sgasrtts [

PR 6 PRTF (Save).

HXERR
el gt RN AP R 4 1S El A
NN BRSO A 2 2 KB E P T, 2B 20 )T
Al )% Firewall Management Center JGRCSS , 2 23 71
IREX vCenter AR UE AR NI (CA) 4, 5517 1T
HEFR 1) # Cisco Secure Dynamic Attributes Connector , 5% 31 71

I B7S B IR R

i Cisco 43N @ PEIER RS & I3 B LI g% 25 78 FMC Hf S/ b mI 5 D7 I 423 i S e v A H
BN O G o filtn, BEnT LLRIA 2538 116 AWS k4545 (10 U5 10 BLPR PR )4 Microsoft Active Directory
rhg SCIR I 55 41 R 5%

)

IR ANBEN Office 365 B Azure IR 45 PR G i sh A B ML g2 o X HLRAV S0 R P4 O TP Mtk .
HRVEN, WESH:
* 7F Amazon 3CAR%ul 5 _EhRIC AWS IR

ARV R PEN B, 152 A Zh A R P DRSS R G Uy ) IR, 25 29 1T,

FHia Z |l

SEIM AN T AR 55 -
© LROLFAME, H 3L
o QU SR 13 0T
* QUEEIERCAS . 5H 20

=

S 1% 1 & 5% Dynamic Attributes Connector.
$IE2 HiliiERESE (Connectors).
W3 PATLL MR AE:

CRINEL eSS e () .
- GEER T i ES ), RIS AT ARG (Edit) MK (Dete).

T4 AL R

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html

fic & Cisco Secure Dynamic Attributes Connector |
B czasrmes

| i34 R

TR FH T 707 2 SIS AT EMC (P55 B8 (ANERB I >
FASIER) RS IS (ENEIAXS) [
LK.

P 51 2 PR A T B8 1 4 R

T R EL. daEm (1 .

o GidEE R UERS: PEES O, RERT TR
FENf 4mEE (Edit) aififR (Delete).

- VRMBTL S W ()
- GeUE HliRAERR (7 Edit)
- BRI SRR (O Delete )

P BRI, A LU E R

= 152 FA
EE! FL BRI — AN BB DO RS SR
#AF B PUR LT

- BT (Equals) 2K E ] A5 AR
- €% (Containg) 244 1 {EUCHE CUTH{ L T 30

S ULHELD o
18 FHER (Any) SEER (All), AR5 g R A5k
ZAME. RN E A (Add another value) DL{F i) 7%
WA IR .

LR ki RIRFSE (Show Preview) LU a5 e 3R [ 1 45 5 1P MBIk (4125
ST SR, PHRTFE (Save).
P8 (M. ) KiF FMC Hzh& 4.
a) Z/DTDURA ML B U I P B 5 % FMC.
b) HiXf R (Objects) > X REIL S (Object Manager).
c) fEAEME T, iSRRI (External Attributes) > F75x1 % (Dynamic Object).
T B2 1 Bh A& R P A N s A Bh &R .

f

AR EMR
A EVELIERS ], 5527 W
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EN7SE 1SR 2

wersEsne |

A AL T B E SR IR LRl

~f5l: vCenter

LURRB s 1A 4AF: VLAN.

Name*

Query*

(a1) network

> Show Preview

Edit Dynamic Attribute Filter

eq

Connector*

vCenter

(any) myVLAN

PAN sl s T A6 OR BN = A4 AUVLHC =4 EHUH AT — 4>

Add Dynamic Attribute Filter

Name*

vCenter hosts

Query*

(211)  host

> Show Preview

~f5: Azure

eq

LU 7n B s 77— A4 i W55 N T R 5% s

Name*

Azure Finance

Query*

(31 Finance
L

> Show Preview

Add Dynamic Attribute Filter

eq

Connector*
vCenter
(+
(any) host-2868
host-2869
host-3780
] - |
Connector*
Azure

(any] App

Cancel ‘
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fic & Cisco Secure Dynamic Attributes Connector |

5. AWS

LR 7R wos T —N 45 {20 1 1 FinanceApp.

Add Dynamic Attribute Filter

Name*

AWS

Connector®
Query*

AWS

'%‘ FinanceApp

> Show Preview

Cancel ‘
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.
3 I e R (B PR X &

i1t dynamic attributes connector , 5 A] LLAE Uy ] 45 LN v e B B &L 98 LS (FE FMC T4 3))
EXZ

o RTUTEREI R shaRT %, 529 1t

o AT A B PRI JE R R G Uy 4R, 28 29 5

KT 7 el I A AR B B 7S 3T R

TR PR B M IERR IS, 3K 52 B3 A dynamic attributes connector 32 215 M
Firewall Management Center BY & FC#S o

ST LAAE D i) 45 100 1) “ﬁ]?é?)%‘f% ” (Dynamic Attributes) ZEI - 5L ] _FAF A X L0 %, XK
LTATH ﬁ/i\f'ﬂﬁia (SGT) W77 BT LK B R i el B AR @ ks ltar, £y inl 426 FH
1R, T U\/H)”?%K)Jkﬂ%{f‘ﬁﬂjj HoAR g, DUBH i g DG eI mh A 4% A 1R 6 57 i) WA
5 M54 o

{8 F ah 7S B 1% T iR 25 2 €1 22 177 (=) 4% 1) A )

AFEIF RS AN R CXLEEh S0 G U AT B M3 & m tEd JEas ok ar 4 ) QUi 4%
AL .

FHI6 Z Al
ARt ugdy, waldshasm L uEds 5 25 b T,

1% 1 %3 Dynamic Attributes Connector.
HIR2 U S SR T R (A .
FIE3 HERMMN (Add Rule).
Jjﬂ% 4 i EIZSE M (Dynamic Attributes) I .
25 /¢ “TIHEM" (Available Attributes) #2rH, FdiAIE T HIEIZSITER (Dynamic Objects).

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj



i ERPERDEYE |
B crosmitrssko@yaEHm

FEEAR T AR

‘ Add Rule P
Name Insert
Enabled into Mandatory v
Action Time Range
Allow L] B None |+
Zones Networks VLAN Tags A Users Applications Ports URLs Dynamic Attributes Inspection Logaing Comments
Available Attributes + Selected Source Attributes (0) Selected Destination Attributes (0)
Q, Search by name or value any any

Add to Source
I Dynamic Objects v | ‘ - |

FinanceNetwork | Add to Destination |

| cancer | m

BT 7B 27s TN 4408 Financenetwork (IBIZSXTE, %X GRS W Dynamic Attributes Connector H @1 i) 5)

IR 6 KR SN I RIS EL H bR B
FRRT WERE L, N s S At 41

T—5#tta
(Firepower L ORLE SRR 0 “UriIFhl” 695, CREREFIET)

[l Cisco Secure Dynamic Attributes Connector B2 & 57 1.1


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70/access_control_rules.html

.5,
Dynamic Attributes Connector #[ZHE R

L%} dynamic attributes connector AT i) # b B HERR,  AFE M SRALR TR,

* HEBR M8 Cisco Secure Dynamic Attributes Connector , 5% 31 111
o WOBEHERR DR, #5330
© TFERIGIETIAUAHLAL (CA) B, 55 35 1T

HEBS [a] 87 Cisco Secure Dynamic Attributes Connector

A2 N RS AE A dynamic attributes connector B 1] B 23 38 21 (1) [a] @4 T A IR AR T 4

BlER: BFIRSAR S5 AR EEIR
TR BT B A G N s BOE R AR R S PE L, SRR DO W o T RS R oxBilin s, SEfrm]
BE HERAT P AN o

Error: [Ermo -2] Name or service not known

Error €y
FRRFTEE: iR BUER R, AR
© EHAAKRRM AT
© FWATFRMFT R BI, neeps://)
S AT o P S S
* X+ FMC iERL s, 1HHE FMC BRS535IEH (FMC Server Certificate) ‘7B N 2.
AREAME R, WS HTRBGERBMUR ML (CA) B, 5 35 .

a5 : [X509 PEM [£]
R bR B A AR IE AR R AT B, SRR R o T RAR R

Cisco Secure Dynamic Attributes Connector EEZ#57% 1.1 [Jj



Dynamic Attributes Connector &(i& iR |

. HEF% B 2% Cisco Secure Dynamic Attributes Connector

Status
Error: [X509] PEM lib (_ssl.c:3732)

Error@
L3

RRAR: WEIEESRIMA CA B, AXVEAE R, 1ES RT3k PGE BRI (CA) B, 2
35 i,

BlER: PP REERSAIER
IR B S S AR IR R A F B, SRR UK B T RARR
Error: (vim.fault.InvalidLogin) { dynamicType = <unset>,

dynamicProperty = (vmodI|.DynamicProperty) [], msg =
'Cannot complete login due to an incorrect user name or

password.', faultCause = <unset>, faultMessage =
(vmodl.LocalizableMessage) [] }

Error@
*

FRRFTEE: GRS U 44 B RS
BlER: RIS RPN E FHIIESHE
B AR FMC L B0A A BCRR 1038 e 25 T I UORBE I 2 s B R«

(2 Authentication token not found
in header: X-auth-access-

token

Bl AR BN SR XEIRRHER
s BRSSP ARG AR B R A F B, SRR R B T HARR

Cannot connect to FMC:
HTTPSConnectionPool(host="irepowerasdf', port=443):
Max retries exceeded with url: fapifmc_platiormiv1/auth
fgeneratetoken (Caused by

MewConnectionErron<urllib3.connection. VerifiedHTTP
SConnection object at Ox/Tre8Gda0ciBs: Falled to
establish a new connection: [Ermo -2] Name or service
not known',))

Error @

BRRAZE: THPATLL T P #4E:
« F FMC BRE5281EH (FMC Server Certificate) BT A 7.
 WORIETE | P 7B b A PRE 5 0E 15 (%) 38 H 44 Bk 58 4= UL AL .
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| Dynamic Attributes Connector & HR
HEEHRIA

ARVEME R, WS T33RBAE BTN (CA) B, 28 35 Ui,

BEHRR TR

AT ST m SRR AR R TAC, FRATHAEL DLUF SR TR EA e T A,
15 M P B 47y 5% 1247 dynamic attributes connector ff] Ubuntu EA41 .

BERFRES
PRI Y dynamic attributes connector Docker Zas [FPIRZS, 1HHIALLF T4

cd ~/csdac/app
sudo ./muster-cli status

iy
SR R
CORE SERVICES
Name Command State Ports
muster-bee ./docker-entrypoint.sh run ... Up 50049/tcp, 50050/tcp
muster-etcd etcd Up 2379/tcp, 2380/tcp
muster-ui /docker-entrypoint.sh runs ... Up (healthy)
0.0.0.0:443->8443/tcp, :::443->8443/tcp
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp
CONNECTORS AND ADAPTERS

Name Command State Ports
muster-adapter-fmc.1 ./docker-entrypoint.sh run ... Up 50070/tcp
muster-connector-vcenter.1l ./docker-entrypoint.sh run ... Up 50070/tcp

{Z1E. BEhsE# E 50 Dynamic Attributes Connector Dockers 25

W Imuster-cli status 878 25 &% 2L OGP EEE I i) LN BB I Bl A eS8 AT DU CL R i 4
15 1 I E B A 3

cd ~/csdac/app

sudo ./muster-cli stop
sudo ./muster-cli start

DOEEIE

cd ~/csdac/app
sudo ./muster-cli start

BRIER B SIS R AL R SBE HERR S
IR SR TAC @ BUZAEA, 158 T H A SR A s HE BRSO, R Fiess

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

iR HERR SO 44 2 ts-bundle-timestamp.tar F-7E R — H s 12 .
NREIN T S HERR SCPE AL DL R SO HERR SO i H
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Dynamic Attributes Connector &(i& iR |

E EEEHMRA

/csdac/app/ts-bundle-timestamp/info eted B R N 2

/csdac/app/ts-bundle-timestamp/logs KAH E A

Icsdac/app/ts-bundle-timestamp/status.log | Zg S8k Zs . BiAS IR

I0IE FMC LRI 7SR &
B IF SRS FIEAC A & 5 1EAE FMC _Efaixt %, #ali4E FMC _EULVEFL B S H LI Ty

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

s R S

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServiceImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-10
** REST Request [ CSM ]
**% ID : 18b25356-fdéb-4cc4-8d27-bbccb52a6275
** URL: POST /audit
{

"version": "7.1.0",

"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",

"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new

resource being created",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",

"time": "1629981695431"

}I
"deleteList": []
}

A ROV (FEABI A2 IR & Be s I BT 28 IR

26-Aug-2021 12:47:50.440, [INFO], (DefenseCenterServicelImpl.java:1442)
com.cisco.nm.vms.api.dc.DefenseCenterServiceImpl, ajp-nio-127.0.0.1-9009-exec-2
** REST Request [ CSM ]
** ID : 58566831-7532-4d61-a579-2bbc3c325b2f
** URL: POST /audit
{

"version": "7.1.0",

"requestId": "58566831-7532-4d61-a579-2bbc3c325b2f",

"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "GET
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d9%ed49b625f/
object/dynamicobjects/vCenter  CentOS 7 4 Forbidden (403) - The server understood the
request, but is refusing to fulfill it",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9ed49b625f",

"time": "1629982070404"

I
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"deleteList": []

FHIREVIES M1 & #1443 (CA) &

FEFAE R IET: B ARG UL B, Al DL vu] S8 e R e 2 — SR 22 421445 3] vCenter
NSX 5 CDOJIE o4k .
UEREE AT AT A A B IES .
I LA IR 2 IR LUT B4t

* vCenter 8¢ NSX

To TR &8 8] Azure 5 AWS [FEH4E
* CDO

FEAE IR 200, TEZ 0 UL H A O H B3R IIE P A MU BE IR«
o {14 vCenter ZEFLES , 5B 19 L

o QIEERCES , B 20 T

JRELIEF 4% - Mac (Chrome FA Firefox)
i H ILFE P AE Mac OS _F{# ] Chrome A1 Firefox ] %o 28 AR EUIE 1055 .
1 FTTA R E M.
2. HANLLR AT
security verify-cert -P url[:port]

HoA url /& vCenter 5 CDO 1] URL (RLFE7%) o Hilln:

security verify-cert -P https://myvcenter.example.com

T B A% B NAT 8% PAT V5 in) vCenter 8%, FMC, #] LA% R J7 2 ni 11 -

security verify-cert -P https://myvcenter.example.com:12345

3. R BN UE-PHE DR AT BIAESCA ST

REI iy < p— BEGIN CERTIFICATE---—- ] [— END CERTIFICATE----- ad CE
o HEBRATAT T SCA (Blan, UEP A FRMREE S (< and >) S PATAT] SCAR L R ARG 5
ENZ

4. %t vCenter fll CDO HHE HATIXEAES,

FREYGE$ %% - Windows Chrome
A8 1 R £F Windows _FA# 1] Chrome D] 5 #5 > SREUIE %
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1. f{i/l] Chrome ¥ vCenter 2 CDO.
2. FED AR A b e LA A BB A
3. HES (Certificate).
4.  HiAERETE (Certification Path) 3£
5. AR EEP IR (RIS IR,
6. HLEFHIEP (View Certificates).
7.  HREMIER (Details) LR,
8. i EHIZIH (Copy toFile).
9. MRV I BEANMIE T EE CER % 3CE15 30 #F
Y ARG PR EIERE S H SR U, #is Base 64-Encoded X.509 (.CER), Ui FE iR,

X

€ =F Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
() DER encoded binary ¥.509 (.CER)
(®) Base-64 encoded %.509 (.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 (. PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Mext Cancel

10.  EMEIRARSE T H
11 AESCRGHES H AT ITIESS
12, WHEBEET MRS E R .
TR ZTUSE F2 G Py 48 I ALE A5 s 281 SCA i 5 o
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13. % vCenter Al FMC B & HUUTIXLL(T4%,

$REWEH $ - Windows Firefox

A8 AR AR A Windows BX Mac OS () Firefox 311 U5 258 K SRIGIE 4k .
1. f#i/] Firefox %>k %] vCenter £ CDO.

2. kRN A B A

3. pilifigik (BREEEMAEDS) o FEERT R,

here.core.invet

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

4.  HiEEL{ER (Morelnformation).

5 HHEEFIER (View Certificates).

6. WA AR AR AL S TR U, S R S TR CA K BRI TR BT
7. ®hE| “HAh” (Miscellaneous) #53

8. i F#&ATTAY PEM ($5) (PEM [chain]). FEER T —mtil,

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:A6:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. RAFCA
10. % vCenter £l CDO EH FUTIXLL(T5%.
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M % A

ZEFE B MIEN

5= RS- B A FMC 38151, dynamic attributes connector 1# F i) URL %13

o AHINR, 539 1L
o HRECMEANER , 2539 1T

3 T -3 Cisco Secure Dynamic Attributes Connector, R Z23EEZ RPN &S . B SR dynamic
attributes connectorf e & Ay A $ {5 EE (1 Il 55 s 11, AH U Z50f ERAZ BT A o AN 22 52 B B it
1R dynamic attributes connector 1 Firepower & 2 #1.0y (FMC) 7 [/ — AW %%, &0 LUK FMC 7E#:
F|5 dynamic attributes connector A1 /] ) 52 {53 P 35 /9 4%

T W ERE WS, W RRE I RAINE . (R, BT RIS, MRS Z MBS
I W, BHZERSZ B BE, Blhn, 2 dE4 kS (DDoS) s i) A Xt

B XM RN K

BRINEDL T, dynamic attributes connector 23 # Bt & 4 {1 %ty [T 443/tcp (HTTPS) L) HTTPS i i .
B 5 Firepower RALI(E . MR AR dynamic attributes connector FLFEEV; A BLIER, DI AJ DAL
BB RS

DU B35 40148 dynamic attributes connector K5 FMC FI4NH Ik 45 #5418 {5 [¥) URL.

3= 1: Dynamic Attributes Connector FMC if3 j5) & 3k

URL =
https://fmc-ip/api/fmc_platform/vl/ G4 IS

auth/gener atetoken

https://fmc-ip/api/fmc_config/ GET F1 POST sh&N %
v1/domain/domain-id/object/dynamicobjects
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REMEREREN |

URL IEH
https:.//fmc-ip/api/fmc_config/ vl/domain/ T e S
domain-id/object/dynamicobjects/
object-id/mappings?action=add
https://fmc-ip/api/fmc_config/ I I Bl S
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

= 2: Dynamic Attributes Connector vCenter i 51 23K

URL =]
https://vcenter-ip/rest/com/vmwar e/cis/session | & /3 B4
https://vcenter-ip/r est/vcenter flvm R VM 12 B,

https://nsx-ip/api/vl/fabric/virtual-machines/
vm-id

BRI REAUB LI ) NSX-T Fris

Dynamic Attributes Connector AWS 77 5] 5k
dynamic attributes connector 231 H P & SDK J7VASREU S5 B o X L8 77 VLA H (145 58 DX IAE P 6

AR 4 URL. dynamic attributes connector ‘&4 e 3% 7E AWS ¥ v
https://docs.aws.amazon.com/general/latest/gr/ec2-service.htmlH .

Dynamic Attributes Connector Azure if7 ja) E 5k

dynamic attributes connector 23 Fl N & SDK Jy VESREUSEBIE B o X ik 4 7E 6 H
https://login.microsoft.com (FF B35 1E) F1 https:/management.azure.com (HFIRIEHIE R
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