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Firepower # show interface Vethernet775

Firepower # Vethernet775 is down (Administratively down)
Bound Interface is Ethernetl/10

Port description is server 1/1, VNIC ext-mgmt-nic5
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Bo AR RELE T MR SR e R i i, TR SR A a4 1

HEH£ZENO
o AP el A Al P B e e RIS M s
s A EE O RZ 14 N2 Flan, Ear DU LOKRIEE T 1/1 4 FE AR s 1 25241 14,

&
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FEAN S % 10 AN IEER L, B, ] LUK LUK M EE 1 1/1.1 2 ROKME 1 1/1.10 4y le 25K
%l 1.

Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
B per shared interface

Instance 1
© AHESERE A EE = a
< THSIEH B N BT LR BRI IR PR RO, BRI S PR
o G LA AT B L5 5 CURE BBy KBS R iR
1945 5 B = 12 LURY g B 4 A BB B B 1
o PR B L R T R I

2

FTD B9 R EXER LA RS
« SCRRYIERRE T CR OIS VR4 320t 1) Rl Etherchannel . ASZEF 7M.
© SCREREBCIRAS AL .
o TH20 N Al PYIBEER IS T B R SS AR BEOIR S

R
© SCFF BB TR AT ASA HR B,
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—mpemms [

oSBT RN S P IBRER I A 55 B
o ANTT Dy 93 30 1 RC B R AT R 55 Bt DhBE % 1

* NS4 EtherChannel HAEAF 55 B8 VAL S AR FRR S AT TREAF 55 1 T LR e AT TRAE
EtherChannel 7 [¥) 5 2 0 .

o P55 AN SR AT I
© VIR IR P IRAR o R 55 i RAL R IR

25\ MAC it
Xt F A 34
ERIN MAC Mk 73 Be ke T2 2R,
PR - PR AR R C 205 MAC Ml

* EtherChannel - %} EtherChannel, J& T-{H18 41 /)T # D LA E— MAC Huhl. HLIhRefE
EtherChannel X 2% N R JER,  ROAABAT] G B AN IR A0S & AN EER . i
13 3 VA3 P R b A K e — MAC il 32 11 R B2 B AS 320 MAC Mtk
3 F = 8L

* IR LI MAC HuliE¥ELH — MAC ikt . % F R0, Ry BTN E MAC
HE, AERAAREME— MAC Hulk T R— 2% 0 BTG T, AR 2R IEM . WS
PSRRI A S MAC Hudik , 58 26 7L,

— Fig /4 T 01 BR 1)

B A ISR
R mT LAAE S S 1005 | R e I o 7 KR S Dy i o B W

= AT A
o A5 G P T
o ATDURRARAT Bt 42 I A b e R AR B . AN SCRP B I = 1

% 2451
o A AR S 1) 22 SR Dl AL HI TS A E b 1R U S
o 0FF B A ARSI, AN R L AR B e AR B L AT S
05T BB ARG, AR LR DI
* Radware DefensePro % 15 1ffi #
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o 3L UCAPL/CC #ist
B RGEA 1E B I o I

=g

BOANEOCT, P A F2ERARA . wTRUR H#E 0, 8N Etherchannel, ¥501 VLAN T34, %
I EYE.

BERSZERZEO

A DCRF RS I I B ERARZS S SO0 i AR T o BRIAIS DL R, B DAL TAEAPIRAS . X T VLAN
THN, HAEBEREMK A .

gtz
$IB1 EFHED (Interfaces) 77745 1 G .
“B2 1 (Interfaces)” T AT ITHE W™ 24 O 2225 (042 LI B R I, 78 PR PRt Oz g%k,

S RN, wakoemEsegn (OB mtEso o EBRERR (W) |
mdi, AL DU 7S B R BRI A 1A (548 2

S| WA, WALCBRERA (&) , pREkyormERegn (B
miR, AN BUEL RS BRI W5 1 SR A2 A

BeEIEREO

feon] UL 3 07 208 FPRIAE I 1, DR BCE 3 I S RIXU L. SRR 31, 2i{E FXOS
LB E e IR BLOE R AR T E .

N

AR X T QSFPH40G-CUxM, ERIMENL T HAI RG240 T 55 HPRAS,  IF BTGk HAE

FFa Z Bl
o ANEEEME N T4 /& EtherChannel %572 {132 10 o 45 2EE8: 18 N %] EtherChannel 22 /i 2k HLC
HiXE,

[ Firepower 4100/9300 1 #4iB48% &
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510 Etherchannel (ix0iEiE) ]

UK

S EFIEDO (Interfaces) F1JF “H2117 (Interfaces) UL IH]

Ffr B 8 O 0T TH0 o 2 i O e (e L O R s I, A R Pt e 31 36 .
PR 2 ALY PR Y AT S 4esE (Edit), WHTIT4REEHE O (Edit Interface) X G AE.
I3 LMD, W BREENE, EARMED, WEIOHE T B AR ILHE.
WX LRI,

AR D RAAGHEAE R, WSO, %2 0.

- 2R
* WiEHE - AU TR
- B

* Firepower =44 - {H T BB .
o SEBE - W NARBRERERAL BUAEOLN, RIS AN NG HIEIE 48 A SRR IR .

HIEE  (Alik) MIEE (Speed) FHu7e rpidds 1 HI4E .

6 (iR RN SRR SE, W E R (Yes) BiE (No) FiEizH .
FET (AliE) MXI (Duplex) 47813 Fhadk 5% 10 T,

P8 (Wk) WIHHACE A BT E) (ms). Hi A 0-15000 202 8] M .

TE LULFE (OK).

70 EtherChannel Cim[iEiE)

EtherChannel (tBFR A FHEIE) 52 af AL E 16 AN F— A SRR R i B 0, JF B2
B A A ] PRV R RO T AR o A 28T w] LU S RJ-45 58 SFP; ] LIJRA T FHARIZE I g Fer)
(1) SFP. ANBEIHE 7R KA 4 1 A B i B A BRI S 8 & (40 1GB A 10GB 4211
TR SR 7 I D (LACP) B AE PR A W9 285 1 2% 2 TR AT 0 B B VT 2R 2 ol B s s 776 (LACPDU), - 2T
R,

&R LY EtherChannel H ¥ RN B 8 B is L =8 ORC & N

* Active - KX R LACP %38, 3= EtherChannel 7] UL 5 3= k4% H EtherChannel & V7144 .
PR = T KPR /b LACP s, 75 NS A 3= .

* JFJ3 - EtherChannel 45475, JFHAMEH LACP. “JF)8” 1) EtherChannel R e 5% —A> “IF
J8” i EtherChannel %7342,
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. 70 EtherChannel (i [i@i&)

\)

AR S N FT I S A SR SO SO T IRIRAS, AT BE T B2 0k = Al A s R A REAE
EtherChannel #F Nz 47k 2% .

AR 1A S dr 3 A

LACP ¥ W0/ B 30 I A 45 7] EtherChannel (8548, AT T, LACP b2 AbFEfC & 4

e, R A B R Y e TR R R IE M A IE A . 0 R VR A R R A A A
“Tria” B AN RE M B E 4L & B

Firepower 4100/9300 H4f 64 EtherChannel I, EtherChannel ¥4 T#EEIRA OF T-F3) LACP
O BEAPRE O THTIF LACP B |, HEMG M@ B, RUEY)BLRE RS 2 1 o
EtherChannel 7F LU 500 T #18 H IR

* ¥4 EtherChannel ¥3 Il A 7 38 48 1 £ 1) b ol 7 B o 1)

* ¥4 EtherChannel ¥3 JI1A J& 1SR4 20 (32 55 15 2% (187 B e 1 Bl AR AR s Tl B it

* ¥4 EtherChannel 5 JIo~ J& T AE8E—3B 0 B B 4 08k w1, JF 2 0H — AN oc i i
R

THERL  EtherChannel 7E 0K & 70 BRI R i 46 AT AN IEW TAE . R NIZHR %2 Bk EtherChannel
UM @ R B %, EtherChannel Pk &2 4 EERE B R RS

UK

T EFIZEDO (Interfaces) $THF “#:11 7 (Interfaces) LI
FFr 8 ¥3 O 04 1 T00 50 Sl /s 2 /0 O e e e D EDW R R I, 7 b it O e gz 11 81 3R .

$I®2 O R LR INGE Oi@iE (Add Port Channel), A 47 7T ni% Oi@i& (Add Port Channel) %
THAE

I3 {iim O8I ID (Port Channel ID) B i A I8 ID. ARMENT 15 47 Z [,
B A B A I, iy PR TE 48 SRS I RE R TR o G SRANAECK g 1M T 48 FH T AR A il
B, AT MBS I B 28 Y EtherChannel FC & AN A ID . #5RT LAV I 2 AN SEHF 2 Etherchannel,
FS N VLAN T LS 20l S S o 6 TR W ARRE, TR AN ZDIAT M3 L1 oy Bl 4 JE
EtherChannel.

SEEA BE M EE, W BRI ENE . EEAE R TR TE, NI T B R A

B2 LIk AN SilF
HREE LRI AGE R, ESMELEE, 52 0.

- HiE
© R - AU TR
o §i

[ Firepower 4100/9300 1 #4iB48% &
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pazpmmvan 70 ]

* Firepower =44 - {H T BB .

< &F

P N FRPIRBE R N RN ERRE .
U SRRV A A 384 PR R B 1, R TG B I N i LB I
PBT TS =R O, R LACP i REARR . £ A ERE.
T AR B e = g 1, B 2 B TR
P8 AMUAEEN., &N TaEWN TR EITNEENT.
0 SRS DA s AT A R R B T, B UK T v B S i N i 13 3
P9 ELGE VIR HE, JEERTAED (Available Interface) & ik #i%z 0, AdiRmED
(Add Interface), ##NBEZE “Hibl ID” FIFK,

18 2 0] LU AR R A SRR A R B 16 AN i F H o Al R b 20 & A A RIS AW T, JF
A5 468 Ay ok s 1 30 T T S RO CAHDG S o A SR ] DL RJ-45 8% SFP;  w] LAV S48 ]
AR (HZERE4T) HISFP. ARl R F R O _DEHE & EARMKERIES R ORE ()
41 1GB 1 10GB #:11)

BT —RARINEZ AN, BEFEL MO, SRR O, R Cerl g, E

P NROVEE, WEEPSEE I RO, KA, FEHAE Shift BEMRIN, ik
P e MR

FIR0 LM OB TE MBREE L, 3 sl b ID” (Member ID) 5136 82 FUA M MIER (Delete) 444 .
BN JEHAE (OK).

\J
l,]_

A B ZZELBAR VLAN &0

BRI LLIRHLAE S I 250 32 500 ™ VLAN FH: 0, BRI FMEE8E . % LUk 500 A~FH0
BRI .
T2 sl ERE, AR SN BB 1 RS O PR,

RO VLAN ID #b 2 R ME—1E, JF HAERZRSAIN, VLAN ID 723 & o bt
EAME—E . BRSO VLAN ID 23 ic 2 AN A 28 s S, S0 T AR SRRz 11 b 503 il e
file BRI, BIAEREAST-32 3 FAH R 1D, X S84 R AN PR

ASCREAT 1 FXOSVLAN FH& o 34 R LAFE JgUb B8 B A B 735 o A7 SR AT I A
FXOS T 5N 73 DRSS, S EFX0S #1525 4 1.

UK

PRGSO (Interfaces)fTJFFRA O (All Interfaces)iZ i .
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B ==ssns

T AT A O (Al Interfaces) I I s 21T O 2R M08 LK B R I, IR R R de it
BR7&S ARPTIE

FR2 pUERH (Add New) > FH# 0 (Subinterface)fT JT#ANF# 0 (Add Subinterface) XfifHE .
WIS P 2R
AREORBANRTEAE LR, WSHEORA, 52 0.
* Bl
s K=
o 8RB - MR SEANMEREE DU TR, WASRER IR R T AR AR A
XA RVECR R 1 SR TSR TR, T BB S0 LR T
M,
FEA NN hyREEED.
AR DRI R S S R A Y B O . DR ARG AR Wb R, ]
SR ICIEACHE 1T, sl T AN I (74 11
S5 WA T 114294967295 2 [HF#0 1D,

I ID BN F 4242 0 ID, 1524 interface id.subinterface id. #iltur, 4 B4k 78 7N E] 1D 4 100
LA /1, WA DK Sy ORI 1/1.100, KA AT LT 718 H 8 1 1D AT VLAN
ID & A E VLA, (HPE IR,

$E6 WENT 1 14095 271 VLANID .
FET HHHE (OK).

JEIT A4 N B A ILIUR iy v #H

=== Y = \rL
CEIZHIZE
1t Firepower 4100/9300_F- ¥ i 7.3 %8 e 4 5 AT FH X6
HRAERE, WS T Firepower 4100/9300 [FI4EHT

ABEBLBIRMZIRBCE

SR E RN P SRS L, WA e A BRI B SO B ISR R/ N S
I, TR A T A BRI B SO BEURC OO W CPU AR DU s R IE % O BE 5)
ASTH RAM,  JEREREAS SRR A 22 (R Bl 40 GB.

* o MZOLEE D 6.
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| Firepower 4100/9300 1 #2488 &
naszpEmzrnsst [

\}

AR HAABNARBERIISEGIMEL, BN D HORE I S AT A
R CPU A A BAT RO B (1 S 68 I i 5 2838 A B A0
AR IR E T, WA EZ L.

o T LI TEARE (64 8 10, 124 14 28) AL, JiEHEAAH.
o B KA FIAZ OB e T 22 SR NLFE TS, 15 S 0 228 S I ER AT $E 4 1F . 56 30 WL,
MU L5 — i 4 0 "Default-Small" BRI\ G VREC & S0, R RE f/ MZ O 8. 48] DU ot

BCE SO E S, FE R aTAEARME SO0 P OB . R, SRRCE SO U ER ndk H & 48 EA
AAAEAT ] FEARC B SO IR B I ko

FE53 E B YR B SO i S SRR G B SO et R e 120 BT HEN

© WEARCHATIEAEAE A, IJEIR S O UG S A A T SO AR AT S ], RS
PSRRI E SO, oeJm B %S

o 0 ST JE 917 A1 S A S 0 380 B L O S B TR R SO, S AR B L R
(Devices) > &% & 12 (Device Management) > 1% #& (Device) > &4t (System) > ;& (Inventory)
XPUEHE b SRR Y% (17 FR

o IR TG B SO B S, B R ERT A BN

* DR AN ] (R E B SO 23 Wi gy U IR ] R o (R s, SR 65 B b e B S EAR
[, JULaZi:

1 hrE T .
2. CREBTRCE SCAF YRS P & A
3. HOPTEESLm T I

o D SRCREANIR] (K MG B SCPE 2 Oy O AR B S, U SRV AN UG G R G S, N e
P 1 sl N AR BB B SO AR A, T LICREHT Y IC B SO S B4

UK

1 EFFAIKE (Platform Settings) > FiREL & L (Resource Profiles), #AJ5 fidiiin (Add).
RYK N R IR EL B U TEAE .
P®2 WE TS

* Name- BeEST 1 M 64 DN PAT LA RCE SRR W,  IRHCE SO 4 AR s JoiZ sl
o

* Description - BEE % 510 AN T HIECE SO

* Number of Cores- ¥ & 411 6 Mg KA [0 YA & SCPHRZ O 8 (%D, HAREGR AL
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- PR

FIE3 HHHE (OK).

A EEPLO
AL TSR], T 7E R PP AL o (AT 24 % B Firepower 9300 L,

T DAPC B AR B ST Ve o SRR AL T T A TR, DRI TG iR U DR R 57 e 4 EA T VR L A
FEI -

W AR AR A S, A LA b A T A A 541

FIaZ Bl
* M Cisco.com NEEH] TR BN IS, R BUE A% 2] Firepower 4100/9300 HLA -

N

AR 0T Firepower 9300, 7] EAZENUAT ARSI A B b 22 AN /) SR AU 1) 7
CASA FI BB o & R] DAAERATAS R I AT — Tl 3 SEE9) FR AN (] i
Ao

o BC B B A T A B . A BRI . TEVERD, R B DU UM TR
EELNUARE B 0 OF HASZQIEDR T L2 MGMT)

o SR] AR A B2 1 i A B, (ELA 00K 8 B 1 0 C 4R a8 B 4%, BRIV AR FT 307 Ji 8
PR HZEE N . ARIEAE R, 1HZ0 FID w4 22 i configure network
management-data-interface iy % .

s kDR MRS D . B0, ST LA Firepower S O, ARMm Ay 5
PEAE (B30 Web FHF) o ARIEMER, SN, 552 7.

o XFTRASB, WOREAEAT BB E SO, WEHE 7 3 S BlAs I BE e B 50 F 56 42
TTER N BE PR S

o XFTREIB, AL IR LRR AP AT, LINEDH WA e i 5 18, DLORIERA R R AT IE
R, EFREERARE51E, Rn o TEMGELERR. HOMERIATEHEB %, &
Jefg FLEB e R e, IR B RATTAH N HTIC B o G RS A 2 S 1 4 A s S
WULEAT AT 0 T HT5 SE M BR A ML S48 . Tevk Bl A ST A% B 2 4 5241

* WELLUMME R
* WAL ID
o EHLREI TP Mok A R 2% R
* M OC 1P Hiuhilk:
o SSIEFRIAT LA TP HUhEAL/Bk NAT ID
* DNS flleg5 % IP kit
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| Firepower 4100/9300 1 #2488 &
nease

© JEUBITAE ERLA A A

g2

P GHBERE.
P2 AR > Mg, FREU TS

Add Standalone 2%
Device Name: TD_Instance2
Template: Cisco Secure Firewzll Threat Defense it
Image Version: 7.3.0.1676 b
Instance Type: Container ]

@ Before you add the first container instance, you must reinitialize
the security module/engine so that the disk has the correct
formatting. You only need to perform this action once.

0K Cancel
a) RALgEEAR.
WAL R I LR H0 5 | B T IC A R A RN s AR 0 MY I IE 2 P A 0 e 45 A B o
iR WS INE G, ToiE U A4 FR
b) XT84, i1k Cisco Firepower Threat Defense.

) IEFBRIGARA .
d) EPFELGIAE. FIH/OAKM,

Al ST 2 AR 5 TR I T 205 (CPUS RAM FIRERE S (A]D ,  PRUAN ] 22— A b i
Blo ZREF AL A 22 Wy 5 | BE G, DA AT B2 e 2 AR Sl

e) KUl (OK).
Jit o o I - B A AR

$I®B3  JEITEIEIR O (Data Ports) X1, K5 i B Bl gs B4 RN 1 .
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Overview Interfaces QLTINS R Security Modules  Platform Settings System Tools Helf

Provisioning - FTD_Instance2

Standalone | Cisco Firep: Threat Defi | 6.4.0.42
Data Ports -
Ethernet1/2 <

- Ethernet1/3
Ethernet1/3.2
Ethernet1/6
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/5
Ethernet2/7
Ethernet2/8

Ethernetl/2

) — [ @

Ethernet1/3.2 FTD - 6.4.0.42
Click to configure
J

Ethernet2/3

T AT 7y BESEHT R4 1 (Interfaces) BT _E R HY A0 EE A 3R =40 000 Rl e S/ 24 A B bl i R
AR B I e 1, S RCE P k.

BOAT ) — AN EEF LB e 2 10 DRI ERR O eAh, WU RSN R D R R 2 14
BB BRI O DR () &,

FLATREE 55 3% ThAE (o AL DA R B bs s : @ o P Reses dik, {0n] 8 T AR 1)
MifEo5 g ohae G2 & B0 BCESRR) o REPFSRAT A DR BEAE T F YT TR AR SR AE 32 VX2 TR13
Byo FEFAF BRBEPF R A RN, BT RETT T A R I . R EOR [N 23 BE — M 55 B 0]
PPN, WS — 2B SR, AR ORI I . BT A 55 e, B
SRt R R, AT AN

s ok J A O R A AR

RGO B EAE, AR ZEHE T EC EAIAG T | SR B . I BB U T I A 8 A
WA o O T SeBLER AT, AT DUE N ) CLI BC (1K 2 i

E—#%15 B (General Information) J{ifi I, 5Em T4 #RAE:
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nease

Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2/(%

General Information  Settings  Agreement
———

Security Module(SM) and Resource Profile Selection

sMi-0k. | | SM2-Empty SM 3 - Empty

SM 1 - 78 Cores Available

Resource Profile: Default-Small o

Interface Information

a)
b)

<)

d)
e)

f)
2

Management Interface: | Ethernetl/4 .

Address Type: IPv4 only Rl
1Pvd

Management IP: 10.89.5.22

Network Mask: 255.255.255.192

Metwork Gateway: 10.89.5.1

-

0K Cancel

(X T Firepower 9300) fEREEHGESE T, sl T I HB G 10 2 i,
XAl 1RE RIREE X

DR JE rBE AN RO BRI R SCAE, WISEBRE BB g, X AT RE R KLY 5 2 Bl IN ) o

pE s P SR i K AN TR R SO 23 e 4 ST R sl PR TR g S, SRSk 65 B b
UL SCPFAIRD, A3

1. rhireET
2. CREBrRCE SCIF T LS N B B
3. EHTEELE T,

EREEEO.
U R T S R A  BR DV TR A B

TEFRAS PR I H 2R Y. () IPv4. {R IPV6 5% | Pv4 #0 1 Pv6.
fi B IR P Mtk

T T g E— 1P Hbdilk.

i\ 4 AT R BT R
N AT PSR

FERBEILIR F, S8R HI#AE:
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Cisco Secure Firewall Threat Defense - Bootstrap Configuration (2%

General Information  Settings  Agreemen t

Management type of applicat FMC <z
Permit Expert mode for FTD SSH yes v
Search domains:

Firewall Made: Routed b,
DNS Servers: 10.89.5.67

Fully Qualified Hostname: td2.cisco.com

Fassword:  ssssssssss

Confirm Password:  sssssssses

Registration Key:

Confirm Registration Key:

CDO Onbeo;

ard:

Confirm CDO Onbeard:

Firepower Management Center IP: 10.82.5.35
Firepower Management Center NAT ID: test
Eventing Interface: ~
0K Cancel
a)  ATAMS], ERRASRGIRERAER T LIERT, L8 FMC,

b)

¢)

d)
e)

2)
h)

AHB SR SCHF B LA AN G . BRI S, Ok U PR R

NP A FOL 1Y Firepower BIBdhl 1P, A0 RSN B R0 TP Hihl, 54 7B
Fi4%, JEAE Firepower EIEdhi NAT ID (Firepower Management Center NAT ID) 7Bt A
14,

BT Lp], RS RIF FTD SSH S1EERIRI (Permit Expert mode from FTD SSH
sessions): 72 (Yes) B (No)o L EBIAXIRL sl shell i 1) B DUAH £ S B v 9 i s A
738

XFF TN, A R (Yes), AT LM SSH 2l IR 25 % S5 (R ASUBR F - vl DABRT N
L, BRI RR (No), HAMAH M EXOS CLI Vi) 25 2% 5245 A B a] DU N
SRR AT BGEFER (No) LAbIs 5245 22 1] () B 55

DA TR PR 25U BB RS AR S D\Eiﬁﬁ%%%‘%ﬁﬁﬂ‘, AT A 2
AMBT, A BB CLI TP AEH] expert fir4.

MANIZ 5 My R AR R .
HEFERE KIEARE: B AR ER .

FE AR, UM BT AE AL A 19X 258 )i P SR Ao B W 5 (R RE A VAR AN TR
TR L. Sy, IEWIRE KA 2 JRBT K, TR AL B B Bk B K
B AR 2 B T M A (A 2 R A

RGAAERT IR B B By KA RS E NG SREF R E, WAL E.
NSk y R L) DNS BR% 8-
B, wilige FEA0 T4, W B 4 H DNS.

BN BB e 2 REEN A
o AT HYITR]) EEAE A B RO R e 2 TR = R SE AR 4R
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NN

Qs

FER10

JRY TR Y ]

X X g

w0 00

wmammes

DU E IR BN T 1 2 37 NP L AN SR AT 5 s g BB i, 75 A4 2
ol EAAH IR 3EH
) R AR R E 5 P T CLL V5 0] 1) RS
j)  EBNZREHMANESED. WRAEE, RIS ERED.
ez 1 ngitiae S Firepower SA-HE 1 .
k) XS TASEE, AR R ENERRANERZR.
T EAEREAT S TLS I s, JF4e m e se M m im  tk ge BOAS UL N b Ihag . &
B2 W RN ARG 16 A5 F TLS N8 s 452 AR sz n H b o g . B
B BL 5 1% AT IR s DU 1 4 B, i HTA show hw-crypto fir 4.
TERBORTR b, PSR e 2 0 VPR B0 (EULA).
M TE (OK) S8 P B X IH AE
M fR7F (Save).
MUFEIE I B 3R e AR, TS | R I R B 11 1A 0% 4 3 FH S B R 8 B R B 4%
1riB481% % (Logical Devices) i, AHEHEHEANIRES. MR AH IR R TELN,
A CAFFAATE Y. FH Hp G 20 4 S

System Tools Help

& Refresh | | () Add Device

B7% (40 of 46) Cores Available

&|\F|| 8

Status
@ online (<4 ®)] .*t (A~

WS B BCESR R U AN A e, IR A B .

N IR S AT A T

MM Rl P (BRSO et ) AR ] PG, AN AE FXOS L . (H4 T kB pL
R BC e PRI HES, WSO AR

FHia Z |l
TS vl PR R ER 400 56 31 0L,
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B =xsmmmEmes e

LI

$IR2

UK

AR A3 1 7 Be 2 8 A AR e o
N B RS AR BE 70 e 1 e 2 MMl

XU ] T AT 2 AMHUARZ [ i) ol VR VR A . JRA T UK — A 10 GB Hdli 4% 1) T4 5 1
PR AIRAS BERG o W RGBT 1, T DU SR (K e e B RS BB s DRAS BB 7 2411
W . ANBERE T BSR4 1 ] Tt 12 RS BE G o BATRBUEAENUE 2 TR A — A
Bl IFHAKE 7] — 9 B i AR ff e £ 1 b i e e i 4 1

XTI, SRR R R AN SRR L T JRAT TS AR AL 11 Y EtherChannel 161 T
B, IR S BT R D DU VRS e A ki . R R, AU R SR I R T
AR SRR B . AR D P DR R B, SRR e (Bsg D) ilE
R

a2y Sy S L I DEE R R T VI DR

WRAEAE R T R T PG R B e 1, SRR B BT S SRR AR BT BT
e

B BB EZ AR R & L&D

AT DAE S B B B RE A P OB U B 1, BB R A A . RS, ST DAAE AR
SHEEZ AR

VN OB 10 B ok A Ao FH 2% 10 ) J Pl 7 80 TR PR S g S o EI IR e A SR v A P R e 1 2
WL . AT DA E R m s A P AR AL E S R, AU, NAT. SSL. S

M. VPN. DHCP JIk55#455 . 51 H 22X 5 ASZ M. & 0] LLgwi O 73 BL ¥ EtherChannel R
TIORER, MAEIE 554 BUCESR AR B O BT RIS

I 12 ORI R 5 1222 1 A SR A

FHia Z |l

o IRPEECE YR, 28 38 TUAIVN N EtherChannel (i 1iliE) , 25 39 WEE B, i
JAF{A] EtherChannel.

o QU ARAESELE 2 BC R N N 2] EtherChannel (1140, BRINE DL NPT B D BLBA 285, W)
TS N R A O A L 1, AR5 PR %% 114N N 2 EtherChannel . %7 [#) EtherChannel,
0] DLRE 5 % EtherChannel 47 211% 45 .

o U B EDR A Pl AR 1 R 45 B EtherChannel, W75 22010 22 /0 AT 1 AN 20 BC 00 1k
S1% 1) EtherChannel, $RJ50RF 24 fir i B 11450 EtherChannel. BT S8R 2 (2R
HOESSEERHES) , JFHA EHPOPFERPECE S, Lo CHATBOE /RO R
$ 0¥ N3 EtherChannel.
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management-center-device-config-74_chapter8.pdf#nameddest=unique_218
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surmpazEies oo i

o NPT AR R R L, TR ORAE T A e S Ine R iz 1, SRR AR B R TR DR .
BATEBOCAE LR/ Bt LS 1, AR5 PR BN B B sk . R, B
PR PSR OGP PR T m, - R, e TN S m % 1 A

s EZSBIRT, BE AT AR A vian ARIC I AN TR T, I BRI L B
HACE (F5nameifconfig) , X5 MM E BT 4 ZH D . BUNARCE, winra,
MR SO RSEA,

UK

1 NG BLAs T, PRI & .

sy A ) 4R bR A RS A B

3 A B S 1 DX B P TR B 4 R A S i 1
THZIMERAERTHE 1 .

Ethernet1/2

Ethernetl/s

ernetl/8
Ethernet2/1
Ethernet2/2
Ethernet2/3
Ethernet2/4
Ethernet2/5
Ethernet2/6
Ethernet2/7
Ethernet2/8

R B L

X IXEESRR R L, ARSI A, S HO R B

a) i S O A B B AR

b) {EEMUERERILIR L, AN HdIR ik EmEn.
¢) fEREBELLIR L, WFRyRTEEHNEGHED.

d) rh#E.

A SRS SR B T TP Sk, MUAE AU S B B A TP Ml e R)R & > IR EEE > )]
BIRE. CEEXET, BE P Hihk VLA S i & .
R TF (Save).

[l A B R

a) ToRBEHPDL.

b) RIREFRIE & (Devices) > & & &8 (DeviceManagement), JF /il B Y4411 4wig ()
REBINIEPEIED (Interfaces) TUI
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s EEO (Interfaces) T 45 L 7 R 4% & (Sync Device) #4411

Rl 2 5, T LAFERED (Interfaces) WUl LA RN L0 (Alfg, R ORE CRAETER. md
AR TREEE USRI EY.

WERTHRIMIBRE: O, 1S F AP AT A8 Ol & N IR B O AR i .

T MR MR TR 0, el A IR E . ZEMIER 08 0 s T AE o, K a S e
WL REERE . Wbk Wos e 8- IHE: O a4 & .

A IEE 24 (Validate Changes) LA {4 S 41 122 11 58 S0 16 2

D DA AR, D) B O I OB e AT 4

iR TF (Save).
KX SR E > ARE .
HPR ARG A ERE, LRSS E BT RO B . AERE S )n, AR

ST 2 NGRS b, @ EEEER O (Data Ports) DX sk A U i B A #z ORI /0l i 1 .

Data Ports =

Ethernet1/2

Ethernet1/5

Ethernet1/8

Ethernet2/1

Ethernet2/2

Ethernet2/3

Ethernet2/4

Ethernet2/5

Ethernet2/6

Ethernet2/7

Ethernet2/8

Port-channell

Port-channel2

T8 rlRF.
PR FHRAE L hEREEE N

ERR Y HES 8

A BL R R B N I &

UK

SR AF IR G R Telnet HEHORER 2L CLLL
connect module slot_number {console | telnet}
PR RA SR LA LRI B 245 1%, W 145 dot_number .
] Telnet FEFEIOL LT, R80T LRI AT e 2 A5 1, I HOGEHad FE Pk
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$IE3

B

TP

Firepower# connect module 1 console
Telnet escape character is '
Trying 127.5.1.1...
Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

R BN IFERI 6 o

connect ftd name

BTG LB, AT HIRI a2

T

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console...

[...]

>

JE Y #H6 2) FXOS fik CLI.
o MBI - HN exit

&[] FXOS CLI [ #5482
REEH &
a) HA ~
RO IE H 4 Telnet W
b) EEH Telnet N, 5N

telnet>quit

iR Telnet &iF:
a) A Ctrl-],.

G |

enter exit to return to bootCLI
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B zsssnmeiz

B EF R A RICR

DigE RIK B | mIK B ¥

il B 1D
BB B AT HE RS | 6.7 e HURTBLAE AT LR BP0 1 1247 B IR 25 5 Bt 1 ) B B R I
LY BR8] 1 Ao HHT, HEFXOSEHIRSA “iafr” HAREsRE N “istr”
k7 PR AT “asAT7 IRES, AN RE B N R DR ERIR A .

FBAT N B R, BB FURT e BRI A N ] T4 B
Wbt “Up” WERARGES, BE AR A3 B BAE <P e (¥ BUins 1a] i) £k
ff “Up” &, 0T WEEE, IRRESALR e S EE Rk,
DR A A8 v s T BESS AE 75 ) T LUK B R BT i M 9
Sk . ZIREERV SRS IF AT 7E FXOS HZ g R i &%
e

pa 3 ERE. Aok B4 Radware vDP &4 (1 BUWrBL#E A
SRR IIfE . HRAh, ASA R R IIfE.

B AE T Firepower HLAE & L2 fihs: B4R E > BRI

B AE ) FXOS fir4: set link-state-sync enabled. show interface

expand detail
X AR SIS A P | 6.7 1T TS IRAE W] CATE S BB 180 2 st AT Aoty s/ TR,
L 1Y B AR T S 5 s . .
RIS WG IEEPA_L‘» Bi%E: Z% (System) > TE (Tools) > &3/ E

(Backup/Restore) > % &% & &1% (Managed Device Backup)
B B CLI fiv%: restore
YHFIEA: Firepower 4100/9300

P 23 THEE FXO0S 2.9,
SRR O B | 6.6 A=y B ZSIBIERRC AR, I T IR SRR 1 % VLAN 1
VLAN F#: 1 (R Z B TP REANEREA T B — AR B %, DA VLAN FHE 142
SEAGIAg D BET —Fh AL e B SR K AT PR Ve A ] UM AREANSERE S e 1K)

EtherChannel. IL{E RV 2 MERFET,
B ME T Firepower HLAH & FE A% 25 5101 -

0 (Interfaces) > FRAHED (All Interfaces) > $1# (Add New) 3%
> T 0 (Subinterface) > 2! (Type) 7

PRS0 EXOS A4 set port-type cluster
R 95 FX0S 2.8.1,
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paganmneiez ]

Ihie =K B1E | RIK BB |iEE
s B 1
Firepower 4112 -t g | 6.6 = FAES T Firepower 4112,
Wi R T3 FXOS 2.8.1.
LGS TLS Jin | 6.5 (A= HIAE, 7F Firepower 4100/9300 bL%ﬁLﬁﬁ%’hﬁ%ﬁim (mZ167) L%
S T FFTLS s bk, DARY, RSy 22 405 |8 LR by — AN 2% 5248 J )
TLS % i .
FLBIERIA A B Th R . B, FHRASLEBAT SLp) L3 Fl . AH
B, 1R enter hw-crypto 1 set admin-state enabled FXOS 14
PG ) Firepower HLAS S FI 852 BT .
BIRIRE > RINRE > 8E > BHME Fhgp
iR T FX0S 2.7.1,
o G A 6.4 i FAIHEH T Firepower 4115, 4125 A1 4145,
Firepower 4115. 4125 - J—
24145 [ R % FX0S 2.6.1.157.
Firepower 9300 6.4 i SINT LU R =A% 4B SM-40. SM-48 il SM-56.
SM-40. SM-48 1 SRR e 26.1.1
SM-56 4% IR i 2t FXOS 2.6.1.157,
YAFLE [F]—> Firepower | 6.4 fE YEINAE T LALE [F]— Firepower 9300 | 7] IS %58 ASA F1 @i 1 32 45
9300 A AT W&o
ASA I B BEDe R T3 FXOS 2.6.1.157,
SCREKS SSL ARG i ] | 6.4 =3 TSP AT LU T TRy 2 45 | b (1) — S 228 92491 (1) SSL A4 ke

TPy A | B L) —
A BT 2 2 S5

SSL A1 hnide 45 H] T HoAth 22 s 5249, AHA ﬂ% T ARSI
A& M) FXOS 4 config hwCrypto enable
FNBICGRONES

Pk s i 2 FXOS 2.6.1.157.
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LigE BRI B

Hols

AR BLAf
B 1D

#fh

Firepower 4100/9300 I~ | 6.3
JEJEM ST () 22 A Dy

(=S

TEUAE T AR A 22 A5 |3 B B8 2N IR IR A, R RIZIR A Al
BB AR S LAY, AT S BN AH Y ] 54

SRR RS P 1, W] LLZE FXOS i VLAN 7410, & n] L
FEZ AL 2 AL 1. WA BE SV 8 5 SUREANSEBI R PERE

BT LU I AE 2 AN ST AU EAEH]— SR Sl . ANSZRRSR
Ho

iR RUESEIL T ], (B2 526 Dhfe S5 ASA 245 sl
ST 18 22 15 A AN AT
B MG U A SR AL
CIRE > IREEE > fwIE Kb > O %R

BB Y Firepower AL R 2% 52 FLII:

. Bk >R E&

B0 >FAARED > Mg Moy > 70

s EO>fEREQD > L8

« BEIRE > RINRE

* EHIRE > Macith

cFRIRE > BREEXH
B AE MUY FXOS #ir4: connect ftd name. connect moduletelnet .
create bootstrap-key PERMIT_EXPERT_MODE. create
resource-profile. create subinterface. scope auto-macpool. set
cpu-core-count. set deploy-type. set port-typedata-sharing. set prefix.
set resource-profile-name. set vlan. scopeapp-instanceftd name. show

cgroups container. show interface. show mac-address. show
subinterface. show tech-support module app-instance. show version

YHFT-E . Firepower 4100/9300
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paganmneiez ]

The =K B1E | RIK BB |iEE
s R i
Firepower 4100/9300 [{] | 6.3 = BRIEDL T, SRR HIRE R 127.2.0.0/16 M4, 75, ATLAAE
ST B T e X FXOS i B AL B S 4% . HLAIRIE HLAE ID FH3dihl ID 11 304 i
1P #thhik: AN AR LR R % 42 11 TP Hihik: 127.2.chassis id.slot_id. {Hf%, %
U ) 2 FHE AN AU 127.2.0.0/16 Yl . Kk, ESELAERT LA FXOS
HHR AR R B B A o R /16 I (BR[E (127.0.0.0/8) A4
% (224.0.0.0/4) HHEERAM)
BTG UK Firepower ALA 5 FH #5% 32 4. 177 «
« BHIRE > RMEE > EEBER > CCL FM IPF&
B ME K FXOS fiv4: set cluster-control-link network
YHET- & Firepower 4100/9300
SCRARAFA T 148l | 6.3 B PRAE T LLUE S A 2 52 Etherchannel ¥& % “ /1”7 LACP Bz ak
Etherchannel “fREE7 B, HABZRM Etherchannel {37 4F “ 17 Bix.
/A& U Firepower HLAE 7 B 2% 52 BT .
< EO>FEED > HiERNOEE > &R
BB LK) FXOS #ir4: set port-channel-mode
YEFT-E . Firepower 4100/9300
SCRE B BAE AR | 6.2 =3 RAE T LA J2ps5 A P9 164 A 1) EtherChannel
1119 Etherchannel YHT 4 Firepower 4100/9300
X6 A B B AR AR Rt | 6.2 L33 RAE, ST LI sl o o7 4 J HIATLAR (A1 ER A . 7Ede 2 6 MHLAE e 22 1T LA
ITHLAE T AERE 55 6 M,
PG Firepower HLAS S FI g8 B .
c BERE>RE
Y4 Firepower 4100/9300
Firepower 4100/9300 _E [ 6.1 R A SA T i DR UL B 7 BT PR TA) AR B/ 42 O 2 TR B o 7R R A B
o} BT S A5 0 4% R ) A AR, T BE T T R X A
P55 8% S FE

PG R 5 <

* %% (Devices) > 1% & & 18 (Device M anagement) > £ 1 (I nterfaces) >
YmEEYIIRIE D (Edit Physical Interface)

YEFF-4: Firepower 4100/9300
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I &E =K B2 =K B |1EE
Al R i
P ERER IR IR SR 3 | 6.1 (A= A BB N bR BRSO S PR R RS AL FR IS, BT
Sl LR 2] FXOS MUAH A% WIRAE R S o BEBOIRASAR IR RIS, M IBE
B — AN LW T IS), AURERE B 3098 T S IR ORI 28 — AN
Bz ) FXOS fir4: show fault |grep link-down. show interface
detail
YHFT-E . Firepower 4100/9300
% FFAE Firepower 9300 |6.0.1 1= Firepower 9300 SZRFAL T Jal bk B 480 N HPAT HLAH P EETE
*iig fﬁgﬁ” BT Y/ B0 Firepower LRSS 81 4835 LI

- ZERE>EE

B ME L) FXOS fir4 . enter mgmt-bootstrap ftd. enter bootstr ap-key
FIREPOWER_MANAGER_IP. enter bootstrap-key
FIREWALL_MODE. enter bootstrap-key-secret
REGISTRATION_KEY. enter bootstrap-key-secret PASSWORD. enter
bootstrap-key FQDN. enter bootstrap-key DNS SERVERS. enter
bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower. enter ipv6
firepower . set value. set gateway. setip. accept-license-agreement

YEFHIF-4: Firepower 4100/9300
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