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Wb ik S5 as i L. AT OREC BUE DI RERITEAR 5 B, 1§20 /£ FMC i B FTD _EJBCE AnyConnect
AP BRI,

FHia Z |l

T LS A B rbo0 R g1 AN 7.0 B AR C B T e . an RS THRRAS Y A B by, mp
LA A FMC 3E4T Firepower B 97 111 =12% AnyConnect VPN 528 i 136 BA 4 ] FlexConfig 1
ATHCE.

UK

IR K2 N O A A Bh SR 7 bR IE
a) W IRE > mi2iE.
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i) s,
T3 WAFCRCE N BE Watk, S5 A RTE, DR .
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T—F M4
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£ BRI 1ED
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PES mdifE (OK),
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A DU R MRS L . w720 A TPv4 AT IPv6 MRS N 22 /54N
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A THEH] 116384 Z MMM BN E . 752 & WA L LRI RN, 16 4F 5815 78 220 10 nJ DU 4
5 IP Mk, A GEANME R, 1S bk,
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T. N. GN. SN. I. GENQ. DNQ. SER.
use-entire-name
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o
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NAC-Settings S (141 |5 ¥ NAC %% 4T
NAC-Status-Query-Timer 90 | ¥y A 30 3] 1800 b
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PPTP-Encryption 20 |4 LIk i 1=2EM% 2=40 47 4=128 1
TR 15=40/128 {7 N3 /75 LIk
PPTP-MPPC-Compression 37 | ek Bk 0= A5 1= R
Primary-DNS SCHF (S FREH HE IP ikt
Primary-WINS SCRE|T TR HAE IP Hhutik
Privilege-Level Sk (220 | aesy B ST 0 A1 15 2 TR
Required-Client- Firewall-Vendor-Code Y (45 | Y =R RS (I ERHERE o) 2+
3 =NetworkICE 4 = Sygate 5= HEl R4
MNAZ B 2 4 AARED
Required-Client-Firewall-Description R (47 TR g FRT
Required-Client-Firewall-Product-Code WEE |46 | g Al BB RGN T 7
1 = BRI R B2z 42 A QR R %
Zone Labs ;= ii: 1 =Zone Alarm 2 = Zon
3 = Zone Labs Integrity
NetworkICE f#/f#: 1 = BlackIce Defende
Sygate F%fi: 1 = Personal Firewall 2 =P
Firewall Pro 3 = Z4fCE
Required-Individual-User-Auth R |49 | PRy 0=E%H 1=2)2H
Require-HW-Client-Auth THE |48 | kA iR 0=0CZEH 1= 81
Secondary-DNS |6 FARFER LR} IP Hhhik
Secondary-WINS |8 TR LEEEN 1P Hihil:
SEP-Card-Assignment 9 B LER[E) AAE
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B& R B | B | 1B IE/SEE BENSE |RASRE
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Session Subtype SCRE (152 | gy LA 0=TC 1 =% 2=%) "% 3 =&
Session Subtype [¥]1& FH 4% {5 Session Type (]
PR LU NME: 1. 2. 3 4,

Session Type 151 | #egy L) 0 =751 = Secure Client SSL VPN 2 = Secure (
IPSec VPN (IKEv2) 3 = J.% )" iifi SSL VPN ¢
F i A AR BES = JBE VPN 2% /5 (IKEvl) 6
LAN-LAN 7 =IKEv2 LAN-LAN 8= VPN fi

Simultaneous-Logins |2 B HAE 0 31 2147483647

Smart-Tunnel SCRE (136 | SEAF R LA B e BB 1) 44 Bk

Smart-Tunnel-Auto LR (138 | dgg A 0=0C2%H 1=82)aH 2=831)33)

Smart-Tunnel-Auto-Signon-Enable SCRE (139 | AP LA FIRehEIE B AR ATIIR (R4

Strip-Realm SCHE 135 (A /RME FAH 0= 1=CHA

SVC-Ask SCRE (131 | £ AF R LA 0=C4EH 1=CRMH 3=HHBRIMRS 5=
W% CRAEH] 2 70 4)

SVC-Ask-Timeout SCRE (132 | FAH 5 % 120 7

SVC-DPD-Interval-Client Y | 108 | sk LX) 0= 5-3600 fb

SVC-DPD-Interval-Gateway S (109 | sgy LAY 0=) 5-3600 Fb

SVC-DTLS SCRE (123 | gy LA 0="45t 1= IEHf

SVC-Keepalive SCRE 107 | FAH 0= 15-600 F

SVC-Modules SCRE (127 | AR LA FRE B 270

SVC-MTU TEE (125 | 4% A MTU 1§ 256-1406 775

SVC-Profiles SCRE (128 | EAF R LA FAE (ACE SO 2RO

SVC-Rekey-Time Y (110 | sy e 0= 25 1-10080 434

Tunnel Group Name YRR (146 | 5 LX) 1 5] 253 MNERF

Tunnel-Group-Lock SCRE (85 | EAFHR FAH BRI 44 FREk “none”

Tunneling-Protocols I | A LX) 1=PPTP 2=L2TP 4=1PSec (IKEv1) 8 =L2T

16 = WebVPN 32 =SVC 64 = IPsec (IKEv2)
HF. 0-11. 16-27. 32-43, 48-59 &
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BB B | B | EIE/FE BENZE |RRSE
il | 4R S
Use-Client-Address 17 |45 /R1H HAH 0= 1=)8H
VLAN S (140 [ty Bl 0 5 4094
WebVPN-Access-List W |73 R g 7 [a) 4| 2 44 FR
WebVPN ACL SCFF T3 | AT FLAE % L1 WebVPN ACL [ 44 F§
WebVPN-ActiveX-Relay S (137 [k B 0= DA Otherwise = T
WebVPN-Apply-ACL SCRF | 10214y FLAE 0= 1=2hH
WebVPN-Auto-HTTP-Signon SRR (124 | ERF A g
WebVPN-Citrix-Metaframe-Enable SHE 101 | s PAAH 0=C%H 1=02H
WebVPN-Content-Filter-Parameters W | 69 oy A 1 = Java ActiveX 2 = Java A 4 =g
) Cookie
WebVPN-Customization pa AR E T L) EEEDAE A s
WebVPN-Default-Homepage YHF |76 | R <R 5} URL, #1201 http://example-example.com
WebVPN-Deny-Message AR B BT (% 500 45
WebVPN-Download Max-Size SoRE (157 | 4% Pl Ox7fFFEFFF
WebVPN-File-Access-Enable R |94 | ALY 0=0C%H 1=8H
WebVPN-File-Server-Browsing-Enable W96 | d PAH 0=CZH 1= H
WebVPN-File-Server-Entry-Enable HE 95 | HAE 0=C%H 1=08H
WebVPN-Group-based- HTTPHTTPS Proxy-Exception-List | 57k |78 | 4 BAE IR ALAT (*) 1325 73 f¥) DNS/IP
*.cisco.com. 192.168.1.*. wwwin.cisco.cc
WebVPN-Hidden-Shares 126 | ds ALY 0= 1=mal§,
WebVPN-Home-Page-Use-Smart-Tunnel SeHF (228 | sRME B LR CRLTE 7 3 O b
WebVPN-HTML-Filter S (69 |k W | = Java ActiveX 2= A 4= (% 8 =C
WebVPN-HTTP-Compression ER (120 | #g A 0= % 1 =Deflate [E4d
WebVPN-HTTP-Proxy-IP-Address SF | T4 | e Hff &5 4 DNS/P 1, 4 http= 5k https
411 http=10.10.10.10:80+ https=11.11.11.11:
WebVPN-Idle-Timeout-Alert-Interval S| 148 | Hg Al 0% 300= 281,
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B EiRh |BIE |1EIEIEE BENZE |ASE
Bt | 4R S
WebVPN-Keepalive-Ignore | 121 | sk PG 0 F 900
WebVPN-Macro-Substitution H (223 |45 Ay TR
WebVPN-Macro-Substitution H (224 | 2% HAE TePR A
WebVPN-Port-Forwarding-Enable R |97 | Ay 0=C%H 1=02H
‘WebVPN-Port-Forwarding-Exchange-Proxy-Enable | 37 | 98 O A 0=0C%H 1=2)2H
WebVPN-Port-Forwarding-HTTP-Proxy |99 | PAAH 0=C%H 1=02H
WebVPN-Port-Forwarding-List YE T2 | A ity |V R B 3R 24 Bk
WebVPN-Port-Forwarding-Name YT | FAAY TR AT (Flhn,  “Corporate-Apps” ) o
WESCACRE R T % ) ] )7 £ 0B ERIA T
“Application Access”
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B @188 (Director) - AL — MY T . ©aEd PR 2z man gk, 15
'3% VPN & ih e g%

TS AT P B IBERRES B TN DL, RSN ST . Ay
AR SR GBI RIE; Cn DAER &2 DI, Blln, U3 m & & s,
AN BB R ST, SRR

* X5 (Members) - 2171 BR 3 1) #% AN & 39BN G . BNTA S5 M@yt f S fe 8
A VPN i#$:,

MESHREWRE , 49 7.

VPN £ 8 1a1%iRY 0 & 5

« S5 (Certificates) - MRS (9E-1945 31 0 & YERE T2 1) 8UFC 5 ) 45 1Ak 54 TP ek FQDN.
A, BRI EAS A G TR0 T (SAN) Sl R 5

* 28 URL (Group URL) - 7420 B SCPF s in VPN SR8 #5241 1P #ihik (9240 URL. fi5 €41 URL,
L AR TSR I 7 PR IS AL

* IP Hhdibith (1P Address Pool) - 2 % 53 ¥ £ e B — 1 1P Mk, J57 &% SO P
A TP

o PIE% IR e (NAT) Ji T AR50 26t vl DA D S B B i 21— B 2
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ER2IE VPN |

B == ven asmsnass

VPN £ 3% 18 4 ) 1 PR 1
* BRATEOL T8 VPN iyl fn il 08 B VPN Fiddifli .
o SUAT O AL E AL IR BRI et A RERAS In 2 S B 4l
o BB LI DA BB B
o JEUBITAE v T R A s T LI A B i 4
* W2 IR e (NAT) Ji T AR a6 AR Rl LU B s i 4L i) — 800

7]
o YN A B S ) SRR A R AR, Z BRSSPI RN VPN IE S E 5T . U AIFIRIE 3
VPN %%,

o BEG B LB Uik AT A AR AR (SAN) BUE AT »

B E VPN S11a%&inHiR 8

%\
5 3
0 ~

$IE9

$IE10

T LUA I VPN S 8417, IR0 B T BB AT B A A B QIR fnT DA E
TR S 5 WCE

i

P& > VPN > ;g (e

TR I I R V) i) VPN SR 55T 1) 4RiE .

st (Advanced) > 18197 (Load Balancing).

i B AR R & Z 8189 5131478 (Enable Load balancing between member devices) 1)442%H LA
S B 1

RYUATIT SAEEEE . ASEEEN T B8 N RITH &

WARIE ], 1R 4H IPv4 tehE R 48 1PV6 itk .

PEARTR & 1 TP HuhE Y T3 S i 2, 15 1) 3K 0 A N VPN SEHT IF I 1P M bk,
I E AR BERED o AUE RN DUR I DA e 4 X

WARH P AT RE D, P RR 0 o i i LA S R

G N AR 0T ) 23R R B 22 [R)BEAT A4 1) UDP i 1 o BR A% 124 9023,

JA 1 IPsec ANZE VIS T, A 5 1) 45 0 A 570 2 [ P38 15 38005 TPsec N

JEFH N8 i 2 A TR 2 A BT 3 ) 2RI A 2 ()@ IKEv 1/IPsec F#3H

i NFT TPsec MNZE 1K) MNZEZEEA S
R E (OK).

B E RSN EMIRE

VPN 237 i FoAth 1% B A5 FQDN Al IKEv2 EE5E 7] o
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| iz#2ipia VPN

P
PE2
PIE3
PR4
PIES

$IR6

TIE1

L8

FIE9

RESS5RENRE

mes5gsnizs

UK

P& > VPN > ;i iia).
sl BRI AR VT ) VPN SRS 55710117 4RiE -
mii &% (Advanced) > $1214% (Load Balancing).
WRCETERN, T BRAKRIEEZ B8 S8k 8E V)il LU H 5dd .
MIRE.
19T 1% FODN &ZEBIXFIRFM AR 1P UJHed s LhJE HIATH 56 4 B e 34 1 = E 1]
BRSO, BB A K 2ebs VPN A2 7 55 5E o) iR TP kb R 45 %5 ) it o
LEHE IKEV2 EE[ B —:
* £ SA B IIERR B E E [
* 7€ SA ¥IA LB B E 7 [a)

R E -
RAF S

B S 5B ER A E B W /E VPN Z3S M . AEBEa BRI VPN 3804, JFE
B ErE, WMRES 5 B%. ZKEER RS S LS5 7R3 s & e gt /e g
G5 OCGOBR, VA MUBAT AT RERCN R Ay, AR AR . (EEABRE A B %
I T Ao

UK

WP > VPN > migiia).

RGN VPN S8 5510 1) 448 .

miiEZk (Advanced) > £1##4%; (Load Balancing).

WA S 8398, 19 B R RIE & Z B8R T899 U1t LS 1 5 8as .

5 [l &% &S 5 (Device Participation) X & :

&S5 Moy H Tk fAEDr A VPN LS H PR A, o DARC B XS 4%, W iHE N VPN &
ik

a) I1JT Gagke ity VIGLH], DBt i H A8, AR5 s 4Rig .
b) HIABLHHER-

BRNTEOUR, BRIl 5. BaT I 1 2] 10 ik — AT
c) WIREANT NAT ZJ5, WA VPN 0 IP Hilif5 & IPv4 NAT o IPve NAT Hihl.
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sErgiisl VPN |
B ==mmmEa ven g ipsec g8

d) M E (OK).
FHIE6 15 iRTE (Save) LAMRAFZEFEY ] VPN HEHS 5 H

e & IF23E N\ VPN B9 IPsec & &

HEEREZFEE A VPN SIS E £ IPsec 1F 4 VPN WS H}, IPsec W E A TEM . &N, = LIFE
“OnEETT M7 MHEHE A H IKEv2. H RIS R, 1S RACE Vs ] VPN U7 4210, 5
39 Wi,

g2

FIE1 %P E > VPN > mi2if .
HUE2 AT VPN SRS H R, e ol 1 i 1) S s
$1#3 Ll Advanced.

IPsec B E 51 FAF s o Sf 2o (K] T LT RS o

T4 T E R 5 IPsec LI

a) DNEERRET - @B A TR EEH T IKEV2 BRI, 5 IKEv2 PR )4
B BB N W . AR I A WU, TSR E ISR VPN I WU, %6 50 0. AIAE
WrialiEO (Access Interface) H1, i (1) VPN SRS INEMIBRE: 4l AR, 1ES 0
Bl B FE VT i) VPN V5 Rz 01, 26 39 1L,

b) IKE KRB - 2 L% L Psec BhsCGIATEREN,  “IKE 5En&” TURNE 7 & H T BTik
VPN SIS T AT IKE SRS 5. A XREAME R, 1S i N VPN F1(1) IKE 5% , 25 52
o BRNUH IKE 50, 1520 BCE IKEV2 SIS %o B 1S RE 22 4% /7 i IKEv2
e NSRS = i hRE IKEV2 %5 7 i o

c) IPsec/IKEV2 &4 - “IPsec/IKEv2 248" WHAFE T LUEL IKEV2 23168 . IKEV2 24 KK
B IPsec WHEM NAT FEHERE . AXHMER, ESHECEZRY] M VPN IPsec/IKEv2 224
, #5553 0L,

PS5 LR TF (Save).

FL EmFZIEN VPN 025k g
XA M IPsec-IKEv2 Whislit4z [, K A S0 AE s mt . ni7eial#% 0 (Access Interface) 1,
ik E ) VPN SRS INE BRI DA . AOCEUE R, IS M E T Y VPN V7 H , 28
39 i,
UK
PR EHRE > VPN > iZIRiF ).
$IR2  MATH VPN SEREFIR T, e S8 o B ) SR .
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management-center-device-config-74_chapter32.pdf#nameddest=unique_1364

| iE#2iniE veN
sz veN mzsss [

$£83 iS58 (Advanced) > HIZERRET (Crypto Maps), L3P 1—47 31 i 4wig (Edit) LLgw i n 25 me
I T

$B4 kP IKEV2 IPsec 218 (IKEV2 IPsec Proposals) J-1E 356 5t 4 i KA T &6 B 473 565 31 0 285 SR she 1
PR P U R A AR A AT e i

$IB5 L FBAREREEN (Enable Reverse Route Injection) DL T A% 4% 1 [ 514 A\ 31 52 320 FEpE I 4 i
PR3 P9 25 R0 =L 5 B kR v

$IB6 EPFBAXPIKIRS (Enable Client Services) Jf45 & i 115 .
& P AR S5 R4S #e b2 ik HTTPS (SSL) Vi),  BASCVF e 4% P vt N AR I e R A T+ T S0 A
AHAL RN 2 SRS CSD. SCEP LUK/ i T it IR S LA SO/ T ke anRIEPERbIE T, 1480 %)
Uit 2% vt 115 o W SRAS S P i IR M s 4, P W JEIE T 8 e A5 7 i vl e g BT o] ST Ao
iR & AT DM S 78 ) — e 45 a2 471 SSL VPN AH [F] (15 11 RUERCE T SSL VPN, & h2%

IR IR, LIEERL SSL 4 IPsec-IKEvV2 % /¥t it F SCAF T %o

S

7 BT EEERZ (Enable Perfect Forward Secrecy), #R )5 ik #E4E%4E (Modulus group).

I8 L /T 1) OR BT (PFS) SRS INas AC 4 A AT o — 2R B P . ME— 21l B )l ORI AT e b T
JE SR, RIAT A AT Ol sk HLBGE 8 B2 A At o A I UL = R A 3 9. Rk %
BRI, R P AEE4E (Modulus Group) 413 H7E 1 PFS 23 1% H1I i) Diffie-Hellman %
GRS

PR T FAE AN IPsec X444 2 TR JR AE SL B 8 5 i ASKs HAH HAL 4 1) Diffie-Hellman 2 . Fi4E
Kz A Etsy, (HT B 2 AN B TR . AN AEAR LA VCEC AR 2 . e AR I RN
VPN [t & i Se RIS

* 1 - Diffie-Hellman 2. 1 (768 fifi%)
* 2 - Diffie-Hellman 2. 2 (1024 f7#%)

* 5 - Diffie-Hellman 21 5 (1536 {754k, Tk 128 S5 AHH A I g, A4l 14 k) o i
{EHIE AES N, iHME ALl (B mmgl) .

* 14 - Diffie-Hellman 21 14 (2048 {74, w24 128 M B PSR ALEAF IR o
* 19 - Diffie-Hellman 20 19 (256 R 4 7 BoRAN) .
* 20 - Diffie-Hellman £ 20 (384 {7l i<k 7B/ o
* 21 - Diffie-Hellman 41 21 (521 {7 fh £k 7 BokN) o

* 24 - Diffie-Hellman 41 24 (2048 £/ BRI 256 i ZH 741D

$IE8  IRCEMERREBERE () (Lifetime Duration [seconds]).

24 RHk (SA) A ) CURR S ) o i A I, SA SIS H A Z5AE YA S5 44 2 1]
FOHI R . W, FREIVIRREE CERFEEE D, IKE Wriistikec 4. (HE, ABd R, Kok
BEH IPsec 22 A IR A8 A= i J] TRCJEL NS B4R

[ RE 120 3 2147483647 Fh 2 [BIFIME . ERIES 28800 F5,

TR IRCESBEBRX/D (FFF) (Lifetime Size [kbytes]).
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B =i ven e ke e

i

Bk
#ii o

S0 %k

$EN iE

UEES

mieipis VPN |

B8 2 A RN Tpsec X &K 2 [BI/E 1% 2 A B B T nl @ L v i CBA T35 B opr) o
5E 10 3] 2147483647 TF W2 BIFME . BRAE A 4,608,000 TF75. A TG L A-# FH IR L

PLF ESPv3 & & (ESPv3 Settings):

IIEFEN ICMP $21%:H B (Validate incoming ICMP error messages) - #5275 % iF il i IPsec
REE R, FE AR AT ML I P ML) ICMP H R &

B “KRa2E” KB (Enable 'Do Not Fragment' Policy) - 52 X IPsec 1~ £ 8¢ 4 fa] A FE K H 4
f, XU LLE 1P RSk & T A9 A (DF) A2, $R)5 MEKEE (Policy) #1)3RIEFELL N —Til,

* 527 - 4E4 DF {7,
* Bk - 20 DF fi.
« WE - WEFIER DF 7.
Ve RS FREUERE AN B (TFC) ##E € (Enable Traffic Flow Confidentiality [TFC] Packets) - jii J1]

HEAU TFC Biffi 4, X Hn il BRI, 1 Tt s B B k. wT LAEA] Burst. Payload
Size M Timeout Z4UE 5 I 47 3E SA MREHLR R k4.

iR Jo FHAR BAR S5 M (TFC) Bl o aT B 1 VPN FRIE AT eIk . BRI, s T
TEC H AL, W ZH s b e & ) VPN 25 G I AN 23 70U A . 15 2 [ 20 S s = %
TR
o RIg-48E 1 3] 16 AT IR .
o I/ - F7E 64 F) 1024 FH5 2 8] (18
o I - $55E 10 3] 60 B2 8] A8 .

T E (OK).

B

L2 VPN iy IKE SR

B

W% FH A (IKE) 7 F T4 IPsec XS AREAT SR I0IE, PR A2 A IPsec fia 5 B LL & A 3l

AL IPsec ‘42 RHK (SA) FI# P BN . IKE Phpg B AN Be. 55 1 BrBebh g P4 IKE X354k

ol
SA,

i
K

)

LAREE, XTSRRI AR 2 B Boh 2l s . A5 2 BB ra IR, IKE oAy H gt 57
%t IPsec. PIANBY BEAE W i 342 N4 48 A o TKE BRI — 20 AN S 2544 ] T g JL 2 1) i1
D FERXTERR e A (JEE2) TKE RS S, RIFFLR IKE Bhrd. Uhoens s w4 2
TR 542 IKE Bhed o

PR

B zEiniE

B AN S B IKEv2 JH T4 A\ VPN,

VPN


management-center-device-config-74_chapter32.pdf#nameddest=unique_1322
management-center-device-config-74_chapter32.pdf#nameddest=unique_1322
management-center-device-config-74_chapter32.pdf#nameddest=unique_809

| E#imiE veN
mEimizia veN ke 55 I}

5 IKEvl ANJF, 76 IKEv2 Jr&H, Al UAE— /NS a2 AN ARl XS E 2R 1
B BB B I AT IR, DRI T B AN IKE T, (HAH BRI Z NAFER TS, Pl iy 21
J7 ERE S e, KT IKEV2, SRS RANYE @ S Il ,  HoAth SRms A 25 B B E 2K

MELE TR [Psec VPN B, S53E IKE 50

Hic B AN VPN IKE S

IKE SMSRAGE, 2 2245 it A48 ] IPsec BMSGHEAT BN & F 9T VPN IE & (199145 IKE K
W% . REAME R, iESREREAN VPN I IKE 50, 25 52 1,

N

AR UG R A T IE RN VPN ] IKEV2.

UK

P LR E > VPN > im0,

P2 AT VPN SRR AL, 4% BAE O BRI

$IE3 fiilim4k (Advanced) > IKE %/ (IKE Policy).

L4 RURIN (Add) ARTHIT IKEv2 Sl P8, SR IFTIY IKEv2 HEHE 48 € LR LI
* ZFR (Name) - IKEv2 I K144 5 o

* {5 AR (Description) - IKEv2 S0 {17 1% i3 Bl

© MR — M B R WA RIK (SA) I, LSEZAR T8 P D i 0 S5 AR LE AR 1) TKE S
I o

« £ EEA (Lifetime) - ¢4 0CHE (SA) B A3 CLARD 347D
* STEEY (Integrity) - IKE SR b A FH (1 001 S0025 100 e 3 vk S 38 4 o
* fn% (Encryption) - I FELEE 1 BB SA HTRI S8 2 B Bebh i) s ik,

* PRF #1%! (PRF Hash) - IKE S -4 FH (1 8O0 535 (1 D BE ML R 5L (PRF) 3843 7E IKEv2 H1, £
HJ LA XSS T 2R e AN F S
* DH 4R (DH Group) - f T in% i1 Diffie-Hellman 41 .

PIR5 Rl RTF (Save).

it & #2357 19) VPN IPsec/IKEv2 £

UK
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iz ia VPN I
i & F2i5 18] VPN IPsec/IKEv2 S45

HIE1 LR E > VPN > T i2i5iE.
FI2 AT VPN SIS S, 0% S5 U B (1 SR
B3 il &% (Advanced) > IPsec> IPsec/IKEV2 S4§ (IPsec/IKEv2 Parameters).
FIR4 N IKEV2 1B ELFELL TR
© BE X FREY B -8 PO SO AE TKE s 1R T AR IR A 5 5 -

* BEI-FOEEIIUHIE IKE Pris: TS g1 00 1P btk sl 13k 5 4 A O UE-15 DN
(ANZZSLHFF)

o P Hdib-{ifi FHAS e ISAKMP 54313 10 E ML) TP Hudik,
© FHLBFR- A ISAKMP G005 S BN 5E 2R 21k 44 (FQDN) » A RS EHL4
ik 44 o
o FEWTEXREIE LB FIBAN-2 SA FARUR I Nk i (0 5 1% SA IR ik B RS ANUCHCHY, o H
B35 P R 2A R i) o 2544 32 TKE 0. BRI 00 N 228 R 3% Ibam 40 .
BN R EEHS I SEERA SIEWARIE- T DS R S5 I 1N sh e R G 5 2 07 A Bh &
1Ee BRIATEOU N 25 H R IR AE
TS IKEV2 2 KB (SA) IRBEFE L FIEIN:

* Cookie Juif]-+& 11 [ %) S5 15 £ K 1% Cookie iy, AN SA KA 6L, 1Xn] CAFH BIBH L
TE48 )RS5 (DoS) Biiki o BRINEHL T, 4 50% KAl HI SA IEAE P f I 48 H] Cookie JiTif]. IEFELLT
iz*iIﬁZ*:

s BEX-15E BEIAEN Cookie & HBkEBYBME, X /&8 RVFIEAT PR 0B SA B0/ 4
b 3K AR AT SA TR # & Cookie Fiifl. JEEEH 0 2] 100%. ERIAH 50%.

LI TE R RS B4 % cookie T
o IR AR 625 B8 45 3% cookie i
o SVFIIRIHD SA BUR-IUHIAT LUBEIN TR 0 SA [y KB . WIS Cookie FUAIIC 44471, mTLL
WA T UL BRI Cookie STEHIMIE, LU SEHLARLIIAE XA 2E . BN 100 %.
- RYFRIEA SA BUR-BUE ASA | AV IKEV2 MERERI AR

$HIE6 N IPsec & EEFELL Nk
s REFETB S B -k 10 VR Bl e A SR P 4 Fr IR NAT %o X ARSI S 45 TP 43 7 [/ NAT
WAHIET .
s BIEmAEWmBETENL-EP LS PMTU (B KAEFIT) 2k, WE SA (4R
] PMTU 18] B -

EEEER-MA SA (AR 1) PMTU SN LA 72 0. AR ELE 10 21 30
Il BROMEA AN SZ B .
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| s&#2ipis VPN

FHIBT h NAT IRBIEFLL N L.

B E X Cisco Secure % P .

 RFFEIEH B T - WAL R NAT (RFFIEHN B 2508 NAT Ji ) (RIS 75 VPN 3
FEI LAY S A B ORI IF HAZ AT IPsec JiARAT NAT B, Affrhiidsi
TR o G RIEREBEIETI, TR C AR 7 SO PR )% 22 8] A (R DR AFIE AR 5 Z IV TE) R (LA
ALY, DR /R A TR SRS . BUE T DAY T 10 21 3600 #2210, ERINE N 20 F5.

o (B BR- 13 E NAT {RFFIERL G, YEEM 10 #23)] 3600 7.

IR 8 L RTF (Save).

B E X Cisco Secure %= [P ik

ERIAME K 20 F5.

ST A B RO IR A i FE SRR 2 VPN Sk ) NG i i i 4%
N, S B B 6 2 KK 2 [ 00 A B S o 7 PR DA AT LAAE 2 b 15 CLLUR e

REEBHLPAANREERHAEX

AT LAZE &I 152 Bf EZER
GUI SCAFITH B B X Ei A A 22 4% P GUT | B 2 XA AL 22427 ) i GUT
SCARRUE B/ R B AFIE R, 557 0L
Kl bR FTE 5 Fl 7€ X Secure Client GUI f# | H 38 &% P bR AT G
Fr. BB B br. 58 T
JiEIAS MR ST BRI VPN 206 | 22 4% 7 it (E 2ty e g L
B, AE&umik 4 LB A . FHA, 559 1L
il B 22 4 P APT 28 B e | A TR 22 425 7 iy APT 335 1
INAES XNV, 6l 1L
ERES T AR H e e a8 P e R H o LA i LR, o
62 1L
A AN 2 B R T A AL 7 Uity T LG RE T AR P iy R R , 2 62
Iy

REZ PR B E SR Fn R

— AR BRI

 GRAEH] CLI AR B R 1T 7.4 BOAEAT B g SCRCE, T4 FR O fE 28 U )

MR IX 2 19 5 S EL
© RS
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mieipis VPN |
B zczruazvmenmms

F 6: R & F P EEXRIRE

AT LAZE I PR il
GUI SCAHNH R A 5E X « TEAS I B e SCZ T, 2R A B A i o
T?ZTTU\E?UEE’JM H o

© W REGAL T BUR I ER, A AT A L GUI T
o FLLOT RAER ) P EEAT TR A . i -

< PREHE CERIED

* ANSAFAERIIR 55 2% 1 S o

* SEIYIHUH B

© AHACRFFE T IR .

U R B DA RE T IR AR 2 A 7 i (R R AR Qe T e, WU
THEA S R R e 3 H 0L I JRORE R (R ASTRR b5 3 ik
REIF, DMEZREEFIT. G0 Get text S52 =
I THPAT I

AR A5 B 5 SC o FEAT I B E SCZ R, 20T IR 22 A% ) i o

o [ SO G AFRB A 2 A P i GUI SCHF A4 ULIE . REAS R
ERG M EA, FEHX KNG HRENERER
G TRATIRNITEAFE R, ESH LRz e

J i B DL FR A

 WEREBRNAER, WEGTCEIER SR, &0
I 75 AR AN IR UE G R o

* MacOS AN SCHF I E S 4% ) i B R AT AR

HIEASEG I EN o A% P HUE4T— OnConnect f1—-> OnDisconnect i
A BRI, XL AT RES S B SLAR A

o A K BEHAT P ARG I D) RE
« BICTE B W a3 (SBL) GUI J3 3 OnConnect JHIAS

i Cisco 4%/ i APL (|« AL FE SR, Wi ARAEAE Bl O 08 OB A 1) 24 42 % )

BEHD A5 A NV S, 2 A N DR R A 1 A 2 UL
FIE X i 2R 7 * B E XAUET T Windows.
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/customize-localize-anyconnect.html#ID-1408-0000011a
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/customize-localize-anyconnect.html#ID-1408-0000011a

| iz#2ipia VPN

R e Tt T e o T |

BEXFAM LR 2R Fin GUI SXAFNHEE

sl L e U425 i GUI SCARFIE B/ 8 . B8 mT DL H & X PLRT s 5 BoR i GUI SUA
FFTA S
BHENX GUI STAFIEE

FLHE X GUISCAREGH B, T BLGRHR S I B e BnT LURDEHI R, DAERR R B e s
%iigm{%lgxo 15”&[]:

o O SRR IO TRRSS, B TS 150k R,
o ST LR IS 0 SR R TN B

Ak GUI SLAFIE R
B PHMS13 A 6 AT FH e A0 SR A i 2 4 20 7 i R R IRIBR A AT P R e A P IR R R N VPN
I, 22 A P YO 2y bR 1 DX B I T B S o PO AT o8 SCRF 128 M X ke
BRUAEOL T, 22 %0 7 i A 222
o R RVRFZ A P i 5.0, SRR S IVERAS AL SO Y )4
* X}F- AnyConnect % ' 4.x, #EH[PAM Cisco.com & JUAE S AR SO, 6L EAEF)
B,

e € S A% ) m GUI SRR B

FriaZ /i
it & — ANk Z AL FEUT i) VPN IKE 3R

UK

BIR NZ 2R P AL Cisco.com SREUIEAMM o 45 SCfF . 440, AnyConnect.po.
W2 A SRS B AN BB B 8 bR R

I3 HOH SR msgid XA ) msgstr FATH

LR A RAF AT

WIRS AIEDH AR i 8 O R

a) MKIKERE R > WREE>VPN > REEFIFEENX.

b) MHili REFXFFPHBEN

o) N HE A FRFIUE .

d) M BEXZEE ThyIE Y, &8 GUI XATER.

e) MIBE NRFIFRT, PN IR INEIERIE S

) sy MSE HEPER SO . SCREM SO R 4 B FE pos mo A ixt.

BER6 R H I SR INFE AL VPN SR

EiginiE VPN I}



E#2iiE VPN |
B s=vzszpumrnEg

a) IEFRE > mIRE.

b) TR VPN S0 (1 G bR

o mMili BR>REFFIHATEX > Ak,
d) sl + R

e) Aiili 0 (Add).

f) ri#E (OK).

FBT HHRTE (Save).
PR 8 L FBE > FE IS E RN IR & . BTG, TS

T—5Hit4

AF 2 P E o HREAEE, ES M BiF 2% imEE X, 563 .
BEXREE PinEfRFE %

H AT LIS 4 B A0 [ € X Secure Client GUT [F1br EUZ T Fr

3 H 5 X Secure Client GUI FJ#IbR EMEAE R, DAAEE BB Secure Client H 52 A% .
It 8 SO G A RRIA IS 24 P ity GUI U UEHE o REANEAE R G SCE AN, FF HIX 4
KNG, HREMMERGH A T REZMKXDFEAEE, ESH BRAaR ) i s B i fe
B o

i, R E e Windows 707 5 (1) 22 7 b, WA ZiEE44 FR A company _logo 11 1 3E UK 52,
IR B R SO SN INBNZ RN VPN S o U1 2R 0 B € SO AT AN A4 B, ) 224228 ) i 24
PP AL ES . HE, WEREE B SRR SAT SCPR B3 X GULL W B 5 SO Za] URATAE:
(R

JITA AR SO A7 B
* Windows: %PROGRAMFILES%\Cisco\Cisco Secure Client\res\
* Linux: /opt/cisco/secure client/pixmaps

* macOS: AZHF
WAy 17 72 % A 7 g G R PR

FHIa Z Al

Bt & — ANk Z AN FE 7 ] VPN IKE SR o

i

SRR A EFIY A B AR &
AR BEEORNANIER, W EMRTCVE R 7R o A8 FI b s s 73 A Ve 46 AN B UE UG R/
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/customize-localize-anyconnect.html#ID-1408-0000011a
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/customize-localize-anyconnect.html#ID-1408-0000011a

| iE#2iniE veN
ERrssrnrsts rnsms ]

AR FRRANINTEAE R, TS0 AR a5 e PR .

P2 QIEBI 2 A% i 1 8 5.
a) WKL R > WREE>VPN> Z2EABKBEEN .
b) miih REFPIHBEEX
ORE IZNENED SOE R o
Bk B SOG4 FR S 2 4% Pt GUT SCAFR LA . A 0 SCE A TN G B, 163 B R4
U B G FR R
d) N BEXZER FHgEY, 1k BfRNEG.
e) M EE MRFIRPIERETG.
) il WUEE JFIEREAT . SCRFI SO e 44 646 png. Lico F1 jpeg.
g) FEHEILHR 2a- £ LLIRINZ A ERR AL .
W3 W HE SO GININEEFEFEEAN VPN 55
a) L gE > EEE.
b) TR VPN SR (1) g 5 A
o) mili B >REFPIHBAENX > EirfIEE.
d) sk + DOEE S,
e) iy #hn (Add).
0 MAili#E (OK).
YR 4 SEHIRTFE (Save).
PIRS EFE EBE > EE IR E R IR % . BTG, TSR

T—% it a
WAIE 24 i H E o A RTEANME R, TS0 Bk 4% i B E S, 5 63 1L,

ERAREEPIRELHRE LEHEMA
KA SR, T DO I 2 a7 v T BONEA T IAS .

o A FH B 7 A SR R 7 e VPN 2 i e R A K BIAS /2 OnConnect JAIAS, A4 i A 5
TSRS BOFER VPN S 1E A il A A

o A3 B B AT T 5 7 S VPN 2318 AR (1 B A2 OnDisconnect JAIAS, DX 4 i A
SRS

XA IEAT, AR s TR . e LURAE Y e s, JF HAnZiiE i ]
PUT. A%l 4 R %) OnConnect A onDisconnect i, & 2 $£4% Fx LA OnConnect
5l OnDisconnect JT Sk 3L, I 20 SCAF fE44

LI RE R — LR B U R
* VPN &2 5 i 41 58 me
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https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0.html

B waszezrsamasms

* {E VPN 4 b2 Lt K] 4% o
* {6 VPN Wi iE ] E 2 26 IR ) i o

ER2IE VPN |

TR A, 15 4E VPN BCESCE Bk BRI L0 . BOAEOLE, 2 A i, %o
S ANEESR DR E TR 5 0 S A . B AR i vk L2 e DUSAT A N T o O 1 ARAIE S )

S Al LR SHIIAS,  JIA A0 iy 471817

HAMEH P EFIFE VPN 165, 2% P uiA Refa s A . Ik W&k ETH 3l (SBL) GUI JH
%) OnConnect A . #UAZIAE VPN FL'E S Lk b 3 A Post SBL On Connect BIZ i1, 4 BEfE
PG R E R IEAS . 2% e 32 AL N o 7E 64 A7 Windows [iASHIZ AT JHIAHS, AnyConnect

FAH omd.exe 1) 32 f7filRA

DnAv] Ay 24 ) S 0 RE SCHEIAS

Sk Sk

38

B

N -

Fri&Z 8l
1. MEZFEFEA VPN,
2. FE VPN it & S0 A F A

3. I VPN it & TR IR A2 U7 i) VPN 41 356 0%

UK

J3°F- 5 85 OnConnect FI1 OnDisconnect A o
BUEUBT IR 2222 7 i H E XN A
a) MKKER: HHR > WREE>VPN>REEFIHEEN .
b) miiti REFPIHmBEEX.
c) AN HE A FRAIB] .
d) M BEXZEE Muykd, ki B,
e) MFEE MyERPEETE.
f) LU AL
* On Connect: %+ OnConnect JHIA,

» On Disconnect: %£#¢ OnDisconnect 4.

g) Alily MIBT kBB L AT A
¥ B LA I EEFEEE N VPN 5

a) L IRE > mIEiFE.

b) s FERE N VPN SO 1 g bR

o mii BR>REEFIHAENX > Kk,
d) sl + R

e) riili A0 (Add).
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TS I TLE L Lol |

) miiFE (OK).

IR 4 LR TE (Save).
FIRS L+ FBE > FBE JFKG I L E 2 I o e v ek o AERRE 2 G, A R

T—5#ita
BOAUE 224 i 8 o ARTEANE R, WES 0 B2 % i H e S, 3 63 1L,

EABRIZ 2% Pin AP 5RE B EX N A

XFF Windows. Linux 8% MacOs TI-5AL, 0] LLEIEE RIS 20455 ) i APL ) H 5 X2 i o
AT DI e 7 ity — 1B SO ¥ 2 42 % 7 iy GUIT B CLT 1Bl SO

FIPRAT SO RERS I A8 S N B O AR AT BRI, BInBhR . B8 B QKR AT SO
T LG BRSO AR RO 44

NERII T A ERAE R G %) i AT AT SO SO 44

R 7 RERPIRATHATCHRI &

ERIRRIERS % P GUI 321 % P CLI 321
Windows vpnui.exe vpncli.exe
Linux vpnui vpn

MacOS EH PO EE AR (HAE, &AL vpn

Syt HAR v (B Altiris
Agent) % i GUI ) macOS #f
B PAT A

T fi H Cisco Secure %% )7 i APl &3 H & LN H

Fro& Z i
P AR 2 AN RV 1] VPN IKE 5605

UK

W A DR AR v AP A 1w UV
HIB2 QBN 2 A% o H e U5
a) WKL R > WREE>VPN> RE2EAHKEEN .
b) sl REFFIHEEX
o) I HE L AFRFIUL
d) N BEXZEB FgEd, P .

EiginiE VPN I}



mieipis VPN |
B eevzezrszsrs

e) MEE FNRFIERTEETS,
) sy W JFEEE B N H .
P 3 K EE R INEE RN VPN 35 .
a) L IRE > mEiFE.
b) s FERE N VPN SO 1 g E b
o) Mii B > REFFIRBEN > ZH#FICH.
d) sl + R AT
e) miii A0 (Add).
f) MHE (OK).
PR 4 LHIRTF (Save).
WIS IEFE ERE > ERE IPKG NS B T L W A . AERE I S, A AR

BEXRERPIRRRIERF

ST DAL B A 2 ) i 2 SR P F8 2 1 12 SCRHoR 1 S22 4% 7 o GUL. fn] LIORE B0 3
BB PR L 2 UM B A0 % BT A 7 ) i 2 SRR P g L e 00 38 ) 28 i

)

AR A w XAUEH T Windows.

A EPinREEF

65T LA Cisco Secure % i S FEF SR I KL B B0 PR B RV S B R B
OB AR, AR A S 44 0 MRS, IO i B SR
AN 2 P15 GUT

Cisco Secure %5 ) 3ifi [FI BN HRA AR AL SR A AL S 48, 7 R 53 T AE AR S5 AT B (1) Cisco Secure %5 )
S AT EL IR e e AL R B Ly R IEAT I BRAT A AL B4, 15 PR 7E LA Cisco Secure
7% ) s AL T Cisco.com R T A BB I e 46

WA B E XS AL T Pin R EIEF
FiaZ |
fic & — AR AN FE VT ) VPN IKE S0 .
pUk:
S O 3 LEA AL 4k
HIB2 GIESH 2% i HE .

a) MKKIEFE TR > WREE >VPN> ZEEFimEENX .
b) mili REEFRIKBEX.
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wirzszpizgey [

N R SLI AR AL

M B ZE X ZEE! (Customization Type) FHzrFE T, EH B E X RERZFEE (Customized Installer
Transform) (At {4 & 332 FF4%# (Localized Installer Transform).

W EE FFIRPIERETG.

sl BT IR e

PR3 K A NI B FEE A VPN 5.

a)
b)
¢)
d)
e)
f)

8 % > mRRiFE .

FARE RN VPN S (6 G 45 bR o

i BR > REFZFIRAEN > BEXREREFFIRL A RERFEIE.
sk + R

st I AN (Add).

M E (OK).

P4 LUHRTE (Save).
WIRS L+ FBE > FBE JFIG I L E 2 P o Ml v ek o AERRE M2 Ja, A R

WIEREERiREEX

AR E
TEME ST, EEE IO P IIERE . AUl BAEAER (B ) EIRRLUGUE R 1 SUE R

PANPA
T2 o

Gt

1.

LUR 7R Bl 7 GUI SCARII R B SCHO A TEARAE B A B e 3P RG240 7 i en_us At
&

import webvpn translation-table AnyConnect language en-us disk0:/AnyConnect en-us.po

LUR 7Bl s 1 SCEIBR A B AR IS TR B . H5 Secure Client ks 1€ X4 ABC ibx

import webvpn AnyConnect-customization type resource platform win name company logo.png
disk0:/company logo.png

LU 7 7~ B 52 X OnConnect Al OnDisconnect JHIAS I EIA VEG AZ B o 32 45 ] I AR 235 2% 99 2% BK
ey, WiFIEFE A2 M 248 9K 5] 25 .

import webvpn AnyConnect-customization type binary platform win name
scripts OnConnect mount.bat diskO:/mount.bat

import webvpn AnyConnect-customization type binary platform win name
scripts OnDisconnect unmount.bat diskO:/unmount.bat

15 FA B A B 480 A < BEE B RE X
FE BT AEN AT U iy 4 B8k A OB

« show import webvpn translation-table detailed: %7~ n] #6462 .

HQ-FTD# show import webvpn translation-table detailed
Translation Tables' Templates:

EiginiE VPN I}



B cizezrzazy

AnyConnect

customization
Translation Tables:

fr

ja

ru

1a4DaAXNSv15pZboQRGJIcs IKMXY=

customization
customization
customization

ER2IE VPN |

BWWodsOt1PbvDvYOp8hLb3W7a64=
INvUk1+gTLNZyNrBcApMQPHNm1M=
UgyKyUACjR+xTGUtdiIFnoIiW5U=

« show import webvpn AnyConnect-customization detailed: @744 % /" b H & X PE{E &

HQ-FTD# show import webvpn AnyConnect-customization detailed
OEM resources for AnyConnect client:
linux-64/binary/scripts OnConnect conn.sh

linux-64/binary/scripts OnDisconnect discon.sh

linux-64/resource/company-1ogo.png
win/binary/scripts OnConnect mount.bat

win/binary/scripts OnDisconnect unmount.bat

win/resource/company logo.png

BirREEFimPHBEX

w6+n7z80D/8AR+ul2f7DvTmcDTw=
Jx5LJC2XBEmMEkGeww59CAkszvnI=
GsfBDrogGSQEEwuBDS/3DJNVv88=
dzjfsLYYft/XM1PlzskK1+Wvlbw=
k6x1KhF112IRyJu08+sdYXgKNgM=
cmEvxwgvtaS+Pz/6sb9n3NzZudS4=

s FERAR Y, Adi EHERPIEE EIRMIGIEEE D N E X E.
{fi[] DART T HL & &% /7 w2 W o

REWIIREEFIHFHEEX

A] LAZE

¥iE

GUI SCARIY B A E X

GE

* BlE 22 A% R I AE LU AL E B A S A AL B L

* Windows: %ProgramData%)\Cisco\Cisco AnyConnect Secure
Mobility Client\l110n\<language-code>\LC _MESSAGES

(AnyConnect hitAs 4.9 J2 31 5L AY)

* Windows: %ProgramData%\Cisco\Cisco Secure
Client\I10n\<language-code>\LC_MESSAGES (Secure Client

A 5.0 5 HLRRAS)

* X1 Mac OS F1 Linux:
Jopt/cisco/anyconnect/110n/<LANGUAGE-CODE>/LC_MESSAGES

o WUEAHALEL B8 U N A, JEA eSS HAT A
XA AL FFFH . 1 AnyConnect.mo
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BEzezrm gveNgE [

A] LAZE E
SIFZHISENERES'S * IR A SR A AR LA ELRAT FE SO

* Windows: %PROGRAMFILES%\ Cisco\Cisco AnyConnect
Secure Mobility Client\res\ (AnyConnect it A< 4.10 f T F.
FRAS)

* Windows: %PROGRAMFILES%\ Cisco\Cisco Secure
Client\UT\res (Cisco Secure 7% ' ¥iij 5.0 K 50 = hiUAS)

* Mac OS Al Linux: /opt/cisco/anyconnect/res

* R A SRR B

H 72 X OnConnect Al * O UE HE WA A AT LU A
OnDisconnect 12+ * Windows: %ProgramData%\Cisco\Cisco Secure Client\Script
(Cisco Secure %% ¥ 5.0 S B = i AS)

* Windows: %ProgramData%\Cisco\ Cisco AnyConnect Secure
Mobility Client\Script (AnyConnect fiAs 4.9 K T LA

* Mac OS A Linux: /opt/cisco/anyconnect/Script

* BERIA

E £+% Fin 12 VPN k8

R P R G0E A, B VPN BRIt 3t 5 M M 45 10384, oy VPN I 42 3] VPN,
AT B T A GUE I BAFAN TR L 2w bR R fso TR AS . B ORI VPN BEE 5, A5 BEFRIE
i1 TPIBEE

ASHRS BEAEAT AL BT A B 22 A i A B VPN BRIE AR S A A B ARy Web SR IR
JBMM A G A ) e BRI 5 DL R B

HAIETUEBR S 8 uE A4 URL WS E XX,
* ABRSSEBOCE T4H URL FIZMARSEEE (WIREE) #YSecure Client I8 VPN B & 3.

« WEEH VPN BUESCH QU IS M o RIREE . % ST il OREED 4R
i

ARRCE 4% v A H VPN BRIERIVEA B, 120 5 BB LG E 224%™ i 45 2 VPN
B&iE , # 66 UL,
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B =2z em ven manEsamess

R4 E P T8 VPN B E M ERFIETE &4

REFEEEXK
AT VD 0 Web RIS 7B P LT e A BIBRNY o, VTR TR L R &
ft-

© TRORGEAE TS BB A A A B R BROAS 6.7.0 B i AS

o NERCLAE ) A VPN Webdeploy P 4.7 S RIRCA,  FEREEL B A% S BUP B
VTR VPN,

o B DRAE IS0 SCA G R S B
o TORAAE 2 SRS T L B
o A T R T S 18 ) R B P

IEHER
o P SIAE ARAT IR YT TR VPN A RS e, I B s B b A Z0A AR R A HUE -
KM (CA) FIRRIE T

EEFEFE B VPN BEIE ) 28 s o A0URAT A R0 S A IE

o JBUBITAE BB IE ) CA UETS A2 HeAE Sty b, T 235 (1) CA UE S A0 22k A JaJih 917 1
.

o [l A CA MR G OHE 1 A IAFAE T BN AEAE X
WEHAEX GEAT Windows) FI/ER R HEEHF GEA T macOS) .

LR P B VPN FEiE A R 5
* AR B VPN BREOCCRHES S 0, A SR T AAA 195 3 50IE.
© RCFEA S ARG E .
o T CUEHE VPN BRI, AN SCRF A2 i FHOM AnyConnect £ T2,

£ BB EBE R2 % Pin S VPN f2E
i

L1 FHESREETIZE VPN RIEEE
BHRACEZFEV M VPN E R, 1S EE PR n) VPN &S, 25 10 11,
$122 EBEEE VPN BREAEIEER B XHRE:
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= B LRE ez srvenE ]

R WO T 47 0 &1 VPN RS 18 it 5 S0k

a) Znf LI 0] VPN SR .

b) EFIFGREERE T T EE VPN FRIE 4 R B A .

¢) M AAA > B#IGIEA 3% (Authentication Method) J1-E#4{X PR % P ixiE$ (Client Certificate
Only). AR 75 ZLHLE P ACRIC K B o

d) mUTEERE SRR & (Aliases) EITR .

e) (EIEFZNCE S URL 4 URL 31 F, sidiidiim (+) (Add [+])-

f) fidiBH (Enabled) LA ] URL.

g) milifAE (OK), )5 riidifRTE (Save) AR AF RN & SO E

A RN B SO B PR B, TS N B R BB, . 5 21 0.

M R2E IR E X HRER RO ZEEREE E X H:

a) M Cisco B FahL T8 22 4% ) i VPN B ERREE IR S BC B S 4miEas  (WIR AR R H)
b) A VPN HIJ™ (B it 60 B R G 7 B P e B S DR A7 S0P

o) AU HARAEIE RN B SO L (K 4 URL KRG & IR 55 25 512 1 10 IR 5525

A IRAT FHC SO g e 4 o 1) i BRI B S T 5 B, 1623 Cisco Secure 25 )7 i ((045
AnyConnect) & B145H .

lEEA=$ 1 SEPOE 8
a) £ Cisco Secure Firewall Management Center Web #2111 I, SMi% &R > M RETE > VPN> LE
 Pum 3

b) i WINREE iR .

o) FRIE wARK i U &R .

d) fiSE (Browse) JIEFE O ORAF 108 1% 0 e i SCAo

e) miili THAEB NhHIE, Rk REEPIRERE VPN BEXH.

) PHRE.

iR T3] DAAE 1 5 SR 20 SR (1) 22420 7 g e I B BRGNS 5 o 12 [ 2 S
Secure Client i,

BEBRE Nt SHRME KA EHRMIZE:

TS ZI0F A HE VPN RO S SCARAN N2 5 F] T BEBSIE VPN 132 1% 200 B SO R 4L skms . M

FUERR, RS FEEEE VPN FCE SCE LA CLWLE BIZL SRS A 7 VPN B SO, TR A

H VPN FEIE Uifie

FE Toi#ElE (No Banner): A28 HAff OR A7 4 SR M 150 B P C BRI o 48] LAYE2E SR B (Group
Policy) > E#1i& & (General Settings) > #1& (Banner) N A i % &

a) AN BE VPN B 6t (135 L0 B A

b) Aili GRIBEKRE > LR Pin > EREEXH.

¢) MiiEI2 VPN Bt & 324 (Management VPN Profile) FHuai#e, SRJm k0608 108 PR & Sk
X5,
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https://software.cisco.com/download/release.html?mdfid=286281283&flowid=72322&softwareid=282364313
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
management-center-device-config-74_chapter32.pdf#nameddest=unique_1351
management-center-device-config-74_chapter32.pdf#nameddest=unique_1351

B sissnniz

ER2IE VPN |

it R ] VAR + RSB 2242 7 I A P VPN L SCIER 4

d) RififRTE.

EERRPEE S FIERE:

a) miihi4miB4HREE (Edit Group Policy) > & # (General) > 4> ZIFZi& (Split Tunneling).

b) A IPv4 BG IPv6 7 HIREIE K T g i, 4T E 48 E BIBE 8 M 4% (Tunnel networks specified
below).

o) IEFEHRIIIEIE ML FIERIE: kR EFIFR (Standard Access List) B3 i/ i@ 513 (Extended
Access List), $RJ5EFEHT R 1V ) 5112 DL A Vi il i B VPN BEIE

d) riilifR¥F (Save), CRAFIFHIBFIE R HE

TEEFimBEXEM

AR i B VPN R IE SR BB S PR IERC & . a0 RS S G 2% i H g X

JEE, UL 23 F B ok 28 A B VPN Figii,  WW] LS H] FlexConfig SHAT UG ERAE, BRI 45 B

6.7 Web Ft I ASCHF 22425 P im H € @

DL 2 24 o H g SURVER 76 dir 2

webvpn

anyconnect-custom-attr ManagementTunnelAllAllowed description ManagementTunnelAllAllowed
anyconnect-custom-data ManagementTunnelAllAllowed true true

group-policy MGMT Tunnel attributes

anyconnect-custom ManagementTunnelAllAllowed value true

ERE . WIEFNISISIEFZ i8] VPN SRAE:
a) P H VPN FRIE NG E S5 2 s 1 .

i T S R G B BB A R VT IR VPN K, A REREE BERRIE VPN L E S
P R S L

b) AL REBINE LI > VPN > FitER TRAF 4% F i B 2 VPN b

18838 0] LU ] show vpn-sessiondb anyconnect fir & 75 JEH B i & 3R 7 o K A B VPN 2515
TEAE B

¢ fE EHALL Web il L, s S0#T DUEA A PELRRE 2 15 S .

AXER
FoE R E S BEE , 21 W
B 1 20 SR ) 5

% U B 5IE

T ZAEB S0 UE e L BT 30 TH AL & HOAE 15, DARROR B 25 2 Al A i 15
%, WANER LLIGEH P B IE S, LLASYELE SSL 8k IKEv2 EAP [ BiAdiFl Secure Client KiE4T
VPN Vi),
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| iE#2iniE veN
swirtgnrirmsanrs [

M 2 UEASIEI, W] CAR IR SR X TS URUT P BEA T B A SR . SRORIE R T, A
REXS TSN AT UE BB A B0k, T ANBE RN P AT UE B 5 A B0k .

£ EIEH G4 I IE 1SRRI IR )
“

IR MEZIEPS MR, 1EM R EE Secure Client it ' SCHF 15 & oK
AutomaticCertSelection BB B4 true.

© DAL S BE 2 AT SRR R R A

* Secure Client 045 W] S F5F ZUFH B IUE . WERASEIXFE, W IOEHf T Hdr—RiL 88 B4 30 1E
e, EWEERE I, 2R i B 4.4.04030 5 S RAS S HRRE T2 0F B I 5 4 B8 IF

o AR P AR T RSA RUET .
o F AR LR G RAE AR, A SRR T SHA256. SHA384 il SHAS12 HYUES.
s FE B S EAEARE S SAML 54 BE &40 H

Ao & % iE S 30IE
a2 A

FERCE Z AL B Or S0 IR 2 /7, VAR ORICE 7 3RCRE & UMM O A B8 9% 1) S5 A0 RS (R S
%o ARVEMGEE, SIS

UK

S EFIEE > VPN > i1,
HIB2 VeI FEY) ) VPN SEIE, AR5 fidd 4wig (Edit).
iR TR R B 2N VPN, i s i in (Add) LB FT R e 2 N VPN 5% .

P 3 EFIT AR NG E S, DML 2R B O S
FB4 i AAARE, RIFIEFBMIEIEA % (Authentication Method) > X% FifiEH (Client Certificate
Only) 5% Fi%iEH 1 AAA (Client Certificate & AAA).

iR WHRIEERE TR 5 ol 5 AAA G IGUE Tk, 1EIEH B9 18 ERR 55 2% (Authentication
Server)

$£IB5 WFE A% IER 54 IEIE (Enable multiple certificate authentication).

PI6 L MIET LUMERRE & PimiE B PR P A
© F—MEH-E P IE I LA I VPN 257 it &% K S LE T 1R 4
 EZAMEB- L PRI AR N F 3 Ak 10 e e i e 4
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management-center-device-config-74_chapter32.pdf#nameddest=unique_1347

sEAginiE VPN |
B s=wamEa venana gs

WA JE HAGE B &M IUE, W& i L H P Ao AE VPN il 4. AR EH T AAA Fl
UE SOy I0IUFE, VPN 21 FH 7 440K 58 T i 7o B I
iR UL PR G435 EF ER (Map specific field) 2630 (f03& % sl e g 420, W=
(Primary) =Bt 4@ Bl (Secondary) Bl 73 il i /nBRIAME: CN (2AF&) FOU (LHLR
BAD .
WALEPEREADN (RAI#AFR) EARPRILEN, REKAREHT S0, A5
HEAFR (DN) J&: B AT B R E— BRI, al ek Y 5 e e S DL RC I FH AR bR iR
£Fo DN LI -3 5 FRU I 15 B¢ 03 S0
WIRGEIERE TR FUET A AAA B 50IE, HER EAPEREOMEIEEPNARZ
eI, DMELER it Cisco Secure %% %ii [ AnyConnect VPN AR B2 I 147 78 5l Bh H
JREZR
c EEREORBAAR: I 20 NE 7 bl BE R r, R P BE,
AP A STSER I 4.

LBT HIEFEViIN VPN BCE TR AAA 13 ERERCE SR E
$IB 8 (FAEIEEN B SO A FE DT ] VPN B0 & 0 Ho B B A8 1 s 1 4% b o

HxEH
fil B AR VT ) VPN B AAA W5, 523 0

=2\ v— 10O 4 S Ea
BENXITiEIEN VPN AAA &
AP o H e SUGEREEN VPN 1) AAA BRI B . HREMER, B30 iEEfvim
VPN ) AAA W'H , 2 23 T,
B3 % Pi%iEE X VPN A A 31T 54 1850
A 1) 3 A2 B I e N VPN SRS B Ji5 R S ms i), ] DU 20 P il 15 e & i e N VPN
S BT

FHIa Z Al
FCE T ARG 782 VPN W SCI Jgir 5 A0 26 SR HCE ik 5 P IE A5 T R 5

pUR
11 1F Cisco Secure Firewall Management Center Web S I, & > VPN > iz i 1al.
W2 (R RV SRS, AR A Al HREEs B sl AN DL FE U M VPN SRR .

PR3 TR RS ) VPN S, TSR POE R R BN R S e o TIARCE, wR
B G B SO E R E SO, AR A TR R .
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@i s ven o TaeniE ]

FI 4 i AAA > B I8IE A% (Authentication Method) > {X R 2 F i iEH (Client Certificate Only).

AL S AR B T3, TP AT DA 2 il P BT B U SR i A Z0AE VPN %5 7 i 28 b JIL % 7
il BOAEOL N, H A0 kAR B 2% ) SiiE 5 - By CN T OU . i AR 2% ) s k45 £ HoA 7 B
e TP A, TR T T RO AL T BORMUR IE 4 1B

U R PR E T BRI, P R AR B 4. E P BON SR ROk R EOA
fH: CN (2f#&) MOoU (HLAHSAD) . WREFERAEAN DNIEARPRIET, RS AIKR
P 5. I3 B4 Fk (DN) 2 A7 BEALAIE— bRl Al 7Eps P L R e SR DL RC e A
PRIRST . DN R T4 55 RO IE A5 S 0 B8

o 5 MSTHRE SR B IR OG “7 F “REBY Y FBA S LR ALY
* C (HEZ/MX)
* CN (AH%D
* DNQ (DN [REFH)
* EA CHB{FHisE)
* GENQ (fRAFMEFR
*GN (%45
I CHFRD
* L (H#iX)
*N (&%)
* 0 (HZD
* OU CZHZAL)
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EFE RADIUS 1E 1 S B UE R S5 2%, 2R
Jo 1A Duo AR ER IR 45 25 B
RADIUS %528 204F J G 0 B i MR 55
o

il AR U7 ) VPN [ AAA &, 2623 1L

%7

HIES W

Pl LA

BN B BEIE

Cisco Secure Firewall Threat Defense H 1)l B & 4> 56 UF AR G 43 50 UE, 380 548 FH P AN AS[H 1) B 402 36
UEARSS 4%, ALV n) VPN IERFINNIN T — 224 AR S KRS, 224 % b VPN
FH P b 22 AP AL SEUE A fig 25 VPN 5%,

Cisco Secure Firewall Threat Defense ZEF21j 1] VPN 7Y AAA F1% ) wmiE 5 LL A AAA S 3631F 7
YEI 5B 5 A B
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[& 2: 32718 VPN HEBN W E S I8 IE

FTD VPM Authentication icati
Remote VPN Authentication
i Gateway Server1 Server 2

1. Attempt Connection

2. Request for Credentials

r Y

3. Respond with Credentials
(Username, Password,
Second Username, Second Password) 4. Request | Authentication

(Second Username,
(Username, Password) Second Password)

5. Validate | User

FY )

6. Grant or Deny VPN Access

( VPN tunnel is established only if both primary and secondary authentications are successful 0

X ER
Wi B ZEFE VT i) VPN GBI S 50AE , 55 84 17T
it & T2 377 19) VPN BN B4 185 F
8 FE U7 ) VPN 53 960 e & A 8] A FH 250 7 S UE 1 R0 5 43 6 1E AR 25 2 i, i 2% 7 S 45 56 1E A
AAA JIRSS 258 1 VPN &7 G S A 36 4F o
FrIEZ |

o BUE A S AE (AAA) B S 25- LR B S B AE R S5 2%, DLAIT R S iE . SR 50AE
k45287 PL2 RADIUS IRS5#% LK AD 8% LDAP 4.

o Tfif% 0] LL3E T Cisco Secure Firewall Threat Defense 1% #8517 1] AAA JIR%%%, LMd e f237 4] 7 a)
VPN BLE AR BB H (75 i18& > REEE > HmIER&E > BH) LU AAA RS 25z

i

%1 1£ Cisco Secure Firewall Management Center Web JH 1] I, & > VPN > iz i 1a].
W2 (R RV SRS, AR JE A iR B sl N DL R U 0] VPN SR
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SUB3 NSRS YT 0] VPN HEls, T 7E R FOE R B SO N B R . XTI, R
B P I SR IE R B SO, AR i dReE
PB4 S AAA> BREIEAR, AAA B B FIHIERF AAA,
o fTIERECL N SR IIE T K
& FmIEB 1 AAA-E % P e AT AAA JIRSS 2% O 52 S 0 S «

* AAA - IR EFE RADIUS 154 B8 ERR S 88, WIHZRUR S 28 SR IR $: . T 2
FIRAPIERICHBRSE . BN “FOEIERSS” FHid R iES AD 1 LDAP i), #B
DAIRF-Bh 43 Rk PR AR 5 2 AT MK AR 55 88 .

© TCIRLEFEMIRAR B G U0 UE T i, PR PG LR AR P AL TRAEIR Bt B o S 1T
- (ERHENSFHIIE - R LSRR Ah, EECE TS RAE, LUEDY VPN i R oM
AR HHE SR IRUE R DUE H T AAA RIZ PEIER T AAA GIGTE 7.

W SN T IR TN AR, XINAREZR VPN HIE e A iy Bk B AN AL
ANV o R T DLRCE 0 S IR R 55 & i P S UE B U Ze il B 7 440 D0 £ S 56
R B) B 0y S UE I BRI, A B P R ) VPN BRI WERAT AT B G 0 TE A 55 4%
Toid Vi ) B SR RAERIE, VPN B3 B0 E R b

IRAETC BB S IR R, A% BI T S  RESE I AL B A B S IR RS Al (AAARSSES) ©
iR, A LUE Y S I IR S5 2 T E A LDAP B Active Directory Ak, 4% B 5 43 561F ¥ & b
RADIUS A% %% o

it NN (=R NP W T EE R AT

SR IIERR 5 2% - 2 VPN J S A By 44 F085 1) 1) 4 B £ 0 56 U IR 55 245 «
P NS IIERT R P& LU R IE I
* BN {EE S VPN PSR, $EomH PR P 4 RS
ERESHRRIERAFE: SN ESGHRUERS AR, T E S 050 0E R & 456
R AN AN B
s M EPHIER PR A R TR e B 4 .
 WURIEFERREPFFEFERIAT, Hrp Ok A% il R 44 . T EMEERL 7 Bty
S RERNE: CN (2 F&TR) F1OU (LR BAD). Wik EMEA DN (AT #2FR)
EARRPZIEN, Rk AR P S0
AR T BOMGH B 7 BOWS (0 PEan {5 &, 1S 0 SRR E .
- ERAAEFEOMEIES P IA PR (Prefill username from certificate on user login
window): I 42428 F g VPN 2 SinE R N, U AS B P Sl b (e B
ER
cEERTORBARE: WIS NE SIS AR, AR B,
TR A B P R  44
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B s=asamomesssspni

« [ VPN SERYEBNR A& B P 4 T4E VPN 235 R3S H P s ).
HREAELR, ESH IS ZFEV N VPN ) AAA WE , 5 23 T,

AR EM
Mo BN E SRR, B 21 3T

£/ SAML 2.0 B9 B2 %% R 59 35 E

XF SAML &2 S & FEHHIEIE

ZREMEMICE S (SAML) & PP schadt, T30 FH 2 78 oAt 175 35 Hh i 2 i L8 Sk 31 Y H
e MM sk I Active Directory (AD) SEC RIS, A2 M8 H - Sy A AT Ik &
5 BB LA SAML #H Fog s 2N SLA N H - B gt T Web N o SN FHC 5 A7 A e,
JAIE TR FVAE B AN T AN R AETEAE . SAML B4 508 3% (SSO) ik e 1 /7 5 3 N — AN B (5
D ERALFE ) AR S — M E RS kR,

183 Cisco Secure Firewall Threat Defense i#{T SAML B 5% %

Cisco Secure Firewall Threat Defense %% SCRFTTH ¢ 4% 7 wighl e 15 0] VPN I 42317 SAML 2.0
HL B SR (SSO) S Sl . 1875 EHAT LA N EE1E, A REFE Cisco Secure Firewall Threat Defense I it &
SAML 2.0 SSO:

« SMEMIEF (1dP) -Duo Vsl M 3¢5 24 S SR OEFE 7 LA AT F ™ SR B i R i 5
* BRSS IR (SP) - Sl ¥ % 78 24 Ik 55 P 04t 18 O A B 0 S 8 e R IDC S 40 S0 E BT 5
* VPN & P - 24% ) i ol i i U0 5 2K 04T SAML 2.0 5 43 Bk

SAML 2.0 A4 4 FA PR i)
o BMIH SZHELUN SAML SIS 4 .
* 1% RSA Fl HMAC [t SHA1

17 RSA Fl HMAC ) SHA1

o BB S SAML 2.0 2 [7)-POST 2552, S SAML IdP {37 He b T fg
o ST A AT A/E SAML SP. 7E M A o A R, B ANBE A S SRR

o URAGE I 5 43 508 55 5 SAML 3 UG AL (1) AD AU A SCIBE, I m] AXHE I SAML 543 5631F (1) i
SIS ) SRR . (H2, EANEH T Azure AD SAML, I 33 M Azure AD [IFL /7 1D 2 g0
B A 15 2% b SRIBEATUS, 1D FRS NG o

* ANSZHEEAE DAP WAl ] SAML B I iE E P CGRELT M AAA Ik 5543 &35 ) RADIUS 5 4356
UEW Y ) RADIUS J@ ) o JBUbBIi A SCRp DAP S5E0% 5 T SAML 4 Shg ;s (0, fEfEH]
SAML 55, Socikkr &t 4wk, RO 44 8 P E 4 SAML 5 S (12 Bt e o
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o B R R B A TR BB 5 SAML IdP 2 (A IS At R 25, AT IE A A 3 5 0 Bl o =
TR OR IE AR AT

o UMM T ER B3 SOTAE BB AP E A4 S AR, IR LR &
o 7E BB _ERCE 1P B, 0L 1dP AR AR T
o SN AE AN St TP Bl A A4 TE B BT A RS
* SAML Wi 7 45 NotBefore Fll NotOnOrAfter £« Jglir5i il SAML e & (K1 IR 553X A~ 2% A2
LR
* W NotBefore 5t} 2 fIHT NotOnOrAfter, NI #1% & NotOnOrAfter.
* W NotBefore + I 1 T NotOnOrAfter, M NotOnOrAfter 4254 .
* WIHRARTEAE NotBefore JE T, MBI H4E 405 5615 3K . W FARA74E NotOnOrAfter Jg 1 H.
RVE SAML RIS, PB4 45 206 i oK
o BB ANE FH A F 9 SAML [¥135 8 7 (1) Duo, BT E MU 28 S0l (%, QA %
T 1) v/ e S 3UTR] & 4 FQDN SE R, X2 i ifil B it A QER ) 9y B 480 JEAT B4 5 50
* K SAML 55 22427 P i e S A TN, 3 2 S 3K Bk )«
o FEAR AN U2 S RVEARBZAFAT MR SS Bl 15
* CLI 5 SBL 25 AN SCHFHR N S B 25 SAML
o FEM SRR P ALK SAML SR IIFAN S 5 A i 5, RZIMR.

o WA BARTCE, A IR RN A E R R AT i, ST SRR k. wln, A
LA i AT IPv6 JEH B AR IPv4 4%, (HR AU Y 2% v] e T 0 IPve, BRR 2
IR TAIRE, TESRAREANR B RIS, 2% ) o v] e [FHR 2% A ABRES, A
A A A Tl B RS P R 24 1k T i

* A TAEH] SAML ifig, A2 RS P e 19 2% IN 1A B (NTP) k454§ 55 1dP NTP 5%
aslb.

o [FHI PR 1dP Bt ), SR Teik VT 2 SSO K P A S5 7 o
* SAML IdP NamelID J&PEAfie H P P 44, R BT3B Emk A VPN 216508 %
* SAML ANSCERE ST A 8l (SBL).

BcE SAML B =5 5% S T iE

FFa Z Bl

FEAST R JaU o A A2 FE D7 ) VPN i 'E SAML B U8 S22 0, iE R C oe A R 4
* {fiF Duo 2K/ .
o #3443 Duo Access Pk,
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* WIEH SAMLE 3 3L 2T (Duo) FRINLL FE B
o SRR SR ID URL
* &3 URL
* V4 URL
bR AR PR
o Al SAML L RUE R IRS NS . HXRVEAGE R, TES U IS SRR 48
N

ER ARV VPN SRR [0 00— ASE SRS I, ST DU E R E
3244 (Connection Profile) 1 B Hh it — /N 5L i B s IR 25 28 AT 5

UK

FIB1 EFRE > VPN > mi2ifa).

FIE2 A E SAML SR IGIE RIS R YT ) VPN SR 5530 [ 448 (Edit). 0 5 S a0E g g, b
%0 (Add).

P 3 AUHEE SUE R E SO LSRR (Edit).

LI A P AAA BE, R NEHBIEIEA R (Authentication Method) T 47413 1 1EF SAML .

WIRS ILEFEITH ) SAML H U8 SRk 45 a0 SHA S IERR 585

PIR6 ALEITEV N VPN P e .

WD (RIS BB A e B AR R B RV W) VPN S .

HXER
B BT ] VPN [ AAA W&, 2 23 1L

BcE SAML %1%

%F SAML %1%

SAML FZBGZFFE AAA FIBh 251 ) 5% (DAP) HEZE P ) SAML Wr & 4 4L - stk #sml DAAE
BB oK SAML Wy = JB YERC & 4 4 FR-1EXT, ARG EATS AT o 4 s o e Je o ml it
DAP ], LUMEAE DAP ic sk 1 € Sk SR I X L@ . SAML Wi 35 cisco_group_policy 2%
FH T2 SN T VPN 2335 4 50

7SI E) R B R

7F DAP %, DAP J&ME% L Pk R R:

aaa.saml.name = "value”

in#2i715] VPN
88
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Bic & SAML %1%

mE samLiE ]

7, aaa.saml.department = ” finance”

IEJE T DAP EFE, W1 R ios:

<attr>
<name>aaa.saml.department</name>
<value>finance</value>
<operation>EQ</operation>

</attr>

ZEEMH

DAP H LR 2 IEME, JFH DAP RCH# R
aaa.saml.name.l = "value”

aaa.saml.name.2 = "value"

Active Directory memberOf [E £

Active Directory (AD) memberOf J& ' #552 15301k LDAP A iy (1) 4 21 07 20— SRR pR AL BE
214 Bk DN ) CN B RS

MIZRLIR S5 a2 s s

memberOf = "CN=FTD-VPN-Group, OU=Users, OU=TechspotUsers, DC=techspot, DC=us"
memberOf = "CN=Domain Admins, OU=Users, DC=techspot, DC=us”

~ N A

Bl ) HEE i 1 -

"FTD-VPN-Group”
"Domain Admins"

aaa.saml.memberOf.1
aaa.saml.memberOf.2

cisco_group_policy B A fRFR

e T LU SAML Wi s s Mok T e o 2 s B B2 2 P “ cisco_group_policy” I, AHM
{E W T IEFEIE R AL SRS

Fi&Z |

MR IS CAE RS 2% (B DUO)Y LS H i gk ok, 58 T 5 i S R LR 7 (1dP) IR 25 3 4IL 75
(SP) W .

HFRVEAME R, WEZ 54 SAML 2.0 (5 508 5t S 5AF , 55 86 7L,

bUE ]

TiC B PR B S IR S e B (IR R LS &

a) WUGEFE MR > WHREE > AAMAIRR R > RS EFRESE.

b) AidiRNESEFRE SR (Add Single Sign-on Server).
o) MNP RUERIRS/IFAEL, ARG 8L RF.
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. =% Secure Client BL &

ARVEMER, TSR 8 SRR 55 45 o

WIF2 (L N VPN S B E S SAML S 5010 .
a) W IRE > mIZHO.
b) i O HELE SAML SAN A 5T H g (1 FE U7 In) VPN SR F 1) 4RiE .
o) TR WIERERCE S, RIS IERE AAA,
d) N FPEIERRSER T F & Pk LU RIS A0 B
e) PRAFIEFEYT M VPN Bt E
I3 VLA DAP g (1) SAML 454
a) P %% > Dynamic Access Policy.
b) BUELENY DAP B4 480 AT 2
c) B DAP I 8w I A D%
d) miliAAA £ (AAA Criteria) > SAML 4 (SAML Criteria) > i/ SAML #4 (Add SAML
Criteria).

e) Hi¥E SSO M4s 28R [0l SAML Wi =k 64 SAML 441«
LR FEITFEY N VPN L .

AXERM
Mo BN E SRR, B 21 0T
JE P S4BV SR 0 B

=% Secure Client fit &

1£ BB BA{E LB & Secure Client 1R 3R

Secure Client A] LL5 2 Ff Cisco £ty & A it vk 7 AR, I HANFIP Secure Client FEELHE A1 18 i 11
Erec i

Tasm] DU FH 5285 10 v M B4 ) 28358 70 A BE Secure Client A, Y 823 BB IR, &
SRSt NI 4 %E Secure Client 1T F7 AR .

FERRA 6.7 S¢S AT, Rm] LU Hy 4 B rb O BN T S8 B #Ks Secure Client BEHL7) K 1]
L AT B, R, XSRS AN Cisco 283 2 A s AR

TERRAS 6.4 3] 6.6 1, #& AT LA H] FlexConfig 7t BB AH FJH X SERIHURIEC & SCfF . A OGR4I
B, 12 T FlexConfig I # AnyConnect FEFIALE S+
e
TURAE T S 8 1) 2855 00 K A4 PE Secure Client AR, AT DUEFA AT L R AT45 -
© O R HAEA 2 1) Secure Client FEHRANL & S,

o RN T4, Secure Client o
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Secure Client #2527 .

Secure Client 15t £ EY

AMP Enabler

A5 FH AR A 28 | 552 Cisco Secure Endpoint CLAFTHFR A 1] [ 2455 [ AMP) o iZAEHE Cisco Secure
Endpoint M ANV A ASHILFE (1) IRk 55 2841 1) 2 o RBTHRGR (it AN 1 2 A ACBE,  mT DAL 14 &5
AT RER AL VA S AR g NI X 26 g I DR AP Al 4 52 16 55

1F Cisco Secure % /¥ 5.0 H7, AMP B IR AE T macOS. & H T Windows ] Cisco Secure %
Frdefit 5 Cisco Secure Endpoint [1)5¢ 4 4E i

ISE £&im %2 &1 4k

i A B 3k Cisco Identity Services Engine (ISE) $UAT 20 22 4IRS EE, 91 a0 B s #4804 e )
WA, BAERGS, HIPELUIIEINE . ISESRME TN —AC S0 Ty 42 55 ms . ISE £ 22 4 F
FE AT AT 5 g VAR o 2% 7 it AN Sk i SR 75 288 0ty 22 A DA LR SRS AT iy 22 A VPAL B e .
g RS RIS AT LR, IR VAL &5 R 02 0] 3k v o

W 4% A] 1114

AJE FH A AT sl o) 294 T A0 PR A B 4 i I FH PRI 5 o 185 RT DUR BB AE AT O S AR Y
HIM TR . XTIV E R R PAT A B RRS R . & AR Z 40 iEe 1. v
P A S MRS Cisco Stealthwatch 25 NetFlow 2047 T B IL=,

Umbrella ;€& &

A F AR B IE I Cisco Umbrella 1837 2245 I 45 5280 DNS JZ 4445, Ib4h, Cisco Umbrella i1 Fid K32
HEN I IE. ZHEME . FfE MRS . Active Directory 555 H £ I HE

W22 &

I REEL S H B Cisco Talos $ it SZ £F1#) Cisco Secure Web Appliance (SWA). BtREE 2l i FH 1A
DRSS (1 D sl A T At AR i 45 SO VR U7 ) IR e R ity T 0 A R 47 . & w] LAl A
H WSA 5T 2 1) Cisco Cloud Web Security #1738 Web 24> HEHEHAZ A 4.5 FI Secure Client
5.0 ) AnyConnect FRAFE 11— 47 o

W 4k 77 5] B R 2R

PEAEHRER AL 22 4 (50 2 J2 4%, FERUT W& S I0AE LAVS R A Ze FICZR I 4% . 4% 1 [ 45 BE 3 X 22
AU A BTG (P P R e & S A R 28 15 1) B0 SCEA T4 B

I 28 5 1] 4 PR # 7F macOS BY Linux F AL FE,

BRAIFE

BRI )A 8 (SBL) SUV HH P 762 5% Windows 2 [ @ v 5 Il il 1) VPN &8z, 2e3% SBL bk
J5i, WAIIALE Secure Client VPN fit & SCFrH S A SBL, FFK HS B A28 N VPN 413505,
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B = secure Client ik avaTIR R 45

W E IS K T E (DART)

ZWIAR T T H (DART) 2 88 R 48 HSAMHABZBE K, BLHEER AnyConnect 2R FERL ), 15
A LUK bl % 3 Cisco TAC JEAT MBEHERSR o

BOAEOUT 6.7 MmO I8 RA VPN 2306 R JH H DART. 75 6.6 A RS, BRIAN
)i DART.
&%
RS [ 15t (CEF) BER AL S8 RS H DY BE AR (45 S o b8 BURRLLFRATT T M H P 4
5, ML Cisco 4842255 Cisco Secure Clientff) i Al 5EPE. PEREAH P 456 . Secure Client A
SN R N R A . SRS KX B Cisco AR SS#% -
fit & Secure Client R AYETIR FZ 4
o F A I BT AT I B OCIR IR 7
* M Cisco @At F#H 0 ¥ LU R Secure ClientfH S #k4H Nk B A EHL.
* & T4 1) Cisco Secure Client Bij i 5524,

BEERAF LS TR, AL BT Secure Client #b . Xt Windows, U444
cisco-secure-client-win-5.0.03076-webdeploy-k9.pkg.

o BOESCPFG S ol BN SO AR B E B AT

Secure Client 7 2 H- 46 EL ] Secure Client Bt & SC4F. BCE SCHEE & H T8 F R B RE 1 3]
MN 2R IBCE . T E SCAFS 23 S FF Windows.

IR T A P G B S, S LR AR

Secure Client 1%k EEXPImEEXH
AMP Jii 7 e
ISE %3y 22 4= PP Al &
W4 255 1 ) 7 P i 2
EEERIERE 8o P
Umbrella i&iF 2 & Hik =2
A5 P
W ¢ 2 4 2
iZ Wi Fi 15 T (DART) iR
FR AT i
« VFA]
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8 & Secure Client & a0n [

o LN %% i iFZ —:  Secure Client Premier. Secure Client Advantagenk 1% [
Secure Client VPN

o S0 BB ROL BRI VR A IR ZIUIT VR FE R I RE .
RIXEFE B > WRIE > EREFAIE DB B IGE L T BE .

Bic & Secure Client 1R AN
* AnyConnect 4.8 2 ¥ kit A< LA & Secure Client 5.0 S £5 745 Secure Client A5k,

 NFIBIBEER SR AT AN F SO 4 B SCIE . RARBIH T AR S LG B S SR 1 SO
JE4:

R I2EEXHIFINHT RSB

HEHR M RZ

AMP JH H&E 7 *xml. *.asp

o * xml

ISE #8324 VAl *xml, *.isp

W 47 [r) 45 PR *xml. *.nsp

W 28 ] LA *xml, *.nvmsp
Umbrella {87 % 4> *xml, *json

W 265 2 4 *xml. *.wsp. *.wso

o BRI BRI N4 H o STT LAG AR I ER BB K 25 H

* WUREETT I/ Windows #AE R G0 AR H] ISE 2 22 4 AL AT I 25 7 i) i PRERASE TR, U200 £E At
NI ISE #8352 4 PPAIASE R 2 il 222 W 28 U ) i L 2%

* WRJA ] Umbrella 3357 20 4 RHe, 566 OREET] VPN 4300 K ) BIBSIE T () 164283 R E %
1% DNS 153K &5 -

o R FEAGE ] SBL, WAZIALE Secure Client VPN Bt B 30477 i3 i SBL.

£ EBhEI %% Secure Client 151k
FFaZ B

RS A MC'E Secure Client BIER A RTFESAT , 55 92 T1 A1 it & Secure Client fERFIHEN] , 5 93
,TJ'_\I‘ 3\5 Eﬁo
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B 7 secure Client i m B imiziE A VPN E%EE

UK

W WRTLE, EHAT AP Secure Client FH 61 Bl & A
SR 2 EHLEAL R K
a) o E P/ R N VPN 2 SR s i i SCA
b) L& U bR
S8 3 H/{dH Secure Client J&i £ B HIVPN 43z,
IR A BB X 3T B AR RE
£ 5 Secure Client £75 53
IR 6 BB 7E £ 5>k Secure Client BEHRANHL & S

T—5Mit4
1§ [} Secure Client AL B LA AN VPN 413605 , 2 94 T,

{5 F Secure Client f&1R Ff & FE3E N VPN 2H KBS

T ER B R OCVE BRI B A 22 R S 2 ity 1 1) Secure Client ALER, A2 FH AR B JiC ' o B
ZEFEV i) VPN 2 50 Secure Client o

FFaaZ Al
IR CAE BB O EC BT R VPN SRS .

i

L1 g RE > mERE.

P2 PV VPN SRR, AR5 i 4RiE (Edit).
PRI EPHEMEERCE M, ARG R REE (Edit).
$IB4  lRIEHE KRR (Edit Group Policy).

PS5 il REF PR EIR.

PB6 Ll BPmER,

£ i+

$£IE8  NEFiiER (Client Module) FH7413 Hhik £ — Mk

BB NETHMEREXH NHER PRI E SO, BN + A e & SCrk.
P10 &b BRARRTE SLHE LI 2 bRk,

SEBEN LR
TIE12 IR 2R, WEEEDET 2 1.
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%iF Secure Client 2 E ]

$E;13  SHHRTE (Save).

T—% it a
1. FEE O EARE RO E

2. A3} Secure Client, #%F VPN BLE A, RJ51EHT] VPN, Secure Client 7 FZ23E O RCE W
R

3. AR E . ARFEAER, S KAE Secure Client FEELELE , 2 95 T,

I&3F Secure Client 53R B &

7E BN BA1E

7 BB E A DL fir 4 A G B SO AT Secure Client UL E -
* show disk0:- & e & S S LA .
* show run webvpn - #5242 & 7 v Bt B 1 EAE &

* show run group-policy<ravpn_group_policy name> - £ 7 %424 F i) RA VPN 2 5205 (1) 74
fF B

* show vpn-sessiondb anyconnect - £ 5 {if ) % 4% 7 iy VPN 2316 0 FE 4015 B o

R

1. )1 Secure Client &5 UL VPN 4%

2. B OO E OB ERE A5 T Secure Clientfl)— #8743 2%

3. EUFRCEMECE S CRA)D 18 Jra e R G0 IS SO S i sk A B R AT

£ &y

TEr LU AL R V7 ) VPN 6 (R > @32 78] VPND s A By ERIZFEZA VPN %
B ile T LAPRIE N € 5 H 7 S WA DR AR i L, [ A 22 ik 19 4% A0 P ) i 7L

g E FEERETNARK (PerApp VPN) #2315 VPN

A8 H] Secure Client WA )4 437 VPN BRI, Frfg i CRLdssk BN AN &) #fil it
VPN i,

X117 Android 51 i0S FIZATIRS 2, W LARREIE A VPN BEIE 1 H o X FhhE TR R f
1] VPN Fx 4 Per App VPN. Zidi [l Per App VPN, #5020 222 FIE ¥ 55 = 5 B% sh B 46 & B 2% (MDM)
N . fF MDM 1, 8% AT il VPN FEIE A 1) CHEHEN 513 . SmT LAAE bS8 Sk g
i1 Per App VPN,  LUE 14 ¥ MDM 1] LAZERS B ¥ 4% b I T 45 (1) SR
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B == per app ven i BT R RS T

L
R B i) VPN BRG] CAHEHE 8 45 Ak 45 «
o PERE - BRFIAME P26 E 1% VPN it i R 8 VPN R 10 92 5
o DRI - RGP VPN FEIE G 52 7 3l B % B R ZEHEME (K18 RN ] 1 i o

fic & Per App VPN [ 18 B i 18 &4 F01F 7]

BIiR &
© GHFMCE S =TT 8w E B s (MDM).
LA E MDM A ST AE BB ki 56 0 & SCVFAE VPN FPAE AT
o LA Cisco #A R H0y F#& Cisco AnyConnect Enterprise Application £ #¢2% .
T T H kg X Per App VPN 50

VFAE]
* Secure Client Premier, 5{ Secure Client Advantage.
o BERHRR VR AT IR SR P e .
LHE RO IS IEIE T BE, T RIKIESE BREE > W RE > & REITATE.

WE®TNARA ID

TERE BRIV B L A VER 1 RSB e 4% FOE T BT 19 VPN 2 BT, 600 Z500 i BEAE B T 0 VPl
BRI

FA R P WAL ] P B B ek B IR B) Be A B A (MDM) H G Per-App el o 3XFE T LA AL i
SO B AR E TR S PO E S VRN B, I 250 5 A P A AR ) 28 b g4 I FH ) S
ID,

N ID (41 10S AR AR ID) & S ) DNS 448K . B8] DME A SR D@ mo e . i, o R
TN, com.cisco.* F/RTH Cisco NH.

LR N ID,  TEAT BA T A

* Android-7E M 253 B 2% Th % A2 Google Play, ARJGIEFEN FHIH . HGE RPN (B FTE
N D), SRJEAE URL. NH ID 71 URL H1(1 id= 244 L. #5411, Facebook Messenger
) URL @i'F, St H ID /& com.facebook.orcas

https://play.google.com/store/apps/details?id=com.facebook.orca

X Google Play JeiZgk A3 NI (Bl A RN, TER—MREFEATRES d& N
LASRIGZN ] D Cisco AJGAEATa] AN F5 45, (IR EERN 22— W BE A A2 S 1 K

* 1OS-BAT HIEWM 7RI 1D, LU & —Fh Ak ik
1. AFH S web W WA (B4 Chrome) RN HAFK.
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https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0
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mExFumneNEE [

2. RS A, A Apple App Store %N FH M EEF: . 11, Facebook Messager 45
LT

https://apps.apple.com/us/app/messenger/id454638411
3. SHlid FATH S R fEAGIT, B 454638411,

4. FTH—AFMREAE H, SRR B INE LR URL A RE:
https://itunes.apple.com/lookup?id=
TEA|H, B https:/itunes.apple.com/lookup?id=454638411

5. RGN FE UM, SRR a4 Laxte R30S0
6. FECARGNIEA (FIanE AR I, SR A K bundleld. #1%0:

"bundleld":"com.facebook.Messenger",

FEARBI, JHGE4L ID 24 com.facebook.Messenger. LAMAE 4N A ID.

PN ID FI )5, R mT LA B g R e SR

o EE T FAY VPN fZiE

LHIFBCE MDM A5, 0T LAAE BB i Sk e 45 S H Per App VPN 783k a H G, 111
MDM B4 I VPN 2% 1Al 9 2% 1 3
Fro& Z A

o B fRAs CAE P HE O HE AR YT ) VPN SR .

* fii ] MDM B & Per App VPN, JfK4 & B #4473 M 21 MDM IR %5 %%

« F#& Cisco AnyConnect 1MV ik £e4% .

UK

i Cisco AnyConnect £V W F ZE+648 1 X Per App VPN 5l

PRV A — N 2 ER ST SRME, A MDM o CAVFRIN . (H0E, AT DA Sk e
JESERVPAPE RIS RGN AR . an KB FE R € N, 58 FHME— 24 FRFI N R A 1D R A
FHEEE A . A OSREN H ID BPEAI{E B, &S0 e B3l N H BN 1D,

FAFH AnyConnect MW H EFE #3614 52 KF Android Fl i0S V-5 1) £ER L I1F Hls, 1EAT LT #
fE:

a) M FHFIRERE Android 1E 8 TG 2AL, JERCE LR ETI:
* KEFAFR (Friendly Name) - fi NS (1 44k @11, Allow_All.
* App ID-4iT N\ *.* LAVCHC T o] Re v .
o HABZETERFEA AL o

EiginiE VPN I}
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ER2IE VPN |

b) M TR AR P EEE i0S 1E AP G280, FFELE DL ik
« RIFEMR (Friendly Name) - S NS 944 5. G141, Allow_All.
* App ID-fr A\ *.% LAVLHC BT AT BE IV o
o HABGE IR FFE AL

¢) MKIKILFE KA > BEHERM LIPS base64 Gifih 715 i o

AT R AL FOUF BB 2 SRS IR BN XML SCPE . S . 7E BB 8 IC B Per App
VPN I B IR/ 5 .

RO 78 BB Sk e 2 L H Per App.

a) ILEHEIRE > EIEHE.

b)  EFIEFEVI R VPN g, K5 At dmEE (Edit).

o) IEFEMERRE M, AR5 SdigREE (Edit).

d)  rii4miELAKEE (Edit Group Policy).

e) miili REFPim L.

) Al BEXEM, REAT+.

g MNREEXEPIHBMY Ny IESE Per App VPN .

h)y N BEXBMHRE THyIRPEEEN S, st + S %.
4 Per App VPN IS IIHT 1) B € g X ST, i A Cisco AnyConnect 4k W 1E£45 111 4
FRy ULHHAI base64 G h HEms 7157 5

i) RilERE
i) i, RS A R TF

2 EH O R E

T—5Hit4
1. 87 Secure Client, %&£ VPN BB S0/, RJ5iEH:F] VPN,
2. BOARCE . FRUENGEE, ESH WA HACE , 55 98 T,

WIESTNAEE

1£ B BH1E
76 BHBi i FAEH LR Ay & A F Per App FL'E -

* show run webvpn
* show run group-policy<ravpn_group_policy name>

* show run anyconnect-custom-data
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iziiia ven =51 [

E&im
L 5 BRI . VPN 45
1. AL E gt EE K’Fr Secure Client.

2. BEERER (Tunnel Mode) ¥4 7& “)V FHF%IE” (Application Tunnel), A2 “FEE T iE" (Tunnel
All Traffic).

3. BRERA (Tunneled Apps) K51l f7E MDM A i JH BEIE IR A T o
L2718 VPN - 451

MARFIB AP REEPin w5k

AT AT BRI VPN F 74 ] Secure Client F] Cisco Secure Firewall Threat Defense 2E£11/j 7] VPN
W SRV FE IR B Ry B8 o A mT LU kA g o7 0 SR s v R R 25 i (QoS) B il e Ky 5
DL R SRS P B AL 2 A AN S B AN O Tl R, T DA e AR BE G EE E, Biak
T8 o AT BRI 4% . an YT R O A, B 1 s R A = .

SR | FARRE EXER
1 RN aE R {17 LDAP %385} Active Directory A1 435 H 5%

2 E B B s e RO P R B | - S B QoS Sl LLEIHE QoS S .

SR A QoS HUIN.
QoS M QoS MM C 20 LB QoS HUILAGIZE QoS KL,

3 FCEZFEVT 1) VPN SE0g, JFEefal | BV H i ey i) VPN 5Eng , 55 12 1T
S (VIR A T P B G B

4 HREIERE VT 7] VPN S0 fHIE 7 U

SRR XS T A ID By e HI N £ A VPN 517

SIB | HERRIE BEZER
1 A A B4 LDAP 4ii# 5k Active Directory 4i3a 145k H
2 B 5 03 SR IS 0 B 43 ) S GG 0 NS LLBE B ) TR .

TEZ I B S U DAY B LI o

3 H 53 03 SN S5 07 I PR SR ORI . | R At SRS 5 U il 4 AR SR IR

EiginiE VPN I}


management-center-device-config-74_chapter69.pdf#nameddest=unique_1056
management-center-device-config-74_chapter18.pdf#nameddest=unique_795
management-center-device-config-74_chapter18.pdf#nameddest=unique_796
management-center-device-config-74_chapter4.pdf#nameddest=unique_45
management-center-device-config-74_chapter69.pdf#nameddest=unique_1056
management-center-device-config-74_chapter69.pdf#nameddest=unique_1056
management-center-device-config-74_chapter74.pdf#nameddest=unique_1536
management-center-device-config-74_chapter74.pdf#nameddest=unique_1537
management-center-device-config-74_chapter40.pdf#nameddest=unique_792

wigipiE VPN |
B ==mwoasicssnri

HI | HHNIRE HEER
4 e B L AL Y7 i) VPN SRIg, JFEFE ) | IS g vy i) VPN Sig , 55 12 71T

S (VYRR A T P B B
HRE I RE VT 7] VPN S FE G S

(V)]

Fic & BB B 1 25 UE+ 519 35 iE

ETFZIEB RS0 HIE

R T ZAET I B I iE So v P A JnE v AL BB AR . TR AN VPN SR B S
FONFETAES S O IR R 2 M. EATLLY AAA SO RAES G . TR VPN JERT
B I 2 AR R A VFIE R UEAS RO T ST AT B B Ik . Bk 10 (K 5 i
AT SR IRAUE LS VF RA VPN Uil 2 Ah, SXFEIE T DU R e 86 o 2 mIUA R e e o 8 BE B AT LI
ot NTHENLIE A2 B P e AR A P 44

WHRECE T 2N ETAE BRSO KAE, W4 VPN 2 7 5 g I AN IE 15«
« —/ME$ (First Certificate) - XF £t AT B O3 S0 VRN LIE 1S
« = /ME$ (Second Certificate) - X} VPN 7 HEAT B 43 S0 E 19 E 1

AR BUPr B A AEAS I PEAE S, TE S D B B A S

PR il
© ZAET SR BAE 1T 2R IE A B BRI A
AR I A SCRERE T RSA HIIET .
o fE 2R i IR S e, ASCHFERE T SHA256. SHA384 il SHAS12 i1 .
< IEB S A RIEARGE S SAML S A3 ¥EL: S

MIEBFUEFR AR %
TR 7S P A IR VAT UE B T 7B, RIS IEH T2 AAA S50 uE CERIAREYD « 7R
ANUES AT SO SR Iy, 5 B 53 ] DL A P 78 D e £ B IR A I = A IE T . BRIATS DL R,
M THHEAR A 2R AP UES O\ Z22% P sl s —ANE) o WeRa A “AUiE
57 (Certificate Only) S50 UE 7V, P A P A S HAE VPN il H - 44 . Wi E FH AAA
UEBSRIUE, VPN 231l - 2025 T FA e gk 1l
AR FEREN VPN BLE % iEH S 1443 300
1. ¥ Cisco Secure Firewall Management Center Web JHIT I, iE#% & > VPN > imi2EN.
2. mEHINAA R YT ) S, B T I S AT S

T2 QU EDET e R VG 1) VPN S, 5 12 Tt
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management-center-device-config-74_chapter4.pdf#nameddest=unique_45
management-center-device-config-74_chapter33.pdf#nameddest=unique_1204
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mEsmasiEsaniE ]

IEPRERC B SO LA S 2 UE B S e, 25 SihidmiE (Edit).
WS N EE I E SCF R , B 21 T,

EH AAA, RGIEPBMHISIEA % (Authentication Method):

& 3:

Edit Connection Profile (2]

Connection Profile:*

financ-user-group ‘

Group Policy:*

DfitGrpPolicy v \ +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication

Authentication Method: ‘ Client Certificate & AAA v ‘

[ ] Enable multiple certificate authentication

Authentication Server: [ Internal RADIUS v ]

I:I Fallback to LOCAL Authentication

v Map username from client certificate

Certificate to choose: ‘ Second Certificate = ‘

® Map specific field

Primary Field: Secondary Field:
CN (Common Name) v ‘ ‘ OU (Organisational Unit) v

) Use entire DN (Distinguished Name) as username

[ Prefill username from certificate on user login window

Hide username in loain window b

* (WERARIED - AR il 5 P 3T S RAIE . & S e 150070 VPN 2% ) biig 24 diii
FRCE. BUAEO R, A0 IRAE B % bl B CN R OU. an S e 5% 7 il 5 11
HAh B g TH P4, M “3E” (Primary) A1 “4fi8)” (Secondary) Btk L i ™Y
B

« ZRIRIEFHF0 AAA (Client Certificate & AAA) - fii Fl AAA FN% 7 i UE 0 I P Bl 5 43 561E 24
TSRS P AT B4 BE

5. BB SIER FMHIEIE (Enable multiple certificate authentication).

imiziis VPN ]



wigipiE VPN |
B ==mwoasicssnri

6. EFMRSTE FimiEE eI P& (Map username from client certificate), #& 5 M AT &R B9IEH
(Certificate to choose) T #u#lZ I FEIEFS, DAME M EHLUE BB P uEH it £ VPN 216 1)
M4,

« E—/NEH (First Certificate) - B A HE I 144,
* EBZ/MIEH (Second Certificate) - WL H P uEH g H 7 44, BUEXS VPN H P HEAT 5 0 56
ko

7. FECE T SR E SO B R R VT W) VPN R

8. RAFIERNCE SCA ALV W] VPN RIS . 7E BB 5B R VT ) VPN 5%

LRI VPN AAA WE NG E, 1S RECEEFEY M VPN [ AAA W, 2523 1,

DAP FHJIEBE &

AT LLYE DAP Ad % IC BAE DA @ o K AE ZAUE15 SR I b1 IR AN VPN 2 = s i 38 (1T
THEHLUE T N2 ) 2575 17 5% (DAP), LA OR BENE R UE 157 B B w485 m] DU UE 17 B
il SRS RS, A UE T T i e s AT B 50 1IE

1. MKIRIEFRI&E (Devices) > h75if7 i8] 5k B& (Dynamic Access Policy).

2. GAHRIUAT DAP HME AU B K) DAP SE, SR 5 iR IZ R .

3. IEFEHIATIN DAP K, EREIAEHTI DAP s IR BT A -

4, PR IR S (Endpoint Criteria) > iE$ (Certificate).

5. IEFEVLECALEERE (All) BUEA (Any).

6. sdiERAN (Add) LA ITE TS R Tk
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10.
11.
12.

13.

& 4

mEsmasiEsaniE ]

Certificate Criteria X
: - -
Certificate (®) Certl () Cert2
Subject | Issuer H finCA SHA |
Issuer | Name H Finance CA |
Subject Alternate Name ‘ User Principal Name H Finance Group Cert ‘
Serial Number ‘ 0x04C11DB7 ‘
Certificate Store (0) None (e Machine (0} User
-
=
IEPEIE T Certl o) Cert2,

EFHE & (Subject) H-45 5 UE Al FH & i
IEFEIN AN (Issuer) FH4i5 2 UE B MR AL L4 FR

EPE B H B BFR (Subject Alternate Name), I 4 f# H & 45E B L H5K .

{82 F%5 (Serial Number).

EHE P FHEX (Certificate Store): o tHEHLE .

SR T2 78 T A G A R, A 7 2 b A B UE P R A7 A X

s RTE (Save) LASE IR 4 F I EL

BO'E T s 1 DAP idsk i &, AR5 K DAP Sicfefz A VPN CHk,

K DAP (VLIS L, TS 8h&V) In) 50 .

imiziis VPN ]
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B e venomemeies

ER2IE VPN |

IZFEIEN VPN BT RE A £iE R

DigE

=Kk &8

il

AR BLAf
B 1D

1

VTIIAE#: O _EF) IPsec

325 LN
TRl

7.4

=

{E Cisco Secure Firewall 3100 £ Cisco Secure Firewall 4200 %4 F, 47&
VTI 33z O _E H3) A IPsec 04 73 -

SR X

7.4

B

T DARCE 22 A% 7 i 8 SO HCEE 2 VPN ki 4 224
B HERLIN U 2 X L B 5 X B A

* GUI SCAHIH L
« [EbRAIE B
A
o BRI
o B SRR
o AHU R T e e
BTG MG DU B
c WHR > WHREE > VPN > ZEERIREENX

CRE>EERED> SR >REZFFHEEX

WAN Fii 2423 T b

7.4

WAN $l BB AR SR WAN B S B LR R .
BTG MG U D -
BEiR > f=HIEAR > WAN f5E

SCFRIE R SAML

7.2

FATHE B TR VPN BUE R S, DS FFE e A SAML HEAT HY
FUEHRIOUE . BT LIS RN VPN L E A 72 R SAML S 0IE 2
OO VAL UEF AT 5 J8iE o

IPsec i3 Vit -

7.2

1E Cisco Secure Firewall 3100 I, BRIATE DL 4200 IPsec it. #IGHEE
IPsec i /5 10) VPN 8L ARG ) VPN 224558k (SA) J&5, IPsec EHLB# 47
MRS TG AT g FE T TBE S (FPGA), XN iZosft sk 2 ke

f&nT LU# ] FlexConfig A1 flow-offload-ipsec 4 5 iU fic & .

Z A~ IDP 51T 3 FF

7.1

Cisco Secure Firewall Management Center ¢ 1 H| Microsoft Azure [¥]%
MO R PR AT AL XSS AR fAT DLRATAH R SEARIDI 2 AW
HBAME— B ARHIET .
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zreEAveN win iz ||

=Kk &8

Hls

AR BLAf
ikl

FIE

AnyConnect VPN SAML
VISP R

7.1

=

EHAE T LLEC S AnyConnect VPN SAML AR g, LU FH Al 5 43
YGAFKETN, T S 96 3E . WebAuthN. FIDO. SSO. U2F LK
HiT Cookie R AME M4 f) SAML A% . 44& 48 SAML ff: Ay i
Vi ln) VPN LB SCPF ) 3 S B0 UE 7 VR, T LLEFELE AnyConnect
% wEFH P i 1R AR M 0 B 285 1T AN A2 AnyConnect 1k A 30 B8 245 K44
1T Web SBIGAIE . HEIEITATAE RS 1K) VPN B4 B0 A H At A 2 5% 2 )
Ji F B S5 5% (SSO)e U AR SCRE TEIEAE i AN 2 D25 Hh AT 1)
Web S IHIE 7772 (AN AEY)REAE S 43 B0 E A Yubikeys) , A E£RIE
LI

AT R T ARV in] VPN NS SR, IR AT LA S SAML
BRIKR

ZAEFS 5 Kk

7.0

3

ci

Cisco Secure Firewall Management Center I 7E 32 £F 22 FhRE THE 1) @i
B S B0IE, ARG UEALAS B 2 UE D, IR 5 A 2 Al A B 5 45
BEANE T DGR - S ks, DUE RV AnyConnect 25 7 biiidk
1T VPN #EA.

VPN 1 3% ¥y

7.0

VPN St i o A2 i Ex G sl G i it 4, JFEN IS
ZIAPFEI AR VPN 21, AN AL AR 2 4

AnyConnect H & X &k

7.0

Cisco Secure Firewall Management Center I 7£ 32 ¥ AnyConnect H & &
P, [FIREHERCE AnyConnect 2 7 i DI RE I SE AL i, 10 CTHAE B
73 E A ot A 6 1y e (1) il G A S

ARSI 53 AT

7.0

& IAE T LIM#E ] Cisco Secure Firewall Management Center Web L III{E J&
Jpgi e ERCE R, IF o FEE I R VPN S50 UE
BEAMA .

P SRS

7.0

BUAE, S mT LR LA B B8 0 IR0 A N VPN T 1] VPN
P 1R 5

SZFF AnyConnect fi Bk
fit &

6.7

Cisco Secure Firewall Management Center J£E S FFL B AnyConnect FiLR
FARCE SO LA a2 4

W EE LDAP #2410

6.7

#40] LI ] Cisco Secure Firewall Management Center A3 f£#2 A\ VPN it
H LDAP 4L,

TCFEE N VPN [
SAML . /55 3 30

6.7

AT LI A2 N VPN 4 SAML 2.0 JIR 55 4 0 5 ok A i85 B 3 50 11 iR
55 it o

AnyConnect £ 2 VPN
B ST+

6.7

B SRV ) VPN SCEFRCE AnyConnect 25 P VPN fiE, Zf%iE
SCVFAE AR 2 il FE I o VPN R R %, CRs VPN H P 3
VPN,

EiginiE VPN I}
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IhkE =IK E8 |RE B |1FEE
=211 BA1E
SCREE AR AL )2 1 4 | 6.6 A=y DTLS 1.2 BiAE SR BRI SSL S 2 i) — 4y, FFH el bA S TLS 1.2 —ijz

(DTLS) 1.2

Be
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