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* %4 1D (Template ID) < A&7 DVTI £ 0 [1HE— ID.
« B&IEIR (Tunnel Source) Z&fFE X DVTI Y 1, BIMNESL R S8 AZha. EEH R, RATAM

4 DVTI BB W (0 FEE IR . I F 378 3R #iE 32 O (Select Inter face) KiF FRIEFE .

« BRIAEUL R, IPsec BB (IPsec Tunnel Mode) 24 &l TPv4.

|P thit (1P address) AREZ&HHAS IP Hihilk, PR DVTL @AM . FATa s s IR B4 110k 24 1 i & 1
FHIP. BRI D, &S dHER IP (k4= IP) (Borrow IP[IP unnumbered]) FHz3|&5510 10 +. 165
SREIRED (Add Loopback I nterface) X iEHE

1. 7EEM (General) kI, 7E&FR (Name) Ffi A\ HUB_Tunnel_IP, Jf7EIR[E 1D (Loopback ID) Hii A
1.

2. 7E IPvAIET-Er, % IP Huhik 198.48.133.81/32.
3. AEHAE (OK) LMEAEER 1

% 1P & 4 FRE] 1(HUB_Tunne_IP) (Loopback 1[HUB_Tunnel_IP]).

M E (OK) LMRAE DVTL. REH Bon—4H K, A VII Clchtld. SE#E (OK).
B2 RS TE £ O Wk &l outside_dynamic_vti_1(198.48.133.81).

$1E 4 EEIEIR (Tunnel Source) R4 ih k% GigabitEthernet 0/0 (outside). Ah#lF% 1) 1P ik (198.18.133.81) ¥ H
AR R TR

$IB5 JRITE%RIEE (Advanced Settings) LA & BRIA B

PIE6 niiHE (OK).

NGFW1 U D e ok v 15 A

W=y

T 32T R R i

L1 £S5 (Spoke Nodes) #7071, mith +o RGUK WoR RN iw (Add Endpoint) XJ i5HE .
$IE2 Nig#& (Device) gL P LS NGFWBRL 1A HL

pat i

BB ZAE A 7.3 B mRRAS AR AT

[l Cisco Secure Firewall %241 i3 R #4918 F 2451



| s R (OVTI) B 5 S5 DRI
mEsxsanes [

$IE3 A ERASELIRRETE D (Static Virtual Tunnel Interface) N4 5531 + LLAIET R4S VTI.
RGN o IRINERIREERE O SHEHE, 0P S TR BOARE
* BEIEZEA (Tunnd Type) &4 Hahi e hERZS (Static).

« ZFR (Name) £ H )1 78 4 <tunnel_source interface logical name>+ static_vti +<tunnel ID>. {5l%1,
outside_static vti_1.

« BRI R, B (Enabled) & A4 T2 R A
o N LA X8 (Security Zone) K741 1k $E Tunnel_Zone.
* B%3& ID (Tunnel ID) 25 HEHIHEFEAN 1,

« M\FZJER (Tunnel Source) 413 Hik+% GigabitEthernet0/4 (outside3). M outside 3 22 1115534 1) Nz 51 &
¢ 198.19.30.4 1 4 1L 1P Hhubik.

« BREDL R, 1Psec BEHER (I1Psec Tunnel Mode) 234 % & 4y TPv4.

* |P ik (1P address) A] LIJEFRAs TP Motk sl f5 A TP bk BT U NIRRT 10l 4 D e A8 TP, B
IEREE D, i AL ER 1P (R4S IP) (Borrow IP[IP unnumbered]) T 55301 +. 7ERMEITRED
(Add L oopback Interface) xf i HE -

1. &M (General) ETKH, E&FR (Name) Héi A\ Spoke Tunnel_IP, H#-ZR[E ID (Loopback ID) H4i
A L

2. {EIPv4AELR, i IP il 169.254.20.1/32.

3. RHRRE (OK) LAMRAEIRIEIEE

fEH 1P % & 4 IR[E] 1(Spoke_Tunnel_IP) (L oopback 1[Spoke Tunnel_IP]).
M E (OK) BLRAE SVTL. REHS R —40 R, #ik VII Chtld. sithi#E (OK).
FRAREPABSE 82 1 BB 4 outside_static_vti_1(169.254.20.1).

T4 BITSRIXE (Advanced Settings) LA B BRIA K B . DAZE AN IEHE
PIRS R HE (OK).
NGFWBRL U A D BC S A 43 3215 A
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R B 75 EE BRI O] (DVTI) R 1L 59 SEHUA S o s RO AS
B = os pmE oser

Create New VPN Topology (7]

Topology Name:*
Corporate-VPN

Policy Based (Crypto Map) (e) Route Based (VTI)
Network Topology:

Point to Point U ELGERITIGEY  Full Mes

IKE Version:* IKEv1 IKEv2

Endpoints IKE [IPsec Advanced

Hub Nodes +
Device Name VPN Interface Traffic Match Criteria
FTD NGFW1 outside_dynamic_vti_1 (198.48.133.81) Routing Policy 4 i
Spoke Nodes +
Device Name VPN Interface Traffic Match Criteria
FTD NGFWBR1 outside_static_vti_1 (169.254.20.1) Routing Policy Y i

fEHL T S LB E OSPF

FEFD ANy S P AL E OSPF, UMM VPN FRIE K I TEANS, s e iRz Mg,
PRI RSy LR K BEIE,  IFHs OSPF MA BJZ M %% .

ST EgHEROT T, 1IEPHEE (Devices) > I &R (DeviceManagement), 4XJ5 kit NGFW1 11 21 #wig (4
Elbr o
$®2  {E#ENO (Interfaces) I, H0AFZ AT AUEE AT/ DVTI #2171 1P Hihikf4 Loopback1 #17.
P®3  AULEEE (Routing).
P4 SRR T OSPF.
$IEE  krPiEFE 1 (Process 1) & kA4 LLE H] OSPF 244
$IE6  fidiEND (Interface) LR .
-}J';q% 1 ){_:T\l:—'-:l‘ +uj\\7]ﬂ (+Add) %gﬁ’I i—\‘ Add Interface Niﬁ*@o 1@6& uT?&
*« #0 (Interface) - I\ N7 £ ik$k DVTI £ 1 outside_dynamic_vti_1.
S (Point-to-point) - & HP A2 EHE LLIE i VPN BEIE 1% 4 OSPF #5 H .

Hoa 7 BT ERIAME

[l Cisco Secure Firewall %241 i3 R #4918 F 2451



| fERszsEmbEERED (DVT) B4 THlM S foO iEeE

et LEE oser ]

* N HRE (OK).
/30 (Interface) LK H 4 outside_dynamic_vti_1 s IH-—4T .
r X (Area) iETTR .
Al HRAN (FAdd). RGO BoR RN E (Add Area) XHGHE. B 7B
* OSPF i#72 (OSPF Process) - XE#HERE ID 1.
* X35 ID (AreaID) - ffif# 1N 1.
HARFBATHERE.
* AT M 4E (Available Network) - ZL75 I ELIE i BE 8 15 1 N 4%, AT DA N4
S VRIFHIIGR G, A L IS
« &%R (Name) - L HUB_Tunnel_IP & Ui A % FK o
- [ (Network) - £ 4 (Host) 30, 45 #iA £ IP 198.48.133.81.
* Witk 7E (Save).
* {ER] FHM4E (Available Networ k) - B ()48 & X Sl b N Aol (HUB) . FRGERE A H T8 I 0 268 06 52
(HUB_Tunne_IP). I&FXT%, SRJG mdiimn (Add) 5 H78n 2 Frik M £& (Selected Network) 5113
* {ER] M4 (Available Network) 7B 148 & X 34 A el (Corporate). & 40#4%1 i Corporate LAN
PTG RS, SR siiinn (Add) 4 R N2 Frik M 48 (Selected Network) 5155 .
* RiiFBE (OK).

A X (Area) LXK A IN—17.

Cisco Secure Firewall 22 mMeiEAEG [



R B 75 EE BRI O] (DVTI) R 1L 59 SEHUA S o s RO AS
B =565 0mE oser

NGFW1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

. 3 Process 1 ID
Manage Virtual Routers &
OSPF Role:
Global v — BT
Internal Router v Enter Description here Advanced
Virtual Router Properties
Process 2 ID
ECMP
BFD OSPF Role
Enter Description here
OSPF
OSPFv3
EIGRP Redistribution InterArea Filter Rule Summary Address Interface
RIP
Policy Based Routing OSPF Proces: Are. Area Type Networks Options Authentication
v BGP
| 1 1 normal HUB_Tunnel_IP... false none

IPv4

FEI0 fULRTF (Save), (RAFH0TY R OSPF BCE .

EnXT s LB E OSPF

FE YA LT, THE IR E (Devices) > & & & T (DeviceManagement), 4R )5 s5 i NGFWBRI 5 55 1) 4R (#)
KI5 o
$£1# 2 774E0 (Interfaces) LI K-
o BHIEZ 7R SCICE AR 1 Tunnel 1 #2 1 TPELE (5 L

o k2 Fir AN ¥ FHAE Tunnell 1 IP #idil () Loopback1 4 H 4115 B .

P 3 ALl E (Routing).

LA it Ao MR ) OSPF.

LIRS IR 1 (Process 1) RIEHELLT FH OSPF 524 .

FIE6 L X (Area) LT,

FET L+ (FADd). RGNS ER RN (Add Area) WEHE. B L R 7B

* OSPF ##2 (OSPF Process) - i #%HEFE ID 1.
* X135 ID (AreaID) - Hif#{E N 1.
AR B FH BRI

[l Cisco Secure Firewall %241 i3 R #4918 F 2451



| (&M btz (DVTI) 1L s A S b ROE TS
twnstinrmEoser i

* AT M 4& (Available Networ k) - 78 I S o B 18 5 1 M 4%, T AT LA N4
« SERIFIMZ S, T KN
« ZFR (Name) - L Spoke Tunnel_IP B\ A 475 .
« M4& (Network) - EFEEHL (Host) IET, SR J54HIAFHL [P 169.254.20.1.
* M RTE (Save).
- {57 A% (Available Networ k) ‘5 BUIf22¢b< S i A 53 3 (Spoke). JRAEA F1HI BT I M2 01 %
(Spoke Tunnel_IP). &0 %, K5 Sididhn (Add) KL Sk M4 (Selected Network) 41/ .

* LR FA M 4% (Available Networ k) Bt 148 R X b i N 93 SZ##4 (Branch). &R4K 51 H Branch_LAN W
NG, PG, ARG AT (Add) K LS N BB IE M 48 (Selected Network) 415 .

* KilHBRE (OK).
A X (Area) LXK A1 —47.
GFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

™3 Process 1 ID
V]

Manage Virtual Routers

OSPF Role:
Global -
Internal Router

v Enter Description here Advanced
Virtual Router Properties
Process 2 ID:
ECMP
BFD DSPF Role
Enter Description here

OSPF
OSPFv3

Area Redistribution InterArea Filter Rule Summary Address Interface
RIP
Policy Based Routing OSPF Proces ArealD Area Type Networks Options Authentication

| 1 1 normal Spoke_Tunnel... false none

FIR8 mdHRTF (Save), PRAF7 ST ALK OSPF L .

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451
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AN FE B O] (DVTI) 4L 53 AL 5 L S
B =srasnzs.

= A S iy Y Pax
B & 17 [B]32 I SR B
TEAREEZ /T, iF IR NGFW1 FI NGFWBR1 15 i E 1) VTI 2 1 5512 8 Tunnel_Zone #1381 X 35 AH

TR (Policies) > 7 [B)#= 6 (Access Control) DLy frl 42 SN o o200 Ay Lo 173 32 ST LA
YT RS, DL VR B BRIE R VPN i

» NGFW1 - 075 5 (NGFW 1) [ il 5 e
© O ST EHEE] - 7 3095 R (NGFWBRI) [R5 [ F2 i 5ms

FIB1 gm0t A (NGFW1) AC sEmg, i fiids g (4 Klbr.
WA 2k A FH 49148 S BT R D) 45
* Allow-To-Branch-Over-Tunnel

* Allow-To-Corp-Over-Tunnel

1. #i4u% Allow-To-Branch-Over-Tunnel 5%, i did wiE (4 Bz

2. {EXIE (Zones) LT K, % Tunnel_Zone JE¥ 3Lk, SRJ5 AliliiRin B#R X5 (Add Destination Zone).

n 8 Editing Rule Allow-To-Branch-Over-Tunnel NGFW1 | Default @
v

Name | [Allow-To-Branch-Over-Tunnel | n Action | € Allow B Logging

W Time Range | None

@ Intrusion Policy | None

Zones (2 Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
Q ( pp y 9
—_—
Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applicati... 2
=| « Tunnel_Zone Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1 object
InZone1
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN

+ Create Security Zone Object

Comments Cancel

3. SN A (Apply) fREAERRI

4. H4wiH Allow-To-Corp-Over-Tunne %, i fiids 4wig () Kbr.

5. 7EX1F (Zones) BELI-RH, 8% Tunnel_Zone I Lk, 4RJ5 siddiifNiniE X3 (Add Source Zone).

[l Cisco Secure Firewall %241 i3 R #4918 F 2451



| fEmahERBEEED (DVTI) B L5 S i BB
mErnnzs. [

- & Editing Rule Allow-To-Corp-Over-Tunnel NGFW1 | Defaut @

Name | [Allow-To-Corp-Over-Tunnel o Action | @ Allow B Logging W Time Range | None
@ Intrusion Policy | None v B File Policy | None
»
Q Zones (2) Networks | Ports Applications Users URLs Dynamic Attributes VLAN Tags
Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2

=| &% Tunnel_Zone Collapse All Remove All = Collapse All Remove All

ZONE | v 1 object ZONE | v 1 object

3 InZone1

NET v 1 object NET v 1 object

Branch-LAN Corporate-LAN

+ Create Security Zone Object I:I -
Comments Cancel

6. ridiRZF (Apply) {RAEREI.

7. BUE NGFW1 H1 ity SRl o

8. MiifR7E (Save) LMRASE AC Helik

9. i iRE7 a4 SRR ETE (Return to Access Conrol Policy Management) DL [H] Sl 1 1

HIB 2 PigniE Sy S0 A (NGFWBRI1) AC 56B%, 5 g (4 K.
WAL Ry 7 48] G e 1) L U)o, <
* Allow-To-Branch-Over-Tunnel

* Allow-To-Cor p-Over-Tunnel

1. %% Allow-To-Branch-Over-Tunnel 5%, i fiidi 4ig () Kbz,
2. {ERX1F (Zones) LK, %R Tunnel_Zone J&¥ ik, AR5 iR iR X 13 (Add Source Zone).

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451
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RS ERBEED (DVT) B S5 omdE |

B =srasnzs.

A
Editing Rule Allow-To-Branch-Over-Tunnel Branch Access Control | Default @
Name ‘[AIIow-To-Brancl:OvervTuEI| ‘ L Action ‘Vo Allow ‘ B Logging ON B Time Range ‘None ‘ =
@ Intrusion Policy | None | select Variable Set v B File Policy | None
< »
Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
—_—
\ 2. Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2
(=) & Tunnel_Zone (Ro Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1object
&% Tunnel_Zone InZone
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN

+ Create Security Zone Object I:I

Comments ~ Cancel Apply

3. ARZA (Apply) (A7
4. g% Allow-To-Corp-Over-Tunne %, it w48 () Kbk,
5. 7EX1F (Zones) EL-RH, 8% Tunnel_Zone IRk, #R)5 siddiiion B#R[X1% (Add Destination Zone).

Editing Rule Allow-To-Corp-Over-Tunnel Branch Access Control | Default @
v
Name |Al|ow—To—Corp—Over—Tunnel| ‘ L Action ‘eAllow B Logging ON % Time Range ‘None
@ Intrusion Policy \ None ‘ Select Variable Set v
4 »
Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
_—
‘ 2. Tunnel X } Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applicati... 2
(=) & Tunnel_Zone (Routed Security Zone) Collapse All Remove All | Collapse All Remove All
ZONE | v 1object ZONE | v 1object
InZone % Tunnel_Zone
NET v 1 object NET v 1 object
Branch-LAN Corporate-LAN
+ Create Security Zone Object | | -
Comments ~ Cancel Apply

6. sdiEZF (Apply) TRAERIN
7. IF NGFWBRI ) 580

. Cisco Secure Firewall 5% £ 113 [ &9 1% FA 22451



| M mnbEsiEn (VTN B 5 TALES dl fE
werz ]

8. HdifR7F (Save) LMALE AC 5.

AERE

FESEITATICE G, K L8 BT et

FIB RO R T, S ERE (Deploy). XFER o CUER I B &5 £ .

IR 2 b B E R E T Y NGFWBR1 A NGFW1 55371 (1) 53 1 HE .

$IE3 LliERE (Deploy). ZfFilErE “HE” (Deploy) MEHET FRich “ E58R” (Completed).

LB A W ARG AEERE ) SO R IR B, SRR IE$SIR (Validation Errors) B IEE €45 (Validation Warnings)
IR e, EAESCENVEANE ., 15 “IAEH A7 (Validation Errors) 8% “ ¥4 457 (Validation
Warnings) %% .

A LU R AT k£ .
o QRELIE - RN LT R ESE . R ARGV R, WEikgksts.
o K] - IBHMAE . U RAE S SO, R E T S A E .

A ST i ek b 32T B
IGE 22 VPN BX B R &
X VPN FEIE AT LR 560 .
* FEUE S8 VPN 155 EAR LI IE R E R S

1. ZEIGUE VPN BRI 15 IE e AT, 1 IEFHAR (Overview) > 2 HIHE#R (Dashboards) > i & /8]
VPN (Site-to-site VPN),

Firewall Managem,e,ng(;,em,er Overview Analysis Policies Devices Objects Integration Deploy Q 60 & 0

Y Device NGFW1 x X Select X m‘ Cance Refresh every

Tunnel Summary Node A Node B Topology Status

NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.30.4) | Corporate-VPN Active

100% Active
1 connection

Topology

Corporate-VPN 0 0

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451
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RS ERBEED (DVT) B S5 omdE |

IGIER4E VPN BRIERYTE 2

2. KRG R NGFW1 . NGFW1 55144 R B ETEES S (View Full Information)
(7

3. AN EETEIER (View Full Information) Kbr. RE0H Bon &S e BATH AL E1E
0] i A

4. pidifE R CLI #48{5 2 (CLI Details) T+ .

5. MilimALAE (Maximize View) LA <7 IPSec %24 G TEAN{E B IK B R AL KHEAE .

6. AT LAZEXTIEHEN) R 250 R T show v &) CLI, DAAA & LI VT #E: M,

Tunnel Details

Summary

Node A (198.18.133.81/500) [} <) Node B (198.19.30.4/500) [}
4.69 KB (4804 B) d:  4.86 KB (4972 B)
6.07 KB (6212 B) R 5.94 KB (6084 B)

IPsec Security Associations (1)

el IKEV2 VT

NGFW1 (VPN Interface IP: 198.18.133.81) NGFWBR1 (VPN Interface IP: 198.19.30.4)
show crypto ipsec sa peer 198.19.30.4 2 show crypto ipsec sa peer 198.18.133.81
peer address: 198.19.36.4
interface: putside_dynamic_vti 1_val i de_static_vti 1
Crypto map tag: outside dynamic_vti_1_vtempla Crypto map tag: _ vti-crypto-map-Tunnell-@-1

7. ik (Close) LA L “BEiEHE41{5 B (Tunnel Details) % 1]

o IER LA AL AT 5 L RUER A (Verify Routing on the Hub and Branch Nodes) - %:iF /& 75 &
£ NGFW1 il NGFWBR1 L 1Effi3k%0 OSPF %M. &5

1. RKIREFE % (Devices) > R &EIE (Device Management).

2. FLYWIH NGFWI, i riidi 4eig (4 s,

3. A& (Device) LI .

4. piidiEM (General) R CLI 428l RI0K Wos CLI &BEHERR (CLI Troubleshoot) & I
5. fEfp% (Command) 7B 4 A\ show route, 4R idi#iT (Execute).

6. A NGFWI 11 fi L, A3 1 VTIIP (169.254.20.1) 1] VPN i Al Branch LAN
(198.19.11.0/24) [f] OSPF 3k40ik tH, W NE PR,

. Cisco Secure Firewall 5% £ 113 [ &9 1% FA 22451



| masEabEED (VT B s THS daiEls
wirwz veNiiEnnE [

CLI Troubleshoot X

>_ Command = Execute | @ Refresh | [}y Copy Device:

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.18.128.1 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.18.128.1, outside
11.11.60.0 255.255.255.0 [1/0] via 198.18.133.60, outside
169.254.20.1 255.255.255.255

connected by VPN (advertised), outside dynamic_vti 1 val
198.18.128.08 255.255.192.0 is directly connected, outside
198.18.133.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0 is directly connected, in1@
198.19.10.1 255.255.255.255 is directly connected, ini@
198.19.11.0 255.255.255.0

[110/1572] via 169.254.20.1, ©00:19:39, outside_dynamic_vti_1_val
198.19.20.0 255.255.255.0 is directly connected, in2@
198.19.20.1 255.255.255.255 is directly connected, in2@
198.19.30.0 255.255.255.0 [1/0] via 198.18.133.63, outside
198.19.40.0 255.255.255.0 [1/0] via 198.18.133.64, outside
198.48.133.81 255.255.255.255 is directly connected, Hub_Tunnel_ IP

7. % NGFWBR1 i SEELE 2 5 5,

8. #FH NGFWBRI 15l B #fiA ) VTIIP (198.48.133.81) Hil Corporate_ LAN
(198.19.10.0/24) k411 OSPF ¥, Wi FE AR,

CLI Troubleshoot x

>_ Command = Execute | @ Refresh | [} Copy Device:| [NGFWBR1 v

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

S 0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/0] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel_IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0
[116/1572] via 198.48.133.81, 00:22:52, outside_static vti_1
198.19.10.100@ 255.255.255.255 [1/@] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19.11.0 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 00:22:52, outside_static_vti 1

* BIES AR OT R B RRZRIFMEZ BRI E

%3k WKST BR LA (198.19.11.225), il SSH 14 S NGFW1 [ #1141 (198.19.10.200).
W ORIERERS DL SSH ISR EHL.
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fEAHAEMERED (OVT) HLH TS T omEE |
B =sxvsrrssnwmzn

&5 lwhstbr - 198.19.11.225/- Remote Desktop Connection

-

osoft Windows [Version 10.0.19042.789]
(c) 2020 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ssh administrator{@198.19.16.260

wadministrator@198.19.16.2060"s pas
[; side 5.4.0-}

=l inux in -kali2-amd64 #1 SMP Debian 5.4.8-1kalil (2020-01-06)

Pu

(64The programs included wit tw
the e t distribution for each program are described in the
individual files in /usr/share/doc/*/copyright.

7] Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
pmTEPermitted by applicable law.
Last login: Thu May 11 16:15:40 20623 from 198.19.10.50

FRSE—BHRIES XA TS BHERE
1. %S (Analysis) > gE—ZE 4 (Unified Events).

2. fEHIZIERARA VPN #24E (VPN Action). ANZE 3 (Encrypt Peer). &% %f (Decrypt Peer)
FINDO¥EDO (EgressInterface) 41,

3. XHi%) BFrimO/ICMP X8 (Destination Port/ICMP Code). if7ial$=#I#8 0 (Access Control
Rule). if7ial=#l5kME (Access Control Policy) fli% & (Device) T HHEF I3 N, W FE
Jr7R

1, Firewall Management Center

Overview Analysis Policies Devices Objects Integration Depoy Q @ £ @ admin~ e
Q Se X
@ Sk gall3levents(62407) & F§ 2023-07-05 03:30:44 EDT — 2023-07-05 03:32:45 EDT 2m 1s.

T Event Ty romcation | comorne | bty | Dovics VPNAction | Decryptpeer | EncryptPeer 0% | [ff
> | 2023-07-0503:31:43 [ File 57406 / t E
> 2023-07-0503:31:40 Connectio GF Decrypt 98.19.3
I e N T e e 19910139 omese. |+
> | 2023-07-0503:31:38 | & Connection 80 (nttp) / tc Microsoft ow Outbou...| Branch Access GFWB outside2

4, HAE 5N WKST BR 2| EHLK SSH &AL Zi4E, 157E Birin O/ICMP {53
(Destination Port/ICMP Code) 41|kt 7 22 (sshitep) 14T 1R, ik
outside_static_vti_1$#% 175 NGFWBR1 FHATIRE#:AE, R)57E NGFW 1 EHUTRRZ #1E,
B BTN,

EaXTRLBEER VI ED

Cisco Secure Firewall Threat Defense S84 56 T- 8% 1 1) (VTI) VPN L& & 0 b%iE . 2432 VTIJGVEEE (i
ER, VPN R E Sl & H VT &%,
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| masEabEED (VT B s THS daiEls
anxrareasnwmzn i

FIB1 KKk & (Devices) > 3£ 18 VPN (Site-to-site VPN) & F CUCE (4L VPN $64h, K5 Al i (£ K
bro RGUKE R “Huf VPN 404”7 (Edit VPN Topology) %

F2 {E “/p A7 (Spoke Nodes) #7rH, i NGFWBR1 5 il 4ai8 (#) Klbr. R4 BonmigL4Lis (Edit
Endpoint) X} {5 HE

LRI LEARMEHN VTI (Add Backup VTI) &4 LA NGl Bh VT BEiE . 28688 Bon “ &4 VTI” (Backup VTI) #5475,
Edit Endpoint (7]
Device:*
NGFWBR1 v
Static Virtual Tunnel Interface
outside_static_vti_1 (IP: 169.254% | 4

Tunnel Source IP is Private

Send Local Identity to Peers

Remove

Virtual Tunnel Interface:*

Tunnel Source IP is Private Edit VTI

Send Local Identity to Peers

Additional
Configuration

Route traffic to the VTI
Permit VPN traffic

» Advanced Settings

‘ :ar“:e‘ ‘ m

HIE 4 L ERBERED (Virtual Tunnd Interface) FHi413 55101 + LIS VTIL.
ARG Ron IRINEEIARR E R O X RAE, LS U A R EARC &
« B¥IE 2R (Tunnel Type) x4 F 301 78 L 88 7S (Static).

* &R (Name) & H3hIH 78 A <tunnel_source interface logical name>+ static_vti +<tunnel ID>. i1,
outside static_vti_2.

« BNEST, B (Enabled) AN T3E R A
© M\ “ A7 (Security Zone) | 7412 3% £ Tunnel_Zone,
%i& 1D (Tunnel 1D) 4 ABhIA7EH 2.

« M\BEIER (Tunnel Source) #7413 k£ GigabitEthernet0/3 (outside?). M outside 3 432 15534 () F $z 414 h
%% 198.19.40.4 11 4 HL 1P Mkl

« BRIATGOLR, | Psec RIS (IPsec Tunnel Mode) 21 4 & 4 IPv4.

Cisco Secure Firewall 22 mMeiEAEG [



ERHTEBBEEED (OVT) Biks TS FumEE |
B = vnsEomme v EnEE VP i3

* IP #hit (1P address) W LJE A 1P Hutik sl il FH 1P ko Fofi Tal iU IR I 11 4 s 3 LR A 1P BEUR
TNERIEE I, 3 R fz g2 s i ik B3R E1$2 0 1 (Spoke_Tunnel_I P) (L oopback 1{Spoke_Tunnel_IP]).

Mt E (OK) LMRAE VTI. RGH BoR—4HE, il VII 2. sii#E (OK).
#4y VTL 0% & 4 outside static_vti_2(169.254.20.1).

L5 L E (OK) RED XL E .
$IB6 it RTF (Save) 1% VPN #ih.

J13F VT EOFNEEE) VT 3E O BB ECMP X1

FESF SV ) E A B RS VT 30 ERCE ECMP,  DLSBUERR JUAR M VPN It i 7 801

FE1 RKKLPR & (Devices) > R &EHE (Device Management), SR i 4 i 95 181 B % (NGFWBR1).
P2 piidi NGFWBRI 4 LUK L& (Routing) 255+ .

$IE3 Liidi ECMP.

PR 4 shiR (Add).

$IB5 (£ ECMP (Add ECMP) #ig, %A\ ECMP X8 f) %k ECMP-VTI.

HIE6 HoLH N, IE/ERTAED (Available Interfaces) HE F k4% 1 outside static_vti_1 fl outside static_vti_2, #RJ5
M (Add).

Add ECMP o X
Name
ECMP-VTI
Available Interfaces Selected Interfaces
outside outside_static_vti_1 M
inside outside_static_vti_2 M
outside2
outside3 Ad
< )

BT mdHE (OK).
ECMP T HILAE 2 W 1 ECMP [X 45,

FIE8 JUHRTF (Save).

[l Cisco Secure Firewall %241 i3 R #4918 F 2451



| fERszsEmbEERED (DVT) B4 THlM S foO iEeE

56 uE = Bk

wirxwafnmmE ]

18 FN4d B fx 18
I UE 2 S SR OV 2 (AR R VT BRE A B VTI fRiE 2 A O E . B3I Tiashik
.

2

o

* TEuh i (E VPN 125 E R B I IERR E AR TS
FAGUE VPN BEIE JE 75 1IE 1217, %A (Overview) > #2HI E 4R (Dashboar ds) > ik & /8 VPN
(Site-to-site VPN),
;- Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Deploy Q@ £ @ [y admin~ e
Y Select x |[ Refresh | Refreshevery [5 minutes 1}
Tunnel Summary Node B Topology Status
NGFWBR1 (VPN IP: 198.19.30.4, Corporate-VPN Active

NGFWBR1 (VPN IP: 198.19.40.4, Corporate-VPN Active

100% Active
2 connections

Topology

Corporate-VPN 0 0

* BAER OIS SHLAS TS . _E BB

1. fKKIEF&E (Devices) > % &£ EIE (Device Management).

2. B4 NGFWI, it br .

3. A& #& (Device) LI

4. B (General) R CLI #%4Hl. R40H Bor CLI #BEHERR (CLI Troubleshoot) % I
5. 7Ef8% (Command) 7Bt i\ show interfaceip brief , &5 sidi 4T (Execute) LAETH M

Ht B DVTI G2 R 3h A& B AL D

IR M NGFWBRL E 4B VT & #0483 NGFW1 I, 2 MIH-— DVTI 4
A¥, Virtual-Access2 211,

Cisco Secure Firewall 22 mMeiEAEG [



R B 75 EE BRI O] (DVTI) R 1L 59 SEHUA S o s RO AS
| R

CLI Troubleshoot

>_ Command: | [show interface ip brief ] =» Execute | @ Refresh | [[3 Copy Device

> show interface ip brief

Interface IP-Address 0K? Method Status Protocol
GigabitEtherneto/e 198.18.133.81  YES CONFIG up up
GigabitEtherneto/1 198.19.10.1 YES CONFIG up up
GigabitEtherneto/2 198.19.20.1 YES CONFIG up up
GigabitEthernete/3 unassigned YES unset administratively down up
GigabitEtherneto/3.100 unassigned YES unset down down
GigabitEthernete/3.110 unassigned YES unset down down
GigabitEtherneto/4 unassigned YES unset administratively down up
GigabitEtherneto/4.200 unassigned YES unset down down
GigabitEtherneto/4.220 unassigned YES unset down

Internal-Controle/e 127.0.1.1 YES unset up

Internal-Controle/1 unassigned YES unset up

Internal-Data@/@ unassigned YES unset down

Internal-Data@/e unassigned YES unset up

Internal-Data@/1 169.254.1.1 YES unset up

Internal-Data@/2 unassigned YES unset up

Management©/0 unassigned YES unset up

Loopback1 198.48.133. YES manual up

Virtual-Accessl 198.48.133. YES CONFIG

Virtual-Access2 198.48.133. YES CONFIG up

Virtual-Templatel 198.48.133. YES CONFIG up

Virtual-Template2 198.48.133. YES CONFIG up

6. X} NGFWBRI1 i EE L2 £ 5, DMEAEFS VITH# D Tunnel 1 Tunnel2, f F&
TRo

CLI Troubleshoot

>_ Command: | [ show interface ip brief = Execute | @ Refresh | [ Copy Device:| INGFWBR

> show interface ip brief

Interface IP-Address OK? Method Status Protocol
GigabitEtherneto/e 198.18.128.81 YES CONFIG up

GigabitEthernete/1 198.19.11.4 YES CONFIG up

GigabitEtherneto/2 unassigned YES unset administratively down
GigabitEtherneto/3 198.19.40.4 YES CONFIG up

GigabitEthernete/4 198.19.30.4 YES CONFIG up
Internal-Controle/e 127.0.1.1 YES unset up
Internal-Controle/1 unassigned YES unset up

Internal-Datae/e unassigned YES unset down

Internal-Datae/e unassigned YES unset up

Internal-Data@/1 169.254.1.1 YES unset up

Internal-Datae/2 unassigned YES unset up
Management®/0 unassigned YES unset up
Loopback1 169.254.20.1 YES manual up
Tunnell 169.254.20.1 YES CONFIG up
Tunnel2 169.254.20.1 YES CONFIG up

Cisco Secure Firewall 5% £ 113 [ &9 1% FA 22451
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| masEabEED (VT B s THS daiEls
wirxmigingaie [

CLI Troubleshoot

>_ Command: = Execute | @ Refresh | [} Copy Device: | [NGFWBR1

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/0] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel_ IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0
[110/1572] via 198.48.133.81, 00:12:13, outside static_vti 2
[116/1572] via 198.48.133.81, 00:12:33, outside static vti 1
198. 100 255.255.255.255 [1/0] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19.11.0 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 00:12:13, outside static_vti 2
[110/1563] via 198.48.133.81, 00:12:33, outside static vti 1

s {HTER, COFF T35 (outside static vti_1) A4 Bh (outside static vti2) VTI i@k OSPF
301 Corporate LAN (198.19.10.0/24).

< IEVERL, VT AHEY VTI 2@ OSPF k40 T DVTI F£iE 1P (198.48.133.81).

G ERRIE XA R I IR FE BN PR B B PR RS

1. EAORGIR, EIGUR RGBS IE F S R, T LOE R R g b i) 5 R B R
outside3 O M Hu R &, 5% AT Cisco Secure Firewall Threat Defense [1] outside3
e Lk R E Ak B by KB E B AL

\}

HRE OGP AT R, R R

2. {Euk AR VPN ZEHIAR T, R Coe ], W ERTR.
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fEAHAEMERED (OVT) HLH TS T omEE |
B =T ven asrsis

Firewall Manageme@i anter Overview  Analysis  Policies  Devices  Objects Integration Deploy Q € % @ admin~ e
Y Select x ‘ Refresh Refresh every | 5 minutes 1
Tunnel Summary Node A Node B Topology Status Last Updated
NGFW1 (VPN IP: 1 NGFWBR1 (VPN IP: 1 Corporate-VPN Active 2023-07-05 11:32:11
GFW1 (VPN IP: 198.18.133.81 1 (VPN IP: 198.19.30.4) > eV ) -07-05 11
50% Active NGFW1 (VPN IP: 198. 33.8 NGFWBR PN IP: 198. Corporate-VPN p Inactive 2023-07-05 11:48:00

1 connection

50% Inactive
1 connection

Topology

Corporate-VPN 0 1

3. KA SR B RO . Bt WKST BR T4Eu5, ik SSH ki in) NGFW1 5 i i
THl. ORI RERS Tl SSH %83 L.

4. G —FAF A G AR R BT
1. EFSH (Analysis) > E—E 4 (Unified Events).

2. fEHPEF SR MIVPN $#24E (VPN Action). fRZE3f (Encrypt Peer). % f (Decrypt
Peer) FINO#% O (Egress Interface) 4.

3. XhEr4 B#Ris O/ICMP X3 (Destination Port/ICMP Code). i/ [al4% 4] #1 M| (AccessControl
Rule). ila)#2 4 % B (Access Control Policy) M1i&#& (Device) T HlF - RA A/,
TEFTR.

i1 Firewall M?n:age.mem Center Overview  Analysis  Policies  Devices  Objects Integration Depoy A € 1 @ qimnv %

Q Search X

@ Showing all 102 events (5 101 A 1) + Iy 2023-07-05 10:52:50 EDT — 2023-07-05 11:52:50 EDT 1h
Time Event Type r’;j‘p‘";;:'e‘ Rot/ gzif’?‘ - flocess Contral Device VPN Action EncryptPeer  DecryptPeer | Egress Interface

> -0511:52:34 6 Connectio 3 (Port

> 7-05 11:52:12 & Connectio 443 (https) / tc Allow Outbou Branch Access

> 3-07-05 11:51:46 0 File 58273 / tcp

> -0511:51:44 6 Connectio 443 (https) / tc Allow O

> -0511:51:27 6 Connectio 443 (https) / tc Allow O

> 7-05 11:51:16 22 tcp Allow-To-Co... | Branch Access

> 7-05 11:51:15 22 tep ‘ ’ ‘ |

> 3-07-05 11:51:05 6 Connectio 80 (http) / tcp Allow Outbou Branch Access

3 -0511:50:43 6 Connectio 443 (https) / tc

WA, NGFWBR1 T SSH M L1 (i 22) BRAE 5o A% B 1
(outside_static_vti_2).

E F IS AY VPN R &S PEHERR

FalE G, HHLLT CLI AR5 Cisco Secure Firewall Threat Defense | 3& T Hi i VPN F i A< )
1]
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siezE ]

\)

AR AR, AR R LI AT IR A I N T AR L E A AR O,

HAth TR

RGO RE AU K I .

2.

CLI ®%%

DR ERT R 2

IR AN S 3T E K <peer-I P>

PR PO BE T4 1 R

debug vti 255

PR IKEV2 iR 4%

debug crypto ikev2 protocol 255

PR IKEv2 & A3 4% debug crypto ikev2 platform 255
PR UL IKE AH9CH 4% debug crypto ike-common 255
P IPSec A Hi5% debug crypto ipsec 255

Resource URL

Cisco Secure Firewall Threat Defense hix 2% i)t 1

https://www.cisco.com/go/firewall-release-notes

JTAHT R A T D fE

http://www.cisco.com/go/whatsnew-fmc

Cisco.com _[1] Secure Firewall 3= 11

http://www.cisco.com/go/firewall

Cisco.com [ HI3CHY

http://www.cisco.com/go/firewall-docs

YouTube I} Secure Firewall #ii&

https://www.youtube.com/cisco-netsec

Secure Firewall FEAS i

https://secure.cisco.com/secure-firewall

Cisco Secure Firewall 22 mMeiEAEG [
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https://www.youtube.com/cisco-netsec
https://secure.cisco.com/secure-firewall

ERHZ EBBEEED (DVTI) Bk TS T LB
B =wesze
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FREEZEEBEMIZEN DA BREND
S 2 EELX

AT S, FRATK RGN B IR B2 (DIA) FIS2BRN o %4 R OITEN N E T 5. %
dh . BESCERAET IR AR IR L EE SRR AL T A 1 ) B i R

s HEEHBEMEEN , 533 10

o ARF, 3500

o LA EpIE S ? , 5351

s HTHBETBMENAN, 535 1

o SRS, B350

* HiPESA . 236 1T

s Wit s AR B E MU, 5 36 UL

o it E 525 T DNS J452s . 539 1T

s BOEAZE RS, B 40 T

o G ECMP X1, , 5 40 7T

c MUESEMESHE , 2340 0T

* J YouTube BLEY J& ACL X4, f 41 1L

* Jy WebEx FLE Y ACL XJ% , %42 01

* JJ YouTube JiC ' 5 i 704 B b Sims , 56 42 11

* JJ WebEx i B 0 I R g phy Skl , 27 43 L

o FREMCE . A 44 0T

o BGUEN YR, 2R 44 0T

o SRmE IR WS PR R HERR . 2R 46 T

o SLARBRIR . E 49 T

EZEEMEAN

B QDB IEAE S Az s . I LR % K e I AH R N LR R R da i A, B
TR AR, IF R R SRR IR 1L

&4 W 4% TH I B Bk ik
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B zz=mmea

EREZEEHEMEN DIA) BREAREMS THMBHEIEHA |

FEGE 1, 20 8 o R H i pi _E PR30 BT K RSk A AN RN 23 S LR P B b e A i) o I 4R
R TSR 5 1z, AR e 20K A ELER N S A b n 2t fEl 1k VPN RS A Jn 21 ROl i, AT
FEEIOEIE . MBS HRAh, WA IRAN W I A - R S A% ) I 2 B O 1) v AR
7 58 H 2 B .

RARAR

TR BBk vk 2 — A B BB (DIA). DIA /& Cisco Secure Firewall ) “faj{b #4
SCHLR” ThRER)— 24T DIA A H] S R EE 1 (PBR). DIA WA5FR Ay W B E% H

1€ DIA 3, 3 SCHURIF Y it 2 0 s el B BRI, AT S8 i T i ek B e s 3 X 3 i A
RS EBIILEIR . 2> X ALK Cisco Secure Firewall Threat Defense lt & T LB B 1 5. PBR SRBSH%
NHFANOE, DR U5 i) 55102 b N RO AN, st 0
2 OB e B LR o

1B EH AEOEZET R BN

Cloud
Applications

A

=
|
Internal Branch
Clients Threat Defense Headquarters
At A E AR R ?

R LS PBR KOO H5 58 N H (S AT 20 M2 4240 B o i SRVF RSO SR Lei B4R #5412 18T
LAY Cisco Secure Firewall Management Center F /- 5[l 1 fic & PBR 3k, LU o iF EAE T N H

PBR FOE&1ZM4E

76 PBR "', IR i O O B RCE RS (BRI AT K. 7E Cisco Secure
Firewall Management Center itA% 7.2 S B =i ficAs1, PBR i FH i 40 M 45 SR W4 e 1 42 1 ) PE e Fa b

(RTT. #}3). ZEHAMOS) . PBR AT HIX Le4R bR i R s M s 4e R o 4
FRPRAS I, B AR IR 4R 2 8 U1 A PBR A G I 4 L M5 B . PBR s A IR il E i i &R
TR O ERbME, JF IR kT

TEb 0 # R AR A, Dt e T G P SR AR T G B P O A, AR A T b 11 6

/ Jia
7w,
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| SEREETERMEN (DIA) 157 E M U S EE R

iz [

WA, WS E 2. RA BB EE LA, 5 54 00

hE
f#JH DIA LA 4
o & PRI L% 23 SCH U T AR
o PRARERME, AR B . A AR
ARG, DS T ST, e & SR
o A S SRFR I B AR AR L FE
* DRIESHE I B AR, EHR AT T
* FREL PR BEROE A PIRDUAT I 2R
 emRAEE, AR ZURENS PO Y AN B A2 A R 55 T 5K

It IEAEGIES G2

AAE IS H bR 32 O W25 B it TR, E8Ia® N 2 4aia s N bt A4 AR fe
ST B TR RN, DU A3 SRS B4 A i ) LB o i o

AT EZEEKMENNEE

I3 SCHUR T KB FH T DIA 1) L8 5 Z A {4

* Z{51TH DNS BR558% - DIA ZhREH I N A I DNS IS Tk fig A S FH 5 — 41N o« A i
DNS iR A2 W% & DNS RS 23N, FEsz8ie 2 Pr5 ) DNS IR42s, BRF.O R A
BB AN ' B2 A5 AT ) DNS IR 5525

* EOM LR - Cisco Secure Firewall 18 F % LG SG R H & B A AL 12 . 0 SRR I,
EYE T HEE ISP [n) BB A IR S I O e 2. B BE A O SOV S TG B B 181 B 2 AR S e

© PIERARSS - Lo SO TR phy P A PR A N ORIBR IR 5 o T 50 F Sh BRI

 MEEARSSLE (NSG) - W26 i 55 21 4 s 5 TR e B B A it — AL o 221> M 29 i 550
ZATLUZ A NSG (#8738 BE AR Db i T~ SR Bt ey G B2 (0097 JRe i i) 1)k B 3l A i
NSG.

153

¥

B 1

o WIIEAT 7.1 M B A Cisco Secure Firewall Threat Defense.
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FREZEEEMIEN (DIA) 135 AR E N9 ZH B E 5B |
B ooz

© WMZNIRC B AE AR DNS g5 a5, DA ORI 325 (E (K] DNS e 55 #54h 4T DNS Wi, AT SRR

JAERiN o
o JERE BT DNS 15 K2R W SCA% X AR NS, BA SV DNS Wk fid it PBR it
© WIINCE ECMP X3, LSS T 16 32 /32 ] S 5
* ECMP XAt FH B KA R 52 50 8F, Wi % I 256 4~ ECMP X 5.
o HBEE s . A0 1 s T4 ECMP X3,
* HOREE DB T IEAERCE ECMP 1) REFDLER B 25 -
« ECMP DX e i A 4 FH P4 1 0 2007 4 LV 8 o e SO A 44 K o
* BHIEYE Cisco Secure Firewall Threat Defense _[24 PBR it & )54~ ECMP [X 445 L AN 8 4.
* Cisco Secure Firewall Threat Defense ANAEHEEFERE &, BN IZAA AR PBR.
o AAGIUN 4 R REAL S I R B PBR, RN JH P 8 SCHR RE UL H 45 AN SCHF PBR.
* HPR PBR RN VR HS 19452 R % th % D IR e -2 0, JF B8 T4 RS th 38

HIHE R

o A Ve B 5 B B AT A T

o RFVFATHIE 73 Be 21 B %

 EIRM YT A INEE B o TH S DS I A%
o e T BUY S A NAT

o QU FEAS] ) 42 1 SRS

= ok 42 |1k 455 2 R R T
=1 A RENENEIETGELMNYTG)
Bob 2 &4, Ann £ fIIRGPOER. WABE K KAT W0 SN TAE. T, fih
MIHEAE F Webex 25/ 252318 T EL A YouTube Z5E AR & B 2 T 4B 4] 151,
BHaRgk?

A 2 SIE IR AT ) 28 4T) 2 2 B AL P 48 S ORI A 2 A O PR REAT P 438 o 3K RT R S 23 SCHILAA B3 T
(K37 TR, AT X R Al 553 8 3 B A7 T 5

{£F PBR &Y DIA an{a R (6] 55 2
IT B R Alice Wi Mg B ik £ 5 DIA Zi&H, LLIED MK IER .

FLAE IR RN SCVF 0 SOV AR U7 1) LI, 1 G e At o v kel e et mho o REA T W R o 3K
PR IR A) YR i S K- N Sk WR A0 S B o NI 1 O 15 (A
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| EMEEERMEN (DIA) 1557 E M5 STHIEE B2 EH R
ECT VAT AT PN T

SR T 1P H Webex Al YouTube it 5 73 B AE AN ] (10 Y 1 86 1 E o SXFERA R T it T AN 7 1) %
e, TS PR — e I B, 3w T HIPERE .

A ERIZ TR M 2% #a 1M -DIA

FEIXFP R AS R T, B 0 46 B 8 AR HAT =N R T K 70 SR AL L. ] PBR 4 45 il
DIA.

EREA, WERR im0 ST TAESE AR08 WKST BR, 143 SEHUR 8P B g bR ic ok
NGFWBR1. NGFWBR1 fI A #7442k inside, H 1921043 Bl fir 4 4 outside. outside2 Fll
outside3.

EILACE ECMP XA &R, 528 outside A1 outside2 2 11 2 [a] 1Y f1 8 1y .
B 2 EEERERGER (TER%sE

“ Management
. — Center Cloud
dah Applications
IT Administrator
" YouTube

‘Slitside
A

42, 0,
e Uy
%

Help desk Specialist
Internal

Clients Threat Defense

(WKST BR) (NGFWBR1) WebEx

................... WAN Path
Primary Path for YouTube
Secondary Path for YouTube

Primary Path for WebEx
Secondary Path for WebEx

ik DIA, 5 SCHURIB K88 I 1 P st mT LA i) -

1 HMANH OED Coutsidefloutside2) HEAT F1 B3 (AL AT AR N & (i1, YouTube) .
W PN ) R AR, gt 2 PR 3 58 — AN 82 11 (outsided).

2. WMEN R (BN, WebEx) it outsided £ 45k, RAZHEMs & AR wE, Ikt
outside2 £ 146k .

AR E is B 12 IS HG DIA BOSSBIin T2

PURIRAEE 36 T #E Cisco Secure Firewall Management Center H it B /N5 i 45 W 2 11 DIA 1) TAER
o

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451
I



EREZEEHEMEN DIA) BREAREMS THMBHEIEHA |

B E=rsxcszn o misaisizs

@ Create a

Devices >
Platform trusted DNS
Settings server
Devices > (2\/‘ Configure “(é\‘ Create an <4> Configure <g> Configure
Device ~ interface ~ ECMP zone ~ static routes ~ Policy Based
Management priority — Routing (PBR)
policies
& v
bj (5
8b}:§s g g)zfearjzed ACL
Management objects for
applications
v
Management @ Deploy
center > menu configurations
bar to threat
defense
) ‘;8 / Verify traffic
Analysis > ~ flow from
Unified Events application to
the internet
TR 1t AR
1) CRTIRSCE) WCE SZA5 AT 1) DNS IRkS5 4. 1HZ 0 Bio B 32 (5 ALK DNS g5 4%
— 5539 UL,
2 (T4 BB IR, WHS M BEHIEH , 540 1L,
3 CHI$41F) Al ECMP X 1525 Q)i ECMP X, 5 40 7T,
4 CATSE A1) MOE SR H . W2 MRS, 95 40 1T,
£ KN HRCES & ACL W4, 2
* JJ YouTube L&Y i ACL X4, 41 1L
* 4 WebEx MCE Y J£ ACL X%, £ 42 1T
6 N LS PBR Sl . 1521
* i YouTube FCE Y i€ ACL X%, 4541 7T
* i YouTube FC'E HEME R 5w , 28 42 10T
(7) TEBUBIA_EAERCE . WS A , O 44 0L
\J
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mEzaEwons Bz ]

%
>

kil

8 ISF YouTube Fl WebEx ¥ fi. 1152 [l Wil v FH R &, 45 44 11,

AL & % {S1ERY DNS AR5 &7

T EL I W N Ty e 1 R A A 5 DNS. I WP i HTSsl e i 1) 1P, AASEAS I HEAN I F Bl — 20
e Ji Ok DNS i K A2 o 5 DNS IR S5 st T SEE 2B i 1) DNS JIR454%,  Cisco Secure
Firewall Management Center f0 174 A Cisco Secure Firewall Threat Defense it & 52 17 {T:11) DNS flx %5 %% o
R, Bk S s WU 7] 32 45 AT DNS RS a8 0 . BR T I E A5 1) DNS RS- 48241, ik
ALK DNS iR 452341, DHCP i, DHCP H4kFI DHCP % F i LG 2 (1) [ 55 #5345 b %2 45 41 (¥) DNS
k5545

&R U H %2 /51T DNS IRZ5#3E 01K~ DNS BT AL E % {511 DNS AR5 .

)

IR

i AE NSRS DNS) DA AT 38 LUK A

XFTHRET IR PBR,  AAZ0C & 52 (5 AL DNS g ds . BB 0200t DNS ¥t LU SOk Al

FHiaZ |l
s RO AIE N EZ > DNS s sl ARHEAER, S04 DNS s a4 5.
* fORIES SRV H] T4 5 DNS k5545 HHE 1 6 5L
o ARORSE A BE A% AT I8 22 R 1 A 1 s A % K7 17) DNS g5 2%

$IB1 & & (Devices) > T &R E (Platform Settings), 4R & 4 45 &b 57 #8 S0 o
mili wmEE (4 Kb

=)
v
=)
[24
i)
24

1
w

®2
®3
=4

x5

i DNS.

B E SZA ST DNS R4S %, i i =51 A DNS BR %588 (Trusted DNS Servers) £+ .

NI EHLG S b kP DNS Server, 1EER A EH TR (Available Host Objects) Nl R FBOH TR, &
Jo AN (Add) B N2 Frik DNS BR %525 (Selected DNS Servers) 41 Hi .

e

DNS Server 271 H It & ) DNS JRk45 2%

RHRTE (Save). W HIIDNSHR S5 #% /s 78 Z 5 B9 DNS BR£58% (Trusted DNS Servers) GiffiH .
A SRER 9 BL (Policy Assignments), #fiff NGFWBR1 C.7E i 1%& % (Selected Devices) 51)& 1.
A E (OK) ik F .

M RTF (Save) LU A6 BB I B .
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[EREBEERMEN (DIA) SRR EMNS TNAREREER |
B ==:z00sa

o B fEOMER

Cisco Secure Firewall Threat Defense 13 i 4% DAL 56 ok A e S HLEC M 42 . DESC BRI 0 3
65535, RE T REE ISP ) B W Ak f N IO S8 2. TR BB e VAR S Gl AT 4 e . T 1 o
% i B B A BARL e E N O . M OATTHE, WESHE KB EA T Mg,
B, fE¥% outside2 Fl outside3 MIPLIEZ 4 MM BLE 9 10 F1 20, SRS K £ outside2. Wik
outside2 ZFATI ], U ER A A 21 outside3 .

FIB1 KIS & (Devices) > % & B2 (Device Management), SR J& 2w g B 95 411 % (NGFWBR1).
PR 2 i NGFWBRI #: O K EE B (Routing) 5.
$IBE3 i RSB A (Policy Based Routing).
$®4 SR BEEOMESR (Configure Interface Priority).
PS EXHEHET, SR eSS .
BT D AR S A AR RN, R AR 1 2 (3

FE6 HlHRTF (Save).

£l 32 ECMP [X i3

SEN KIRILPEIR & (Devices) > i & & (Device Management), A5 Hiff b 1% % (NGFWBRY).
B2 i NGFWBRI1 £ LK L& H (Routing) JE TR o
$IR3 nidi ECMP,
PR 4 mhiR (Add).
$IB5 £ ECMP (Add ECMP) fiEH, %\ ECMP [X 18] % Fk ECMP-WAN.
$IR6 T, i{ERTAIEO (Available Interfaces)HE Nt % 1, AR5 sidiim (Add).
T SHBE (OK).
ECMP L[R2 BB G2 () ECMP X 3.

PR 8 A RTF (Save).

o & F M E7S s H

Tn] LUK EOLt h s 1 1 Ca AT 7 5 SO 73 e 4 L% ¥ ECMP [X ik
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TEA1
PIR2
$IE3
R4
WIES
$IE6
PIRT
$IE8
$IE9
P$E10

TEN

# YouTube BEH R ACL3 % [}

FHIEZ Al
© BORH OB E SN B, EF KIS ECMP X, 152604 ECMP X4k, 25 40
o

© WMARBRATRL O ECMP XIORHE, WG BAT A A H AR MR RS R 1 5 SCRE S % i

Mi%#%& (Devices) > & & &2 (Device Management) UL [fi ' - g 5 15 W b5 4115 % (NGFWBR1).
A& (Routing)i& i+

MW RFA R, e AR 5 ECMP XM S< 6 (1) 2 4% 2%

PO AR SN E A B, 0 RS EEH (Static Route).

MR ANEEE (Add Route) LA IIHT# B, BT IRAT I FH ) 4maE ()

MIEO (Interface) FHrFIE T, KEFEE T ALK AR K4 LA ECMP X3,

MAT M4 (Available Networks) HEH e #: H R4, 485 A0 (Add).

NG S

BNFRVAME . &P LR/ T 1 A 254 2 8] 40T

BRAFRE, S RTE (Save).

LR SN TSRS, EES RSP, hFE— ECMP X8 HATARIR B 1 025 FIHRFRE ) 75— A2 DG &
A WICERAULA R,

77 YouTube L E ¥ & ACL 3 &

FE SRS T B B FE DN RERITE B T, U i) FR A C K YouTube Uit 5 MANTR] AR HE 142 115 | 43 2 LG
M.

F$B1 KL R (Objects) > ¥ 5 &1 (Object Management) 3 M H S ik £ 18] 51 3 (AccessLists) > # & (Extended).
$I2 fidiRmiTRiF 8% (Add Extended Access List), hytAs A i B g4 U 1a) 512

$IEI 7 “PJE ACL X4 ” (Extended ACL Object) X 1HHEF, #HAXTH 14k (DIA_SocialMedia).

FEA SR (Add) LEBIESHT I T R 513

WS JLE DL T UG e 4a

1
2.
3.

TEFHRAE (Action) LLRRVF (L) JiEARITE.

A B2 A (Application) &3, 4R 7E AT AR (Available Applications) %1% 1142 YouTube.
1%#% YouTube, A5 siciiRAnEI M (Add to Rule).

MR (Add) LI HR B4 .

Cisco Secure Firewall 22 mMeiEAEG [



[EFEBERMEN (DIA) M AR E NS ENaBEB EER |
B 5 werex @55 ® AcL 3%

5. miliR7F (Save).

77 WebEx EL &3 & ACL X35

FE SR T B e PR DI BE RO I T, U ) 1R A5C B K WebEx Uit AN [R] (87 H 1% 11 5] 5 22 BB
M.

TR KIKILFEXTER (Objects) > XF 5 E R (Object Management) J: A H sk 1k #2377 181515k (AccessLists) > 4 F& (Extended).
$®2 LRy RiAE15IK (Add Extended AccessList), i PMEE G eV 10512 .
$IE3 F “YJE ACL 44" (Extended ACL Object) S UGHES, HAST4 14 Fx (DIA_Collaboration).
FB4 R (Add) CLRTESET YT R VG I 512K
PS5 HLE LU T UG 4
1. EPHRIE (Action) LLAVF (VLD ithrdt.
2. iR (Application) #%37-1, AR JE/ERT ARZF (Available Applications) 414 H1{# 2 Webex.
1E+E Webex, X5 sidiRmIEIFN (Add to Rule).
st (Add) BUER4c Hs i #I0 4
MiHRTE (Save).

ag > w

2 o A l Y van

77 YouTube BC & R E&EY I% F SR B
el DU AR e N R, VLECAAT (F U7 a5l 51 ) Ak i YouTube Wi & (1) H 42 H1, 71
“Hms U7 (Policy Based Routing) UL [fiiHPAic ‘% PBR 5 o

YouTube it #7E outside Fl outside2 2 [WJBEAT 5 431, G S P ARk i 15 b A s, U (R 24)
outside3.

FIE1 %58 & (Devices) > IR & EIE (Device Management), 4R 5 4 WUV 1% % (NGFWBR1).

FIE2 T NGFWBRI1 £ HLE L& H (Routing) £+ .

$IE3 Ll RIEELEKH (Policy Based Routing).
“HME A B (Policy Based Routing) DU IHI i 7 C 5 PRI SREM o RS Sl s N [ 2 11 47103 L SR 284 % e 7 Il 9710 2 K
Pz gL A

SR A EFE RN, 15 SR (Add).
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| EMEEERMEN (DIA) 1R E M A B2 EHR
o webkx B & xmunnEn [

LIS ERNKEEE K H (Add Policy Based Route) X[ iFHEH, MA OO (Ingressinterface) T4l L FRER (Inside).
R T m e A Y BAT AL B B T4 R R R

PR 6 LAERIK TR E VLA AN S A, 1 s iR (Add).
FRT A{E RINEERIRME SHEHES, AT R HRE:
a) MIEEL ACL (Match ACL) FHz%#Hik#% DIA_SocialM edia.
b) BERACE L, EMKIEE (Send To) Frs &Pkt 0420 (EgressInterfaces).
c) MIZEOHF (Interface Ordering) IR IEFIRMELR (By Priority).
WA B B BRI D . O IR, WESERBIAE T N R RE N .
Blan, (R outside2 Fl outside3 HIPLIE L 43 TN BLHLE A 10 F1 20, VS #H & 2 outside2. WA outside2 4515
AT, R R 4% A 2 outside3 .

d) 75 FTRMECAE . S BT O RIS, et R (D R INBT Y g

XA 55
1. 7E “AI #2107 (Available Interfaces) #, fithi outside Fl outside2 #1551 (1) AN b mk, KBE
FriZti O%#0.

2. SKJE, fidioutside3 BirIsEif don () b, B SRR OEO.
e) MHMRTE (Save) LS AT AL 4 f 1 T
f) HERE, RIE TR (Save) LUS A SN T K (1 T S S
FIE8 piifRTE (Save).

A o frebe | Vo van
77 WebEx Br & 7R & B i% B SR %
T Ll dR e N B, ULECARPE (s 40512 Fk tH WebEx B & 1 H 0, 7
“HME TR 7 (Policy Based Routing) U i L & PBR 5 .
G SR Bk AR, WebEx W] UL % th 21 outsided FF IR £ outside2.

FIB1 KSR & (Devices) > % & B2 (Device Management), SR J& 2w 1 BB 41 % (NGFWBR1).

$IE2 T NGFWBRI1 £ #LE L& H (Routing) i£5i+ .

$123 SRR H (Policy Based Routing).
“HmE AU 7 (Policy Based Routing) UIH] /i< 0 B (1) SR o A% o N 1 0 B R LR SR 2 2 e U i) 27 R HH
mEARNNEEREN

SR 4 RN, i AT wEE (L) EEr.

FIBE TR PR VAR R B4, 1 AR (Add).

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451
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. EREZEEHEMEN DIA) BREAREMS THMBHEIEHA |
MERE

FE6 {F RINEERIRME RHAHED, PATLUFHR1E:
a) MITEL ACL (Match ACL) F#u%1Z %+ DIA_Collaboration.
b) TEPEACEE L, HMAIEE (Send To) Nz EFHk$EH O4% 0 (Egress Interfaces).
¢) MIEOHEF (Interface Ordering) N4 k¥ E (Order).

LR F I AR RE AR L ¥4
d) 7F FTREDAE b, FUBTA B O ROURESA. il TR (D R INBT e il O .

XA 5t
1. f£ “WTH4%10” (Available Interfaces) ', it outside3 4% 115511 R0 ) EE, BEBERERO
0.

2. SKJE, st outside2 BiI1EE o () B, LB EREROED.

e) iRTE (Save) LS AL 44 T e
f) WERE, KRG ALRTE (Save) LUS N SIS Y B H 11T e B 5 04

PRT mRTEF (Save).

AELRE

FESEIRTATICE R, K L8 BT et

PR AEE PO R, fdERE (Deploy).

WIR 2 kP EERE N E B UK NGFWBRI1 551 10 518 HE .

L3 il ERE (Deploy).

PR 4 W RGBS R IR R B, WS TEIRIE$EIR (Validation Errors) BiEGHIEE 2 (Validation War nings)
T o E Al EHEESENIEFAGEE, E AT “BuksiR” (Validation Errors) B¢ “IiF%# 15 (Validation
Warnings) £ .

A LLR B IA] k£

© KM - IR HANEE o R RE AN

UL WEARRG VUM R, WCIRREE.
BN, IR I

B UERY B =

HB AEF B PO, S (Analysis) > 5 —ZE 44 (Unified Events).
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wiriAnE |

IR 2 i T 51k 28l i 4 Web [z (Web Application) FINO# 0 (Egress Interface) K [ X4, SR iz B

(Apply)-
W3 HIERHT, LT ERAE.
$IE 4 /£ Web S (Web Application) i &5 1, 4N Fx WebEx Jf 2RI A (Apply)-
$IES {E Web [ (Web Application) il &3, i A& FK YouTube Jfriii B2 (Apply)-

1% 6 1F Cisco Secure Firewall /5 [ HJ EHL_L K AL YouTube F1 WebEXx N I & . ERANIFIZ =T, J53) Google Chrome
W %28 I S E] https:/youtube.com F1 5 AR TAESE WK ST BR1 AN A6 15K 71 ¥ https://webex.com.

HIBT AR, E AN Y R R .
1. XA AR 1) DIA:
* WebEx MW it 4% R B Fros I BC S 8 o outside3 #2111 & H .

Firewall Management Center

Unihed EVaHits Overview Analysis Policies Devices Objects Integration Deploy Q @ ¢
—_—

‘ Q_ Web Application WebEx x X Select X
© Showing all 9events (& 9) + I 2023-03-29 11:57:54 EDT — 2023-03-29 12:57:54 EOT 1h
[]_| Time Event Type Ingress Interface Device

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 & Connection WebEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

2% L g . . . N N, N 4 S L
* YouTube I FH ¥ 4% R B T~ [ & 7E outside fil outside2 £ 1 2 [ HEAT $1 35 34 17

Firewall Management Center ' ) ) e
Analysis { Unified Events Overview Analysis Policies Devices Objects Integration Deploy Q @ £ @ adminv -

Q_ Web Application Youtube x X Select X
@ Showing all 2,285 events (& 1,832 () 453) ¥ I 2023-03-15 05:29:35 EDT — 2023-03-29 05:29:35 EDT 2w
m Time Event Type Ingress Interface Device

> 2023-03-29 03:43:50 4 Connection YouTube inside outside2 NGFWBR1
> 2023-03-29 03:43:30 4 Connection YouTube inside outside2 NGFWBR1
> 2023-03-29 03:43:10 4 Connection YouTube inside outside NGFWBR1
> 2023-03-29 03:42:50 4 Connection YouTube inside outside NGFWBR1
> 2023-03-29 03:42:50 4 Connection YouTube inside outside2 NGFWBR1
> 2023-03-29 03:42:40 4 Connection YouTube inside outside NGFWBR1

2. X R TR DIA:
WebEx W H it # 1l it outside2 £z 114 Y, K04 outside3 #2111 FAFEEA, Wi NEIFIR.

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451 .
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fEREEEBMEN (DIA) B AR RS TNEEHERR |
B =mmemnmmsmsimg

Firewall Management Center

Unifiat Evernits Overview Analysis Policies Devices Objects Integration Deploy Q &+ @ adminv
Q_  Web Application WebEx x X Select X || Refresh ‘
@ Showing all 2 events (& 2) ¥ Iy 2023-03-29 11:31:45 EDT — 2023-03-29 12:31:45 EDT 1h Go Live
ﬁ Time Event Type Ingress Interface Egress Interface Device
> 2023-03-29 12:29:08 4 Connection WehEx inside outside? NGFWBR1
> 2023-03-29 12:28:30 4 Connection WebEx inside outside? NGFWBR1

R W% 2 i FR na $ RN A PR HERR

WS, LT CLI W= MHER: 5 Cisco Secure Firewall Threat Defense 5% B 75 % fH AH G 1) o) 451 .

anA... CLl &%

% 3% Cisco Secure Firewall Threat Defense Lina CLI | System support diagnostic-cli

P 0 S R D B PO A28 280 0 Pp S B R 75T |« show object networ k-service
TE SN 2% IR 255 52

* show object network-service detail

P S PN AR G IR 2 M2 5 * % (NSG) | * show object id YouTube
* show object id WebEx

B UEHERX 2 Cisco Secure Firewall 1)/ 2% 4541 | show run object-group network-service

(NSG)

L5 SR TR B P DG IR 1) % pH e S show run route-map

BUERE IR E VRGNS B, Bl 1 44 FR A2 1 4) | show run inter face

Vit

IAF 25 1T () DNS R4 2% i & show dns

iff 72 i i TR H I B A2 debug policy-route

BEEFH T EEE, JUHEAE

FERREE, RO e T R SR T
GRS

15 11 R % e undebug all

HEENUE XM RSG5, WAL T a4
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| EREREEEREN (DIA) 45 AT ENS EH A0S TH
s ssimiaan

ngfwbrl# show object network-service
object network-service "ADrive" dynamic
description Online file storage and backup.
app-id 17
domain adrive.com (bid=0) ip (hitcnt=0)
object network-service "Amazon" dynamic
description Online retailer of books and most other goods.
app-id 24
domain amazon.com (bid=0) ip (hitcnt=0)
domain amazon.jobs (bid=0) ip (hitcnt=0)
domain amazon.in (bid=0) ip (hitcnt=0)

output snipped

object network-service "Logitech" dynamic

description Company develops Computer peripherals and accessories.
app-id 4671

domain logitech.com (bid=0) ip (hitcnt=0)

object network-service "Lenovo" dynamic

description Company manufactures/markets computers, software and related services.
app-id 4672

domain lenovo.com (bid=0) ip (hitcnt=0)

domain lenovo.com.cn (bid=0) ip (hitcnt=0)

domain lenovomm.com (bid=0) ip (hitcnt=0)

ngfwbrl#

A EREEMERS % (411 YouTube F1 WebEx) , i LL Ry s

ngfwbrl# show object id YouTube
object network-service "YouTube" dynamic
description A video-sharing website on which users can upload, share, and view videos.
app-id 929
domain youtubei.googleapis.com (bid=592729) ip (hitcnt=0)
domain yt3.ggpht.com (bid=709809) ip (hitcnt=102)
domain youtube.com (bid=830871) ip (hitcnt=101)
domain ytimg.com (bid=1035543) ip (hitcnt=93)
domain googlevideo.com (bid=1148165) ip (hitcnt=466)
domain youtu.be (bid=1247981) ip (hitcnt=0)
ngfwbrl# show object id WebEx
object network-service "WebEx" dynamic
description Cisco's online meeting and web conferencing application.
app-id 905
domain files-prod-us-east-2.webexcontent.com (bid=182837) ip (hitcnt=0)
domain webex.com (bid=290507) ip (hitcnt=30)
domain avatar-prod-us-east-2.webexcontent.com (bid=452667) ip (hitcnt=0)
ngfwbrl#

FLIGUE NSG 27 CUHERE B B B A8, VA DL R 4

ngfwbrl# show run object-group network-service
object-group network-service FMC NSG 292057776181
network-service-member "WebEx"

object-group network-service FMC NSG 292057776200
network-service-member "YouTube"

ngfwbrl#

FUGUES PBR OCIRIN % it I LA dy 4
ngfwbrl# show run route-map

|

route-map FMC GENERATED PBR 1678091359817 permit 5

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451
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B =mmemnmmsmsimg

match ip address DIA_Collaboration
set interface outside3 outside2

|
route-map FMC GENERATED PBR 1678091359817 permit 10
match ip address DIA_SocialMedia
set adaptive-interface cost outside outside2 outside3
|

ggfwbrl#
SRR VNS E AL L SE VAR &, AT LR A2

ngfwbrl# show run interface
|
interface GigabitEthernet0/0
nameif outside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.18.128.81 255.255.192.0
policy-route cost 10
|
interface GigabitEthernet0/1
nameif inside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.11.4 255.255.255.0
policy-route route-map FMC GENERATED PBR 1678091359817
|

interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
nameif outside2
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.19.40.4 255.255.255.0
policy-route cost 10
|
interface GigabitEthernet0/4
nameif outside3
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.30.4 255.255.255.0
policy-route cost 20
|
interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
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security-level O
no ip address
ngfwbrl#

LEOUEZ ST DNS BUE, LA i 4

ngfwbrl# show dns

siezE ]

DNS Trusted Source enabled for DHCP Server Configured
DNS Trusted Source enabled for DHCP Client Learned
DNS Trusted Source enabled for DHCP Relay Learned

DNS Trusted Source enabled for DNS Server Configured
DNS Trusted Source not enabled for Trust-any

DNS Trusted Source: Type: IPs : Interface
DNS Server Configured: 198.19.10.100:

Idle/Timeout (sec)

<ifc-not-specified> : N/A

Trusted Source Configured: 198.19.10.100: <ifc-not-specified> : N/A

DNS snooping IP cache: 0 in use,
Address
ngfwbrl#

SERA G e, WAL T S

ngfwbrl# debug policy-route

debug policy-route enabled at level 1

37 most used
Idle(sec) Timeout (sec) Hit-count Branch (es)

ngfwbrl# pbr: policy based route lookup called for 198.19.11.225/58119 to 198.19.10.100/53
proto 17 sub proto 0 received on interface inside, NSGs, nsg_id=none
pbr: no route policy found; skip to normal route lookup

output-snipped

pbr: policy based route lookup called for 198.19.11.225/61482 to 63.140.48.151/443 proto 6

sub_proto 0 received on interface inside

pbr: First matching rule from ACL(2)

, NSGs, nsg_id=1

pbr: route map FMC_GENERATED PBR 1678091359817, sequence 5, permit; proceed with policy

routing

pbr: evaluating interface outside3

pbr: policy based routing applied; egress_ifc = outside3 : next hop = 198.19.30.63

ngfwbrl#

R s B T T T WebEx it i o

K outside3 5 AT
T E YRR, AL S

ngfwbrl# undebug all

HAh FIR

=, 7 PBR ¥ HESIZ T SOCN outside2 #2228/, Vi

Resource

URL

Cisco Secure Firewall Threat Defense ki 2% i) 1

https://www.cisco.com/go/firewall-release-notes

FTAHT R 7 T Dh RE

http://www.cisco.com/go/whatsnew-fmc

Cisco.com _[¥] Secure Firewall 3= 7T

http://www.cisco.com/go/firewall

Cisco.com [ HI3CHY

http://www.cisco.com/go/firewall-docs
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EREEEREMEN DIA) BRARENS TNHREREER |
T

Resource URL
YouTube _I- 1] Secure Firewall #iii& https://www.youtube.com/cisco-netsec
Secure Firewall EA<hi https://secure.cisco.com/secure-firewall
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4.

£ AT TR B B EXM#Z A (DIA) 15 [y
Rt & M5 AL 2% EH 2 BB W

EARTS, BATRAG LA SR N B (DIA) SZbr N o A8 Z 005400
W1 . MR B ST RTPE 4. B JCa S it 7 A il B AR

s HEEHBEMEEN , 5551 00

o ARF, 55300

o WA EGIESEL? , 553 1T

« T EEOBMEAMAL, 2653 1

o SRSk, 2B 530

* QRS , 254

s pat 2. HABMAERENERILIMNEN , 554 7T

o Wil B 25 AT DNS fR458% , 5557 )T

s FCER R, 5 58 1L

s MUE MRS BEE , 58 L

* ) WebEx ML &Y ACL X%, 5 59 1t

* ok Webex Bt 2717 5 470 W 45 1 SR 700 % ph SR, 28 59 1T

o WREBCE , 2 60 TT

o AN YRR, 5 60 TT

o SNSRI R RS 5 62 T

o HAWTEYR , 2B 65 UL

BIEHELMIEN
A EAE AR NIE S . W A SR P HEh 70 AR E N AR NAE A, Lk
FPMERIZ AR, TSR T 9 MG AR IR i B .
152 W & H I B3k Bk

Gt b, LB M T ol i (R S KSR A A o SR T P 3R 2 ey ) o 3K 28
Ry SR AT B3, MBS SR A IR LA D I i 1 VPN BEIE (A ot 1, AT
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B zz=mmea

FEREHRZKIEMEZEEENEN (DIA) BRARENS INMBEEEER |

SR OLEIR . EOMELS). deah, B IEARKNIGE S 585 = 2% ) B 245 45 BEAH O /Y = A A

iy o A FH 2 Bk .

BARAAE

TR Bk vk — R B BB B2 (DIA). DIA /& Cisco Secure Firewall 1) “faj b #4
A" DhRer)— 0. DIA {48 HH SR ms B B% i (PBR). DIA B AEFR A B F BN 26 HH

{E DIA 4, 23 SCHURIA Y L fe 2 0 R e B HBC I, AT 80 T ok B e s Bk X 7 oA
) MIRIEIR . 43 WM Cisco Secure Firewall Threat Defense BeE 1 BB H 11 £, PBR 0S4

NHFANOEO, DAMERSY U5 i H 502 e PN R . AN, st

$e O BB e B LR o

B 3@ e QOB ZT R BEBM

Cloud
Applications

A

|
Internal Branch
Clients Threat Defense Headquarters
At A EE AR R ?

f0] LA ] PBR RN o B HH I b A T 2 R e 00 85 . Bk SRV RO SR el i de e i .
PAYE Cisco Secure Firewall Management Center F /- 5[ 1 JiC % PBR 3t , DU o i/F EAE VT RV H

PBR FOE&1ZM4E

76 PBR "1, I i O O R RS (B A AT . 7E Cisco Secure
Firewall Management Center JA 7.2 S S i, PBR Y B¢ AT I Ak e AR th 1426 11 (R 1Pk R b

(RTT. #13h. ZEMMOS) . PBR 2 AR LEFR bR & e A i kAR G %) . 24
FEARBEAZ O, BR AR IR A S I A PBR AT OO IR 54 915 B . PBR & MBS AR IR 45 50 TP R R
TR O ERbAE, JF IR kAT

AT B R PRI St VR RO R R RO L L DGR PR 0
el

LR, WSR2 RO MR R LA, 9 54 10
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| ER%RELNEMEETEMEN (DIA) 5 R BN S I B3 EBER

iz [

(Vo
fitH] DIA (A FE G
o i P RO T8 3 SCH U T AR
o PEARERRNE, AERI S BT . AR TR
o AL, U B T S R, e & SR REE .
o fESENHR bR B S B AR SR -
o PRAESAHE T AR, R A LT,
o PRI REEOE A IR DU 2R3
o B A E, IRAIZARENE PRI WY AN W AR A IR b 55 5 5K

e AE AEGIESIEL?

AAT S AR5 P28 Bevh TREIT . 453878 N VR 2 ia B NGy, AT SR AE AN R
LS B IR RN, DA A3 SCRLAA) B4 WA 3t [ L IEK P9 3

AT EZBERMZEANRAEG

S SCHURBT KBS T DIA 1) — S H 2 4

* Z{51EHY DNS BRS5 87 - DIA J)RErF A AT DI DNS MW A AT A B AL T o At
DNS §if K A HEE S DNS RS b, IFifiSeBie 2105 i) DNS Mg s, PO e vF Ry
JBUHMSITAEN A 32 5 A 1) DNS I 55-4% o

* EOMFELR - Cisco Secure Firewall i FH#2 A5G 2 KM @ BefE IR B 12 . AL S0 SRR LT
BIPLE TR ISP ) HLIBE W AR IR B I AR e . B O SRV S TR B R S AR B DR S

* PIEEARSS - Lo Sem R ey b A (VR o T RIS B0 IR 5202 F B K
* PIEEARS5LE (NSG) - W25 Ik 55 2H 4 7 < it FH ARG e B A e A 00— 2N o 251 I 298 MR 55 0

ZATLLZ A NSG 873 o A B O MR D0 T SR i ey 50 2 (097 e U i) 10K A1 Bl 2
NSG.

53

pall
A
¥

o WIIEAT 7.1 )2 S AR Cisco Secure Firewall Threat Defense
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. FEREHRZKIEMEZEEENEN (DIA) BRARENS INMBEEEER |
AR M

© WMZNIRC B AE AR DNS g5 a5, DA ORI 325 (E (K] DNS e 55 #54h 4T DNS Wi, AT SRR

JAERiN o
o JERE BT DNS 15 K2R W SCA% X AR NS, BA SV DNS Wk fid it PBR it
© WIINCE ECMP X3, LSS T 16 32 /32 ] S 5
* ECMP XAt FH B KA R 52 50 8F, Wi % I 256 4~ ECMP X 5.
o HBEE s . A0 1 s T4 ECMP X3,
* HOREE DB T IEAERCE ECMP 1) REFDLER B 25 -
« ECMP DX e i A 4 FH P4 1 0 2007 4 LV 8 o e SO A 44 K o
* BHIEYE Cisco Secure Firewall Threat Defense _[24 PBR it & )54~ ECMP [X 445 L AN 8 4.
* Cisco Secure Firewall Threat Defense ANAEHEEFERE &, BN IZAA AR PBR.
o AAGIUN 4 R REAL S I R B PBR, RN JH P 8 SCHR RE UL H 45 AN SCHF PBR.
* HPR PBR RN VR HS 19452 R % th % D IR e -2 0, JF B8 T4 RS th 38

HIHE R

o A Ve B 5 B B AT A T

o RFVFATHIE 73 Be 21 B %

 EIRM YT A INEE B o TH S DS I A%
o e T BUY S A NAT

o QU FEAS] ) 42 1 SRS

=2 BARZEENEREEREMEAN
Ann ot Z RGO LR, - FKRAFN5 A TAE. Ann E4f ] WebEx I P38 2114 $2 v 1y
VAT I D i) 85
B AXK?

WebEx 2 WK T2 ERE NN 238 22 8] (0 SE I S AR, ARG S BRI o 3K Al i I e 4l o
W2 SE SRR R AR U . W SR Mg B B, e S ECE AU R )8, WRES L S B
IR, DT R 2 DA 3 o A7 T o

A RZLISIIAER PBR AN{a 2R IX— (o) 25 2

IT B H O3 Alice A FH SO0 U s PSR AR P TIRE, 5143 WebEx W FHFE it ol 1 i 142 1 A
PG, IR EREEREAL, MRS 2B SRR AR SRR .
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/get-started-device-management.html#Cisco_Task.dita_7e8a6572-d376-4c67-aa6f-1aca9cdbc7c6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-licenses.html#concept_5B8D7BC78F154A34A31118D05B26D851
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/access-policies.html#ID-2176-00000240

| ER%mE s EE TR (DIA) 15 R B M 5 S E EE R
aapznzomsmEi-on [

BAREEEMEIRTN-DIA

FEXXFPR IS, 9 B 4% 0 E BAT = AN B I 2 S U e P46 CUIL R A F 5
W TR R LA U ) IR

E R, NERE iRy S TR S # ks o WK ST BR, 43 SZHLRY B Al bk NGFWBR1.
NGFWBR1 N ¥ 44 4 inside, H 3214wl iy 44 4 outside. outside2 il outside3.

4 EHEERRBEEN HHERE)

Management
Center

Cloud
Applications

&
“\ﬁ‘-é"

[ ] E " outsiden . ISP2 ' :
- o "‘.‘ A\ )
Help desk A.A'OZ’C:' N T L
Specialist /) |

Internal

; Branch
Client Threat Defense .. ISP3. \
(WKST BR) (NGFWBR1) ool

....................... WAN Path
------------------- > Primary Path for WebEx
Secondary Path for WebEx

outside2 il outside3 Hi 142 11 2V i 2 #58 .  WebEx & (1) PBR JE IS n] bt it 52 14 b 21 HY 1142

H, IR LR .

Eg SR, BEIGIEEANEE, nTRUES B bR Uy i #0121 R PR IR H outsided $2 1A H i
WiE, BE ST Cisco Secure Firewall Threat Defense [ outside3 52 111 3175 & F40 3k E Bk k%

L,

N

AR S HA MR AL, AHEA ML 2

T A8, 5 outside3 #: H CHRIIBERE 2~ P . PMEN H R E 11T outside2 #2 11 AN & outside3 $%
AR

{5 B2 H5 42 SR BC & DIA BYum 2 im 25 1R

PR REE W] T #ECisco Secure Firewall Management Center 1 it & H A 4 2 5 4 11) DIA [ TAER
o
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ERS KA ST EEEREMEN (DIA) B AREMS Tz BB ERR |
B srncszemns oawmamse

Devices > @ Create a
Platform trusted DNS

Settings server

!

Devices > @ (Optional) @ Configure @ Configure

Device Configure path Policy Based
Management interface —> monitoring Routing (PBR)
priority policies

v
Objects > Create
Object extended ACL
Management objects for

applications

v
Management @ Deploy
center > menu configurations
bar to threat

defense

!

(7 ) Verify traffic
Analysis > ~ flow from
Unified Events application to
the internet

TR L
(1) G4 BB 2 fH AR DNS fi55 &% . 75214 Mo B2 (5 AE ) DNS s &%
N /‘;ﬁ 39 ﬁo
2 [RUFE40F CAMe) | RCEROMREH. W50 a5 40 Ti.
3 B AR I . TS0 BUE BRI B . 5 58 UL,
Jo IR E Y ACL X% 5258 i WebEx BLE i€ ACL X%, i 42 Ui,
4)
5 Sy REFHMCE PBR SIS . T2 ) Webex [t W 415 i 12 i 44 (1) SR 7L 8% oy S
5559 o
(6) TER AR E BN . IS0 MR, 5 44 UL,
(7) KAk WebEx ihit. HZ KU HIAUE , 2 44 50,
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| e i B TR (DIA) 5 52 P57 B M5 A A2 e B L B
mEzaEwons Bz ]

AL & % {S1ERY DNS AR5 25

HEE IR N DR iR A IR 5 DNS W W 5 S i p 21 TP, DS RSN A B FH Bl — 21 3
Mo Rtk DNS 3 KA Bl = DNS IS5 fdT,  FEaf S8 e 2 5 1 DNS JIl454, Cisco Secure
Firewall Management Center 17 %54 Cisco Secure Firewall Threat Defense fit. & 52 175 /T /) DNS it 45 %% o
DRItE, B35 i 25 MR Wit ) 5245 A DNS IRG5as e . B 7L & 25 21 DNS k4548 251, ik
A LUK DNS 45 #4541, DHCP i, DHCP 714k F1 DHCP %/ ity 71 CUc & 10 IR 45 2% 1 b 32 475 {T-1f) DNS
k25 2% o

&0 LIAEH 5215 T DNS e85 #83E 50~ 5 DNS U BC = 52 54T DNS JIlk55 .

N\

ER TS NHM PBR, WAL E 52 (5T DNS JRS4%, 1825 DNS Yt LA Sk X ok
JBTAE CANSZERIN2S DNS) DA AR A48 LAAS I 7 F o

Fi&Z 8
s MR O — AN B2 /> DNS f&asdl. ARG R, 1HS R A13 DNS R4l % .
o IR IE T A H T 8.5 DNS RS sz O x4 .
o BFIPRAZ A W 2% AT I8 2 I A th ol sh 25 ok 7 1) DNS 45 2% .

L1 EFIRE (Devices) > FE &K E (Platform Settings), SR i &b U S5 1 S0

HIE2 il wE () Er.

&3 piidi DNS.

IR 4 TRCEZ(EEN) DNS k454, i s Z{51E89 DNS AR5 88 (Trusted DNS Servers) i+ .

FIRS LA THN R ik DNS_Server, 1i57ER] B EHXTHR (Available Host Objects) T Hl# R BT R, A
J S AR (Add) 5 NI B DNS AR 2588 (Selected DNS Servers) 4121,

peat 24 DNS _Server j& A4 E 1) DNS IR45 2%

FIR6 N RTF (Save). WINAIDNSHRSS 4% W 7 S5 ERY DNS BR 2588 (Trusted DNS Servers) G .
$IBT RSB (Policy Assignments), #fiff NGFWBR1 CL7EFiti& & (Selected Devices) 413 .
$IB8 LHHRE (OK) il EE L,

FIR9 LTRTE (Save) LB N4 BB K .
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ERSRAKENEEERREA (DIA) BEAREAS THMREEERR |
B ==:z00sa

o B fEOMER

Cisco Secure Firewall Threat Defense 13 i 4% DAL 56 ok A e S HLEC M 42 . DESC BRI 0 3
65535, RE T REE ISP ) B W Ak f N IO S8 2. TR BB e VAR S Gl AT 4 e . T 1 o
% i B B A BARL e E N O . M OATTHE, WESHE KB EA T Mg,
B, fE¥% outside2 Fl outside3 MIPLIEZ 4 MM BLE 9 10 F1 20, SRS K £ outside2. Wik
outside2 ZFATI ], U ER A A 21 outside3 .

FIB1 KIS & (Devices) > % & B2 (Device Management), SR J& 2w g B 95 411 % (NGFWBR1).
PR 2 i NGFWBRI #: O K EE B (Routing) 5.
$IBE3 i RSB A (Policy Based Routing).
$®4 SR BEEOMESR (Configure Interface Priority).
PS EXHEHET, SR eSS .
BT D AR S A AR RN, R AR 1 2 (3

FE6 HlHRTF (Save).

BLERIZERERE

PBR WS AKEE G I0HE bR (AR ) (RTT) , $£15), SFHREILES (MOS) AHENE4) >k
e VR AL IR IR AR B AR . BRI SRR e O B iR e diebs . 7R3 0 s b, ) DUEHT R AR I
PEBRCEMCER D, DORIEH Rk N

$IE1 %R & (Devices) > iR ZEIE (Device Management), 4R w7 BB % % (NGFWBR1) 1) 448 (#) .
HE2 B (outside) (1 4iEE ()

$E3 Nl BRI (Path Monitoring) £

$IE4 kb EARET IP B2 IS4 (Enable | P based Path Monitoring) & 4 .

FIRS NEEIRZER (Monitoring Type) FHIFIE S, BEFEAHRIEI. ARG T, A HECAMEZE O SN EOAR RA T —
Bt (B30 (Next-hop of default route out of interface [Auta]).

$IE6 NiBE (OK).
$IB 7 % outside? Fil outside3 $: 1T L 2 4 8.
FIE8 mitiRTE (Save).
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| e i B TR (DIA) 5 52 P57 B M5 A A2 e B L B
s webex EeEH E AcLxt% [l

77 WebEx FC & & ACL 35

FE SRS B i PR DI RERI A IR, U7 1) F1) 2 ARAC B A H WebEx it AN R (4 1 4% 115 5 22 HL R
¥

FB1 KL R (Objects) > ¥ 5 &1 (Object Management) - M H & ik £ 18] 513 (AccessLists) > # & (Extended).
$1E2 AR RiAE I3 (Add Extended Access List), A HMER G T 051 .
$IB3 /F “Y R ACL X% ” (Extended ACL Object) XF1HHEH, % AXT 4144 Fx (DIA_Collaboration).
$B 4 SR (Add) LLATEHT YT R VTR 512
WS L LLR U 4
1. GEPHRME (Action) LUV (UURED) sk,
2. iz (Application) i, #RJ57ER AR A (Available Applications) 717 1148 % Webex.
E+E Webex, X5 ridi iR nEIF N (Add to Rule).
s AN (Add) B4 Hs i E0 4
M RTE (Save).

o~ W

71 Webex Fic & 7+ F% 1% i 47 B 3R B BY 2% FH SR %

TR LLAE SRS AR e £ 7 DT P G B AT R AR A% (0 PBR MG . (EARAI T, WebEx W it &
W R B TR K N

$B1 KIRIEFR & (Devices) > iR & ETE (Device Management), SR Ji 4 45 995 181 ¥ £ (NGFWBR1).

PR 2 midi NGFWBRI £ LA B (Routing) &3 .

$E3 KB H (Policy Based Routing).
“Hmg M B (Policy Based Routing) LTI Sk 7w e B4 PR SREMES o DR S 7 N 1142 11 7103 R SR 2R B8 e 5 il 1) 32 R K
(RESIRIIREGRE

PR 4 TRCE RN, 15 AR (Add).

PR (EIRNRMEELERH (Add Policy Based Route) X1 HES, MA OO (Ingressinterface) 4% Hik A AR (Inside).
iR T mF AN BA A B B T4 R R R A 1

PR 6 LA RIK PR E VLA AL R A, 1 s iR (Add).
FRBT AE RINEERIRIE MHEHER, AT LA R 1
a) MIHE ACL (Match ACL) FHi%13 1 iE+ DIA_Collaboration.
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FEREHRZKIEMEZEEENEN (DIA) BRARENS INMBEEEER |

B s=m=

b)

d)

e)
f)

BIERICE MO, IEMNEIEXZE (Send To) MRk #t OO (Egress Interfaces).
M3ZOHEF (Interface Ordering) 4R ik#F s/ NEEBZE (Minimal Packet Loss).

Rt kB A N R .

7ER] FB#E O (Available Interfaces) fE, Frfa 2 DA HSIH . M OFFRT, il 3an > ERELE
i e,

X BA 755

1 7 “W P07 (Available Interfaces) 1, it outside3 B: 1583 i () bs, 4B EREHO
#0A.

2. SRJE, i outside2 BiIEE o0 () b, B EREE OED.

R RTE (Save) LLS N TTHE 414 1 o 4o
BEIE, K5 ATHRTE (Save) LIS N SIS Y % i 10 BT A e & 04

P8 nidifRTFE (Save).

AELRE

FESEIRITAT IR R, K L8 BT st

P EF LR, Sdi#RE (Deploy).

PR 2 kPR E N E B UK NGFWBRI 553 1 R HE .

$IE3 riiliEBE (Deploy).

W4 W RS ARSI R B, WS TEIRHIE$EIR (Validation Errors) BiEGHIEE 2 (Validation War nings)
WO R e, BEECEMNIEAMEE, 15 At “KIFRTR” (Validation Errors) 8¢ “I0iF#45 ” (Validation
Warnings) # 4% .

A7 LU I m LI

© QRELERTE - ARELE M LT RV E SO WEARARG VO, WIJEIRkEL.
o R - BTN AR SO, R I E .

B UERY B =

HBA AP LRIEYT, S (Analysis) > ZE—Z44 (Unified Events).
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| ER%RELNEMEETEMEN (DIA) 5 R BN S I B3 EBER

wirsAng [

IR 2 i T 51k 28l i 4 Web [z (Web Application) FINO# 0 (Egress Interface) K [ X4, SR iz B

(Apply)-
W3 HIERHT, LT ERAE.
$IE 4 /£ Web S (Web Application) i &5 1, 4N Fx WebEx Jf 2RI A (Apply)-
$IES {E Web [ (Web Application) il &3, i A& FK YouTube Jfriii B2 (Apply)-

#HIB 6 1E Cisco Secure Firewall /5 [l 1) FEHL_ & YouTube Il WebEx M H i s . EFAIZ S, JH3) Google Chrome
W28 S 12 https://youtube.com F1 43 37 H 144 TAERE WK ST BR1 AR [F#ETI < H ) https:/webex.com.

HIBT AR, E AN Y R R .
1. XA AR 1) DIA:
* WebEx MW it 4% R B Fros I BC S 8 o outside3 #2111 & H .

Firewall Management Center

Unihed EVaHits Overview Analysis Policies Devices Objects Integration Deploy Q @ ¢
—_—

‘ Q_ Web Application WebEx x X Select X
© Showing all 9events (& 9) + I 2023-03-29 11:57:54 EDT — 2023-03-29 12:57:54 EOT 1h
[]_| Time Event Type Ingress Interface Device

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 & Connection WebEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

> 2023-03-29 12:54:18 4 Connection WehEx inside outside3 NGFWBR1

2% L g . . . N N, N 4 S L
* YouTube I FH ¥ 4% R B T~ [ & 7E outside fil outside2 £ 1 2 [ HEAT $1 35 34 17

Firewall Management Center ' ) ) e
Analysis { Unified Events Overview Analysis Policies Devices Objects Integration Deploy Q @ £ @ adminv -

Q_ Web Application Youtube x X Select X
@ Showing all 2,285 events (& 1,832 () 453) ¥ I 2023-03-15 05:29:35 EDT — 2023-03-29 05:29:35 EDT 2w
m Time Event Type Ingress Interface Device

> 2023-03-29 03:43:50 4 Connection YouTube inside outside2 NGFWBR1
> 2023-03-29 03:43:30 4 Connection YouTube inside outside2 NGFWBR1
> 2023-03-29 03:43:10 4 Connection YouTube inside outside NGFWBR1
> 2023-03-29 03:42:50 4 Connection YouTube inside outside NGFWBR1
> 2023-03-29 03:42:50 4 Connection YouTube inside outside2 NGFWBR1
> 2023-03-29 03:42:40 4 Connection YouTube inside outside NGFWBR1

2. X R TR DIA:
WebEx W H it # 1l it outside2 £z 114 Y, K04 outside3 #2111 FAFEEA, Wi NEIFIR.
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B =mmemnmmsmsimg

Firewall Management Center

fEAFREMITHEZET KM IZEN (DIA) 15

BAREASZMNmEmIIEER |

Unified Events

Q_  Web Application WebEx

2023-03-29 12:29:08
2023-03-29 12:28:30

@ Showing all 2 events (& 2) ¥

Overview Analysis Policies Devices Objects Integration Deploy Q &+ @ adminv
—_—
X X Select X || Refresh ‘
g 2023-03-29 11:31:45 EDT — 2023-03-29 12:31:45 EOT 1h Go Live
Event Type Ingress Interface Egress Interface Device
4 Connection WehEx inside outside? NGFWBR1
4 Connection WebEx inside outside? NGFWBR1

R W% 2 i FR na $ RN A PR HERR

WS, LT CLI W= MHER: 5 Cisco Secure Firewall Threat Defense 5% B 75 % fH AH G 1) o) 451 .

...

CLI &%

%% Cisco Secure Firewall Threat Defense Lina CLI

system support diagnostic-cli

A A P8 E JUD ) AN B o 1 917468 £ i
SE S 2% IR 553 5

* show object networ k-service

* show object network-service detail

B L ICE N IR HE & P 4 iRk 950 5L (NSG)

* show object id YouTube

* show object id WebEx

IS UFEHERE 3 Cisco Secure Firewall [ 9 2% i) 45 4H.
(NSG)

show run object-group network-service

show run route-map

B 55 TS TR % 1 I 4% 1 Aol s
SRATE AL

BRI ETEAE R, Bl 445
7otk

show run interface

BOUESZAF AT () DNS Jie 55 4% o &

show dns

iffy s U B BT R (R B A2 debug policy-route
BEEFH T EEE, JUHEAE
FERRERH, RO T RE SRR
AETCK I
15 11 R % e undebug all

HEENUE XM RSG5, WAL T a4
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| R mEs s E TR M (DIA) #5527 B M 5 AL MI8E 2 S B
s ssimiaan

ngfwbrl# show object network-service
object network-service "ADrive" dynamic
description Online file storage and backup.
app-id 17
domain adrive.com (bid=0) ip (hitcnt=0)
object network-service "Amazon" dynamic
description Online retailer of books and most other goods.
app-id 24
domain amazon.com (bid=0) ip (hitcnt=0)
domain amazon.jobs (bid=0) ip (hitcnt=0)
domain amazon.in (bid=0) ip (hitcnt=0)

output snipped

object network-service "Logitech" dynamic

description Company develops Computer peripherals and accessories.
app-id 4671

domain logitech.com (bid=0) ip (hitcnt=0)

object network-service "Lenovo" dynamic

description Company manufactures/markets computers, software and related services.
app-id 4672

domain lenovo.com (bid=0) ip (hitcnt=0)

domain lenovo.com.cn (bid=0) ip (hitcnt=0)

domain lenovomm.com (bid=0) ip (hitcnt=0)

ngfwbrl#
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ngfwbrl# show object id YouTube
object network-service "YouTube" dynamic
description A video-sharing website on which users can upload, share, and view videos.
app-id 929
domain youtubei.googleapis.com (bid=592729) ip (hitcnt=0)
domain yt3.ggpht.com (bid=709809) ip (hitcnt=102)
domain youtube.com (bid=830871) ip (hitcnt=101)
domain ytimg.com (bid=1035543) ip (hitcnt=93)
domain googlevideo.com (bid=1148165) ip (hitcnt=466)
domain youtu.be (bid=1247981) ip (hitcnt=0)
ngfwbrl# show object id WebEx
object network-service "WebEx" dynamic
description Cisco's online meeting and web conferencing application.
app-id 905
domain files-prod-us-east-2.webexcontent.com (bid=182837) ip (hitcnt=0)
domain webex.com (bid=290507) ip (hitcnt=30)
domain avatar-prod-us-east-2.webexcontent.com (bid=452667) ip (hitcnt=0)
ngfwbrl#
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ngfwbrl# show run object-group network-service
object-group network-service FMC NSG 292057776181
network-service-member "WebEx"

object-group network-service FMC NSG 292057776200
network-service-member "YouTube"

ngfwbrl#
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ngfwbrl# show run route-map

|

route-map FMC GENERATED PBR 1678091359817 permit 5
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match ip address DIA_Collaboration
set interface outside3 outside2

|
route-map FMC GENERATED PBR 1678091359817 permit 10
match ip address DIA_SocialMedia
set adaptive-interface cost outside outside2 outside3
|

ggfwbrl#
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ngfwbrl# show run interface
|
interface GigabitEthernet0/0
nameif outside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.18.128.81 255.255.192.0
policy-route cost 10
|
interface GigabitEthernet0/1
nameif inside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.11.4 255.255.255.0
policy-route route-map FMC GENERATED PBR 1678091359817
|

interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
nameif outside2
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.19.40.4 255.255.255.0
policy-route cost 10
|
interface GigabitEthernet0/4
nameif outside3
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.30.4 255.255.255.0
policy-route cost 20
|
interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
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security-level O
no ip address
ngfwbrl#
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ngfwbrl# show dns

DNS
DNS
DNS
DNS
DNS
DNS

Trusted
Trusted
Trusted
Trusted

enabled for
enabled for
enabled for
enabled for
Trusted Source not enabled
Trusted Source: Type: IPs
DNS Server Configured: 198.
Trusted Source Configured: 198
DNS snooping IP cache: 0 in use,
Address

ngfwbrl#
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ngfwbrl# debug policy-route
debug policy-route enabled at level 1

Source
Source
Source
Source

Interface
19.10.100:

<ifc-not-specified>
.19.10.100: <ifc-not-specified>
37 most used

Idle (sec)

siezE ]

DHCP Server Configured
DHCP Client Learned
DHCP Relay Learned

DNS Server Configured
for Trust-any

Idle/Timeout (sec)

N/A
: N/A
Hit-count

Timeout (sec) Branch (es)

ngfwbrl# pbr: policy based route lookup called for 198.19.11.225/58119 to 198.19.10.100/53
proto 17 sub proto 0 received on interface inside, NSGs, nsg_id=none

pbr: no route policy found;
output-snipped

pbr:
sub_proto 0 received on interface inside

pbr: First matching rule from ACL(2)

pbr:

routing

pbr: evaluating interface outside3

pbr: policy based routing applied; egress_ifc =

ngfwbrl#

IR R 138 FH T WebEx Vi i o
K outside3 5 AT
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ngfwbrl# undebug all

skip to normal route lookup

policy based route lookup called for 198.19.11.225/61482 to 63.140.48.151/443 proto 6

, NSGs, nsg_id=1

route map FMC_GENERATED PBR 1678091359817, sequence 5, permit; proceed with policy

outside3 next hop = 198.19.30.63

IHVER, 7F PBR ¥ H R TE N outside2 #2027, &

Resource

URL

Cisco Secure Firewall Threat Defense ki 2% i) 1

https://www.cisco.com/go/firewall-release-notes

FTAHT R 7 T Dh RE

http://www.cisco.com/go/whatsnew-fmc

Cisco.com _[¥] Secure Firewall 3= 7T

http://www.cisco.com/go/firewall

Cisco.com [ HI3CHY

http://www.cisco.com/go/firewall-docs
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Resource URL
YouTube _I- 1] Secure Firewall #iii& https://www.youtube.com/cisco-netsec
Secure Firewall EA<hi https://secure.cisco.com/secure-firewall
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< BRINEDL T, PRESRABCE N ERTS (Static).
* KA <tunnel_source interface logical name>+ static_vti +<tunnel ID>. 1, Outside static vti_ 1.
« BOATSOL T, BEE O N B A (Enabled).
s BRATEDL T, 24Xk e & A SR (Outside).
* BEIE 1D 2x B Eh3E e 1D,
o FEIEYREE 2 AZhIE R A AN BT
iR W RPEIE YR 3 E 4 GigabitEthernet0/0
iR T m LR BEGE U 1 BCE A AN R

o BRIAEILR, IPsec K 1Pv4.
o RAERAY TP Mtk #E 169.254.xx/30 T H TP Huhbyu [ N IEH . FEIRAIMsEIF, EFET 169.254.2.1/30,

e 24 EH 730 FMEE, AP TP kel . 55— 1P bt & A 8hk%iE VTIIP, 2 A IP HblkfE
fit & 31| Umbrella DC A 5 FHAE R —Bk 1P AEFRAT T~ T, 169.254.2.1 & VTIIP,
169.254.2.2 I T#AK . iESHEETASSD . 376 7.

* sl RE (OK).

M “VPN #2117 (VPN Interface) 741k $ outside static vti_1.
c) FEAHBBEIE ID (Local Tunnel ID) Bt A A HLR%IE 1D RIS
WD 8 MFARF, w2 E 100 NMERF. FHEHUOSE Umbrella FHBEFEIE S, Umbrella 23 7E i 5E 31
B% 1 1D (<prefix>@<umbrella-generated-D>-umbrella.com) . #RJ5, &K RIEEH 520 b%E 1D, I
WG LB U P o5 o REANBEIE A ME— I A% 18 1D
d) mHR7F (Save) LLR & s U In B H 4 o
$IE71 Ll T — (Next) L& Umbrella SASE B fic & 45 22
* #23% (Endpoints) ik : s TG E a0 57 48 £ ity (1 7l 22
* IR E (Encryption Settings) %it%: {27~ SASE F&IE 1IN &
LB 8 Wk ERBNBEET & L EE B E (Deploy configuration on threat defense nodes) S iEHE, DL fi & K 99 2% Bk i 15 28 3]
T A o P A AR R T BB B Umbrella 2 J5 3847 . S8 MBI 4130 58 5 B AN H % 1D
PR AR TF (Save).
IEER A
1. EEHAORAT SASE Hidh.
2. REAS BB A 2 i i e 2 21 Umbrella (1) 9 264 P 1

3. WA HUERII, W) fid A RE A 2% B A0 P 2 BB D B A B o o AR SRR AR B R IRAE B A E LI
B pTAT B EA NS, AR AE VPN S,
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 Umbrella B2 & SASE 5z ]

4. TJT Cisco Umbrella B2 & (Cisco Umbrella Configuration) % 113 i 7k Umbrella - [¥) 5% 3 2R 4

Cisco Umbrella Configuration (7]
Topology Name VPN-MumbaiUmbrella

Primary Data Center:  Asia-Mumbai

DC IP Address: 146.112.117.8

Start Time: Apr 27, 2023 7:02 PM

Completion Time: Apr 27, 2023 7:02 PM

100%
@ 1 Completed @ 0 Failure
Tunnel Configuration Status Umbrella Dashboard
Device Status Transcript
@ NGFWBR1 SUCCESS 2}

Close

FEAEEVER, AR (Transcript) #2401 LA B IAER , 41 APL. 153K 631 Umbrella Y 2111

F)zo

Transcript Details X

POST hittps:/ api.umbrella.com/v1 izations/4 }tunnels HTTP/1.1

Request JSON: {"deviceType":"other","authentication™:{"type":"PSK","parameters":
{"idPrefix":"FTDvChandigarh","secret":"******"},"name":"VPN-MumbaiUmbre- NGFWBR1-
4294999380"}

Response JSON: {"organizationld":"4 1", "transport™:
{"protocol™:"IPSec”}, "serviceType":"SIG", “client"{"deviceType":"other","authentication":

{"type™:"PSK"," ":{"id":"FTDvCI i 04-
umbrella.com”,"secret™:"******"}j} "createdAt":"2023-04-
27T19:02:44.358642189Z","modifiedAt™ "2023-04-

27T19:02:44.358642189Z" "uri™:"/v1/organization” ‘4 Jtunnels®,"id":605493704,"nam
e":"VPN-MumbaiUmbre- NGFWBR1-4294999380"}

i Umbrela =5 E#R (Umbrella Dashboard) 5542, 2t Umbrella 1) “M25f%1E 7 (Network Tunnels) T

[0

Cisco Secure Firewall fr%2 £ 13 X A9 {5 F Z= 451 .
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B ==sscem

Active Tunnels Inactive Tunnels Unestablished Unknown Tunnel Data Center
1 Tunnels Status Locations
1

FILTERS Q_  Search tunnels by name

VPN-CLPODS8-U... Default Site Los Angeles, 1 Inactive Jun 07, 2023 -
Secure Internet California - US 6:31 PM
Access

VPN-MumbaiUmb... Default Site Mumbai, T Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM
Access India

T—5Hit4
T EE L SASE BEIE v, 5 M 4R e VCRC &1 & PBR S, DUE VTI Rk .

o B F# 7SI

A B M B 3B% i 21 Umbrella DC HER S .

FE1 NiR#E (Devices) > iR &EIR (Device Management) Ui I 4 # BB 1 ¥ % (NGFWBR1).
$IE2 LdERH (Routing)it i+ .

P33 ALLERSEE (Static Route).

$B4 SdRNEE (Add Route) LA INEN%

F$BS M3ENO (Interface) 4R TikF outside static vti_ 1 /E A,

S8 6 A AL (Available Networks) HE[1EF any-ipva 10 H R4, SR)5 iR (Add).
WIRT WAMSING . fEAEY, A 169.254.2.2.

LS8 WATEME. E A LUEAT 1 A1 254 Z [0 0E0T . ARG, $AE 2.

P9 LRAERE, SR TF (Save).

R B s G A 1

[l Cisco Secure Firewall %241 i3 R #4918 F 2451
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NGFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces

Manage Virtual Routers

Global v

Virtual Router Properties

Leaked from
Virtual Router

s oNs faweb B R EY E AL [

Gateway Tunneled Metric

ECMP

| any-ipv4 outside_static_vti_1

Global Host_169.254.2.2 false 2

BFD

77 DNS 0 Web it =Ec &4 & ACL

FE SR T B B FE DN BE RO BT, U ) B ARC B 0 K DNS AN 2% 3 i ML 1142 115 | S LKA

HIE1 RUGEFEFT R (Objects) > 3F & &1# (Object Management) I M H st ik £ 18151 % (AccessLists) > 3 & (Extended).
$®2 SR RiA e33R (Add Extended AccessList), iAW AA G RV 10 51 % .
HIEI A/ “PE ACL 54" (Extended ACL Object) XIHHEF, HAX L4 (LAN_to_Internet).

PR A RGN (Add) BLEIESHT Y VT R 813K .

HES WA LL N s e

1. EFHEE (Action) LLASYF (UUHED) i Fhrdk.

2. fidismO (Port) &5, ARJS{ERI s O (Available Ports) 412412 HTTP. HTTPS. DNS over_UDP.

DNS over_TCP.

3. MEFeuG I, AR5 AidRANEI B R (Add to Destination).

IR ERAT =T, R4% 4 Branch-LAN,

5. I&#% Branch-LAN, #AJ5 rith#RnEiRE (Add to Source).
6. RN (Add) LUK Hids B 4
7. RiRTE (Save).

W N BTG ACL X% .

i 4% (Network) S35, 4R 5 £ BT FA M 4% (Available Networks) 5113 822 7» LK) LAN.

Cisco Secure Firewall 22 mMeiEAEG [
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Edit Extended Access List Object

Name
LAN_to_Internet

Entries (1)

Sequence Action Source Source Port Destination Destination Port Application Users SGT

DNS_over_TCP
HTTP

1 Allow Branch-LAN HTTPS
DNS_over_UDP

77 DNS #1 Web ;i £ Fc & PBR R HE

BT LGl R e N B, ULECARAE (T Revs 320512 Ak t DNS MR £ i s (1) H B 1, 7
“HMET B 7 (Policy Based Routing) UL [ L & PBR < .

FIB1 K IRIEFZ & (Devices) > % & EIE (Device Management), SR J 2 g 55 #8115 £ (NGFWBR1).
P$IE 2 ili NGFWBRI1 # LK EYBEH (Routing) LK o
$E3 KB H (Policy Based Routing).
PIE 4 LRI EERH (Add Policy Based Route) XJIEHESH, M FHFIRFEFENOZED (Ingressinterface).
WS TR TR E VLA R I B, 1 i iR (Add).
HIB6 {E RINEERIRME RHGHES, AT LU R4k
a) MIEEC ACL (Match ACL) R4z Hi%+% LAN_to_Internet.
b) EHEPECE MBI, iHMNAZEE (Send To) R4+ iE£EH O3FO (Egress|nterfaces).
c) {ERTA#ENO (Available Interfaces) i, il Outside static vti 1 #2171 5530 1) A0 ) EE BB SER
HO#EO.

d) SiRTE (Save) LS AN VCAL 44 ) 5
e) MEME, KRG AHRTE (Save) LUE N SIS T B H T 7 e & 50 04

PR mhRTEF (Save).
R E R B PBR SR

[l Cisco Secure Firewall %241 i3 R #4918 F 2451
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Policy Based Routing

Specify ingress interfaces, match criteria and egress interfaces to route traffic accordingly. Traffic can be routed across Egress interfaces accordingly

Configure Interface Priority m

Ingress Interfaces Match criteria and forward action

inside KR |

LAN_to_Internet #O | outside_static_vti_1

AELE

FESEIRITATICE R, K L8 BT et

HIB PR, STERE (Deploy). XFEE SR CUHER I B W& 513 .
HIB2 kP AN E O NGFWBR1 AT NGFW 1 55111 AR .
SIE3 fiERE (Deploy). SSRFBELLE “H8E7 (Deploy) M IFAEFFRic A “ B 58" (Completed).

PR 4 W RS E S R IR B, WS TEIRIE$EIR (Validation Errors) BiEEIEE 2 (Validation War nings)
W O BN e, BEESEMIEAG R, 15 AT “RUFHHR” (Validation Errors) B¢ “IiF% 45 ” (Validation
Warnings) £ .

A LU I n LI

© QRELERSE - AREEAER LTV E SO WERARG VO, WICIRREE.
o R - R AN . R ERRATE O, R N E .

15 F SASE Umbrella ¥ B 32

P, #5@ % (Notifications) > {£5% (Tasks), A& @M1 % % (NGFWBR1) _L[#) Umbrella
Ik 3 0 R SR s S ERAS

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451
I
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B coir sase umbrella b E

Deployments Upgrades © Health Tasks

20+ total 0 waiting 0 running 0 retrying 20+ success 0 failures

© Policy Deployment

Policy Deployment to NGFWBR1. Applied successfully

@ Policy Pre-Deployment

Pre-deploy Device Configuration for NGFWBR1

success

@ Policy Pre-Deployment

Pre-deploy Global Configuration Generation
success

° Umbrella Tunnel Deployment

Umbrella Tunnel deployment for Site to Site VPN VPN-MumbaiUmbrella has succeeded

SR PO A SASE AZNFRIEIRAS, 1EIEFHR % (Devices) > VPN > it 5 [8] (Site To Site).

Firewall Management Center
Devices / VPN / Site To Site

Overview Analysis Policies Devices Objects Integration Deploy Q °0 it Q admin v el SECURE

Last Updated: 04:10 PM + SASE Topology
Y Select... X l Refresh

Topology Name VPN Type Network Topology Tunnel Status Distribution IKEv1  IKEv2
> VPN-CLPOD8-Umbrella Route Based (VTI) SASE imm— v &SN
| v VPN-MumbaiUmbrella Route Based (VTI) SASE —— v &SN |
Node A Node B
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
UMBRELLA  Asia-Mumbai 146.112.1... (146.112.117.8) I:l FD NGFWBR1 Outside (172.16.2.10) Outside_stati... (169.254.2.1)

AR RO A Y SASE Hh4h, 1L % (Devices) > VPN > ufi s8] (Site To Site) > w48
SASE #h#l (Edit SASE Topology). ASHif%iE 1D 2764 E %1 Umbrella J5 58T .

Firewall Management Center

i i ici i " i CJ i il
Devices / VPN / Site To Site Overview Analysis Policies Devices Objects Integration Deploy Q @ & 0 admin v cisco. SECURE
—
Edit SASE Topology
o Endpoints 2 | Summary

Topology Name*

VPN-MumbaiUmbrella |

Pre-shared Key*

Umbrella Data Center*

Asia - Mumbai(146.112.117.8) \

Threat Defense Nodes Add
Device VPN Interface Local Tunnel ID
NGFWBR1 Outside_static_vti_1 FTDvChandigarh@4 - 704-umbrella.com K4 i

BAEE B AR s ) VPN IR, 1 REBEAR (Overview) > $5§|E4R (Dashboard) > ik s (8]
VPN (Siteto Site VPN),

. Cisco Secure Firewall 5% £ 113 [ &9 1% FA 22451
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35E SASE Umbrella f%i& 232 .

Firewall Managemen nter
Sa o anagement Ce \te, Overview Analysis Policies Devices Objects Integration Deploy Q 00 M 0 admin v | Wl SECURE
Overview / Dashboards / Site to Site VPN
——
Y Select... X || Refresh Refresh every | 5 minutes n
Tunnel Summary Node A Node B Topology Status Last Updated ~
Asia-Mumbai (VPN IP: 146.112.11... NGFWBR1 (VPN IP: 172.16.2.10) VPN-MumbaiUmbr... @ Active ~ 2023-04-27 15:1...

North_America-Los_Angeles (VPN... NGFWBR1 (VPN IP: 172.16.2.10) VPN-CLPOD8-Um... Active 2023-05-11 11:1...

100% Active
2 connections

Topology
(-]
VPN-CLPOD8-Umbrella 0 0 1
|VPN—MummembmHa 0 0 1|

I LAF CLI iy 2 K560 Uk ) B 48 - 1) SASE Umbrella B#1E :

LG UE SASE FEIE M PRANME S, WA LU R dy 4

> show running-config interface tunnel 1

!

interface Tunnell

nameif Outside static vti 1

ip address 169.254.2.1 255.255.255.252

tunnel source interface Outside

tunnel destination 146.112.117.8

tunnel mode ipsec ipvé

tunnel protection ipsec profile FMC IPSEC PROFILE 1

FGUE IPSec BLESCIFAIORER P, AR LA dr 4

> show running-config crypto ipsec
crypto ipsec ikev2 ipsec-proposal CSM IP 1

protocol esp encryption aes-gcm-256

protocol esp integrity sha-256
crypto ipsec profile FMC_ IPSEC_PROFILE 1

set ikev2 ipsec-proposal CSM IP 1

set ikev2 local-identity email-id FTDvChandigarh@4lxxxxx-xxxxxxxxx-umbrella.com
set reverse-route

crypto ipsec security-association pmtu-aging infinite

LG UE IKEV2 SEIREE, I LA N fir %

> show running-config crypto ikev2
crypto ikev2 policy 15

encryption aes-gcm-256

integrity null

group 20 19

prf sha256

lifetime seconds 86400
crypto ikev2 enable Outside

FIGUERRIE SIS B (RS AR TR LI R a4

Cisco Secure Firewall 22 mMeiEAEG [
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> show vpn-sessiondb 121
Session Type: LAN-to-LAN

Connection : 146.112.117.8

Index 0 19 IP Addr 0 146.112.117.8
Protocol : IKEv2 IPsecOverNatT

Encryption : IKEv2: (1)AES-GCM-256 IPsecOverNatT: (1)AES-GCM-256
Hashing : IKEv2: (l)none IPsecOverNatT: (1)none

Bytes Tx : 234 Bytes Rx : 446

Login Time : 19:14:51 UTC Thu Apr 27 2023

Duration : Oh:55m:16s

Tunnel Zone : O

AR, EMEH LT a2

> show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Control0/0 127.0.1.1 YES unset up up
Internal-Control0/1 unassigned YES unset up up
Internal-Data0/0 unassigned YES unset down up
Internal-Data0/0 unassigned YES unset up up
Internal-Data0/1 169.254.1.1 YES unset up up
Internal-Data0/2 unassigned YES unset up up
Management0/0 203.0.113.130 YES unset up up
TenGigabitEthernet0/0 172.16.2.10 YES manual up up
TenGigabitEthernet0/1 172.16.3.10 YES manual up up
TenGigabitEthernet0/2 unassigned YES unset administratively down up
Tunnell 169.254.2.1 YES manual up up

KT 5 VTI BEE A IPSec SA, B LL Fard:

> show crypto ipsec sa
interface: outside static vti 1

Crypto map tag: _ vti-crypto-map-Tunnell-0-1, seg num: 65280, local addr:
198.18.128.81

Protected vrf (ivrf): Global
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current peer: 146.112.117.8

#pkts encaps: 705, #pkts encrypt: 705, #pkts digest: 705

#pkts decaps: 743, #pkts decrypt: 743, #pkts verify: 743

#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 705, #pkts comp failed: 0, #pkts decomp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
#TFC rcvd: 0, #TFC sent: 0

#Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0

#send errors: 0, #recv errors: 0

local crypto endpt.: 198.18.128.81/4500, remote crypto endpt.: 146.112.117.8/4500

path mtu 1500, ipsec overhead 63(44), media mtu 1500
PMTU time remaining (sec): 0, DF policy: copy-df

ICMP error validation: disabled, TFC packets: disabled
current outbound spi: C76F91B4

current inbound spi : 64907273

[l Cisco Secure Firewall %241 i3 R #4918 F 2451
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%iE SASE Umbrella 8% ]

inbound esp sas:
spi: Ox2BF92601 (737748481)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4331520/27987)
IV size: 8 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: O0xCA2DC006 (3391995910)
SA State: active
transform: esp-aes-gcm-256 esp-null-hmac no compression
in use settings ={L2L, Tunnel, NAT-T-Encaps, IKEv2, VTI, }
slot: 0, conn_id: 32, crypto-map: _ vti-crypto-map-Tunnell-0-1
sa timing: remaining key lifetime (kB/sec): (4101072/27987)
IV size: 8 Dbytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

FEAE Umbrella P 25 & SASE B¥iE, 1# 8% Cisco Umbrella J£ 51 22 28& (Deployments) > #%:10 F 4
(Coreldentities) > [ 4&k%& (Network Tunnels). M EHHEHIZ] Umbrella ¥ 4 2% BEE a0~ B s o

Active Tunnels Inactive Tunnels Unestablished Unknown Tunnel Data Center
] 1 Tunnels Status Locations
1

FILTERS Q_  Search tunnels by name

| Name

VPN-CLPODS8-U... Default Site Los Angeles, 1

Jun 07, 2023 -

Secure Internet California - US 6:31 PM
Access

VPN-MumbaiUmb... Default Site Mumbai, T 9 Active Jul 21, 2023 -
Secure Internet Maharashtra - 12:51 PM

Access India

JETTZER I A BRIE PR

Cisco Secure Firewall 22 mMeiEAEG [
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B umbrena aanmsiasmn

FTDvChandigarh@4 = other 146.112.117.8
umbrella.com

Total Network Traffic

Jul 20, 2023 - 8:52 PM 2.63K 85.73 KB 0 sec

69.37 K 185.26 KB 0 sec

IPsec

Installed 727 sec - AES_GCM_16 256
c76f91b4 64907273

IKE

Established 3856 sec PRF_HMAC_SHA2_256 AES_GCM_16 ECP_384
53285f5df73e0c22 204e90910acad243

Umbrella B %8 S FEHR

EEE G, MHLLE CLI RS Cisco Secure Firewall Threat Defense | Umbrella [ P18 AH < [ 4]
B,

\}

AR AR, AR A LIS TR I BN, RT DAE R BB E A AR,
XL AT e ALK -

... CLI &%

N TE R AR R A A I RN K43 F IR <peer-1P>

R ATA R T 1 1 R debug vti 255

B IKEv2 MU 4155 debug crypto ikev2 protocol 255
IR IKEv2 & A5 %% debug crypto ikev2 platform 255

[l Cisco Secure Firewall %241 i3 R #4918 F 2451
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HAth FiIR

siezE ]

aneay... CLI &%

PR UL IKE AR E5 4% debug crypto ike-common 255
Wik IPSec K F 5% debug crypto ipsec 255
Resource URL

Cisco Secure Firewall Threat Defense /it A< A

https://www.cisco.com/go/firewall-release-notes

JTA B A L D g

http://www.cisco.com/go/whatsnew-fmc

Cisco.com "] Secure Firewall 3= 7T

http://www.cisco.com/go/firewall

Cisco.com [ fI3CHY

http://www.cisco.com/go/firewall-docs

YouTube 1] Secure Firewall #ii&

https://www.youtube.com/cisco-netsec

Secure Firewall JEAS i

https://secure.cisco.com/secure-firewall

Cisco Secure Firewall 22 mMeiEAEG [
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£/ Umbrella B Zhi%ERIP LM T2
T

[l Cisco Secure Firewall %241 i3 R #4918 F 2451



%0 =

AR TIRMEEEE: FHPHEIDIA.
Umbrella B zhf& & #0 DVTI

AT S, FATKIRAWST DIA. Umbrella H3)F5ER DVTI SERR N AFHEZBIVEGNHA T
e 2 I PRI G A% St 1Y) i 21 i RE P o

* ifiid DIA. Umbrella SASE [ ZhB%i& F1 DVTI 345t f 51 T REREE RN 224 e, %5 87 I

s SEAFFHEPIESES? , 587 1T

s W5t , 88 L

* b, 88 T

* il % DIA. Umbrella [ 2)F%1EF DVTI [ 26 ey , 26 89 1T

o HAWTRYR , 26 89 0T

1® 3 DIA. Umbrella SASE B z1fx & F0 DVTI &35 fE 52 T RY
EEMINT e
TE 5 I EGR R AT, AN A I8 03 TR aeE e, 4 vi i FRAL P RE 1Y
Phitk o Al Z BRI T DIA (CHEEHBERIEA) .« Umbrella SASE H P51 F1 DVTI (5h Ak HLR%

EHED HSORMSEM, DIOIRMEIER FE, s, RPBUERE R, IR T RS AEAL T
b i RO A

I AR HIES B ?
AT I ZA ) FFRZ2ARIE ST BRI R AP 9 £ SRR A IT LMk N 5 W2 A8 B BRI SRS, A

T AR FE 03 TR P E 2. EVRAN20HT T DIA. Umbrella SASE [ P& & f1 DVTI £
ARE ST DL, FFE A T IR R AR N HZERE T3 LT T Bk sk 7 T AR A 3

Cisco Secure Firewall 5% £ 113 [ &% 1% FA 22451
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i R TIRMRSEE: (EMATFADIA. Umbrella & 31k%&F DVTI |

Sally 52— ZK @ BkNE A w K P AR, 1% mlHE W OSSN PR BE UG ) a2 22 2 AN )
(K3 P, (R AR BRI B i M - [ 9 3 7y i O P i o

B AXK?

I8 ) BT (R 0 28 R R B it TC 1 AE 2 A S SR AL A E R 2 i ), TS BUEIR . EdfsAS— 2R
T AE T

B DIA. Umbrella B ziF%&EF1 DVTI 2B A A O AR ST B RN an{AT R R (6] B3 2

KT NAE Sally IXFEIZEFE O3 TR ki, Wity A = 4d ) DIA. Umbrella SASE H ) fi% i Al
DVTI 32l T —E& 40 gk 5 %

1. DIA: DIA il Sally A% HEEER B BRI, 1 JC TR WA AT B o 1% A it T SR
SEREE IR, LU eSO UG ) BT N FH RIS o e ] LA AR P 28 Hh 23 Gt I 4
&, ik ZE I A ERE .

2. Umbrella B#hk%i&E: A Umbrella F IR IERCE, Joit Sally A CFEIEHILETE 7 BT K
W, Sally [F12 v #Ae6f R IR N H 48— 12 AR . Bk T T3l E VPN IS8
B, R BRE T S AR G R T B E A S 1 R A RV A A . By Sally FZH 2 rb i HoAthze
O TR . (R R ) e A

3. DVTI: A3 S T b H 1 DVTI 0] PAZE 43 SCAURI AT AL W 2% 2 18] B A B 72 22 4= 1) TPsec P& IE
X EG[R TG 23 SEEHR AL AT IS, W R I A IS 2 A7 ) AV U5 . DVTI i fg i 1 f A 251
PR e i, JEIROUUA LLSEHUR i #E, ML g v fit .

I3 F DIA. Umbrella SASE H#)B%iE A DVTI AHZ5 4, Sally (1A 739580 T @b fF b Ge e ot T rid s
PEV MR TAERCRE . LR ST, W ae it vy <, SRSEITEME, HE25am0
PR RENIERE . P R 2 B L T MR BRI LA AR SR TG Bl nT PR B ey, #
ik 1T B\ 32 2 HE v -

FEMEAR AN, R T ek SR T AR B bR ic o WKST BR, ‘& 5481c 8 NGFWBRI (143 3 HL
KT R G AR o B S R GRS iC o NGFW L. L M 48 al ik NGFW1 #2 .
NGFWBRI1 A L A4 0 inside, H H3: 0 A4 44 4 outside. outside2 Fil outside3.
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