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"cills'élo" Global Threat Alerts Alerts Threats  Asset Groups o . 1
Critical Risk High Risk Medium Risk Low Risk
1 alert 5 alerts 6 alerts 1 alert
New [ Triage [ Investigating [ Remediating [C] Remediated / Resolved [ False Positive / Resolved [ Ignored / Resolved
Alerts that were active from ‘ Sunday, October 25th ~ ‘ o | Wednesday, December 9th ‘/. Set: Last day Last 7 days Last 30 days Last 45 days
Critical Risk High Risk Medium Risk Low Risk Enter a username, client IP address, asset group, or threat H Filter I
Sort by: Risk v When ~ Affected assets
Critical Risk | New [ Triage ~ ‘ When: September 11th - December 7th Duration: 87 days Affected assets: 2 Eta

|Thleat5: Emotet, WannaCry, SMB infecting malware, Peer-to-peer communication

|Asset Groups: Library, Cryo Research |

Users: demo_buffy.hillhouse, demo_keturah.gaunt
IP Addresses: 10.102.77.196 v~ 10.41.118.157 v
Alert Detail
| New [ Triage ~ When: November 4th - December 9th  Duration: 34 days Affected assets: 87
Threats: ArcadeYum

Asset Groups: Library, Cryo Research, Remote VPN IP Pool
Users: demo_adrian.arzate, demo_agustina.armijo, demo_alejandra.shelton, demo_amira.thornley

10.113.129.3 v 10.138.203.215 v 10.222.144.159 ~ 10.40.192.195 ~ 10.65.148.85 v

Alert Detail
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Critical Risk High Risk Medium Risk Low Risk
1 alert 5 alerts 6 alerts 1 alert
FILTER ) - - - i — ’ - . -

New / Triage [_ | Investigating [_| Remediating ] Remediated / Resolved ] False Positive / Resolved [_] Ignored / Resolved
Alerts that were active from ‘ Sunday, October 25th ~ |tu | Wednesday, December 9th ~ Set: Lastday Last 7 days Last 30 days Last 45 days
Critical Risk High Risk Medium Risk Low Risk Enter a username, client IP address, asset group, or threat H Filter ]

SORT ISurt by: Risk v When  Affected assets I
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Anomaly Domiaini L Sarver IP address e Autonomaus system s
adaranth.com O eg. 1.2.34 < eq. "Amazon.com, Ine."
Malware distribution
Veb site that distributes malwara
All anomalies hidden by the filter.
Malvertising
Advertisements that contain malicious code or lead to
malicious pages
K liclous b i I *
nown malicious hostnames from passive
" vl A
DNS inference & adaranth.com - T X
Communication to IP addresses 188 72 202.2 ~ l inferred: 100% adaranth.com A
with global passive DNS inference to hostname Copy to Clipboard '
propu.sh ~ (89%), 88.85.82.189  with global Iv Adel domain 1o filier + Webzilla BA. i
passive DNS inference to hostname \ AS535415
deloplen.com ~ {67%), and 188.72.202.12 ~ \
i = adaranth.com T .
with global passive DNS inference to hostname y o —, .o oo 00219 v 3
adaranth.com ~ (100%). The hostnames are inferred: 100% —
known to be indicative of Malvertising

Br o sl Mk, JRRE ToC SRR, DA b G Sk AL B

25

TR pUhENETR, AAEEML LIRS IR BRI M RN BIN IR . BRI AE E AR 7 ALK AN R B -

Secure Network Analytics 91 B2 /S B HEE 4R
I



e |

| EEET)
& 5
"cllls'éloh Global Threat Alerts Alerts Threats Asset Groups . Ao
Threats

Threats that we detected on your network

Critical Severity

Emotet Confirmed Alerts: 1 Assets: 2 njRAT Confirmed Alerts: 1 Assets: 9
Infection with exfiltration capability that targets banking credentials Malicious software for remote control of a target system
Last seen: 9 days ago Last seen: 5 days ago
Category: Malware - bot Category: Malware - remote access trojan
Critical Severity ‘/ [ Critical Severity ‘/ '

WannaCry Confirmed Alerts: 1 Assets: 2

Disk encrypting malware contains worm-like features to spread itself using the SMB...

Last seen: 19 days ago

Category: Malware - ransomware

Critical Severity ~
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"cll's'élc;' Global Threat Alerts Alerts  Threats  Asset Groups Pt
Threats

Threats that we detected on your network

High Severity

Sality Confirmed Aleris: 2 Assets: 4 Shlayer Confirmed Aleris: 1 Assets: 1
File infecting modular malware Infection that can download additional malware such as droppers

Last seen: 2 days ago Last seen: 23 hours ago

Category: Malware - file infector Category: Malware - dropper

‘ High Severity ~ | | High Severity s

Medium Severity

Cryptocurrency miner Alerts: 1 Assets: 3 Domain generation algorithms Alerts: 1 Assets: 1

Software that uses your computing resources to mine cryptocurrencies Random-string domain names used as obfuscation technigue

Last seen: 2 days ago Last seen: 6 days ago
Critical Severity iner Category: Attack Pattern - dga
High Severity

v Medium Severity | Medium Severity ~
Low Severity -

|| Suppressed
Fake search engines Alerts: 2 Assets: 3 Malvertising Alerts: 1 Assets: 1
Websites imitating well-known search engines Advertisements that contain malicious code or lead to malicious pages
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cIsco Global Threat Alerts Alerts Threats Asset Groups o

Asset Groups
Asset Groups that need your attention

High Value

Web Servers Alerts: 1 Assets: 1
Stealthwatch

Ancestors: By Function / Servers

Medium Value

CRYO LAB-X Alerts: 1 Assets: 1 Cryo Research Alerts: 2 Assets: 89
Stealthwatch Stealthwatch
Ancestors: Cryo-Users Critical Value

Medium Value ~

High Value
+ Medium Value

Low Value

Suppressed
Cryo Service Alerts: 1 Assets: 1 Cryo VPN Alerts: 1 Assets: 1
Stealthwatch Stealthwatch

Ancestors: Cryo-Users

Medium Value ~

Ancestors: Cryo-Users

| Medium Value ~ m
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Suppressed

Wireless AP

Stealthwatch

Ancestors: By Location

Suppressed Networks

Suppress detection on specific IPv4 addresses or network ranges.

Open Application Settings
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https://taxii.mitre.org/
http://taxiiproject.github.io/
https://stix.mitre.org/
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FE W25 P ARTEEAL TAXIT ARSHLH],  DURS AR SO 4 Jm U 4 536 21 S0 FF TAXI ARt 7
it FEERIAE R, TAXI %) Sl 0] TAXIL 58Ik 55 A 56 Wi K. HTTP BEA S 3 kAT
T BRI VT AR o SR )5, TAXIL 5 553 ok B 4 ey P B 1 ) S5 B Rk 21
TAXII % ) 5 BEAT W Y. . HTTPS BRSO T 04 By Kot A% i) 22 4=k

1511 SIEM B Ath 22 4> TAE AR RGN REAE AN HL S FF STIX/TAXIL. #4556 =7 TAXIL &) b e & A
SE WA TAXTT #HIRS
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o RENE— R IR =07 TAXI 5 o
* pollEndpoint 55 I 45

URL=nttps://taxii.cloudsec.sco.cisco.com/skym-taxii-ws/PollService

)rs
-
o St TR TR

\}

ER 20184 8 H, AR CLLHTARCN B AN 73 M1 e CTA) FFURIEH 2] Amazon Web Services T 17
R, NI = A28 1 TP il R 7 ) R 2R 45 404 URL . RN IR SS (U7 ), Al e 22 B8
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https://www.cisco.com/c/en/us/support/docs/field-notices/702/fn70205.html

| sTixmaxn fg%

HIEIEK

sk [

i, sl DU EERN R &I 50 TAXITD %5 5. G0 S48 SIEM B Al 22 42 RGEAHAS S FF
STIX/TAXII, BERMESFEAE— MRS Java TAXIT H GG AL A, 80T LUK L3505 21 SIEM 5534 1) Linux
ok Windows VM RS, piehi it e DI B W B W . ERCES T TAXIT APT XHEFDBH B HRAT
SERIEC I, JRLE STIX JH B LIk E . AR5, GRS STIX W B 4 H I SIEM REH:%2 (11
fiAg =

FLCIUR W IR S5 RE R PERERTRTHITE, 35 PAT LU T 48 4E:
o B 10 23BN ALSCVRR BAEMT A TAXITD 2% 5w Mgk A0, KR PR A R
o BRI SR AT DU R AR = R FAEE
* AEREI RS B TR R 30 K.

DLR A2 MR TAXIL 2% /7 3 21 TAXIL #6145 (R %6 375 sk o]
J7 X4 POST,
HTTP iR 3k

x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1
x-taxii-accept: urn:taxii.mitre.org:message:xml:1.1
content-type: application/xml

accept: application/xml

authorization: Basic ...

TS N
TR IESC:
<taxii 11:Poll Request xmlns:taxii 11="http://taxii.mitre.org/messages/taxii xml binding-1.1"

nwon

message id= collection name=" ">

<taxii 11:Exclusive Begin Timestamp>2015-01-16T00:00:00+00:00</taxii 1l:Exclusive Begin Timestamp>

<taxii 1l:Inclusive End Timestamp>2015-01-17T00:00:00+00:00</taxii 11:Inclusive End Timestamp>

<taxii 11:Poll Parameters allow asynch="false"/>
<taxii 11l:Response Type>FULL</taxii 1l:Response Type>
</taxii 11:Poll Parameters>
</taxii 11:Poll Request>

IERNER S 5L FA

Poll Request

message_id ARAE TAXTLAE A BRI SR BEHLA S 775 H . J08T
RN SR (R A HR
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T MERSH i

collection_name A MR SRR S A 4R IR Y
(e A5 R o M (465

Exclusive_Begin_Timestamp R4 5 1 0 1 R €

Inclusive_End_Timestamp B s 0 R

Poll Parameters

allow_asynch SR IR L BB false

\}

#%  Exclusive Begin_Timestamp fl Inclusive End_Timestamp 2 [i] 32 5 (08 K ZEH =Ko IR 22055
K, R A5 BT Inclusive End_Timestamp 2 B (8¢ J5 =K.

& 18 M) iz
PLF 42 A TAXIT #8101 4% 31 TAXTL 25 ) St ) 56 1 0 N 7 1]
HTTP Wi A5 3k

x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1

I 1 3+

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<t:Poll Response xmlns:t="http://taxii.mitre.org/messages/taxii xml binding-1.1"
xmlns:c="http://cybox.mitre.org/cybox-2"
xmlns:cc="http://cybox.mitre.org/common-2"
xmlns:co="http://cybox.mitre.org/objects#CustomObject-1"
xmlns:coa="http://stix.mitre.org/CourseOfAction-1"
xmlns:sc="http://stix.mitre.org/common-1"
xmlns:ind="http://stix.mitre.org/Indicator-2"
xmlns:ttp="http://stix.mitre.org/TTP-1"
xmlns:inc="http://stix.mitre.org/Incident-1"
xmlns:s="http://stix.mitre.org/stix-1"
collection name=" " more="true"
result id=" " result part number="1"
in response to="generatedMessageID" message id="responseMessagelID">
<t:Exclusive Begin Timestamp>2015-01-17T15:11:00.6482</t:Exclusive Begin Timestamp>
<t:Inclusive End Timestamp>2015-01-20T15:11:00.6492</t:Inclusive End Timestamp>
<t:Content Block>
<t:Content Binding binding id="STIX XML 1.1"/>
<t:Content>
<s:STIX Package xmlns:cta="http://cisco.com/td/cta"
id="cta:package-1412045744-66911c07-c9b8-4389-8888-00e438£58c2e™"
timestamp="2015-01-20T15:11:02.7662Z" version="1.1.1">
<s:STIX Header>
<s:Package Intent>Incident</s:Package Intent>
<s:Information Source>
<sc:Identity id="cta:customer-1234567890"/>
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STIX/TAXII BR &5
wiams ]

<sc:Tools>
<cc:Tool id="cta:tool-cta">
<cc:Name>Cognitive Threat Analytics</cc:Name>
<cc:Vendor>Cisco</cc:Vendor>
</cc:Tool>
<cc:Tool id="cta:tool-amp">
<cc:Name>Advanced Malware Protection</cc:Name>
<cc:Vendor>Cisco</cc:Vendor>
</cc:Tool>
</sc:Tools>
</s:Information Source>
</s:STIX Header>
<s:Incidents>
<s:Incident xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="inc:IncidentType"
id="cta:incident-1412045744 f8bae03fb2ff7d6185907ae3240d_ ITMAL1">
<inc:Title>malware|using automatically generated domain (DGA)</inc:Title>
<inc:Victim>
<sc:Name>JohnDoe</sc:Name>
</inc:Victim>
<inc:Related Indicators>
<inc:Related Indicator>
<sc:Indicator xsi:type="ind:IndicatorType"
id="cta:indicator-1412045744 1421623800000 f8bae03fb2ff7d6185907ae3240d 0">

<ind:Observable>
<c:0bservable Composition operator="AND">
<c:0bservable>
<c:0bject>
<c:Properties xsi:type="co:CustomObjectType">
<cc:Custom Properties>

<cc:Property
<cc:Property
<cc:Property
<cc:Property

name="timestamp">1421623882432</cc:Property>
name="xElapsedTime">1810</cc:Property>
name="scHttpStatus">0</cc:Property>
name="csContentBytes">622</cc:Property>

<cc:Property
<cc:Property
<cc:Property
<cc:Property
<cc:Property

name="scContentBytes">907</cc:Property>
name="csUrl"></cc:Property>
name="sIP">195.22.26.231</cc:Property>
name="cIP">33.196.39.11</cc:Property>
name="cUsername">JohnDoe</cc:Property>
<cc:Property name="sReputation">-580</cc:Property>
<cc:Property name="sCategory">unclassified</cc:Property>
</cc:Custom Properties>
</c:Properties>
</c:0bject>
</c:0Observable>
<c:0bservable>
<c:0bject>
<c:Properties xsi:type="co:CustomObjectType">
<cc:Custom Properties>
<cc:Property name="timestamp">1421623896635</cc:Property>
<cc:Property name="xElapsedTime">1942</cc:Property>
<cc:Property name="scHttpStatus">0</cc:Property>
<cc:Property name="csContentBytes">361</cc:Property>
<cc:Property name="scContentBytes">582</cc:Property>
<cc:Property name="csUrl"></cc:Property>
<cc:Property name="sIP">195.22.26.231</cc:Property>
<cc:Property name="cIP">33.196.39.11</cc:Property>
<cc:Property name="cUsername">JohnDoe</cc:Property>
<cc:Property name="sReputation">-580</cc:Property>
<cc:Property name="sCategory">unclassified</cc:Property>
</cc:Custom Properties>
</c:Properties>
</c:0bject>
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</c:0Observable>
</c:0Observable Composition>
</ind:Observable>
<ind:Indicated TTP>
<sc:TTP xsi:type="ttp:TTPType">
<ttp:Title>communication to automatically generated domain
(DGA) </ttp:Title>
</sc:TTP>
</ind:Indicated TTP>
</sc:Indicator>
</inc:Related Indicator>
</inc:Related Indicators>
<inc:Discovery Method>Log Review</inc:Discovery Method>
<inc:COA_Requested>
<inc:Course Of Actionxsi:type="coa:CourseOfActionType">
<coa:Stage>Remedy</coa:Stage>
<coa:Type>Eradication</coa:Type>
<coa:Parameter Observablescybox major version="2"cybox minor version="1">
<c:0Observable Package_ Source>
<cc:Time>
<cc:Produced Time>2016-08-15T17:02:02.6162</cc:Produced Time>
</cc:Time>
</c:0Observable Package Source>
<c:0bservable>
<c:0bject>
<c:Propertiesxsi:type="user:UserAccountObjectType">
<user:Username>JohnDoe</user:Username>
</c:Properties>
</c:0bject>
</c:0Observable>
<c:0bservable>
<c:0bject>
<c:Propertiesxsi:type="addr:AddressObjectType"category="ipv4-addr">
<addr:Address_Value>33.196.39.11</addr:Address_Value>
</c:Properties>
</c:0bject>
</c:0Observable>
</coa:Parameter Observables>
</inc:Course Of Action>
</inc:COA Requested>
<inc:Confidence>
<sc:Value>Low</sc:Value>
</inc:Confidence>
<inc:Information_ Source>
<sc:Tools>
<cc:Tool idref="cta:tool-cta"/>
</sc:Tools>
</inc:Information Source>
</s:Incident>
</s:Incidents>
</s:STIX Package>
</t:Content>
</t:Content Block>
</t:Poll Response>

\}

pEat i E Poll Reponse ':F' ’ QD%&%E%@ZEJ}U’I H, IJ_]JJ more %D result id lzw‘]/l\ﬁ'[ﬁ;ﬁﬁrfo \é’l more=true
AAAERE, e LUE ] po11l Fulfillment WSRMIN T — 1.
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wiams ]

STEFHYNE R X R FEL AR

Poll_Response

collection_name N4 Ja) UMY R IR 5 P BB A ) A4 R . L)
PR R RS AR 58 i e R LA 1.

result_id e B R W PAT T K

Exclusive_Begin_Timestamp SHE Y O 3 . 4 O 9 L A A b
WS B 7 e e A o 1P TAXIT B3040 58 ) e
IS 1a) .

Inclusive_End_Timestamp M v ) 2 5 14 BT T 5 L P 20,25 i

Content_Block R A [ P 2

Content_Binding

BSES

STIX Package HK STIX IEFME L.

STIX_Header 1R STIX WARIIE R .

FERF A —AEEAFL

Fil HRAAFAIE R

it PR A H bR o

ZHE ARIEFHMZEHENER.

Related_Indicators PRI BERAT A DR 4R 7R 3 -

Related_Indicator FRIRS A DG AR R A

by FRRAS IS 2 AT SR A% R 2 LA AT DR
AUA S AR SR I AT B A 5 1 1 A
SN

IR/~ BEAR 7 d R AH R AT S £

Observable_Composition VPRI 2 A HoAth TS X S KB AR A, KR
E BRI E B AT M B .

[P TR TG

PiE 3 PUINEFEXR G (BIIsScrf. MRS Wik
(¥IRFAIE

J X0 GANAT A IS S 1R 8 1k
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STIXTAXN A% |

TG R T &R FEZiRAA

Custom_Properties Ja R — AT REAE I AT B A R R e L H
& X5 g

JE HF X BT A B RS 1K) AN S o

Indicated_TTP FeE MR R B R R A iR . BEARRIRE
(TTP).

Discovery_Method o T R IARHS /) 5 v R A 88 T =5 .

COA_Requested

ol ERIbENE S (B

B A RFALBL A B F ERIE R
Information_Source EEPQLE D STANIENSE

TH

TH WA T H (CTA 3 AMP) K300 5 = fF

WAR BT R, 0

<?xml version="1

IR ESIEAEI 2= PRSP S W IR T

.0" encoding="UTF-8" standalone="yes"?>

<t:Status Message

xmlns
xmlns
xmlns
xmlns
xmlns
xmlns
xmlns
xmlns
xmlns

:t="http://taxii.mitre.org/messages/taxii xml binding-1"
:c="http://cybox.mitre.org/cybox-2"
:cc="http://cybox.mitre.org/common-2"
:co="http://cybox.mitre.org/objects#CustomObject-1"
:sc="http://stix.mitre.org/common-1"
:ind="http://stix.mitre.org/Indicator-2"
:ttp="http://stix.mitre.org/TTP-1"
:inc="http://stix.mitre.org/Incident-1"
:s="http://stix.mitre.org/stix-1"

status type="FAILURE" in response to="23537"
message id="16ed0b75-2af6-4537-b71c-da00e0alc419">

<t:Message>An error occurred during request processing.</t:Message>
</t:Status_Message>

TAXII status_type

Hix it AR

FH P AR50 G4y IAE, HTTP W MR AR A 404

DENIED

o
FH PR B2RL, HTTP Wi NSRS A 401

BAD MESSAGE

PR R, WS HH S

EN

ARIFEH R, WSHHESH

REHIT

PUR & TR TAXIT %5 3 31 TAXTT 8 #0251 Fe i B AT il sRkon il .
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)

wigng [

77k POST.
HTTP %k 15 k-

x-taxii-content-type: urn:taxii.mitre.org:message:xml:1.1
x-taxii-protocol: urn:taxii.mitre.org:protocol:http:1.1
x-taxii-services: urn:taxii.mitre.org:services:1.1
x-taxii-accept: urn:taxii.mitre.org:message:xml:1.1
content-type: application/xml

accept: application/xml

authorization: Basic ...

[LENTE

<taxii 11:Poll Fulfillment

xmlns:taxii 11="http://taxii.mitre.org/messages/taxii xml binding-1.1"
message_id=" " collection_name=" "
result _id=" " result part number="2" />

<taxii 1l:Exclusive Begin Timestamp>2015-01-16T00:00:00+00:00</taxii 1l:Exclusive Begin Timestamp>

<taxii 1l:Inclusive End Timestamp>2015-01-17T00:00:00+00:00</taxii 11:Inclusive End Timestamp>

<taxii 11:Poll Parameters allow asynch="false"/>
<taxii 11l:Response Type>FULL</taxii 1l:Response Type>
</taxii 11:Poll Parameters>

</taxii 11:Poll Request>

STREMIERSH i8R

Poll Request

message._id FRL4F TAXIL RS 65K BB B 7 . T
RPN ER M — A i

collection_name AR AR S SR S A 4T BT PN
(e R R R 16

result_id M 0 5 R

result_part_number A5 B A P P LA 1,

Exclusive_Begin_Timestamp 45 O ) 0 0 B 0

Inclusive_End_Timestamp 45 B 0 2 B 6

Poll_Parameters

allow_asynch IGZOR IR PEBEE N false.

a4

Exclusive Begin_Timestamp #l Inclusive End_Timestamp 2 [f] 32 £ il d KZE =K. B ZEHK
K, TER[E K45 BEBE T Inclusive End_Timestamp 2 Fif ({55 =K.
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3k
&
(%
b=

AT AR STIX/TAXITAPL FPAE I — 269 WAy, DA Bhaff e o A 4 R A0 e iy, DA RE—
A TR AR T RTEVE R T SPLUNK RO, N7 T . e 7 BONIIE vl g A L AR sy
g, EERKE X ZEH T SIEM REHER .

®on WU IEAE A SPLUNK H At s, 1578 EALA . RS ISR ARATA I, DAY 2R 4R
o AR K

2 EMIABMZRAIH P

SE AR R [P SO A B T s JF HLU AT B g A iy 2 LA A AT S T AR 2R
SE At AT e XU, 55 R ET AR S R (R B . IEAUDRE AR RS, R R 2 e
K A2 RGBS A Bk RARSTESI AR, KA MR E R P A4+ 36

campaign!="" | table cUsername campaign | dedup cUsername campaign | sort + cUsername
y =t for 2

W, ARG AR 2 E B

campaign!="" | transaction cUsername | table cUsername campaign | sort + cUsername

E—TEEEAZE EHIABI A P

UEEWNA GG “H ORI B Ja R B ARSI ARG SEATILE, IF
P 8 I T PR e MELRT B KA e S R BAZE G2 R0 FA, R 28, ] AR H I 1)

campaign!="" | stats min(timestamp) max (timestamp) by cUsername campaign
B, AT strftime PRECEL S 200 . IEORAIKE IR TEJRRER LA 1000 LA R =280
campaign!="" | stats min(timestamp) as oldest max (timestamp) as newest by cUsername campaign

|

eval oldest time=strftime (oldest/1000,"%m/%d/Sy $H:%$M:%S")
eval newest time=strftime (newest/1000,"%m/%d/Sy $H:%$M:%S")
table cUsername, campaign, oldest time, newest time

ZERRMSEFEESG4ZWAAR

S A S v RS AT sy B T D AL SE pR, BT & A Ci RS sh. MR E N, &
FAR MR EAEMER I 440 T P X Le R A e S AT AR L, DAL 5 S gk

BRI BA o

confidence="High" risk="High" | dedup cUsername | table cUsername campaign

. Secure Network Analytics B B9 2 /5 B4R



| sTixmaxi Bz %

gaapnnns

SACEIEAR NS

)

SR AR AR AR, s BUN TR IR B, s sh Ay . RARETESD,
R e TRV A g el I o SR8 AR P 44 vF 5

campaign!="" | timechart dc(cUsername) span=1ld by campaign

a4

fE SPLUNK H, 0] DU F s ) e By =K

iy S T HI AR 55 25

AR “ CRIA” S0 BT R I B 1 iy S ] (C&C) RS 235 . RARZIES), [N
TR RSS % TP HUhEFITE S, ARG RSS2 TP shhb b AT A HHR MR . Bhah AN H T 52 g &1

C&CIP H brhbtik DU T-4Ed C&C A7« X TRAS C&CIP Hiubik, ik ] LLATE JL85 K 0 Wi 31 o

AT Al R DRICE 245, $RAB G br (10C) LA A TR 52 8 G e iy b ¥ 7 E R R
o

campaign!="" | table sIP campaign | dedup sIP

5BElISE B9

SOREE 03 R 5551 % (ISE) 7 — Ffa] Fl T2 43 U7 1) W9 246 B ) 22 A SRS A BP0 JURHISE S — M3
W PSR, IR B AV AR OR 5L, ISR RE ARt 2 4 LUR RIAE IR 55 4841 o T I JE R ISE, Ak AT L
MIZE AR R S A B SR, ST DU IR B 3 48 B M 8 h g & Ffoc s,
AR SRV H T P PR A B RS

2 e P AR S JMRHMSEAR B AR AL 28 20 B 29, 1 DR AT AR 2 rh IR S32 I e e £ 1 Dh g, IxX e
LG A R U . 4R PR R ISE 2 IR AR Al ] STIX/TAXIL. %) T R 4ihE

H I U DR T RS P R OGBSO AR A B, S8R} ISE S B SR i3/ E b i, i AR e 08Uy
LoV 456 (TC-NAC) iy, X sRJE T ERMd gl iE HIAE L . AR 5 B OGRS, 33K
P A T DUZ IR 4% . B, PEBPHIEEA & . PEBRHIE & 2E7E TC-NAC ¥ BH Lk SR Hh AdH 1)
BRI . ARTEAE R, ES DR g iE i .

BT U SR ISE 042 Ja) B 4 STIX/TAXIL RS54 AL (I B sk R 1 LIt ks 6. Bodli
VAL A7 G 52 I G VA R BT IRV E IS B o ST LIRS 4 R gD i STIX / TAXIIR 1)
A JURHSEA 2 SR 253k o A Wl 7E ARHISE A L & 4w B E R IE FLas 145 S, 12 (8
RHSEF# 51 F5Fd, hRA2.2) o http://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise
admin_guide 22.html
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B s=nisenss
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IR )R ERAT F Web ARH H B RN E S 1P B S A AT P Sy . BARIE, fEMEH 1P
bk OLR, Al A H R W IP kvl fe 2 S N A 2 S —AN TP ik (HT5H—F
BE&) MRS IP bk, dn, @ik AnyConnect Fl43 %1 FE e B #2842 1) B E W (38 95 FH 7 o] DLAE S
PRI TP skl (540, 10.0.0.x Hbudilk) , ZHbhEETRES P A MY 99 2% vh i 1 S AL YE

(19 1P b1k ph 5 o 0 e SCPRIHCIE il SRS I, V2% R A 11 IR I S By, DL G HE R 28 5 A Y
TAVLR B
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o RHBA AL, 527 I

K& L%

5 B SO I e DR 4% 22 45 & (WSA) F1 Blue Coat ProxySG S50 HE i & AL R4 R
AR ZR 48 LA T 20 BT

TR A AR AR RS, SRR E R A LTI R E A .
R WRCARS - IE ek, Bk BRI R Bk Bt

38

MISWERS A B e S LS INBE A Ik P i, T s e B AT FFSA IR,
TN TR FIR IR ek Fo) bk, EPEwr % ARSI EE . 42 R U R G AN R AR
Jriks ANGE AT R X R Tk

IR SNEI) ARSI T8 AL, 05 N A Bl AR TR A A B

$ S
5
w N

Ni
o

B4 WUk T A8 ML, G kR SCP B HTTPS #1444 H & e sl
a) AW SIS, AR RN A
b) R EFET SCP:

« SHNER (BN B J3 T4, ORI S SR WSA BEE . T 22, 5B R
e

o AR AATHC B AR WSA IR AE R, TS B

R WSA B EIEEHI G IR M AY] SSH &, 15H A8 SSH A HIl I 2 B & ik v
© miTER.

o o, AT DURY e R B ik B sz i s R A 2 3 SSH .

c) WHIEE T HTTPS:
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rRmigg it |
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 FHMEE CENL. sl BgfR. H 4. %65 ORI 2] Blue Coat ProxySG FLE H .
* R UNAE & Blue Coat ProxySG FIHEIME B, 1HZ I HACE 55

SBS WRIEERETF ) AL Tk
a) IR H G SO a0, A IX Lk 45 R P -
o V4R ER WSA F1 Blue Coat fCFEAIZE ) W3C H &30
o T HESCHE I L GZip (*.gz) KR 4s -

« BN HBIAFLAUNT 1 GBe KT 1 GB [ H RSN 3 R AN INFISCAE o A DR IR IS ] T o AN
o I HARASSOPFRR LS A A IR IE AR AR Sk o
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o FAESCIR I N A6 20 5 e S AR UL BE A REA R EA%
« TATH AR H R TR, M7 B AR irke s i) H &30
o B FUSSCAFIIHT 20 A7 R HDFRIG S SRR THA, DU AR S e R
* ARG REMETR, JF HAEBANER R, 1% THA A sh 98 f ST AF e HR

b) A HTARANST R LU P B B AL 0 H RSO, Bk H S SCHHETRE] EALHES
ER BRI LA BRAS IN 2 AL R R BT AT SO

) sithFFIE LR o ik HS SO Al B 42 R E R AR G LAEAT /00T . eV & R U E IR R SAE B B 45 R 2
BT A — Bl o

ER N T ROR R PR 2RI S, AR B E IR R G AE S /NI R TR AR BE AR HdE . XA
AT A SE SR PITAT LA A, JFH ORAE B A BT 00 21— Uit 2 HWU IE# o

il
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10:
I|c||lslé|oll Global Threat Alerts Dashboard  Confrmed  Detected witch to Alerts interface | C D §

A The classic interface will soon be removed. The Alerts interface will become the only interface and provides you a better view of your threats.

Learn more about the switchover.

BIAM i OB CAE M, moBoHr KB 0 SO ME— 321, D SR AL 28 g (K 48 5 UL & o

B T AR R IE E R b1
N T I GAR B, A ) B E R BUAE T DU AP Rl £ Mk i (A I . B AT A
FETE G (KIRI AR B B ] A QR L PR A (1 S A I o

N TS RN AT RCR AR S A AE T %, JF H e th ot il 5 4 AR (oAt o 47 1)
BERED BHLIERS, 4R B SRR R A — 0 BRI € 22 4 ST B e o

FEAGIH, AREAREGSHLE T 5 EL (BROVEHS AR S AR 2. LRl rrg
MAANTE, B ET e FHEMRERBRT L4,
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B 11:R45]: BRERESREHRIERELEMRERG

Trojan.Patchbrowse

Software that a user may consider as unwanted for
compromise privacy or system security

. 1 'd
[ | Known malicious hostnames (-] .I—-1~L epicunitscan.info

Communication attempt with hostname
epicunitscan.info . known to be indicative of
Trojan.Patchbrowse, was blocked by sensor

network. proxy
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o T B3 ZF - REST AP , 55 35 11
* Secure Endpoint &85 , 2 35 1L
* STIX/TAXII API %38 , %5 37 il

AT B a1t < #5193 REST API

BUfE, SnT DOE IS B K REST AP A 4 Jey Bl i 2 B = (R B A m] I scds . SnT DA & 1
BRI 7T, LRI P A B 2 A 21 R 2% Hh (155 = STEM, - BL A S Eiadio sk
R

APLANE R B n] USE el SR B SRR B M B 0, 8 mT UK S B 5™ 4L 0y o vl
M B ey Mo 45 180 ™ FEE A

TAH AP /I ReME, 12 [https://api.cta.eu.amp.cisco.com. FEAPE, A7 LB HE FELN i API
AIRETE RO =, DL TN B 7 9 A

R JSH REST APL INHE 25 8, BS54/ B E4R REST APT 3 2 & A !

Secure Endpoint & B E #

AT 1A 2 A i v s Jey UV EAR AR I 7 3. BAE,  RrIAERE R & s R, JFH.
AR I ORI, R TR K R B AR A2 I AR TR L

Secure Network Analytics #1592 /5 BB E4R .


https://api.cta.eu.amp.cisco.com
https://community.cisco.com/t5/security-blogs/global-threat-alerts-rest-api-is-now-released/ba-p/4425461#M2193
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. Secure Endpoint £ 5 FE 3

Bl 12: £ BE M ERGNAEER S LIRTF S PR THEH

¥ Global threat alerts Sality = file inf\
L
Comments Threat detection
Category
Occurrence
Username

Local IP Addresses
Remote IP Addresses

Security Events

Y Sality (Malware - file infector)
Open alert detail in global threat alens &

Malware

First seen: 2021-07-01 02:51:59 UTC
Last seen: 2021-07-01 02:51:59 UTC
Y demo_maria.summer

Open asset detall in global threat alerts &

Y 1983.166.285.171

Known malicious hostnames

) communicating from 10.147.149.85

Communicaticn with hostname edimelinet known to be indicative of Sality

€3y Coonitive Incident 2021-07-01 03:01:21 UTC

‘We were not able to find a computer with connector installed for this event. Please <a href="/install_packages’><strong>install a connector</strong></a=.

24 Jr Y A T P PRV EROIRAS SR A AR AR S e IO WRAE e A R b 1) 5 [ i

& 13:

Secure Endpoint

Premier

Dashboard Analysis v Outbreak Control v Management ~  ACCOUNLS

Dashboard

Dashboard Inbax Overview Events

Connect SecureX

oo [T

Refresh All || () Auto-Refresh |

58.7 % comormies ¢

"tisco. Global Threat Alerts Alerts

O We're integrati

10S Clarity

Inbox Status
© 27 Require Attention

Threats Asset

New Filter

@ 0inProgress @ 0 Resolved

sco SecureX! This replaces integration with Cisco Threat Response.

A B @ L. | dubsEcure

Search Q

30 days -~ || 2021-06-02 12:56  2021-07-02 12:56 |UTC

Global threat alerts

. Ao

Te ntage of the new features and continue using the casebook app, please authorize Cisco SecureX integration in Application Settings.

Alerts

Alerts pointing to risks on your network

Critical Risk

3 alerts

High Risk

3 alerts

N JE Gt BRI L, A Gt DRHAR DS I, DRI 3RAT T A

SR B E AR AR L, R D) B R L

LG DY B R R . 4
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Iék;égl Global Threat Alerts Dashboard Confirmed Detected

The classic interface will soon be removed. The Alerts interface will become the only interface and provides you a better view of your threats.

Learn more about the switchover

STIX/TAXII API 5

STIX/TAXIT APT Y $& At (1K1 AS I BEE F R0 I 1] I AE 5 4 S Ja Pl S 3 ) A H ()2 e e 11 e 2 o

nc ent B
inc:Title>

i cta
<inc:Title»njRAT</
<inc:Vietim»
¢sc:Name>»demo_sook . putnam</sc: Name>

¢/inc:Victim>

<inc:Impact_Assessment>
<inc:Impact_Qualification>Catastrophic</inc:Impact_Qualification»

</inc:Impact_Assessment>
¢<inc:Related_Indicators>
¢inc:Related_Indicator:
¢sc: Indicator xsi:type=
id 3: indi
¢ind:0Observable>
¢<c:0Observable_Composition operator=
<c:0Observable>
<c:0bject>

T B RS AR 3 2R AR T2k, BATTE IR 2 STIX / TAXIT API 2457 T 21 SIEM 2 5 4¢
TEANTHEZE 1) 83 DA R A6 5 22 0 75 A T
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2021 4F 5 A RAT R EREET = BV 2% X 4 R U 24 T 5T
* SecureX Ribbon ¥, £ 39 7L
o TORAOAE F S I, 5 42 T

SecureX Ribbon 3%

SecureX 2 AL H G M AT TS, W g mIRLE, SEBLAZML, IR TR
HRIMEER . IXL A AL RELL SecureX Ll fig X rh (¥ HUFT L BB A L.

SecureX L REX BLAE A7 AE T4 R B &b, 01 0TI Ry, ARl AR AT (1 FoAt 22 4
PEEZ RS ENIN, SN REIIRAFAE . IXA B TR R A 45 2R 5 S0 SRR A O
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. SecureX Ribbon 3Z3%

& 16: L F A E N A RY SecureX THREX

',LI,:‘;!DI' CUQ{‘IitiUE Int-:—'-,llige nce Alerts Threats Asset Groups @ oL

@ We're integrating with Cisco Securex! This replaces integration with Cisco Threat Response.

T take advantage of the naw features and continue using the casabdook app, please authorize Cisco SecureX mMeagration in Applicaton SE“il'IQS-.

Alerts
Alerts pointing to risks on your network

High Risk Madium Risk
4 alerts 6 alerts

»{ SecureX Ribbon = Applications Ly Account
>{ Securek | Launch | A4 demo
= | admin

Casebook Incicents Orbital Settings AMP far Endnaints [ Laumet

m pel [ | 4 erod test intagration
1 Logged in with Cisco Account
m Security Services Exchange | Lewnch "
_—

E Threat Grid Lawnch
n Threat Response | Launch

© 2021 Cisco and/or its affiliates. All rights resensad,

RuT U P UE D) REIX V5 ) Sl . BB LAR N o S T A S AR R AT R AT
Teo
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& 17: 7=:%50: {E£F SecureX ThHEX if5 Bl 1R AT HIEE

Asget Groups

cisea  cOgnitive Intelligence Merts | Theeats
Threats
Threats that we detected on your network
Critical Severity
Gamarue Confirmed Alers: 1 Assets:

Infection that can downlead sddtional mahvane Such 3% dropears

span; 22 days ago

Category: Malware - dropper

Critical Severity -

Ciasas W Mow Case = B connecled ba kg

L= » W Overview

> Owned By M (23) Details

» Ownad By Othars (988) B cannacted to hitpl

May 19, 2031, 2:25:24 AM

Linkid Incidants

= Cloud 104 Event
[ConnacionToSuspciouaDemainioc) (B

ooml
H_

SecureX Ribbon 3% .

QuasarfAT

Malicious softwane for remote control of a system

Confirmed Alerls: 1 Assels

Last seen: 22 days ago

L-ategary

Malware - remote access trojan

Critical Sewverity -

Imvestigaie in Thread Response Link to lncidan

~ Observables (2 3 + 64 @ a4« 1110 g HNaoes
5 G 1 AMP GUID
0¥ 0@ o= 10
3 @3 56 Domains
1+ 458 oo 30
~ L 1 Hostrame
0+ 0@ oo 10
BAS-FTDZ ~
3 = 36 P Addresses
o+ 148 oo 20
w 511 MAC Address
o+ 0o 0= 10
» B 2 SHA2S6
2+ 0 o< 0@
» O 125 URLs
0¥ 4@ 4= 7O

LRI, A SecureX MK P IFRAL “ R BCE” ISR
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& 18 SMZE “NARE” FIRW5 SecureX FIEERK

| . A

Ernail Motifications
CTA STIXTAXI AP

Device Accounts

Cisco SecureX Integration ' e _
Application Settings )

To enable Cizco SecureX integration, choose your Cisco SecureX account region, click the “Authorize™ button and log into your Cisco Securell
account. “—Releasae Notes-

Choose region... .

E#THE Bk & BT Eb G

P WIS AP E R e 95 2 S DAy Al o S P i 5 A8 e R AR R T AR A I N e R RS A
S THL RN S 1) 2 TR DUBAR S TR IR R (AR o
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Cisco Global Threat Alerts - Daily Report - Inbox

Message
s oo
Il B 25 R Bwm [&Q &G & BR-M-
Delete Archive Reply Reply Forward @7 aprachment Mowve Junk Rules Move to Read/Unread Categorise Foliow Send to
to All Othar Up OnaNote
Cisco Global Threat Alerts - Daily Report
Today at

Global Threat Alerts

Today's alert status and count changes since the last email:

2 CRITICAL RISK (+ 1)
4 HIGH RISK (- 5)

& MEDIUM RISK

0 LOW RISK

Top three:

1) CRITICAL RISK
When: Thursday, June 5th
Duration: 5 days
Affected Assets: 2
Threats:
* WannaCry
* Emotet

Asset Groups:
* Catch All

More: https:/fcta.eu.amp cisco.com/ui/alents/2{6b3 1 af-ch90-46c¢T7-8293-dR2067d173 1 | Tsource=email

2) CRITICAL RISK
When: Toeedaw Anril 7Tth

ZUATIOARSS, AR B B P e v PN, RS S AR RO H AR (7 B A
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2021 4E 4 A KA DRHET 2 (0L 8% 24 ) 4 5 B E41 58T .
* B DGA 2.0 432K, 24511
o BARHGAR T3 MITRE 2% , %5 46 11

7 DGA 2.0 92K

B A A 2 (DGA) BENLAE RN, Lhgeid BA FH IR D RE R 22 487 il o IR S8 AR08 W H]
TAEARS SR S AP AT . eSS, AT DUs s s Ot A AR T
B WIS 2 4™ i, 15 XL 2 L

[ 20: 7= f5): DGA 73R A AL 18 7 4 B B BE AL 7 74 BB 15

Domain generation algorithms

Random-string domain names used as obfuscation technique

(| DGA hostnames @ —— bftrhesrlfip.c
Communication with hostname www.xgzlgbbe.com

created by a domain generation algorithm (DGA) s xgzlgbbe.con

HARH 2015 FLK, 4R B ER 2575 DGA 8430, {5 DGA 2.0 7302888 2L T mss (T
SCAKE PR ) B SE AR R 7 %) AN A5 TH 1) Bl AT LA ) 2 (R AR AR o XX o ) B 37 R0 e ok 1 )1
FERTDAE AR QERIIE R ZER 50 #f, BN A D R IE iR 2%,

XA UEER > ERFRER > REBHTED.
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4R34 T EOET MITRE 5%

DU, T C A EAR AU W] TP i MITRE S1H] CICRWT AL DUSERS AT LI 5 17 #h 7845
Bo

& 21: 7~45): WannaCry i5iE # BI04~ MITRES|F (S0366. T1018. T1210. T1486)

WannaCry

Disk encrypting malware contains worm-like features to spread itself using the SMBv1 expl

Critical Severity | Confirmed 100+ affected assets in 10+ companies

Threat indicators related to a variant of WannaCry (S0366) or WCry, a ransomware with worm capabilities whick
spreads as a worm through TCP port 445 (SMB) (T1018), exploiting the ETERNALBLUE SMB vulnerability (MS17
encrypt the files on the host demanding a ransom in order regain access (T1486). Threat will attempt to contact
threat will stop its execution. Threat can also leverage another vulnerability known as DOUBLEPULSAR, a persis
compromised systems.

Category: Malware - ransomware

IEAEA AT SRR S (A PRI 5 B 7 il ID S5
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& 22: 5715): S0366 &) MITRE ATT&CK 4132 B9 B AT §%1%

WannaCry

Disk encrypting malware containg aread itself using the SMBv1 ex

MITRE ATTECK knowledge base

Software:
Critical Severity o ConfirmgnEntEt e companies

Threat indicators related to a variant of WannaCry (S0366) or WCry, a ransomware with worm capabilities wh
spreads as a worm through TCP port 445 (SMB) (T1018), exploiting the ETERNALBLUE SMB vulnerability (MS
encrypt the files on the host demanding a ransom in order regain access (T1486). Threat will attempt to cont:
threat will stop its execution. Threat can also leverage another vulnerability known as DOUBLEPULSAR, a per:
compromised systems.

Category: Malware - ransomware

ATTESE I S DU, R ) 48 2R MITRE ATT&CK AR, om0k i (¥ 58 %
5 BFITEN .
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& 23: MITRE ATT&CK T, 125 X S0366 1% % 15 2HNiE1E
> € @ attackmitre.org/software/50366/

Matrices  Tactics *  Techniques *  Mitigations ~
Search Q, |

MITRE | ATT&CK |

Home > Software > WannaCry

WannaCry

WannaCry is ransomware that was first seen in a global attack during May 2017, which
affected more than 150 countries. It contains worm-like features to spread itself across a

computer network using the SMBv1 exploit EternalBlue. V3114 d
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2021 4E 3 A KA DRHET 2 (AL 2% 24 ) 4 5 B 241 58T .
o HriRMHER A SRS, 5549 T
* B TLS B o028y . 2 50 0T

e LY | S /\ s O
FTIRAE B 57 K2R
DRARIA P URL S50, O H P AR Web 50 &% 485 A\ URL I LR BRI ER % (4T

THER) o XASEUT e BB M s . iR 44 URL B R RLT49E URL,
e

B 24:7:61: AT HitFEAREERENR

B 199.34.228.100

persistent

| Typosquatted hostnames ~ ) —+ amazonlaws.com W =

Communication with typosquatted hostname
wwwy.amazonlaws,.com ~ abusing legitimate domain

' AaMaZeN2aWws.Ccom

R URL I W S AL UVE, B T35 o ) o i s T B3 U 47 S IR R 2
I
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& 25: 5=15: LB ZRI1E Amazon AWS B9 A A BRI S5 @E
AmazonLaws.com -

Amazon Laws Domain
Names For Sale

c_g_gﬁ‘__l:é‘rfeit

Armazon Notorious Markets - A Cornpany That Facilitates lllegal and
CEQ Jeff Beros testifies under oath to United States Congress that they sell
Is Amazon Noterious Markets a Conspiracy in !
You Can't Fight Gravity!
Did Jeff Bezos, the founder and CEOQ of Amazon,
lie under oath to the United States Congress? Let’s find outl

@ Watch Congress hit Bezos hard on Amazon selling stolen goods

B S8 5 AL TR ™ o St K 2 0 T B A SR R A2 S ity o 70 SR AR VS B g AL
RAT R 5 e P SATBL R ke R, 0 AR Feth S 5 (B, SRR SR UIRRD) 2
9 )P T

KATUAEEHR > ERIFEER > REBHTHEL.

1 TLS =3 5 L 25

I=Ny4

B %%E?%%FﬁéGIQ%&ﬁAWL G RERR A I Ii\ﬁ( TA) TLSHR 3k BA K&
FCAth A JR AUAHL G SEThRE, 0 JSE RIS LTLS R vl BE ML N Al 70 & A, 7

AP T AN HTTP 3045 10 8 (KA 2L 1 Th g
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https://en.wikipedia.org/wiki/Transport_Layer_Security
https://www.cisco.com/c/en/us/solutions/collateral/enterprise-networks/enterprise-network-security/nb-09-encrytd-traf-anlytcs-wp-cte-en.html

| %z
gnsaxnxzs

[ 26: = 5: EUFEMATERIENA TLSEX

Pattern similar to known malicious host E ~ @ —e jamsoulsfriday.com i

HTTPS request to URL htips://jamsoulsiriday.com with TLS encryption pattern similar
to known indicators of Malware distribution

KT LIZEER > SRS R > REEH TR,
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https://community.cisco.com/t5/custom/page/page-id/customFilteredByMultiLabel?board=4561-blogs-security&labels=cognitive%20intelligence

%1758 |
| BEAEXEL

. Secure Network Analytics B B9 2 /5 B4R



	Secure Network Analytics 中的全局威胁警报
	目录
	控制面板
	概述
	调查警报
	调查威胁
	资产组

	术语表
	警报
	安全事件
	威胁目录
	威胁检测

	设置
	设置

	STIX/TAXII 服务
	概述
	轮询服务
	轮询请求
	轮询响应
	轮询执行

	常规查询
	受到已确认威胁影响的用户
	在一个时间段内受到已确认威胁影响的用户
	受高风险和高置信度事件影响的用户
	受活动影响的用户
	命令和控制服务器

	与思科 ISE 的集成

	代理设备上传
	代理设备上传

	发行说明
	2021 年 8 月
	已停用传统接口
	改进了对扫描和受阻通信的处理

	2021 年 6 月
	用于自动化支持的新 REST API
	Secure Endpoint 集成更新
	STIX/TAXII API 更新

	2021 年 5 月
	SecureX Ribbon 支持
	更新的每日报告电子邮件

	2021 年 4 月
	新 DGA 2.0 分类器
	警报描述中的新 MITRE 参考

	2021 年 3 月
	新误植域名分类器
	新 TLS 模式分类器

	2021 年 3 月前
	2021 年 3 月前



