%FCisco Secure Clientif 1 T8 f=ZHEFR

o WOEH THEHER AR, B 1w

* Cisco Secure Client ok W FFIERL R @1, 28 5 7T
* VPN g5 b , %5 9 1t

o BRSPS , 55 10 1T

o HoAthbiks , 5511 0t

s weEE, B 120

o PRLREIIES: , B 13 0

o REE, B 14 T

o AL, HE 14 0T

« CAIEE = NS, 516 1t

W& A TR HFRRE R

EEFFRITFEMAER

B R iR & H P A E 20 Cisco Secure Client 215 K18t +H5 B o

FHIE1 £ Windows [, FHEESREO > FKitEE > VPN Xk, £ Linux b, AdifF~ GUI TiEHAE R (Details)
el
P2 MR s R AL BB, AL B BT .
* Export Stats - FFIEEZGEHE BARAF A — A 3OS, SRS 20 A it
« EE (Reset) - K& 5 B EEAZE . Cisco Secure Client 3. HI FF4H A B 4t -
* Diagnostics- 4 )j Cisco Secure Client i2 i fl# 15 T (DART) [, % W) FRHARZE R & H & SCAFHZHE R,
P P S 3% 4 1) 70 A A
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3$Cisco Secure Clienti# T H = HER |
B =7 oarT s A Fas g 2R

iz1T DART LU 2 F T SO FE HEFR RO 2R

DART #& Cisco Secure Client {2 WiAIHi &5 T E, 0] HREEEHE AXT Cisco Secure Client 23 FlIEHz
AT S HERR . DART WAE H &G REFZWE R, DMEERHIAR S R L (TAC) 20 ¥7. 15
B, BOMEOUT, B R T35 [ X 3 =0 (MM/DD/YY) .

DART [n] F{£124T Cisco Secure Client (¥ 7 Fiz4T. #W LA Cisco Secure Client JH %)) DART g A
¢ FH Cisco Secure Client H47 2 30'E .

N

%  DART F% macOS. Ubuntu 18.04 A1 Red Hat 7 [ & P B AL IR A BEMAE H &

AR, AU T ISE i 222Vl , — B R /E ISE 2035 224 VEAN i Pk 4 A g AN A8, 8 aT L A )
W% DART (WERCECE) o %5 330 DART, i DARTCount ¥ 'E ML EIEE . EEHN O
W, ThAREZEH . A B3 DART nT Ry ik R [a) 4R 0 5 8508 ds 52k . £E LA R A B ICEE B B4R
DARTS:

* Windows. %LocalAppData%\Cisco\Cisco Secure Client
* macOS: ~/.cisco/iseposture/log
SCRFLL T A E R G
* Windows ] ISE Z¢ 4 VPR 2
* macOS

* Linux

$HIZ1 15 DART:
* X} T Windows % £, 1/ 8)Cisco Secure Client.
« X F Linux %4, #EFRNBAIERF (Applications) > 47 (Internet) > B &l DART (Cisco DART)
B /opt/cisco/anyconnect/dart/dartui.
* X} T macOS %45, ik M TEF (Applications) > B%} (Cisco) > B %} DART (Cisco DART)
P2 gl Ebr, AR5 mdii2 T (Diagnostics).
$H1 3 %P EIA (Default) ok B E X (Custom) fiHZEAIE .

e Default- fu3F #8 H ESC-F2 W5 B, #1140 Cisco Secure Client H 2304 A =ML $045 B UL A DART
AT RUARBAT I T REFI L . LR ERINZ PR A DARTBundle. zip, ‘B3 ffAr B4 H S Hi o

* Custom - AJ4RE ZAEANG P LS A A SC1F (BRERIASCAR) M REIRGR AL E

Linux F1 macOS D AR E SOl R AE H G, DMERR] DU A OGS fE. I, fERSE
H AR BRGSO RER DI B . BEAh, iRt ik v B W] A macOS IR S8 pf L &
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I ¥JCisco Secure Clienti#t 1T & pE HERR
zoarT 2w uoin i

ALK Cisco Secure Client 1 €A E SCAF. X T Linux, RIHXF K2 BOX SERc & 1975 7 52 B2, iptables F1
ip6tables iy i 12 \B7/RTE DART #1, FRdE DART TRl sudo 1517

iR X T macOS, HATBKIAME (Default) B3, &J0i%k A & SR T EALRE RIS

iR R IERE B E X (Custom), AT DLRC A ZAE IR h A SRS, JF HOSOIHE E AN R AR AL
PR 4 1R DART LT ZAEAR I AR AR BRIASCFA1I3%, 5 niiliBUGE (Cancel), FEHTi21T DART, Ik E EX (Custom)

LR IS0

FIES ﬁﬂ%‘”ﬂ%‘ﬂiw (Default), DART FIT4L BRI . WIREE S BEX (Custom), THARELFL M i) 4817
A HIRIUCAE SR AR AR B % .

1£ DART # & 7= UDID

7E DART CLI H, 0] DLW /R % 7 vy (P ME— & 2% bR FF (UDID). #ill1, X§ T Windows, #3605
dartcli.exe (C:\Program Files\Cisco\Cisco Secure Client), #XJ5#iA dartcli.exe-u 5% dartclie.exe -udid.

KR BEUREXRT R <§iﬁﬂﬁl"ﬂﬁﬂiﬁ’ﬂiﬁ)§ (& T Windows)

WA R Cisco Secure Client 223 BEIA0MIR, FFEUWEEHE, K4 DART WX ILE A 2 Wi fe
Ji.

FEIE MR IE Cisco Secure Client SCA: 1 [R]l— 3C 432 112 4T msiexec 4
o NP2 ek, R

C:\temp>msiexec \1 cisco-secure-client-win-version-predeploy-k9.msi \lvx
c:\Temp\ac-install.log?

Hrp c:\temp\ac-ingtall.log? 1] DL 3 B 1 S 4
o 0TI, TERIN

c:\temp>msiexec \x cisco-secure-client-win-version-predeploy-k9.msi /lvx
c:\Temp\ac-uninstall.log?

o c:\temp\ac-uninstall.log? 1] DL Sk B SC1E44

\}

AR OO TEIEE, NOAZ IR E T O 2RO MST.

BT LS BRI R a4, DUREE R T I0VEALE Windows b EAff 226 ml N2 AR AT A AL E A 15 5

7N ERV" Hl. ?é}f%n e

T Windows, # A\ msinfo32 /nfo c:\msinfo.nfo.
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3$Cisco Secure Clienti# T H = HER |
. FXEX Systeminfo 3C{EfiE

5% BX Systeminfo 3 {tF3E i

XtF Windows, ffif] systeminfo iy & WAL B HAFRELE txt X systeminfo >
c:\temp\sysinfo.txt H,

WE TR
SetupAPI F A Sl R B 192 H 4 7 AR 1

E122 Device install failed. Error 2: The system cannot find the file specified.
E154 Class installer failed. Error 2: The system cannot fine the file specified.

ffi iR HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce T
AR AT BENRIT, 48P AT INF 22t

Cisco Secure Client B &R E
1 0 2 B S e

* Windows- \Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log

N

ERE 7E Windows T, 10 B i) SO AT L

BT B e Tahf, Bn] DUESEAE Web 177 b R 8U R P SO s B O H A& Sefh 44 .

WERTHOR AT RISRHER, W H RSSO T BU R 7

SWINDIR$\TEMP\cisco-secure-client-win-<ii4s
>-core-vpn-webdeploy-k9-install-yyyyyyyvyyyyyyy.log.

ARHIE H T8 B2 (7 7 S FBRCAS R o SCA o sooc ITRRCASTI SR yyyyyyyyyyyyyy fi 5E 2232 H
SR )

* MacOS (10.12 X H @A) - Hd s A6 R L log fir4 i) VPN, DART
8¢ Umbrella [ H &

* MacOS (ETIHM M HE) - /var/log/system.log (T AT HABB L)
* Linux Ubuntu-/var/log/syslog

* Linux Red Hat-/var/log/messages

iz1T DART LUB RS FEHEFR IR

1E Windows 1, &0 LM ] DART [n) 3 bR AR e H &
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| tCisco Secure Clientis {7 #F&HER:
Cisco Secure Client %1% 3} W7 FF 1% #2 8] & .

IR I B AR JH 3 DART.
$182 i ERERA B (Clear All Logs) LT UAE R H k.

Cisco Secure Client JZE1Z 8y 4T FF 1ZE 12 0] 20

Cisco Secure Client Jo ;%X 3L ¥IR EIZ T R T FFiEIE

M #i: Cisco Secure Client N2 F N W URER:, B & i Cisco Secure Client i H ¥ Wi FFiZE 3%
(Disconnect) B IR AP SR

ff s S AT M R A

o VR TT B2 B ) CMETE B ) B, DRk X 4% B W TS PR 2SR SRR O O I o FHOX IR S R,
UNEE A

o WRATH Citrix S OCK b4 2.2.1, 1B Citrix &2 M & b,  HL2 Citrix fif ok
CtxLsp.dIl n] 8.

o WUREAE ] B A AT&T Sierra Fo2k 875 MR AT&T (54 PEES 6.2 ilRak 6.7 ik, TEATEL T
AR P ) AL

1. 25 Aircard I3

2. 33 AT& T Communication Manager > T E (Tools) > i& & (Settings) > fNiE (Acceleration)
> B (Startup).

3. #A manual.

4. mif=LE (Stop).

* M Cisco Secure Firewall ASA $REUEC & S0, B RIER I EIFRE

* M\ Cisco Secure Firewall ASA #4158 write net x.x.x.x:ASA-Config.txt, JLrH xxxx i
TETP JJR55 #5759 2% i) 1P Mk

* M Cisco Secure Firewall ASA HJ#ZH] &, BN show running-config. BT854k G Ac & 3443
ARG AR TR

* It % Cisco Secure Firewall ASA HA}H &

1. {E Cisco Secure Firewall ASA ¥l &5 L, WIMLL T fr AT L& ssl. webvpn. anyconnect /1
auth Hi{F:

config terminal

logging enable

logging timestamp

logging class auth console debugging
logging class webvpn console debugging
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3$Cisco Secure Clienti# T H = HER |

. Cisco Secure Client Jo £ 3 3T #1981 S0 K BT FF %32

3.

logging class ssl console debugging
logging class anyconnect console debugging

223 IEH; Cisco Secure Client 25 iy, K ALIEFAE RIS, WK H EHE BRI G FET U1k
WG 42 SCA G R 28 DR AT o

%N no logging enable ZEF Hi&id 3.

* 1 ] Windows FH4 & A 28 W\ P i v EHUIREUE R} Cisco Secure Client H 75 .

1
2.

3.

EFEFFIE (Start) > 1217 (Run) 48\ eventvwr.msc /s.

7 (Windows 7 1)) N RIS H & 142 Cisco Secure Client, JFEFERBEXHESZHERN...
(SavelLogFileAs...). -

e X4, Wl ciscoSecureClientLog.evt. WA . evt X,

* & Windows 12 Wil sz HFE P

1
2.

3.

41 WinDbg SCRY 7R, BN vpnagent.exe JEFE

i€ IPv6/IPv4 IP Mk /3 e S AFAEM R e AR H S P A2 A S U R

WA IRIRSE Y00 ey AT 15 sty o S LR A8 I A1 1 % b . X e 5 i’“ Cisco
Secure Client FfH &l ge Wl Fs:

Function: CRouteMgr:modifyRoutingTable Return code: OxFE06000E File: .\VpnMgr.cpp
Line:1122

Description: ROUTEMGR ERROR ROUTE TABLE VERIFICATION FAILED.

Termination reason code 27: Unable to successfully verify all routing table
modifications are correct.

Function: CChangeRouteTable::VerifyRouteTable Return code: 0xFE070007
File: .\RouteMgr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED
gr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED

TS IR 5 1R A 0 (Windows) BXSCAF (Linux Fl macOS) i #z g H — 0k i % i
‘ﬁto
* 7 32 fif Windows 7', DWORD 73 Il {1 A Ji 4

HKEY LOCAL_MACHINE\SOFTWARE\Cisco\Cisco Secure Client\DebugRoutesEnabled

* 7F 64 {7 Windows "1, DWORD JE M LA 45002
HKEY_ LOCAL_MACHINE\Software\WOW6432node\Cisco\Cisco Secure
Client\DebugRoutesEnabled

* {F Linux 8¢ macOS H', ¥/ sudo touch -4 1F LA T 45 h A1) g S0

/opt/cisco/secureclient/vpn/debugroutes
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Cisco Secure Client To3% (&4 & .

\}

AR EYIECCIPRAE R S REEE RN BRSPS A (A 2 2

RIS BT 2 LUE

JA B VPN JER . kB PIECC R, RGN H > (F£ Windows Hil
& C:\Windows\Temp, £ macOS 8Y Linux /1 # &
Jopt/cisco/secureclient/vpn) HUEEAIEE AN % R SCAR SO . Wk & A7
FEIXPIA LAY (debug_routechangesv4.txt4 Fll debug routechangesvé.txt)
EA TR 27 1

Cisco Secure Client o1& &
i) @: Cisco Secure Client?FiE 4% 5 ToiA K £ K 26 3% H 4% .
T % HATUL M

USRI A BAT AT&T Sierra K4k 875 K1) AT&T A5 LS 6.2 lREK 6.7 ki, 1lEHATLL R

BRAR YL i i«

1. % Aircard Jini# .

2. A3 AT&T Communication Manager > I H (Tools) > % & (Settings) > JII# (Acceleration) > J&
%)) (Startup).

3. B manual.

4. fiiZEILE (Stop).

3B show vpn-sessiondb detail anyconnect filter name <username> i (K% H . 1 B 15 &
Filter Name: XXXXX, NJiAZEIRIL show access-list XXXXX 2 % o %iF ACL APH -7 %
M “Cisco Secure Client VPN % i ” (AnyConnect VPN Client) > “ i il-%(#i” (Statistics) > “1F

M{EE" (Details) > “FH” (Export) 3RO DART (4857 H (AnyConnect-ExportedStats.txt)o i
ATl SRS .

¥ 2 Cisco Secure Firewall ASA Bt B SO/ ) NAT iEA) . 15 25 1 NAT, U 20 HER:
2 kL R ] B 28 P um i B . i, 2243 NAT M Cisco Secure Client yh HHHERR IP Mok, 75
BEAEH DL RIS

access-list in nat0_out extended permit ip any 10.136.246.0 255.255.255.0
ip local pool IPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-list in natO_out

RrAE AT A BCE T REEALBROA R OG . AR GEERIN I I fe AN AR U R K

route outside 0.0.209.165.200.225
route inside 0 0 10.0.4.2 tunneled

Wi VPN 20 B ZE T 1) VPN R SCEE HR AR I TR, Bodia ks e bR ER A A DG A% 1% o
VPN [ RANT B8 BE IR A B h o R AR I BE TE AL OB 5=, T B8 PR AL PR ) TPsec/SSL
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B =7 warzgnszas

VPN EB R . bR B IE 5 A Bt 3] 209.165.200.225, 12K H VPN A3 SR 1
F)10.0.4.2 HOHHTIES .

* 7E{H Cisco Secure Client # 3/ B¥IE [T 5, WL4E ipconfig /all [ SCAH At FliEs FFT B4
o TE2 P i EHAT M B sk, BRAE Cisco Secure Firewall ASA I8 FH#f 3k

\)

ER WIR SN (61 Microsoft Outlook) JoikAii FHk%iE, NIAEHAT ping ™
JEAE 25 ping DA %, AT AR EASZR/AN (i, ping-| 500, ping
/1000, ping-| 1500, LA ping-|2000) . M ping &5 5% a] o #4454 v () 4y
Bin) dms o — o SRJa, NI DUAAEAE 4 B in) it F P i — AR R 4
FEK1Z 4 i) anyconnect mtu BE'E 4 1200, %A M IH IPsec %%/ %ifi 5. 1] Set
MTU.exe SRR, JFaililRe ) BIG LA MTU W& 0 1300, )55, #&
Bt X,

ET VM B)F R Gt ry & (0] &

G A

$IE2

QIR EHL (Windows 10 5% macOS 11 X H @A) 1) AnyConnect VPN &b TG 3R A, 1f0iEH T
Linux (WSL2) 8 VMware Fusion VM (/] Windows 1 R ZEilE 2| T IE#E )8, 54 LR R0 E R
T RERLE R 5% 1A LAN 743 HEBR S 18 7

7 ASDM 1, Sfii#IBLE (Configuration) > 3T#2i/i8) VPN (Remote Access VPN) > [ 4&[ % Fif]if 18] (Network
[Client] Access) > &% (Advanced) > AnyConnect ZE#lE % (AnyConnect Custom Attributes) DAL & #711) H & g
PRI,

R AdD GRID FHE “GIE B2 XEM” (Create Custom Attribute) T 4% H ¥ B LA T Tl :

a) i\ BypassVirtualSubnetsOnlyV4 (IPv4) 5% BypassVirtual SubnetsOnlyV6 (IPv6) 1 48 27,

b) =, AU,

c) 7£ AnyConnect B EXEM&HR (AnyConnect Custom Attributes Names) H# 24 FRAE % & 4 true.

W CAE A SRS O R € TP PhECE T ACH LAN JEFECAFHR o0 FE R, 000 P sy 2 L B A SR 4007 9, (i 4
S IPUEH T B gk WA LAN EECATR - R AR AR AL SR TP L s, W& P /T 3 e
SCEPER TP PRSGAN N, T 23 5 S50HT N M St 52 BR 1A M LAN $5 20 R o A6 AR E oAb b5 2 -HEBR N 44 (15 00 F
T ) BRI PO A U AR R I PR T A A, RIS T PR T A .

T LA 77 AR e ar B0 1) B S8 PSS BRI BRI I 21 20 3kms . B & (Configuration) > #2377 18] VPN (Remote
Access VPN) > 4% ([Z %) if7ia) Network [Client] Access > ¢B5E#& (Group Policies) > #w4g (Edit) > 54
(Advanced) > AnyConnect % Fif (AnyConnect Client) > B E X B4 (Custom Attributes).

T—F 4

FLGAE SR EE 2 5 WO A, 15K A Cisco Secure Client H & TP A2 BAFAELL “ LUl ®] VPN 215 iC
H” (Received VPN Session Configuration) JF Sk HITH S . BN HE BT A LAN 38 U AR 1 2 40L 5~ k4
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I ¥t Cisco Secure Clienti#{ T FEHERS
ven ez s ]

VPN AR 558 B&

VPN AR 55 iE1E R M

ml . %3] “Unable to Proceed, Cannot Connect to the VPN Service” 18 . Cisco Secure Client ]
VPN R4 KizAT.

WRPRITF: BT SSRGS P, 5 2 D 2 TR S5 1 S0
i 7E AR 55 B9 8 3T

PR I REARE $h SR AE JR Bl IR BRI 5545 (AT A0 A 2 B HARIS AT AR 55 Bl DROA R 557 3
R

b2

SIE1 A Windows B H T EH TS, LAMALREFR} Cisco Secure Client VPN AU KIZAT. W& EAEIE 4T IF HATWAR 5
TR R, W] e AR L R E AR TAER B AN VPN N H . fERUT RS, EHA S, R ER D

%,
F1E2 2438 31 8Bl Cisco Secure Client VPN G,
SIE3 FFMEF KA Cisco Secure Client H & A A & T AAEFR HARS LIE A8 MHE R . EEE DB 2 MFsh &
S S99 TRT A TR) 38K DA B A6 3k i3 00 B R ek 1) 8%
T4 FHAEERTRE RGN H & LA AT v 5804 B A AH [RIE A TR
SIS IR H &I )R B IRSS I, 15 B A RSO [ B 18] 8 i Ho At (5 BEVE L, IX Lyl B R BL R B —:
o SAEBRSE - AT, MSIT %234 5587 43 Cisco Secure Client AHERR S 1) S04
o T ARG R AEIR - 28 1EJH B s DA4E R A 5 0 )3 Bl A
o 55— HBURS FI 58 - 1 A2 15 53— DR 25 AEATUWT vpnagent {8 (1 7] — 3 11, B & 75 4 4% HIDS 2 44-FH
LEFRATTI R A AT AN i 1

SIB6 WA HERA EHEFR W EA R, E IR S . SO T I AT RERMRIE IS, 15 MIRSS TR ZE H X o
k45 (B0t VPN 77 5. HIDS %0, Spybot il KRR MRERAS . Bl iR 4/F45) .
ST T E5. WE VPN IR LR 8, IR R A R G BRI 28 R B i IR 4% .

VPN & FinIR S FiB 28R (Microsoft Windows SE#7/5)
i f 4 SR 5T BT T Microsoft certclass.inf SCfF,  fESAR . VPN S F2 HBLLL R &

The VPN client driver has encountered an error.

WK A C:\WINDOWS\setupapi.log, 27 #| LA N4l %:
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R

#W239 The driver signing class list “C:\WINDOWS\INF\certclass.inf” was missing or invalid.
Error Oxfffffbf8: Unknown Error. Assuming all device classes are subject to driver signing
policy.

T % FEMATORTE M C:\>systeminfo B & C:\WINDOWS\WindowsUpdate.log, 1 & &
T 22 T RS TR . FE IR E S VPN ISR

2% VPN & P im IR 032 [F 1HiR

S PAT 0 3P BT RER W H SORBUR, (R PISCAEIAT RE SRS SO . I ARt e
PyRAFAE, T IL 1) Microsoft 448 51 A0 52 YK B A 1y 28 44 Hudle P AT A 4508

FB LU IO SO 4T T A S 4ER 1
$HIE 2 i\ net stop CryptSvc.

SR 3 i EdE A, i esentutl /g
% systemr 0ot % \System32\catr oot2\{ F750E6C3-38EE-11D1-85E5-00C04F C295E E}\catdb % iiF HiA 2tk mlioks H =%
%/WINDIR%\system32\catroot2 i fir 4% 4 catroot2_old.

TR MR, EFHE (OK) kB R . B a3/ EE R 3l

I =12 F B P

&2 VPNVA.sys # BYIR BN 32 R fE

). VPNVA.sys 95 i b
fift o 7 % R BNPEGE 2 2 Cisco Secure Client FEFUUEFL &5 (19 RIIKSHFEY, JFHUHIEREEAT.

12 %€ vpnagent.exe H BIIR BN IZ [F (&

S GE 4 c\vpnagent 1 H 3%

T2 EETSEEHEPN “WFE” (Process) LI, #fisE vpnagent.exe 1 [HHEFE PID.

SEI TSR B e TR T A E % BRAEM T, Windows R T RN T C:\Program
Files\Debugging Tools,

S 4 H# N\ csoript vpnagent4.vbs -crash -p PID -o c:\vpnagent -nodumponfirst, A PID J& vpnagent.exe ] PID.

PR AT E O U B/MERSEZAT . I AT R 4.

L6 MR AEMBER, $F c\vpnagent [ K46 N zip A

LT i 'analyze -v #2212 W crashdmp SCAH:s
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I ¥JCisco Secure Clienti#t 1T & pE HERR
muiningrswsnmniErag ]

W £& 177 (6] & I8 8% BY 5% 2% 0K Bh 2 57 o) /i
YR 48 7 ) 5 PR OV AT R E I 2%, T S I e A BTSN o G I T A vk )
DB % ] REAT ) Ao X4 U7 I 5 P28 T TS VR 2 ST C 28 I I E AR B IR S . 1A 7 NIC BRBIFE 316
EREEYE . BATREAE S OO R B CAEAFEERR” (Wait for Link) 2T, & &R “IT7 (On) I, HLk
NIC X shFe P W aa AR 50y B sl P i 5 i, PR e e A 2.

H At pa

Cisco Secure Client f =

W ERAERNE, B2 the system has recovered from a serious error 1§ & »

9T %: M %temp% H 3 (411 C:ADOCUME-~1\jsmith LOCALS~1\Temp) PS4 i) log A
dmp SCHF . STRCAFS A Gy H . W ZBAIT 4 dog 5 dmp It

WA &4 log S5 .dmp T

S N “TFE > 18177 EHRIZ1T4 M Dr. Watson (Drwtsn32.exe) 1) Microsoft S IR F o
FIE2 T NECE T AT E (OK):

Number of Instructions : 25
Number of Errors to Save : 25

Crash Dump Type : Mini

Dump Symbol Table : Checked

Dump All Thread Contexts : Checked
Append to Existing Log File : Checked
Visual Notification : Checked

Create Crash Dump File : Checked

FIB3 RIS B IR > 18477 P eventvwr.msc /s, LA Windows Fifh 2 E 25 HH 30T Cisco Secure
Client VPN & P H i

H4 /¢ (Windows 1) RIS H & 73k %) Cisco Secure Client, JFi%#4§ BB S 7FA... (SaveLog FileAs.). .
DA evt SCAFHE A BU SO R4, it CiscoSecureClientLog.evt.

vpndownloader 7 Cisco Secure Client #([& (4 ZEHRS12{E (LSP) 15
ERF0 NOD32 AV)

W #i: Cisco Secure Client 75 2R V& B I i Db AT S B0 E 257 7 SSL 21, {HB J5 7EA H
LSP 5 NOD32 AV I, ‘&7F vpndownloader H1 & A= #i & .

itk 5 %5 MRS 2.7 B Y Internet Monitor ZH44:, 317144 % ESET NOD32 AV 3.0 fiit.
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B &= aeres)

Bt

F (AT&T % S5=)
W RIS AT&T #6585, WIE il KA NS HIER, 530 @M A St
R TIT 25 FFEBIEHT 7.6.2 AT&T 41K 48 2 P b

ZEHE

Microsoft Internet Explorer %2 & £ &
) /8: Microsoft Internet Explorer F H Il 22 4x 22 55 11, P87 DA 305

s

Information you exchange with this site cannot be viewed or changed by others. However,
there is a problem with the site's security certificate. The security certificate was issued
by a company you have not chosen to trust. View the certificate to determine whether you

want to trust the certifying authority.

R T %2, R ARIRB R 325 4F M 55 1F) Cisco Secure Firewall ASA I vl B8 H B0t 252 . 4By 1k H 3R
s, JEER P LA AEATARUE T . ES AR P i L 73 2 TARUE 1

=

“KRENZBAIE” (Certified by an Unknown Authority) &2

Wl AEN AR AT R I AR BTN LA TAUE (355 7 (Web Site Certified by an Unknown Authority)
5 E o Security Alert % 1) FEE8 2 R DL SCA:

Unable to verify the identity of <Hostname or IP address> as a trusted site.

fif Ry % AEEFERIAEIN K 5245 534 £ Cisco Secure Firewall ASA I 1] fig tH L 22 45 . X
BB LI, SRR i 2 AR ASERE T . SRR ) i bR AR AR

AR Fin LR LR EERIES
FFIHZH
P PRI A5 (5 AT AGE O 15
N

AR T LOE DR A AR 2R B v L RS AR AERRIE TS, R R G B e eSS . (H 2
FATARBOZREA, DA AL AT BE 23 J0 T HhoRe 30 S A 0 B0 (R AR VR IR 5% s LIRS, O HAEIEHE
B2 A RN T REAN AN N 22 8 1 1 2 7 Al SR AN

HIE i “R R (Security Alert) T B FIEF (View Certificate).
PB2 SEREIES (Install Certificate).
PE3 AT —% (Next).
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magmizz

S 4 EPFFEIER BN TS (Place all certificatesin the following store).
PSSR (Browse).

FIE6 1L Fhglkd, EHEZEEMRIER B AL (Trusted Root Certification Authorities).
IR T EIHUE P SRR SR AT

R ERE

T IEETE TSI N EEEREZ (Juniper Odyssey % F i)

) £ Odyssey % /i bR JCZedifilJa . WUERSIAATLER, MALLERM Lk, L
eAliilJa, JCEIER U A2 4T IEH .

it % Bl E Odyssey 2% ) Ui o

Bt & Odyssey X i

1B 1 {E Network Connections 1, ’E%Jiﬁﬁﬂ%ﬁﬁﬁ%% CHAEIGEREYETD SR —F ) o WURGHENER, WLk
Ay, ARG FATAATE S, — @ SEE, BOYIMARE S, W e B0 E ) .

HIE 2 FTITE MR I 8] HKEY LOCAL MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\adapterType\virtual.

HIE3 1Evirtual NEIEHTI AT EAE . KOG BCHS IR 44 R A Network Ji 1 IR R R4 o BAMETE N R 3 E — BARAE,
B AERUE 7 i MST I 1) FC At 7 S P 3 3o g 11 4% 326

¥ Cisco Secure Firewall ASA <1 (Kaspersky AV Workstation 6.x)

). % Kaspersky 6.0.3 J5 (BI{EE2EH] ) , 2| Cisco Secure Firewall ASA [#] Cisco Secure Client
i@%/\ﬁ CSTP state = CONNECTED Z JG 2RI KM . R4 2 Wonbh Rl &

SVC message: t/s=3/16: Failed to fully establish a connection to the secure gateway (proxy
authentication, handshake, bad cert, etc.).

fit ek 558 #13K Kaspersky IV W HARIA SRAGILADE Br o

%748 UDP DTLS ;%1% (McAfee Firewall 5)

i) 4] McAfee Firewall 5 5, UDP DTLS i3 G187,

fil# 7 % {E McAfee Firewall ' R FZHI &, EHESRES (Advanced Tasks) > mREIFI AEIC
3% (Advanced optionsand Logging), #X /5 #iHi%kH McAfee Firewall H (1) B 1A Lk & N B9 F B (Block
incoming fragments automatically) 5 &4 .
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B s sniessn Microsoft 2 s miEizis AARS )

A

EREFHIEE LM (Microsoft BB FTiZi5 0] R %28 )
)@ g RRAS, W24 Cisco Secure Client 23 v 3 AL & HERR, FEHEP Sl
PUR & RAR R

Termination reason code 29 [Routing and Remote Access service is running]

The Windows service “Routing and Remote Access” is incompatible with the Cisco Secure

Client.

filtohJrse: A5 RRAS k55

\ Ei A A3 - 4- 0
EREN/ D EIE (SEIaE RS
SR S e RN P s N
BT %5 55 =5 T3 25 o120 & Cisco Secure Firewall ASA %4 FI7E. KA ASA T
IR L BE, BEMEAE W A 2 )b 3 id VPN £13k, B PAFRATTE U P9 8 Cisco Secure
Firewall ASA Hi# 417 .

R i TP

ARKERARE, MWAELRE Windows T3k

U A 2 g . VAT Cisco Secure Client B2 ¥ iig B, AT B E & 2L Windows %
TR MER I, S Re s S EURANE R e IEFAR AR R S, Microsoft $AE T H mT LS
GRERE Y 1) A A T B B

Cisco Secure Client Jc;% T & (Wave EMBASSY Trust Suite)

W #: Cisco Secure Client 7% F' Ui Joik R4, HHILLLUFEARE B -

“Cisco AnyConnect VPN Client Downloader has encountered a problem and needs to close.”

MR 2 A T T EAER) 1.2.1.38 MM RFT A dll o) 25 .

A FRA o] 7

A IE1N FRER AN ST 88 B ek
BEE IE11 5, REwdE TiE e, 2% i AU W it 2 BRI WebView2, 184

T B A H R AN U S g 4, 1K DWORD v R {8 UseLegacyEmbeddedBrowser ¥s % LA
T Windows JF MR- 1
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FEHEEFELY (Bonjour TENARS) .

Computer\HKEY LOCAL MACHINE\SOFTWARE\WOW6432Node\Cisco\Cisco Secure Client

BB REM (Bonjour FTEIARSS)

s i SRS R (¥ 52 Bonjour 4T EJIRSS, Cisco Secure Client H1 H & 2548 H R 1P 7% R KK

fil ek )y % R AE A S HORTF R net stop “bonjour service” 2%] BonJour 4T ENfIR4 . Apple 24
A D& T8 R mDNSResponder (1.0.5.11) Zf# eI #, 154481 Bonjour #1484 iTunes, H.
1B 2 FRIFE 7 A Apple 3 R 4o

TUN B9RRARAFZA (OpenVPN & Fif)
W R RN R L O %3E TUN MU, (HIZARA S Cisco Secure Client NFHE%E o
iRt 5 % EIZ Viscosity OpenVPN % )i o

Winsock H3E M3 (LSP fEIR 2 1H3)
. R P A LSP AR, WRES & A Winsock H o,
iyl ) % EI%K LSP bR,

HIESLZENE (LSP fEAX 3 1)
i) 7F Windows {8 ] NOD32 Antivirus V4.0.468 x64 A 1] §8 H BLER 018
ek 2. 2EH] SSL Mhiltditi. iESIUAER] SSL Hh il T4

ZXH SSL 43

W1 R gk E” (Advanced Setup) H 1) 18U SE (Protocol Filtering) > SSL JfJ3 H SSL il .

I 2 5] Web i [5) 4R (Web accessprotection)>HTTP. HTTPS, Jfi&h FMER HTTPSHAEE (Donot useHTTPS
protocol checking).

S 3 %[0 2 H8GTE (Protocol Filtering) > SSL Jf4% /] SSL #1334 (SSL protocol scanning).

DPD 5<% (EVDO Jc2k W+ F0 Venturi IR Eh3Z )

W, T R S T TR IS A (1) & EVDO T2k KA Venturi BXENFERE, TFAE H G S E
WR 2

$ASA-5-722037: Group <Group-Name> User <User-Name> IP <IP-Address> SVC closing connection:
DPD failure.

TS 5 1
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B onsszEsw osummm

s BN . RGA Cisco Secure Client Fi44- H & m FIAH Wi - i&E B4, FIR#EEBmNHT
NIC RHEH .

* MR Venturi XSNFET A BHTIRAS . 7E 6.7 RAH AT&T 10175 & #4545 F Use Rules Engine.

DTLS ;ii= <% (DSL F%H =%

s QR DSL i a4, WBIAE Db, DTLS Yt th Bt KM

R 2 JERERIK ) BEE ) Linksys Bl 8% HLEE SCFFFE I DTLS 401 H. ping R FEHF 6
T IS LA FS i DTLS 3R [l i

NETINTERFACE_ERROR (CheckPoint FnE fth 58 =7 %44, 40 Kaspersky)

s SERAE R T ST SSL IR THFENLIN 4% LA REAE RS f5 S, Cisco Secure Client H & 1] fig
e R A BESE A E A B A N S IR

i A
o QLR EI SRR AR, SR )5 %% Cisco Secure Client, 1 i3 ] TCP/IP,
o TR0 SR AE SE R AR B 22 25 ] SmartDefense, %+ TCP/IP,

o WERTERE BRI 2458 U5 BV 36 — 5 e sl DA LA 5 R B R4t APT A, IR & 25
HAEEH AV, FW. AS 4%,

o HAIATRE A EHEZ T H B — Cisco Secure Client i& Bt 28 5245 . a5 R A5 — 4S5z,  M4di ] Cisco
Secure Client BT BG40 563E, JHAE 5 )5 Fah MR 4B BESS )5 I IG Hic 2% .

 WIHLLE Cisco Secure Client 3& it 2% 4 A F TATAR T SE SRS FE7, {E Cisco Secure Client [#)3i%:#%
T I R E AT TR T 2E

MEREEIRE CREHIAN 4B AR S5 IX A2 T )

) @ A BRI 4% IR 45 ¥ £ _F A3 Cisco Secure Client B, 4> SEUMERE ),

fil 7 % W& Cisco Secure Client i UL #5 Hh P A VIS S & 19465 « N dsagent.exe 3E
B/t C:\Windows\System\dgagent 1. HARH A MRS T, 07 LA TCPview (sysinternals)
HIFEE AT ER . YL LR, Cisco Secure Client Pk & IF 81T .

EHBIE =TT HPR

AT L4008, LUR =75 N H$RELCisco Secure ClientfE 11 ] ¥k :
* Adobe FI3 4L /A 7] - Bonjour #1 FIHR %%

* Adobe Creative Suite 3
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eang=ruAsx ]

* BonJour ] E1 AR %%

* iTunes

o AT&T BfFE AR A 6.2 Fil 6.7
* AT&T Sierra 52k 875

* AT&T AFkIE 5 4%
* CheckPoint A1 HAh 25 =77 844 (- B33

* 5 macOS _#J Cisco Secure Client [F] 1217 ) Apple M1 %44 _Li& T Apple i0S HJ Cisco Secure
Client

* it H Windows “F-&5 EfJ Cisco Secure Client
* Citrix /=20 M K% i fRAS 2.2.1
* DSL ¥ f14%
* EVDO JE4 M~ Venturi IX ) 727
P& N
o W=7k BE T B2 Cisco Secure Firewall ASA ZH 5E & Tl & (K87 K BE L) BE
* Juniper Odyssey % J %y
* Kaspersky AV T{Euk 6.x
* GRS AAER (LSP) BLUCRI NOD32 AV
o T
* McAfee [ k5% 5
* Microsoft Internet Explorer 8
* Microsoft i f FHZE P4 A e 55 4
* Microsoft VPN
* OpenVPN % J' ity
* Pulse Secure
o AL 28 MR 55 DK 5 7% 17

* Wave EMBASSY Trust Suite
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