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%  Slack
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Pager Duty
Connector A . Mot enabled
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- Mot enabled

(
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Alerts - Configuration

Alert Types Publishers Alerts Trigger Rules
© Evr st -
Compliance & ¢* A Aens & . . .
= alerttype 1. Configuration 1. actions T/
Scope: Default when _
i ENFORCEMENT
Forensics . P . i T e i e ) Dl v
ENFORCEMENT  Scope: Default when  Firewall = Off ¥
Sensors a * = E . =
<@» Emai oY ENFORCEMENT  Scope: Default when  Policy = Deviated ¥
Not enablec
SENSORS Scope: Default when _
Enforcement A [° Agent Upgrade Status = Failed =
B Slack oY Scope: Default when _
l SENSORS
S P Agent Flow Export Status = Stopped v
hederation Al SENSORS Scope: Default when =
Agent Check-In Service = Inactive =
ager Duty
e ; ) . Pager Duty = Scope: Default when
onnector 3 Not enabled Deep visibility memory usage (MB) > 512
SENSORS and ¥
Enforcement memory usage (MB) > 512
Platform s P oy Kinesis el and  Forensic memory usage (MB) > 256
~ ot enabled
e, Nox dtebind Scope: Default when
SENSORS Deep visibility CPU Quota (%) > 3 and -
Enforcement CPU Quota (%) >3  and =
Forensic CPU Quota (%) > 3
Test Alert 4l )
S Scope: Default when =
Amount of flow observations > 500000 »
SRS Scope: Default when =
Agent Uninstalled = On .
Scope: Default when =
SENSORS V

Alert before removal (minutes) = 5

AR A BRI T T ARSI i A A A R i AR Ak A R
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Note iy fi i 4 1t SE AU E 46 1F

EAR A N EHIE R
AT EIRAM AN (Alerts Trigger Rules) #7> #1147 A& A lic B P EA {5 B .

R A E A S B, Bl E % (Severity). BANER (Individual Alerts) FIIEEER TR
(Summary Alert Frequency).
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Scope: Default when  Policy = Deviated
Details

ENFORCEMENT

[ 1]

Severity Medium

Individual Alerts  Enable
Summary Alert Freq. None

Scope: Default when| Agent Upgrade Status = Failed

Details

SENSORS

Severity Medium
Individual Alerts  Enable
None

Summary Alert Freq.
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4 A E R
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HUR 2 FEMEAR, T R EER (Test Alert).

of
3

BE




RESE |

| s

B & ik e R &

Test Alert

Alert Key

Keve Aa1234Zz

Scope Event Time

. 29/03/2023, 08:59:50.628 PM F
Details

Configuration Alert Time (optional)

29/03/2023, 08:59:50.628 PM [

Alert Severity

Low

Alert Type

Choose one

FORENSICS
SENSORS
ENFORCEMENT
FEDERATION
CONNECTOR

$IE3 (EE4A (Keys) IR N, BN “ZREP]7 (Alert Key) HME, RJGEFE “HALE A7 (Event Time).
CHEEIRIFA] 7 (Alert Time)s AR H L (Alert Severity) FIl “ZFE AL (Alert Type) FRIH .
SIB 4 7E5EE (Scope) it ik, “YE[ ID” (Scope ID) il “F /7 ID” (Tenant ID) {2 AR B i vu [ B

K.
AR W ID S5 ID VRF AHIAL, WIRZS AZhEH “F1)7 ID VRF” (Tenant ID VRF) 5 ik
HE

TS FIFEMER (Details) KT, AN “EIRUA” (Alert Text).  “FH{F1ERE” (Event Notes).  “EiR
TEAIAE S (Alert Details) 1“4} L ID” (Alert Configuration ID) [FI{H .
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ER ERPEANE R (Alert Details) R DU 44 H B TSON K8 =X R 5idh .
JSON N 25 )L AL 45 -
1 AR R B
2. AEAT7RB] ISON Hidls (Ui SRAZEARRIYANTHEERIN JSON FBO
741l JSON:

{"alert name ":"sample","alert category":{"severity": "dummy"}}

{EBLE (Configuration) LI+ F, %8 “ AR (Individual Alert),  “E3RITHK " (Alert Frequency)
YRR ARIZ” (Summary Alert Frequency) {8 .

X ERANER, E M MR AR kRS ] (ENABLE) 245 H] (DISABLE).
R B REARE, HopAE ok .4 (INDIVIDUAL).
AR EOCCERRANER, ARFIRITE.

i EEEAR A S JC (NONE).

LR RANE R, 1 R (TEST).
IR RGN UER O TR I A% B ICE K A A R 55 4 o

S AE (Investigate) > 4R (Alerts) TUifl, AHFTAWNIEMRPIFIE . B LIRS (Status).
B (Type). ME M (Severity) FinF[a)3E FEl ke id 24

HATESR (Current Alerts) Ui _F A E 7R ™ F P 3 # 4 IMMEDIATE_ ACTION. CRITICAL. HIGH.
MEDIUM &% LOW M4k . Joie™ EEE W], P&k Aok 20 & 1) Kafka £CEE .

1% E B B i IR E R

1 W gk ae— el BOAER 1),

2. i BEX (Custom)JFHE FF45 (From) MIEEER (To) HIPLIECE A & XVEH . iR (Apply).
TER, U E e U TSN, B2 R b T2 RS .

1. SR S% (Switch to Advanced).

2. ENEGLPERIETE . K BAR B AR B bR BT AR S g R .
IR EE AL TN, Ao R BRI PR AR

ERHEMERIFARER
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Figure 9: E4Ri¥MIZ2

Aug 9, 10:22 PM ACTIVE

Host Name
Agent Type
Agent UUID

Current Version

Desired Version

BIOS

P
Platform
Scope

vrfID

eg-tet36-win16 MSServer2016Datacenter Flow Export
Stopped

BES

s A B EAR R A AT BRI S 2 VAR

MEDIUM SENSOR 7

Details

eg-tet36-win16

ENFORCER

fb44f417c1a5bed633afcbfc] 6aca3b8bb046253
3.6.1.42.win64-enforcer

88C60842-C4A1-FC1C-2F70-5C4AE929155D
172.31.182.228

MSServer2016Datacenter

® Default

,

o BEAMRYE F A2 B 2 R 60 MR

s ERAUER, RS

ARVEE R, TES R

EZ;J:& E345 1|=| G

RPN R E R BRI, A BRI AL
o FEATA I 18] 5 3 72 PR AT S5 A R

BB L, REie EIRBUIHIER .

pLs, +
5] JI—IL,EE.Z:J: f gl:l 1:,‘9
JIT A e S TSI A FH 54 o &5 R0 B T AT i 3 Kafka DataTaps 3431 json ¥4 S 4544
FE; R *F
root_scope_id TR 50 TR JZ2 R G5 v R T 23 L et
;[R5 L ID
key id T ID T8, e <l &
o MK key id SHEE 1
type T SRR, [ R
££:. COMPLIANCE,
USERAPP. FORENSICS.
ENFORCEMENT. SENSOR.
PLATFORM. FEDERATION,
CONNECTOR
event_time KE A b A I R (DRl SR
PSR — AN, i
UL AT DI A N CTE S A b2
(UTC) AT,
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FE R xF
alert_time KB IR AR POEEART I ). X

e EE RS2 J5 o i)
[HEk AL e =D (UTC) by i

alert_text F4 A B
alert_text with names FR R W2 alert text fH[A], {HFTH

id 7 BUY AN 2R . IFAE
P SR A A 7 B

severity FAF R Wl FAFHESE: LOW,
MEDIUM. HIGH. CRITICAL.
IMMEDIATE_ACTION. iX /&
I 6 TR
i, IXEAHIYATACE

alert_notes TR WHABE . LR AL
Al HEfEAE, FH T Kafka
DataTap % HARAE S

alert_conf_id FAT R flt 5 B AR A AR C LAY D
T REF AR BT B R AR A AE

alert_details AT R SRR . TR HALR json.
THZ PR BRI ) D) e RN
fE & PUNI B vl it 2
DAY T S

alert_details_json json 5 alert_details )N & AHIA, 1H
RBATFRF B A DA R
BB, JF HAXATE R Kafka
BN

tenant_id FAT R Al REEL T 5 root scope id X[V
] VRF. Or iJHetL & 0 /F 0Bk
WH. B T RERRA AN

alert_id TAT R PR AE SRR ID o 5l 2 o

alert name FIF AR K2 F

« AMiPE: lab-compliance-alert-details
o WUIE: AR BORIUIE G 0F 7 B

o AGIRES AR EAREANE B

© PUT: PATERIE S
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B ereswsmsmnsst

o TR BIRVELE A
A b TR g At A e S A
A A B R EAN S S
e &4 federation-alert-details

<P EREAE S

.

* BX4: federation-alert-details

<P EREGE R

BETEFREANEREX

DN S LB UMV e RieliD k5 S TAZR W

Kafka (DataTaps)
Kafka (DataTap) ¥ 5K H JISON #% 3. 7wl Fs A3 A R, 1520 L alert_details.

{

" id" : ObjectId("66969d9b89f8901091b54£29"),

"key id" : "SEN::6c12d5738f083632ad9%acblba7a6dc4968938be-amt of flow obs",
"event time" : NumberLong("1721146728000"),

"alert time" : NumberLong("1721146779640"),

"alert text" : "Amount Of Flow Observed Above Threshold: collectorDatamover-2",
"alert text with names" : "Amount Of Flow Observed Above Threshold: collectorDatamover-2",
"severity" : "HIGH",

"tenant_id" : "676767",

"root scope id" : "6666b8a9%9497d4£0a95461073",

"type" : "SENSOR",

"alert details" : "{\"details\":{\"AgentType\":\"SENSOR\",\"Bios\":\"819FAC8D-39DE-

4C56-8CF4-7TEEE25CF3510\", \"CurrentVersion\":\"3.10.2.26-
sensor\",\"DesiredVersion\":\"3.10.2.26-sensor\", \"HostName\":\"collectorDatamover—
2\",\"IP\":\"1.1.1.36\",\"LastConfigFetchAt\":\"2024-07-16 15:49:50 +0000
UTC\",\"Platform\":\"CentOS-

7.9\"},\"agent uuid\":\"6c12d5738£083632ad99%acblba7a6dc4968938be\", \"scope na

me\":\"Tetration\", \"scope id\":\"666608a9497d4f0a95461073\",\"vrf id\":676767,\"h
ost _name\":{\"collectorDatamover-
2\":\"6cl12d5738£083632ad99%acblba7a6dc4968938be\"},\"alert sub type\":[\"Amount

Of Flow Observed Above Threshold\"]}",

"alert name" : "Amt Of Flow Obs"

}

NS
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PagerDuty

Figure 10: 2%} Cisco Secure Workload %345, 2151

Tetration Alert - LOOKOUT_ANNOTATION Scope has any connection to or from TA_compromised_zeus X

for Scope Default Aterts x

jyovenka via alpha-portal-t lerts <alpha-portal i ytics.com>
to alpha-portal-tan-alerts

Alert Type: LOOKOUT_ANNOTATION

Alert Key Id: cabfb7c8-c25b-33e4-9d55-005ccad8fba0

Alert Severity: LOW

Alert Text: Scope has any connection to or from TA_compromised_zeus for Scope Default
Alert Configuration Id : 5f1208431a0¢23379206abee

Root Scope Id: 5efcfdf5497d4f474f1707c2

Time: 2020-07-17 23:07:50.394 +0000 UTC

Event Time: 2020-07-17 22:57:00 +0000 UTC

Alert Details: {"dst_scope_id":["5efcfdf5497d4f474f1707c2"],"dst_scope_names":['Default"],"dst_hostname":"","src_scope_id'
zeus"],"dst_address":"224.0.0.252","fwd_packet_count":2,"src_scope_names":["Default"],"src_port":49367,"protocol":"UDP",
{"field":"lookout_compromised_tags","type":"contains","value":"TA_compromised_zeus"},
,"src_address":"172.26.231.179","dst_port":5355,"rev_packet_count".0,"src_hostname":""}

H KL E PagerDuty 4R 115 E.:  PagerDuty 4%
Figure 11: PagerDuty H ] Cisco Secure Workload 3R 7= 15

PagerDuty .

]
=

4:07 PM (28 minutes ago) Yy 4

"5efcfdf5497d4f474f1707¢2"],"lookout_tags":["TA_compromised_
internal_trigger":{"datasource":"lookout_annotation","rules":
bel":"Alert Trigger"},"scope_id":"5efcfdf5497d4f474f1707¢2","time_range":[1595026620000,1595026680001]

PagerDuty Incidents Alerts Configuration ~ Analytcs +

ALERTS > ALERT DETAILS

Path > 0 between Source Node Default and Destination Node Default:collectorDatamover-*

Belongs to Incident: [#2854473] Path > 0 between Source Node Default and Destination Node Defaul...(Triggered )

Severity Critical
Opened 1106 AM (3 hours ago)
AlertKey aed3a2i4{50146afae60674(7787728b

Current Status Triggered

rvice Name  Marge-July-202
Service Description Configuring pager duty for al alerts
Integration AP

Source Tetration Analytics
Details

Path >

AlertDetails  QHIDE DETAILS

{*nunber. :2,"exanple_path_ 70762, 707¢2:¢_ 1, "internal_trigger":
Ak +{"field": "hops" ieAtert
{_subjects_; 70762, g {_subjects_name":
{_subjects_id": 1707c2:c_¢ ,"src_neig _subjects_nane" :"Default", "exanple_path_neighborhood_subjects_name":

(“Default", "Default: collectorDatamover—="1}

View Message

Alert Log
Time Activity SHOW ALL DETAILS
e Triggered and automatically inked.

& SHOW DETAILS
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JAug 2 18:45:21 tan-5f@35baela@c231d5880d7f8-tac-demo-data-ingest Tetration Alert[26841]1: [DEBUG] {"keyId":"3ee@d8b7-bc81-3427-9e84-6b9f8fedb98c", "eventTime":"159639
Enforcement Annotated Flows contains escaped for \u@@3capplication_id:5f@4b@b9755f024d4e36a279\u@@3e", "severity":"L
jow", "tenantId 0", "type":"COMPLIANCE", "alertDetails":"{\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1707¢c2\"], \"consumer_scope_names\":[\"Default\"],\"provider_scope
| names\":[\"Default\"],\"provider_port\":53,\"application_id\":\"5f04b0b9755f024d4e36a279\", \"constituent_flows\":[{\"consumer_port\":37367,\"protocol\":\"UDP\",\"co
Insumer_address\":\"172.31.163.139\",\"provider_address\":\"171.70.168.183\", \"provider_port\":53}, {\"consumer_port\":39652, \"protocol\":\"UDP\",\"consumer_address\":
\"172.31.163.137\", \"provider_address\": 71.70.168.183\",\"provider_port\":53}, {\"consumer_port\":63811, \"protocol\":\"UDP\", \"consumer_address\ "172.31.163.136\
",\"provider_address\ "171.70.168.183\", \"provider_port\":53}, {\"consumer_port\":57418,\"protocol\":\"UDP\", \"consumer_address\":\"172.31.163.138\", \"provider_addr
ess\":\"173.36.131.10\", \"provider_port\":53},{\"consumer_port\":12599, \"protocol\":\"UDP\",\"consumer_address\":\"172.31.163.141\", \"provider_address\":\"173.36.131
.10\",\"provider_port\":53},{\"consumer_port\":7385, \"protocol\ "UDP\", \"consumer_address 172.31.163.140\", \"provider_address\ "173.36.131.10\" provider_po
rt\":53}], \"escaped_count\":6,\"provider_scope_ids\":[\"5efcfdf5497d4f474f1707c2\" ], \"policy_type\":\"ENFORCED_POLICY\",\"protocol\":\"UDP\",\"internal_trigger\
datasource\":\"compliance\",\"rules\":{\"field\":\"policy_violations\",\"type\":\"contains\",\"value\":\"escaped\"}, \"label\":\"Alert Trigger\"},\"time_range\
393720000, 15963937799991, \"policy_category\": [\"ESCAPED\"]}", "rootScopeld":"5efcfdf5497d4f474f1787¢c2", "alertConfld": "5f15cca71a@c231ebd66caldb”, "alertTextWithNames" : "
Enforcement Annotated Flows contains escaped for Enforced Application j1"}
JAug 2 18:45:21 tan-5f@35baela@c231d5880d7f8-tac-demo-data-ingest Tetration Alert[26841]: [DEBUG] {"keyId":"8f@cfcb5-f8c1-3130-a069-3721b7d50159", "eventTime":"159639
[3720000" , "alertTime :"Enforcement Annotated Flows contains escaped for \u@@3capplication_id:5f@4b8b9755f@24d4e36a279\ul@3e", "severity":"L
"alertDetails {\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1707c2\"], \"consumer_scope_names\":[\"Default\"],\"p i
|_names\":[\"Default\"],\"provider_port\":5660,\"application_id\ f04bOb97557024d4e36a279\", \"constituent_flows\":[{\"consumer_port\":17131,\"protocol\"
lconsumer_address\":\"172.26.231.193\", \"provider_address\ 172.31.163.140\", \"provider_port\":5660}1,\"escaped_count\":1, \"provider_scope_ids\":[\"5efcfdf5497d4f47
1,\"policy_type\":\"ENFORCED_POLICY\",\"protocol\":\"TCP\",\"internal_trigger\":{\"datasource\":\"compliance\",\"rules\":{\"field\":\"policy_violations\",\
contains\",\"value\ "escaped\"}, \"label\ "Alert Trigger\"},\"time_range\":[1596393720000,1596393779999]1,\"policy_category\":[\"ESCAPED\"1}", "rootScopel
:"5efcfdf5497d4f47411707c2", "alertConfId" :"5f15cca71a0c231ebdééca3b”, "alertTextWithNames" : "Enforcement Annotated Flows contains escaped for Enforced Application j1

035bae1a@c231d5880d7f8-ta emo-data-ingest Tetration Alert[26841]: [DEBUG] {"keyId":"lef4a974-be89-31de-abe9-dc71cb@170ad","eventTime":"169639

Enforcement Annotated Flows contains escaped for \u@@3capplication_id:5f@4b@b9755f024d4e36a279\u@@3e", "severity":"L

ow", "tenantId e", COMPLIANCE","alertDetails":"{\"consumer_scope_ids\":[\"5efcfdf5497d4f474f1707¢c2\"], \"consumer_scope_names\":[\"Default\"],\"provider_scope
| names\":[\"Default\"],\"provider_port\":443,\"application_id\":\"5f04b@b9755f024d4e36a279\", \"constituent_flows\":[{\"consumer_port\":17792,\"protocol\":\"TCP\",\"c
onsumer_address\ 172.26.231.193\",\"provider_address\" 172.31.163.133\", \"provider_port\":443}1, \"escaped_count 1,\"provider_scope_ids\":[\"5efcfdf5497d4f474f
[1707c2\" ], \"policy_type\" NFORCED_POLICY\",\"protocol\":\"TCP\",\"internal_trigger\":{\"datasource\":\"compliance\",\"rules\":{\"field\":\"policy_violations\",\"t
lype\":\"contains\",\"value\ "escaped\"},\"label\":\"Alert Trigger\"},\"time_range\":[1596393720000,1596393779999]1,\"policy_category\":[\"ESCAPED\"1}", "rootScopeId"
:"5efcfdf5497d4f474f1707¢2", "alertConfId": "5f16cca71a8c231ebdé6caldb”, "alertTextWithNames": "Enforcement Annotated Flows contains escaped for Enforced Application ji"}
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Figure 13: 235 %) Slack 15i&HY Cisco Secure Workload E4R 7151

10:37 Tetration Alert Wednesday, July 29th v

be200f5c2dbc linux-amdé4 Agentlnactive

Severity Type

MEDIUM SENSOR

Alert Time Event Time

2020-07-29 17:37:49.519 +0000 UTC 2020-07-29 17:37:01 +0000 UTC

Root Scope Id
Sefcfdf5497d4f474f1707c2

Details
{
"agent_uuid": "6a968f8a8ddf2a4ec4534955d247bcb5ce484046",
"details": {
"AgentType": "NETSCALER",
"Bios": "53C9551F-F149-4BC7-FAE4-BAF211FDF910",
"CurrentVersion": "3.5.2.69722.stshanta.mrpm.build-netscaler",
"DesiredVersion": "3.5.2.70759.dashboard.selfpmr.mrpm.build",
"HostName": "be200f5c2dbc",
"IP": "10.24.28.80",
"LastConfigFetchAt": "2020-07-02 01:28:59 +0000 UTC",
"Platform": "linux-amdé4"
i
"scope_id": "5efcfdf5497d4f474f1707c2",
"scope_name": "Default",
"vrf_id": 1

4 Latest messages

Kinesis
HLBLE Kinesis 3R 15 8 Kinesis 5%
Kinesis &3R5 Kafka 2RI, B4 5 AR 2 T B BAS) .
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