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TTEID AR AR hTE

8 sourcelPv4Address IP $ s i An S () IPv4 | 8 Bk 27
ik

11 destinationTransportPort | f&4#rkH it H b O | 2
BRI

12 destinationIPv4Address | 1P #i3t0kr 3k 7 (1) IPv4 | 12 8% 28
H bk

27 sourcelPv6Address IP £t A5 Sk H 1) IPv6 | 8 B 27
Ysi sk o

28 destination]PvoAddress | 1P kx3kHi i) IPve Hix |12 &%
Hhk 28

150 flowStartSeconds WIE — AR N4 | AN
XS F)EE CLARD Ay
fi) o

151 flowEndSeconds B — R AL | ARy
Y IR (LR
B .

152 flowStartMilliseconds T E — N4 | A
XTI T (LA o
£ .

153 flowEndMilliseconds M EE— MR | A
SR TR CLAERD
AL

154 Fi flowStartMicroseconds | 37 ({55 — MR AL 4 | AN
ST TV, C LR g
B .

155 flowEndMicroseconds | i ({5 — N EIR AN | AN
i i I, CARRD o
AL

156 flowStartNanoseconds | i {155 — MR AL N4 | AN A
ST TV, A4 g 2
fi) .

157 flowEndNanoseconds B E— R A | 15
SIS AR CLAGhFD Ay
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B vaEsisen L RE NetFlow

WA 7E A4/ L EC & NetFlow

LAR 25 B83E Fl T Nexus 9000 A2 #ebl. 3 FHARERRE &, BCE W RIS A o, S K
Piic B A B RRE G 1w 5 BRI R

Procedure

TR SEARJRRCE F

switch# configure terminal

N
g
N

Jii F Netflow .

switch (config)# feature netflow
B3 FLE IR
TR E R R T Al E NetFlow id s AR G i AN e 4L B

switch (config)# flow record ipvé4-records

switch (config-flow-record) # description IPv4Flow

switch (config-flow-record) # match ipv4 source address

switch (config-flow-record) # match ipv4 destination address
switch (config-flow-record)# match ip protocol

switch (config-flow-record)# match transport source-port
switch (config-flow-record)# match transport destination-port
switch (config-flow-record)# collect transport tcp flags
switch (config-flow-record) # collect counter bytes

switch (config-flow-record) # collect counter packets

FIRA BT A

PUR /Bl B 45 %€ T NetFlow PhiMIR A . NetFlow R AS e (8] FE Al NetFlow WA #s L0405 . .
8 BAE Cisco Secure Workload 73 N 13 %% I i3 H NetFlow 443 19 1P Fllify [ o

switch(config)# flow exporter flow-exporter-one

switch (config-flow-exporter)# description NetFlowv9ToNetFlowConnector
switch (config-flow-exporter)# destination 172.26.230.173 use-vrf management
switch (config-flow-exporter)# transport udp 4729

switch (config-flow-exporter)# source mgmtO

switch (config-flow-exporter)# version 9

switch (config-flow-exporter-version-9)# template data timeout 20

/.

FIRS MBI RES

QIR eSS, PR S WA SR ANt A AH SR

/.

switch(config)# flow monitor ipv4-monitor
switch(config-flow-monitor)# description IPv4FlowMonitor
switch(config-flow-monitor)# record ipv4d-records

switch (config-flow-monitor) # exporter flow-exporter-one

SR 6 R A B

switch (config)# interface Ethernet 1/1
switch (config-if)# ip flow monitor ipv4-monitor input
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RilEC X TR R (

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .



B B FIEZIEEF F Cisco Secure Workload %28 I
B vaEsisen L RE NetFlow

Figure 2: 7£ Cisco Nexus 9000 33354/l L3517 NetFlow Bc &

. B B F1EIE1E A T Cisco Secure Workload HIiEESS



I fid & N & 185E F T Cisco Secure Workload %8

SN ER B R
PRI
F5 jEH£3

mmmgEzs [

BRI EMBSIELR, ESRIERBRERBS . T NetFlow ZE#4y, SZFIPv4 f11Pve (W
FRAR L) Huhbo (HIE R, XUHERR SZ 2 — I Th g
EHE EARVFULU AR -

s Hi&: AXFAGEE, B HERE.
Ak, | LAE ] SRF R Ay 27 Cisco Secure Workload 8 A\ 45 H Y Docker 2% 28 I 58 HTiZER4s | IPFIX
PR o o G PR OE A P IE RS ID. B E Ay SRR A5 R, nlfER & Bk

A4 RS ID W {E Cisco Secure Workload Ul HP RS T BB, AOCTHEAE R, ESM
update-listing-ports.

Lo PR I

HiAS Cisco Secure Workload AN %% FRIE K |3
NetFlow #8841

—/NHLPT (RYERD 5K NetFlow &4 2% | 10

Cisco Secure Workload _F 15 K NetFlow &:2% | 100
H

PR S Cisco Secure Workload M F5 BIG-IP ADC 7 A ML B 45 5,

& ALY Cisco Secure Workload 6 2 5 44 F5 BIG-IP ADC _F [ M s 4h 0L, $H% 7 v A IR 55 28 Sk I »
PARAER Pt IP By P G B el R PR R

{E i v 7 %, ENLETFBAT A, K24 F5 BIG-IP ADC 230t 54 IPFIX il 5% 5 1 3] F5 %8
AT Ab

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .



B 228G PRX

Figure 3: F5 %1588

@ CiscoTetratizn
- —

e F5 ©

Info IP bindings

o

@
Listening for

&

=%

= F54
Enabled on July 27, 2019

X Tetration Data Ingest Appliance

Flow Stitching  ADM

+ 4 Z F5 BIG-IP IPFIX

IPFIX  on  172.29.142.27:4739/udp

il
cisco

B B FIEZIEEF F Cisco Secure Workload %28 I

[=ZEEE © Monitoring ~ ® - @5~

d on Sun Oct 20 2019 23:32:37 GMT-40000. Take

LDAP  Log  Troubleshoot

F5BIG-IP IPFIX H iiic st SR L4 FS BIG-IP (I I Eds, 554 IPFIX id 3¢ 5 H B I AE 4%

BCE I H S LT D R

1. fE FSBIG-IP ¥ % A% IPFIX H & KA IRSS 4% .

2. 7E F5BIG-IP ¥4 FHCE IPFIX HiG Hbr. e HE HAAS D Bl & 1K 4

Ko

iy,  DAERCRN AR B T

3. @IELK IPFIX Jiid s kAl 2 H & kA RS #5 § FS iRule.
4. ¥ F5 iRule 73 02T 75 1R 55 28 o

\}

B OF5

VERE IS FE FS BIG-IP 50 12.1.2 M S A o

| Cisco Secure Workload BY37 N\

F5 BIG-IP 388 AT 22— IPFIX AL 8% .

AR 1 F5 BIG-IP ADC fIdtic s, His:

NATed 7it, JFKf 4 K %) Cisco Secure Workload LABEATI 0 M. BbAk, @S FS IEHS4E4E T

LDAP it &,
OB .

\}

EI S E S FHSHOCIHIT 1) LDAP JE PERC B CUn At F5 AEARBE 55§D I P 2647
XL 5 A AR R i TP AR AT DG TR

AR PS5 IERAMUCHR IPFIX Prills

. B B F1EIE1E A T Cisco Secure Workload HIiEESS


https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-11-6-0/11.html

| EEfEIEERT Cisco Secure Workload #1558
sfze rsBIG-IP LR E PrX ]

\)

AR AN FS EEAIUGRY —A VRF . ERAS S LF} Cisco Secure Workload H#EH f{CH VRF
Be BRI S VN VRFE A1,

PR AR E VRE, KL EIE (Manage) > {838 (Agents), 4R miiliBL & (Configuration) i

T4, ESL TR ACHZFE VRF it 'E (Agent Remote VRF Configurations) #57> F, i G Al &

(Create Config) JFEE AL SRR IVEAIE B RN BORESAL: VRF AFR. A1 1P 7ML
n] BE I RRE AR IC R Mk H 5 YE

an{a Z£ F5 BIG-IP 2 & IPFIX
PUN P UBIE H T F5 BIG-IP (3 #iss. (=% Jy IPFIX BL'& FS BIG-1P)

BHy 15 8F
1. G —AN TPFIX WSS, {EFSBIG-IP %45 [, G —AN IPFIX A28 .

XU 5 Cisco Secure Workload 73 A\ # 4% _E 11 F5
PR SCHR) IP Huhk. 7F VM L) Docker 548
HHIZAT I FS & ay S e 11 4739 LAty IPFIX

2. GE—ANH & HFR. F5BIG-IP % %[ 1) H s H bR & 245 e Fr il 1)
SEBR IPFIX W 249t
3. G — AN H & KA RS 2% H & R AT RS 252545 € FS BIG-IP % IPFIX 1 &

FILBWTRE . AT RS e H & HARIRE -

4. %0 F5 Fll Cisco Secure Workload #it#Ef] iRule. | Cisco Secure Workload F1 F5 JF & T iRules, A%
WO P H B FS & Hedy . IX L iRule ¥ T A K
SRS EIAE R BRI &, T
P OITURFIZS AR ] (AR AT

FS B ANEE 4 MO, AR KRN S 3
AR T VLR

5. % iRule %N B BRI IR 4% 1E B UIRSS 25 1) iRule W E H, B£ 3L Cisco
Secure Workload $ILHE 1 iRule 78 N2 UK S 28 o

SPURAE F5 BIG-IP f i3y firas LRCE IPFIX, VME iE s & & i e S 0 IPFIX Uit fL. DA
TE F5 KIn Il & .

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .


https://techdocs.f5.com/kb/en-us/products/big-ip_ltm/manuals/product/bigip-external-monitoring-implementations-11-6-0/11.html

B B FIEZIEEF F Cisco Secure Workload %28 I

B % s BiGP L& E PRIX

Figure 4: F5 BIG-IP £1 8159788 & IPFIX H0iziTECE

7 BT FI b, AR & A E ipfix-pub-1. ipfix-pub-1 it & T log-destination ipfix-collector-1, ‘&
20 TPFIX W & 1% 3 IPFIX it ipfix-pool-1. ipfix-pool-1 K 10.28.118.6 14 IPFIX W tEss > —. &
PURS5 25 vip-1 A H] IPFIX iRule ipfix-rule-1 #EATHCE, 145 &€ IPFIX BB LSRR IR 5 78 AR
* F5 F Cisco Secure Workload EWflt#EH+ TCP JEHIR S 281 iRule. HRFEIME R, 1ESH TCP
REPIIR S5 7511 L4 iRule.
* F5 Fll Cisco Secure Workload CL#tt#E ] -T- UDP MEHIIR S 2517 iRule. R 1E4I{E B, &2 UDP
HEFUIR 55 251726 4 )2 iRule.
* F5 fl Cisco Secure Workload S it T HTTPS BRI S 25H) iRule. HRFAELR, HSH
HTTPS M55 43 1 iRule.

\}

Note 7 ffi I AASR M R4 iRule Z 0T, 1HEH BERTHMEEE, RGN iRule (1) FS H 8z
P C B A H SR AT IR S5 A o

l fEmEIRERT Cisco Secure Workload HIiE 2 I


https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/F5_L4_TCP_IPFIX.iRule.tcl
https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/F5_L4_TCP_IPFIX.iRule.tcl
https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/F5_L4_UDP_IPFIX.iRule.tcl
https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/F5_L4_UDP_IPFIX.iRule.tcl
https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/F5_HTTPS_USER_IPFIX.iRule.tcl

I fid & N & 185E F T Cisco Secure Workload %8

\)

mmmgEzs [

Note F5 A GitHub 172 f5-tetration K B MR BHETIT MR T TR 4Rl S5 BY (¥ IPFIX 03 K
%) FS %2511 iRules i/ T-:  f5-tetration/irules.

VIRl i ASRIURORT I iRule & Mo AN, F5 B TFR — A EIASKIAT LU #5245

1.

2.

w

R

N REM IR 559 228 1E A Y iRule.

U IPFIX Wt 28 it (F5 s A2 P il IPFIX 3D
P ] AR B A R A MR 45 2%

K TETI) iRule 252 B R UK 55 2% -

ST AT gl > Fah BB M 8, R R FHRDHE A 0. i AAL T f5-tetration/scripts

.

AT EC B R

ARPTH BB HIE R, 1S P ISR R B2
B VL FRCE .

* LDAP: LDAPRECE SZFFRILLDAP JEYE, JF4efit TAERRERIE RS F 7 2460 N1 Jg ot DA B
SO H PSR 6 MEMERISIER. AREZHER, ESH “KI” .

« H: ARHEAER, WS H SR E,

UEAh, TLATH] SRV A A EI2AT I T2 7E Cisco Secure Workload 1 A B #% H1 ) Docker 45t b 507
RS B IPFIX PR it o 1o I8 $e i B & 48 1D B0 1o 1 S R RH o 45 &,
AIAEBEAE LR v 4. 8% ID W7 Cisco Secure Workload UT 1 [ 2 2% T k#4507
415 2., 152 update-listing-ports.

BRI

1BHR BRI

—™ Cisco Secure Workload 7F N i% % F & K F5|3

—NHLP GRYERED Bk FS B EL 10

Cisco Secure Workload | ¥ 5 K FS &84 100

NetScaler E3538

NetScaler #4425 L YF Cisco Secure Workload M Citrix ADC (Citrix NetScaler) FEAM 45 R, B
VF Cisco Secure Workload ZEf2 M5 Citrix ADC TS LG R, [N Hf 8% 7 o Al Rk 55 48 it . Al
R TT%, ENEFIZITRAAREE, K24 Citrix ADC 2 #4 & 9°K IPFIX i 5% 5t 3 NetScaler
BRI T AL

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .


https://github.com/f5devcentral/f5-tetration/tree/master/irules
https://github.com/f5devcentral/f5-tetration/tree/master/irules
https://github.com/f5devcentral/f5-tetration/tree/master/scripts

L EFNEIEE A T Cisco Secure Workload B iEE58 |
. 1+ 4 2 Citrix NetScaler AppFlow

Figure 5; NetScaler i£1%3%

@ CiscoTetratizn @ Menttoring - @+ & -

d on Sun Oct 20 2019 23:32:37 GMT-40000. Take

& NetScaler @ <Browse Connectors

Info IPbindings  Log  Troubleshoot

o
@
= ;
o

IPFIX  on  172.29.142.27:4739/udp

& NetScaler &
Enabled on July 24, 2019

X Tetration Data Ingest Appliance
Enable Another
Delete

Capabilities
Flow Visibility Flow Stitching ADM

il
cisco

422 Citrix NetScaler AppFlow

Citrix NetScaler AppFlow 3523t £8 NetScaler (Ui = WA, FK IPFIX 1% T H 2RI .
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WA 7£ NetScaler AL E AppFlow .

\)

Note 47/ NetScaler i as v HAR S —4> VRF B . EH8e S WIS MR Cisco Secure Workload £ 1f

HFFACEE VRE FLE N VRE H. BN RARACE VRE, 155 % E12 (Manage) > K32 (Agents),
SR it “BeE” (Configuration) IR o 7E 0L [T AR HEZEFE VRF I E (Agent Remote VRF
Configurations) #7> I, i B AC % (Create Config) I HL AT FCIE B TEAN S B . R TR ]
FURAELUN N VRFE [ FR. B8 00 1P 119 LR v] G ) ST A 106 0 T S8 P i 115 Y Bl

NI 7£ NetScaler =& AppFlow

LU A BR1E AT NetScaler 183518 . (=% HHE AppFlow)

Procedure

1t NetScaler )5 1] AppFlow.

enable ns feature appflow
I AppFlow WAE 2% 2 ity o
W B 45 A\ NetScaler %45 AppFlow icsk. fi7 € /EAFE A4 AppFlow A 4% 1) Cisco Secure Workload VA
W& bJA HF) NetScaler #4511 TP Flui 11,

add appflow collector cl -IPAddress 172.26.230.173 -port 4739

fic & AppFlow 1.
X5 HAE R AppFlow SR R& TEHC I K 3R AppFlow ic 3% RICEE %% .

add appflow action al -collectors cl
fic & AppFlow S .
WAZBL VT HC U A BE A % AppFlow g3k

add appflow policy pl CLIENT.TCP.DSTPORT (22) al
add appflow policy p2 HTTP.REQ.URL.SUFFIX.EQ ("Jjpeg") al

¥ AppFlow ZRI& N 2 Bl REFUR 55 25

RGBS Bk BRI 4528 TP (VIP) it &5 5 AppFlow SRISUCHC . — HLUCHE, st bEi—4c0
0k, JFRIEFIAISE AppFlow #4E 41 H 1 BT AT W BE 2%

bind 1b vserver 1lbl -policyname pl -priority 10

Wi, A JadhiE AppFlow Sl CREH]T- BT A BB G5 28D «
AppFlow gt m] LL4s R0 e 2 P e 4k 55 & . ESRISE T T34 Citrix ADC [RIFT AU

bind appflow global p2 1 NEXT -type REQ DEFAULT
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BT (AL BRI R B o
BRI BT BRIA R 60 7

set appflow param -templatereferesh 60

R P IRAE Citrix NetScaler £ 353417 2% it ¥ AppFlow, LTS HiE 1T NetScaler ()3 & ) IPFIX )
WEHR . iR R % T 172 26.230.173:4739 GEH T IL vserver Ibl [
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SIESVE e TR IR
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Figure 6: 7 Citrix NetScaler 1 #1188 L3517 AppFlow B &

MAARUMUG-M-M1PB:~ maarumug$ ssh nsroot@172,26.231.131

WARNING: Access to this system is for authorized users only
Disconnect IMMEDIATELY if you are not an authorized user!

Password:
Last login: Fri Dec 15 12:32:45 2017 from 10.128.140.136
Done
> sh run | grep appflow
add appflow collector cl -IPAddress 172.26.230.174
add appflow collector c2 -IPAddress 172,26.230.173
set appflow param -templateRefresh 6@ -connectionChaining ENABLED
add appflow action actl -collectors cl c2
add appflow policy poll true actl
bind appflow global poll 1 NEXT -type REQ_DEFAULT

-
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ek, mTLME R fe VE i 2 LE Cisco Secure Workload 712 A % £ 77 [ Docker 25 8% I 58 B 4% | IPFIX
PRSI s o G RO g IR HE AN 1D B v L SRR i 5 S, nIAE R Lk
M4, AR ID AI4E Cisco Secure Workload Ul H [FEFE S T F3E R, « ARIFLEE, ES
% update-listing-ports ..
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Cisco Secure Firewall #2485 (LLRTFR A ASA EH:48) fLVT Cisco Secure Workload M Cisco Secure
Firewall ASA (LAHIFR A Cisco ASA) Fil Cisco Secure Firewall Threat Defense ( LLFIHX A Firepower
Threat Defense B FTD) yEAGMEELE R . IR TT %, FHLT BT RAACEE, R RS #e
WL ¥ NetFlow Z24= 44 H EH i 5% (NSEL) id % H 4k 3 Cisco Secure Workload V12 A 15 7% H FLE 11 Cisco
Secure Firewall & #e3E4T A0 HT

Figure 7: Cisco Secure Firewall 1% 3%
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1. 1 Cisco Secure Firewall ASA /8% Cisco Secure Firewall Threat Defense | J& J] NSEL Ihfg.

2. {F Cisco Secure Firewall ASA FlI/5¥, Cisco Secure Firewall Threat Defense [ Fit & Cisco Secure Firewall
R 2 5 B o Cisco Secure Firewall ZEFE 45 44 T CUNC & 10 &y,  DAFRICRI AL 3 NSEL it 5% o

| Cisco Secure Workload B435 ;¥ N

Cisco Secure Firewall #2584 &> NetFlow W4E2s . EE 25 M Cisco Secure Firewall ASA Fll
Cisco Secure Firewall Threat Defense %/ NSEL 5%, 4% %% % 3| Cisco Secure Workload PABEAT IR
59087 Cisco Secure Firewall #:4% 25 7] LL/E Cisco Secure Workload i A%t A Hl, JFAE4 Docker
HKARIBAT o

Cisco Secure Firewall £ #2584 1] Cisco Secure Workload 7 /i 24 Cisco Secure Workload {S¥. Cisco
Secure Firewall #2545 NSEL VR (BIyIcs%) s 25, 5% Cisco Secure Workload 1%
PRI S . SRS TR A, B AIRE AT R B 5 B

\ )

Note  (Cisco Secure Firewall 442 8% 357 £F NetFlow v9 Hil.

)

Note  4#i/ Cisco Secure Firewall %5 4% N AXIR 75—~ VRF (1. R S T SHRYE Cisco Secure
Workload R I R EE VRF AL N VRF . ZNEHARACE VRE, 542 &1 (Manage) >
RIZ (Agents), A5 sidECE (Configuration) iE LK. &b [ AL BEZEFE VRF I & (Agent Remote
VRF Configurations) #543 F, ilifi# i & (Create Config) JF 4R (A S 4L 3 T E4I{5 B . It g
K P EBELLU R A28 VRE U4 FR. SERER1) TP 1~ DL K o] BE [ SR 34 T A0 S5 13 11 5 Y T

432 NSEL =4

FREIR T Cisco Secure Firewall %4z 4% Wl Ab# % Fh NSEL FH4F. A RXLEETCRNFEMNGEE, ES
] 1P 3t {5 B3t (IPFIX) SEAA SR

MEMHTEID: 23 TEZMR: |V RBAEHTEID: 33002 tE | % Cisco Secure Firewall iE1%8%
NF_F_FW_EVENT ZFR: NF_F_FW_EXT EVENT |HITRIIRIE

0 CBRINE, ZMgRLfi) TR T #AE

1 (eI P IS RILHE Cisco Secure Workload
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sz nseL 24 ]

NF_F_FW_EVENT

MEHTRID: 233 TTEAR:

Y RREf4TEID: 33002 T=
£ZFR: NF_F_FW_EXT EVENT

%} Cisco Secure Firewall ;E£3%38
HATHROIRME

3 (ipdE4s)

1001 (AN ACL $E4a35%)

1002 (H 1 ACL fE443%50)

1003 (ASA Fz O$E4aiEFz Y
ICMP(v6) 485 ¥ % 135

1004 (TCP EIEE—AEds A
£ SYND

Kb PR gl bRl o SR IR &
3% 3| Cisco Secure Workload

4 CHVEARD

TR

TeHRAE

5 GAEEHD)

TR

KIEFA Cisco Secure Workload

F 4k NSEL 5%, Cisco Secure Firewall #4251 i M2 25 B ) i% 3| Cisco Secure Workload. NSEL
WAl X A . K, Cisco Secure Firewall 34388 2> 1] Cisco Secure Workload &% 2 Mii: 1E 17

A T it o

LT 42 Cisco Secure Firewall %4 #% ] Cisco Secure Workload 1% B 37 W 2% 45 B 74015 S

BARMNELER
FE NSEL 7t ID NSEL T & & FR
P 4 NF_F_PROTOCOL
PRk 8 NF_F_SRC_ADDR |PV4
27 NF_F_SRC ADDR IPV6
Y53 11 (Source Port) 7 NF_F_SRC PORT
H br otk 12 NF_F_DST_ADDR IPV4
28 NF_F_DST_ADDR _IPV6
H ##fi 1 (Destination Port) 11 NF_F _DST_PORT
VLTTHA N ) 152 NF_F_FLOW CREATE TIME MSEC
LA 231 NF_F_FWD_FLOW DELTA BYTES
B4 AL 1T 2L (Packet Count) 298 NF_F PWD_FLOW DELTA PACKETS
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REFER
FE NSEL 7t ID NSEL jT & & FR
X 4 NF_F_PROTOCOL
Y5k 12 NF_F_DST_ADDR IPV4
28 NF_F_DST ADDR IPV6
U535 1 (Source Port) 11 NF_F_DST_PORT
H s otk 8 NF_F_SRC_ADDR IPV4
27 NF_F SRC ADDR IPV6
H #x¥i I (Destination Port) 7 NF_F_SRC _PORT
TRIFUR I ] 152 NF_F_FLOW CREATE TIME MEC
=R 232 NF_F _REV_FLOW DELTA BYTES
B4 AL vH 2L (Packet Count) 299 NF_F REV FLOW DELTA PACKETS
NAT

W i 2 ASA (IR ZE L NAT, ) NSEL #iic 5 58 B il 45 #2812k NAT f#) 1P/ 11 . Cisco Secure
Firewall 8 23F H L5 B RS 22 P R] ASA DLEUK ASA JHHERIZ 7 i

PLF 22 1F 7] NATed #iidsk.

FE NSEL 7t ID NSEL 7T & & FR

P 4 NF_F_PROTOCOL

Y5 Hi - 225 NF_F_XLATE_SRC ADDR IPV4
281 NF_F_XLATE_SRC ADDR IPV6

Y53 11 (Source Port) 227 NF_F_XLATE_SRC PORT

H byt bt 226 NF_F_XLATE_DST_ADDR |PV4
282 NF_F_XLATE DST ADDR IPV6

H %% 1 (Destination Port) 228 NF_F_XLATE_DST_PORT

TR AR ] 152 NF_F_FLOW CREATE TIME MEC

2B 231 NF_F_FWD_FLOW DELTA BYTES

¥t $L (Packet Count) 298 NF_F PWD_FLOW DELTA PACKETS,

TE 1) FEAE R FR G 0 55 1 18] NATed Sl sk AR (RRZIRIRD
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safi7 Cisco Secure Firewall ASA L2 NSEL [

iX 2 )2 1] NATed it

FE NSEL 7T ID NSEL T & FR

i 4 NF_F_PROTOCOL

Pt 226 NF_F_XLATE_DST_ADDR |PV4
282 NF_F_XLATE_DST ADDR IPV6

53 1 (Source Port) 228 NF_F_XLATE_DST PORT

H b btk 225 NF_F_XLATE_SRC ADDR |PV4
281 NF_F_XLATE_SRC ADDR IPV6

H #ufi  (Destination Port) 227 NF_F_XLATE_SRC_PORT

MIF G I A] 152 NF_F_FLOW CREATE TIME MSEC

2R 232 NF_F_REV_FLOW DELTA BYTES

B il $ (Packet Count) 299 NF_F REV_FLOW DELTA PACKETS

SR bR ic A 5 s n) F R NATed iiid kARG (RRZIRRD -«

)

Note  Cisco Secure Firewall 3% 4% 88 S 7 A5 b 41 i ) NSEL JG % 1D,

TCP RSB AR

NSEL it 3¢% 7 TCP #riif5 B . Cisco Secure Firewall 2548 H UL N Jg KX 7 A & TCP b, DA
fEmy Lk B 8 sk It — o B -

o MR FBDH —ANEREIA, K syn IR E R TCP Fr.

o WD AN IE AR BN S B, B ack WSINENIE MY TCP ki, JFKF syn-ack
IINE] S ) TCP bRk o

o MR LA RALIF By “WEER” . K pow BSINE]IE R ) TCP AR

4n{a] 7£ Cisco Secure Firewall ASA £ Fi & NSEL

LR 2P B2 R WAL & NSEL J4% NetFlow £t 5 H BIW4E2s (B Cisco Secure Firewall 4%
8 WIfeR . ARiEg{E R, 152 (Cisco Secure Firewall ASA NetFlow SZhtidga /Y o HIE 77 EEH
il & e

DL & NSEL f & 74

flow-export destination outside 172.29.142.27 4729

flow-export template timeout-rate 1
|
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policy-map flow_ export policy
class class—-default
flow-export event-type flow-create destination 172.29.142.27
flow-export event-type flow-teardown destination 172.29.142.27
flow-export event-type flow-denied destination 172.29.142.27
flow-export event-type flow-update destination 172.29.142.27
user-statistics accounting

service-policy flow_export policy global

LEAIRIF, Cisco Secure Firewall ASA % £ HL & AN AEuE 1 4729 _F¥4 NetFlow 3035 & 1% 3
172.29.142.27. M4k, k<%t flow-create. flow-teardown. flow-denied F1 flow-update 445 i
flow-export #:4F . éﬁ%/fﬁ%%ﬂ-f ASA ERAEN, a4l NetFlow id 5% 3 & 12 21l & Fh 48 2 1)
Hbxo

¥ AE Cisco Secure Workload i3 [l T Cisco Secure Firewall i£f2%, JF7F Cisco Secure Workload ¥
ABRE T 172.29.142.27:4729, WIEHEZ- KWK H Cisco Secure Firewall ASA ##5 f) NetFlow
B, R % AL FE NSEL HF P U8 B AL FE NetFlow i05%, JEB M 245 5 H1 5] Cisco Secure
Workload. ItAk, X1 NAT Jit, LS SPHEMOCH CEF im RS54 m) o

HRITTBUR GG R, 1ESRIERES MBS TS L ARTFULFEE

° H /iL!A:\AZ ﬁa‘%ﬁééﬁﬂg/%\’ -L%:i}ril H IQ\EEE
AN, T LR R A4 R iy A 1E Cisco Secure Workload 715\ 1% 5 1 ) Docker 2548 [ 58 148 5% | IPFIX
PRI W om 1 o JE I PRI B R I B A8 ID . 0 BT 1 s I 2R R {5 B, v flx%ifﬂj

4. EH4s 1D A 7E Cisco Secure Workload UT HH ¥4 s UL A 4R 2], AL B, 1HSH
update-listing-ports.

1BIR PR I
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FH k3] Cisco Secure Workload v A 13 4% L E 1) Meraki 28 3E1 T AL,
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Note  fjAN Meraki #4% 85 AR 15— VRFE i . RS IS Cisco Secure Workload #E i
FRIOACHE VRE BB O\ VRF . BONERSSACE VRE, HH S &I (Manage) > fXI2 (Agents),

K5 s BLE (Configuration) LEIF . 78 b i {4/ QB L A2 VRF i & (Agent Remote VRF

Configurations) #4> F, i)l E (Create Config) JH42 it JCIE A TEAN G B . LR Bk

JHRHELU T NS VRF [AFRS JERZ AR TP 1~ W4 LLACRT BE ) SR AR I it 1 3 14 3 115 v [

HR¥E NetFlow ic%, Meraki EFE3 &K W %245 B R 1% 3 Cisco Secure Workload. Meraki NetFlow
WAL XA . R, Meraki #4225 1) Cisco Secure Workload &% 2 Mt 1E W WA A3

PR & Meraki #4288 1) Cisco Secure Workload %32 3700

RETEAE R

HARUEER
FB T&ID TLRAMR
#3% (Protocol) 4 protocol | dentifier
Pk (Source Address) 8 sourcel Pv4Address
¥ I (Source Port) 7 sourceTransportPort
H br Ml (Destination Address) |12 destinationl Pv4Address
H #5341 (Destination Port) 11 destinationTransportPort
T4 (Byte Count) 1 octetDeltaCount
1140 (Packet Count) 2 packetDeltaCount
PITEERS 8] (Flow Start Time) R i 32 B Ao S 38 e AL T
NetFlow 1t &K% &
RERER
FE =& ID
W33 (Protocol) 4 protocol | dentifier
Pl (Source Address) 8 sourcel Pv4Address
U535 11 (Source Port) 7 sourceTransportPort
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H #x¥fi Il (Destination Port) 11 destinationTransportPort




| EEfEIEERT Cisco Secure Workload #1558
40fA7E Meraki Bt H 22 NetFlow [

FH TEID
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I U] (Flow Start Time) AR HE AT ]
e 1] 3L ) NetFlow ic % K 1

WA #E Meraki [ A 3% EECE NetFlow
AR 2D B B R W 7E Meraki [ -k 5% _Fc & NetFlow 15 o

Procedure

HIE 1 B3 Meraki UL #5764

$1E2 i E £ MIEE (Network-wide) > E# (General). 7£#115 (Reporting) % & H, J3 1 NetFlow i £ 4R
& (NetFlow traffic reporting), JFHfiRRHE R E N HH: Ki% NetFlow Jii #4115 5 (Enabled: send
NetFlow traffic statistics) .

$I2 3 ¥ NetFlow U282 IP (NetFlow collector IP) 1 NetFlow U 88 0 (NetFlow collector port) ¥ & 4
Meraki & #:45 7E Cisco Secure Workload 7 A 15 45 H 0T Wr (1) TP Al 1. Meraki 3% #2485 FH T-1Wr NetFlow
03 A BRI 11 4729,

P4 R
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(A3 FE WY 4% % % e & H b ERSPAN #5451

Cisco Secure Workload ERSPAN ZE$ #5424t H #8 ERSPAN & if Ml &0 esthhe; Mk, LFAdH
Cisco Secure Workload fif#t 4R 7 ZEAEAC AL L L B ATA0 H AR 2315

+ 42 SPAN X182
4 ERSPAN & #8848 2> n) B — > SPAN fLHE. Cisco Secure Workload SPAN AL J& i B Ky
L Ab 7 ERSPAN H4 4, [#) % #8 Cisco Secure Workload f8FE: 5 ER} H A% ERSPAN 25—+, ‘B4 1%
B, KRG, BT H I Cisco Secure Workload ACHE —FEAN AR . 5 %5 o] #REAS
PN, eI S AAT A R sl bz L5 B
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ERSPAN [1] Cisco Secure Workload y3: \ % £ & £F N #3247 =/~ ERSPAN Cisco Secure Workload i% %
VM. BT S IE R EAN A AR OVA 8 QCOW2.
RN IEFE S AAE T I Docker #1817, LA L1400 T —4 vNIC FIPA vCPU W%, &AL
PR A
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10: 7£ Cisco Nexus 9000 - FECE ERSPAN &

Enter the configuration mode
# config terminal

Configure the erspan source IP address
(config)# monitor erspan origin ip-address 172.28.126.1 global

Create and configure the source erspan session
(config)# monitor session 1@ type erspan-source
(config-erspan-src)# source interface ethernet 1/23 both

(config-erspan-src)# source vlan 315, 512
(config-erspan-src)# destination ip 172.28.126.194

Turn on the monitor session
(config-erspan-src)# no shut

Persist the configuration
# copy runnin-config star'tup—conﬁl

IR IRAIE T ID 4 10 (1Y ERSPAN 2. ACHH UK Bi (58 % 10 eth1/23 [MiLL & VLANS 315
512 ERIm. AZBAZWISME GRE %UE LIS TP Huhlhy 172.28.126.1 CAZH 2 AT AL L3 4%
Cshl) , Hbr P #idhk o 172.28.126.194. iX4& ERSPAN VM A& ) IP Hihkz —.

Cisco Secure Workload SPAN X i LLALBE$E 18 [¥) ERSPAN RFC H T i& 1) ERSPAN 1. 11 Al 11T 284k
Yoo, PR, EATAT DAAL R RN £ T A4S % ERSPAN $idlify,, 76 AF54 REC bRy b, &
T LA B VMware vSphere 73 AT A2 4L (VDS) 2 1 /¥ ERSPAN 44 (0.

i & ERSPAN 5B B 1Ak T B 2R N

17413+ ERSPAN J (155 I1/VLAN 513K . HAR SPAN /RGN AL vCPU, HAIEWRES 4K
AR, AR ) A BERE I8 BV W SRAREE B E s G i SL A BERR U, W4 BoRAE
FERE IR IMHEAREE” (Deep Visibility Agent) UL “ARPEEHE{L K7 (Agent Packet Misses) [&]
o

XFF- ERSPAN 0K (5wl i, m] LAEI ACL Smg Gl filter Mt & OCHEEY) AT SRS 40 1)
%,

WA AL FE, ] DARC B ERSPAN Y5451,  BME X ERSPAN i (0 1) B A& i i ot (MTU) CER
IEIE 4 1500 F45) , GBS EELE mtu SSHET . IR PRI 0 25 S50t 15t T ERSPAN 45 58
A, (HANS 52 SPAN ARERF gk, RUOMAREE A AR S8 R i B v 50 . J iz,
HEAZ MR 160 FA5 2. 458 ERSPAN A S PR EANME S, 1S P21 ERSPAN RFC.

ERSPAN H = /ANAS . IRASEAIK, ERSPAN bk JFE5ERMK. RRAS T AT T Se /7% ERSPAN Hf £ i
H QOS Mg, JFieflt—28 VLAN SR . 2 3 &2 WE . oA 1 HE 2 RSB i BRI
Ao HAR Cisco Secure Workload SPAN RIS RKF I = ANMAS, (HHFre N IA S H ERSPAN JitAs
TT RITIT s 0 4545 AT AT BA M S o
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)

ERE CentOS 7.9 /& Cisco Secure Workload 3.8.1.19 K¢ 58 FLARAS H i N R34 25 je U5 45 I VT 58 E R 4

Cisco Secure Workload 3.8.1.36 JT4f5, #1F&%: N AlmaLinux 9.2.

I

JA BN VM JEE SPAN AR AR A (U R SR 2 LB ia)D SR ER T 3R [0 D404
AAFAEAT TR 1o D, ) e 2 (K ME— IR AR il A i 65

VM ML ITILERE RS 2 T Docker 528 M« RAIEATHT centos:7.9.2009 [ Docker B, AATIF
TCP/UDP i [,

)

E® M Cisco Secure Workload 3.8.1.36 J14f, 2281247 almalinux/9-base:9.2.

Ak, BIAEHIEARIR (TG - privileged 135D i_E NET_ADMIN BEgia4T
—RBWNE, BPNE PRGNSR AR

G TAEEHLNIZATHY Cisco Secure Workload 4 REE ¥ I A7 HoAh 2 4y i 00 18 A T-7E Docker 7 #%
INiZ4T 1) Cisco Secure Workload SPAN A,

SPAN fUHEAE “4EREN MR FEMER ” (Monitoring/Agent Overview) UL Ifii HP /s AR SPIRS )G, BFXT
ERSPAN JERMLBATEATEENE, H P ER S siZ B L. IR B KA, S AR AR,
DA A5 B AT B T A B 0 )

IEWEONT, /£ VM L
* systemctl status tet vm setup 75 A SUCCESSIE HRAS ARG RS ;
* systemctl status tet-nic-driver R WESNARSS;
* docker network 1s fREF HANMZE: nhost. none 1=~ erspan-<iface name>;
ip link SRR,
docker ps IRt ZANIEAEIEAT A4S

.

® docker logs <c1d>f§‘a qu:/ﬁ/u\ INFO success: tet-sensor entered RUNNING state, process

has stayed up for > than 1 seconds (startsecs)

® docker exec <cid> lfconflg/\?ﬁttkgj\%gfj (£T[jf§[jﬁiﬁb>

® docker exec <cid> route —n*&%%%ﬁikﬁﬁ?%:

* docker exec <cid> iptables -t raw -S PREROUTING 5 -A PREROUTING -p gre -j DROP;

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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B =

gﬂ;’%iﬁi’ﬂ;*lﬂjmh}c_\i, f}%*ﬁﬁ /local/tetration/logs/ tet vm setup.log EPH/‘]EBEH&Z!—\EI%,
fift SPAN A 254550 8 R I i AT o

ATy A A B /3 2 ) S8 T LA ) docker exec iy 4K AL LIS AT AOAREREA T M B HE R -

® docker exec <cid> ps -ef T&;ﬂ:[:ljj\]/]\ tet-engine, tet-engine check conf ;’;15”%[][#]/[\
/usr/local/tet/tet-sensor -f /usr/local/tet/conf/.sensor config SEf (—AN A& root user,
J—A 2 tet-sensor F ), DLEEFRESPESE /usr/bin/ python /usr/bin/supervisord -c
/etc/supervisord.conf -n QQWUO

® docker exec <cid> cat /usr/local/tet/log/tet-sensor.log Ez%’ftﬁ%ﬁ/‘]a?f\,

* docker exec <cid> cat /usr/local/tet/log/fetch sensor id.log ‘B/~fQERAIVEM H A&,

® docker exec <cid> cat /usr/local/tet/log/check conf update.log WoRICE BT H &
WA BE, EREASRNIMNGmLEN )G, nTLUEH] tepdump 15 10E H A8 ) L :
1. i#id docker inspect <cid> | grep SandboxKey 2 75 85 [ W 4% fiy 44 2% 1] (SandboxKey)s;
2. WE BRI M 4 iy 4 2% 8] 4 nsenter --net=/var/run/docker/netns/...;

3. IA¥E eth0 Y& tepdump -i ethO -n.

BRI

Lo PR I

— Cisco Secure Workload 7 N i% & BRI A |3
ERSPAN % #2285

— AN (BEIEED R85 K ERSPAN 32285 [ 24 (TaaS b 12)

Cisco Secure Workload _| 155 Kk ERSPAN i%#:4% | 450
24

T [ %55 B 58

i [ ZERE 2525l Cisco Secure Workload 2L 2 i I e

EREER 15t AR BEEIIZE LERE
AnyConnect MIEF} AnyConnect M 4% W #L1: | Cisco Secure Workload i3 A

Bibe (NVM) B NS, JF
AT R Y i

ISE WAEA I i Cisco ISE W £+ ¥ | Cisco Secure Workload 1 2%
P& A = s 8, A A
J B PR A 2 bR%E (SGL) 5
28 T

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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AnyConnect 3538 .

A RPTH BB TR B, 1S PSR A B4

AnyConnect jE§£38

AnyConnect JE 85 I 217173 W 48 nf LB (NVM) 1988 AnyConnect 22 4% 8l 7% P i [ 24
Uiy o JEIHE AR %, ENC TR & FISAT AR AR EE, 5 NVM 2 LU IPFIX A% X i
£E8s (W AnyConnect JEH:4%) KIEFHL. B IORGRICHK .

AnyConnect 8% W AT LR S D 6g .

1. {EJ8F} Cisco Secure Workload ¥4 RE4N 2 (SCRFIAH Pk, Blana=HL. 104 g a8 g
TFTHL) M4 AnyConnect X .

2. ffH] Cisco Secure Workload M x££ v 85 B 422 L1k i .
3. KX &un G H RAS B k23] Cisco Secure Workload W #S .
4. EMIRIELE AnyConnect FEFEA% MR IR 2 1 AE Rt i A i R TR R

5. fFH 5L B S R AR R IR 8 2 H s U7 M B (LDAP) J& PRk brid om0 1P 3t
hk.

Figure 11: AnyConnect 1535

@ CiscoTetratien® TR @ Moritoring - @ - & -
- Yo do ot havean actvefcans, e valuation pro wil s on Sun O 202013 25:32:37 GITS0000. Take o
= AnyConnect @ <Browse Connectors AnyConnect enabled at Jul 25 030619 pm (PDT)
v Info IPbindings  Endpoint  LDAP  Log  Troubleshoot
@ Listening for
a IPFIX on 172.29.142.107 : 4739 / udp
Q
AnyConnect [
=
Enabled on July 25, 2019
s
3X Tetration Data Ingest Appliance
Enable Another
Delete
Capabilities

Flow Visibility  Process Annotation
User Insights | Endpoint Insights

Inventory Enrichment

il
cisco

https://esx-2106tetrationanalytics.com

f+ 24 2 AnyConnect NVM
AnyConnect NVM HAH ] iy 81 &1 58 24 i R AT 4T 24 B rT AR RO 45 o e AN 28 i AR 0 46 LU T 1 5%
IE S

1 REERER: B/ Ak e,

2. AP1ER: SUWOCHKHI .

fii EFETE;E AT Cisco Secure Workload H955E 1588 .


https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/anyconnect47/administration/guide/b_AnyConnect_Administrator_Guide_4-7/nvm.html
https://www.cisco.com/c/en/us/products/security/anyconnect-secure-mobility-client/index.html

B B FIEZIEEF F Cisco Secure Workload %28 I

. (A& & AnyConnect NVM

3. MAEE: SHCEERE.
4. (IEEE: MEfCENE R .
5. B#riE®: HFRM FQDN. AnyConnect NVM 7L 1% 3 F2SHY ()30 5%

NVM i3 AR

h)a'
E-I E

2R B4 2 L, IR 4 b (UDID),
LWL BAERGARR . BlE RGP
i

EOICE Uity AN TR AR OS5 B, A5 245 UDID.
i% FIME—ARIRST (UID). #2105, 280
B4 P50 MAC Hudilk,

piRlatd- e A BRI E R, A&
UDID. #:11 UID. Fuycdl U/ Hbx 1P/ 1A
O« AT R RS HPER
FTH#51f FQDN.

bl-

BRIl s AR LA IPFIX PRisas sUAE i 2 o MR b T2 A5 M4 (NH/VPND HRiRf,  AnyConnect
NVM 2451058 G H 2R E MR 25 T . AnyConnect 35 1 882 — AN IPFIX Bkl I b
PRk AnyConnect NVM ] IPFIX £ d#7i o

)

Note  AnyConnect 34 8% 3 #F 4.2 K UL ERRAIH R AnyConnect %2 48 5% /7 i (1) AnyConnect NVM.

tn{a[Bc & AnyConnect NVM

ALIE NVM ig3R

Al F] Cisco Secure Firewall ASA ¥ Cisco Identity Services engine (ISE) 2K 52 i AnyConnect
NVM (697 B ], 2B AnyConnect NVM SR, #5558 NVM BLRS, NRE NVM ALTE
S IR HAER B2 AT B AnyConnect %22 5% P o () 280 b, JFRH e de 2 b AR e
NVM BCE SO, N2 IPFIX WAEAR B E ¥R 1) i 11 4739 _F1¥) AnyConnect i #:45 .

AnyConnect #8318 23 1E 4 Cisco Secure Workload AnyConnect 182 1] Cisco Secure Workload 73/} »

AnyConnect #8525 4b# AnyConnect NVM id3%, 41 F iR

Kimitx

W Ziid 3k f5 . AnyConnect A 25 H 1% 2 ImiT IF A Cisco Secure Workload 1] AnyConnect 18

. AnyConnect ZEH 41T FI NVM 1 5% A7 75 (1) 283 € 15 5 BA A& AnyConnect ZE82 85 (1 UE 45 k3 it
i VEME )G, W LE Cisco Secure Workload HH 61 5 Horh — NSRS VBT idE e, BIW] )3 H

20 () EAR P 1T . AnyConnect HEREAS SR I Z L 0 (175 3) (Fdsk) » sEW (20-30 7341 iz

Ui XF W (1) AnyConnect fCH 5 R IEATEN

. B B F1EIE1E A T Cisco Secure Workload HIiEESS


https://www.cisco.com/c/en_in/products/security/adaptive-security-appliance-asa-software/index.html
https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html
https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/How-To-Implement_AnyConnect_Network_Visiblity_Module_Rev2.pdf
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windows isaoEE ubiD [l

AnyConnect NVM M 4.9 FFIA R IEARIRRA . BRIMEGL T, AnyConnect Z35il-7E Cisco Secure Workload
N AIRAR 4.2.x0 IR F 7R SC R BAR AnyConnect NVM JRAS . 6 T-RA Ay 4.9 85 & A
AnyConnect Z3jij, Cisco Secure Workload - AHM. ) AnyConnect AN Wl 75 55 B 2 2 R AR o

\}

Note  AnyConnect 3 225 [FJ A A2 Cisco Secure Workload f54]. 7t Cisco Secure Workload UT | T4
AnyConnect £ CHLIK XA 24

EOiER

FE R 1) 1P Mk AN AnyConnect NVM 452 FUCSR IR — 853 o 45 1) TP Mk 71 % 4% IR
TSI UA N Zeiipiit I e 1. — HUfie THe 1 TP Huhik, AnyConnect JE#:4% il & 1% & i T A1
PO sess e i (3L 1P Mhik CUfffisE ) Ai% 3 Cisco Secure Workload FTIC B AR SS #% . IXFERiHF VRE
5 U Rk, Tl X ez 1 4 N P B SR B AE K bR i o 1% VRE .

IR

WEIIC R G, AnyConnect JEF: 45110 K #5404 Cisco Secure Workload AEWSEEfR (11450, JFll 5
1% 2 0 N B T 1H % FlowlInfo. B4, ‘B STEARAF A id s A5 iR s B 1Ak,
W LDAP BoE 4 t45 AnyConnect HEFERS, B e 2o S s H P ) CBCE LDAP JEHERIE. X
SE R PE S R AR L 2 1P U MEAH QIR . ERRAE B P AR 25 2 9t e B 1% 21 Cisco Secure Workload

\}

Note  #j4~ AnyConnect B2 HAl it — A VRF (¥4 0t/4% /35 . AnyConnect 3% 12 24 1 1) 24 i F1 4%
AR Cisco Secure Workload H A VRF L& 5 VRF K<Hk. AnyConnect EFZ2HCHRR
AnyConnect i T H W9 JE 17— VRF. ZHRPEECE VRF, %% : B (Manage) > K12
(Agents), 2R iihBLE (Configuration) M. ZEBL I “/CHEIZFE VRF BLE ” (Agent Remote
VRF Configurations) #4> F, rihi “BIE#HCE " (Create Config) JFHE 4 & AnyConnect #4511
AMEE . IR REORAI T fefit: VREARR, 2B TALIP 54, LLACAT RE 1 ZEAF A AL I i 5 1)
Uiy 115 Y

Windows #i5 F HJZE £ UDID

Wi SRS A A — AN B S B e B ), I8 A AT v B 24 1) UDID #8451l g2 AR Rl . 7EiX

LR, AnyConnect 38243l AR R [1) UDID % 26 2 i 2 i A diigic s, 8 HI AR [H ¥ UDID £

Cisco Secure Workload FyF X261t 5. i Heads NI Se & ui S 4z L1/ sk, a8 Joikafi e

Cisco Secure Workload -] IEffi AnyConnect fXEE R GRS « IERLA84 I A3 £ DSR2 — > 2
CHAHE) -

N TR, AnyConnect NVM 4.8 JRAE ML T —4~44 % dartcli.exe i T H, H T & EA 4k
KT A2 B UDID.

* dartcli.exe -u £ 24 1) UDID.

* dartcli.exe -nu T HT A 5400 [ UDID. BEiaAT ik T B, iEHATLL TR,

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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B =sas

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe

UDID : 8DODIEBFAOABO9BE82599F10068593E41EF1BFFF

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe
-nu

Are you sure you want to re-generate UDID [y/n]: y

Adding nonce success

UDID : 29F596758941E606BDOAFF49049216ED5BBIF7ASL

C:\Program Files (x86)\Cisco\Cisco AnyConnect Secure Mobility Client\DART>dartcli.exe

UDID : 29F596758941E606BDOAFF49049216ED5BBIF7AS

EHES
AnyConnect #4523 8 W% AnyConnect Z35i 9% 7= b (b FE PR ORI P bR 25

1. H#HFRREE: RS S 0B, AnyConnect EH S S A HAEAHWAE Y (1% IR IO BERE , I AR A%
(1) o P R A L 1 P A 2% o (1) BB R R o

2. APERZE: 5 2 478, AnyConnect i A A ILAEAHLZESY 1) LDAP H ' bR%8, JEEEHTIX
L6 TP Huhk F G H P RRAS

X P AR%5, AnyConnect #2458 2 G L ZH 23N B I 7 (1) LDAP JE AR . 5 ] AnyConnect
HRHERIE, WML LDAP BiE IRSSa%/0m 5 S AR 3RIEE. B 2MEE o 1t
Ab, B LLERAEFH 5 1) LDAP JR45#5 1 LDAP H P 4E1E. #F AnyConnect #2457, LDAP /4%
MR 7%, FitgAs s, 80, 7L LDAP uk+ Bl i yj i) LDAP k4545

)

Note  AnyConnect #2555 24 /MGG — AN B A LDAP BRAE . A5G 7] 76 B2 4% 1) LDAP it &
=

WNMATEC B i HE AR
AR B IE S, WS PR S R B % . ks B VLU PR

* LDAP: LDAP [t & SCFFRIL LDAP JEME, I3t TAERFEARIE RS I 44560 . 1) J 14 DA BNy
R PRI % 6 NMEMEPIR . AREZER, ESHEN.

© K ARHAER, WS LN E .
c HE&: AXREAGER, WS HERE.

ek, mTLE R fe VR 2 LE Cisco Secure Workload 132 A % 4 77 1] Docker 25 8% I 58 8% 4% | IPFIX
PR o o JE LR RS (IR ES 1D BRI L SRR 5 R, nIE R Lk
4. RS ID W {E Cisco Secure Workload UL HHFIIERRS DU BB AOCTHEAE R, 1EZH
update-listing-ports.
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PR I

ISE E#x27

wil [

¥R PR il
—A™ Cisco Secure Workload 7 AN ¥ £ L&A |1
AnyConnect EF 2550
—ANFLP GRYEFED  Ef K AnyConnect &8 |50
A
Cisco Secure Workload _I [] K AnyConnect i%#% | 500
A

Cisco Secure Workload " 1) ISE iE #2841 HI EURR Y- & AC #e M % (pxGrid) 5 Cisco Identity Services Engine

(ISE) 1 ISE #¢5h 5 4y 3% #2898 (ISE-PIC) #E#2, LKL ISE 75 1Y & bt (1)

ISE L& AT LL T I fiE:

1. ¥ Cisco Secure Workload [-iF MR ISE £ um (454N & b

== NES
H VA,

B, Blnocd.

2. 9 Cisco Secure Workload A5 ¢ i i) e B (5 B, 1 MDM PE4145 B G0 KiE. 244

Fr%5. ISE 414 FR AT ISE 41287,

Figure 12: ISE y&4£32

Connector
ISE @
Info  ISElnstances  LDAP  Llog  Alet  Tro

There are no ISE Instances configured

Enabled on January 6, 2023

Edge Appliance

Delete Connector

Capabilities

User Insights

Inventory Enrichment
Endpoint Insights

Software Compliance Posture

MDM Insights

WA SR DRI SRS, G5 &/ ISE LA Lo

ubleshoot

Add ISE Instance Config

fii EFETE;E AT Cisco Secure Workload H955E 1588 .


https://www.cisco.com/c/en/us/products/security/pxgrid.html
https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html
https://www.cisco.com/c/en/us/products/security/identity-services-engine/index.html
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B varssszs

\)

Note 45/ ISE 3328000 A VRF JEMFR i FIHE 11, ISE 8228445 10 £ 0 422 11 23 M40 Cisco Secure
Workload H fF)fCEE VRF ft & 5 VRF AHRHEE,

SO BEACE VRE, M SHUE S H ik (Manage) > TE £ (Workloads) > {X 38 (Agents) ,
SR 5 i BLE (Configuration) Ei k. 7RI K IRITIZ VRF BLE (Agent Remote VRF
Configurations) #i7> F, fiiliIi2E B (Create Config) 424 5% ISE M8 IVEAIMS K - VRF (1)
FR S REACHRE MRS IP T LA AE Cisco Secure Workload | i3 Mt ISE v fld: I o

\}

Note [SE im/CHIRLERIBTIZR (Agents List) T L4 Mk, wTLLAEEFE (Inventory) T IH L&A H
17 B L) ISE it

AT EC B R

\}

Note i i 75 %24 ] ISE A 2.4+ F1 ISE PIC A 3.1+,

ARG B IR S, S PR S B % . 0T ISE 44, SCHF IPv4 H TPV UM
O Huhike EIEER, XOER S — T RE

B EAVFLLU ML E

* ISE 4 (I1SE Instance):  ISE H4% & i) UG ISR AL (1 B 12 2 ISE (2 ALl RS SEpI#R i
L ISE UEFFEUE LS LA RIS A A e H ) ISE. A OGTRANME R, 1S ISE SEBIIlE .

* LDAP: LDAP FCE SCFf AL LDAP J&PE, FFR U] F 1855 A1 ™ 44 % W K s R 1R AR BA
TN PR e 2 AN R PRSI . TR AE R, TSR,

s Hi&: BAXRFEHER, ESHLimilE .
Y

Note [SE %% % <>ifiid getSessions APT W FH&ERE, LLSREUZIN [0 B A B PG 1%
)& . ISE LA — MUV, T3 H PxGrid 32T f7 35 ¢
Uity 5T () 1l A2 R

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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ise e [

ISE LIECE

Figure 13: ISE 2| EL &

@

\)

Note )\ Cisco Secure Workload it A 3.7 JF4&, Cisco ISE pxGrid 7 £ f#) SSL iiF 15 7552 I A5 i 1 AR % 44
FR (SAN). Hfif ISE 15 £ P IERC & i ISE A B L 5E i, ARG FFHUT 5 Cisco Secure Workload [1)4E

hk o
FLIGAUE pxGrid T5 5 FAE B IS S R E SAN, BT ZHAT DL EREN R B ISE [FAE BT
1E.
Procedure

L1 2B (Administration) > &4 (System) FIFIESH (Certificates).

PR 2 /EPEE (Certificate Management) T, & RSEIES (System Certificates), #+ “fliH#” pxGrid
W, RIGEFEE (View) LLAF pxGrid 15 2iE 15,

W3 BWANED, MRNZIEBEE T E8& A
LB ZAUEB N A PE AR (CA) 2558, ZUE PR LIIIE W 2525 T Cisco Secure Workload
ISE #4435 1) pxGrid & 5 it ik .

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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Figure 14: 535 ISE pxGrid %5 &53E B9 52451

Certificate Hierarchy

ce-ise27.

ce-ise27. N

Issued By : ca.“.com
@ Expires : Fri, 2 Aug 2024 19:19:37 UTC
Certificate status is good

Organization Unit (OU) Tetration Engineering
Organization (0) SBG
City (L) San Jose
State (ST) California
Country (C) US

Serial Number NN C0:C2:03:1B:D5:80:57:00:00:00:00:00:
0c
Subject Alternative Names 1P+172. SESSSSSS |P:1 SN DNS:ce-
ise27HEMNDNS:ce-ise27. NN

SRS U, AT LUAEAET 235 T OpenSSL 9 EHL LA BU R E B pxGrid 207 S iE 52844 11K

[req]

distinguished name = req distinguished name
req extensions = v3 req

x509_extensions = v3_req

prompt = no

[req distinguished name]

C = YOUR COUNTRY

ST = YOUR STATE

L = YOUR CITY

O = YOUR ORGANIZATION

OU = YOUR ORGANIZATION UNIT

CN = ise-connector.example.com

[v3 req]

subjectKeyIdentifier = hash
basicConstraints = critical,CA:false
subjectAltName = Qalt names

keyUsage = critical,digitalSignature, keyEncipherment
extendedKeyUsage = serverAuth,clientAuth
[alt names]

IP.1 = 10.x.x.%

DNS.1l = ise-connector.example.com

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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ise e [

30547 “ example-connector.cfg” , FFEAEH] T ) OpenSSL i 4 id LA iy & AE Bk 425 44
iH3K (CSR) AUEASAAH

openssl reqg -newkey rsa:2048 -keyout example-connector.key -nodes -out example-connector.csr
-config example-connector.cfg

WIE6 1 CA fiTH Windows CA RS54 K2 FE T2 411 3K (CSR).  WIEREIETE T H Windows CA Ik 55 %%
WIEAT LA R v Aok 5% pxGrid % /7 5t ) CSR.

certreq -submit -binary -attrib "CertificateTemplate:CiscolIdentityServicesEngine"
example-connector.csr example-connector.cer

Note  Windows CA 5 Z i UE P BIR . AR ML 5 IR 9 fg

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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Figure 15: iE$ #8245 B9 52 F SR BEH &

Cisco |dentity Services Engine Properties ? X
Subject Name Issuance Requirements
General Compatibility Request Handling Cryptography Key Attestation
Superseded Templates Extensions Security Server

To modify an extension, select it, and then click Edit.

Extensions included in this template:
-] Application Policies

D Basic Constraints

DCeftificate Template Information
D Issuance Policies

Key Usage

Edit...
Description of Application Policies:
Server Authentication =
Client Authentication €=
0K Cancel Apply Help

FBT KON il A PEM kX 0H CA ZHIEI =N L. X548 i CSR ARV K EH LA
7], {4 H OpenSSL LARf{R-% S 3iitiiE 54 X.509 PEM #& . fifH OpenSSL iZATUA Fr 4, 454
(1% i e X.509 PEM 4% 2.

openssl x509 -inform der -in example-connector.cer -out example-connector.pem

SR8 LU LUE A LT a2 8k i CA 28441 PEM.

. il B FNE18;E A T Cisco Secure Workload HYiE1£58
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ise e [

openssl verify -CAfile root-ca.example.com.pem example-connector.pem
example-connector.pem: OK

Note 5 - ] pxGrid F)Z 71 & ISE #B%, Frf pxGrid 7 s AR 24541 F T Cisco Secure Workload
ISE R HIETS o

LB A LIRREIRI 4, ¥ ISEISE client cert - example-connector.pem.  client key - example-connector.key
F1 CA - root-ca.example.com.pem & il %] Secure ISE Be & v FAIAHN. T B TAET#, W FFs.

Note  7r 712 3| Cisco Secure Workload [ E# iR A Z 1T, TEMCRMIER ISE JE8:4%,  DUEMIBRAT (o B
AECEESE . THRGERE, AN el 98 2ok L & ISE &34 .

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .



LB FEIEE A T Cisco Secure Workload B |

- IRELES

Figure 16: ISE 1% 82 Bl &

Create new ISE Instance Config

MName

Mew ISE Instance

ISE Client Certificate

Enter Client Certificate
P
ISE Client Key
Enter Client Key
s
ISE Server CA Certificate
Enter Server CA Certificate
s

ISE Hostname
se.acme.org

ISE Node Mame
Se.acme.org

Ignore ISE Attributes (optional)

Choose one or more

ISE IPv4 Subnet Filter (CIDR format) (optional)
172.26.231.140/23

ISE IPv6 Subnet Filter (CIDR format) (optional)

2001:db8

Cancel Config Creation I Verify & Save Configs

Table 2: ISE £S5 L E

FH

15 AR

ZFR (Name)

N\ ISE SEBiI 44K

ISE % /7 itiiF 15 (ISE Client Certificate)

IR ISE % 7 i e 1S .

. il B FNE18;E A T Cisco Secure Workload HYiE1£58
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AL32 ISE iR

siseies [

FE 15t AR
ISE % )it 4 (ISE Client Key) SRR ISE & P a3 ] . 7 iy B L AE

WISCE ], HORSZ SRR Y.

ISE Hlt45#% CA iE1) (ISE Server CA Certificate) | = HIIFR G CA IF1,

ISE TH144 (ISE Hostname) N ISE FHL4 (FQDN).
ISE % 5 4 FX (ISE Node Name) i\ ISE 1 5544 7K.

2% ISE J& 1 (v (Ignore ISE Attributes MFNF IR FE— e Z AN ISE @1k,
[Optional]) WA )G TSE 175 04 T
(5 T B T

ISEIPv4 Ml &% (CIDR ) (Ali%) (ISE|#iAZA IPv4 1M LU JE ISE £t
IPv4 Subnet Filter [CIDR Format] [Optional])

ISEIPv6 ML &% (CIDRAEX) (A[i%) (ISE | ANZA IPv6 + M LAIL 3E ISE £
IPv6 Subnet Filter [CIDR Format] [Optional])

)

Note o W15 ISE M4 A8 F (12 TP Huhk i A2 FQDN, JUI 48 ISE CA iiF SAN Hiff IP Hudik, 75
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Figure 17: ServiceNow %3532
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(\; Cisco Secure Workload oocat -+ @u 4. | W

You do not have an active license. The evaluation period will end on Thu Jun 02 2022 20:41:16 GMT+0000. Take action now.

ServiceNow
Info ServiceNow Tables Sync Interval Log Alert Troubleshoot
‘Add ServiceNow Table Config
ServiceNow =
et ]
> arsvemiatmpsn ciive A

Endpoint Insights

Software Compliance Posture

W{aT AL & ServiceNow 1E3E3S
BRI EUBSIELR, ESMIERSRENRS. EERS LAFLITRE .

* ServiceNow #: ServiceNow L E ServiceNow S fFETIE DL A2 B2 M P REUEE ) ServiceNow
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Figure 18: ServiceNow 25 &

(D Cisco Secure Workload ®Default ~ @ L. | U
= Back to Connectors

Connector

You do not have an active license. The evaluation period will end on Thu Jun 02 2022 20:41:16 GMT+0000. Take action now,

ServiceNow

Info  ServiceNow Tables  SyncInterval  Log  Alert  Troubleshoot

E n w Add ServiceNow Table Config
.

ServiceNow :
M s s
Mar 8 12:27:41 pm (PST) Active 7]

l Instance URL  https://ven02560.service-now.com/
Include Secripted APIs  + enabled
Tabletoquery  /api/caci/linux_servers_test/linux_servers_test
Table IP Address Attribute  ip_address

Table Attributes to Fetch  host_name

BfiJ5, Cisco Secure Workload £ & ¥ >K 1 ServiceNow Z#I R ALL REST API T H £ (X458 H

T “fIIEIATE AP1” (Scripted APIs) &IEMERS) o ‘el Eon LR R RYIZR, — H g
7, Cisco Secure Workload 23 13K RIS A RALH Frkde. H P ik H 4 1 ip_address
JEMEAE . Bl F P T DUAR P IESS 10 AME— g3t ARAPE, 1HSH K.

\}

Note  ServiceNow %% 4% H At S 75 AT IP #bik (IP Address) 7Bt £ k.
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ServiceNow fIfe & .
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Note i L ServiceNow JHIAft REST API4E i, 87 5)r H] “ AL API” (Scripted APIs) & 3EHE, X4
TSR 5 T AL RAR A TAE AR

Note  Zifififlji A {k, REST API 5 aServiceNow A 4, JHIAML REST APL NAEAT 42540, thAh, A
1k, REST API 24552 £5K4 sysparm_limit. sysparm_fields #0 sysparm_offset /1 4 A i) 245 .

Note  ServiceNow H] )™ £ 4 A 25 AU ] T2 i) emdb_read 11 -1 4<1L, REST API ¥ web_service_admin,
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Figure 19: €32 ServiceNow R &

Modify ServiceNow Table Config

@ Enter Configs 2 Select ServiceNow Table 3 Select ServiceNow Table Attributes 4 Review and Apply Configs

Instance URL.

https://ven02560.

Include Scripted APIs
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Figure 20: Cisco Secure Workload }\ ServiceNow SZ5|3XELR IS 2

Modify ServiceNow Table Config

@ Enter Configs —————— e Select ServiceNow Table 3 Select ServiceNow Table Attributes 4 Review and Apply Configs

Verifying initial configs and discovering dynamic attributes

It may take a few minutes. Please wait...

Cancel & Discard Changes ] [ Previous

Figure 21: Cisco Secure Workload & =53

Modify ServiceNow Table Config

() Enter Configs ————————— (@) Select ServiceNow Table 3 Select ServiceNow Table Attributes 4 Review and Apply Configs

Table to query

Linux Server

Cancel & Discard Changes ] [ Previous ]
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Figure 22: i%3% ServiceNow 3 & 1%

Modify ServiceNow Table Config

(V) Enter Configs () Select Seri i Table Attributes 4 Review and Apply Configs

Table IP Address Attribute

‘ ip_address

Table Attributes to Fetch

(ost_name * ) zsset_tag * ] oa_version

disk_space

Cancel & Discard Changes ] [ Previous ]

Figure 23: EEF N B E

Modify ServiceNow Table Config

\Q) Enter Configs @ Select Servi @ Select ServiceNow il o Review and Apply Configs

Username  kikikxk
Password ~ kkkkkxk
Instance URL https://ven02560.service-now.com/
Include Scripted APls + enabled
Table to query cmdb_ci_linux_server
Table IP Address Attribute ip_address

Table Attributes to Fetch host_name asset_tag os_version os_service_pack cpu_name cpu_speed disk_space

A-3E ServiceNow i2 3%

MR PG AEBE B P HE 554 URL, ServiceNow 1EHz88 441442 2 ServiceNow 3545, ServiceNow 345
il https://{Instance URL}/api/now/doc/table/schema R H HTTP fH, LMEMN
ServiceNow £ API FEU VAR LM . RIGEE IR, TBEUIXLER LIFEL ServiceNow Fr2/TTEL
P& . Cisco Secure Workload £ ServiceNow b2y E R B H ¥ P~ it IP Hbhik. ServiceNow & 2% 4
EWIERBUHFRE 58 Cisco Secure Workload %77 .
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Figure 24: 5% [E|[REC B

(@ Cisco Secure Workload ®Tetration @ L. |
H Back to Connectors
You do not have an active license. The evaluation period will end on Thu Nov 18 2021 11:50:41 GMT+0000. Take action now.
Connector
ServiceNow
Info ServiceNow Tables Syne Interval Log Alert Troubleshoot

Data fetch frequency (in 80
minutes)

™ Ol el | OB e
x|

%
Delete entry interval (in 48

multiple of fetch
frequency)
Enabled on August 24, 2021
Additional Rest APl url sysparm_exclude_reference_link=true&sysparm_display_value=true
params

& Tetration Edge Appliance

Delete Connector

Capabilities

User Insights
Inventory Enrichment
Endpoint Insights

Software Compliance Posture

5 Cisco Secure Workload #1 ServiceNow B8 418 & B =57

YE %358 1% Cisco Secure Workload ServiceNow ZE 2 85 4E Al ServiceNow SEWIEL % J5, L2 BRIV
T TR B s RS EURT TP Mk A

o A% BN T M Cisco Secure Workload %] ServiceNow H¥ii I 443 5 ServiceNow SE41i# {5 .
1 FH 1 1P Hb ik 5 ServiceNow S5 F 2 B 1)+ [A] o

o NSBRIPHIE L D 443 F1 9092 5 Cisco Secure Workload SERFIH (S . 1# F A Kafka Huhbts 5
Cisco Secure Workload £E#f 714 Kafka-1. Kafka-2. Kafka-3. Kafka-1 FQDN J¢ & fHbhbAH I .
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3. isfTind

&4k P89 VRFID

iR E TR RONIZ P 3 FR R AT LAV ) i L e SR S S (Platform) S5 IR A (Tenant) 50
M. ML /s S ATACE T A FL7 F VRE. AOCHEIE R, WS “H” .

(ERLP U b, 0 0 1D B ) vif ID.
FiaiREm< Ul

BT i) R P B A A A F T, 35 M Cisco Secure Workload Web FHIH ) A2 SRS b 1 5 e P HE
f% (Troubleshoot) > # 4P % R 1285 (Maintenance Explorer).
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N
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Figure 25: “#E{P%EEIREE” (Maintenance Explorer) £ 15+
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@ CiscoTetratien EZZIRA © Monitoring - @ - €%
w You do not have an active license. The evaluation period wil end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now

& Syslog @ <Browse Connectors
info Syslog  Severity Mapping

Syslog connector enables streaming of Tetration alerts to Syslog server

» Enabled on July 26, 2019

& Tetration Edge Appliance

Delete

Capabilities
Alert Destination

il
cisco

RN THERG HERS S R A Cisco Secure Workload 3R IR BRI E R . B XRTEAE R,
HZH A H ST E .

S AR i) 15 BA
i REVE 2 &8 2R 45 4 1Pl
*UDP
« TCP
AR 5588t hb FIF R4 HERS A 1P Hogksk 3=
Wl4a
im A B A HEMRSS w0t 1. Bk
N BN 514
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Syslog ©

°
everity Mapping
a Protocol  UDP.
Server Address
Port 51
s Enabled on July 26,2010

Delete

Capabilties

Alert Destination

Figure 28; 7= 151253k
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ntTime"
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0 tair value\":\

3,\"application_ic
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Cisco Secure Workload 3R =& 14

ARG HETEMS
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LOG_DEBUG

LOG_WARNING

LOG_ERR

LOG_CRIT
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Cisco Secure Workload 3R ™= 1% AREHE™EMN

IMMEDIATE ACTION LOG_EMERG

ATLMEH] “ R H GRS (Syslog Connector) T = E IERRET (Severity Mapping) Fi & K& Hutt
W . LB Cisco Secure Workload 4% )™ F P E PEATAAH N 1) R 48 H B e 2, IF 56 oo™
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SHAWR B TSI FI 3R
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Figure 29: 7% B A M= E 1S B & R .
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& Syslog @

IMMEDIATE ACTION | Alert

eeeeee

Gancel Config Creation Verity & Save Configs
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JAM G, Cisco Secure Workload 3214 £ i TAN AR 45 A] LA IR 45 2 il B R 354K .
Figure 30: B3 {4 %1% 88

(& CiscoTetratien EXE © Vontoring - @ - &% -
Lt You do not have an active license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now

& Email @ <Browse Connect

ectors
Info nai

a ‘ ’ .
Email connector enables mailing of Tetration alerts to one or more email addresses

» Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

RN GHLEMAT AT Cisco Secure Workload i (UC B LIS B A RTRANE B, TSI lEPFiE
SIFEFPICE .

Table 3: iR BAEFREMES FAIER

SEBM e il 15t AR

SMTP Username A H SMTP M &s#sH 1 44 . s HmT

SMTP Password TR FH 1 SMTP I 257 20 (b
CiRE) - WESHTiE.

SMTP Server A SMTP IR 45 3 1 TP Huhik il =414

SMTP Port 7 SMTP Mz 55 28 W i 11 o ERIA
il 587.

Secure Connection A TN SSL HF SMTP k4%
IR
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SEBR el 15 AR
From Email Address Ear FH TR IR AR s Ak
Default Recipients I DLIE 5738 e A s k471
*
Figure 31: iR {4 1 HE =R B BL B 151
4@ > 7=

» Enabled on July 27, 2019
dge Appliance

Delete

Capabilties
Alert Destination

Figure 32: TR 151454k

SMTP Server  173.36.13.143

SMTPPort 25

Tetration Alert - COMPLIANCE Enforcement Annotated Flows contains escaped for <application_id:5d3b41c1497d4f01facc2d0a>

 tan@tetrationanalytics.com <tan@tetrationanalytics.com>

T

Alert Type: COMPLIANCE

3853a6-862b-3192-84b7-6036d44200b4.
TICAL

er
{"field"
["ESCAPED"], "pro

ped for

<application_id:5d3b41c1497dafe1facc2doas

a744e497d4F446636FF13"],
‘consumer_scope_names": [ "l
}

Note * SMTP HI " 2 /30 A vl ik o AR 1 44,

F] SMTP Jl 45 %%

© WRCRIE LA R AR,

S PAEABAT AT S 3 AR DL R 12

) 3 3 A 2 A R AR AR R

© BOAMIE NSRS T AR EARIE AN an FEARE B i 28, ) UM 4R A o B B
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Lo

PR 1
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—™ Cisco Secure Workload 1125 1% £ _F it 55 KB

—_
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Figure 33: Slack 1558

(@ CiscoTetratien XX © Monitoring ~ @+ @8 -
. You do ot have an active icense. The evaluation period wil end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now
& Slack @ <Browse Connectors
L ‘ Info Slack

\

3
A Slack connector enables notification of Tetration alerts to users on Slack channels.
a A

» Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

alaln
cisco

TRAGAE Slack LKA Cisco Secure Workload 3R O & 1E4IME & A RFEME LR, 1ES M Slack

R PR
S AR et 15t AR
Slack Webhook URL ?fﬁ:.‘zﬁ F\Z{i;ﬁ\:i“ﬁ%ﬁ Cisco Secure
Workload &4 1] Slack Webhook

)

Note * 34K Slack Webhook, 15 %% AL .
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@ CiscoTetratien™  conNe ®Defaut - @ Monitoring - @ - @5 -

[ You do not have an active icense. The evaluation period will end on Wed Jul 15 2020 02:02:13 GMT+0000. Take action now

& Slack ©@ <Browse Gonnectors

@
SEdit || Disable
a Slack Webhook URL  #+sss+

Enabled on April 15, 2020

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

aliln
cisco

Figure 35: 71514k

2:51PM  Tetration Alert

Enforcement Annotated Flows contains escaped for
<application_id:5d3b41c1497d4f01facc2d0a>

Severity Type
CRITICAL COMPLIANCE
Alert Time Event Time

2019-07-28 21:51:49.117 +0000 UTC 2019-07-28 21:49:00 +0000 UTC

Root Scope Id
5d3a744e497d4f446636ff13

Details

{

"application_id": "5d3b41c1497d4f01facc2d0a",

"consumer_scope_ids": [
"5d3a744e497d4f446636ff13"

I,

Show more
PRI
Ei=tN PR
— Cisco Secure Workload i1%i% % FHm K |1
Slack ZER 251
—AHLP GRYEHD _EF#E K Slack 3285 1
Cisco Secure Workload [ #z Kk Slack #ERzas % 150
PagerDuty jE31£88

JaAHJG, Cisco Secure Workload 112 % 4% LX) TAN AR 45 n] LA FC & 7] PagerDuty A& 254%4K .

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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PagerDuty jE3£38 .

Figure 36: PagerDuty 1552

@ CiscoTetratien B @ vonioring - © -+ 6% -
. You do not have an active license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.
ES Pager Duty @ <Browse Connectors

o

Info  PagerDuty

& ;
PagerDuty connector enables paging of Tetration alerts

4

-4

& Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

il
cisco

TRAG T 4 PagerDuty & Aii Cisco Secure Workload 3R L & 1HE4IME & . ARFAEE, HS
[ PagerDuty i &IFEFHCE .
SHEAR il 15t B

PagerDuty AR 55 % $A T I+ PagerDuty [ #i% Cisco
Secure Workload &4 1]
PagerDuty k5% 4.

Figure 37: PagerDuty 1% 88 W9 B & 7R 451

@ CiscoTetratien N © Vonitoring ~ @+ @5 -

Pager Duty & < Browse Connector

o PagerDuty

b = e ¥ E

PagerDuty Service Key  ++sarses

Sl 2
cisco

fii EFETE;E AT Cisco Secure Workload H955E 1588 .
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Figure 38; 7= 15453k

INCIDENTS » INCIDENT #408756

Enforcement Annotated Flows contains escaped for <application_id:5d3b41c1497d4f01facc2d0a>

Talert

[ ! Acknowledge ] [ @ Reassign ] [ More Actions + ]

Alerts @ Timeline Similar Incidents

ALERTS
1triggered
FILTERS: No active table filters PerPage: 25 ¢ 1;1‘
v Resolve Customize Columns
Status v Severity v Summary v Created » v Service
Triggered Critical Enforcement Annotated Flows contains at 2:58 PM TanDemo
escaped for

<application_id:5d3b41c1497d4f01facc2d0a
>

@ HIDE DETAILS

CUSTOM DETAILS
© HIDE DETAILS

{"provider_scope_ids": ["5d3a744e497d4f446636ff13"]," consumer_scope_ids":

["5d3a744e497d4446636ff13"],"protocol":"ICMP","policy_type":"ENFORCED_POLICY","internal_trigger":
{"datasource":"compliance","rules":
{"field":"policy_violations","type":"contains","value":"escaped"},"label":"Alert
Trigger"},"consumer_scope_names": ["Default"],"provider_scope_names": ["Default"],"time_range":
[1564350900000, 1564350959999] , "policy_category":
["ESCAPED"],"provider_port":0,"application_id":"5d3b41c1497d4f@1facc2dea","escaped_count":2}

Alert Details

View Message

PR I

L BRI

A~ Cisco Secure Workload i1k ¥ 45 FE k|1
PagerDuty 1% 445 4L

—/NFLPT GRYERD  _E 5K PagerDuty #E#%4% | 1
A

Cisco Secure Workload |13 K PagerDuty i&#% | 150
A

Kinesis E1£2%

JA )G, Cisco Secure Workload 125 #&_F[1) TAN R 45 v] LAl FHEC & 2R R IEZH .
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Figure 39: Kinesis ZE1%5%

@ CiscoTetratizn

I fid & N & 185E F T Cisco Secure Workload %8

Kinesis %31%2% .

(=l @ Monitoring ~ @ - @ -

You do not have an active license. The evaluation period will end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.

& Kinesis @

» Enabled on July 27, 2019

& Tetration Edge Appliance

Delete

Capabilities

Alert Destination

NEAYHAE Amazon Kinesis | & A Cisco Secure Workload 23R [R1 B B Ve 5 B . R TE4 S,
Z: [ Kinesis 1l KR 7 HC & .

SR xA 15 BA

AWS i8] %48 1D FRF AT 5 AWS @51 AWS Vil
W] 1D

AWS #hZ i 81 % 47 FAF HT5 AWS #15 K AWS Vil
Bl

AWS [Xi5 AWS X I T hr3) %K fid & T Kinesis ¥t ) AWS X 35 [
R

Kinesis it TR E Kinesis 7 ) 44 Fr

maX T T X AR

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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Figure 40: Kinesis %25 HBL B 7R~ 51

| .
BR
L B 1
— Cisco Secure Workload 1% ¥ %% Lk |1
Kinesis 1% #4544
—ANMHLP ORYEED  ER5EOK Kinesis HEHEAR 5 | 1
Cisco Secure Workload |15 K Kinesis #4543 4% | 150
LIRSS
AT LAEIE T 2 (0 T A 428 _E Al I Cisco Secure Workload Zh i [ 25 4 1 4% o
AR AN T AT LA
EET X FFHIINBE EEELg & LEE

AWS *}F Amazon Web k4% VPC: G
W To s (hR%)
 WetE i H A&
© PAT I Bk

M B Kubernetes 45 (EKS) 4

HE:

* AT EE

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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aws ez i

EIEAR SCFERRITHRE EBEEMNRE LAE

Azure %} Azure VNet: ANTE
W TTEAR (BR%D)
* Wb H &
* PAT I Bok s
M Azure Kubernetes Il 45 (AKS)
Bt
« W T HU

GCP X+ Google Cloud “F- & VPC: | A
WS TCHUIE (AR%)
o W H &
* AT 53 BUR G
M Google Kubernetes Engine
(GKE) ¥
WS TCHUIRE (FR%)

AWS E1E35
Amazon Web k55 (AWS) iEHd5 25 5 AWS 158, DUBPATLLT s Dhfg:

* \WAWS ERIFAB = (VPC) BEIENEF R EFRE AWS RV AR 1K 208K 5 7 il 2
%R . Cisco Secure Workload ErifjiX e B YR ATARSS, SR fm nlKs 30 3% P2 Py 5o vl a4k DL &
TR e o BETREIE AN W 7] 25 b 03 ok T 0T 8 AR 2 LA
HEAKE AWS VPC ) TAE 5 80R 9 2845 1T ARAE o 0 B[R] IR IC B AR S adomn g s 43 11, )
Cisco Secure Workload =& I Bnbrid. ARG R, ESH & IERS A RINIFRZE .

* JEAN VPC i AI897 B & WA E CAE AWS i E VPC Jit HAEH T H I, W Cisco Secure
Workload 7 PAIE S S2 IAH MY ) S3 AFAEAT RN H B 5 B 40T DA b3 0 2047 nl A AL 0
I3 BOR WA o

o SEE BRI B PR, Cisco Secure Workload 318 | AWS AsH 22 4> 4H S i FR 22 45k . A
VPC Ji AT JG, OGRS 2 H shdnfe b & 44 .

* M EKS S8 BFEANTEIRE /£ AWS _EisfT 31k Kubernetes 55 (EKS) I, #n] UL S S
FITAT 1% 2 Kubernetes SEFFAH G FTAT 15 55, ARS5 A1 Pod Jo4ids

T LLIEFE N B VPC A THTELE T BE -

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .


https://aws.amazon.com/
cisco-secure-workload-user-guide-on-prem-v38_chapter6.pdf#nameddest=unique_394

B B FIEZIEEF F Cisco Secure Workload %28 I
| I

\)

Note  JRfiJ H i A SR EHBIX

AWS BYZE R FNETIR &1

SFEREIThEE: (£ AWS HAIELH /7, siifie bERS A AWS 7. ESNE S a4t
J%— CloudFormation #i4% (CFT), i #& Al LA FIZAREAR 17 bk FH 7 2 FC BT 75 FORLRR . # ARG E AWS
th B FAL I CFT BRI .

ARG AR TE AWS kP U5 AN, 20 (i) /£ AWS WPECE B AWS Ik 755 1], on
page 67, HLHE T I U5 i ABR o

HRAFAMEOIZT AWS K U5 AR 15 B, &S %) Cisco Secure Workload £ I3 T A 4.1
Vil

& VPC HAEE T —1 AWS &85, — Cisco Secure Workload FERER] LIS £ AWS &8s .
AR S BT AWS ZEH:4% , on page 70 T HIR P TR RIS B

MR AT BB &

I FULEIREFIEFT: A B A AT &A1

FFENRBALR: T VPC 0 i H & e A Refi ki H B e

HAETE AN VPC 2853 H &

W H & 20K A #1] Amazon Simple Storage Service (S3); Cisco Secure Workload 7% M Amazon
CloudWatch H WA -

N A E R S I AL ) AWS K P AR R DA ) VPC JiE H SR S3 12454, W Cisco Secure
Workload W] LA S ATAR[BK 2 SCEEFR) S3 A7l P $2 U H i

MHEPTHEQE AT EME: bk, Hisaht, Jm 0. Hissm . 0l Bl 5%, JHh
IFTA) . G5ORINIA]. #8405, TCP Fri&. 4210 ID. FUSARESS WiJs 1) Hods st ik A 40 H bt
Biko ATAT A o PR HORE B 2

Wi H SR N AR < sevr” A “Rgs” [dh.

)

Note  Cisco Secure Workload AW'S 34 #2528 37 FAF /NI RIAE RN VPC Wi H & #E47 40 X o

TR A B 2R R AR %

FEEREAS TR 7 BEZ AT, e IA I dl, BUALER VPC R R BOr,  Frfy I B #R 2

AREZER, HSF AWS 5770077 BORES I 1R e A5

3 FHEE Kubernetes AR 5% (EKS): W1 3 H] Kubernetes ¥E1, 12 [ 7E AWS 1247 (L5 Kubernetes
45 (EKS) #%3 HIEKS FIZSRATTHE S, AT 107 AR

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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(arie) 76 Aws i ER AWS taiE ]

(A[iE) 7£ AWS AL & 7= AWS ik Fij719)
WA e P RN RO ) JE T HoAR AWS WK [ VPC,  TIEX BB 18 n 7F ) AW'S SEF2 28 1K) — 35
AT AL,
1. F85EM) Cisco Secure Workload ' B LN AWS 15 i AR -

1. iam:GetPolicyVersion

2. ilam:ListPolicyVersions

3. ilam:ListAttachedUserPolicies

4. iam:GetUser

5. servicequotas:ListServiceQuotas

AWS g JSON 74 :

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditorO",

"Effect": "Allow",

"Action": [
"iam:GetPolicyVersion",
"iam:ListPolicyVersions",
"iam:ListAttachedUserPolicies",
"iam:GetUser",
"servicequotas:ListServiceQuotas"

:I 4

"Resource": "*"

}
1
}

2. {E¥REM Cisco Secure Workload FH J7 A& Ho—5B 40 BT 75 AWS 1K R B AWS TAM Fi 8,

3. fiFHi Cisco Secure Workload JH S HAT: AWS IAM 4. iXn] LLiE I ¥ Cisco Secure Workload
J1ARN 7R INE] AWS IAM A1 (045 AT 5 K 58 1o

AWS IAM A1 645 4T 5 0% JSON 743 :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: {
"AWS": <Secure Workload user_arn>
}l
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}

4. ¥ Cisco Secure Workload H P AN& T HI AT A T i AWS Ik P HATHH 2 1 3.
5. QI EANRIE FILE R CRENECER) , BUANAIRIK A RNETE SR AWS .

)

AR AE AWS RS, SRR VIR .

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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B zrseraspnnir

FEE NG JSON 745«

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorO",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": [<AWS role cross_account 1 arn>, <AWS role cross_account 2 arn>...]
}
]
}

6. ORI HAE SRS BN 2] Cisco Secure Workload /.

7. ERISEE N REHAE—A CloudFormation Btk . 6% CFT #ZJ7AF L 4& 2§58 E [ Cisco Secure
Workload I F' i, 80K G AR K5 G 5 IEASAR 4% 2] CloudFormation [1/7, LU# 1] AWS
IAM 3 T ITT AR . FREAEE, 1ESIECE BT AWS ZE#L , 2 70 7.

EH BT H M

ST FH P10 B 02 500 75 B F AR AE 2 8 . W SRR SEIE A A TS A, U T RS BBk
EN1/N

ST A E S IE, T LA A LS AWS Ik . BRI E HEZ M 4 ID (ARN) JEARA
A, DMER 2 K AT € R

FET 0 () B A B0 T B AR L5 BT Tl PO DRSS o
LI T A O SRR, THHL R LR DR AT

iti2
s E RS E DU Y fa € (Role) JET
TR . WA N, WL R B “AfEAREN, ok M IR (Cluster isnot registered

to userole credentials). R AP IR K ISR

FEANE T, S TSI RSB

fasn] DU PO K03 2 IR BRI R TAC BN, AR5 $8 G RO A & F 8 e
HMHERE G, R42 A3 ESMER ID (External Id) A1 A ARN (User ARN).

AR BB v LA A AN ID AT P ARN.

{EFH A MER 1D AT A ARN BB A (G Tk R . B AV A G,
JSON SCAH-H R — 34547

. B B F1EIE1E A T Cisco Secure Workload HIiEESS


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-create-and-attach-iam-policy.html
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{
"Version": "2012-10-17",
"Statement™: |
{
"Sid": "Statement1”,
"Effect": "Allow",
"Principal™: {
"AWS": “<User ARN>" |
b
"Action": "sts:AssumeRale",
"Condition": {
"StringEquals”: {

aws Eznsms [

| "sts:Externalld": “<External Id="

TR L D)E, DN AWS Ik HI AT ARN, JEREDRING 2] AWS 3 H88 o & T

AWS i3 3 e EHLA
RS T IE A RS B R . A RN A,
&, HT0 . D
41: AWS EIERE B

AWS @ Complete
prerequisites

!

23
EKS (2) (Optional)
Complete
prerequisites

!

GEER, BRI STEA R P D 3R 5 AR N .

WS — 8 (E B AWS 8%

@Upload the

CFT to AWS

v

Secure @ Start the @Choose @ Download the @ Complete the
Workload connector capabilities CFT from the wizard
wizard —> —»  wizard _

FEFEI2iEM T Cisco Secure Workload fiE1E5 [}
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B == aws iz

e & #THY AWS EHEs

UK

$EB1 SN, LS (Manage) > T{EF12 (Workloads) > #%#£88 (Connectors).
P2 Al AWS %S (AWS Connector).
T3 plE AR (Generate Template), 285 LT I DhRE.

WRITETERIThEE, ¥4  CloudFormation #4% (CFT). 7E AWS CloudFormation H{# FH 4= ) CFT
RS A P Bl A € Bl SRS

BRR B i E Y EERRE -
SE4  NEERAY CloudFormation ik (CFT). A CFT nl AR F 3 H -~ Fffta.
IR BAT E—20 Prik Dh e pr s 1 TAM AR

R A T Kubernetes Y30, A0, EKS FEERR . 1S HAE AWS (EKS) _LigfT FI4GE
Kubernetes It %5, 25 76 Ui,

LS ¥ CFT 4% %) AWS CloudFormation [ ]/, LUE 4 H P4 Bt e 8 AU« iR AWS F - 1 A
TR, ARG A fedksl AWS RIS E .

FR LB AWS BESPK Ui, FRATIHA R AT AT S
fEn LUE Rt 1] ek CLI RN CFT. B, 150
* TFA: AWS EHPEHE
* CLI: fizHifk
A CFT B, AWS FF 8R4 LLU R 145 S
1. SEESLFR CA] LLRATAT 2 FR. #l, Cisco Secure WorkloadiZE#:2%)
2. A4 FEILNH CET ) AWS IAM A (k) 44 7k
3. TFiBHH ARN FIXf % ARN 5% (BRAE: *)
4, Wr4. ErHNH CFT 19 AWS H 04 5k

5. VPC ARN %138 (BRIAME: *)
PN E ) VPC ARN 513, ilMiN 55E VPC BT #2244 RN 0 2 422 LI, DAGE IS FH 4y

JL
B
1. arn:aws:ec2:<region>:<account_ id>:security-group/*

2. arn:aws:ec2:<region>:<account_id>:network-interface/*

RADFEAR
w1

. B B F1EIE1E A T Cisco Secure Workload HIiEESS


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/GettingStarted.Walkthrough.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-cli-creating-stack.html

I fid & N & 185E F T Cisco Secure Workload %8

"Action": [

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

:I ’

RevokeSecurityGroupIngress",
AuthorizeSecurityGroupEgress",
AuthorizeSecurityGroupIngress",
CreateSecurityGroup",
RevokeSecurityGroupEgress",
DeleteSecurityGroup",
ModifyNetworkInterfaceAttribute",
CreateTags"

"Resource": [

"arn:
"arn:
"arn:

:I ’

aws:ec2:us-east-1:123456789:vpc/vpc-abcdef",
aws:ec2:us-east-1:123456789:security-group/*",
aws:ec2:us-east-1:123456789:network-interface/*"

"Effect": "Allow"

}I

7~ 2
{

"Action": [

"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

:I 4

RevokeSecurityGroupIngress",
AuthorizeSecurityGroupEgress",
AuthorizeSecurityGroupIngress",
CreateSecurityGroup",
RevokeSecurityGroupEgress",
DeleteSecurityGroup",
ModifyNetworkInterfaceAttribute",
CreateTags"

"Resource": [

"arn:
"arn:
"arn:

:I 4

aws:ec2:us-east-1:123456789:vpc/vpc-abcdef",
aws:ec2:*:*:security-group/*",
aws:ec2:*:*:network-interface/*"

"Effect": "Allow"

}I

sz aws zizz ]

WAL AWS FT-A (0 1) 5 45 5 IF %823 Cisco Secure Workload 2%, 152 [ EKS M (011 b

BURRES 5 -

R AWS BB U5, IEBAT AN B 2D R

1. AT DE AR A B CRT At/ P 205 BUR « WIS ZAMK 7, W AEREANIK P A
FHAHE ) CFT,

2. ¥ CFT FALBIAAAERT TR TAM At fI4E1 AWS 1K F' ) AWS CloudFormation ],

fEaT UE G AE A 1] CLI R H CFT, an b—2B i prik,

M AL CFT I, AWS S BRI MLL R EE:

1. MR FR CATLARATAT 4 FR. B, Cisco Secure Workloadi4i % #8)
2. {FfHH ARN FIXT 4 ARN 4% CBRIME: )

3. . B ILNH CFT B AWS IAM A1 (I 44 5K

4. VPC ARN %13 CERIAE: *)

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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S8 i ANIT4ER (Getting started guide) (Hif7) R7E L ALED B #hi%+
here) $% 4 DABC & 1EH: 4%
L9 TAEIFNL AWS. EKS ARV BRSO AWS B = AT 4

B B FIEZIEEF F Cisco Secure Workload %28 I

%2% (Configure your new connector

SR I 1) fo (5K B R AWS (22

SRFRTHESAE, R )5 A FFIE (Get Started). B3, 40 L&A1 H 72 itk A B & $1i%E 1% 88 (Configure your
new connector here) #Z £ B THECE, W5 =2 (Yes).

TR0 s i A IR A U

TERN EBRE:

T U L SR T R B AWS K

1. EUEEY

2. fafh

SRR

B

15 AR

FEUEE P

Vi )

5HAA iR CFT ik AR i)
AWS F ) SCELF) ACCESS KEY
ID.

5 bk ACCESS KEY ID J<EL 1
SECRET KEY.

it

SN ID

B HAAE R — AR, H
TR 0] AWS . Al
e KM INET R R

M ARN

TIEHLY TAM [ A Bh A
ME—FR AT P E e ok A £
BIRIET R R,

ARN

iH

N\

DECERAS AWS 25 A ME— bR
AT

HTTP {¢H

(A[i%) Cisco Secure Workload
AR A RE V) i) AWS.

ENERE I

Cisco Secure Workload il 373k &
AWS FRSERETE P~ H R
BRINME K B /ME R 3600 76

Delta $14#i ] [

Cisco Secure Workload M AWS
FRI 7= H i ) 4 0 X A A
o BRUE K /IME N 600 75,

P12 Al T2 (Next).

FE3 TR EIEN, AT DAL R IT LA R S A X, IF FAE DA, AT DL v sl

YR AEIEHE, DA AWS 3R VPC 1 EKS ZEREM A1 .

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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$IE14

“RiE AWS E¥%E

wig aws =22

M VPC CEFIMEZE) Filkr, EHE I8 HTEDhRER VPC.
HE, NS HRIEN, DME Cisco Secure Workload T2 W 5 B I8 HER SF & BT 75 160 2 48 B3 o

WEVER, T EKSAGCRE “WusEbnss” thit, R BAT SR sh e e . EFF EKS SRR B

A TS RIS . X A I ThsE RN ERE, IEANRIZ A& ARN (Assume Role ARN) (&
$%3] Cisco Secure Workload I ZAE N # (111 Amazon Y45 . )

7 VPC B RASEEMERIAG 2 4a4l, I35 FrE VPC BRI ) BLRR

W, AEWUATE B YR AN e £ B B 4 BR (Enable Segmentation). RJ5, 4%EUER IR & VPC 1
ATy BERMEIN:, A DGR AR Ra 28 1 M iX e VPC 3 0 BE. 20 “XF AWS ¥ 77304740 B SR I 1)
SRR IS

XFF BKS SR, 0] LUB 4t Assume Role ARN 1 i) ID 2K R ¥F AWS IAM (6151, MiiiERE
B AWS HEH 2%,

SERNGERE G, iRl (Create) JFEEAF Ll LS8 IR IR 25

T—oMt 4
MRIEEBAKERE. FEANREBIEF/RSE:
o WA HEN, ®ERET L 25 704l WA S ITG B/R7EIAZE (Investigate) > ifi = (Traffic)
YT
o (nIE) TR AR AR, AFE EH T (CVE) TR, 1E7EHE T VPC 1
TAEA R OB RE AN PRI . A OCERFIEAE R, WS AR e Ty,

* FERSINBCE AWS HE R4 LR AR R AL G, W G bR AR AR M o B . fldn: v
Cisco Secure Workload W£E &% 1t ZHE LUAE BT FER SRS s 8 EME v Bl Gl RS VPC
—AN) 5 DNENE G TAEA ) RIS s A s R IR NS, F/ECT BRI s b
FCALIE TSRS s IR IS R SRS 7 5 DL N VE N R A S s e el o, 76 TAEZS [l b ot
PATIXLE SN . HER U MR € VPC PUAT 0 BRI Jo, IR D& AR A& LUEA VPC 3 H4r B
HRFAME R, WSHIXT AWS 5= 30T 7 BUR S I 1 A Sk, 2 74 L.

MR E B Kubernetes & IR SS (EKS) 1EIR:
o FEIE TR TAE 74 b 28% Kubernetes {X3 . A CTEANE R, 1HSHARBEE —F P
Kuber netes/OpenShift AR - 3% B rT AL R T B4
EHHE:

FFH G A R R DIRER T AR MERSS S E R B S. BATT LU ar 4 28]
TH AN A RREE 2R e VAo e AT T T I IE .

o

<

T A AWS ZEHSS, DME R E VPC Ja I3 Beph AT sladb AT HAth S8 5t
FESE RN P2 HT AN RAT -

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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R

Procedure

F NG D AEME SRR T, %2 (Manage) > TEfa %k (Workloads) > #5288 (Connector).

P2 piidi AWS.

FEI WRA LA AWS R, 15 1 TEE 3 S et

WIF 4 il 4RiEiEIZES (Edit Connector).

PSS i I TS AORRCE TR UL, TS RECE RN AWS S |, on page 70.

PO W) TARMIIEE BRSNS BT BEli g EKS Bdls) , W F &1l 5
CloudFormation 4 (CFT) JE44 3L BAL R AWS, AR5 A Redk S AT T o

FBT A BORBSTIPAT, 8 MR QX AWS 8 7= AT 7 B SR W IR 1) 5 e 512 i v B ik 1)
WHTHRSAT . EFIH VPC i b, A28 AT VPC 48 /3 F 47 EX (Enable Segmentation).

W8 WA 1 FECT-B AT Tk VPC QRG] 15 s Bkt it 5538 (Skip this step) LA5E R
S
& a] LU H 23R (Organize) > SE B #1%57= (Scopes and Inventory) 111K F 2l 4w 48 70 FE 4

W WIRE AN FTE VPC QIEATMIVEFE, I HARELR B @ U Z kg5, i A B b7 e
Hl, )5S RTFE (Save).

llEIESESEIEAE
o LR R LA SR 2 R
24 /NI, BRI 22 IR BN EAE 13
X AWS 23 =017 57 B SR & A R B 1 SR Bk
A

Warning 75 (Tfi] VPC | J5 4> BEHUT 2 BT, I 7E% VPC g 22241440y . b VPC 8 HI4r Br & %1% VPC
R IE 4. 2R BOARS W IH IR 224241 .

TE S H WS -
o S5 YORIL SN —FE, BRI ORA A I B R A R I SR
o tHTF AWS 724 A i ALLOW S, DXOHCSR 1K) 7 BESRms AN A& Allow SEME, {H43R
AR ERAL, IZIRIE N A “HE48” (Deny) #1E
FEUEAE R IR VPC i 0 Be 2 i, A8 TAEZS b g AT . i o RS O AT L
fEAX AR VPC i H 2 B, WS e Fi% VPC BT A i

MIBHERIT R VPC HUTIRIERS, iEgmie AWS iER8 GES e AWS ER:28) JFh1% VPC ja i
3B
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=75 AWs wetrs. eaesamnTrs i

TE AWS EERE. A ERHITIRES

EE AWS EEASHHEME R, E SN EEES L B (Manage) > iE#:8% (Connector)) , R
S ML T TR E BRIE RS . AR 2RSS, 6 A VPC 17,

FAEA I AWS VPC A= f5 B, 1 sl “AWS #8287 (AWS Connectors) L[ ) TP Huhl,
LA EZ TAE B “ %~ Bl S SCE” (Inventory Profile) T« A7 <% Il & SCAF I VEARMS B, i
2 [ 0% 7 I S

HRFRBRE R, EHSH:

o DI UARAE

* 5 Kubernetes S AH IR HIFRAE
VPC % 7= B B AR HE W S AR Y5 I orchestrator_system/interface id FRES(E A K. B0 LALE “ % P2t & 3
47 (Inventory Profile) Tl _ & 2 bAE & .

EREPATIRE, 14 i Cisco Secure Workload % DETWJE‘rﬁﬁ*MEF HIBGEN (Defend) > MATIRZES
(Enforcement Status). A XTHEAIE R, ESH “ ZEESRHITRE” .

AWS F1Eas o) 2 H P HERR
BIRR:  “PITIRZE” (Enforcement Status) T1HE &7~ B B E N EIKKES.
RRAR: Yyt AWS EEZE PR E T AWS BRI, s A XM oL

HEARHG oo “ kL7 (SKIPPED) I, RSB 224, AWS L LLIAIAA/ER 2241
IR

BRI, T A LA AT ARG SR, A — AN SR A BRI T R, AN S BN T
AR 22 S S

U SR PR RN B B, AR R Amazon, SRS P AWS EEHESAC ) R .

EI=N=A
H 2l

JAH B, RG2S ANEEA VPC A AR TS . X8 HAR SIS H T4 AWS )it 2244 . HiE,
AWS FlI Cisco Secure Workload 1S AN F] . Ff Cisco Secure Workload 55 B& 5k AWS 224 2R I,
AWS SRR ME— 7T — N R

ik A«

W% FE LR 7~ Cisco Secure Workload M :

i A kAR > SR k4R Ao F TCP % 80, 8080
AWS Hg L HEm Ty (B B AR i — 7 W) * (M — i 1450

DAL, SR b SR 5 20 ANE—F 9, I 4™ Cisco Secure Workload HElE7E AWS Hrit2h
20 (ME—7RIED *2 (M H0 = 2241 40 M.

W, T VPC SN, BUTHE 2SR, BT RO IEAE .
BER: AWS BEINRIFFTBIRE

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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B %= Aws (EKS) £iE1T804E% Kubemetes AR 25

RRAR: MK Cisco Secure Workload H Rl SR 4= SRM& BBk “4H44” (Deny).

7£ AWS (EKS) iz 1TBY4EE Kubernetes BR 5%

W CAE AWS = i858 Amazon Elastic Kubernetes /Ii45 (EKS), 1] U AWS %4245 )\ Kubernetes
R BRI PP bR (EKS 4728 .

2 AWS IERLESICE N MHEE Kubernetes AR 5 $EHUCEHE I, Cisco Secure Workload 23 3% 4 21 4L HE )
API 55 25 FFEREZEREF 1T 0. Pod ARG PIRAS o A A BbIE £ 28 A2 A1 A 1 1¥) Kubernetes
W2, HZ 5 Kubernetes 82 A S IRIFRZE .

EKS BYZKFNATIRF M

* IOAUETE 1 Kubernetes MiUAS & 75 32 5. 1 2 [ https://www.cisco.com/go/secure-workload/requirements/
integrations.

* 7E EKS HHECE AT U AR, W R TiA .

EKS £ 2 #0177 18] 4L PR

I PAEUERT AssumeRole CHIIE D Z0NC B IR IR A o 1T/ 48 (5 L 20T, aws-auth.yaml e
g . AE A LU 2 Sk gn#E aws-auth.yaml BC & B

$ kubectl edit configmap -n kube-system aws-auth

WEAMEH] AssumeRole, W WAZIFE aws-auth.yaml it & B 1) “mapUsers” 343 A s I P RIRH Y.
2. WHFEE T AssumeRole ARN, JUAZI0RE A1 €493 2] aws-auth.yaml] FC & B 1) “mapRoles”
8oy, NI T H A AssumeRole [ aws-auth.yaml fit & WL <41

apiVersion: vl
data:
mapAccounts: |
[]
mapRoles: |
- "groups":
- "system:bootstrappers"
- "system:nodes"
"rolearn": "arn:aws:iam::938996165657:role/eks-cluster-2021011418144523470000000a"

"username": "system:node:{{EC2PrivateDNSName}}"

- "rolearn": arn:aws:iam::938996165657:role/BasicPrivilegesRole
"username": secure.workload.read.only-user
"groups":

- secure.workload.read.only

mapUsers: |

[]
kind: ConfigMap
metadata:

creationTimestamp: "2021-01-14T18:14:472"

managedFields:

- apiVersion: vl
fieldsType: FieldsVl
fieldsVl:

f:data:
: {}

f:mapAccounts: {}
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EKS 457 RBAC ;¥ = EIR .

f:mapRoles: {}
f:mapUsers: {}
manager: HashiCorp
operation: Update
time: "2021-01-14T18:14:472"
name: aws-auth
namespace: kube-system
resourceVersion: "829"
selflLink: /api/vl/namespaces/kube-system/configmaps/aws-auth
uid: 6cba3ac7-58c7-4c57-a9¢9-cad701110569

EKS 457 RBAC ;¥ EEIR
QU AR 0 F P IR SSIK  IERAE A (e .

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRoleBinding
metadata:
name: csw-clusterrolebinging
subjects:
- kind: User
name: csw.read.only
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: csw.read.only
apiGroup: rbac.authorization.k8s.io
kubectl create -f clusterrolebinding.yaml
clusterrolebinding.rbac.authorization.k8s.io/csw-clusterrolebinging created

H 9% BKS MOV AR IME L, 1535 “EKS MRy AR " #455 .

£ AWS E#EE RS PR E EKS RE
Bo'E AWS AR, 3 HFEE Kubernetes 55 hfe. 152 FNCE 1) AWS EFE4% | on page 70,

FFAS EKS A A 2“8 ARN” o HRVENE R, 1EZd: https:/docs.aws.amazon.com/STS/
latest/ APIReference/API AssumeRole.html

RS AWS P BKS SEBE, TR VFIZI U “RBAG
I LB TAM S, 0V TAM G “ B
#5 EKS S

FAAE EKS s in 7 0 SR a8 i as IR 45 10 3 ke . CSW ARERAEAS HI 5 LN LA % 3 H1/Pod AT
R

EKS f ¥4 28 W /NI I -
1. PREEE P 1P,
2. FEfRALE Pod I, AL

3. HARZEAL,

FETTURAE PR EB 2 B, 33 LAR SR 1A -
XEFRE DL, AEH] < SeVR” AR (A 2 BRI IR 55 IR 55 WSO S 42 4y A Al

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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. Azure E1ERS

Azure 15}

B B FIEZIEEF F Cisco Secure Workload %28 I

EECELL] RBE ik Target Type
1 ¥ Ip
2 9 S5
3 K 1P
4 K S

=050 1:

FEAE AT b, FRATME A8 I 2 5 B 25 IR 55 (Ib ingress ip) ARk 55 HIb SRS 11 SR VFR A R 11
WUR

P AT R BB EHURN, BRI AR Pod BAERLT — SR AN, HR AR, His
AP Pod (fERD - WSO8 HAREMI, S o H bR I, #8450 L.

=04 2.

FEAE Y b, FRATME A8 I 2 5 B 43 IR 55 (Ib ingress ip) [k 55 HIb SRS 11 SR VFR A R 111
WUR

FEFRABEE A S b, AR T AT R, RS AE R, HARR T SR A, SO RS
P, S 1A RSSO A 1, R A SRV

EFAHEE Pod b, FRATTAER— AN EHN, PO RS A, HAR IR Pod (T , th
VO HFRPMY, 35 0 Hbsdm 0, #4080 o,

=451 3:

AT b, FAT IS A FH 2 21 47 8035 1 28 Ik 45 (1b ingress ip) MR 25 BSCRT S 11 Fo v R A il i 111
F

FEOLE Y R RS LU ER I Pod b, FRATTAER AT, TP b AP 1 H
bR AP Pod (any), WSO HAREMI S 0 F bRy 1, #8450 fLvF.

=051 4.

FEAE A b AT M A B S I BT 25 11 55 (Ib ingress ip) JI 55 D SCRI 1SR VR AE K HE T
R o

SR R A T RN, K T AT TP BB U, IR ITAT R ALY mOBEE N H bR 12U
FEOVBCRRE NP, KGR S5 (K s 4 o 1, JEREERAEBEE N e VP

FEREAEFE Pod b, TRATAES AN, LB MR AL HAR R Pod (ERD » B
VO HARPNG S FUA FbRSR - B4 fo v

Azure 2% 51 1) Microsoft Azure MK FIE4%, DIHAATEL R 2 ahfe:

* ) Azure FEHIM L& (VNet) SERF B FENE T (REFE) Azure RVFELIFREE I K o8l
AL YR . Cisco Secure Workload 7] LA A\ L5 lEFUNLAN W 845 D SR BRAIFRZS, AR5 nl L H
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Azure B K FIRTIR &1 .

{F Cisco Secure Workload ' [FIFREE,  LASZILTE = Ry S0 vl 404k LA A S e Lo Ibo Bl AN
WrlF 0.

LA A R BRI T F A AR S A B 48 32 I IRR S S RN o R R B IS T TAE S 38 R
P, NkRid S 3T B~ LE Cisco Secure Workload . HXVEAME B, ES M =i al
R IIBREE o

o« SENGF B RE RS v UE AN BSLE Azure WM 2% 2441 (NSG) W B I H & R, &l LUE
H Cisco Secure Workload H 1 sz Wl B304k Sk st 47 m RRAL RN 73 B S s 2E o

o DE BRI LS A 4> BORRSBATIN, B4R Azure AL 4% 22 4 2 P AT Cisco Secure
Workload M .

* M\ AKS E8£ 8 zhiE N TTEIE 76 Azure 11217 Azure Kubernetes It (AKS) B, n UL PRILE S
JIT A3 3% 2 Kubernetes SEFEAH G T A1 2. RS A pod JCEds

nT DL BN BES VNet i H iR WIREETh RE .
Azure FEFR SR ZMNTH .

N

AR H AN SRR DO

Azure HYZE K FARTIE 5514

XFFRAIhEE: ARSI LA ER 2 AT . BT T H] ID RACEEH s . ST ID W] L
FEERBIERARVFZ T ID 22—

7t Azure 1, {fiff] Azure Active Directory (AD) B &/ E M FH o 45 75 2 L Y A A 3R ER LU R 45 B
* BH] (B ) 1D
* Hx (A7) 1D
© B SEUE CA] AP 7 i )
« i/ ID
A E ) FAGE A Azure W RS (ARM) AREAR, 180T LA 2R AR B e — AN | o XA

O, Iz N AT R R T IERR S DI RE D T (AR o IXLERERRE B ] T E B AR e 1T 1]
TR R . BIARIELE Azure "PHAT EAR AR AL IR .

U AR B, WHORAT HTTP ACEE T H] T AR 1

R ZE (VNet) HBEIE T Azure EHAS . A Azure 1K) W AT 24 Azure R
PEER AT Z R % .

X FUERAREFIZE = A E TR A

MFENRAE: B RIUMLS (VNet) 20RO RCE 1.

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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B A zzsnEms

Azure E1EEE

[=1=]
H

FFA~ VNet FIIBREASF AR A5 2 KRIBEI 4% 22 2 41 (NSG)o A LK AN NSG 52T
WA SCIE . FCE NSG I, 8 nT UG & AT VR 4 .

WA NSG MR A SE s H&E . Wik, B4 NSG W 2 /b &H — 438 H TS A
AFAT H F BN b BT AL ), AH 24 FCisco Secure Workload 7 IFZR 5B . CBRIATE
DUF, NSG B tufix LeRi, >

N NSG #2200 ot H &

* Azure ity ZANEEIKT o AR Azure 1, T ER HIAERE R S I UT R A REI BRI WAREAT
VERCE, RGUKICIOER, JFa Wbl MR R .

2024-05-01_01:30:39.10529 [ERROR] 2024-05-01T01:30:39.105 executor.go:225 ( 16369)
6616eb5236£4590981ee2c0d error processing executo
rJobs: error fetching log

2024-05-01_01:30:39.10532 ===== RESPONSE ERROR
(ServiceCode=KeyBasedAuthenticationNotPermitted) =====

2024-05-01_01:30:39.10532 Description=Key based authentication is not permitted on this
storage account.

2024-05-01_01:30:39.10532 RequestId:2cb0c2cb-b01le-006a-2c67-90f908000000

2024-05-01_01:30:39.10532 Time:2024-05-01T01:30:39.09056772, Details:

2024-05-01_01:30:39.10532 Code: KeyBasedAuthenticationNotPermitted

Wit H B AUE FHRRCAS 2.0

ORE I TR T DG 2 K GERARERED PR S BRI OB A, PR IR (8] % AL 548 RATAT
EERE RS, D

TR A B 2R R b %s

I R4 (VNet) S5 70 Bt s AT BILAT AADU) A5RS04 199 (10 199 408 45 11 SCIBR 1)
NSG kR, FEdEgedt b a Mo BECu, &0y 1 ORI 245 1 F30AT (1 NSG R

SIS F IR Azure BE7 AT 73 BOAIS IR A e AR SE ik L 28 85 L

FFFHEE Kubernetes BR55 (AKS): W E 5 H Kubernetes AKS IET0, 1520 R “4E Azure IE4T
HIFG64 Kubernetes Il55 (AKS)” 3#70 H FIEESR FIRTHE A -

fo E Hitid

TR A TSR R ARG R, WS T (BCE Azure EHER) o
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BLE Azure JEFESR .

42: Azure E¥ERR ELE HLIA

Azure (1) Complete (7 JPaste the (8 )Assign the
Prerequisites permissions custom role
into a —»  to your
custom role application
i r 3
AKS (2) (optional)
Complete

Prerequisites

PN N = o\
Secure \ 3 start the (4 )Choose (5 ) Copy the (9 )Complete
Workload connector capabilities ~ permissions the wizard
wizard —» —*  from the
wizard

}

(6 ) Edit the
permissions

G, B rEe s STE e s B S XN

Bt E Azure [E1E82
T2

Sy
E e
W N =

Qe

T4
pZ

B D ZEMN ) SRS, IEPREETE (Manage) > iE31%88 (Connectors).
S Azure EBES .

Ml —ANER RWEHEAND KB (Enable) , 3 [7— G H M i HALE S B A S —4
(Enable Another).

TR I A ESR R4 AF (K Azure (1 ESRANTTSE AT, )5 AT “TFHAR” (Get Started).
N IERAS i A PR PP (1 Lh g«

TEAEE DU b P R IR U Tl R A R 2 R Azure BEIE BEES (ARM) BB H AL 55 AR
B, JF Whon i S B BE .

SR B, ki a H Y gk % (Gather Labels).

FERE I _E R 20 BOAS 5 AN IR SRS AT B M AT P 4 22 4o SR Jn AE 1) 3 O BN VNet
JETH B A AT ST MU BRI 22 A4 50T AR S iR [R5, 254> VNet J5 23
BORMSIAAT -

s T —27 (Next) JF [ 3 lc & vl A1 S

fii EFETE;E AT Cisco Secure Workload H955E 1588 .
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. L& Azure EIESE

PR AT AURA P IR, AR5 A R4Sk 1) S i) R — 0T,
TAE AR PN Azure TEUAT AR (ARM) BN EE#E &5 70 RO A BB, 35 AT DA R #84:-
1. Mg FE ARM AR
2. GBI AR, LA <subscription_ID> F ek #4511 1T FH 1D,
AR TR, EnTLIAE Azure Tk BIEEZ AT ID.
T LA Z AT ID, P EIEE TR ID.
3. 7E Azure ', 7EIEAITH B B A .
4. 1EHEXMAEERT, TR, M LFFEE (Start from scratch).
5. £ HESM ORI ISON JET R, ORI MIERES 7] 5 F 2801 S48 P IR SOA
6. PRAFHE XS,
7. B E UM I BB SR IR A P S E R
PRI R AT IGAE b — 2D i F I DD RE P A 1) TAM AR .

R A H T Kubernetes FLE IRSGIETN,  WAZ0 AR AKS BLEAR . 165 FE Azure LigfT FI4GE
Kubernetes IR 55 (AKS) , % 85 i,

FIES FUEBCE:

B 1% Bf

H ID 5 IbEB S R BCH) Azure 1T ) ID.

ClientID 1&HE Azure N LIRSS QI N H N (B
Fi%) 1D

TenantID 1EHE Azure TN ML N HA B R (32
) 1D,

2 v R B R P Il XTS5 UE,  wl DS & s B B liE

PREY] . WELE Azure WOk IIE R 2SO 2R 1K Y
M )% Pim SRR R RuE: Gk
PN RN . AN HFF RSAETS . FAHAT LA
PKCS1 8% PKCSS.

HTTP f¢# Cisco Secure Workload 75 2:4F FIARFR A REVT 1)
Azure. SCFFIACHING T 80, 8080, 443 Al
3128,

(RS Cisco Secure Workload 2 )\ Azure Fill B 5¢ 32 7% 7

HAE B . ERINE Kt/ ME ) 3600 F5

. B B F1EIE1E A T Cisco Secure Workload HIiEESS



I fid & N & 185E F T Cisco Secure Workload %8

BLE Azure JEFESR .

B 15 BB
Delta 4[] [ Cisco Secure Workload M Azure FREN %5 7= iz b

AR . BROMEL At/ MES 600 75

TR —% (Next). R NTRETTZ LA BEM Azure FRIN VNet Al AKS EREI T .
MAFEAS VNet [ VNet F1 AKS S 511L T, GHE8 HH - PTIE T RE VNet Il AKS SEHE.
W, WNJRPE HREN, LUME Cisco Secure Workload JTUf I AE /& 45 1 B4 I Sl L HEAF ) SR

THERL BT AKS DOCH “WCERbRZE” Thie, DB SO WIB I DhREIEFE . JEHE AKS BRI
B PSR Eh . o a LD RE RV RE N SR AR 2 P e A ]

WH, AERIUANC E WA AN 1 £ 18 B 4 BR (Enable Segmentation). R/, 4% HER A & VNet $1
175y BURMG I, 0 DG 4 B2 2% I A IX 28 VNet i3 FH 73 Bt o 152 BN Azure W87 AT 43 BE SRS IN 1) 45
S, 5 85 L.

SERGERE NG, i 8132 (Create) JEE A5 JL MBI LASE AR UIF A £

“EEM” (View Groups) TR Won A E—TTH ERTMDhRe R I ITA VNet GZXI4D .
FEAN DX Sk LB A DI (A4S VNet #0E—ASBE H

CAl3%) IEPEAE I NS IHE BRI AQE . IS i o s UL, e — R B BRI
(AIE) BEEZAE I SRR E CEREEREHTEERD , TR (Save).

BLFERZ )3 IR GG R 2 AN T AT e, 1 sl Bk (Skip) LAB D R

5] LURY 5 (E 2238 (Organize) > SEEF13E7E (Scopes and Inventory) | Tzl 61 2 uk g 48 50 A

T—5Mit4
MREEEAKERE. JENTEIEN/EDE:

s WHAH TWREN, WERET 25 08, WA S I WonEAE (Investigate) > it & (Traffic)
U s

o (ATIE) TR T AP LA B, AR BN (CVE) BT, 15 7ESE T VNet
) AR B b A e R G 2 AN AR . A7 R ESRANPEAIE B, TS R e iy,

* FERINHCE Azure RS LSRR FIE NG » B 1% RPRUER AR A 2 o0 BURIG . Bl foiF
Cisco Secure Workload W& /& % (I £ LLAE T SE R S ms s o8 LElE yE [l Gl R B VINet
—AN) 5 HEANE G TR ) AR EE A s R BN, FY/EL T A G N A pT
RAL IO 0GR IO SR 75 & DL R VN A e A S s eSS &g Jn A TAE S lal it v o
PUT XL . HESUF AT 8 VNet BT 0 BURIS G, IR [PLEREARICE LAME ) VNet Ji H 40 Bt .
HRHEAMEE, WESHX Azure %7707 70 BeAms I A B FE S . 26 85 i,

WNRIEE R A Kubernetes £ & IR SS (AKS) %157 :

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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. #R4E Azure TR

o FEIET AL TAE Sk b 434 Kubernetes /B A3 KRN E, 1S HIRELEE i 2edk
Kubernetes 5% OpenShift 482 UL SIS nl P EFIHAT

EHRE:

S HE T AF R DR TR E LA AR B SR JRATT MR AL v a2 1)
T SRR ) kA5 25l PR SRO e TREA T L

—

‘W48 Azure JEIERS
ST LA 2R Azure YE44S, DU N4 & VNet 3 4> BT BT S0Mt 5 04
LESERIA S 2R, T SRR

UK

T NG DM FhiRES, EHFEIE (Manage) > iE##88 (Connectors).

P2 riili Azure.

FEI R LA Azure FERAS, 7 M A DAL g0 4R 0 B 58

WIE 4 fili4RiEiEIZ S (Edit Connector).

PBS Hood I TS AORRE N U, SRS Azure EHAE , 5 81 UL,

FB6 WHRE M TARMINEE OBEERRS . AR BT Bl AKS i), W F BT A1
ARM F54, G B iR SCA A @ 1T 1D, R BB 1A% BI7E Azure HOIEER) A2 A E, K
Jo PHARSE ] TR .

PIRT BJG 0 BORMHAT, W I e RIS T X Azure BT 4r BUR IS I () B AR LR, 3R 85 i
PR BT He 4. AR5, 7EFIH VNet B0 S 0000, SHZEE HHAT I VNet 8B A 2 B

(Enable Segmentation).
YIRS WA AT 1) FELTFB) AR ik VNet GG, 35 s Bkid itk 2558 (Skip this step) LA5gk1n]
F.

fen] LU T %38 (Organize) > SEEIFIZE = (Scopes and Inventory) Ui >k T34 fv F B

P WA NI VNet GUETATE R, JF HARSOR B A 00 2 IR S50, 1 TS BB b7 ALy
XA HERTFE (Save).

pllEIESESEEAE
o LR R LA SR 2 R
24 /NI, BRI 22 IR BN EAE 13
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% Azure 3

& E Azure &

BT

7t Azure T g R ETE ]

7 BUOR RS B R A S0k

F’

BT EAEMT VNet b BT Z 0T, 157E1% VNet OIS 224110854 b VNet JH 2 BLfg

S B 1 RO 0 24 SR IR PR I 24 22 A A PP R EAT R o T 23 BROAS S MR B TH Y I 2% 22 4241

QUSRI I L Fr A AL s, DRAT AL 8 PR R SR A Fl A A ) SRS o

IEBUEAE D SRIIN) VNet Jo I3 B2 i, AR AR R R R AT o 2R 00 © )8 AT (0 A2 e vh ok
L5 1) VNet J3 120 B WHZ VNet E¥ Ve f i & .

MEHERS LA VNet AT SRIRIN, 159058 Azure SERLE: GHSUS0ME Azure JEFAT , 5 84 11D JFN
% VNet Joi 73 BL.

TR, METMER S22 BRI 244, Cisco Secure Workload ANSS7E % T W _EFAT A BL ok
Mo E VNet AT/ BORISH), F M) NSG #5538 5 R YFFTE s, Cisco Secure Workload
SEMISE 158 TR ) NSGo W32 Y NSG MANTELE, W4 hyiZds: 1 3 3008 NSG.

ZERE . EWERAMITIRES

AR Azure EHBRHMEEE, SN SEES TN ( “&H” (Manage) > “ZEHL
#%” (Connectors)) , #RJ5 M UL L RSB . AR Z VR4S, 15 sl VNet 1T

T A < Azure VNet %P2 115 5, T A “Azure 287 (Azure Connectors) T [f1_F ) IP ik,
PAVEEZ AR “ BBl SC” (Inventory Profile) TUI . A R ¥ HLE ARG B, 15
Zx [ ot BB SO

HRIRBME R, EHSH:
o WERSR A RUBR R
* 55 Kubernetes S HEAH G FR %
VNet %877 (1) H AR FEmE 2 AR FE L orchestrator_system/interface id FREZSAEAE . AT LALE “ P~ L &
17 (Inventory Profile) TT1HI_L& 2 Ibf5 & .

BEAEPATIRE, 15 it Cisco Secure Workload 7 D JEf SR A I BE D (Defend) > $UITIRES
(Enforcement Status). 15T EAIME R, WS “ ZEEZENPITRE” .

Azure E1Z 25 o) L FEHERR

7£ Azure FiE1T

ERE: Azure BEINIFFRIBIRE
R E: WK Cisco Secure Workload H I3 3R =¥ S ME B BN “4H46” (Deny).

AY3EE Kubernetes PR %% (AKS)

R OAE Azure & EH 38 Azure Kubernetes i %5 (AKS), W] LUEH] Azure 1% 4245 M Kubernetes 52 #f
ARG bR (AKS FR%D .
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B Axswzsmmiese

M Azure FEFERRACE 9 MFLE Kubernetes IR 4532 BUTHHR Y, Cisco Secure Workload £ ER B 1Z AR
AT RS. Pod FIIRZS AR A .

15 AT FH I B AR AR A 1Y) Kubernetes 725, 155 [/ 5 Kubernetes SEHEAH IS HIbRES o

AKS B EKFNFIIR &4

3 FF AKS T gt fEiEe

GCP %%

* BAEIE ¥ Kubernetes WA & 15 SCFF. 152 1EH T Cisco Secure Workload fUEE I #AE R4 Ab
R ARFFE 2R I FE MR

o BU'E Azure ZEESFES, 8 HFEHC & 04 Kubernetes IR%5 (AKS) Thit. HRFELIEE, WESHEC
B Azure LS.

AKS SZRFOR B % P iy 1P,

XET B F b 1)

XETA RIS, AT SOVE” B PR P & B OS5 TS5 D SR L
SR REBE iR

1 HF

2 J K

=601 AR b P AT

FEAE I i b, BATTAE AL 21 7 B3 T 85 55 (1o A 1 TP) JIR 55 Bi3URN S 11 Se VR AR R
s

NPT RO B T oA R A R Y i R T SR A Y R HAR T R %
TR FE A Dy IS ARD IR 25 DI ESORARE DAy i 10 P R 959 s 11 JFREERAEBEE N ACTF

R4 Pod b, TATVER—AANDEN, b sre et A, dest HIRMEH Pod (TE) ,
VO HERERS, oty 14 H bRt 1, B4R foid.
=6 2: AR 0 IP XK.

FEAE A9 b, FRATME A8 I 20 0 B 5 I 55 (Ib A TP) JIR 55 B SCR 3 1) ACVRAS R HS 1 R
1P

PR AT A U R, K T N VTP BCE DU, JRRE T SR BB H AR U IR
SE MR TE R P, A IR S5 B s V5 5 Ao 11, R R AR BBl SLVF.

FERRAEE Pod b, BAVER AN, JERBOp RO R HARNIRAE Pod ((ERD » B
VO E RO 3 A H bs 1, 45 e

Google Cloud V&5 #4815 GCP i%#:, DAHATUL T Mg D fg:
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cop szmmERamses

* )\ GCP E#IFAE = (VPC) ZR BFENET (REHFRZ)

GCP ARVFE LIS R B4 B o 508 Qwﬂmmﬂ%dehﬁﬁﬁ%%ﬁ%ﬁﬁ,
SR 5 W T 158 7 IR B0 v Ak DA R SR o2 o M T B el AN [ 25 b B ok B8 3 R VR bR 45
WSS

FEASK H GCPVPC [ LAE RN 24 42 L F bR 2 . Wi SR A IS & T CAE S M &g 4z 10, bR
S I RTE Cisco Secure Workload H1e A7 CTEANE B, 1HS [ = By A ks

* \VPC ENHZE WL &L GCP ik E T VPC it H & AT 54, W Cisco Secure Workload
] DU ek I Y /Y Google Storage A7 il ifi Ay A v H & 5 S o Sba@ M ol H -+l ¥4k UL 7 Bt

o 5B S8 FH LRI AT S0V Cisco Secure Workload 1§ /] GCP A VPC B kB R gmFL 225G . 4
VPC Ja HPAT fG, AN KE B 3hgmfE 2] VPC Bk hs .

« B GKE &EEFANTTEIE (K8s i) £ GCP 11iZ1T Google Kubernetes Engine (GKE) H,
& ny DL RS 5 1% E Kubernetes ZEFFAHIC I A1 20, JIRSSA Pod JCELHH -

TR LLIESE N BEAS VPC JA H R mp e ) fig

GCP E#EsSHIE K TR &4

IFEFBAINRE: 7 GCP h L ARSI, BONILIER SRR GCP R&IK ) . ERAAL S
) S — AIAM;EH]MH% fas 0] DU %80 3 1) e IR 250K 2 TRE T 75 FROARR o BfR PR 5 7E GCP
P HAT FAL I TAM S8 51 2 (R AL PR

\)

ER K TAM SIS BB TR S5k R T it i CLL.

A VPC HBElE T4 GCP #&EE2S. — > Cisco Secure Workload ZERF 1] A £~ GCP 85 .
LR CE GCP iERESS , 5 90 TURM Tk FI1E B .

IR A AN T B R L B % o
o 3 FUERBFIA: AT AT
 WFEANRBE: HE VPC ZU i H G E XA Refl At H S
FAF G A EEN, PR VPC LR H &, IF 398 H A8 i s gs
A AR A e IR S

1. resource.type="gce-subnetwork"

2. log name="projects/<project id>/logs/compute.googleapis.com%2Fvpc flows"

RPN HARE N AN, ARG IE BT 75 A4 A o
EAE N I H SR & GCP 3 EREZS ISy, W40 NAE A 44 55
HEEM VPC iFE AN H &,
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B =ccrrmEsimanE

i H IR A ) Google f-if#; Cisco Secure Workload J5i% M Google Cloud i 7& A4 & it
Kt o

UARAEERE s U W RBE AL R GCP AL ik A7 B i) VPC it H A Google A7-fifififi, I Cisco
Secure Workload 1] LA\ 5 AEATIK 2 SCIR I Google A7 fifififi th 2 B H &

MHEPTEU TR AEEE GHESWE) o Jibhk. Haskhk, Jm . Harsm . Bl
. A, JFRIal, g5, #4E. TCPAr&. #HID. HRESFIRIT . AR5
e PE O 20

i S WA L 7 Vi S L (S 1
« TR A B R R R AR %

TR R 3 BT, WA A A2, RN AES VPC JA H 23 BORBS AT I, DT 84T
P o 4 o

HHS T ICHXT GCP B AT 7 BUR IS N (e (58, 26 93 Uit

« X FHEE Kubernetes BRS5 (GKE): 1R Jii il Kubernetes %7, %24 FIfi{E GCP (GKE) iz
1THIFEE Kubernetes 55 » 25 94 TUERA P I BOR AT HE 4, A8 FT s iU AR

£ GCP RECE X M H i ia)

O

Qe

S8 S

N -

LHE GCP MBI Z NI H V5T, 7T LS IR EL R D BT B 4F -

pUK
5 GCP #5416 .

R TR SR PRI H SR, ARG IEEEFEDIE (New Project) , 1 n] DALGIEE BT 101 H i i ik
F-mg P AT IR I .

HGHIH M AAFR. IERAHIH AL, s kR Te4A4R (Noorganization) (UnSBA ALY .
Rl I3 (Create) f241 LAGIALH I H .

AR OBWUEESE2 F 4, Q@TEEENIH .

BRI B RS MK ST AT, 15 SHE 1AM FIEIE IAM & Admin) T, SR 5% AR & bk
P (Service Account).

MBI BRSSP (Create Service Account) $4 4. 1% B3 R O AR 25 1 P 5452 7 H B AR
ERE T LU A IR 55 Mk B B ) IR S5 K

A (Keys) iETiR i, s5idRINE4A (Add Key) LAZE JSON SCAF R AR AL A
3| GCP #4141 1AM F1EE (IAM & Admin) T, RJ5EFE 1AM,

AR IUEESOIH, RJA sl TAM RVE PG, IRl TR .

AR FiF R4 PR (Grant access) #4H LAV g i H .
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oo zzsmEmiz ]

FER10  7EFTEMR (New principals) 7B, Hi AN ZEEERRIITH 1R 550 1R 11k
BN SR TF (Save) %4, KRR SR EIE H5 H
ER ORI R AR T H MR I H AR D IR

Sy Lhad sk DU R 7 Aok B S kBB s % 31 GCP #5411 TAM AN IR (1AM & Admin)
U, RS A EEAIH L8 1AM,

L2 HORIRSS IR A N BN A (I e I H LRSS BEIRGON AR, 5 S Bl gl
o

=/No

GCP =& EC & it

N EMEE TEEAR MR EN R  AORIEATRAE R, WA A EE (IE GCPERS
90 1) -

[E 43: GCP FE = E EHEA

GCP 1 _/ Complete 7 _/Paste the ‘8 ,EAssign the
Prerequisites permissions custom role
into a —»  to your
custom role application
i ¥ 3
GKE (2) (optional)
Complete

Prerequisites

Y N e o o
Secure \3 ) Start the (4 )Choose (5 ) Copy the .9 )Complete
Workload connector capabilities permissions the wizard
wizard = —  from the
wizard

|

s
(8 ) Edit the
permissions

CEVERD, B RO PRI P rh (20 SR A . D

fii EFETE;E AT Cisco Secure Workload H955E 1588 .
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BCLE GCP jEi%=5
UK
T NG AP SR, EHEEE (Manage) > &1 2% (Connectors).
P2 il GCP %E#2% (GCP connector).
W3 AU MERS (WYEE D KB (Enable) , s M F—HE B N b E R B R S —1
(Enable Another).
FBA TR GCP R SR AT 45, 2 87 JUAI{E GCP (GKE) 1247 f#E4 Kubernetes I 5%
o o5 94 TUPPERANAT IR 4611, AR5 Rl FF4A (Get Started).
FB/S BRI AIRIREREIT T RLIRE, R AT —3 (Next).
TEAE R T TR B T e R AL 20 v AR ) TAM SR A1 rP AL S AU, O R B s
SR E MBE .
MARETENR BEDRE, WZAE T —L PR B SR AR,
)5 H 47 EX (Segmentation), @Ak H Y EE#RES (Gather Labels).
Create a New GCP Connector %
o Activities 2 Roles and Settings 3 Select VPC 4 | View Groups
Name of the connector
GCP
Select Activities to be performed with Cisco Secure Workload on your GCP Resources
Gather Labels @ (] Ingest Flow Logs @ Segmentation @ _] Managed kubernetes services
Cancel Back |
PE6  FHARM IAM e A B HIS51K

I TAM 58 XA S 5 A 75— A B K I RE PTG 1K) TAM AL .

IR A A Kubernetes ZEI0, W20 51004 GKE BB AR .

ARV R, WS AE GCP (GKE) g T 4L Kubernetes %5, 2 94 L.
AR A TSR A AR AR (K AT TR D RE sk 5son SCE

R {EGCP'h, MANERRSCFFZAIHE, MRS IR BRI A I .

ARIET N DR H BT RE, AR B STEEE R R,
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mEoce zzs

FH® MELITRE:

B 1% BA

HTTP AR Cisco Secure Workload 7522 CH A fE i n) GCP.

A THIF1 475 1) B Cisco Secure Workload M\ GCP il 52 #0% P= 4R
I . BROME M /MBS 3600 7.

Delta $14#i ] [ Cisco Secure Workload M\ GCP 3REU# 7= 3% (1) 1
TR . BB A S M 600 F5

L0 LT —2 (Next). RZATRET L8P A BEMN GCP I H H 3k EUE L 25 F1 GKE SR 511%

SEBENM N\ VPC UBHIMEE) Fl GKE EHEFE ik 9 i L L4 B K ThRE .
W, BN RS HRIEAN, DM Cisco Secure Workload T 45 W 82 TS HE R SFE & T 755 1140 J2 08 B0 o
WH, LEWIUAEC B WA AN P4 S B 9 B (Enable Segmentation). fiJ5, 4BUER IR & VPC 1
AT BRI, A DA IE g N IX 4L VPC B H B, 1ES [ “X) GCP % 7= 3T 43 B W& i 1)
IRFESEER”

LE12 AR (Create) JHE5EAF L8 PSS I IEARY 71

“HEZ” (View Groups) TURE Bon ik E—NTUH EMERIZhEE S - VPC, #6244 ID
(CSW) 734, 1% ID & project_id (GCP). RANZ 4L ID FIRFANE AL ID R VPC # 2 A
e .

PR3 EFEAEIL NS IE VAR A SV o SR AR AR L, e — PR e B BROAVE I
PR A SRR EN A BE (BRI EHNEER) 1§ R RTE (Save).

T2 )R IR ARG R 2 AN T s, 1 i Bk (Skip) BABkd AP 3R
0] LAY J5 {E 2238 (Organize) > SEEIFAE = (Scopes and Inventory) -2 612 % 4w 45 1 Bl A4

T—% it a
MREERRABERE. ENRBIRF/H -

s WMRJFH THIEN, mERETE 25 0480, WA ST BRTEAE (Investigate) > i £ (Traffic)
Pijiiilee

o (AIIR) TS E AR LA B, AR NI (CVE) Il ML, s ESET VPC 1Y
TAEER E A EAE R BN FAREE . A SCESRFITEANE B, 155 AR 2355,

o FENINICE GCP EFH# UIMUERRBE RV EANGG, 15 IBARAER AR M i 4 BE SRS . . foifF
Cisco Secure Workload WA A % 1y ks LAAE e nT FE R S ms s 8 M EE sl Gl H RS VPC
AN 5 NSO A TAEASR] ARPE S s B s R IR, F/BTF BB RN s AT
FRAL S FI NS FERIE SRS T & LR MEN R B ik, MERS s )5, A6 AR ) b e ST

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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B siEccr sz

PATIKLETME . L AR E VPC AT 70 BORIG S, IR [PDERAS IO E BUME N VPC a2 BL.
ARVEMER, IS GCP B AT 70 BRI I IR e Sk, 56 93 1T,

MREE B A Kubernetes £ & IR SS (GKE) 3£ :
o TR T4 TAE 14k b 225 Kubernetes QB A CTEANME S, WS HEHE —T
Kubernetes/OpenShift fCHE - 75 i AL RIHAT o
EHHEE:

S HE T AF DR TR E R R SR AT MR AL v da i)
T SRR ) kA5 25l RSO B AT TR EA T L

w4 GCP E¥%3
WEREE AR B Al VPC 50 GKE SERFSCEE SR I DhRE, S mT RE 5 2 L AR FA A R P 5 )
BEMIAR S5 MK json SCAT, SRJA A REXEFEANA K VPC 8L GKE.
FESE R R T, A ARAT -

i

FIE1 NG DM SRR, EEEE (Manage) > T{Ef 3 (Workloads) > %1588 (Connector).

$IE2 riili GCP %#%8% (GCP Connector).

FIB3 WURA LA GCP B2, T BT 1 T0 e 6 e T 1 2% o

WIE 4 fili4RiEEIZ S (Edit Connector).

FES s IR T M. A CRE RN, TE S ELE GCP R . 5 90 L.

PO WREGH TAFMIIhAE OBERSE. A AT Bl GKE ), MDA F BT a1
TAM BRI 1 EAL 3] GKE, R )5 A fedkakiztr i S

WIRT A BORMSHAT, W B e ORI T AL X GCP %7 0T 20 BORmE I I s FE S i, 28 93 Wi i
WA BT, 2SI VPC T, B R HBUTH VPC E# B 4 (Enable
Segmentation).

P8 W AT 1 S TS AEAT ik VPC GIEETEH, 1 s Bk e 5 B8 (Skip this step) PA5e k)
EL

~Fo

450 LT #2328 (Organize) > S B #1457 (Scopes and Inventory) T2 i K T h 4 48 70 Fl A

PIR WA Pk VPC QBT AYa I HAREOR B @i 2k a5 4, v A FEIRE B D7 R4
i, RJ5 AR TF (Save).

il PR ZE4Z 2R A0 204 GCP
o R e, VLR L NS R SR
24 /NI, BREE AT 2 BB A7HH E SIS

. B B F1EIE1E A T Cisco Secure Workload HIiEESS


cisco-secure-workload-user-guide-on-prem-v38_chapter3.pdf#nameddest=unique_35
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5 6op mm T B Emanatss ]

Xt GOP ZFF=#1T 53 B SR B B RO B AE K %
A

BT EAEM VPC LJE A BEAT 20T, A% VPC LAl 224140y, b VPC 3 Fl oy Be s kR % vPC
AT 2 gl SN BIASIKE IR 224,

1B S I
o SPTHEBORILPSRNE —FE, B IR RS 1T R A A 1) S o
* K2 GCP A VFLER) KB Sem rh [ I ] ALLOW/DENY B . Hi+ GCP o B )4 A7 Ak 7™
IR, At T ALLOW 51K
FEBUERAE A KR VPC 23 Bez iy, A TAEZS R b s T . R 0 R A&7 O E -HPATI T
e ) VPC JH A B, W e iFi% VPC BRI A i
MIEHER ) VPC BT RGN, 159m%E GCP @44y GBS gl GCP &4y, 5 92 1) I hi%
VPC Jig 7B
GKE Z#E/ 5% 1FEME BFMITIRTS
B E GCP G M E(E R, W FAIRERESS (Connector) >, RJ57E “IEHAR” (Connector) T
I FiEFE “GCP E#:4” (GCP Connector).

BEEEA RV IMER, WM “YEERIFE ™ (Scopes and Inventory) BT[] A 55 o4 a2 TAE 47 1P
Hiuht . fE3E ] LA VPC C B SO SR I U ) %8 P2l B SO . A3 W P e B SO R fs
WS W 9L E S

[FIFE, ZEAE VPC MCE SO T I HARSENS, nf A “ 387 Bl & S HAA SRS (Inventory Profile
Concrete Policies) L1~ Tt 225 VPC BL'E X, LAAH VPC KT BRI

A “GCPHC'E " (GCP Configuration) B¢ “FAT7IRA” (Enforcement Status) T[] (4 /ey slAE T AE %3]
WD Uil VPC BLE S, 0T BAFE VPC L& S h B VPC Gl AT IR B AR e ms . Rt ]
PLE “VPC B kB4 5% 7 (VPC Firewall Polices) 1 & BT A5 £z 1 414 VPC [ K 3% S s

HRPREW NG R, 155
o PR bR
* 5 Kubernetes S EAH IC A FRES

GCP & #2850 @ S fE HERR
BRE:  “HITIRZS” (Enforcement Status) Tl &7~ B B FE AN EIRKEE .
FRRTFTE: B KBS SIS b R0 AR BT GCP % 28 Hh C B 16 GCP BRI, w2 R I PG I o

2 BARSENE Wo ol “ Ukl ” (SKIPPED) I, REGEASINEH 224, GCP _LLLIf7/E ) % 4]
PIRA R
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B 7 ocP (6KE) Lizf7604E% Kubemetes %

7£ GCP (GKE) k&

EOKFNETIR &M

TEE

¥

I

LRI R, T A LA AT DARE S SR, A — AN SR R AT BRI T R, AN S BN T
¥ 14 22 A SR
GRS

JAH B, RG-S NREAS VPC AR AR RS . X6 HARSRHE ] T-4F GCP 4 B kB 5img . {5
&, GCP Fl Cisco Secure Workload T+ S5 ARl o 7657 kK% S H 4+ Cisco Secure Workload Il #%
#:5 GCP B K ESFLUE, GCP vHEMLHIIR E 2% . A KTELIE R, 152 GCP,

BEi: GCP ENAFFERE
RRATER: MK Cisco Secure Workload H IRl SR 4= SR e B0 “4H44” (Deny).

IZ{THIFEE Kubernetes AR %

0] LUAE 2 f2 4% MLE Google Cloud *F- & (GCP) iZ1T i Google Kubernetes Engine (GKE) £
WA T E AR

B WU S T A % E Kubernetes JEREAHICHI A5 1. 95 A Pod JoHds -

Cisco Secure Workload Z3K: B AN T 2L B 46 o

FH K
o DRIETE GCP A7 Ay Lo 42 85 T 5 e U7 T AL PR PRI B
* > GKE R HBEIR T — 1> GCP &4
o OB I TG B GCP 33 v (14 P BTk 1115 2L

GKE #E:K:
o MEAAZRLE GKE Hp e & T a5 1) U ] AP .
* BESCRFALAY K8s Thfi, S5k i 14 5 L4 -
NS AR AL R IAM Mt A6 GCP R T AT 9 28 B AT LSy )

https://cloud.google.com/compute/docs/access/iam#compute.network Viewer

* Kubernetes Engine Viewer s&—1~ GKE £EH A (4, 1% GKE SERF NI ZEE (A 2. pod
1 GKE API X%) 47 kil .  https://cloud.google.com/iam/docs/
understanding-roles#kubernetes-engine-roles

=]
H

A T ¥ Cisco Secure Workload 1] LLZEANES W 28 F S AN P AR B HATHRIE GESRANEEES)
Cisco Secure Workload F 2 5 pifi#% API ilR4-#% (vCenter. Kubernetess F5 BIG-IP 28) &AL HiiE
$eo A IHEA FLVF M Cisco Secure Workload £EAF 2 Py il 4 1 BLFEAL N b . LA ay Tl S50
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| EEfEIEERT Cisco Secure Workload #1558

S NES

sgrizts [

P ST TR 2% 21| Cisco Secure Workload ST 1AL HY IR Ml v b 1n) 8 . 3% 8 AR I I B0
Fi1i ok MEEREAL D i 25 APT JIRZS 25 .

Figure 44: & &% #48

Network Boundary

Cisco
Secure
Workload

Secure

Connector
Client

TR, AT A A B TR sk 2R R 2, JF o
AR B, SRIBEN D TIREIARA . SR TR A DR K R A
SRAEAT I AT A D B T I AR 01 15 1 D B 75 A 2 4 B

GATERAS R P i 5 Cisco Secure Workload £E#E [R] (1) BT A T8 A5 #44E ] TLS HE4TAH E 5 43 56 UE A1

,IZ

¥t m Ay, R PSS SR RS B ENL e e A AR P . VRN E A
KEERN, DI RAY A1 3 Cisco Secure Workload SEREIIAE iRz, I HIE N RV A VA 2
API IR % %% Cisco Secure Workload #4737 1] .

SR AT E A A ] 2 IR AR BEIE, TS DA O 77 G B AN B 4 0 ]
AR ULAIERLA N OpenAPI 2RI B, THZ M % 4k ds API Al

AT G SRR, wAERGER T s AP PINS, JF H RS A R AR E A PIETS .
R LA P BRI R AT ] T i PR AR A AL e R iR e 4, IF % s i JeR A ARV L A0 55 o
ARV AR AT AME (R, 5 R ORI AE R 55 2% o XSRS e I, ATl O
AR (R SR

AR BRI AN AP R/ SOCKSS IRASA84R. BRI BN, %07 o 2 oA
K Cisco Secure Workload 4ERF AL NFEE . 16 NiEHtH SOCKSS IRk 45 #4312 e e i B H
(e %) 8

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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B zeznszransx

L EERSEE PRI EX

PUR 2 22 e e 2 1 o (1 5K
* RHEL 5§, CentOS 7 (x86_64)
* 2/~ CPU #0»
* 4 GBRAM
o A1 AR IR 0 267 FE A AL K [ A0 22 43 F 4 (1 AR 1 1 0 25 1 08

* {5 1 443 |5 Cisco Secure Workload SEHF AL % H: (HHEE L HTTP(S) 4/RED

o BN YA AE APL RS #5104 HEH: (HED .

ZEEERE PinalE

RIBEZ#HF
GATERAR R ) wi s FRE I HTTP(S) AREEEH: 3 Cisco Secure Workload £E 7. U 752, WA
% i ¥R HTTPS PROXY PREEAR R IEC BACE IR 554 . B B LA, WAL T
Jetc/systemd/systenvitetration-secure-connector.service [ systemd Il 45 SCAF 1 [ Service] #4378 LA FAT
W BB A SR M TR PERCE, nT RAAE
Jetc/systemd/systemvtetr ation-secure-connector.ser vice.d/10-https-proxy.conf HF 1T SO s %A T . 2
AT WO EERL, 151847 systemetl daemon-reload A EH N, systemd fic '
[Service]
Environment="HTTPS PROXY=<Proxy Server Address>"

B MA

A S Cisco Secure Workload £EAFE 21| P4 35 W9 4% 1) Jse [al &, DAE U7 ) W I 4% APT RS

2R ﬁ}

JA Bl 2 A TR ) il T B AR A RPM IR R IRV E I b
1 AESCREIF & B N 3o 1 %2 A58 %) i RPM

2. TEREEN AR

3. AEEMLERE B IR % i LUS 30 % ) b o
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merepszrs |

MEREEERT P in

THRHMWEEEZRZ K RPM

akl

UK

W LA, Tl B (Manage) > TAES1Ek (Workloads) > & £ i%#28 (Secure Connector).
$1E2 il TH&E RPM (Download Latest RPM).
HIE 3 K RPM B2 Linux EHLEATHE, AR5 FHMRBBRPATLL F 4 : rpm -ivh <rpm_filename>

& REMR S

UK

$IB1 LB (Manage) > TAEfE, (Workloads) > % £ %3£ 88 (Secure Connector).
$IR2 AHHEMEMS R (Generate Registration Token).

EHSHABRHNERIK
ER L %EIESS (Secure Connector) T AR A MHAhi s, #8853k registration.token S0, 1L
PAE TS SRR I R BRI A . 50k BN B e A R R s, R O e e i
e B vy AL R A RS A

1. g{%ﬂ:ﬁ-)ﬂﬁﬁﬁ’ M:J ’TTUx—FHD? systemctl stop tetration-secure-connector

2. ¥ registration.token XA 13 /etc/tetration/cert/ XK.

s
3. %‘&EEEF%’, ZLK_ U:anv systemctl start tetration-secure-connector

[FIiE] ZREHF ERRAR R R 2 1 E 12T Fim

UK

PR PR ) Ui RPM R E A o
a) ESMiEH T, SdEIR (Manage) > TIEf £ (Workloads) > /X8 (Agents).
b) A RIEEIRF (Installer) LI
c) mii FRZRHITELERZFF L (Manual Install using classic packaged installers), 2% s
i T —% (Next).

AT AR i KA AR B SS A Sy 22 4% A% (Secure Connector) .

I FEFEI2iEM T Cisco Secure Workload fiE1E5 [}
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B rinssemrneesrssrs

d) RIEEH A CRER LA 2D, R)5 Ad T (Download).
e) K RPM AR HI3] Linux EALEATHE, RS AARBIRIATLLU R @2 rpn -ivh

<rpm_filename>.
LI 2 A AP R ZOBT A H

G A T LUE T OpenAPI (Get Tokenendpoint) #E47452 . LR Python 1 Bash AU Bt
AT 2O A 0. WER, I AP #8062 AT external _integration L)fE, JF HAAZI%HR 2
FIMRYE LR A 5NV AR « 543438 F T python Y Cisco Secure Workload OpenAPI % ) i A1 4]
AW APL ZAE R, T2 OpenAPI &4y Ktk

- AT 4R ERY Python FEE

from tetpyclient import RestClient
from urllib import quote

API_ENDPOINT = "https://<UI_VIP OR DNS FOR _TETRATION DASHBOARD>"
ROOT SCOPE_NAME = r"""<ROOT SCOPE_NAME>"""

API _CREDENTIALS FILE = "<API CREDENTIALS JSON_ FILE>"

OUTPUT TOKEN FILE = "registration.token"

if name == "_main ":
client = RestClient (API_ENDPOINT,
credentials file=API CREDENTIALS FILE) # Add (verify=False) to
skip certificate verification
escaped_root scope name = quote (ROOT_SCOPE_NAME, safe='")

resp = client.get('/secureconnector/name/{}/token'.format(escaped_root_scope_name))
if resp.status_code != 200:

print 'Error ({}): {}'.format (resp.status code, resp.content)

exit (1)
else:

with open (OUTPUT TOKEN FILE, 'w') as f:
f.write(resp.content)

s BT £ ER BASH FER

#!/bin/bash

HOST="https://<UI_VIP_OR DNS FOR TETRATION DASHBOARD>"

API_KEY="<API KEY>"

API SECRET="<API SECRET>"

ROOTSCOPE_NAME="<ROOT_SCOPE_NAME>" # if the name contains spaces or special characters,
it should be url-encoded

TOKEN FILE="registration.token"

INSECURE=1 # Set to 0 if you want curl to verify the identity of the cluster

METHOD="GET"
URI="/openapi/vl/secureconnector/name/$ROOTSCOPE NAME/token"
CHK_ suM=""
CONTENT TYPE=""
TS=$ (date -u "+%Y-%m-%dT%H:%M:%S+0000")
CURL_ARGS="-v"
if [ $INSECURE -eq 1 ]; then
CURL ARGS=$CURL_ARGS" -k"
fi

MSG=$ (echo -n -e "$METHOD\H$URI\n$CHK75UM\n$CONTENT7TYPE\n$TS\n")
SIG=$ (echo "SMSG"| openssl dgst -sha256 -hmac S$API SECRET -binary | openssl enc -base64)

REQ=$ (echo -n "curl $CURL_ARGS $HOSTSURI -w '${http_code}' -H 'Timestamp: $TS' -H 'Id:

. B B F1EIE1E A T Cisco Secure Workload HIiEESS


cisco-secure-workload-user-guide-on-prem-v38_chapter18.pdf#nameddest=unique_439
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| EEfEIEERT Cisco Secure Workload #1558
wirzsiegsErnns i

SAPI_KEY' -H 'Authorization: $SIG' -o $TOKEN_ FILE")
status_code=$ (sh -c "SREQ")
if [ S$status_code -ne 200 ]; then
echo "Failed to get token. Status: " $status_code
else
echo "Token retrieved successfully"”
fi

TR I KGRz . AREAMUY, SRR 3% ), 26 97 Ui,

Eﬁiﬁ?céi%%%% Fim R 7S

LR AR AT D e AR % ) m, THIBAT LR g, /£ RPM A e vh A iy tet-

SECUFGCOHHECKW-C“GHPSIGEkﬁ#f@: rpm —-g tet-secureconnector-client-site

o LA O P mIRAS, T L is AT BLR A4 Sk RS A tetration-secure- connector systemd

E&élEﬁJk”) systemctl status tetration-secure-connector

] 1} = oo LY Jk

BEEZEDIEPInIRTE
SMERTERS (External Orchestrators) GUI 23 o CURCE (AN IR 25 R 22 4 B 2 B TE IRPIR A .
WURLERC B AT 2SN S T e a8 ay, LR £ %188 (Secure Connector) T - F&
GRS R S Wi f R bR o
A2, ﬁﬂ%ﬁﬁéﬁﬁi%ﬁ%i;% HTEEN (Active), (H% )RR AN T WL, W26 O 2B IH A I 22
R . R R AT R AR T IR AR, R TR

Figure 45: £ £ EERE PR HRHEE

Secure Connector

Info

N

- Tunnel Status Active
L]

n o Secure connector client metrics reporting not supported in the version installed.
Please download the latest rpm and upgrade Secure Connector client using the command: rpm -Uvh <rpm_filename>

\}

Note 7 G:icdke i e AnEHedt RPM (MBEH, 15250 N 8ol 10 2 A EHEAR 4 1 il RPM

BE R i ahe b .

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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Procedure

B B FIEZIEEF F Cisco Secure Workload %28 I

S R EIFMIEE (Configure Details) ~, MAiTiRZS (Status) 17. REuK on&R £%E#ESE (Secure

Connector) T .

Note  9i3j i) 22 A iE AR PRI IFPIRAS,  EAE /2% i i PR 38 (Manage) > T{E 513, (Workloads) >

&% (Secure Connector).

$IB2 HEM (General). #0O (Interface) Bk (Routes) I, LAV 552 /i Fl Cisco Secure

Workload 44 2 [HIEHRA I L 2 PR B

R+

F:pu

M

FIHEL TR E R

« EHLA

* IP Hbhik

* HTTP/HTTPS f{EE

o BRAS - B PR RRAS o
* vCPU %

o IEHIBATING] - 51 AT 2 A 1As % 7 i

o Bt - B RN s Oy

o DBRRMIE (R 1K) -2t — RS

* fFIRAEIR (ms)

BEIECIRAS

EHAE (GB)

(I REAUML AR IE I AT I 1)

6 F) 1 YIRS o) Ko

AR T 7 i (R R R . R
P R AR SRS, WA 2
THEAE— RERINE E

#0

B AT 2 AR 2 i (A RE AU LR 4 11 PR
fHE.

& ER

HE A B bR IP ik, R9OC, HEM AR .

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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zegpsen [

i

Wt
Hp
i
)Cﬂig
D

AR IR AT AL & B B DB, S A R

IR 1 B AR, E RIS THETE (Manage) > T{Ef1#K (Workloads) > %&£ %88 (Secure

Connector).

IR 2. RUHESR (Alerts) EI .

R 3. kT B RER (Enable Alert) SIEHE,
R 4 R8I IR R B (Severity) 1H-
AR5 St EHECE (Update Config).

96 BRREERFER

Secure Connector

+ Download Latest RPM

Generate Registration Token

Info Interface Routes Alerts

Enable Alert

[ ]
Secure Connector Alerts:
When Connector Alerts are enabled along with secure connector alerts, you may receive the following alerts:
1. Secure Connector is down (due to missing heartbeats).
2. Tunnel start/stop

Severity [HIGH v

Update Config

\}

AR MR EIE (Manage) > 23R - B & (Alerts - Configuration) UL H i F T B gs 4R

FMAFIRE (Investigate) > E4R (Alerts), A5 ntdrEMLU AT LZ AL

BUR AR L4%ERESS: <reason for connection failure>

97 R EERERER

Last Checkin At
Hostname

Total Memory (GB)
No. vCPU's

VM IPs

event time T Status 1| alert text 1| severity 1] type Tl actions 1|
6:26 AM ACTIVE Secure Connector: No heartbeat in last 1 minute HIGH CONNECTOR e
Details
Name  Secure Connector
Type Secure Connector

Jun 26 2023 00.55.11 UTC

31.26
8
127.0.0.1, 172.29.203.37, 172.17.0.1

FEFEI2iEM T Cisco Secure Workload fiE1E5 [}
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B razssmszrs

F 4 EREAES
FE it it AR

ZFR (Name) T H LR AT
KZ (Type) FAF R AR A

%
U AR B I TR

<«
=X
i

L xZ N\BE (Last Checkin At)

FH4 (Hostname) SR O L AR T LN 44
*/J\

E 7% (GB) (Total Memory T LA GB 4 HL07[F) RAM

[GB])

VvCPU #{ £ (No. vCPU's) FAF CPU #j i

VM IP TR AR i AL E ) R 2%
BO3%

FRBLEBRE PR

GRS R T IR A SR A BT . ERE WA, TEPAT LU R AE:
1. @ﬁfu?ﬁé\uﬁﬂﬁ%ﬁﬁﬁﬁj—( rpm -e tet-secureconnector-client-site
2. TREFMA . AORTEAN UL, TS R E0 5 % A% B & ) Uiy, on page 97

T £ EER T Fin

ﬁuﬁﬂﬂ U\‘Fﬂn 7%[1?—55;((%@?%%%2):1% rpm -e tet-secureconnector-client-site

QUBEEES

B IERA 7824 Cisco Secure Workload 5 & & 3 A7 5= (141 OpenLDAP. Active Directory /I
Microsoft EntraID) Z [AI[#r4E . Jl i@ Hedy, o N LRI ny [0 B A7 2 rh A7 it A5 S
DIAE AT DARC & F 0 &84S, M LDAP. Active Directory 1 Microsoft Entra ID 75 A F J #5045 F1 F
M.

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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OpenLDAP &35 5% .

Figure 48: SR ZEE

OpenLDAP E3E88

6B F SV I M (LDAP) 2 — R TR P P 4L, 2GR A B P B Pt He e
FAR R SR AR LDAP H evh, T o AP P A3

A

Note  OpenLDAP $i#id: A2 ({1 A St OpenLDAP 2.6.

{$£ F3 OpenLDAP Fii & 5 1) E#£288

1t Cisco Secure Workload H1 @il I T- LDAP 15 i #eds, LA 5 OpenLDAP [#)3 15

g2

FHI1 N FHER T, KIREEEIR (Manage) > T{EfA % (Workloads) > %#£88 (Connectors).

B2 i 513 ERERR (Identity Connector), #X 5 k£ 7E Lk &b BL & #iE %83 (Configure your new connector
here).

$IB 3 /E 12 % (New Connection) T, A LL N VR4S AL

T 152 B

EFEZZFR (Connector Name) NGRS FR

5B (Description) LTPANTEL

18% (Domain Name) NI AG o SRAL AR Tk L L 2B ME— 1), 1
11 csw.com.

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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B B FIEZIEEF F Cisco Secure Workload %28 I

FH

152 AR

7K DN (Base DN)

B ONAE H b A AR R ST 35K DN alin] 4y
W4 FR. B, de=csw. dc=coms.

A Fd3iERs (User Filter)

S NI DR DhoE SCHA i e R AUE B 45 H
HIbRE
1 BRI, T DL ik E A
objectClass J& KX 73 H -, —PMEEA
“person” , FH—NWEN “user” o JLELAAFH]
u% (& (cbjectClass=person) (objectClass=user))
) 2: B2 objectClass=user H. cn JE LS
i) Marketing BT A 4 H, R IERTLUZ

(& (objectClass=user) (cn=*Marketing*))

F R # (Username) F1%83 (Password)

i NI T84 5] OpenLDAP JI 55 &% (1B IE -

CAiE$

4% CA WEFIF4i N Cisco Secure Workload J -+
AT S B UER) SSL ARSS 28 2 FK. WREH, 1H
M SSL.

BR %528 IP/FQDN FAi O

IR S 2% TP Mkl R 115

REEESR

P22 A Tl BRI B2 M\ Cisco Secure
Workload %] OpenL.DAP )5 H «

FEJA TSR T2 FY, N R 2 A s
ARWEAE R, TS LS.

PR 4 Rl (Create).

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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49: ELEFERERR

New Connection

Sarver IPIFQDN Pon®

RO OB S0y iE RS, FEALE Cisco Secure Workload Fl1 OpenLDAP 7 [f] 3 v/ iH 15 .

£ Cisco Secure Workload F1 OpenLDAP < [ i Hz f5, &0l UAEZEFE (Inventory) IEIT- R AT A
F R (Users) #1 F AR (User Groups) %12, 7 Br)@ M BT H - L8 2~ #E B P (Users) Tk
W, B F4E (User Groups) 310 A o e — FH 7 41

UK

FIB WA EL IR R . K ehrR A e S B bR L n A R e Jm
HIB2 SRR L R JSON i CSV & I 5

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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50: APRFIA P

Configuration Inventary Event Log
Usars and Groups
@ Enter attributes
Usars (§) User Groups ()

Showing 3 of 3

Usemarnmse
akcn

bab

a4

EHHEE

B B FIEZIEEF F Cisco Secure Workload %28 I

Advanced Setiings

«

User Groups 1]
accounting, enginearing
accounling

anginpering

BN P B R A 300,000, TR 4124 30,000,

=4 HE (Event Log) LI B R #E 5 OpenLDAP G LI R A NS B 5 5.

UK

TE1

PR2
SI:EHHERE
Eveni Log @
prm——

WVENTORY, IMOEST

BVENTORY_INGEST

PVINTORY_MGEST

MRt

a4

i
\krjb
K3
ImH

HNELIEM R . B ehs B A s B bs bl & E pE e k.
RS HEIAR LA R 2 JSON B CSV #&=i%dE .

HEmEEAm L EE G &S B R (LE) .

SR E (Advanced Settings) IR 7 A28 FH P Hcis #UH - @ R Kl

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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Active Directory .

UK

PR 1 /EEFitxl (Synchronize Schedule) T, #H] LLiE$E Cisco Secure Workload A LDAP JIlk 55 2% A28 H
B R ] TR A

FIR2 (A PEM (User Attributes) 7B, SN Z NAN BRI H g 1
52: 2R E

Configuration Inventory Event Log Advanced Settings

Synchronize Schedule

1 days W

User Attributes

Active Directory

Active Directory (AD) /& Microsoft ) H 3k M55, F T B Pk = o ARGS9 28 11 94 29 B 1) U
. AD $24ft T ZIHE YR, DIEREECR oo EE I B 4

{FH 57 %E1% 5B & Active Directory

7E Cisco Secure Workload "1, 18K Bt 3 3% £z 4% HIAE & 43 B 5K SCHF Active Directory (AD). G147
AR BAE S AD R DAGIE Y & 0 9T HAMAT X Cisco Secure Workload P58 H Z Y5 ¥1 15 1]

7E Cisco Secure Workload " 1|7 [T T+ Active Directory (AD) [ 5 7% 8228, LA 5 AD MiEfE .
g3z

FI1 N SHER T, KIREEEIR (Manage) > T{EfA % (Workloads) > #%#£88 (Connectors).

LB 2 EFF9EIESS (Identity Connector), 2R )5 i FE L AL L B #7i%E 188 (Configure your new connector
here).

I3 {EEIE AD 1%3E (New AD Connection) T, %A LLF 4015 B

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .



. {5 &£ 52 B E Active Directory

B B FIEZIEEF F Cisco Secure Workload %28 I

T it AR
EHERRZHFR (Connector Name) BN AR A4 FK
5B (Description) TP

134 (Domain Name)

BNBEA o BRAAAE PR NE I A 22 E— K,

U csw.como

7K DN (Base DN)

B NAE H b A R 48 R T 035K DN 5n] 43
HEAZFR. Wlt, de=csw. dc=com.

AP idiESS (User Filter)

AL DERS LLE S SR e R AUE B4 H
(RIARE o

a1 BRI, AT R BRCE A
objectClass J& KX 7, —PMEEN
“person” , FH—NWEN “user” o ULECEAFTT

Elﬁ%(&(objectclasszperson)(objectClass:user))

ol 2: B Z objectClass=user H. cn J& L5
Fuii] Marketing T 46 H, R JER T LUZ

(& (objectClass=user) (cn=*Marketing*))

F P #& (Username) 12553 (Password)

N T 828 OpenLDAP IR 55 2% 1 551

CAiEH

A% CA IEFH IR Cisco Secure Workload H- T
T G0y AR SSLARSS 28 44 k. WA, 1
M SSL.

BR %28 IP/FQDN #ni O

N JIRZ 22 1P HuhilFi 115

BHMERRETE HTTP REA AL G
IDENTITY?

("[3%) Cisco Secure Workload 75 AR A REV)
lF) £y A o
WIRR, WA URL Fl

REFEIERS A 22 4384298 M Cisco Secure Workload %
SPEEER:, R AR .. )8 g
Hr, RN OHEREEERS.
HREAGER, ES s,

rii Bl (Create).

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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£ 514 &£ 22ELE Active Directory .

[ 53: Bt & Active Directory 535

Configuration

Connector Name*
AD_1

Description

AD-1 connector

Domain Name*

csw

Base DN*
de=csw,dc=com

User Filter”
I User Filter (required)

© User Filter is required

User Name*

User Name (required)

Password*

Password (required)

Disable SSL

@
CA Certificate*

} Upload certificate

SSL Server Name
I SSL Server Name

Server IPJFQDN* Port*
Server IP (required) Part (required)
Example: 172.28.171.195 Example: 443

Does your network require HTTP Proxy to reach IDENTITY
Yes No

Secure Connector

@

RO OB 15 4% 888, JFALE Cisco Secure Workload 1 Active Directory 22 i) 4 3815

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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. Active Directory 575

Active Directory Z5 =

£ Cisco Secure Workload Fl Active Directory (AD) 2[RI . i&EHz 5, 0] LAFEZEFE (Inventory) £ 10
R B P (Users) 1 Fi P 4R (User Groups) %158, P T & 0 i H - 480 2~ 72 F P (Users)
IR, 4R (User Groups) 3T -F FR A o mE—H 7 4.

pug
B /EA PF4E (Users and Groups) ~, i AE L pEM @, ARG fith “HR %™ (Search
Inventory). K CHRBAF7EAE B EFs b, DA HEER BN,

PSIB2 HEE R EPRLL R JSON B¢ CSV % 2 5k
54: APRFIAFE

Configuration Inventory Event Lo  Advanced Setiings

Usars and Groups

@ Enter attributes x

Users (E) User Groups ()

Showing 3 of 3
Usemarme User Growps 1]
ke accounting, engineering
bab acCaunting
cilian angingering

ER BRI BRI 300,000, T S 4H A 30,000,

FHHE

E4 A& (Event Log) L1k /R OpenLDAP JEALER N KA M5 B & S A .

UK

pZ A RPN SO P S T S 3 X R U N S TN e S S U410 - G
FIB2 i ERRLL N JSON Bk CSV K42 i -

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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arzs I}

[ 55 £ HE

Conbguration rresniany Evart Lony Acraet Sattings

Evant Log @

BVENTORY, IMOEST

BVENTORY _INGEST

BNENTORY _NGEST

AR NGRSO AE R GEED B 0D MR () .

L1 R (Synchronize Schedule) T, &R LLZEH Cisco Secure Workload M Active Directory iR %%
5 A2 P s i A

PR 2 /AP B (User Attributes) 7B, AR Z T AN WoRIH FJE .

HIE3 76w XA P 2SS (User Name Mapping) 7B, K 7 £ 1u 21 sSAMAccountName.

56: SRR E

AD Test 1

Configuration Inventory Event Log Advanced Settings

Synchronize Schedule

1 days v

Additional User Attributes

[ cn, sn,|

e User Attributes must be an array of strings, separated by a
comma.

Custom User Name Mapping

sAMAccountName

fii EFETE;E AT Cisco Secure Workload H955E 1588 .
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. Microsoft Entra ID E#528

—l—nn

Microsoft Entra ID 1 =§£33

Microsoft Entra ID (LARI#X A Azure Active Directory) & —FI3&ET = BG40 o5 & BLIRS, WA
Fro N RIS A B 0 B0 UE AL e o 10k 4] Active Directory 1E 84 & #1J5, Cisco Secure
Workload ') B 47 7% #5445 S KF Microsoft Entra ID.

fic & Microsoft Entra ID

1 Cisco Secure Workload "'y Microsoft Entra ID I 2 & 4y %445, LUME 5 Microsoft Entra ID 37l
5.

UK

FE1 N SHEK T, RIREFEER (Manage) > TEfa#; (Workloads) > i%#£88 (Connectors).

IR 2 Ul 5 {3E%SS (Identity Connector), A 5L FE7E It A Be & #iE %25 (Configure your new connector
here).

123 {E##E Entra ID 4% (New Entra ID Connection) B{ 11, A LU R E4H(S B

FE it AR

EFERZZFR (Connector Name) NI AR A HK

5t BB (Description) N .

15 % (Domain Name) BINIRAG o WA AE DT IR TS I Py L 20 E— 1), )
U1 csw.comoe

TenantID TS AE I IE 2% 1Y) Entra ID 101 22 14 2
TenantlID,

ClientID 142 DL 32 28 119 Entra ID 612 (%) 5 7 1] Director
ClientID .

& Pim %A R P um e B %A XF T B B UE,  R] AT 7 P i B R i Uk

HRIE . WEELL Entra ID b &R 2861 2 1Y
F R % Fim fEAE (Client credentials) £ #2511
WIERAE AR TS UEPN RN . A SCRF RSA IE
H. AP LU PKCS1 8 PKCSS.

CAiEH A% CA IEFH R Cisco Secure Workload HI -1
BT S G UEIY) SSL RS 28 2 FK . TR EEE, 14
M SSL.

BRMEEEEFE HTTP RIBF A FR B (1) W 45 02 15 75 B HTTP AR EE, i 22 (Yes)
IDENTITY? 2% (No).

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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Bt & Microsoft Entra ID .

FE 15t AR
R 4% S (Secure Connector) e AERAR ] Tl I B 1% 42 M Cisco Secure

Workload %] OpenLDAP i i H .
P03 FH MR 1y, 8N R 8 2 e e dis

ARG, WS 2 AeERE

WIE 4 [UlEIEE (Create).

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .



LB FEIEE A T Cisco Secure Workload B |

. BLE Microsoft Entra ID

& 57: BL E #RY Entra ID E1%8%

Configuration

Connector Name*

Entra ID-1

Description

Entra ID_1

Domain Name*

Ccsw

TenantlD*

Tenant ID (required)

ClientiD*
Client ID (required)

Disable SSL

-~

C»

Client Certificate & Key

# Upload certificate

# Upload key

Client Secret

Client Secret

Does your network require HTTP Proxy to reach IDENTITY

® Yes ) No

Proxy URL*
http://<proxy.host=>

Port*

<proxy.port>

Secure Connector@

C»

REBONETI S 1R 2%, IFAE Cisco Secure Workload 11 Entra ID 22 [A) 3 7l {5 .

. il B FNE18;E A T Cisco Secure Workload HYiE1£58
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Microsoft Entra ID & 7= .

Microsoft Entra ID 57

1t Cisco Secure Workload 1 Microsoft Entra ID 2[R v23i% 42 5, %0 LAZEZEF= (Inventory) JE 1R
BEH PR P A myiE. HE BT ErpTa P A sonER P (Users) &0k, B PALE (User
Groups) LX< A g 7 iE— P 4.

iz
TR M ZEIEN L. bR s AR S B s ] AR B DR s YRR

P2 HEE KPR JSON B¢ CSV % 2 1 5k
58: AP FIF PR

Configuration Inventory Event Lo  Advanced Setiings

Usars and Groups

Users (E) User Groups ()

Showing 3 of 3
Usemarme

User Groups 1]

alco accounting, engineering

bab acCaunting

anginpering

ER BRI BRI 300,000, i S 4H A 30,000,

Microsoft Entra ID {4 H &

=14 HE (Event Log) 1ETiF /R 7E 5 Microsoft Entra ID 7B & AL AR B 055 R

RS

g7 R BRIV SU R/ 1)1 P b Py sy e e SN S Al sl K SR SURYA 1) -
P2 mdiC R RR LU 2 JSON 5 CSV s AU Kl »

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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HaEmgeaRmEEE G &S ) R (LE) .

BRRE
[ 59: B4 HE
Confguration rresniany Evart Lony Acraet Sattings
Event Log @
BVENTORY_MGEST -
INVENTORY_INGEST -
BINTORY_MGEST -
xR
E— \rl- ===
=
SREE
gz

B 1 {EFEPitX (Synchronize Schedule) T, 1E#% Cisco Secure Workload [f] 2} Active Directory 11 H
G INE

&2 (LA PEM (User Attributes) 7B, A& Z AN RRH PR,

$I83 78 A& X P ZMET (User Name Mapping) 7B, K 7 4 e 51 displayName.
60: SR E

Configuration

Entra ID 3

Inventory

Synchronize Schedule

Event Log Advanced Settings

1 days v |

Additional User Attributes

C5,Cns,5ng

attribute 1, attributeZ...

Custom User Name Mapping

displayName

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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rrsen ]

%

i

n}
n/o
4

R

B B A5 AE IR B 5 AT N I 2 B 2 T AR

EiRECE

Il

BEA RIS A 0 AR L P LB X P S A O . A 3.4 A, BRICE TS G B/
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Note ;i fi#&4j (Enable Alert) IR INE A true.

Figure 61: 2 7R Cisco Secure Workload 351 ;¥ \i& & L RYEIRELE

@ CiscoTetratien’  VIRTUAL APPLIANGE ®Default - @ Monitoring ~ @ ~ &% ~
. You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.
L g
Tetration Data Ingest Appliance @  [{5IT3 Decommission
o
Checked In Registered Created
& Jun 112020 10:55:42 pm (PDT) Jun 112020 10:45:40 pm (PDT) Jun 112020 10:38:07 pm (PDT)
4 Connectors Info VM NTP Log Alert Troubleshoot

Enable Alert

= + Enable Another Gonnector
Gancel Gonfig Creation Verify & Save Gonfigs

IE
[V
d
PE
e

BERANERLS VU B “f5 57 (Info) LET-RAL S € T0F 65 B & MIERL 33 10 % PER R,

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .



LB FEIEE A T Cisco Secure Workload B |

B

Figure 62: Z1R 5| RIE 2

= . CO
/? CiscoTetrati#n” CONNECTOR ®Defautt ~ % Monitoring ~ @ - @ -
Ll You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.
& AnyConnect @ < Browse Gonnectors
® Info IP bindings Endpoint Workdload AD Log Alert Troubleshoot
@
Collect telemetry data from Cisco AnyGennect Network Visibility Module (NVM).
A AnyConnect NVM provides visibility and monitoring of endpoint and user behavior both on and off premises. It
sends host, interface, and flow records in IPFIX format to a collector (e.g., AnyConnect connector). AnyConnect
A connector registers each AnyConnect endpoint as an agent within Tetration and provide insight of the endpoint
N network behavior.
N Alerts:
7 1. AnyConnect is down
AnyConnect [& 2. GPU/Memory usage is too high
I 3. Gan not connect to LDAP server
Enabled on June 11, 2020
}

3£ Tetration Data Ingest Appliance

W& NEZRS KT

WA (BOEHAS) Tk A& AR B OB nT BEOCH, W2 AR B .
B WA B2 <Appliance/Connector> Mk, nI HE T M.

FEEME

Figure 63: 535 5% ] BUE4R

@ CiscoTelralisn’  CURRENT ALERTS @Defaut ~ @ Monitoring - ® - &% -
[T ‘You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.

Alerts configuration &

() Filters @ Status = ACTIVE

@

Event Time Status Alert Text Severity Type Actions
a8

11:25 PM ACTIVE Missing AnyConnect heartbeats, it might be down HIGH CONNECTOR 0
o Details
o

Appliance ID  5ee314bf1bl0541577c6349%8

»

Appliance Ip  172.29.142.63
Deep Link  marge.tetratiol com/#/connectol YCONNECT?id=5ee316f05411a65ca2darzfd

Last Checkin At Jun 12 2020 06.10.51 AM UTC
Name ANYGONNECT
Type  AMYCONNECT

R Cisco Secure Workload EE#1i&#&: Cisco Secure Workload 73 A F Cisco Secure Workload /1%
W

RVFRIFERESR: 2

WEEERARERE

HBie CRRERAS) EMRGMEN AR (CPU. WAFMIELED BT 90% . Bia CRI/sGERS) =&
JAME AR, S T IEAE AR FRAE N K R ST A

. il B FNE18;E A T Cisco Secure Workload HYiE1£58
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panamz ]
EEHER A IES),  B&FIEEERHFE 90% LL B R G RHE2 IEH 1.
B WA <Appliance/Connector> I [f) <Number> 4~ CPU/ N AF AR H F K Hr o
PEEE: R
Figure 64: E1%3552 RS E A F T S LR
/? CiscoTetratiTn”  CURRENT ALERTS @ Default ~ @ Monitoring ~ @ ~ @ ~
L You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.
Alerts configuration &
@ Filters @ Status = ACTIVE ‘ : |
@
Event Time Status Alert Text Severity Type Actions
b
12:51 AM ACTIVE 5.55% of MEMORY usage on AnyConnect is too high HIGH CONNEGCTOR 7_” G
© Details
=
Appliance ID  5ee314bf1bf0541577c6349e
&

Appliance Ip  172.29.142.63

Deep Link  marge. i lics.com/#/connecto NYCONNECT?id=5ee316f05411a65cazdsf2fd
Last Checkin At Jun 12 2020 07.51.27T AM UTC

Name ANYCONNECT
Type ANYCONNECT

St A Cisco Secure Workload EE#li&&: Cisco Secure Workload 7 A F Cisco Secure Workload /1%

Bt
RVFRIEERS: AN
AR B HRIR

MR TORE G E EHE Ae E HE B O RC B IR 55 45 0 HRC BRI, R AR, LIRWIERE
S IF I IO L AT REATAE i L

i, AnyConnect #4371 R H] LDAP FUE, B UE N2 ACE . (HAEIEH BRI, A& nTfe
PR

AR BIXMG DL, TEHE H S 2R A T4 it R SR
MR ToiEERES) <Appliance/Connector> IR 45 %%, 2 <Appliance/Connector> it &
FPEEME: mL AR

PR %25 EER
LDAP Jik55 4% AnyConnect. F5. ISE. WDC
ISE k4545 ISE
ServiceNow 55 #% ServiceNow
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f7 CiscoTetrati¥n”  CURRENT ALERTS ®Defaut ~ @ Monitoring ~ @ ~ @5 -
T8 You do not have an active license. The evaluation period will end on Thu Sep 10 2020 01:09:39 GMT+0000. Please notify admin.
Alerts Configuration &
L) Filters @ Status = ACTIVE
@
Event Time Status Alert Text Severity Type Actions
a
11:00 PM ACTIVE Can't connect to LDAP server, please check LDAP config HIGH CONNECTOR 0
o Details
=
Appliance ID  5ee314bf1bf0541577c6349%
4 Appliance Ip  172.29.142.63
Deep Link  marge. #/col YCONNEGT?id=5ee3 1610541 1a65caz2dsf2fd

Last Checkin At
Name

Reason

Type

B Cisco Secure Workload FE#L1:
W

Jun 12 2020 06.00.51 AM UTC
ANYCONNECT

Invalid Credentials Original Error Text LDAP Result Code 49 Invalid Credentials 80090308 Ldap Err DSID 0
C 090446 Comment Accept Security Context Error Data 52 E V 2580

ANYGONNEGT

%% Cisco Secure Workload ¥ A F1 Cisco Secure Workload 14 %x

IFRYEIESE: AnyConnect. F5. ISE. WDC Fll ServiceNow.

EERR UL ERiFAER

Details

Figure 66: 53583 UIEREMIER
Appliance ID  5ee314bf1bf0541577c6349e
Appliance Ip  172.29.142.63
Deep Link

Last Checkin At

marge.tetrationanalytics.com/#/connectors/details/ANYCONNECT?id=5ee316f054 11a65ca2d8f2id
Jun 12 2020 06.56.28 AM UTC

Invalid Credentials Original Error Text LDAP Result Code 49 Invalid Credentials 80090308 Ldap Err DSID 0

C 090446 Comment Accept Security Context Error Data 52 E V 2580

Name ANYGONNECT
Reason
Type ANYCONNECT

4R

E‘F'QH 1I=I o

AR
LA 7B

OB AR AR AT % BUIAE

230 R AR A5 o alert_details - B 45 A0 S B S B

FH

15 AR

15 7% ID (Appliance ID)

%% ID
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wrmsass ]

FE el i8R
% IP (Appliance IP) T W 1P
%248 ID (Connector ID) T HEHAS ID
% 4% IP (Connector IP) TR RS 1P
YR PEHERE (Deep Link) TR HE B AR DU
b IRZE NIFIA] (Last CheckIn At) | 745 H RN (]
%7K (Name) FAT R WA AR A4 K
JAUA (Reason) SRR LA/ 3 TRIE BB Cisco
Secure Workload {7
HA (Type) FAF WA NERAR A

RIS BRI

764 alert_details 4T 4 ISON CRFEFFHL) 5, EHERU .

"Appliance ID": "5f1£3d26d674b01832c6792a",

"Connector ID": "5flf3ed47baba512a70abee4d3",

"Connector IP": "172.29.142.22",

"Deep Link":
"bingo.tetrationanalytics.com/#/connectors/details/F5?id=5f1f3ed47baba512a70abee43",

"Last checkin at": "Aug 04 2020 20.37.33 PM UTC",

"Name": "F5",

"Reason": "Invalid Credentials (Original error text: LDAP Result Code 49 \"Invalid
Credentials\": )",

"Type": "F5"

}
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Figure 67: %4538 UI 4R AMER

Details

Appliance ID  5ee314bf1bf0541577c634%
Appliance Ip  172.29.142.63
Deep Link marge.tetrationanalytics.com/#/connectors/details/ANYCONNECT?id=5ee3 1610541 1a65ca2daf2fd
Last Checkin At Jun 12 2020 06.56.28 AM UTC
Name ANYCONNECT
Reason Invalid Credentials Original Error Text LDAP Result Code 49 Invalid Credentials 80090308 Ldap Err DSID 0
C 090446 Comment Accept Security Context Error Data 52 E V 2580
Type ANYCONMNECT

R A ar B H S 1

ERE ] LLE # M Cisco Secure Workload 4T )3 . F38. B & . WU HER R ER -

7E “%EHe#s” (Connectors) UL (BF¥E (Manage) > i&E#%2% (Connectors) ) 1, W LLEFIF I IEH:
5o JEFEAR T LB A I R R (LA R IR IS BIPIRES, ARG A ReAEIL bR &R
B BRI b IEFEILIW )G, Cisco Secure Workload 2344 1 42 2% (1) rpm 8440 R IE 2545

MBS BB HIE ] rpm I, B RAT LT B A

1. ] M Cisco Secure Workload i F| 1) rpm #AF A4 3 Docker W% . It Docker UG AL 46 1 k1%
T S Kafka 800G P AL E . XAF 13 DOZ IR S0 10 1 Ik 45 R 08 ik A ] T4
BHAH LA T S

2. M Docker W% 613 Docker 7825
3. 1E Cisco Secure Workload # AN 45 I, BHAT LT M INAT45.
o TR 2 PR RS O s AHL S ) TP Mtk

o HEREAMIIVTEG I (B, NetFlow &8s L1 4729 14739 i I, FFHUCK B NetFlow V9
a5 IPFIX HAS LRI (8 i vie ), 18t 5 pradk s AR 6 S (4 TP [ =LA T -

* ZGHA1E Docker I IR N B A &b

4. Docker Zay CLA BN, FFRIERAE N BT IS KT« RS S IR 454 Tl 7 b tet-control ler
JaB, %R 4 Cisco Secure Workload 1 M 4 B 52 s 1) i 32 8 AR 45
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Figure 68: Docker BR 1%

[root@beretta-ingest-1 tetter]# docker images
REPOSITORY TAG IMAGE ID CREATED
netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow  5d379fac6e37d85f2bdeff45  2635145b44c8 About a minute ago

tet-service-base latest 6bel71bbe648 4 days ago
artifacts.tet.wtf:6555/centos 7.3.1611 c5d48e81b986 4 months ago
[root@beretta-ingest-1 tetter]#

Figure 69: Docker %

[root@beretta-ingest-1 tetter]# docker volume 1s
VOLUME NAME
373b5b682a96547bf2526784a5943c21110593b88485b996e7259f ad4e314c439
[root@beretta-ingest-1 tetter]#

oo og

Figure 70: Docker 75 2%

[root@beretta-ingest-1 tetter]# docker ps
CONTAINER ID IMAGE COMMAND CREATE
D STATUS PORTS NAMES

2c7a7ed4f853 netflow_sensor-3.4.2.52222 .maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45  "/usr/bin/supervisor.."  About
a minute ago Up About a minute  172.29.142.26:4729->4729/udp, 172.29.142.26:4739->4739/udp  nf-5d379fac6e37d85f2bdeff45
[root@beretta-ingest-1 tetter]#

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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: "TETRATION_DATA_INGEST",
: L

"available": false,
"index": 0,
"mapped_ip": "172.29.142.26",
"share_volume": true,
"count": 1,
"service_containers": {
"5d379fac6e37d85f2bdeff45": {
"connector_id": "5d379fac6e37d85f2bdeff44",
"service_id": "5d379fac6e37d85f2bdeff45",
"container_id": "2c7a7ed4f853e8513d620c663f1c7f5395b53b9dd6696276ac439d34fel42bf1"
"image_name": "netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45",
"container_name": "nf-5d379fac6e37d85f2bdeff45",
"service_type": "NETFLOW_SENSOR",
"ip_bindings": [
{
"ip": "172.29.142.26",
"port": "4729",
"protocol”: "udp"

"protocol": "udp

}
1,
"volume_id": "373b5b682a96547bf252678405943c2f110593b88485b996e7259fa4e314c439"
}
}

s

"available": true,

"index": 1,

"mapped_ip": "172.29.142.27",
"share_volume": true,
"count": 0,
"service_containers": null

"available": true,

"index": 2,

"mapped_ip": "172.29.142.28",
"share_volume": true,
"count": 0,
"service_containers": null

3

}[root@beretta-ingest-1 tetter]#
Figure 72: Docker 35 /A Fr iR O 5%

[root@beretta-ingest-1 tetter]# docker port 2c7a7ed4f853
4729/udp -> 172.29.142.26:4729

4739/udp -> 172.29.142.26:4739

[root@beretta-ingest-1 tetter]#

Figure 73: 2: .2 5 2249 Docker &

[root@beretta-ingest-1 tetter]# docker inspect --format='{{json .Mounts}}' 2c7a7ed4f853
[{"Type":"volume","Name" : "373b5b682a96547bf2526784a5943c2f110593b88485b996e7259fa4e314c439" , "Source": "/var/1ib/docker/volumes/373b5b6

82096547bf252678405943c21110593b88485b996e7259fa4e314c439/_data", "Destination":"/local/tetration", "Driver":"local","Mode":"z","RW":tr
ue, "Propagation":""}]
[root@beretta-ingest-1 tetter]#

M 2542 4% 9 5 AR Zhg:
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1. JEME: [ Cisco Secure Workload MRS . FEIEFESS LM A7 0 8 E )5 H (Enabled) 2 /i, TG
VAT AT T IS BE B . 24 Cisco Secure Workload W 3134 82 88 (7T WM& SR INF, &%
FAPRATE B A 28 H (Enabled).

2. EEBEWEEEH. WO SRS EREE . ARHERER, WS GRS AEL 3
#r L AC B B

3. RS LNMIEHIRR S EERAIRS EIAT RVFIOar S, AR 55 L) i A T
BEHEER AN . AR ZER, ISR

4, 10Ek: @I Cisco Secure Workload A I& ML T1H5 5, DARISIER A IS I TR . A7 K PE4H
G, ESH IR &

EREESREXER

ERAAERES: AGE DN SR P EIE (Manage) > %E3£288 (Connectors), nJ LLRFFTH
Ja G 3R .

EIESHFMIER: T LU S e R AR IV e T o 46 ()
AT T N 4% 0 3R K 1 I A 3% B E AR ) TP A 1]

Figure 74: &35 1 ¥ A2
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ﬁ CiscoTetratizn”  CONNECTOR VIRTUAL APPLIANCES

£ You de
&
o
S —
@
& Tetration Edge
a

3{ Tetration Data Ingest 3 Tetration Data Ingest

Tetration Data Ingest Appliance Tetration Data Ingest Appliance

® =4 ¢4 @

NetFlow NetScaler
acTive

Sep 102:19:58 pm (POT)

EPIZEZIELRE 2 0] LU
Figure 76: & &1 15 S0 EER

VIRTUAL APPLIANCE

@ CiscoTetratien

w
Tetration Data Ingest Appliance &
o
Checked In
o Sep 4 2020 04:53:16 pm (PDT)

&8 Connectors

G000

@ Default ~

You do not have an active license. The evaluation period will end on Mon Nov 23 2020 04:02:42 GMT+0000. Take action now.

Registered
Sep 12020 02:25:17 pm (PDT)

Created
Sep 12020 02:19:58 pm (PDT)

Info M NTP Log Alert Troubleshoot

®

NetFlow ©]

o

NetScaler [}
=
4 ’§, AnyConnect )

MR, 0 ERAS 1B Bl S liea)—4¢

WS A PAT LU $e 4 -
1. 5L S IEFEEX N Docker 2548

Tetration Data Ingest appliance is a software appliance that can export flow data to Tetration from various
connectors. At most 3 connectors may be enabled on an appliance.
When Alerts are enabled, the following alerts may be generated:

1. Tetration Data Ingest appliance is down (due to missing heartbeats).

2. Informational alert on high GPU/Memory/Disk usage.

Tetration
Ingest Appliance

® *
= .
& P
Use, rocess, Flows, and m
o o
Tetration @ a =
Cluster
s .

® Default ~

I ELR M LB ) R UL 80 46 5113 b el e st KSR 46 B PR AL

@ Monitoring ~ @ ~ & -

Decommission

®

Campus

A ORI LA QI IR S5
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% Monitoring ~ @ - @8 -
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2. MR Docker %% o

3. W RELARHEAE Cisco Secure Workload V32 A\ ¥ 4% 1 IF H /el & 285m0, WU s 2 2 25 28 1)
Docker % .

4, MR R ER SO A Docker RS .
5 a, BIHEKI% Cisco Secure Workload, 5 B M F& 7 sk R A .

i
PR
HaF
it
JAIsE
E)lcE

R RS 4 W H) Cisco Secure Workload K& OBEISEHE R . OBEAEIFE N 5 2058, O BRYE B
HHRRSBITRHAGE I E S, HPEFBASSGIHME R RS IHME R, ULAES R &aE

(1) Kafka = 80UAIE/AR N/ AR AR BACRZTHME R ItAh, B OIRERSRIRS AL 3 R STE
K

/GO

[T 45 $8 k524 7E Digger (OpenTSDB) Hrl f, JEbsid: T ¥4 ID. JE4:8% ID ARG &4 FR. tbAh, &
P28 IR 45 10 Grafana $ il T AROE AT 2R IR 45 B0 B HE b

SRR E LR

REZHOEBEISHIBAE Cisco Secure Workload FEIL %% o B8 OVA B 4L VMware vCenter
() ESXi ML 3B T 1 e 4, B8 QCOW2 WA AE HoAth 2 T KVM B FEAE R 138 i
FIRERL B %o TR B & A2 T 38 B L% & O RE

FE i & 2

BEA T B REFABE A AOERL A 0 R LA 5 AL PUAh SR 10 U B 26 P AR — b L

Cisco Secure Workload ;£\
Cisco Secure Workload VA& — R B4, FRRFDUL S 45 R 25 R 4% 5 1 3] Cisco Secure
Workload .
Mg
* CPU 0o Hist: 8
* Wf7: 8GB
* {¢fik: 250 GB
o LR 3
s —H RS LRERA R 3

* WERS: CentOS 7.9 (Cisco Secure Workload 3.8.1.19 K H LI A4<) . AlmaLinux 9.2 (Cisco
Secure Workload 3.8.1.36 A 50 =i hRAS)
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Note  (Cisco Secure Workload |- [{JEEANR 5 il 5 22 7] L 100 4 Cisco Secure Workload 71 A\ #E 46 .

Figure 77: Cisco Secure Workload i \1% &

Tetration Data Ingest Appliance © m Decommission
Checked In Registered Created
Sep 4 2020 04:45:59 pm (PDT) Aug 25 2020 06:47:59 pm (PDT) Aug 25 2020 01:55:33 pm (PDT)

Connectors Info VM NTP Log Alert Troubleshoot

:l W AWS 1) Tetration Data Ingest appliance is a software appliance that can export flow data to Tetration from various
T connectors. At most 3 connectors may be enabled on an appliance.
When Alerts are enabled, the following alerts may be generated:

1. Tetration Data Ingest appliance is down (due to missing heartbeats).

4 AnyConnect @

®

2. Informational alert on high CPU/Memory/Disk usage.

F5 (]

Tetration
Ingest Appliance
® & ®
&
& o
User, Process, Flows, and m
(} ws & (u
Tetration £ a ™ SL3
Cluster
4

Cisco Secure Workload VE AN & % SOV — s B 3 AMEES . 7R —is BT UR 2
AMAHFERAS )L . X T ERSPANVEA A, S22 B30 E =/ ERSPAN HE#:8s . TEARA L
BB VT 22 T RS A0 M I 288 v (R AS [ s SR M AR, I e e o 75 BT T e 4 L R0 o ity 11 o
U, AEAMERRR L b —AN TP HuhERNER A V05, R N AR Ik Stk A L By, DLlicdi
BEDEAE . Rk, AN 1P HhE ST bl B4 B gess T — AN aiE . e AN gAY R, e
AR AR O 5 2GR N ) TP o i HL, 4N ER R g AR F I, %A 4
Tt 2 BT O TR S5 A% AR N I TP o AT U] 48 B AT E N BRI S S B, 152
%] Cisco Secure Workload v A\ ¥ #%- 4ifi i .
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Figure 78: Cisco Secure Workload i \1& & 1fit&

[root@beretta-ingest-1 tetter]# cat /local/tetration/appliance/appliance.conf
{
"type": "TETRATION_DATA_INGEST",
"slots": [
{
"available": false,
"index": 0,
"mapped_ip": "172.29.142.26",
"share_volume": true,
"count": 1,
"service_containers": {
"5d379fac6e37d85f2bdeff45": {
"connector_id": "5d379fac6e37d85f2bdeff44",
"service_id": "5d379fac6e37d85f2bdeff45",
"container_id": "2c7a7ed4f853e8513d620c663f1c7f5395b53b9dd6696276ac439d34fel42bf1"
"image_name": "netflow_sensor-3.4.2.52222.maarumug.mrpm.build-netflow:5d379fac6e37d85f2bdeff45",
"container_name": "nf-5d379fac6e37d85f2bdeff45",
"service_type": "NETFLOW_SENSOR",
"ip_bindings": [
{
"ip": "172.29.142.26",
"port": "4729",
"protocol": "udp"

"ip": "172.29.142.

"protocol": "udp

}
1,
"volume_id": "373b5b682096547bf252678405943c2f110593b88485b996e7259fa4e314c439"

"available": true,

"index": 1,

"mapped_ip": "172.29.142.27",
"share_volume": true,
"count": 0,
"service_containers": null

"available": true,

"index": 2,

"mapped_ip": "172.29.142.28",
"share_volume": true,
"count": 0,
"service_containers": null

3

}[root@beretta-ingest-1 tetter]#

AFHEE
o NTP: 7EW 4% LACE NTP. A RVE4IME S, 155 NTP litE .
s Hik: 7E®& FRE H&EES. FXRFER, W2 HERE .

Cisco Secure Workload 51 %%

Cisco Secure Workload 14 /& — R il B £, PKF BRI AL S B Mo JFE Y, FF MR 2% 15 ] 425
& (Bt Cisco ISE) WAEE P~ JCH . 7F Cisco Secure Workload 112 %451, 1] LAKBE BT ik i
SRR RS (W Syslog. Email. Slack. PagerDuty #1 Kinesis) + ServiceNow iEf&#%. Workload
AD &8 F ISE &EH#s

fi. & F1 & I21&E B F Cisco Secure Workload HYiE31%23 .
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* WAF: 8GB
* fifit: 250 GB
o EE IR 1
s O RE RNERA R 8

s BEARS: CentOS 7.9 (Cisco Secure Workload 3.8.1.19 M B KRR A) . AlmaLinux 9.2 (Cisco
Secure Workload 3.8.1.36 f& 5 =4S

i 2038 T EBE 2511 Cisco Secure Workload FE 30 14 £ H 1 HE 22 PR 461

)

Note  Cisco Secure Workload | ({45 MRS Fil £t 22 1 LA Cisco Secure Workload i 4%t 4

Figure 79: Cisco Secure Workload i1 %1% &

= T o
@ CiscoTetratien Bl © vontoring + @ - &~
w You do ot have an active icense. The evaluation period wil end on Thu Oct 24 2019 03:33:30 GMT+0000. Take action now.
Tetration Edge Appliance [f5173 Decommission
o
Checked In Registered Created
5 Jul 28 2019 11:28:00 am (PDT) Jul 26 2019 11:30:25 am (PDT) Jul 26 2019 11:06:27 am (PDT)
Connectors

ifo VM NTP  Log

. Syslog @ Tetration Edge is a control appliance that streams alerts to various notifiers and collects inventory metadata
= from network access controllers such as Cisco ISE.
2 | hZ4 Email
Tetratior
= ! i slack
Edge Appliance
S Slack
Pager Duty rium
- R & : )
n i =
Kinesis E Secure Chamel Encryotion $
= 2 -
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etration .
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Deploy Tetration Edge appliance by following these instructions

1. Use the OVA image downloaded from Gisco Software Download page [ to deploy a new OVF template on the designated ESXi host.

Cisco Secure Workload i %5 1% #% I #38 IEF S A 7Eu H _EyiWr. KUk, 4 Cisco Secure Workload
TU 245 bG8 240 ) Docker 25 28 AN 2> [n] BT TTAE4A] i 1 .

RIFHEE
* NTP: fE¥ & LECE NTP. GRS R, 1HS 0 NTP it .
o HAR: %S EREH&ICS. GXRFEMER, EES0MHERE .
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HEELIZE
£ VMware vCenter ft] ESXi THLELHARIE T KVM &R (W1 Red Hat Virtualization) &332 &
U . WP SRS RN AR T 40T M 8B % OVA Fikiiak QCOW2 Mg .

[ ]

Attention 7B Cisco Secure Workload ANl %5, 7EH 8RB A1 ESXi NN AT DL R Hi#

* vSphere: 5.5 BCHE A,
* CPU: HAMz0%/b 22 GHz, JF HATRUSIK Al R 28 S AL B &AL
* AfFE: BOHES RIS,

FEEE AU B LOMNCER S BCSR St T AT DA Al

Procedure

SIE1  {F Cisco Secure Workload Web ]/ H1, A SRS hIE B BRI (BETEEE (Manage) >
& & (Virtual Appliances)) .

$IR2 LB A% (EnableaConnector). #0425 H 2 I ESI e A A IR T 1 25 A R 2R 2R 2L .

PR3 SRR I R A A 2RI . N, kil NetFlow MEREAS

LA kS b, SEE A (Enable).

LIS WG B AU E R AR A IR, 3 s (Yes). WIAURA BIE A, W RECA R T 1%
HEREAS AT DIAT I BB #%, AEIX PG D0 N e fa AT D B

$IR6 R P RUERIEE A OVA B o QCOW2 W% . il SAEbEFe DARFESTIF, ANE S HAth AT

T
FET AN

* OVA 7E45 52 1 ESXi AL _EHBE B 1 OVF Kk .
* L7E vSphere Web 2% )it I ¥035 OVA, 154%IEAT AN #5E OVF AR 1 B BEA T 44 .
 BICRTRE T BRI E 5 R L A 2R A 1) 8 DS B AT UE I o
s FRHEEER VM
* QCOW2 Wi, LUMEAE KVM BN AR (541 Red Hat Virtualization) E8JEH VM.
SR8 EEE VM ZJa. HITHIEZ 0T, 1R [A] Cisco Secure Workload Web [ ] /7 H ) 0 % 25351 25 1] 5t .

ST}
[24
PR AR A I 1 S S T —4 (Next).
i)
[24

S0 JE R 1P ikl MO, LA DNS. AUREIR 5545 BB AN Docker #-1~ W BC B oK T B RSB
THZ PAE 28 S80S VM B AEk ]

o L FEBE A AU AR B B 45 #3515 1) Cisco Secure Workload, 7 i H i FH A HI Al 45 #5142 %) Cisco
Secure Workload (Use proxy server to connect to Secure Workload) &2 & HE . Wi I B S AN IEHl, &
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B[ B vk 55 Cisco Secure Workload 3H A5, Rl TGy sk BRI HIVE B v MER A LUK i B
i K% % Cisco Secure Workload W55 .

o WA TP Huhk AT 56 5 BRIA Docker M¥2 1M (172.17.0.1/16) #1158, T n] LAAE A Docker #r
% (CIDR¥%30) (Docker Bridge [CIDR format]) - Bt 14 52 19 1 5 S Docker M4 1P K I & 15
o IXTFEAL A OVA 3.3.2.16 BLE A .

i T—% (Next).
6 R A e VM BCERZE, JF AT . T VM ECEMRIA. S0 N E VM L E
ORI = S
¥ VM BCE SR AL E 5 H bR ESXi EALEHAb R L4k UG R (S £76% X

(X Z{EH QCOW?2 BR&BHEM] /£ O % VM Ml & il gh a0 (1 oAbl AL 0L B og e L P &

o P TEANBRS, THALE AP,
Figure 80: 7EE-F KVM B3R5 B E M & 3ZE O BI7R 51

RedHat Virtualization

General Network Interfaceq
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Edit Virtual Machine

Compute 5 Virtual Machines. » ) Eeneral

System

Initial Run

Console

Host

High Availability
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Icon
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Hide Advanced Options

Operating System Other 0§
tance Type

Optimized H

N Test ingest_appl

Edit ||+ | =

s ZENAEAEEH, 455 8192 MB RAM (AL 25K .
o B EERL CPU KRR E N 8.
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Red Hat Virtualization

Comptita & Mot Mach e ) R

General Network Interfaces

Name:
Description:
Status:
Uptime:

Template
Operating System:

Chipset/Firmware Type:

Graphics protocol
Video Type:
Priority:
Optimized for:

Figure 81: ZEE-F KVM HIIRE R BL B R 5 IR R R

Edit Virtual Machine

General

System

Initial Run

Consale

Host

High Availability

Resource Allocation

Boot Options

Random Generator

Custom Properties

Icon

Foreman/Satellite

Affinity

Hide Advanced Options

Cluster

Operating System

instance Type

Optimized for

neeiigs [

Other 05

Server

8192 MB

32768 MB

Reboot |

Permi:

bility Version:

Time Offset:

8192 MB

&

General

chi

Hardware Clock Time Offset €

Q35 Chipset with BIOS

(GMTZ) Greenwich Standard Time

Cluster default (Host ID)

i VM BEE, I VM BCE IS5 Datastore 358 5] CD/DVD W5 88 . i fiik o /S shit i
(Connect at Power On) 5 iE4E .

T C B REAUNL IR L

VM BEFE AITEER, ©ariE#EIn] Cisco Secure Workload. I id FA]

LAy, Cisco Secure

Workload | [ &% #5-IR & W AR A (Pending Registration) #4475 5 (Active). 12 [ Ab TR iRk

A1 Cisco Secure Workload 732 A\ ¥4 45 (1] B 2 1] o
BAIAHEBA Cisco Secure Workload #1415 % )3 Fil vMotion.

Note

Note

VA TIEBPIRAS N, RV RTEBE % R R B 1S

FATH D% 5 FR 1 ] Cisco Secure Workload 4% # OVA, 124 QCOW2 B4 T 84 8 4~ vCPU
0 A1 8192 MB A7, HHUATRE BNl WERAA LR %I, VM & B MAK A 5 3 5 2%
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Deploy Virtual Appliance

@ Download ova/QCOW2 2. VM Configuration 3 Download Configuration Bundle 4 Deploy Virtual Appliance

Data Ingest virtual appliance can export flow data from various connectors with a maximum of 3 connectors
that can be enabled on the appliance.
When Alerts are enabled for the appliance, you may receive the following alerts:

1. Data Ingest appliance is down (due to missing heartbeats).

2. Informational alert on high CPU/memory/disk usage ®

Ingest Appliance

To get started with VM deployment, download the OVA or the QCOW?2 file based on your virtual
environment from Cisco Software Download page 0

) = —
Tetrat &
i s .

s P

canpvs
{ Cancel m
Figure 83: {E MK S HEE VM
Deploy Virtual Appliance
~) Download OVA O v i 3 Download Configuration Bundle 4 Deploy Virtual Appliance

IPv4 Address (CIDR format)
10.10.10.11/24

10.10.10.12/24

[ X ]
55 )
Esl
£
ks
| X |
[ %]
e

10.10.10.13/24

Gateway IPv4 address

10.10.10.1

10.10.10.1

10.10.10.1

IPvB Address (CIDR format) (optiona

Hostname (epticnal)

Name Server

8.8.8.8

Search Domain

Use proxy server to connect to cluster

HTTP Proxy (optional)

http://www.cisco.com:8080

Docker Bridge (CIDR format) (optional)

Cancel Previous |
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Deploy Virtual Appliance

o) Download OVA/QCOW2 0) VM Configuration © oownioad Configuration Bundle 4 Deploy Virtual Appliance

Data Ingest VM configuration bundle (ISO image) is ready for deployment. Download the configuration bundle and click Next to proceed.

0 Download Configuration Bundle

Cancel

Figure 85: E8& VM

Deploy Virtual Appliance

0) Download OVA/QCOW2 0) VM Configuration ©) Download Configuration Bundle @ Deploy Virtual Appliance

To deploy Data Ingest appliance, perform these steps:

1. Use the downloaded OVA or QCOW2 image to deploy the VM in your virtualized enviranment
o For an ESXi host, vSphere 5.5+ is supported. For more information on how to deploy using vSphere, refer VMware documentation.
© Make sure the VM network settings match the recommended configuration for Data Ingest appliance.
> DO NOT BOOT THE VM UNTIL INSTRUCTED

2. After you have deployed the VM, upload the downloaded configuration bundle (ISO image) to the datastore in your virtualized environment.

3. Mount the configuration bundle from the datastore. Select Gonnect at Power On checkbox (or a similar option in your environment).

4. Power on the deployed VM

5. Wait for the Data Ingest virtual appliance to connect to Secure Workload.

After the virtual appliance connects to Secure Workload, the appliance status changes from Pending Registration to Active. You can also monitor the appliance status on the Virtual Appliance Management page after exiting this wizard.

Figure 86: Cisco Secure Workload ;¥ \i% & 4bF#35 AR 7S

Virtual Appliance

Data Ingest Appiisnce o [T

Checked In Registered Created
N/A N/A Sep 9 2022 01:33:00 pm (IST)
Connectors Info VM NTP  Llog  Alert Troubleshoot
[ Enable a Connector Data Ingest virtual appliance can export flow data from various connectors with a maximum of 3 connectors

that can be enabled on the appliance.

When Alerts are enabled for the appliance, you may receive the following alerts:
1. Data Ingest appliance is down (due to missing heartbeats).
2. ional alert on high CPU, usage.

Te

Stion
Ingest Appliance

== s Proces, Fows nd more

Tetration
.
Cluster L]

Gampus
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H R E RSB, tet-vm-setup 55 AT IFBEE B . IEIRSS TSR AT LA M S5

a.
b.
C.
d.

€.

f.

0.

WIER & BB F A BT 5 R 00 B0 28 Y (R iR i o e R K

IP tutib 53 BC: e BARINC ) AT M 4542 11 73 e TP Hiudik

ENBSE: HRAILENL R CRE FH4 .

DNS BCE: BB DNS resolv.conf S (A CUAC & 44 FR IR S5 45 A/ B RIS HD
RIBARSEEME: FHs (WM L HTTPS PROXY F1 NO PROXY %' .
HERIRE: ST TRIERECR A I R Kafka S UE T HZEL.
LIIGFIEIBE: I3 SuperVision 11y tet-controller k45 FLA A B 447 il o

1 tet-controller SEBIMLIN, e A IR . HEARSS 15T LA T Dhfg:

a.

h.

SEMB: |7 Cisco Secure Workload YEMHA 45 (EVEMNR A Z B, JoVRAE R4 L8 AT &SRS 4
Cisco Secure Workload & 21| % £ FIEMHE KIS, & 20K 4% WIS T8 3G 3l

DB IR KA N A L) Docker RS AIRTEAIE R, WS )8 GRS

MR ZEIERS: 1R I B2 IR Docker AR 45 FIAH MY [¥] Docker W% . B I EEAN{E B, &S UM
BRIEHAR

WEEEEEH: MRAIFNH S LBCE TR . AXRTFAER, S ERSAERIR A L
(O]

WEEHWBEHIRR S RS LHAT RV a5, DUION U & b 1 in) g A T b B An i
Ko AREZHEL, EHSRMPEHER: .

LBk 52 HA1H Cisco Secure Workload &35 OyBEFI S tHE 8, LIRS WA IZAT IR . 3 CTE411=
B, ES BB

&80 e WE B Fr - AR 5l ¥ 1) Docker W98, DATK Z A7 0] BUAT 2565 24 /NPT —
o

T4ig&E: FLIEMRiES T ITA Docker 2], HIXVEAME B, ESR F&ELIE .

AR DL AT B R O E R S B . BT (Manage) > EHLIZ % (Virtual Appliances)
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CiscoTetratizn”  CONNECTOR VIRTUAL APPLIANGES ®Default - @ Monitoring - @ - @8 -
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@
@
.

T EMR &

ALLM Cisco Secure Workload TG REAUI 76 B0k RIS, 2l LU 4AF.
Lo e LT G R B b I3 s K A I

2. WA LA R G R AR I

3. WAL AR (Pending Delete).

4. AR BN MBR I, RS MR B % Kafka T BURTIETS.

N

g

Note 35 o¢ FEARTCIEMN . TR R MZERR, W& I R bn AERss.

HE IR

Cisco Secure Workload ¥ #5<x & W17 Cisco Secure Workload &% /O BKAIGE 15 E . CoBkEIFE N
5050, OB B AREE X SBITIRNNE TG R, HPaERES ISR #Rg I EE, U
Kl FH T3 248 BRI Kafka 3280 R 32642080/ H B8 100 BB 4e v S .

JIT A $8bRI51E Digger (OpenTSDB) H ], Fhrid T & ID AARVEE 4 FR. BbAh, Beaishlasi
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B =2:zsm

IFEEIN
FENDZ BN T AR E RS2 CentOS 7.9, JLA 1) OpenSSL JIR 45 28/45 F i HAF A W A2 % .
Kl U Il 325 IR ME— i@ A5 L Tl ok oA &

)

Note  CentOS 7.9 /& Cisco Secure Workload 3.8.1.19 K¢ B FLRRAS Fh i NI 5 i UL BE 46 AU 248 R G A
Cisco Secure Workload 3.8.1.36 JT45, #1F& 4N AlmaLinux 9.2.

BAIZATHET centos:7.9.2009 1) Docker M5, B T ERSPAN %23 HA7 NET_ADMIN Ljfigsf, K%
RS LIFEARIR (TG - privileged T 21T

)

Note  J\ Cisco Secure Workload 3.8.1.36 FF45, Z%8i24T almalinux/9-base:9.2.

TRBPNE, RANLE S ERAE RSB TVE N AR .

EEEMEIILE ERECEE?

P2 56T A LA Cisco Secure Workload HE12% 21|15 £ FIEHE2S . 15 % N %3 1) Cisco Secure Workload
HEM A TIEIPIRE, ARG A e shBCE . [FAE, EHE N SE M Cisco Secure Workload 73 /i,
SRIG A REAEIE AR IS b A B e B ST .

WA AT =PI iC & IR A

1 MKFERZ A MECE, JFAENN R Jn 1R AT I

2. KI: MARCE, AR5 A aT Lo e E A AR w4
3. MIBR: MMBRECE.

\}

Note ERSPAN 54 FIIi%E fe e AN S Hr 0 B o0 0t

Mt I

SCRFMGUF N B BC B2 SR IR UL, AR5 PHE DT /5 B A/ B0 RS BN (40 .

NTP BL &
NTP B2 A VFBEA SHEIE 1 NTP [R5 98 720 1
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nreE [l
SHAMR it i3t AA
JEF NTP (Enable NTP) S EHE SN NTP [7]25 2
NTP A 552§ (NTP Servers) listof NTP 55 #1513 . [ A /bt
R ;;%%ﬁ,mzﬂ%ﬁSQW

s WL AT AT AR 123 5255 NTP AR5 43 7. UDP ¥, WERAE(T NTP Ji 554 K A A
W, AR RCE .

BZf: W7 /ete/ntp.cont I A systemetl restart ntpd.service 3 ntpd k45 EA & H A2 B ntp.conf
R

# --- GENERAL CONFIGURATION ---

server <ntp—server>

server 127.127.1.0

fudge 127.127.1.0 stratum 10
# Drift file

driftfile /etc/ntp/drift

\)

Note ;& - Cisco Secure Workload 3.8.1.19 Az AR A

X}-J Cisco Secure Workload 3.8.1.36 X B iR A, BT /etc/chrony. cont HAY ] systemetl restart
chronyd.service ) chronyd f%5. LR HF2E 5k chrony.conf o AR

# Secure Workload appliance chrony.conf.
server <ntp-server> iburst

driftfile /var/lin/chrony/drift

makestep 1.0 3
rtcsync

RIFBIEFR Cisco Secure Workload EIIEE: 2
RIFHIEZESE: L
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Figure 88: )i NTP EL B AT 55

Tetration Data Ingest Appliance & [ acTive | Decommission
Checked In Reglslereﬂ Created
Apr T 2020 09:05:45 pm (PDT) Apr 62020 10:19:39 am (PDT) Apr 6 2020 10:16:30 am (PDT)
Connectors. Info VM NTP Log Troubleshoot
@ NetFlow @
Enable NTP
‘l AWS @

NTP Servers (optional) a.b.com +

+ Enable Ancther Connector

Error: could not connect to server a.b.com: dial udp: lookup a.b.com on 171.70.168.183:53: no such host

Gancel Config Creation Verify & Save Configs

Figure 89: EB B % NTP FR 552509 NTPECE

Tetration Data Ingest Appliance & [ acTive | Decommission
Checked In Registered Created
Apr 7 2020 09:10:48 pm (PDT) Apr 6 2020 10:19:39 am (PDT) Apr 62020 10:16:30 am (PDT)
Connectors Info VM NTP Log Troubleshoot
@ NetFlow @
Enable NTP
‘. AWS @
NTP Servers (optional) time1.google.com x
+ Enable Another Gonnector time2.google.com x
time3.google.com x
time4.google.com +

Gancel Gonfig Ghanges Verify & Save Configs

il B FNE18;E A T Cisco Secure Workload HYiE1£58




I fid & N & 185E F T Cisco Secure Workload %8

axaE |
Figure 90: NTP B2 & B I8 iFEF E [ F
Tetration Data Ingest Appliance & [ acTive | Decommission
Checked In Regislered Created
Apr T 2020 09:10:48 pm (PDT) Apr 62020 10:19:39 am (PDT) Apr 62020 10:16:30 am (FOT)
Connectors. Info VM NTP Log Troubleshoot

@ NetFlow < & Edit Disable

l Enable NTP v
5 AWS
|

NTP Servers timel.google.com  time2.google.com time3.google.com time4.google.com

HEBE

H A HC & AT SR B A/ BOE RS BRI HEZ0N . HESF R KRN SRS H. R A% b
filke TGRSR, WSy OB i A H G BCE . Sy J7 I, WA LA SR, Wk
S Hlas MRS H S B BB R

SHBIR e it} 15 AR
BILRR S (Logging level) | FHrski LERCE I ] %40
* Y1 (debug) WA H AR 2
* 5 & (info) fHEHEZ
o HCIE (warn) s H &0
* F5i (error) HiR H B
BAHEXHX/N (MB) (Max | $+ THua H SR e 2 Hiy H SO
log file size [in MB]) KK
HE## (XD (Log rotation [in | %5 TR 55 e i H A S i
days]) KAIBR
AR (UAXBIABAD (Log | £+ NI ONE I G M T
rotation [in instances])

I)n] 1‘t %Tgﬁﬁ:
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BzR: wnRAE B EARRCE, 5 des L tet-controller RCHE SCIF. W RAEERAS Bl T HC
B, VOB HI A DTERL 431 Docker 4% b AR T FLY tet-controller A 55 O C B 30T

#1489 Cisco Secure Workload FE#li&&: 4
VFREIESE: NetFlow. NetScaler. FS. AnyConnect. ISE. ASA Fll Meraki.
Figure 91: 1% & F WA BB E

Tetration Data Ingest Appliance & [ acTive | Decommission
Checked In Registered Created
Apr 7 2020 09:05:45 pm (PDT) Apr 6 2020 10:19:39 am (PDT) Apr 62020 10:16:30 am (PDT)
Connectors Info VM NTP Log Troubleshoot
@ NetFlow
Logging Level
i~
C WS debug
Max Log File Size (in MB) info
warn
+ Enable Ancther Gonnector

error
Log Rotation (in days)

Log Rotation (in instances) 20

Cancel Config Creation Verify & Save Configs

\}

Note |y JirAy il AN FL /-6 e %% (Syslog. Email. Slack. PagerDuty il Kinesis) 7t Cisco Secure Workload
%% [P HA Docker fii45 (Cisco Secure Workload 4l ANFE)7) FIgqT, KRIULTCIEAEA N &
R 0 T SR B SO . T DM Se VR 4 B8 Cisco Secure Workload 144 e 4 L)
Cisco Secure Workload %% i 411723 (TAN) Docker k%511 H & BCE

ARG R, TS 0 P EHOm AR P Ay SR

.

Z e 5 % AnyConnect FIl ISE 1424y F 2 um ARG « & umiER i, @S b8
Cisco Secure Workload, FiERRiE# Ay L & i A HARAS .

S AR i) 15 BB
#2358 Inactivity Timeout (KL% | % AnyConnect/ISE AR RATI
$hA A L AR S . G S,

K NS Cisco Secure
Workload. BRIAE N 30 43-48#.

MK ToHRAE
REFR: A BB o B e 8% A ic A S
4t 1F 9 Cisco Secure Workload E#I&&:
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sack BaiErEE ]

S VFREIESE: AnyConnect il ISE
Figure 92: AnyConnect i£1%8% t )48 imiETE SN BRTE E

=l . T o .
@ CiscoTetratien [l @ Monitoring - @ - &% -
m You do not have an active license. The valuation period wil end on Sun Oct 20 2019 23:32:37 GMT+0000. Take action now.
& AnyConnect @ <Browse Connectors AnyConnect enabled at Jul 25 03:06:19 pm (PDT) ¥
®

Info IP bindings Endpoint LDAP Log Troubleshoot
4 Inactivity Timeout for Endpoints (in minutes) 30
o

Cancel Config Creation Verify & Save Configs

& AnyConnect @
Enabled on July 25, 2019

3% Tetration Data Ingest Appliance

Enable Another
Delete
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Flow Visibility  Process Annotation
User Insights  Endpoint Insights

Inventory Enrichment

alaln
cisco

Slack B FiZFECE
FT4E Slack & A Cisco Secure Workload 4R i 2R I it B

S AR el 15 B
Slack Webhook URL TG R NAEH: R AR Cisco Secure

Workload 24 ') Slack Webhook

Mk A H Webhook Rl AR A 1% 2 Slack. WIAEAR A AT, PRt i
BzR: A4 52 2 5O R e 2 B e B S0

St HY Cisco Secure Workload E#li&&: T

SVFRIESZRR: Slack

PagerDuty i@ HEFECE
FHF7E PagerDuty I & Aii Cisco Secure Workload 4R [FIERIAALE -

S AR Eil) 15 BA
PagerDuty AR £ % $H FR F-T-4F PagerDuty L #f£i% Cisco
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B cinesis mamFRE

$21F 9 Cisco Secure Workload E#Ii&&: T
FIFRYEIERS: PagerDuty

Kinesis BHiEFELE
A F#E Amazon Kinesis I & 4fi Cisco Secure Workload 2% ) BRI\ B &

S AR i) 15 A

AWS i8] %48 1D FrF A+5 AWS ilf5 1) AWS U 5]
B 1D

AWS Fih %7177 (5] 25 £ FIF HT5 AWS #I5H AWS Til)
B

AWS [Xig AWS X I T hr3) 3K fid & T Kinesis ¥t ) AWS X 35,1
R

Kinesis 3 FIF Kinesis 7 ) 44 Fr

maX T T X A FR

R 20 52 e B R R R 2 3% B Kiinesis Yo QIR AR R AT, WGt
Bz A 962 28 Hnd e e O i & S0

St HY Cisco Secure Workload BE#li&&:

RVFBIZERERR: Kinesis

mREFBEiEFRLE
e 44| %% A Cisco Secure Workload 23 [¥) BRI B &
SHATR #E kil

SMTP Username FAFH SMTP %528 P 44 . e Hn]
k.

SMTP Password TR ) SMTP w554 20 (5
2 o WBHT%.

SMTP Server FAF SMTP IR 55 %% 1 TP Huhik il =414

SMTP Port ey SMTP IR 5% 2% BT T i 1. BRIA
{5 587,

Secure Connection B EHE A5 MK SSL AT SMTP k4%
MR

From Email Address TR FH TR AR A A b 1k
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zaRsaneres ]

S AR

il it AR

Default Recipients

TAFHR

LI 5 2y B I B 3t ik 31
®

Mk A28 BC B AR . SRR A AT B, Wi i

LA : A 45 S 800 0 He g e & S0
421 H9 Cisco Secure Workload E#li&&: L

SVFRIESERS: IBIF

R HEEHEFLEE

HT7E &4 H & F & A Cisco Secure Workload 245 ¥ BRI & -

SEAMR e il 15 AR
i e A FH TR R 55 28 1 il
UDP
TCP
AR 55 88 b ik TR RGH GRS 2 0 TP Huhkol 3=
W44
i 7 ZG H GRS S B i 1. Bk
N FHEN 514

Mk AE 25 52 e BRI E AR SOR B R 8 H SRS 4 R EAR AT B, Wi i

N RS EES RN E .
/Y Cisco Secure Workload E#Ii&&: T

RFRYEERR: RGHE

ARG HETEMRSEE

FRERRG HEF Cisco Secure Workload %4 1) BR A ™ 54 Bkt i

Cisco Secure Workload €35 ™= & 14 REBETEMN
LOW LOG_DEBUG
MEDIUM LOG_WARNING
HIGH LOG_ERR
CRITICAL LOG_CRIT
IMMEDIATE ACTION LOG_EMERG

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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- IRELES

T DU P e B RS U i

SHAMR RS T HIFI%R
IMMEDIATE_ACTION o
CRITICAL o g
HIGH .«
MEDIUM o flhs
LOW o s
o AN
- 5K
* Wik

Wik ToHRAE

BzF: Al 5e 2 8O0 BE e a8 i e B 50
Ft1F B9 Cisco Secure Workload EE#li&&:
RIFHEESR: RS

ISE LB E

Jﬂ:@aﬁﬁfﬁ % #2731 Cisco Identity Services Engine (ISE) FT 75 1S40, it He AL E 12 A~ 5L45], ISE
R ] NZAS ISE WA IR ICE S um ol . 5% nl LA 20 4™ ISE Ao & 5L .

SHEM R£E 15t AR

ISE & FimiE$ T JHF4# 1] pxGrid i%4% ISE ) ISE
T

ISE & i % £ SRR FF3E42 3 ISE 1) ISE % )7 bty %
H

ISE R 5528 CAIEH T E ISE [f] CA iE+$5

ISE £#l%& FAF R ISE pxGrid [f] FQDN

ISE i &%k TA HR ISE pxGrid {175 5544 Fx

Mik: A e S HOERR ISE. RIS, H2IE .
Bz A 1902 28 ik e e O i & S0

#1489 Cisco Secure Workload FEH#li&&: &
SVFRYEIERR: ISE
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v, %)

SCHRF RIS BC B 2 AT AR $ A

1. MW PR A E
2. WUFREARIE

3. KUUCEMHALENE, IR 2O .
4. AR AL JR P R A iR

5. WUEIFA SR KA E .

fE 3.3.1.x A, LDAP Bt & S2FF R IR,

LDAP FL &

LDAP Bt BA7 € WTIEL 2] LDAP, ZAE A AIHEAT] 73 Hk44 F% (DN) i fHA, 5 HIT 20 M e
i, CASCE R 44 RIS S8 P . LDAP JE 1 & LDAP 7645 8 58 T 10 1 .

SUEBCE I LDAP ()7 A DN, tn] LAAE LDAP HORBUH - g . SR)5E, X80
(3 J PR AAE UTH i P s o AORES R BLIK S rE b, H P a5 L i 2 N AN s TR 1)K
X TE, DME AT 44 LDAP Wed. AL, X ER T LDAP @K T i, b T8

TRo

DLUR &k R ke ) 4 LDAP FC & IV E 58

Procedure

$IB1 Bz LDAP BL &
RS B LDAP L& .
Figure 93: [3 %1 LDAP Bt & % I

AnyConnect @

AnyConnect &

Enabled on April 7, 2020

¥ Tetration Data Ingest Appliance

Enable Another

Delete

Gapabilities.
Flow Visibility = Process Annetation
User Insights  Endpoint Insights

Inventory Enrichment

Info IP bindings

Endpeint Workdioad AD Log Troubleshoot

Workdload AD configurations are not yet enabled

Start Workdload AD Configuration

fii EFETE;E AT Cisco Secure Workload H955E 1588 .



B wrrms

$IR2 RIHEK LDAP B E

B B FIEZIEEF F Cisco Secure Workload %28 I

e T1&E#H:3) LDAP FIFEARE . EHAES, HP Mt T LDAP i4 451 LDAP 485
DN B 144, I Ti%E8: LDAP R4 #51F) LDAP %165, LDAP 45 #etudib. LDAP RS #8101, T
IR DN, RLS T3 i i 25 DT C 0 FH 7 i g s 745 | o

SHAMR £t 152 B

LDAP F§ P& (LDAP Username) | “7- 7 FF Vi i LDAP il %5 %3 1f) LDAP
HJ 4 848 5 DN

LDAP %3 (LDAP Password) | 5244 H FHFi 17 LDAP i 552 1 H P 44
ff) LDAP %"

LDAP AR%5 28 (LDAP Server) |45t LDAP flx 45 # ik

LDAP i (LDAP Port) Her LDAP filz 55 %3ty 1

f&£ 3 SSL (Use SSL) S EHE TEFEAR ST N e AR 3
LDAP? (niE) BRINEN
false.

I&3E SSL (Verify SSL) STIEHE R AT NI UE LDAP IE5 ?

(ATiE) BRIMEN false.

LDAP %525 CAIE$ (LDAP |55t MR%5 4% CAUETS.  CAik)

Server CA Cert)

LDAP A 55 25 & FR (LDAP Server | “£7 5 AR LDAP IE15 (1) i 4% 45 4%

Name) PR Can Bkt 5E SSL (Verify
SSL), WA AT

LDAP %78 DN (LDAP Base DN) | 5245 £ LDAP J& A DN, LDAP # H%
LR AN

LDAP 3 &85 71§ & (LDAP T LDAP SR AT 745 o I8

Filter String) VLA A 2R 25 2

REBEIZEMRE (UM ARG | $T fre (FEHD G LDAP PRI

(Snapshot Sync Interval [in IFIE RN RS (LN Fp By ) o

hours]) CAIIE) BRNE R 24 /.

£ A IRi77 ) LDAP (Use Proxy | & 1% HE TERE AR AT AT AR IR 5545 U

to reach LDAP) ] LDAP i 55-#%?

R IBPR 55 281 5] LDAP (Proxy | 7% FFi15) LDAP FOACER IR 2% 2%

Server to reach LDAP)

FEEE fas LIECE LDAP Frf B U AOE AR R P

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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Figure 94: ¥13% LDAP EC &

AnyConnect @ < Browse Gonnectors

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Configs

LDAP Username cn=ldapadmin,dc=tetrationanalytics dc=com

AnyGonnect (&

Enabled on April 7, 2020 LDAP Password

3¢ Tetration Data Ingest Appliance
LDAP Server | 172.26.230.174

Enable Another

LDAP Port 389

Delete
Capabilities usessL (J
Flow Visibility | Process Annotation
User Insights  Endpoint Insights verityssL (]

Inventory Entichment

LDAP Server CA Cert (optional)

LDAP Server Name (optional Enter LDAP Server Name
LDAP Base DN = ou=People,dc=tetrationanalytic.dc=com
LDAP Filter String (&(objectClass=organizationalPerson))
Snapshot Sync Interval (in hours) 24
(optional)

Use Proxy to reach LDAP [

Proxy Server to reach LDAP (optional tp://1.1

Canedl m

$E3 FAEAIH

AP EE T 20 (Next) J5, WWACER KETERS. BRSNS HES NI E S LDAP R4 45 AT
R B0 WLDAP 8545 3R 218 1000 M H 7 HIRBIrE Rtk sbak, S aert& A 1000
MNP IEAA A RS . ERSR RIS iR 45 Cisco Secure Workload.

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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Figure 95: [EfE &+

AnyConnect @ <Browse Connectors

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Configs Select Discovered Attributes

AnyConnect (&

Verifying initial configs and discovering dynamic attributes
Enabled on April 7, 2020

It may take a few minutes. Please wait...
¥ Tetration Data Ingest Appliance

Enable Another
Delete

Capabilities.
Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Entichment

Cancel & Discard Ghanges Previous Next

B4 FHACEINEHLRE S

HIP s 5k 65 T A0 6 I R, IR b PEERE S b AU AL AP AL T 7 (B, DL v s 5 4+

AT IRBCRMR R B 2 NS E e o BEERARAE CORURPESIZR IR fr s ok AT, Ak, ¥
bR T TR AN B A R

SHBIR £l i3 AR
LDAP FFR&E 1% (LDAP FAFH £ F 144119 LDAP i 7k
Username Attribute)

EJRELAY LDAP 1% (LDAP
Attributes to Fetch)

i
=X

R A P 3RELU LDAP @ 51 2%

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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Figure 96: % I} LDAP [&

AnyConnect @ <Browse Connectors

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Configs Select Discovered Attributes

LDAP Username Attribute  cn

AnyGonnect (&

Enabled on April 7, 2020 LDAP Attributes to Fetch &N

last]
¥ Tetration Data Ingest Appliance

lastLogoff
IastLogon
Enable Another
lastLogonTimestamp
wdLastSet
Delete i
Capabilities

Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Entichment

Gancel & Discard Changes

Previous
Figure 97: i ER P 2B EUREASMNRA R ZWENEM
P$IBES TN REMNAERE
Bea, R ORAT TR 5 (Save and Apply Changes) 56 %G & -

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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LDAP EL &

Figure 98: 521§, LDAP BL & & BLFNIR S

AnyGonnect (&

Enabled on April 7, 2020
e
14

Tetration Data Ingest Appliance

Enable Another

Delete

Capabilities
Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Entichment

AnyConnect (&

Enabled on April 7, 2020
e
X

Tetration Data Ingest Appliance

Enable Another

Delete

Capabilities
Flow Visibility | Process Annotation
User Insights  Endpoint Insights

Inventory Enrichment

AnyConnect ©

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Gonfigs
LDAP Username Attribute

LDAP Attributes to Fetch

Gancel & Discard Changes

AnyConnect ©

Select Discovered Attributes

cn

on || description title | street displayName

Info IP bindings Endpoint Workdload AD Log Troubleshoot

Enter Gonfigs

LDAP Username
LDAP Password

LDAP Server

LDAP Port

Use SSL.

Verify SSL

LDAP Server CA Cert
LDAP Server Name

LDAP Base DN

LDAP Filter String

LDAP Username Attribute
LDAP Attributes to Fetch
Snapshot Sync Interval (in hours)
Use Proxy to reach LDAP

Proxy Server to reach LDAP

Gancel

Select Discovered Attributes

172.26.230.174

389

ou=People,de=tetrationanalytics dc=com
(&(objectClass=organizationalPerson))

cn

cn description ftitle street displayName

24

<Browse Connectors

Previous

<Browse Connectors

Review and Apply Configs

Previous we & Apply Gonfigs

RGN R E . a0 E SR AT R ILRCHI T 7 AR, JF R SR k.
PRICSER RS A5 Wt mT AT 4 4 F AR AR B8 rh v e 7 S 3L LDAP J&

4t 1F 9 Cisco Secure Workload E#I&&: T

il B FNE18;E A T Cisco Secure Workload HYiE1£58
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SVFHEIESE: AnyConnect. ISE Al F5,

i B

o |

AT LA ] TR AN B AN R (Delete) #2041, e M1/ ml i 24 BB CAs n f0 BA C

AR HERR

T N R UL 6 SRF S i BRATL A R A 1T

\}

L )

Note 3573 AN H T~ LA M A% UL

ERSPAN JEfIBE 5 A BRI RIS S,

RIS BN RIERAR TR, 1S
B

1% 2 7] ERSPAN 1% 4% L [M

LSRN Y, B AW'S T4 25 [ i s

T By éy Ap v

FOVFI i 4R IE e AE W & Al Docker 4% (FH T IEHSS) LI T H il an 2. ARV a4
AR R HER Y RTIZTHCE DR 0 2% 32 32 DA S il 3k 5 4 v ity 1 DS AE A B 42,

Figure 99: Cisco Secure Workload [E1i%& & L& “#FEHERR” (Troubleshoot) TTE

CiscoTetratien

[ You do not have ai

Tetration Data Ingest Appliance & [acTive |

Checked In
Jul 25 2019 06:28:53 am (PDT)

Connectors Info VM NTP  Log

o
@ NetFlow (]

Issued Commands

period will end on Sun Oct 20 2019 23:32:37 GMT+0000. Take a

You may run a command from a list of whitelisted commands on the virtual appliance for troubleshooting

[ © Monitoring + @~ ©5 -

Decommission

Registered Created
Jul 24 2019 07:17:36 pm (PDT)

Jul 24 2019 07:13:00 pm (PDT)

Troubleshoot

Run a New Command

= NetScaler @
= =
P Execute docker instance command  Jul 24 07:39:31 pm (PDT) Ready © View | 01
4 AnyConnect @
Execute docker command Jul 24 07:39:10 pm (PDT) Ready © View | 0
Update the listening port
pdate the listening porton a Jul 24 07:38:40 pm (PDT) Ready © View | 01
connector
Test network connectivity Jul 24 07:37:47 pm (PDT) Ready © View | 0
List a directory Jul 24 07:37:22 pm (PDT) Ready © View | 0
Execute docker instance command  Jul 24 07:36:57 pm (PDT) Ready © View | 0
Execute docker instance command Jul 24 07:36:45 pm (PDT) Ready © View | 0
hitps:/jesx-2106.tetrationanalytics.com

i B F1&1EE A T Cisco Secure Workload HI3E1E8% .
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B =7ex

A

Note U7 A7 % ) SCRE M A IK P A BEAE WA RIEE B2 LS FH AoV (1) oy & SR T OB 5 o

oREEhlgs HE SO N Z, Rnr DUOE BT SCRET grep B4k LAY $k 45 € 194550, Cisco Secure
Workload 23 Ffin & RIE TR H & W & /RS . W& ER IR DIEHIs SRR (&E
5000 1THI4E REAS#E) - 24 Cisco Secure Workload 24t 4: i), RESERN FEFLHA L R
4,

SHAMR el i8R
Grep 123 FAFHR LN G ST grep MRS 49 H

4t 1F 9 Cisco Secure Workload E#Ii&&: 4

VFRY%EIERE: NetFlow. NetScaler. FS5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA Fl Meraki.

Figure 100: )\ Cisco Secure Workload ;¥ \i%& T & &7~ H &4 H

Command Info & Results

Show logs Log File  Controller log
Jul 25 06:55:50 am (PDT)

Grep Pattern

& Download Output File

ERRFAE
WRMRSS HESCHF N2, Rk BRI i e B0 SO 3547 grep. Cisco Secure Workload 234y
L RIE B R 2 MR A Ay o WA AERERIRGS LI hlas &k Pl R (B fia 5000 17145 K )2
HARHLD o 4 Cisco Secure Workload M AILLE I, R 4023 o 8 LN 80t

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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erzikE [

SEBR e/ i) it AR
B RV SRR H &SR 2R
« R4 H & R IR A 1 H &
* JHHH & A4 T 2% H &
* LDAP Jin#cfe )/ H & )5 F LDAP 3% 8228 (K) LDAP
PR H &
Grep = TR B H &S grep AR 7475 H

St 1P B9 Cisco Secure Workload &% : T (INAEEIKER RS LT D

VFRY%EIERE: NetFlow. NetScaler. FS5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA F Meraki.

Figure 101: \\F3 T LDAP N2 FF 89 AnyConnect &35 HEXH T HETRS BEM L

Command Info & Results

Show service logs Log File  LDAP loader log
Jul 27 02:48:14 pm (PDT)

Grep Pattern

& Download Output File

BRGITERE
R E AR ER BT B . WA AR LR S R 515 RSEAI N L S, JRIR
gt R, M55 7E Cisco Secure Workload HH A IR, FitE N S BoRTELANES,

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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B =rnscoms

S AR il i3t BF
=] REVE 2 BRI B SCA
« Controller conf A% 18 25 TR E B A
* Supervisor conf IEATHE 2% 1 L 5 | A T T S
f:
* NTP conf NTP i & A
« Chrony conf /etc/chrony.conf

4t 1F 9 Cisco Secure Workload E#Ii&&: 4

VFRYESESE: NetFlow. NetScaler. FS. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA F1 Meraki.

Figure 102: 7£ Cisco Secure Workload i \1% % £ %7~ NTP conf Bz {TELE

Command Info & Results

Show running configuration
Jul 27 02:52:58 pm (PDT)

Configuration Type  NTP conf

STDOUT

# --- GENERAL CONFIGURATION ---

fudge 127.127.1.0 stratum 10

# Drift file
driftfile /etc/ntp/drift

BRREEITRE
BRI EE R AL M ARSI AT I & o IRSS B3 28 25k R 518 oK 2 JOH 6 I () i
JrR g5, 2445 BAE Cisco Secure Workload FPa] B, P08 ) N B 4 W/ AE SCASHE

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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=
4>
[

RIRAG

SEZMR el ks
Configuration Type S BORCAR P B S

« Controller conf AR 55 7253 28 AT TC B S A o

* Supervisor conf IEATHR A I B | S T S
LG

* Service conf R 25 lic B A

* LDAP conf V5 ] LDAP (35845 ¥ LDAP
& o

Jt 19 Cisco Secure Workload E#IE&: & (NEA ML SRS LT D

SLIFRYZEIZRS: NetFlow. NetScaler. F5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA F1 Meraki.

W WA APAT RG i F grep (AiL) o W&AERA RS LIRS &R AIE5 R (5 5000
ITHIZE R RIRED o WA IEPEAE— grep BXAE WS HL, X BEATAHN I8 24 Cisco
Secure Workload 2 fit 4l HLisy, 45 R4 B CAHE

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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Py
4

B B FIEZIEEF F Cisco Secure Workload %28 I

S AR e it} 15 AR
REmS T LPATHI R G 2
* 1P IEE ifconfig
* IP B HECE ip route
* IP i i g R iptables -L
* PSR netstat
* MERE (EL9) ss
o ERRIRES ps -aux
 HEASERTRIEERE SR top-b-nl
* NTP IR A ntpstat
* NTP & 1] ntpg -pn
* INTEPIRZS (EL9) chronyc tracking
* Chrony & f] (EL9) chronyc sources
* CPU f5 & Iscpu
* AR R Ismem
o 0] AR df -H
Grep &R0 TR H BN grep AR A5 HR

4B Cisco Secure Workload & &: 4
VFRY%ESESS: NetFlow. NetScaler. F5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.

ISE. ASA FI Merakio

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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2% Docker &% ||

Figure 103:

Cisco Secure Workload ;¥ \1% & L1EFH show system #5 S EHE 2 ZRIAIHIZT R

Command Info & Results

Execute system command
Jul 27 03:08:37 pm (PDT)

Command  List of top processes

Grep Pattern

STDOUT

top - 22:08:43 up 2 days, 19:51, O users, load average: .85, 8.31, 0.61
Tasks: 208 total., 1 running, 207 sleeping. O stopped, @ zombie

%Cpu(s): 6.5 us. 0.3 sy, 0.0 ni, 93.6 id, 0.0 wa, 0.0 hi, 0.1si, 0.0 st
KiB Mem : 8010228 total, 4742908 free. 1409136 used, 1858184 buff/cache
KiB Swap: 8257532 total, 8257532 free, © used. 6267416 avail Mem

PID USER PR N

24738 root 20
root 20
root 20
root 20
root 0 -2
root rt
root 20
root 20

VIRT  RES  SHR S %CPU %ME TIME+ COMMAND

155608 2080 1432 R 0 0:00.02 top

193684 6792 4004 S 0.6 ©.1 ©:05.09 systemd

0 [} .0 0:00.04 kthreadd

0:54.76 ksoftirqd/e
0:00.00 kuorker/0:+
0:00.18 migration/e
0:00.00 rcu_bh
0:08.76 rcu_sched

root rt
root rt
root 20
root
root
root
root
root

©:00.65 watchdog/1
0:00.24 migration/1
©:00.04 ksoftirqd/1
©:00.00 kuorker/1:+
©:00.68 watchdog/2
0:00.22 migration/2
©:00.03 ksoftirqd/2
©:00.68 watchdog/3

1
3

3

3

3

20

3

3

3

root rtoo .6 0.0 9:00.71 watchdog/@

3

3

3

0

3

3

3

3

27~ Docker %
g 52 AT Docker it 2l grep (AJE) o e i & HIasE B4 LIAT. &5 5000 1779

g R . WA EREAE A grep BEUE NS EL IR H BT AN I8 . 24 Cisco Secure
Workload AL 4E A, 25 RS BIRIESTAMES .

fig B FNETE5E T Cisco Secure Workload HYiE#E5E
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B =% vocker 5%

S AR el it BR
Docker i< TR AT Docker 4
* Docker 15 B docker info
o F1H g docker images --no-trunc
* HIH AR docker ps --no-trunc
o HIIH 2% docker network Is --no-trunc
o B docker volume Is
s BEGHE R docker stats
--no-trunc--no-stream
* Docker fEHEATH 2
docker system df -v
* Docker &4 docker system events --since
'10m’
N docker version
Grep izt T TN R grep [0SR T4 8

4t 1F 9 Cisco Secure Workload E#Ii&&: 4
RVFRYEIERE: L

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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7~ Docker L6 < .

Figure 104: 7£ Cisco Secure Workload ;¥ \i%&#& E#\1T Docker S LU B A RFKITER

Command Info & Results

Execute docker command Command  Container stats

Jul 27 03:12:03 pm (PDT)
Grep Pattern

STDOUT

CONTAINER 1D NAHE
60c5D9b95aeTdc24be386a0eea3681b4cc87c19d624be faB8T fbba387ba0l19fh  nf-5d3911771116335b4aa6bdlb
adc259d446976ae f5eel7edde567044dd76c0c562F34dcd59a98d2a1a3007381  ac-5d391497FF16335hdaabbdlf
613969a4b66020791ac96220a1bd8f86d36e235751653e1e8d5dc565ch340 5d391341ff16335b4aa6bdld

57~ Docker 325455
{E Docker %5 HIHF 8 SEH)_ AT docker iv4. Al LAE 7R Docker 4 KIRIL L] ID. fiv 4 iH
WAV HISRAE B4 EIAT . BT 5000 17045 B A . T BRI — A grep BiaUAE NS4,
FERT BT AN L 8. 24 Cisco Secure Workload FHH& L4 LI, 45 4 W/RAESCARMES

SEAR KR i8R
Docker #5% e FHAT I Docker iy 4

 WRAE R docker images --no-trunc
<instance>

o [RL%fE docker network inspect
<instance>

c BER docker volume inspect <instance>

© BAE R docker container inspect--size
<instance>

o Bk docker logs --tail 5000 <instance>

o ZX A% LS docker port <instance>

o WA VIR IS L GE i L | docker stats
--no-trunc--no-stream <instance>

o [EAEIZATHERE R 28 52 docker top <instance>

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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B =rem=sues

SHER KR 15 AR
SE45) R Docker Y (HRE. MZ%. %,
48 ID G20 27 Docker
i)
Grep &5 FAFH LN grep MU STAT H

$21FH Cisco Secure Workload E#Ii&&: 4

RVFBIERERR: L

Figure 105: 7£ Cisco Secure Workload ;¥ \i% & 31T Docker ZHIfn S LI ERRER

e
Sl
N
7l

AT supervisorctl 172

Command Info & Results

Execute docker instance command
Jul 27 03:14:40 pm (PDT)

STDOUT

Command  Container info

Instance

Grep Pattern

"1 "60c5b9b9SaeTdc24be386aBeeal6Blbacc87c190624befdBT bba387ba0l19fb"

" "2019-07-25T21:40:24.9573193762",
"/usr/bin/supervisord” .

"/usr/local/tet-netflow/conf/supervisord.conf’,

"state”: {

"Status": "running”,
| rue

"Paused”: false,
"Restarting”: false,
"00MKilled"

"2019-07-25T21:40:25.8791423682" ,
"0001-01-01T00:00:002"

"StartedAt”
"FinishedAt”:

#LIE] 9. Cisco Secure Workload 5 iy 2 A ik Bl th iy & 1 B 25 1B e ds o W

TR R RS 28R ) 45 5 2 Cisco Secure Workload 42t 45 LM, 45 94 WoRAE SUAKE
o
SEBMR i) 15 RA
SupervisorCtl iy % Fhigm AT B supervisorctl iy 4
s ARG supervisorctl K7

« EHELGEE1) PID

supervisorctl pid

* T % 1) PID

supervisorctl pid all

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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greEsiensss

$21FH9 Cisco Secure Workload E#Ii&&: 4

FVFBIEIERS: NetFlow. NetScaler. F5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA F1 Meraki.

Figure 106: 7 NetFlow E3%38 1T supervisorctl 5%, LUIFRBUFTA BREZ VRS

Command Info & Results

Execute supervisorctl command
Jul 27 03:17:29 pm (PDT)

Command  Status of all services

STDOUT

tet-netflousensor RUNNING  pid 8, uptime 2 days, 0:37:05

BREHEIIERFHS

KR 32 Mk %5 40AT supervisorctl 174 1 LA H] o 3 5 8 iy & SKIRIUIRSS %K. Cisco Secure
Workload 2Ky & KI5 B R Ay 2 W 2 AR o WA BRSNS L vds il ae 2R R 25 5. 4 Cisco
Secure Workload 2t &E R, 4584 BoRAESCAMES,

% #1% #7Secure Workload Ingest e i) AR
SupervisorCtl 5% Fhisgm BEHAT I supervisorctl ir4
© R supervisorctl status <AR % &#r>
« % PID supervisorctl pid <fR % & #R>
PR & FR T M@%I%?’*%JE&%E’J%% (5%
) W B G | By 4D

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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Figure 107: 7£ NetFlow JE1£38 E 31T supervisorct! 454>, VIFREVIE AR BFRETIRTS

Command Info & Results

Execute supervisorctl service command

Jul 27 03:52:48 pm (PDT)

STDOUT

tet-netflowsensor RUNNING  pid 9, uptime ©:04:17

4t 1F 4 Cisco Secure Workload E#Ii&&: 4

VFRY%EIERE: NetFlow. NetScaler. FS. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA Fl Meraki.

I AR AR N 25 8 . i 2 W &S B AE 3 % L HUT . 24 Cisco Secure Workload H#E it 45
Ry, g R o WoRTESCANEH

SRR il 1% 8A
Mk ar < (Network Command) | Rz FEPAT 2R &
* ping ping -c 5 <destination>
. curl curl -1 <destination>
B#% (Destination) TR F ) H A

4179 Cisco Secure Workload E#Ii&&: 2

JFLIFBIEIZRS: NetFlow. NetScaler. F5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA HI Meraki.
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Figure 108: 3833 3Z1T curl 7€ F5 1% LMK M 485

Command Info & Results

Test network connectivity
Jul 27 03:54:30 pm (PDT)

STDERR

erd Average Speed Time  Time T [d t
Dload Upload Total —Spent  Left Speed
[ @ wrimeies weieeies seiosies

STDOUT

HTTP/1.1 301 Hoved permanently
cor

5 i 32

B B SRR E SO, (liE) grep FRE M. Cisco Secure Workload 241y & & 2% | K
Har 4. W DiEflgs <R Al g B . 24 Cisco Secure Workload R AL4E i, 45K & ER

AESCAHE
SHAMR e il i8R
(A= NS A i H bR E R SO
o PR RO E SO B Y PR A P A O SR PR S A
S A 2
o PRI AL SO B PR AP R UE A IO SO
(K14 2%
« HAESCR HIAFAE H S SCAR IR SR )
W
Grep 123 FAFHR LN grep (B4 R

$1F 9 Cisco Secure Workload E#Ii&&: 4
FRIVFRYEIERE: L

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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Figure 109: 5\ Cisco Secure Workload ; \i% % & & H &304 a0 4

Command Info & Results

List a directory
Jul 27 03:56:36 pm (PDT)

Location  Log folder

Grep Pattern

STDOUT

/local/tetration/logs/:
total 20
rW-re-r--. 1 root root 9142 Jul 27 22:55 tet-controller.lo
r--r--. 1 root root 581 Jul 27 22:41 supervisord.lo
root 2594 Jul 27 22:40 tet_vm_setup.lo

51|t AR 55 3

I EE ARG I O AL B b s fE. Crig) X e AT grep.  Cisco Secure Workload 4%
)k iy A P B RIE T 2 o BRI SS LIty iR 45 . 24 Cisco Secure Workload H 4
HEEE R, 25 R BoRTESCRES .

SHEM e il AR
IE T F i H bR SO
o RS E SRR H S ORAF IR 55 WC B A ) ST
TR A2
o JRG5UE SR HIH DR B R G55 R S AR )
E
o Hi&3cfk HHAFAE H G SR ST P
M2
o B SRR FIH DR A7 Zesi EIH 2
AnyConnect fll ISE ##:4%) IR
ARSI N2
Grep &= TR PN A grep AR H

$21F 9 Cisco Secure Workload E#li&&: L

FVFBIEIZERS: NetFlow. NetScalers F5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis-
ISE. ASA H1 Meraki.
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Figure 110: 5\ Cisco Secure Workload ;£ \i%& & F5 %1585 0BEL B XXk haosc it

Command Info & Results

List a directory in a service
Jul 27 03:59:09 pm (PDT)

STDOUT

/usr/local/tet-netflow,
total 56

conf/:

oot 1265 Jul 27 22:43 tet-controller.con
544 Jul 27 22:43 rks.conf
316 Jul 27 22:43
ot 564 Jul 27 22:43
o 43 Jul 27 22:43
t root 30568 Jul 27 22:43 exe
root 1687 Jul 24 ©3:19 sy

/
t
oot
oot
t
t

HiE Sk
RGP g ERME N AL, Cisco Secure Workload 25K iy 2 &% B/ i 2 10 25 A 22

WA IERAS IS st as iR gn t, A T9miY, R 45 iR 145 Cisco Secure Workload .
*4 Cisco Secure Workload FR#ML4: i, KRGS BN N, AT R . pcap KM,

S AR A 5% AR
i 1m| v FARAE M b R e A B
1y,
BWENRREIEEH Bt TEIR A1 45 R ZIRCAE 1 B K s
. N/NT 1000
VAFD BT O B KU 3545 18] | 0 IR A48 B2 BTCER ) s K FR ST
] N/NT 600 Fb,

$21F 9 Cisco Secure Workload E#Ii&&: 4

IVFRYEIERE: NetFlow. NetScaler. F5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA F Meraki.

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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Figure 111: 383X NetFlow iE1%85 F4AE im0 RYEEEE

Command Info & Results

Packet capture

Listening port 4729
Jul 27 04:02:26 pm (PDT)
Max packets to collect 100

& Download Output File

TR R im0

3B Cisco Secure Workload £ A\ ¥ £ WP iZEESS LMW 10 . Cisco Secure Workload iy 4 & 1% 5|
KA s B ilds . EHIRR AT LT #AE

* {15 IR AR XN Docker A4S o
WS IR S5 1 e AT E

* MBx Docker IR 55

* IR S5 1 IE AT IC B LLAE AT B G

o MBI 7 i P AL (KA 3] Docker BRBUR B AN Brgeds, JFAEIBT 028800 11 . Jedh, Wz
Hi A —> Docker B HER BB ER A4S b, AP A ds B S BT R 105 .

o KRR IHT TP 452 iR P13 Cisco Secure Workload.

* Cisco Secure Workload ¥ 78 SCAHEH B R 45 R .

SRR xR i AR
Connector ID FAG e B AT W 1 RS 1
B ID
Listening port label Fhisges S HT I R 2SR
NET-FLOWO NetFlow v9 T3 [
IPFIX IPFIX fiit Wy 3 11
{5 i 0 TR H TR R i

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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1 RY Cisco Secure Workload FE#li&#%: Cisco Secure Workload 1 A

RIVFRYEES L
Figure 112: ¥% Cisco Secure Workload ;£ \i%%& * #Y Meraki i%E1%2% £ RO is OB # 4 2055

Command Info & Results

Update the listening port on a connector Connector ID  5d3cd3e83649723890271dcd

Jul 27 03:48:29 pm (PDT)
Listening Port Label  NETFLOW9

Listening Port 2055

STDOUT

{"connector_id":"5d3cd3e83649723890271dc4" , "service_id":"5d3cd3e83649723890271dc5", "container_id": "57f5fea

Figure 113: 2% Cisco Secure Workload ;¥ \1% % & Meraki ¥E1%85 L Ryif O BRET

Command Info & Results

Execute docker instance command Command  Container port mappings

Jul 27 03:49:03 pm (PDT)

Instance 7

Grep Pattern

STDOUT

2055/udp -> 172.29.142.28:2055

E#ﬁﬁg*ﬁ %I:HEEEF_ ?%%% H IL.\EEE

EHHE ARG HE. M. Slack. PagerDuty Al Kinesis 241 18 411 F2 5% 2 4% 11 Cisco Secure Workload
AR ANFLF (TAN) RS IHERCE . BT TAN SHUE S MERR, NILGTE A B ER 8 U
B HERE . WAV a4 RVEH BB H SR E

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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Cisco Secure Workload 2=t 4 %& 1% %] Cisco Secure Workload 1712 45 1] TAN Docker %55 _F IR 5
FEiilas . Hlss SEMRS LN HECE, IR P & R PIRE.

S B e il i3t A
ARSIERAH (Logging level) | Rz JIk 55 A I ) H &S Ad s 200
i iﬁﬁt 1}3112_& El R 7JIJ
< fHE F U H B0
e 5 1&g
* B R H &0
RAXHEXHKR/ (MB) (Max | $i¢ THIG H R e 2wy H SO F )
log file size [in MB]) KA
HE## (XD (Logrotation [in | %+ FrG H 5S4 2w H & SO R
days]) AR
ARt (AXBIABLD (Log | 7 P B 1R 5K H &G S0 S8
rotation [in instances])

f1FRY Cisco Secure Workload FE#li&#&: Cisco Secure Workload 1214

RVFHIERES: L
Figure 114: £ 3 Cisco Secure Workload i21%%i% % # &) Cisco Secure Workload 1R i% FN32 /5 Docker BR %5 L H9 H KB B

Command Info & Results

Update log configuration for Tetration Alert Notifier
service

Logging Level  info

Jul 27 04:07:23 pm (PDT) Max Log File Size (n MB) 10

Log Rotation (in days) 30

Log Rotation (in instances) 20

. B B F1EIE1E A T Cisco Secure Workload HIiEESS
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Cisco Secure Workload ¥4y KiZ R K&K BT S 15 4. s L HI 2SIk B Cisco Secure
Workload [t 20, B WEER &I, XTI T gaht 315 45 R 1145 Cisco Secure Workload.
4 Cisco Secure Workload 2t 45 Wi, RAS TR FEFLH, HT TFHE .tar. gz X004,

Bt 25 0 S
* /local/tetration/appliance/appliance.conf
* /local/tetration/{logs, sqlite, user.cfg}
* /opt/tetration/tet vm_setup/conf/tet-vm-setup.conf
* /opt/tetration/tet vm_setup/docker/Dockerfile
* /opt/tetration/ova/version
* /ust/local/tet-controller/conf
* /ust/local/tet-controller/cert/ {topic.txt, kafkaBrokerIps.txt}
* /var/run/supervisord.pid
* /etc/resolv.conf
PRI AL ) i Ha
* ps aux
* iptables -L
* netstat {-nat, -rn, -suna, -stna, -tunlp}
* ss {-nat, -rn, -suna, -stna, -tunlp}
* /ust/local/tet-controller/tet-controller -version
* supervisorctl status
* rpm -qi tet-nic-driver tet-controller
* du -shc /local/tetration/logs

* Is {/usr/local/tet-controller/cert/, -1 /local/tetration/sqlite/, -1 /opt/tetration/tet vm_setup/.tet vm.done,
-l/opt/tetration/tet vm_setup/templates/}

* docker {images, ps -a}
* blkid/ifconfig/Iscpu/uptime
* free -m

* df-h

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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fIFBY Cisco Secure Workload E#li% % : Cisco Secure Workload 7 A F11 Cisco Secure Workload i71%%
B

Figure 115: )\ Cisco Secure Workload 1% & 5 R B2

Command Info & Results

Collect Snapshot from Appliance
Jun 23 12:06:02 pm (PDT)

Maximum time for collection
(in minutes)

& Download Output File

MBI &R IR BR

Cisco Secure Workload H iy & KI5 B8 T IEHAS 0B %% . IREIERAS 1D, # syl Feds i,
Sof H AT g I8 45 B3R [P1 #) Cisco Secure Workload. 24 Cisco Secure Workload 24t Hisf, &R
o Bon MR, H TR targz B SCHE.

PR AL R S A

* /ust/local/tet-netflow/conf

* /local/tetration/{logs, sqlite}

* /var/run/{supervisord.pid, tet-netflow.pid}
PRI RS A 2

* ps aux

* netstat {-nat, -rn, -suna, -stna, -tunlp}

* ss {-nat, -rn, -suna, -stna, -tunlp}

SHEM it 15 EA
Connector 1D TR IBAT PR 2 IR e 1 s
ID.
Capture packets G S NI RS L ?
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minutes

SHAR et 15 A
Max time for collection in 7 A il e A ket s Ain)

[F]o V<20 43P,

f14BY Cisco Secure Workload E#li% % : Cisco Secure Workload J3: A\ F1 Cisco Secure Workload 121 %%

B

Figure 116: \\35 E £ ¥%8% ID £ &) Cisco Secure Workload 315235 £ 14 HR

Command Info & Results

Collect Snapshot from a connector Connector 1D

Jun 23 12:36:45 pm (PDT)
Capture packets

Maximum time for collection

(in minutes)

& Download Output File

W SRzl R EC B

5eeba8738ef8c40448ficcal

x

4

AR R A B PRSI BSHERE M 45 5 . Cisco Secure Workload £ iy 2 k% 3k H i 2 13
ety RS FHARSAE € I N R s s . RIS G, ISl a7 1w
B N EERS, 1545 B k1% %) Cisco Secure Workload. 24 Cisco Secure Workload FP 2L 45 HLi,

R on FEGEH, T M . tar. gz #& RS

S AR £l 15 AR
BB HER ThRH BT,
* memory WAF I AT
* cpu CPU 7
* block B bkt
* mutex Mutex 73 BT
* goroutine Goroutine 73BT o

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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SHEIR sem 5288
BKyERTE (560 B I [ 45 2 AT 5 K R

[

NEFEREXHERE (REEEFE | K7
“REFE” BB

WAF TR . b7 B IR 7
Bro iRy, Ml
Golang H IFERINE

f14BY Cisco Secure Workload E#li% % : Cisco Secure Workload J3 A F1 Cisco Secure Workload 21 %%

B

FVFBIEIERS: NetFlow. NetScaler. F5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.

ISE F1 Meraki .
Figure 117: )\ Cisco Secure Workload 1% &\ £ 4= 4| 82 B & 3C 14

Run a New Command

Select one of the supported commands

Collect controller profile

Profile Mode  memory

Maximum time for collection 2
(in minutes) (optionzi)

Memory profile rate (only 1
valid when choosing
“memory* mode) (optional)

Run Selected Command

W EEFEEXH

WA RS F IR RS R M 45 B . Cisco Secure Workload 234 ir 4 &% 21| & i iy 2 3R 8%
MRS gs 2 LR @ I DT S OR T R e s IR 55 o R I WTSE S Jn . IR A IEH BT
ERIRS, B4R KRi%F Cisco Secure Workload. 24 Cisco Secure Workload 4245 Hif, R4

SR FEIEE, HT N Ctar. gz #MSCHE
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zagemezseran

“AEFE RXIBERO

S AR il i AR

B & SRR ThIER TriTaEs.
* memory WAE I T
* cpu CPU J3 .
* block o Bt
* mutex Mutex 73 B
* goroutine Goroutine 73 HT#i o

BRI ERRTIE (530 Hey A8 [ 28 S 2 AR P e KA

ET8
NEREXHRE (IREERE |5 AP HTIERE . I BOh I

Bro indURERME, WS EH
Golang [ ERIAE

f14BY Cisco Secure Workload [E#li&&: Cisco Secure Workload 3 A F1 Cisco Secure Workload i1 ¢

FIFBIEIZRS: NetFlow. NetScalers F5. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.

ISE H1 Meraki.

Figure 118: )\ Cisco Secure Workload &+ 38 Yy & 1 S B0 & S0 14

Run a New Command

Select one of the supported whitelisted commands

Gollect connector profile

Profile Mode | memory

Maximum time for collection range from 1 to
(in minutes) (optional)

“memory" mode) (optional)

BERENEERERER

78 2L U B (P BRI BE R H] RS . Cisco Secure Workload 4[] — % 422 9 2 Sl RN B A il —
Wo BN — R A BA I ARG, m] D sty 2178 @5 BRI ] . 24 Cisco Secure

Workload HH b4l B, 4f

SR SCARE

fig B FNETE5E T Cisco Secure Workload HYiE#E5E .
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« CPU fi I % CPU i I
o« INAEAT TR AR
o FAAT ] % T AR R

B (4R BaD Hey 8 o IR RN ) (LAt

AL

fIFBY Cisco Secure Workload E#li&%&: Cisco Secure Workload 73 A F1 Cisco Secure Workload i

RIFRNERESE: L
Figure 119: B = Cisco Secure Workload % % H0 5 15 32 E4R 8] [

Command Info & Results

Override connector alert interval for Appl

Dec 7 05:09:12 pm (PST)

STDOUT

eeeeeeeeeeeeee (id=5bf0294979a4c1568e72df5, alertType=NISS_HEARTBEAT, applianceld=5fbeadd9979adc49csdde2sa,

Close

BEiEERNEERERE R
B R A BRI TE B3 B M) [ . Cisco Secure Workload K [7] — 3% 42 s 4 BRI BR A BE R AR 2%
— o PN K — R— IR B8] BE B Ta) A, mT DA i 2k 78 75 IRIBR A (8] o 24 Cisco Secure
Workload {45 HEmT, 45 B o RTE SCAHE

SRR KR 1% 8A
EiRER I TR i [FE A BRI
SR SURIN RIEIRIESL A BN o
BIFE C(LLoroh ) ey B i (A R R e 1) (LA Bl
AL

419 Cisco Secure Workload E#li&&: T
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VFBRYETESE: NetFlow. NetScaler. FS. AnyConnect. Syslog. Email. Slack. PagerDuty. Kinesis.
ISE. ASA. Meraki. ServiceNow. WAD.

Figure 120: 7 = Cisco Secure Workload &35 32 HO £ S5 E4R BB

Command Info & Results

Override connector alert interval for Connector I

Dec 7 05:31:32 pm (PST)
Interval (in minutes) 15

sTDOUT

ConnectorAlert (id=51b76294979a4c1568e72d76, alertType=NISS_HEARTBEAT, applianceld=5fbeadd9979adca9c8dde25a

Hawkeye $= il E R

‘Hawkeye” 2l TR (A SCIERER MR T T X R4 1 LR 2 e AT IR LA

&I R AZ I E R

BRI BIARR AAT R R G5 B RERbR (Bl CPUMEHI P 7r by NAFAEHTR
ISR AFTIT SR AT ED 11915 8

Figure 121: & &35 845 F E R

19 - %2 Appliance Controller - € B < zoomout > @Jul22,2019 12:56:16 to Jul 27, 2019 00:54:35

Number of Bytes Received

500 Bil
00 Bil
300 Bil
Bil
100 Bil

® by 712308 J231600 71240000 J240B00 7241600 7250000 71250800 71251600 7126 08:00 7126160 70000

= ams.systemstats.bytes_received{root_scope_name=Default, ext_applianc: d35c21d584a664e01cb1bc6, ext_appliance_type=tetration_data_ingest}

— ams.systemstats.bytes_received{root_scope_name=Default, ext_appliance_id=5d3625ba584a660f1 cae0af3, ext_appliance._type=tetration_edge}

— ams.systemstats.bytes_received{ext_applian d3797c66e3708512bdeff34, root_scop efault, ext_appliance_type=tetration_data_ingest}
s systemstat.ytes.ecelvediext_appliance d=5d379ebce37da5 2bdefd,root - scope_name=Default, ext_appliance_type=tetration_data_ingest}
ams.systemstats.bytes_received{ext_appliance. s 5, root_scope_name=SilentSparrow, ext_appliance_type=tetration_data_ingest}
ams systemstats.bytes_received{ext_appliance. 8537087 4, root_scope_name: , ext_appliance_type=tetration_edge}
ams.systemstats.bytes_received{ext_applianc d36437b6e37d871ab2febeT, root_scope_name=ashok, ext_appliance_type=tetration_data_ingest}
ams.systemstats.bytes_received{ext_applian 6 pe_name=Vidhya_Test 1 ¥
ams.systemstats.bytes_received{ext_appliance, 20e6e37d871ab2febds, root_scope_name=hongyazh, ext_appliance,type.
ams systemstats.bytes_received{ext_appliance._id=5d364312584a66644fca20a6, root_scope_name=KZ, ext_appliant
ams systemstats.bytes_received{ext_appliance_id=5d364f1b584a66644fca20fc, root_scope_name=Srivatsa, ext_appliance_type=tetration_edge}
ams.systemstats. byte: ed{ext_applian d364c0c6e37d871ab2febfd, root_scope_name=DarshanP, ext_appliance_type=tetratior

Number of Bytes Sent
500 Bil
400 Bil
Bil
2008l
100 Bil

L3 S —
7122160 7123 00:00 7/2316:00 7/24.00:00 7/24.08:00 7/2416:00 7125 000 712508 7/2516:00 7126 08:00 7126 16:00 7/2700:00

s.systemstats.bytes_sent{root s apy d35¢21d584664e01cb1bc6, ext_appliance tetration_data_ingest}
d3625ba584a660f1 cae0af3, e : type=tetration_edge}
tration_data_ingest}
etration_data_ingest}
: type=tetration_data_ing
tration_edge}
tration_data_ingest}

ams.systemstats. uy(et

i B F1&1EE A T Cisco Secure Workload HI3E1E8%
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g R EE . 5 H 3 Cisco Secure Workload 44 0. 2 DL K 3 i 2] Cisco Secure Workload [1)5- 15 4.
AR, g i T AR L B A AT D AR BEFI RS ()5 S (il dn, Ab 2R NetFlow v9 FI IPFIX RS -
I3 AT T SR A R R (N L o R (G 107 1 QN TR RN I 7 T O VR = 1/ O | g O 2
T AR I HFIZ AT IS5 1Y Docker 2545 M RSt fabr . CPUMTHIZ. WAETHIZE ., WAas A8 F 2 F04T IF
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Figure 122: B &%= 5 EIHR

Packet Count and Byte Count
600 Mil

500 Mil
400 Mil
300 Mil
200 Mil

100 Mil

xportstats. packet_count{root_scope_nam

bc6e37d8
bc6e37d8
b6e37d87

1.135 Mil
[

[

bc6e37d85f2bdeff3 NETFLOW_SENSOR, ext_applia
bc6e37d85f2bdeff3 -ANYCONNECT_PROXY_SENSOI
b6e37d871ab2febe1, ext_s: NYCONNECT_PROXY_SENSOR, ext.

AnyConnect AR 5512l E R

AnyConnect i 557 il ISR AT 9% AnyConnect i 52 ik 5515 B I B o A2 TR 42 £ AnyConnect
%A% 1) Cisco Secure Workload 17 (028 sl . W87 4ok . M HUE S diabn. Beabh, bzl
PR 5 TPFIX PR BERIARAS R (5 2 o Dzl rh SR e vt 2. Ao R i v 2, oot 2
Bt oM 7 B R AR
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Figure 123: AnyConnect =% TR

l% Anyconnect Service - e =B o < zoomout > ©Jul22, 2019 06:38:53 toJul 29,2019 1

Number of Users Number of End Points Number of Inventories

0  CEEENEEEEDGD GEEED
05
1.0
7124 7126 7128 3
1.0
4 7728 — ams.anyconnectproxystats.num_endpoints{root_scope_name=Defauit, ext_appli 7124 126 7728
— ams.annotationstats.num_users{service_type=anyconnectproxy, root_scope_nan — ams.anyconnectproxystats.num_endpoints{root_scope_name=SilentSparrow, ex — ams.annotationstats.num_inventories{service_type=anyconnectproxy, root_scop
— ams.annotationstats.num_users{service_type=anyconnectproxy, root_scope_nan — ams.anyconnectproxystats.num_endpoints{ext_appliance_id=5d36437b6e37d87 — ams.annotationstats.num_inventories{service_type=anyconnectproxy, root_scop

Flow, Packet and Byte Count

122 12:00 7/23 00:00 7/2312:00 7/2400:00 7/2412:00 7125 00:00 7/2512:00 7/26 00:00 7/2612:00 7/27 00:00 7/2712:00 7/28 00:00 7/2812:00 7/29 00:00 712912

== ams.exportstats.byte_count{service_type=anyconnectproxy, root_scope_name=Default, ext_appliance_id=5d379ebc6e37d852bdeff3d, ext_appliance_type=tetration_data_ingest}
= ams.exportstats.byte_count{service_type=anyconnectproxy, root_scope_name=SilentSparrow, ext_appliance._i t_appliance_type=tetration_data_ingest}
= ams.exportstats.byte_count{service_type=anyconnectproxy, root_scope_name: k. ext_:  id=5d36437b6e37d871ab2febe?, ext_appliance_type=tetration_data_ingest}
= ams.exportstats flow_count(service_type:

ams.exportstats.flow_count(service_type- , ext.: etration_data_ingest}

ams.exportstats.flow_count(service._type-

ams.exportstats.pack

‘ams.exportstats.packet_count{service_type=anyconnectproxy, root_scope_name=SilentSparrow, ext_appliance id=5d3654776e37d871ab2fec15, ext_appliance_type=tetration_data_ingest)

ams.exportstats.packet_count{service_type=anyconnectproxy, root_scope_name=ashok, ext_appliance_id=5d36437b6e37d871ab2febe1, ext_appliance_type=tetration_data ingest}

Number of Workers
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1] Appliance and Service Controller DIO Stats - @ < zoomout > O]ul22,201917:11:19 to Jul 26, 2019 O

Number of Messages Received

77230800 7/231200 7/231600 7/232000 7/2400:00 7/240400 7/2408:00 7/2412:00 7/2416:00 7/2420:00 00:00 7/250400 7/2508:00 7/251200 7/2516:00 7/25

— ams.diostats.num_me:
— ams.diostats.num_me:
— ams.diostats.num_me:
— ams.diostats.num_me:
ams.diostats.num_me
ams.diostats.num_me
ams.diostats.num_me
ams.diostats.num_me
ams.diostats.num_me
— ams.diostats.num_me:
ams.diostats.num_me
ams.diostats.num_me

sa ived{root_scope_name=Default, ext_appliance_id=5d379ebc6e37d85f2bdeff3d, ext_service_type=NETFLOW_SENSOR, ext_appliance_type=tetration_data_ingest}

52 _scope_ efault, ext_appliance_id=5d379ebc6e37d85f2bdeff3d, ext_service_type=ANYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}

sage: ilentSparrow, ext_appliance_id=5d365477637d871ab2fects, ext_service_type=NETFLOW_SENSOR, ext_appliance_type=tetration_data_ingest}

52 _scope_ ilentSparrow, ext_appliance_id=5d365477637d871ab2fec1s, ext_service_type=MERAKI_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}

s x 50365477637d871ab2fects, ext_service_type=ANYCONNECT_PROXY_SENSOR, ext_appliance_type=tetration_data_ingest}

3 ived(ext_appliance_id=503641186e37d871ab2febdd, ext_service_type=TAN_SERVICE, root_scope_name=Tapan, ext_appliance_type=tetration_edge}
sages_received{ext_appliance_id=5a3641{86e37d871ab2febds, ext_service_type=ISE_PROXY, root_scope_name=Tapan, ext_appliance_type=tetration_edge}

52 ived(ext_appliance_id=5036437b6e37d871ab2febet, ext_service_type=ANYCONNECT_PROXY_SENSOR, root_scope_name=ashok, ext_appliance_type=tetration_data_ingest)
sages_received{ext_appliance_id=53643116e37d871ab2febd, ext_service_type=TAN_SERVICE, root_scope_name=Vidhya_Test_Tenant, ext_appliance_type=tetration_edge}

52 ived(ext_appliance_id=503643116e37d871ab2febdf, ext_service_type=ISE_PROXY, root_scope_name=Vidhya_Test_Tenant, ext_appliance_type=tetration_edge}
sages_received{ext_appliance_id=5a36420e6e37d871ab2febds, ext_service_type=ISE_PROXY, root_scope_name=hongyazh, ext_appliance_type=tetration_edge}
sages_received{ext_appliance_id=50364312584a666441ca20a6, ext_service_type=ISE_PROXY, root_scope_name=KZ, ext_appliance_type=tetration_edge}

Number of Messages Seni

7122 20 :00 77230400 7/230800 7/2312:00 7/2316:00 7/2320:00 7/2400:00 7/240400 7/240800 7/2412:00 7/2416:00 7/2420:00 7/2500:00 7/2504:00 7/250800 7/251200 7/2516:00 7/25201

== ams.diostats.num_messages sent{ext_appliance_| 7c66€37d85f2bdeff34, root_scope_name=Default, ext_appliance_type=tetration_data_ingest}
= ams.diostats.num_messages_sent{ext_applianc ebc6e37d852bdeff3d, root_scope_name=Defaul, ext_appliance_type=tetration_data_ingest)
= ams.diostats.num_messages sent{ext_appliance_id=5d3654776e37d871ab2fect5, root_scope_name=SilentSparrow, ext_appliance_type=tetration_data_ingest}
= ams.diostats.num_messages_sent{ext_appliance_id=5d3641f86e37d871ab2febdd, root_scope_name=Tapan, ext_appliance_type=tetration_edge}
ams diostats.num_messages_sent{ext_appliance_id=5d36437b6e37d871ab2febe1, root_scope_nam appliance_type=tetration_data_ingest}
idhya_Test_Tenant, ext_appliance_type=tetration_edge}
. id=5d36420e6 Y ongyazh, ext_appliance_type=tetration_edge}
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* systemctl status tet vm setup.service R HH SUCCESSIE H R A AETG BN IR 55
* systemctl status tet-nic-driver 5 THNHRS o
* supervisorctl status tet-controller T RUNNING %5, XERp & &VEHIZS O B3 IELE
SEX N
* docker network 1s R =AM %%: bridge. host F noneo
* docker psfﬁ%ﬁﬁ&%ii&ﬁﬁ@ﬁ%ﬁ WEEOLN, ERS LR HERAS S, Wk Lot

#i4—> Docker ¥ 4% . X T &G Hidi. WBLE. Slack. PagerDuty 1 Kinesis %%, Cisco Secure
Workload 243 172 7 il 45 2 7€ Cisco Secure Workload 11 2 38 4% L SE9I4K &y Docker 7% %% .

RENZEAIF] docker logs <cid> MWARTE tet-netflowsensor £43F A RUNNING k7.

docker exec <cid> ifconfig RIRTE— D GREIGAN .

docker exec <cid> netstat —rn?&%%%ﬁikﬁﬂjto

%2%& kﬂ@ cat /local/tetration/appliance/appliance.conf, El%%%%ﬁ%éﬁ Fi:ﬁfﬂ@]DockerE&§§
P, ERATRMSS D, JERE: ID. A% WK ID A WU CALED (M. 7
Cisco Secure Workload VB AW & [, 2 WIAER A FIsAT = WiRSS . i BRI A 2% 288
Docker #& AJ 7E LSO/ 4 5

Figure 125: Cisco Secure Workload 1% &5} B AR 55 AR 7S

[root@esx-2106-ingest tetter]# systemctl status tet_vm_setup.service

o tet_vm_setup.service - Tetration Appliance Setup
Loaded: loaded (/etc/systemd/system/tet_vm_setup.service; enabled; vendor preset: disabled)
Active: inactive (dead) since Sat 2019-07-27 23:51:29 UTC; 21h ago

Main PID: 1249 (code=exited, status=@/SUCCESS)

Jul :51:12 localhost.localdomain python[1249]: mount: /dev/sr@ is write-protected, mounting read-only

Jul :51:29 esx-2106-ingest python[1249]: Docker version 18.09.8, build @dd43dd87f

Jul :51:29 esx-2106-ingest python[1249]: REPOSITORY TAG IMAGE ID CREATE. .
Jul :51:29 esx-2106-ingest python[1249]: userPrivateKey.key

Jul :51:29 esx-2106-ingest python[1249]: intermediateCA.cert

Jul :51:29 esx-2106-ingest python[1249]: kafkaBrokerIps.txt

Jul :51:29 esx-2106-ingest python[1249]: userCA.cert

Jul :51:29 esx-2106-ingest python[1249]: kafkaCA.cert

Jul :51:29 esx-2106-ingest python[1249]: topic.txt

Jul :51:29 esx-2106-ingest python[1249]: Created symlink from /etc/systemd/system/multi-user.target.wants/s...
Hint: Some lines were ellipsized, use -1 to show in full.

[root@esx-2106-ingest tetter]#

. i & #0&I21E B F Cisco Secure Workload B %1523
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[root@esx-2106-ingest tetter]# systemctl status tet-nic-driver.service
e tet-nic-driver.service - NIC network driver plugin for Docker
Loaded: loaded (/etc/systemd/system/tet-nic-driver.service; enabled; vendor preset: disabled)
: active (running) since Sat 2019-07-27 23:51:12 UTC; 21h ago
733 (nic)
: 4.4M
: /system.slice/tet-nic-driver.service

—733 /usr/local/tet/nic-driver/nic -log-level debug

Jul 27 23:51:12 localhost.localdomain systemd[1]: Started NIC network driver plugin for Docker.

Jul 27 23:51:12 localhost.localdomain systemd[1]: Starting NIC network driver plugin for Docker...

Jul 27 23:51:12 localhost.localdomain nic[733]: time="2019-07-27T23:51:12Z" level=info msg="NIC network driver started"
Hint: Some lines were ellipsized, use -1 to show in full.

[root@esx-2106-ingest tetter]#

Figure 127: & &= % 8RS

[root®esx-2106-ingest tetter]# supervisorctl status tet-controller
tet-controller RUNNING  pid 1971, uptime 21:43:29
[root@esx-2106-ingest tetter]#

R _FIRMTA — DA AL, 1R /local/tetration/logs FH A FRE A H &, AR ae /el e as i 8
SR SR AL

10T DA B il S AT Ary S Ath 3% 32 28 MY /328 352 1) 3R A T A0 4 s o

docker exec <cid> ps -ef z;*& tebnetﬂo“@ensopenghka /usr/local/tet/ tet-netflowsensor
-config /usr/local/tet—netflow/conf/tet—netflow.confEEﬁMy kllkﬂi%mkkﬂggﬁ/usr/b1n/superv1sord

-c /usr/local/tet-netflow/ conf/supervisord.conf -n ﬁzﬁﬂo

Figure 128: 7= Cisco Secure Workload i \1% #% " & Cisco Secure Firewall ASA iE1%35 Lin{Ti# 2
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CONTAINER ID COMMAND

CREATED NAMES
c82decfaa877 asa_sensor-3.4.2.52465.appliance.demo.mrpm.build-asa:5d3ce5e43649723890271dd3  "/usr/bin/supervisor
.." 22 hours ago Up 22 hours 172.29.142.27:4729->4729/udp  asa-5d3ce5e43649723890271dd3
eddd5cd59839 aws_sensor-3.4.2.52465.appliance.demo.mrpm.build-aws:5d3ce3b73649723890271dce  "/usr/bin/supervisor
.." 22 hours ago Up 22 hours aws-5d3ce3b73649723890271dce
[root@esx-2106-ingest tetter]# docker exec c8 ps -ef
uID PID PPID C STIME TTY TIME CMD
root 1 0 0 00:01 7 00:00:15 /usr/bin/python /usr/bin/supervisord -c /usr/local/tet-netflow/conf/supe
rvisord.conf -n
root 8 1 0 00:017? 00:02:24 /usr/local/tet-netflow/tet-netflowsensor-engine -ctrl-config /usr/local/
tet-netflow/conf/tet-controller.conf -upgrade-script /usr/local/tet-netflow/scripts/check_config_update.sh -service /usr
/local/tet-netflow/tet-netflowsensor -config /usr/local/tet-netflow/conf/tet-netflow.conf
root 27002 8 0 21:317 00:00:00 /usr/local/tet-netflow/tet-netflowsensor -config /usr/local/tet-netflow/
conf/tet-netflow.conf
root 27024 0 0 21:327 00:00:00 ps -ef
[root@esx-2106-ingest tetter]#

LR a2 T AR & E& MRS H &
* /local/tetration/logs/tet-controller.log 7] 7 5 £ 42 % (1) H &

« docker exec <cid> cat /local/tetration/logs/tet-controller.log 7] i 742 4% 1 IR & 2% (0 H 75

« docker exec <cid> cat /local/tetration/logs/tet-netflow.log i] &t 7~ 42 2 Al 45 1 H &

fii EFNETE;E A T Cisco Secure Workload H95%E 1528 .
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« docker exec <cid> cat /local/tetration/logs/tet-ldap-loader.log #] &7~ LDAP PR G121 H &
R LDAP FUEEH TIERR -

« docker exec <cid> cat /local/tetration/logs/check_conf_update.log 7 %/ fc & SF4e# H & G
HFEARE LIRIERER .
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