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External Orchestrators

© e atites.. x
Name T} Type Tl Description 11 Enforcement it} Created At 1 Connection Status T} ‘Secure Connector Status 1 Actions
fmc-test-1 FMC arbhatla NPI Enabled Jul 19 10:16:55 pm (IST) ]

F5 F5 BIG-IP F5 orchestrator Disabled Jul 19 11:34:44 pm (IST) a1l
Citrix NS Citrix Netscaler Citrix NS Enabled Jul 19 11:36:24 pm (IST) Failure @ 7w
K8s Kubemetes Kuberetes orchestrator N/A Jul 19 11:39:38 pm (IST) Failure @ V]

RHAT W AR R SR I TR R RO, AudB 44k (Name). K%Y (Type). 1iH (Description). $447
(Enforcement). €17 (Created at). %21k 2 (Connection Satus) Fl4 4% % 41k 25 (Secure Connector
Satus). EPRIRE S B8 545 SRR IR FER R T ). AR AIRAS (Secure Connector
Satus) Bon LR EE PR “BI)” (Success) BY “RIL” (Failure). ERBEIE R, M4
BoR N/A,

TEQIEE AR R AR N0 E I 3 2 AR b . W3 T e A e b, WA R SR ik
BRE” BIRT G0 BAIRR SR 2 AE AR . WIR ARG 2 g asbsig, AR R
CEPRRE” U T SRR . TIRE& WA GRINECRIBO AR LS AN (147 BASK
IHEZ VR4S B AR RGBSR P e br M 2 1E40ME B, 1 AU (Status) 17, 37e 20
TR S H R B (Manage) > TIEf & (Workloads) > %2 £ %E1£28 (Secure Connector).
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Create External Orchestrator Configuration

_ Type
FANE ERg | Select a Type -
Hosts List
Mame *
Alerts Unique identifier for the orchestrator
Description

Description of the orchestrator

Delta Interval (s)
60

Full Snapshot Interval (s)
3600

[] Accept Self-signed Cert

[T] Verbose tsdb Metrics

Connection will be tested after the creation. m

RS AN 0 T B MR PTIE RSR A, FEARCE (Basic Config) U Ay B LAl 2
Ho IXEEAFOREAE N TN MR & AR Y 2 A

BHFR WHIE 152 FA
AL (Type) P MBZR AP IEFEA I 45 o
# % (Name) P HMER ORISR AARR, X TiE AL
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Create External Orchestrator Configuration

Hosts List |+
Basic Config
host name port number
Hosts List required. required.
Alerts
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Create External Orchestrator Configuration
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Configuration Details

Id 59e15d2f755f02424c0ff38a
Type Vcenter

Name mock_config
Description mockdata

Delta Interval (s) 60

Full Snapshot Interval (s) 3600

Username mock

Password changeme

Certificate asd

Key 123

Secure Connector Tunnel true

Authentication Failure Error el

Peers 172.31.182.228:45906

Secure Connector Status -+ Connection Status > Status
Status

\)
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Edit
Name Tl Type ¢ Description Tl Enforcement T1 Created At Tl Connection Status Tl i1l

mock_config Veenter mockdata N/A Oct 14 03:41:19 am (EEST) s

)

Note 28 (Type) 7B HI it
ol U0 P 5 DAL TS ORAEAT B AE, UV I A R S s B AE

o HIT AN G RO S SO IO R A, D RS T B BB N N S SO LA L
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st SRR (Update) #2481 DAOR A7 E B BT A 5 e
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Delete
Name 1] Type & Description Tl Enforcement t Tl Created At TL Connection Status Tl

mock_config Vcenter mockdata N/A Oct 14 03:41:19 am (EEST) ]
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orchestrator system/orch type AWS
orchestrator_system/cluster name <kubernetes B 44 B>
orchestrator_system/name <ERERI L FR>
orchestrator_system/cluster_id <UUID of the orchestrator” s configuration in |product|>

Amazon Web Services
A
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orchestrator_system/orch_type AWS
orchestrator system/cluster name <kubernetes 2 1) 44 >
orchestrator system/name <TEEZR 42>

orchestrator_system/cluster_id

<UUID of the orchestrator’ s configuration in |product|>

LT EFRE

MUEHERR

PR A& SRR SE 1 o

#

(1

orchestrator_system/workload type

vm

orchestrator system/machine _id

< 1 AWS - EC ) Instancel D>

orchestrator system/machine name

<t AWS I T~ L5 ) PublicDNS(FQDN)>

orchestrator  ‘<AWS Tag Key> °

<AWS Frid fi>

© AWS DIRIT] F] X 82 () A7 AR TR

XPAMEAH IR, ANIRET . B, us-west-1 AJ gL
o us-west-1b 45, 7ERC E WA S, AT XK (Region). A %A XK, 20

https://docs.aws.amazon.com/general/late

o SEOFTIM AR IO E S R ST ) L

st/gr/rande.html,

REBCE RTINS, 20 HL U B 248 AWS 34 o
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Kubernetes/OpenShift .

Kubernetes/OpenShift
A\

Note EKS FI AKS #MihiH2e DRI 4 W AWS Fll Azure z5 G 8880 DI BRI — 3045« WIER T3 1
WA, AT ) BEKS Al AKS AR g AR 8 s Wit i 2 si ol, 150081 AWS 58 Azure 1E$%
. ARG R, ESI o T I,

FH T3l Kubernetes F1 OpenShift [t 4h 5t i 28 %15 28 1L o

Cisco Secure Workload SZ#f M\ Kubernetes #F 5L 0 H 207 AN % 4 Kubernetes/OpenShift £E %
TnANH M ZSEC B N, Cisco Secure Workload 25 IE#: R 1) APT IR %5 25 I EREFIZERE T 5. Pod
FIARSS PR S o X THREMX %2878, Cisco Secure Workload 45 AT 5 Kubernetes b5l 5 %) % 5%
BEIIAREE . P A EIIZ AR RN

k& T Ak Kubernetes/OpenShift X % & L [FAr%E 2 51, Cisco Secure Workload 1823 A2 B8 T-7E 9 7
Tt YR A X 0 AR A o X LU INAR BT s S LR S e B A Sl A

AR IZLEARZERITEA B, 1§25 Kubernetes SERFHI KRS .

URAE Kubernetes 195 LRI T 9T C22€ T HATACEE,  Jf HRCESCAFAEIZELAEE EJR T T 40T
JURERC R RLIBUNI: € 95

XT =T A 89 Kubernetes

X TAECFE 201 G g7 LU T 46 Kubernetes M55, SLEhA#s SR vl 2 & B de fe it
* 1t Amazon Web flt5%5 (AWS) iz )5 1% Kubernetes k%5 (EKS)
* 7t Microsoft Azure [iZ4T[) Azure Kubernetes lx%5 (AKS)

* 7t Google Cloud “f*%5 (GCP) Fiz4T 1] Google Kubernetes Engine (GKE)

RNz LK Kubernetes SEAFSRIUAR VRN S, 155 0 28248 B (10 1R

CRRUETE- s

* K FF ) Kubernetes Fil OpenShift iR A, 12 il https://www.cisco.com/go/secure-workload/
requirements/integrations

© ATERARE, W R TSR

AcEFE
PAR BB 7B i 25 5P K Kubernetes P if &3 0 B A 5% .
FE 15 AR
K MR RS AR
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b oAy AL

6P ) B % Kubernetes 2 T 56 BRI B )R] BR (A
b oAy D

M4 NS T AR

A I 28 3 1

i FAF-5 O B UE 1) 25 7 ik -1

i L5 P UE S0 N B o

LU0 I 4 AW L IR R (RAAT 5 R .

CAIED T3 B £ 5m () CA TEH.

Accept Self-Signed Cert FHF4%H Kubernetes API 45 #3UE15 11 strictSSL

R A IR S AE

PE41 TSDB F54%

P45~ Kubernetesorchestrator 845k - W15 ¥ &
4 False, MY 4EH™ Cisco Secure Workload £V
Sl =y 7

YA AR 0 e 2 A i e A A 1 N B e P R 28 E AL BEE
U
EiIRIES { “host name” , port_number} X} [FIE 4, 55

Cisco Secure Workload W 25 Gl fA] 7% 422 21| ) I 2%

K8s & i gg s

kubernetes HHf 1) Bl #5254 (Vanilla/Openshift
kubernetes i 3& LIS Y)

AWS FERELZ TR

QU EREIN 15 M PR S 2458 (FRSEAEAER)
EKS)

AWS Vi 7] ID

5500 1R A I bk AH DG ER Y ACCESSKEY
(TRAEAFAE] EKS)

AWS bV n) # 4]

L5 B P 45 IO L A K 7 G ¥ SECRETKEY o
BERGRECEN, WEFMAEY. (A
] EKS)
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FH 15t A
AWS [X Bk O TAE BN W R TAE RS2

AN, B DT 2 LS . AR IR
T X IAE, 20 T R ref:
https://docs.aws.amazon.com/general/latest/gr/
rande.html.  (TSEAFAER EKS)

AWS & 5 ARN BB ZARN A B 1) Amazon 25 Y
522%: https://docs.aws.amazon.com/STS/latest/
APIReference/API AssumeRole.html (Ti5GAFZEN)

EKS)

Azure f1 /7 1D 5 Azure VORI ID. - (AN BRTRSCAEAER)
AKS)

Azure & iy ID 58 Azure AD 3E4T 545 56301 1 N F AH S

B4 RME— ID.  (INPETISEAAEIN AKS)

Azure 2 i BB 5 EEAEH Azure AD 34T G450 0F 1 H 1 IRk
S EAAA BT . (AN PR TS 42761 AKS)

iRz EE AN

AN S EME W NPT . 7E Kubernetes 417 AL AT G, X LE35 £ U 8 1/F X% Kubernetes
SEBECR R I H 2 A7 BTt (P U 264 7 7 BH S

B i8R
Kubelet Jii I Kubelet 5 s A Hh API %t 1
s Kubernetes k45X % 30 24H

T fLVF M Kubernetes #5315 13 5P 2T 0] kubelet fefiifi it (nszmf Hi&, 28 TR (¥ Pod 4
ITA5) [hoens, mhasZi Al kubelet 5 o % kubernetes HR 4515 & 5747 F5T 2 IR 1) B B e bl i
SE N RIS -- M 5 B P I RS 2 HAR AT LU R 45

* PLI: RIR RS IR A
o Huhl: ARG Al 503, #h <IP>:<port>/<protocol>.
s AN Kmi i HE SR RVFIIEY Pod B(HY 550

)

Note 1 LIk % kubernetes {E 7Y, ) Fov/F i £ MU RC & o
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Kubernetes

Figure 9: 77 Kubernetes 5% 6| 2 % & ¥ il B

Create External Orchestrator Configuration

Save changes to configure Golden Rules? Yes

Basic Config

Hosts List

Golden Rules

© WL, UERCE AR
API IR 5583 I .

* fit & Kubernetes i 5%,
* hj Kubernetes T # A0 B 25 &0 M)

Type

’ Kubernetes

K8s Manager Type

’ (None)

Name

Name

Description

Description of the orchestrator

Delta Interval (s)
60

Full Snapshot Interval (s)
3600

Connection will be tested after the creation. Create

BT e ryin ez (RBAC) 35

Kubernetes %% )i %438 GET/LIST/WATCH LA N 95, 5 Z1 8 U0OAN BE 0 B 45 B 00 2% BH AUE 15 Bl 2 D4
AR 45k P

AL Kubernetes 5 4 I IE 42

IS FRECE 7B

i, PLEEA7 M Cisco Secure Workload £EFERI— B £ Kubernetes

BiEEEIN

AR FATRE AR B A0 S AR AL BR 2 «

. Cisco Secure Workload B4R 1178 28



I Cisco Secure Workload 1 895 &Rt/ E 28
Kubernetes - f & &1 424 (RBAC) Zit 2 Em ]

EilR Kubernetes 3111
endpoints [get list watch]
namespaces [get list watch]
nodes [get list watch]
pods [get list watch]
services [get list watch]
ingresses [get list watch]
replicationcontrollers [get list watch]
replicasets [get list watch]
deployments [get list watch]
daemonsets [get list watch]
statefulsets [get list watch]
jobs [get list watch]
cronjobs [get list watch]

MARA B, 0] BATE Kubernetes M55 b G — AN X SO S ARABR (R ik IR 45k )~ o R T2 —
A kubectl iy 2 (P74, Al Bh AT ARSI o 1573 clusterrole (Eff{7) Fl clusterrolebindings

CIEMegie) AR - XL RERERI M, MRSy 2 0. AR A/ gl e AR AE
1, K24 Cisco Secure Workload 23 %3 M T A i 44 0% (A 2R 5 dh: o

$ kubectl create serviceaccount csw.read.only

QUM (.
MR T RAT B AR K 7] clusterrole.yaml

kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/vl

metadata:
name: csw.read.only
rules:
- apiGroups:
TR
resources:
- nodes
- services
- endpoints
- namespaces
- pods
- replicationcontrollers
- ingresses
verbs:
- get
- list
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- watch
- apiGroups:
- extensions
- networking.k8s.io
resources:
- ingresses
verbs:
- get
- list
- watch
- apiGroups:
- apps
resources:
- replicasets
- deployments
- statefulsets
- daemonsets
verbs:
- get
- list
- watch
- apiGroups:
- batch
resources:
- jobs
- cronjobs
verbs:
- get
- list
- watch

$ kubectl create -f clusterrole.yaml

\)

Note  j3c s R[] %5 Y5 Y APT ZH4R 25 5 7 Kubernetes WA 0] i A48k . 3R 745 3 3 FH T+ Kubernetes 1.20-1.24
AR, LA RRCAS AT RE T B e

follfees SRR R e

$ kubectl create clusterrolebinding csw.read.only --clusterrole=csw.read.

—only --serviceaccount=default:csw.read.only

BEMIRSSK P (FE GUI 1) “ SR BGIE2 T (Auth Token) B HE D K2R 5 4 S0 iE 4 RV EH I F
base64 i, Al LB A H] yaml i th 510 H IR S5 Ik P okk 2 PR A B

$ kubectl get serviceaccount -o yaml csw.read.only
apiVersion: vl
kind: ServiceAccount
metadata:
creationTimestamp: 2020-xx-xxT19:59:57%Z
name: csw.read.only
namespace: default
resourceVersion: "991"
selflLink: /api/vl/namespaces/default/serviceaccounts/e2e.minimal
uid: ce23da52-alld-11ea-a990-525400d58002
secrets:
- name: csw.read.only-token-vmvmz

£F yaml Hiy AR A SR AL A L, (HSR  Base64 4820 (X2 A EE bR UME Kubernetes 2
J¥) o Cisco Secure Workload ANE52 MLk A 4, #5200 ik Base64 X SLREA TR
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S kubectl get secret -o yaml csw.read.only-token-vmvmz
apiVersion: vl
data:
ca.crt: ...
namespace: ZGVmYXVsdA==
token: ZX1KaGJHY21PaUpTVX....HRfZ2JwMVZR
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: csw.read.only
kubernetes.io/service-account.uid: ce23da52-alld-11ea-a990-525400d458002
creationTimestamp: 2020-05-28T19:59:57%
name: csw.read.only-token-vmvmz
namespace: default
resourceVersion: "990"
selflink: /api/vl/namespaces/default/secrets/csw.read.only-token-vmvmz
uid: ce24£f40c-alld-11ea-a990-525400d458002
type: kubernetes.io/service-account-token

%g%E444\ﬁﬁé>qjﬁUHj%?%gj${1$ﬁﬂj.data.token%ZEQ;?AkbaSG64§ﬁﬁ%iﬁﬁfﬁ£ﬁ%; Elw:ffﬁﬁ——template
I A T O o

$ kubectl get secret csw.read.only-token-vmvmz --template "{{ .data.token }}" | base64
-d
3 B84 2 AT T-£F Cisco Secure Workload UT it & Kubernetes Wpifie%, TiANE 44 /408 5
B

1521 “EKS 7€) RBAC VERZHIN”

i iE B BB RRZE

1527 5 Kubernetes 2 ARG RFRZE .

BUEHERR

o P T P SR IE AT SR T

XL L PEM A% EE AL, I H & kubectl.conf SCAFHFIIERIS H o IRATB RS % S CA iIF
FURGIG 202 P e 7 B, DA PIRE TS A VT IE A 15400 o

* Geloud #EUETT At GKE FE1IE
£ geloud CLI T A GKE )% ) {E 7% % GKE R FEIE R4 b3 41t T gcloud FEiE.
* Kubernetes HEHEAR A A SZ 32 1y
A8 A He A Kubernetes A 1] B 2 SEURI . Bl Kubernetes B AS & 75 75 SRR IRAS 51| 2t o
* SEUEAURAN
SR UE JITASE 1 4 3 50 T 4 Rl P 500 ity 6 A BSUE 15 2 A5 AT L3R vh 4 s 1 BT A R
* Kubernetes %%/ AN i) 46
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. VMware vCenter

Cisco Secure Workload i 5hasthiAss |

hosts_list ‘7B [l — Kubernetes £EHFFR 12 API RSS2t - EANBEAS FH LIt L & 2 4> Kubernetes
M. Cisco Secure Workload KR IEZNPE,  BEALZEREI b — A2 i AT1%E 4 340 %R Kubernetes
TG R REAPATAEINMT, WA PRUEAEIR LA 2 (W35 Bl . AR AR RS,
Kubernetes %% 7= 23 M4 B AT 422 BIMB N AR HEMT APL RS54, 72 EA 12 MW 4.

EZUES G WIRFS

ERCE RIS ZMBOE () AaiE . A @M. FrmEdlaaEf) , JRgE
55 APT IS5 3 (M2 P S e b A o 38 AT 2R 2D 3BT L (K AR T Kubernetes AN 7E 1L
AR TEH] .

SSL E A 5IE K

2R Kubernetes APT £ J- NAT s A7 8% 2 )i, W) kube #2110 15 i _E A2 ) SSLAIE
Forh i) DN 1 85 Cisco Secure Workload HC 1) TP HiiEANUERC . BIEHEAE T4 2001 CA UE1,
B2 S ESSL AR RM . “A%4” (Insecure) HEHEL T L8 4% IR 45 %8 SSL P IGE, H B
FTHEPZ— )8, (HA] RS E MITM W) 8, (EAf e 52 B ek CA Wb, bl +EEH:
Kubernetes £ BF (1T DNS 2 IP 45 HE2 4t SAN (%A 4&H.

3

.

VMware vCenter

AR &1

TERE

vCenter 5 il LV 7 ANEC & 1Y vCenter HBUERHLFI RN B 1

1 “vCenter” TR INAMER M 2SEC & I, Cisco Secure Workload £33k B i% vCenter S|4 I 1K) BT
HHYUAERINL AR LR R LW LE . Cisco Secure Workload 5 5 ABEHL/VM LA R EPE: a) THL
4 b) IP #ihil: ¢) BIOS UUID d) 25 3/kR%s

R TP ALELE R, WHSLE Cisco Secure Workload H 8 FH RN/ VM JEMER G @ F % 5=, Wl
WX E TP OAERTT C(HESRNY/VM 24711 Cisco Secure Workload FJ AL a6 , MIELA
LA FH SRE I ARH L/ VM 2R /AR 254 R AT

o GAIERARIEE, W] T s E R
* T HER vCenter iRAS A 6.5+

W QU AN I &5 b T (3 T BC B BeAh, B ] AR AR 7B
« EMFIFRAE A EHLA/AP Mg AL, 38 PR IRECERBL SN A 4 vCenter IR 55 25«

o W, S IREIE 75 AT M Cisco Secure Workload 52841 1% 1P/ 11 5 7] vCenter 5525
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S EE e |

* X TaaS BUCTE A VT 1) vCenter AR 55 a4 15O, )™ A6 2008 1 e 1524 43 e as BETE DR $ 1342
.

R 2R & R HIFR S

Cisco Secure Workload [1] )\ vCenter Hk 4% 28 3% 511 BT A FEFUNLIS N DL T FR%s .

i &
orchestrator system/orch_type vCenter
orchestrator_system/cluster_name < LA RO B R 44 TR >
orchestrator_system/cluster_id <[ fh| AR E Y UUID>

SL5IHF EFR 2
L BRSSPI 1.

Table 2: LA T iR =R 45 ERY

e &
orchestrator_system/workload type vm
orchestrator _system/machine_id M ERIFL BIOSUUID
orchestrator _system/machine_name BNLIVM [FENLL
orchestrator  ‘<Category Name> * <br¥fE>

I
il

* 245 vCenter S MNAMHE M 25 BC & ), Cisco Secure Workload B4 32 81 AL £ R FR 2 1Y
vCenter IRZ5 %%« RINIEREFIMRS- 9% )5, Cisco Secure Workload A K 4 vCenter ik 45 8 FH f7-4E
T AU RSN SN EHLA TP ARSI /AR4s . S AL VM I 4144 A0 1P Hhik,
DAHEFT A VM E238 VM T H . WA 4558 AL R UL 23 VM T H, W Cisco
Secure Workload #AFFFA L B2 2 BRHL/ VM IR0/ %5

* Cisco Secure Workload A AS S ABH/VM 1 B & g

o JUCK Delta AR T #3558 10 70 8hLL F, BLslib vCenter RS54 4. fEiE 0 ikl
I 2% J5, vCenter JJx55 4% L% /bR2E AATAR B0 SRR A AT 42 /0 10 73 B AL A AE IR .
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BUEHERR

DNS

AR 1

BLEFE

TERE
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o R A
15 Cisco Secure Workload ¥ #5 TV 1% 4:/Vi ) vCenter ARG 2%, AN 28 B EREIRTS
(Connection Status) 19 <K i 7 i ERR A LLAAH R (A CanD o

* Cisco Secure Workload 121 TR LA £

R A 430/ AR 55875 (MAINTENANCE/Service Status) TII, A 2 A T RS o] . K
Orchestrator InventoryM anager /&5 U\ 21 JF IELEIZ1T

DNS #E RS VF Cisco Secure Workload fif /] DNS {5 & (%1 CNAME H1 AJAAAA & ENLAD X
TN ATV R

MR “dns” ISINANEPMASSECE 1), Cisco Secure Workload % 55 2% 3% $2 3] DNS Jli 45 %8 7144,

1T DNS s X A4 Rk . iX88id 58 (U A/JAAAA Fl CNAME id5%) B4 @ Jf T 325 Cisco

Secure Workload 18 (J& THCE T VM= FL ) e, Hrhas—42~42%8
“orchestrator_system/dns_name” FJHLAZAEAREE, M HADK EIR M CHEEED % 1P Hulik(1) DNS

%Ho.

© UAERASIEE, QR TS BLE R

* FFIY DNS 45 %%: BIND9. S7#F AXFR [f)R %5 %% (RFC 5936). Microsoft Windows Server 2016

* DNS Rt — N AF 8], A 74T R 2 DNS k554 1L 1 DNS XK. fJTf DNS
DB ZATA R L C 97 ) PRI R

TR 1) Z N PRI DNS 0% 1) DNS ik 55 1 EHLA4 /P Al D0 $e2 o AT T ]
HIYEE ¥, TEMLALRCE 21> DNS IkR%5-4% . hosts_list & 124> DNS IkR$-4% bl FHEAT
A R MIERIBIT RS, P HAIUEA hosts_list AL M4 H . ANAERS DNS Jit
G5 lfR o X

o B, H S AREIE 2 7R AT M Cisco Secure Workload 52 #E4E % 1P/ 11 15 1] DNS JIR45 %% .
* XJF TaaS 55 DNS R4 a3 ok FLEOER G L, 7 DA 0 B 4 A B s B T SR B il 2
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e |

* 7t DNS Jlx45#% LRCE EAA) DNS XIAE T ACL/FUE . A7 XR1TEAE R, 72 M%rE DNS k45
AR o

& RRBYIREE

orchestrator_system/dns_name -> — M ZAH7E, HAHZTE M % IP (147 CNAME Il AJAAAA T4
e

i

H
==

* DNS P 8352 — A oedm s - M DNS X fE 4k sn i 1P #ihk A2 4E Cisco Secure Workload
I, TR T DNS e ORI P HbE i ARAE . RGias LU X B
K IP [¥) DNS Hdin o E2 1) AR MWATAT 5 2 B b AT A JoAth iy i 5 A2 Bl 7 3 21 1 TP 1R DNS
JUEE, WAGER CMDB it FAENLE FAL 1P, LUE A IHOIE %74 H . )\ CMDB FA%3k%0
(7 ARSI =4 H o

IXAEFEK H DNS 45 2% 1) CNAME Fl A/AAA idsk . CNAME 18 590KE L HAR ) (1) A/AAAA 2
SEACFE A 55 28 TPVA/IPV6 id k. HE CNAME #5101k FH [ — WA 85 10 AJAAAA 8%, mt - SCRE
BAZRIEIR (H, AZEIR CNAME -> CNAME > A/JAAAA B{ KAE) . ASZHEE AR DNS i

2 CNAME &R .

.

MUEHERR

R

Cisco Secure Workload #5248 FH >k B BL N+ Cisco Secure Workload % #5 iR 55 25 11) TCP %42
Bk EZ (IR TaaS) BEK HFEE Cisco Secure Workload 2448 VPN [l k4511 VM
1) TCP ZE R AL TP/ BN i 5. O T IEMEE T BEIERE, B kKBS 0L & o RV

=N
ZIE .

3

DNS AXFR # [ a] £t

Ak, K2 % DNS JIR%5#% (BIND9 5§, Windows DNS 5§ Infoblox) 7F % /' ifit IP 223 DNS [X i
4y CRR4E DNS Ph iU ERS ) AXFR 53K IR ZAAMICE, DR S5 3AT S DNS G058 1)
fA] 5 DNS g RAHLE, XSl kT 20 2 5, PRI . X SeRT i 5o AXFR #EH

¢, JREARES R 5 (REFUSED).

DItE, AT 5 A0 5 DNS 55 23 B0 & 1 1K T3 Ml A A BRAORE T B D ity 0148 A b, 1y 023
LT AXFR IGR (A dig & THD .

Cisco Secure Workload % %K 7E “authentication_failure error” 7Bt 1R &AL A DNS IR 25 25
1T AXFR X 3L 1) R0

RS, Cisco Secure Workload ¥ 23X T CLACE 1) DNS X Ik EAT X L4, JFHrf
DNS X3 W28 2l, A feks DNS Hifiid: A Cisco Secure Workload b5 41 2
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B ons a5 2/Delta #8174

o By ENA BN DNS AT B “FEHLA” 1% Cisco Secure Workload £ 825 3K %1,
R =Ll CMDB _FAR A E WA RS EALI, I RS> 144 . ok H DNS Prifas T1E
MR IT A B A W 7R 7E “orchestrator_system/dns name” FRZE T, ZKIEASITE EHLA F-B.

DNS 11125 895 £ /Delta 2218174
RN SE R B[R] B5 ok 24 /MBS
BRI\ BB AT 4 60 3B
IX L 2 T I 2% SOV B ME

DNS itk fefR /D . Rk, AT SeBlm 3R IAT A, ZERE N SR IR BE Y, Cisco Secure
Workload ¥ 5 2 75 A /T4 DNS XA #5105 5 _L— N aEsH bk 2k A28 0 . Gn RATA X 38340
ALk, WPJE T PATATA A

WX BOR AR, W4 TR CRCE I DNS X Bt (i AMYUAUE KA AN X B $uAT
X Bt

TEREN SE R IR R RA I,  Cisco Secure Workload B¢ M T XASFIAT X AL 8 T8, FFiEAFREH
e, XTI T E O .

A FFRI TN RE
A

Warning * AN3ZFF DNAME Jl| & A8k .

* ASCRFR X IR (IXFR).

Infoblox

Infoblox £ i 14 Cisco Secure Workload ¥ Infoblox T/ . T4l (record:host) F1 A/JAAAA il S A
Cisco Secure Workload % =443 7. W4 & @ tE L MR AVE R R FE SN, T HAE Cisco Secure Workload
FrAsk e U FNHAT SR .

\)

Note v =% & AT rI 4™ i JE PEIT) Infoblox XT 5, A A N P HERR AR PR INAEfy ol J SR PE IS 4 o

N 2R T O Infoblox AN HAT Y e & 1 Department [ EHLX G A BRI AR 2E - 1
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Figure 10; Infoblox ¥r% 7 15)

mesd

1. orchestrator_Department = AES789
2. orchestrator_system/cluster_id = T "
3. orchestrator_system/cluster_name = scalel3-ib
4. orchestrator_system/machine_id =
record:host/Z Sy T . .:client8/%20
5. orchestrator system/machlne name = client8
6. orchestrator_system/orch_type = infoblox
AIE R4
* SFF WAPI BUAS 264 2.6.1. 2.7, 2.7.1 [f] Infoblox REST API Ziiii (#EF7)
FLEFE
B B AR O U 2 s ) GBS, e nT DA AR B
BATE WiE 1t AR
FHIIE & FHLANF KR Infoblox ¥
%, WA BLAS N2 4~ HAT REST
AP Vs i) AR WA Bl o1, 12
MILER R, SNSRI
HRBLPE N A RN
Y5 —> Infoblox P AFRZE,
i A A AN F I SR P
At o
N
Note 5} T Infoblox M 4%, S5 IPv4 Al IPve CUUHEARARIY) hb. (HIEVER, XUHER S RFE T
e
I'ﬁE/}lL*I

s\, IR

* gk

7] M Cisco Secure Workload 2 #1Jj [1] Infoblox REST API % i o
* X T TaaS BGTE H AV 1) Infoblox 45 #% TG,  H - WA Z0 L 2 A e e Bk i

PASR A

7%y Infoblox [RAM R 2% . HR3E Infoblox R (EIT7M. EHLA A/AAA ICFIIEL

) [IANIA], 7E Cisco Secure Workload HH HE 5 — AN 5 45 AT BE 75 HEKak — /NI () IS T] o
* 7E6) % infoblox FC &I, FH P AT LUEFEIHERAEAIC KR (F M. FHL. A/AAAA LK) o
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B esemnns

18 28 S B RYAR 2

Cisco Secure Workload [i] M Infoblox #2& I ITH X LIS LA T RGihrZE .

e (=
orchestrator_system/orch_type infoblox
orchestrator_system/cluster id Cisco Secure Workload H#h#B i #% 11 <UUID>
orchestrator system/cluster name <UL AP ER TR 2L 42 F>
orchestrator_system/machine_id <Infoblox %% 5| FH/ARIRST>
orchestrator_system/machine_name <Infoblox F-#L (DNS) £ x>

4 R BIFREE

FITAT Infoblox RJ 4™ i J& 1 A8 K5 A 717 45 T 4% orchestrator [ Cisco Secure Workload #3255 N\ . i,
HA 4474 Department (1) n] 4 Ji J& V1) 3 4L 0] LALE Cisco Secure Workload %% /48 & H1 1 4y
orchestrator_Department #4731k«

i &

orchestrator_<extensible attribute> <M Infoblox B 0] 9™ R @ P (i {E>

i
ijis

* 7]\ Infoblox ‘T A [ KT P44 50000,
* A\ Infoblox ‘T A [ K ENECF AJAAAA C5% S ECh 400000,

AUEHERR

* EHIA T Cisco Secure Workload ¥ 243 fi 2K H LA F{T— Cisco Secure Workload ¥ £ it 45 %% 11
HTTPS ik = (WIHE TaaS) 5K L% Cisco Secure Workload %41 Hz88 FE 1 1) VM
(1) HTTPS JEH R BN PEALM) 1P/ EHLA Al 15 k55 . O T IER g s, Bl KEs L i
BN RRVRZTLE . AL, TEORG IR IEC 1R, FF HABCK REST APL i 3K & 1% 2 Infoblox
W

o FAEFrAWHIN % # L F N, Cisco Secure Workload =S A BGMH o ¥ @ gtErf+m. =
HIAT AJAAAA 05 i57ER, F LA Infoblox S IR S BOE A FREI, 55 2,

o TCVEAE S P R 217 W TCvE AL Bt 8 R oK A 4K Infoblox 1M, [K24 Cisco Secure Workload %
FEANEL S TP ik, BPENURT A/AAAA 83K,
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rsiG-IP ]

o FRARF|THLEL AJAAAA 0%, Cisco Secure Workload <35 A M Infoblox ¥R EIHIFTA /I 4 RS
o IHICHRETSE orchestrator_ VS INEN W PR R P R EE A RR . EER, TR
JEEAN AR AE Infoblox HPARIC AR, BUAZ BN —F 5, PRI IEHEAE Cisco Secure Workload

R

F5 BIG-IP

F5 BIG-IP % il 701 Cisco Secure Workload M F5 BIG-IP 11 #3725 1% 5 S N IR 45 28 3 VR 2B iR 4%
Bree MRS EE RN T FS BIG-IP EfRSS 2%, ARG VIP GEFL TP Hubk) WSt D 3E T
FAE. FAF Cisco Secure Workload H'J5, LRSS 78K B AT service_name S5F5%8, IXLEFRZE AT H]

THE P Z L) AIEE Cisco Secure Workload 3 FE A1 51

WD BEM— KA IAE TSR0 (AT, [BIA F5 BIG-IP M5 1 2844 Cisco Secure Workload 55 W& &4 #1
MR R IR 45 2% (1) 22 A0, JE3E 5 1 REST APT ¥4 L3528 8 F5 BIG-IP H 41 2% .

EIEi e
o AR, W] T S E R
* F5 BIG-IP REST API Z&3iiihiiA 12.1.1
oo
LB FE
B G A0 3 0 2 o BT () I BEA, B R DA DL R B
FE IR 15t BA
B INTIES & X¥ K F5 BIG-IP 8 4fi aets
7€ REST API %, WA F5
BIG-IP it & T sl FHPE, iEHIA
R AT S, DUEANES i 2
TE R M L 7 ) e ) 24 iy
o WS AR F5 BIG-IP it
HIHTE P AR, T B
—ANH AR 2 o
Ja AT ANz PRIAVE A false CGRIET) o

ik, X fVF Cisco Secure
Workload TR W& PUAT 1 2 4 T K
T35 2 A [ FS BIG-IP 1%,
P ds . WEERE, S iBuEya
%} F5 BIG-IP REST API FLA'5
AV AR
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B e

FH WIE 15 BA
I 3 e BOMER 0 () o Heihldide

AN B IR AR 2 R A i U R 55
Ao XM TIrBCh 25 % 35
Mo XHIE, FFH I E XL
X e SRR UIR S5 2 A =4
A F Cisco Secure Workload "',

TAERTE
© EE, H PRI S S W] M Cisco Secure Workload Vi1 FS BIG-IP REST API &
* X§J" TaaS B F5 BIG-IP W& o7 HAEVI R G0, P 000 B 2 4 Fe af b DL i fz .
* QKA F5 BIG-IP [4MTH A RS .

o MRS BE, F5BIG-IP REHUIRSS 45 028 — AN e B R T Be 22 Kk 60 B0 CBRIA Y &= R B
A RETERN. MG, AREARZE T H T Cisco Secure Workload v [Fil FIFHAT T

TR 2R S B HIFR

Cisco Secure Workload 24 F5 BIG-IP HAMB M 2SI INLL N R PR

e El
orchestrator_system/orch_type F5
orchestrator_system/cluster_id <A E 8 ) UUID>
orchestrator_system/cluster name <PLANER TR 28 1 44 FR>
orchestrator system/workload type service
orchestrator_system/namespace <JEPINRSS 23T 8 150 X >
orchestrator system/service name <F5 BIG-IP EHARS: 25 1) 44 Fr>

& R BIRE
S IR o I 28 DL AR
5 &

orchestrator annotation/snat_address <JBRIHR S %5 SNAT Huil>
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F5 BIG-IP RYSEREINIT

F5 BIG-IP RYSRES NI T

HINREAE Cisco Secure Workload g4 HATFEMLE 4] (VUECKRIC N F5 BIG-IP RIS 48) 124
S H W F5 BIG-IP 2245 AR, I8 HE REST APL K e A1 8 8 1 S g g e 4 ot LT
R, A LA BN, FS BIG-IP R LR 55 2% I AT n] 23 B #RKs #2253 4 #5 7] Cisco Secure Workload
ARSI 2 A RIS TR L . IR 22 A SRS AN 25 T OB F5 BIG-IP SRl 412 HR ol

BRONIEOUT , AR 2 B E A A T

Figure 11: EC Ei£IR “ARAMIT” (Enable Enforcement)

Create External Orchestrator Configuration

nuUulc wurnaint

Basic Config
Username

Hosts List Username for the orchestration workload

Password

Password for the orchestration workload

CA Certificate

CA Certificate to validate orchestration
workload

Accept Self-signed Cert
Secure Connector Tunnel

Enable Enforcement

Connection will be tested after the creation.

UEIEIIT AT DU 5 2R I A T

JA FIHRAT AN SR SRS 028 B B T s B o, BRARRHE RS B0 — NS T 83 i a8 1 Ak (1 T
YEs e R AT, 88 B8 AT AR T

EE, R 2 A T8 S BRI F5 BIG-1P 47 4 7 2 I 5 T A £ 30 8 1) 22 4= SREmg F)
Figure 12: T{E%S 8] SREEAIT

Tetration » 1 Switch Application
@ Default  version:vo » Start ADM Run
Activity Log Matching Inventories €Z) Conversations Filters @) Policies @ Provided Services Enforcement Status - Policy Analysis @ enforcement Q :

Enforced Policy Version: [p1] LY L Gl Stop Policy Enforcement Enforce Policies
Select time range 1 225,519 total observations
Aug 11 8:03am - Aug 11 2:03pm ~ o a5 a6 a7 a8 a0 8o a1 Showing Flow Observations
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B s oansamsng

\)

Note * F5 BIG-IP tp i #3320 22 4= S5 s M) PR AT A s 22, 4 HE8 3l Cisco Secure Workload 7
W, BRI RE LR 55 % AT Ar] SR i B 5w AN Cisco Secure Workload 5¢ %
o RIS PATAT IEEAME P R S IR, R RAIR 55 2% 1 22 4 SRR AR A%, [RAKG M FEBIG-IP
T 2P % BT Cisco Secure Workload S o

AR 2% 1K) OpenAPT SRME AT IR ZS AT H T4 2R 55 AN 1 1 25 JCIE 1) 7 4834 17 4% 152 45 11 Cisco Secure
Workload FlgHATIRA o XFEA B T30 UERF 224 SRBE LN % 21 F5 BIG-IP 4% & ik & R ML

F5 A\ O¥= ) 28 B SRR T

24 Pod {1 [ Kubernetes A %} % [ #h B %5 1 i A IR,  Cisco Secure Workload 23 7E F5 BIG-IP 11 %
i 3% A s Pod 3R AT S
PUR A F5 AN DI AT SRS 20 R

Procedure

S| WHIHTR, b F5 BIG-IP a8 2t O dt A i b 25 o
L2 Witk ri&, A Kubernetes/OpenShift G145 i 7% o

-+

+ =~ kBs get ingress

NAME HOSTS  ADDRESS PORTS  AGE
test-ingress  * 192.168.60.100 80 1s

I 3 1f Kubernetes EAFH AN LIS N EEAE T H T8N DTS yaml ST R
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ranzsznErnT ]

~ kBs get ingress test-ingress -o yaml
apiVersion: extensions/vlbetal
kind: Ingress
metadata:
annotations:
virtual-server.f5.com/ip: 192.168.60.100
virtual-server.f5.com/partition: k8scluster
creationTimestamp: "2019-07-26T18:34:392Z"
generation: 1
name: test-ingress
namespace: default
resourceVersion: "8318"
selfLink: /apis/extensions/vlbetal/namespaces/default/ingresses/test-ingress
uid: B6f8a7@5-afd4-11e3-97fb-525400d58002
spec:
backend:
serviceName: nginx
servicePort: 8@
status:
loadBalancer:
ingress:
- ip: 192.168.60.108

-+ J\-I

$IB 4 7F Kubernetes £E1F 38 F5 AN H1#Hi4% Pod.

+ ~ kBs get deploy -n kube-system

NAME DESIRED CURRENT UP-TO-DATE AVAILABLE AGE
coredns 2 2 p. p. 31m
k8s-bigip-ctlr-cluster 1 1 1 1 Sm28s

-+ A

BERS QUSRS T BHRIEANB AT F VT . AE R IR ARG, TN T —> Nginx
%5 o
~ kBs get deploy
NAME DESIRED CURRENT UP-TO-DATE  AVAILABLE AGE

1 1 ] 55

SYR6 AEHMRAL I A iRk 55 2 1) B S o A SR B AT (Policy Enforcement) 38 1< K47 55
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| EEPNSETETE T T

u  Tetration # 1 Switch Application
| ® Default  Versiomv1 » Start ADM Run
.
. Activity Log Matching Inventories Conversations Filters Policies Provided Services Enforcement Status 4 Policy Analysis (@ enforcement
¢ | = % o | & Quick Analysis @ Filter Policies ... X Q [ ] X
p Absolute policies @ | Default policies (EEED) ‘ Catch All + Add Absolute Policy
Policy Actions Fan |
* Priority | Action Tl Consumer 1 Provider Tl Protocols And Ports 1) .
Priority 100
& 100 ® ALLOW ® OTHER: RCDN9-DCIO3N-ACE-Clien  ® Default TCP : Any i Pe—
= [ Action [® ALow
*® 5 9
Consumer & OTHER: RCDN9-
DCI03N-ACE-Client2-
vi200
Provider ¥ Default
Flows 4 @  View Conversations

\ Protocols and Ports 1

Add
@ O TCP: Any ki

SIB T F 1y F5BIG-IP 5258 28 5 im Pod _IFSRIE . 6T FS, akiyfiss Cisco Secure Workload 41V
FIE 0 fvr/ 23000, JCrh i 5 6 sb g A IR, 1 H AR VIP [FS N LR 251
VIP], X} J5ui Pod, Cisco Secure Workload ¥ F I8 4 (1) fuv/r/ & 3R, JCrhii g SNIP Qi il )5
F SNAT 1] 58 F5 IP [ H A8k,  Hbrok 5% Pod IP.

1 Firowai: Being Deployed
| ONLINE (acTive)
| Standions

f5
T T

{/-g) statistics

[l mees

(] wizaras

&3 ons

[ Local Tratfic

Network Map

Virtual Servers

LLocal Traffic » Virtual Servers : Virtual Server List » ingress_192+168:60-100_80

2 - | Properties Resources Secury ~ [ statistics

Policy Settings: | Basic &)

Destination 192.168.60.100:80
Senvice

Application Security Policy

Protocol Security

[Totration_poicy_1_ingress_162-168-60-100_60

Network Firewall

Staging:

Policies -
7] Use Device Policy.
Profiles Network Address Transiation | [ Use Route Domain Policy.
Policy [ None ¢
Rules.
Poois e
Tiooes IP Intelligence [ Disabled 4]
Monitors DoS Protection Profile
Traffc Class Log Profile
Address Transiation Update

<
G| Tt nteligence

(@) Accaerstion

Search | Policy Type | Enforced 4|

ination

Name. [ 1] Ruts it

\
| cescrpton | ste_| s

] \
[ o ool e Acton | Loggng | seven Polcy

Source
P VAN Tuma

O} Rule_1_fegakesmaz_ingress_192-166-60-100_60 & Tnp_ruleList 1_fegakssmqz.ingress_192-168-60-100_80 Enabled
1 policy Enforcoment 0 Rule_tcp_0 Enabled 172021182 Any Any 1921666010032 80 6 (TCP) Drop  Disabled
192.168.10.21/32
9 Ancass moncy 192.168.60.21/32
a) Rule_Catchll Enabled Any Any Any 19216860100 Any Any Accept Disabled
Device Management (Default) Enabled Any Any Any Any Any Any Accept

O Security
£ Network
S

Delete... || Search Logs... || Reset Count
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[ |

IR

H
==

* £ F5BIG-IPHA B F3 5 0 B, 15 8 A S R DR T . SRR nl B R AN 28 0T LA 2 i &
PR SE LSRR LR 25 4 1 B 510 26

* /£ F5BIG-IP HA # Z 80, il Ay ik e e it & 7 H 3 (Auto-Map) ifi AN SNAT i,
iR N 3 BIG-IP (Primary BIG-IP) it & T V%3 H & IP (SAf IP) il

o SRR A AR VIP, BURSCREVE N M $E 52 1) VIP.

AU EHERR

* ) Cisco Secure Workload # %430 {1 >k [ LL N 4T — Cisco Secure Workload 5 %5 il 45 % 1]
HTTPS EH:uok Hn (WA E TaaS) sk H L4 Cisco Secure Workload 224X 1EH2 2 b1 1) VM
() HTTPS 3K IE 22 BIFLAE R TP/ MWL A 105 IR 55« O T IEMEES OERE, Bl k% 2520
HON RV E. A, TEMIRE E ARIE IR H AT ) FSBIG-IP i % k1% REST APLiE K1)
BEE U7 A PR o

o RECE 22 AR G ROR R B O SORAUNR S5 & (0 22 2R, WIFE AT SRS AT I, T OR ) H
HHNE PR READUR 5 - BRI RT AR AR 258 250 mT /208

Citrix Netscaler

Citrix Netscaler 5 i . iF Cisco Secure Workload M Netscaler 51 2% Y4 #5555 5 N\ 01 2 M4 B 00 4%
PRIFIRAE RS 0577 o MGG 08 7 6 I T RE PR 25 2 BRI 1) Netscaler AR 45 JF HAT service_name 554545,
"] T % R DL A Cisco Secure Workload 7 [ A1 S 1

BT BEI — RALFIETT LAHAT S5 ms, 51 K Citrix Netscaler (R #e 244 Cisco Secure Workload
WG L4k Netscaler ACL 0, FF3i 1t H REST API #4358 3] Netscaler 1 4% Y1 2% .

CIEr e
o AIEREARIEE, W] T s E R
* Netscaler REST API &R A 12.0.57.19

B & FEX

B QR AR I & P T (R T BC B BeAh, B ] ABE R AR 7B
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B e

WHIE 15t A

X ¥4k Citrix Netscaler 41 2% 35
P REST API %Ki, G SRAE
Citrix Netscaler FACE T &7 H
PE, IERA T AT, B
U A8 I s 7 AR B R I
DI B0 1 e an R At
Citrix Netscaler 7715 2% 5 A
P2, AN FT AN
o

BRAINBEE A false CRIET) o
Rikrp, X RVF Cisco Secure
Workload Sl AT K ACL ML)
2 BUAH NP Citrix Netscaler 471
BInas. WHER, 4EEiEn
ZiXt Citrix Netscaler REST API
HASGANUT AR .

BIRIIES

pou

JA AT

TAERTE
< ESE, H PRI S W] M Cisco Secure Workload 241 ] Netscaler REST APT 283
* XJ T TaaS B Netscaler B¢# Joik EA VS W ITE O, H] )/ hZ0AC B 2 A TE B s bR T AR I £
* B A Citrix Netscaler A BH 25 .

o F 44 5 R BEE, Netscaler BEFUARSS 3 1 58— SE HE PRI R BE 7 22Kk 60 B2 (BRI & W] D
A ReTERN. MG, AREARZE ] H T Cisco Secure Workload v [Fil FIHHAT T

* M Cisco Secure Workload AT 5l LA & Netscaler ACL #I o

i zE & BRI FRE
Cisco Secure Workload 4 Citrix Netscaler )48 A0 T LU R REHRE

[ &

orchestrator_system/orch_type

nsbalancer

orchestrator system/cluster id

<HMER B AR K UUID>

orchestrator_system/cluster name

<UEAHMR TN g ) 44 B>

orchestrator system/workload type

service

orchestrator_system/service_name

<GS UL 55 4% [0 44 k>

l Cisco Secure Workload = #951M &R 828




| Cisco Secure Workload = i35 &R i/ 28

& BEIRR

e |

G Bl YA oA S RS ST REAUUIR 55 2 B AR B A

#

(=

orchestrator annotation/snat_address

<JEHARSS 2% SNAT >

Citrix Netscaler By 55 BE 1T

BT fEfE Cisco Secure Workload AEWE ¥ HLAA $R 4L 2 2H i & 48 SR % 45 4 Citrix Netscaler ACL K,
A H REST API ¥ HE8 5 2 i as e . Wi LTk, Il ACL MIUESK 4 Cisco

Secure Workload A= ji 7 S5 i 3 0]

BROATESL N, ARG 4% (Create Orchestrator) X 1 HE H1 AL 7 B i H 5 (Enable Enforcement),

BICZEH], W F B Ps:
Figure 13: L Ei£I “ARAMIT” (Enable Enforcement)

Create External Orchestrator Configuration

Basic Config
Username

1 P
2rname tor t

Hosts List

Password

CA Certificate
\ Certificat
yrkload

Accept Self-signed Cert
Secure Connector Tunnel

Enable Enforcement

Connection will be tested after the creation. Cancel

S R E (R S EHE R AT RS P s 1 BAT o BRI ITRT LURR S 5 ZERE I B 0

NI R B I S G R U ST, o R A0 AT D BEEAN 2 S RIDH 22 i SR A 2 4
IS B% . WINEPR, RSS2 AR R SRS SR AT 10— 3823, a1 fid A By 55 SO
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I

fil ke o AR, 2EFIVREES HATHE 380 RI M Citrix Netscaler 1253 25 iR T3 CL%E 1) ACL
FE

Figure 14: T{E % [B) SR ERINT

Tetration » 1 Switch Application
@ Default  version:vo » Start ADM Run
Activity Log Matching Inventories €Z) Conversal tions Filters @) Policies @) Provided Services Enforcement Status - Policy Analysis @ enforcement it Q :
A Manage Alerts \ Stop Policy Enforcement

Enforced Policy Version: [p1]

Select time range 1 225,519 total observations
Aug 11 8:03am - Aug 11 2:03pm ~ aie o ais a7 o aio ano a1 Showing Flow Observations

)

Note * Citrix Netscaler #8882k ACL I T mZs, I8 HF 24 Cisco Secure Workload 5t
W, R 7S A 2 34 1T 1 40 I 55 s O AT AT SR s B 40 WA A - Cisco Secure Workload 56 i

o YRS PAT IS 1L BRAN T P 2R R MIBR BT, ACL K4S =S, K s M Citrix Netscaler 61347 2%
PR BT A Cisco Secure Workload Sl .

AR W3 25 ) Open AP SEEHATIRZAS T TAL 28 15 A1 B b I 48 S IR A0 97 B8 B2 i 45 12 46 1 Cisco Secure
Workload WS HATIRZS . XA B TIAEHS ACL IR 2 Citrix Netscaler ¢ A& B4 JE R

IE:
i3

« R A T AT, W Cisco Secure Workload TR IG IR 2435 2 ACL 14 R%3R, BRI XERA.
o AN SR E S AN HHE Y VIR, B SZ B A iRk s 2 i VIP.
o RIEZHERIIE] RS (Citrix Netscaler FERAIRSS2%) AT .

B EHERR

* B Cisco Secure Workload 50 H1 >k H L £ — Cisco Secure Workload 15 % [lx 45 #5 11
HTTPS E#:E0k H = (WH & TaaS) 8k HHLE Cisco Secure Workload %4> i% #e45 B IE ) VM
(] HTTPS JEHRIE R RS TP/ ENLA Al 115 AR S5 . O T IEf ST b e, Bl KB L 20
BN RVFZME. A, RS 2 IR IER, JfH AT Citrix Netscaler 1 £ A1% REST API
SR IS Ui AR .

* RAEE] ACL AN WIERAFLE] ACL AN, WAESRAT SRS AT i, 5 A8 O Js PR L ) R 0L 55
#e BIRRES AU 2R

l Cisco Secure Workload = #951M &R 828



| Cisco Secure Workload = i35 &R i/ 28

1axi i

TAXII

T TAXTT (EAFE Y 3 308 fefs BAc#) SRk, Cisco Secure Workload 7] AFEEUCK B 2 4 it

P B R e s, DA STIX (S5 Mtk gii s B0 fabr (BIUmERE 1P, HEEED kik

BRI AL PR LS

E AR “taxii” INANEBEM S NG E N, Cisco Secure Workload ¥ 45K 2 iE 23] TAXIT AR 5% 2%

AW STIX BRI G o STIX Fdiyit (N IP FN—HEHIHAFRRAT) K b - FH T3 X 4 i I

Ab 3 Cisco Secure Workload 18 1 [P E41 (g TRCEPRMLR AL

PR a3 k5 SN %R TP VTR 1 M 48 R g i o 2 (E bR
“orchestrator_malicious_ip by <vendorname>" , FH <vendor name> & /" #/p i #%5 e B i A\ TAXII

HER R, TARZEEAN “H2” (Yes)o

FEAI STIX —#EHIASHE bkt TR A SRR, IX SR o CWERILRD) £E % 4
s T AR/ R B PR AN RN A S A S S R

AR &1
© EATEREARNERE, TN T e
© LRI TAXI IRS54%: 1.0
* STIX JRASZRFI TAXIT J: 1.x
BLEFE
A1) e A0 W 2 o o ) G - B Ak, e ] DAL DU B
BAFR DS =] Ll
E S v F P2 I 35 2 98
P & FH P48 5E ¥ 1 25 B
SN v A, o 42 R84 R U
SEHEPL I ] b sz X TAXTL ST 56 HE R D 1] R
(LARP A AL
CERME: 15
1 Url & iﬁi’m%&ﬁﬂ@i@i’m%ﬁ URL
s
£ Sy P A TAXIL P45 2K
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BAFE IR Ll

FWR AL & LN TAXIL 5 1 (¥ 85 7 H
JBU B L

P4 TS0 RAE P 4.

i FIT B 403 B I 1 2505

iEf FAF-5 0 BT 1) 25 7 itk 13

i 55 PV S UE 5 06E I (8

CAET F 5 UR PR 25 1) CA UETS .

Accept Self-Signed Cert F 25 H TAXIL AP IR %5 #81iF 5
(¥17 k% SSL A 7 (1
S HE

Secureconnector [ T o 2 A3 e R T B e
WA B
Pk I %z

FHINE i i 17 TAXII JIR 45 #% 1) E LA /1P

A IR o

s B, I AREGIF 275 A] M Cisco Secure Workload 5 #ELE 1% 1P/ 11 5 0] TAXIT IRGS 2% .

o A AR R TAXTT Y5 44 FR ORI E IE A1) TAXIT AR SS #% o

#

(1

orchestrator_system/orch_type

TAXII

orchestrator system/cluster id

Cisco Secure Workload H£E AL & [¥) UUID.

orchestrator_system/cluster_name | iy 82 E I (1) 4 FR> .
orchestrator_malicious_ip by | i Ry ERALE/Af I Mkl 55 5 N TAXIL %5 1P Hdfls Ut ie, )
<vendor> 2 (Yes).
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i
I
[ |

IR

=
* I HBHE ¥ Cisco Secure Workload 32 #F TAXII #E .
* K F TAXIT 61 IP TSR R3S -
o BEAS TAXIL PR IR ORI TP $0h 10 154 (AR HD) .
* T TAXID YIRS RTE N ECY 50 7 (RIE ST .
* IX3CFF STIX WA 1.x [¥) TAXII .

BUEHERR

o HERZA

Cisco Secure Workload #422i& M Cisco Secure Workload 1% £ k4528 2 — i MFEE Cisco Secure
Workload %4 7E#: 2% VPN FEIE RS 1) VM IR 40501 URL 12. A T IERIE L b
%, B KDL E N SRV R

TAXI S8 I SE £ 4181TH
BRI T TR IR R BE 4 24 7t

RERR— N 5E B R IR RS, Cisco Secure Workload W AT HF TP FIELA ) TAXII Y5 B RIFR2S HdE e
i, HERER EIARRE .
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