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Cisco Secure Workload ®Default - @, L. | il SECURE

Select time range 98,187 total sbservations

Sep 23 0:37am - Sep 23 3:37pm ~

o 2P o atz am 2P ohu ) o s2pm Showing Flow Observations

@ TiSVersion = TLSv12  Protocol = TCP | x Filter Flows
@ Flow Observations ~ Top [Names ~ | contributing to the selected Flow Observations

Consumer Names Provider Names

collectorDat.

1AM w3 T 3 2P 1z 1P 10 2 21 amm am Unknown

Current scope is @ Default ~ Current selection: Sep 23 9:37am to Sep 23 3:37pm

Found 5,508 Flow Observations (41ms) Sampled @

Y Consumer Name 1| Provider Name [ Gonsumer Address (| Provider Address [ o i i LS Version 11 LS Gipher [
collectorDatamover-2  Unknawn n " esims m ocmm o mcom  TLSV12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 L L] L] TLsvi2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 n - TLsv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-2 - - TLsvi.2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
collectorDatamover-1  Unknown =m eommm mmmmm icom  TLSI2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 18 [ M | TLS12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-2 - L] - TLsvi2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDateamover-1  we m " TLsv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
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* TR IE R A, on page 2

* FIFIELpESE, on page 2

o BRI (A 241, on page 7

* “HI N/ (Top N) %, on page 8
* W45 RAFK, on page 9

s REMELEH, on page 11

* % i 4545 732K, on page 13

* X1k, on page 16
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A F 3

Figure 2: &4 FE i 4% 88

Select time range

T AN TR (1 24 1 S Bl 0 A i I TR P A el . LA H B AR TR IEAE R 1 H A
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Figure 3: i3 3N

@ Enter attributes... X m

FEIXHL, ] DL SO ug s A /IMER G R IOVE . i T T e e 1) i3 g 28 (Filters) —ii] 5514
(7 (?) Bbre AR AR E e, IX 851K A8 =24 B I 1) ) B P AT i A\ SCHF and
or. not M#ESICHE Y, IR v ARoR R LA g . B, TP 1111 M 2.2.2.2 Z [a] ()7
) Jo R PR W] LA A

Consumer Address= 1.1.1.1 and Provider Address= 2.2.2.2 or Consumer Address= 2.2.2.2 and Provider
Address=1.1.1.1

And to additionally filter on Protocol = TCP:

(Consumer Address = 1.1.1.1 and Provider Address = 2.2.2.2 or Consumer Address = 2.2.2.2 and Provider
Address= 1.1.1.1) and Protocol = TCP

MR -7 BB A, EUERMAIE SRR L 7 A C [T L AT AT SR
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Flow Search

Select time range

=

FUFNLIE RS

5,270,507 total observations

Aug 3 2:44am - Aug 3 321am + aam aam sam o 7am 8an 9an o o 12pM oM 2o amm aom Showing Flow Observations +
@ Consumer Address = 1.1.1.43,1.1.1.17; X
Flow Observations ~ Top [ Names - | contributing to the selected Flow Observations.
Consumer Names Provider Names
collctorDat...  IEEG——
200 collectorDat... e
Unknown I
tsdbBosunGra. I
100 tsdbBosunGra. —
-1
s druidHistor. 1
launcherHost-1 |
o z00keeper-2 1
215 250 255 amm 305 310 ats lonchartionts |
Current scope is. (N SEHCIRS Current selection: Aug 3 2:44am to Aug 3 3:21am s |
Found 8,815 Flow Observations (25ms) (Show 20 + J (i order] Sampled @
Explore Observations >
Y Timestamp 1 1 n 1 Provider Address 11 Consumer Port 11 Provider Port 1| Protocol 11 Type 1 Type 1L Service Name
Aug 3 2:44:00am appServer-1 collectorDatamover-1 1.1.1.43 1.1.1.26 32284 32323 TCP Other Workload Unknown
Aug 3 2:44:00am appServer-1 collectorDatamover-1 1.1.1.43 1.1.1.26 32034 32323 TCP Other Workload Unknown
Aug 3 2:44:00am appServer-1 collectorDatamover-2 1.1.1.43 1.1.0.27 33048 32323 TCP Other Workload Unknown
Aug 3 2:44:00am  appServer-1 collectorDatamover-2  1.1.1.43 11127 32814 32323 TCP Other Workioad Unknown
Aug 32:44:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 32026 a2 TCP Other Other Unknown
Aug 32:44:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 33466 4202 TOP Other Other Unknown
Aug 32:44:00am  appServer-1 tsdbBosunGrafana-2  1.1.1.43 11133 32612 4242 TCP Other Other Unknown
Aug 3 2:48:00am  appServer-1 tsdbBosunGrafana-1  1.1.1.43 11132 45030 4242 TCP Other Other Unknown
- —t += 3,
op 3
Figure 5: 33 JEZZ M AT E A U TEE &R
Flow Search
Select time range = 5,277,810 total observations
Aug 3 2:44am - Aug 3 321am + aam aam sam oam 7am aam aAn 0am " 1zPu Teu 2hu afu st Showing Flow Observations ~
@ Consumer Address = 1.1. x
@ Flow Observations ~ Top [Names ~ | contributing to the selected Flow Observations.
Consumer Names Provider Names
Unsonoen I tsdbBosunGra...  INEEG—_—
namenode-1 I
appServer-2 - tsdbBosunGra. I
collectorDat. —
GRS | collectorDat —
adnockakax-1 | iz _—
louncherHost-1 [l
adhoc-2 | launcherHost-3 [l
245 250 310 315 | lunchertost-2
@ adhoc-1
Current scope is  ® Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am r S S
Found 50,145 Flow Observations (62ms) Show 20 ~ ) (In order | Sameled @
Explore Observations >
Y Timestamp 1 1 1l Provider Address 11 Consumer Port 11 Provider Port 11 Protocol 11 Type 1L Type 11
Aug 32:44:00am  Unknown z00keeper-2 11158 1010 26936 2181 TP Other Workload Unknown
Aug 32:44:00am  Unknown launcherHost-1 1.1.1.45 11128 27296 8967 TP Other Other Unknown
Aug 32:44:00am  appServer-2 tsdbBosunGrafana-1  1.1.1.44 11132 32182 4202 TP Other Other Unknown
Aug 32:44:00am  appServer-2 tsdbBosunGrafana-1  1.1.1.44 11132 31480 4202 TP Other Other Unknown
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.45 11132 35996 4212 TP Other Other Unknown
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.45 11132 36318 4212 ToP Other Other Unknown
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.49 11132 55850 4212 TOP Other Other Unknown
Aug 32:44:00am  Unknown tsdbBosunGrafana-1  1.1.1.48 11132 56898 4242 TCP Other Other Unknown
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AnyConnect %
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simizies [

5| (APl R A FFROZFR) 15 BA iR
fR & E /X (dst_country) VCRECHRAE T [F R/ X S R R A S | N

fE =& 4057 (src_subdivision) VLR I an o> SR r 47y CIRZE) EEMR | N

fRtEM 5 (dst_subdivision) VLl an r SRl sy CRA) EZM | W

EREBRRRGHER VERCAE = H A R R SN B R R | N6

(src_ 21 (ASO) TE M

autonomous_system_organization)

RIERRRFER DL FR RA AL SR FR KRG | W

(dst_autonomous_system organization) | 21t (ASO) T & 113 .

% (proto) XA (TCP. UDP. ICMP) RLJEFM 5 | HAHARFLRIE
iR N E

Hoik 2R (key_type) FAE2ERY (IPv4. IPv6. DHCPv4) 3o JEUTAR | S fHAC B AT
2R, NG &

IE[5 TCP #5& Fuibrdi (SYN. ACK. Echo) iJyEyiMige4l | HAFARHE,
0, ERSPAN #lI

NetFlow

&[5 TCP #xr& fikii& (SYN. ACK. Echo) i EWiMiZesl | 4KHREE,

o ERSPAN
NetFlow

IE[a)i##2 UID (fwd_process_owner) | %#EFET 47 # UID (root. admin. yarn. AR
mapred) JERUESE K

[ [=i#3% UID (rev_process owner) | {43t #2fif5# UID (root. admin. yarn. BAFAREE
mapred) JLIERDUELLE R

IE [@)i#£#2 (fwd_process string) $%3FE (Java. Hadoop. Nginx) by ML, | S/ HE
R SRR AT H AP

[ [=1i#t7% (rev_process siring) JEFE (Java. Hadoop. Nginx) i yEUM g24s | #H4CHE
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Figure 6: 2 i & YT (8] 5 51

[ @ Flow Observations ~ ‘

1E25K(
02:48am{=JAug[03]02:49am

2:45 2:50 : 3:05 3:10 3:15

Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am

VB A R Pk IR (7E_EIRTERHE LRSS, on page 2HH B I 48D A & Fh AR IV AUE T AR
TR IE S U G TAZN UK A

Figure 7: FY FF T HI5I3R

@ Flow Observations ~

Flow Observations

® SRTT
® Fwd Packets

® Rev Packets

® Fwd Bytes

® Rev Bytes

® Fwd Packet Retransmissions

® Rev Packet Retransmissions

Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am

W] AFE S BE— DA /Nt B b . b R TP EOGERIIX I, “HI N AN (Top N) EIERA!
I THT P BSOS ST DA AN 2 B e s 1) ] g P ) R
Figure 8: €1 & FTi% M & BT (B 551

[ @ Flow Observations ~ ‘

o ‘ T T
245 2:50 2:55 3AM

Current scope is @ Tetration ~ Current selection: Aug 3 3:01am to Aug 3 3:07am
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Figure 9: “®1 N4~ (Top N) Bl

Top contributing to the selected Flow Observations.

Consumer Names Provider Names
Unknown [ Unknown [
druidHistori... T orchestrator-3 (D
druidHistori... 1T orchestrator-2 17
collectorDat... [ 11 orchestrator-1 e
collectorDat... [ 1 tsdbBosunGra... [ ]
appServer-1 ] tsdbBosunGra... 1
appServer-2 ] collectorDat... I
launcherHost-1 [ collectorDat... 1
launcherHost-2 1 namenode-1 [
launcherHost-3 || druidHistori... [

BIR SR T 2o Cd v I e LR R NAMEL. 7RI PP I b “ UM g4 " (Flow Observations)
AR, IFAE “HT N AN (Top N) IR TR LA, ) B i Loy il 42 45 L sE i ds K
T4 (EHERRAEE) FK. Bbah, dn R e R 58 Wor SRTT, ) “HE4 52T 3241
%" (Top Hostnames) £ /s AT SRTT 520 55 K (1) F A4
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Figure 10: 15 T $5 BU/AHE R

Top contributing to the selected Flow Observations.

Consumer Names Provider Names

Unknown Unknown _
d Add Filter To Drill-Down orchestrator-3 [ 1T

© Add Filter To Exclude SRl

orchestrator-1 1T

collectorDat... tsdbBosunGra... I
appServer-1 tsdbBosunGra... [ ]
appServer-2 collectorDat... I
launcherHost-1 collectorDat... ]
launcherHost-2 namenode-1 [ |
launcherHost-3 druidHistori... [ ]

g “HEN A (Top N) BRAPHMEMIH, PLEZR D3R, RV BT BUEHRR I
* w8 TR ER (Drill-Down) DAES RS &5 A BR 5104 S5 %A K DEas -
* R HERR (Exclude) LAASIHA G R B HERR %A KL vE 25 o

)

Note 5iiii @ T45EX (Drill-Down) SkHERR (Exclude) Jii, 4 70#% FidiEss (Filter) KlbsA el dEas 4 2%
RFE AT AR SAT 2 AN HERRERAT 10 AN S A ) 2 52 BT U

Found 5,917 Flow Observations (19ms) Show 20 | [In order | Sampled @

Y Timestamp S me 1l ConsumerAddress!l  Provider Addross Consumer Port 11 U Protocol 1 Type 1L ypo 1l Service Name "
Aug 39:12:00am  col 72.21.156.129 0 o icmp Workload Other Unknown
Aug39:12:00am o appServer-2 172.21.156.183 172.21.156.180 60674 43 TCP Workload Workload HTTPS
Aug 39:12:00am  col pServer-2 172.21.156.182 172.21.156.180 38290 a3 TOP Workload Workioad HTTPS
Aug39:12:00am  col 172.21.156.182 172.21.156.129 0 o icmMp Workload Other Unknown
Aug 39:12:00am  collectol appServer-2 172.21.156.182 172.21.156.180 38048 43 TP Workload Workload HTTPS
Aug39:12:00am  collectorDatamover-2  appServer-2 172.21.156.183 172.21.156.180 60678 443 TCP Workload Workload HTTPS

T DL b T TR A (L A R B A T L IR SEPR R MER S R0 5K . BRIAGOUT K RIS T 46 i
InZ% 200 AT LA T s st hninzk f #ce . J8nT U R4 (Sampled) A 2 3= (In order)
W 2 D) B I 25 BE AL I L 82 45 SR 4 . SRA% (Sampled) 15 & AT 1T+ Mk 1) B S5 H B ELAR 1k
ML FAL,  TTAS A& MBI B FF U642 U In e Al

e - wEmas i
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Figure 11: X4

Found 5,917 Flow Observations (95ms)

Explore Observations >

Y Timestamp + Const
Aug39:22:00am  collectorDatamover-2
Aug 3 10:04:00am
Aug 3 10:12:00am
Aug 310:16:00am  collectorDatamover-2
Aug 310:25:00am  collectorDatamover-2

Aug 310:40:00am  collectorDatamover-2

5)IL1¥QEH1|=| o

AT EREAT LR IR

Show 20 + | [In order [ Sampled @

172.21.156.183 172.21.106.115 56800 53 UDP Workload

172.21.156.183 172.21.156.180 43882 443 TCP Workload
Unknown 172.21.156.182 171.68.38.66 123 123 UDP Workload
Unknown 172.21.156.183 172.21.156.129 4 o icMP Workload
appServer-2 172.21.156.183 172.21.156.180 53512 443 TCP Workload
Unknown 172.21.156.183 172.21.106.115 14212 53 UDP Workload

4015 2 (Flow Details) #543

ress 11 Provider Address 11 Consumer Port 1 Provider Port 11 Protocol 11 Type 11

Other

Workload

Other

Other

Workload

Other

Type 1L

Unknown

HTTPS

DNS

TR UL 2 DA B A A i JA YT P9 A5 Pl AR 1

B X TR, RA won MBI, ISR E B I e B (A [l 1A

Figure 12: FEiE4AE 2

Mar 28 9:09:00am 0

T RRAC A AR AR A SR
Mo WA, WrRgss B

Figure 13: iR

ARP_REPLY 1Pv4 Mar 27 935:34pm  Tetration ..3more @  1.1.1.1(4) .2 more @ .2more @ .1 more ® L

Flow Details

nodemanager-8 - 1.1.1.72 on port 0 @ 1.1.1.101 on port 0 @

over ARP_REPLY beginning on Mar 27 09:35:34 pm (PDT) lasting for 18 hours.

® Fwd Bytes ® RevBytes

04 AM 05.AM 06 AM o7 AM 08 AM 09 AM 10 AM 1AM 12PM 01PM 02PM 03PM

® Fwd Packets. © Rev Packets

04 AM 05.AM 06 AM o7 AM 08 AM 09 AM 10 AM 1AM 12PM 01PM 02PM 03 PM

Ty

Flow Activity @

328 3AM 6AM 9AM 12PM 3PM

K,
Mar 28 09:08:28 am (PDT)
Consumer @ Provider @
Flags
Byte Count 64 (20,032 so far) 0 (25,536 so far)
Packet Count 1 (313 so far) 0 (399 so far)

@SRTT 0.00ns | @ Fwd Fabric Latency 0.00ns Rev Fabric Latency 0.00ns

[ S

IE B/ 632 %6 % 1T iR (Fwd/Rev Fabric Latency) Al SRTT 1f
HAbFRAR I )P 5 K2R, B0 IE [/ [ 2R & 18 7~ 2% (Fwd/Rev Burst

Indicators) FIIE [A)// )38 % + EF #5788 (Fwd/Rev Burst+drop Indicators). 2 [ ] i

6.00ms

4.00ms

2.00ms 2

0.00ms | : i
05PM 06 PM

T T T T T T T T
07 PM 08 PM 09 PM 10 PM 11 PM Tue 11 01 AM 02 AM

T
03 AM

T 1
04 AM
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AL, EFRAEA SCIE 3/ 5 18 32 2 56 4 2812 (Fwd/Rev Fabric Path) £ 4015 B SEANEEREA A s il
TP AR FI E F3g AR P4 R EEND o AdiIER (Fwd) 8k [ (Rev) LSBT ER “38
s[4 42 S 7 (Fabric Path Overlay) Ui ) F 445 HX .

Figure 14: 33056 % 3812

Fabric Paths b
SV I ntt-leaf1(eth1/49)-=ntt-spine(ethi/1) [ —
Rev - — 3 ! —

Latency Sus

5.000s

0.00ps T T T T T T T T T T T 1
01.AM 0z AM 03 AM 04 AM 05 AM 06 AM 07 AM 08 AM 09 AM 10 AM 11 AM 12 FM

REWMERLG R
Figure 15: iR =M ELER

Found 83,302 Flow Observations (26ms) [Show 20 ~ ] (In order | Sampled @

Exlors Onsenatons [ srorer | (SIS [ Sow ovters ™ )

Te

MTHREREMELE R (Explore Observations) 45 5, i FH A VR BRI W i 4k B0 (1 B R AL CRAT 2445
(Parallel Coordinates) ) o dd], BLIEIRA e LLHLR, (HAEAUS H BRI 4 GlitE
ML 4EE (Dimensions) N AIRIE ) LR EFHS 4E B 07, bR A H. E
P IR RN AR5 YL, 125 S5 A A B R i S 2 T 4E IO . #
PR s EIER N T IR A AL b, AR R T RIS R H R, X — a7

B A
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Figure 16: B21STERMBLER £

Found 83,302 Flow Observations (32ms) Show 20 ~

Explore Observations [ Shorter m ‘Show Outliers ()

N\ eseoamoner - e
N 4

LR
Unknan

186201638 15056012,

‘200755 200b027904cofEa,

3 Tco4g Ta762efad 1451

25tdesBazec20936201a2.

i

Npasetiasor | o
laligherHost 2 KX"’Q"’ mmm\wum PR
by b
o ..
P \ S -
~_ 5
orchestratone |/ s66
X R e 5 <
Jr— saokoo 1 Y cTaarapeasenss -
po—y sookorpe X | cosspromracaearises. | bodisTes 2o
okaspers saoerper sV 70cStesaraaneTos.. | tiassdsoonenaiare

Y Timestamp + Consumer Name 11 Provider Name 1} Consumer Address 11 Provider Address 1 Consumer Port T Provider Port 11 Protocol 1 Type 11 Typell Service Name
Aug 33:02:00am  Unknown zookeeper-1 11154 11103 8301 8301 UDP Other Workload Unknown
Aug 33:02:00am  zookeeper-1 orchestrator-1 11113 1.1.1.252 40971 53 UDP Workload Other DNS
Aug 33:02:00am  Unknown z00keeper-3 11.1.20 11115 8301 8301 UDP Other Workioad Unknown
Aug33:0200am  collectorDatamover-2  resourceManager-1  1.1.1.27 1116 8301 8301 UDP Workioad Other Unknown

+ Download table data as JSON

HI T IR B I s e I, B BRI I R AR 5,

TSR PR A JEE 2 AR T AT HE R AR HAT ]

xSRI

VAL o I SERERE Z R DL B e R R G R IXHE
5 _E I A 1] PP 1 R 4 T 200 T3 AN A5 R, IR 38 TRI B A 2200

Tt o

A1 BN

i B AR BN A RE R B A R

St mT LA A e 12 1)

#1000 MM ZE R, TR IRFF INZmri ABITaa A i 48HT 1000 AW g2 45 A (a] 5% -

Figure 17: 1000 3% 5

Found 83,302 Flow Observations (26ms)

[(Show 20 ~ ] (in order | Sampled @

Explore Observations | Shorter | Show Outliers (") e

©
N

o

s o
< o

-

ez

z00keeper'2:

zookeeper’z 1

zookoopora 200ko0por3

v A
Sosaorsgsasisesonet

cogrrSanaradznaesonh,

Figure 18: 5 1000 5%#%

Found 83,302 Flow Observations (30

Exlors Obsenvatons | Shortr Show Outiers 7
5

=

ms)

<

Show 20 ~ | [In order [ Sampled @

e
y
<
AN
/et
[
/. \

X

o
ma@m@m\
2
el \\

ML - REFILIE

Uk, ZEHIER

B ) BE 2 2%

o R
o

Workload:




| Mg - mEmms

zrumszsx [

TERL PRI LG AR BB AT AN 9:00 TFAR,  LAAOUMLS2 5 JRAR AR 249 50 73 A1 AERAF R AS 26
SE [H] B Y o

Uy

WAL R ARG ChR T G — ML, BRI X TLRE R S 4 R e 1450 ol v i e A
ePEo — XA DIEAE SR (A EUEAT IR R WS A RVZKG o,  DUMEAL R i igg 4 R .

Figure 19: IR RFTEA A

Found 83,302 Flow Observations (32ms)

Explore Observations «/

o >
= o™
.
e
/
//
Y Timestamp 1 Consumer Name T Provider Name 11 Consumer Address Tl Provider Address 11 Consumer Port 11 Provider Port 11 Protocol Tl Type 11 Typell Service Name
Aug 3 3:02:00am nown Zzookeeper 1 3 8301 8301  UDP Other Workload Unknown
Aug 3 3:02:00am zookeeper estrat 1 2! 40971 53 upP Workload Other DNS
Aug 3 3:02:00am " okeeper-3 2 5 8301 8301 UDP Other Workload Unknown
Aug 3 3:02:00am ollectorDatamover-2 S0 lanager 27 1 6 8301 8301 upP Workload Other Unknown
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