fio & F1 s = BUE S5

BWIE ) e 5 R 3 o 47l 35 SI IR EBGE S A P 7 SO REIISK 5 FH X T R (4 2 A A A A AT AR
HAKITE, el DS

o SCM B 5 O AR O
o SCUCHCHCIE AR IR fid A 451
WP EBOEFHF

o AL ST AR R S I e R

A

i

EE  FEUEDIRES, AR RE W FERUOM BB, ARG TARCE . WS R
FCE” HBYo

o MesME, H 1

* ILIEA5 %5, on page 2

* WUIFIC &, on page 7

* IUIE ] AL, on page 20

o JGIE A R 1B, on page 23
o WUESM T - 48 2R 7B, on page 29
o HUEZ> BT HH 148 2% 17, on page 29

o IUF#E 4, on page 35

* HUIEVESY, on page 38

* JLT PCR (1) /2% 53 5 K, on page 40
o FEREH 5 A, on page 46

¥ Solaris 41, P76 ERIREE T PEACBE A 2 i BOIEBGIERS 5o HAT,  AIX SR BB
To ARHAER, WS “BOEFS” WM.
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RS Bl id Linux W% APL. ®iFFIZRS H & Windows W% APL. Windows . AIX H il &
G, —OokUL, HAERRUEN R S ORIE— A A HAENE. B2, ANFEEG KRS
API A RE RIS AN, KA BRAE R G AL N R T RE ML DI RERME 5. PRIk, RELBIGIE 2R AR dE
Y& ErTREA R Ak, ARBIAN 2 Sl R sl JAREE S I AR ] AT AT 4 RGEIR S5 -

B, AVFZAEH Linux $9AEZEROIES 5o 38 HEGIE, SRR nT kAR AR 21 5 K
Cisco Secure Workload di iZ MUIIFH A R G . MUNFH A 25 2R R0 B A %341 augenrules SEHFET
Al Jete/audit/rules.d Ho WA EAEFHXLEFTHEEAE, WAZAEA Cisco Secure Workload A #% i
Mo BRI, AN AR S SO U 1) R R G B G e N B BUIES 5 .

W P Z AT T BGEF AR, AR EE 2 B 5 Cisco Secure Workload #fi A # A% ] . 7F Red
Hat 7.3 Fll CentOS 7.3 I, BATWEER]—MEAERGH R, W RES TR A . ARHLE PLF
J7 R S o AZ R 1. MIBR Jetc/audit/rules.d/ 7 i) taau.rules 2. 1217 $service auditd restart. #:1F &
i iR YE Jetc/audit/rules.d/ H1 1) audit.rules £ * .rules Sk AR R4 . KRG, auditd 23450
s R,

HAE RGAE Jetc/audit/rules.d/audit.rules SCAF T SKAN AN -D, - DMEZESE A BRI ER 2 Wi B B A7 K00
{H{E Red Hat 7.3 Al CentOS 7.3 tF5Hl L, /etc/audit/rules.d/audit.rules A GEXAT -Do XA Kk G S
letc/audit/rules.d/audit.rules SLIFALELE, HAE RGO — A3, i A
lusr/share/doc/audit-<version>/ - H s ER KL ST At AAEAE, 4 dn, Jusr/share/doc/audit-
2.8.4/rules/10-base-config.rules it /& — Nl B ERA KA . w] Ll i is 47 $rpm -gf -scripts
letc/audit/rules.d A RPM 5357 JEIAS oW 82 6 DI (R 3 R AT M

£ Linux 1, —SBHGIEE 500013 64 AL RG0S LIR . TR AN SCHF 32 {7 Linux R4E
T

MM AR, R A TACEE B SRR R R EE (0S):
* Linux: Jif3 WA SCFF
* Windows: T SCREM A
© AIX: 7E AIX 7.2 Fl Power8 ok 5 A |- 2 FF

* Solaris: £ x86 64 1 SPARC |37 ¥

WA FHBGEDRE, AR A GRS RN & DOE S Db aen] IS E P E . K
FEANE S, THS A HACEBC AR ) o

JEJHBGED RERS, ACBE S i 4 LR HGIE

(=) 15 AR
BUREETS BRI, BlandEH] sudo $AT 54> o
iRk s E Rk S X
F SR P g s R MK
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Shellcode LT shellcode 23X A ] SE shell $04T -

AV ) o B S AU ST (A 7 1)

Pk AN INE N B FH bk

AR F ) A 4 ARELR I H 4. P a] DUd a4 U7
ﬁ)*fiﬁ/@ﬁlﬂ@ﬂﬁ ER. HRVEAER, EESN
ﬂiﬁl\{)ﬂ 'JEI/] 48] \,

AT 2] (1) ARELAR A 1L 2 A7 I st R (R 2

JR UGB R BRI TR . B, i .

ZREHISCAF B R E 0 3 S ST A ) 5 A A A A ) P B

JIE B T CL 2R R S (B BAG S ) B8

5 1 M5B B 5 298, (Meltdown).

EREEH g BRI R SR IR A BT O S ACHERE

BRI REFUE R A nl AR BERE S/ (o B Sk i
By ARG SRS H ) IR RS E A
HIERE

DX 4% S TAERBRIMS R ET T, AXRFEAER, ES
[ 55 T PCR (1) 194 45 S Al o

Table 1: AIX £ 3FRIBUEE S

& 5t
BT BURTEZE, ki sudo ATHIAr 4
USRI UL T IOHERE . B, 3 Ll
P S ISR P

PR EZ T+

SR SRR BB N
RN T % ATIAL F

%JLE’J U BE A

SWALIBRTE 2. AE Linux 1, IXEWRH R ID 2\
R IR R, DL R AR B Pk 1 — 1k S

i sudoo SEEHAF 4T E Windows ANETH] . Windows H FRIA BT 208 2 1 ik HARAL I 58 i), T

A REA 5 B,

R e e PE 2]
295 K Windows IR PR 14

HABSER R G ARSI 2 (1 iy 4 B BE AR L)
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B srzs

AREX

g s Fi 4, G SSH. RDP AR 5. HEIH I, ALEES st Sk F o8 s AR .
A Ta) Ay = %m,ﬁTme¢M$m,%@%A&¢%F% B AERA CEL A40 Al
P IP,

ARZEERRMK

5 B Gk R, RERBE R, ARl ol it RO Bk 21

Shellcode

Shellcode F+{44F Linux 1 Windows 15 & N EIFIERE . £F Linux H, A&EESHIRALAAZ .2 shell /7
IBATHERE, M EH SRS IE L.  (EBREIEZMNETRZEA shell AR B, ) 7
Iehi A, X shellcode S (RSN A7E BRI, PR B e Btk R &R Gerb CAT (1) shello a4 Xl
AEE BRI SO, AR IS SR K e R SO AR I A A I ) ) iy A B R Can e
B A 0 35 o 7E Windows Y, 5 PowerShell DLL BEEZ () BEANBERE A2 bnic b
shellcode. FH /7 mJ LAGIEE R DLk €4 GV 1R 400

LA iE]
SCAEVT R AR SRS BUB SO (SRS SO B RS L. AEBCRRAS T, P Jovk o R A 1 S
3% . {F Linux F, fLEZEIETEX] Jetc/passwd 5 Vil . Sensor iE2x i #4%) /etc/shadow 1525 i
). FESERRCASH, Windows AN il b Fi A

R Pk

ST ME S Pk S o i i At ] ik ™ (G 1 O

N plUE | e

A 2 [y 2 FH A S AL AR AT I BN R dr 4o AAT I 2 1y 2 58 XA MACHEFE 3 T ERE (1A
R B0 b il 2. Bitn, (5 Web JR%5 %% (httpd) IELEFNAT 4 4 abe.sh ] CGI JIAS, 4% s iy
YR ENZ AN, & 20 abe.sh 45 0 RA M FI 6 4. Web R4S 455 abe.sh G SHUT AL T
SOPE A, RO AR 2 J0 ORI S %3 E . i R R4S slad R AN PATAT o] — 1 51

WUISK: 11 12 BB 55 AR 2 R A A DU 38 1)ty 2 HAF RN T BB AP A T . TR, (RIS E TN G 2 RE

), RS ER )G, RESFHRRE ZAERKmL.

M 3.4 FF4f, XFT SaaS M, FEAS ORI BN A7 FAES — /I\fﬁ 5
4 0.0 2 1.0, PEO AR, bR, mAfd, Rlcdl (XmiT, @
) TCLL R A2 TR) A8 SRS 2 A A AT AE S e e

o fRBER TR B VA . i, FEJE T LA N Ye BT RN TAE AW B R B AR AT I R 1 Ay 2 2
ff: Root Scope -> A -> B -> C and Root Scope -> D -> E. RJi, fEvu[H C I E MFTH LIE

(A2 EPS S B e
AT SAE FIEAH
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PP Z XA E %S GER, CHMEWUESHRAES) . FFMREFIERTR 2 M
2R S CE R NN F PN

o IFAEBAT RIHEFR AT 642

o CHEFEM AT A2

o \EFEBATERE I 3 .
PEOr 1.0 KR O A E A HIF G Geasitif. ST, T, —isisD AR A & Fe. P
0.0 R 7~ INATE [R]—YE [l W AT AT =L B8 2 AT IEAEE AT I IERE I 2R AT R 12 . X PAT I AR RN

T RERIEAN I S A e . S VA T R TR [ O LA ik R B AR AR I 21 1y A i
TP RIR . AT IR s, 152 % BRIA Cisco Secure Workload FEII

\)

Note 5 PPAMWIE F T HUA 3.4 K AT SaaS Hafifo

Z X onl RS

AR U 281 PR A 5 A S ARSI 1) i 2 (B RR IR e o AR WU 380 P e s SRy — Sk A A i 381
) 3E RSO PAT AR R R B A . B, Y FH O 2 I AR e M AR o T LAy Ml pLa8 IR Mot
F R JE N A LD_PRELOAD i o A% B8 1 AR N F B S AT B A2 b R IR
B Z R, o R R EF . B S INECE B EA S SEUGE S, RO RIRES 2T
ORI S . B DAL N FHAE T 5 OB e, s H B IR . s, R
AT BE S TE A G PR R LLRTA 2 .

TR, X IR e, EARRIRA T T RE A T .

JRIGEZFEIE

HRRAAN SCFF Linux R RGER OIS RGBT 0 H T 0y siE N wii e . JRGE
PP A, BINAE tepdump 52 W T Hr,  87EHIE ping B4 arp S8R5k 1P £ i) . &
46 T e 5 bs/s2 FH0F ST H S E R B S 4. SR Fm LE]1% . Cisco Secure
Workload {5 ka8 it > 0 [ an sy, M TWURRAM G B O TIRRFE 8k, LA
H B SR G B R A D

“HHXHEEN
BRSO AT R IEAEIEAT (RRERE SO N AN BE R PRI S e AR R Sl R AN IE
FEIBAT IREREI ST AR N EERRAEAH R MasAT b serE, (ASCPFETE (ctime. mtime,
K/NEGESD AN, AL RS SR R AR C A IO . Bk i B 45 N T4
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FEEEL

=&

EEMSZEIERYE |

“EEETEM” AR EAEBAT FIERE R SO A JE TR B AR IES &l 3 BN B S0 s
Mo AR —ANUEFEAEAEAE TN T —/NE, H3 R (ctime. mtime. size 8¢ hash) AN[FE], 1%
RIS Z R R R R AR T M. BVER R TE T2

TR, KR IR RS e, AR AT AT AR .

DA TE AR S IEAE AT B PO TR o U5 SR s AT 1A O T R A
PERRASAERE RE ) Linux P& ESEOE T —AMUEIERNDIRE: Meltdown. A SCSCRFIITHANLRCE, T
S RIS R XEE gL e te, PIEERAEOU T A TR . RN IER S )5,
P iz 2 CPU AT IR AR . REUPRHEIAAE UL HECE K CPU FUAT. W R AR I as i G W sk
T HEREAA EEL CPUA I A iy ELRFEEIN K, WIS HOGH], I BAC R I Rt RER AL R VR RE AR 5
R E. EIHAREA SRR A R LI st S EREARGE . AR A 348
HEEAT I

AL UT R A C B BT 41 T/ ML D g, I How] DA AR MR RC B S T TF/5C FHIX L D g

S — R CPU H I HE AT AN G2 A7 D BE I 5 1 XLty (https://meltdownattack.com/). ‘& SRV
Yok 5 NAERF RO SR BUS S, B, LEBAA 0 AR 5 8 M 7 2 8] N FH S AZ A
AN 4 FT S FF CentOS 7 Al Ubuntu 16.04.

HRERF P& X

IR BRI FE

CEREFFI PGS ARG E P OGS RS (SSHL RDP %5) Z EHUTHIE IR (&% 44
Zo) o BEERESH G SRR R IR TR E 1, A BT A i

PREFDERR SRl iR RE S e Cn BRSO ER AR . A AT AE) R AT A AL BGHERC B U Y
BEFE. FEdE “ERERIEFE” (Follow Process) S i i (KIEFE ] TH % H K, A BATHEAT 24 gifF,

75 1: B emd.exe 5% powershell.exe 1217 F$R 55 SERE

Event Type = Follow Process AND (Process Info - Exec Path contains cmd.exe OR Process Info - Exec Path
contains powershell.exe)

7~ 2: A winword.exe. excel.exe B, powerpnt.exe @Il 2 AT FEFE .

Event Type = Follow Process with_ancestor (Process Info - Exec Path contains winword.exe OR Process Info
- Exec Path contains excel.exe OR Process Info - Exec Path contains powerpnt.exe)

T BREASERE S AE AT DL U 2B RRE 5 22— AT R
« BERRAE R - AT HAR

« BERRAE R - M2 AT

B EEmSEEGEE Y
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mirieE

« BREER - 4
* PRERHERE - ACHAT R AR
* PRERHERE - S & 715 |
* BRERHERE - SO 44

HUEBCE

DGR D REAE I TR O . 2 B2 W DR IBGIE G B SCPE Y T 58 i g o o IOIEAC #2501 i
E NS WIE NS A SN R LT W 9N | W D) VIS O NS

BY 3 £ )

A\

Note AN L I ) e BRI 100
s D EE AR )

ASHR I3 AT 0 A EUE R o
HEETE
BIHERG P AR EER . BRAXFNASSERMAE NS 0 &%

Procedure
S LM SR, SdiBhE (Defend) > BGEM N (Forensic Rules).

182 i CreateRule.
FIE3 LN FE S 40 .

FH i AR
MM & FR (Rule Name) RN L FR . LR 2T
AL E (Owner ship scope) S NSRRI ) B A B
#R1E (Actions) PR AU (R4 o I8 RERAR UL PE I 2

EFM SRR ATAE, U200, EiREE
A K UCIC 1R 22 4= F 1 & AT 2] Cisco Secure
Workload 4k & 4t
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B =xmimmman

FE 15 BR
FEE 1 (Severity) BRI (e E LR ) LOW. MEDIUM .
HIGH. CRITICAL 5 REQUIRESIMMEDIATE
ACTION
T (Clause) NP FH) . FR) 24 2 ok B JEREBGIE S

ARSI L i G . WA h
[l S R S M AR5 S, Wz AT

e
Figure 1: 12 MM
Rules
@R
e

Privilege Escalation

Ownership Scope
® Tetration v

Actions
ALERT, RECORD -

Severity
HIGH -
Clause @
Eventtype = Privilege Escalation and X
Process Info - Command String  contains  java
B3 oo

TR A R TF (Save).

ELZREIEF ) 26 A%

ESCUE AR D0 DA ZHAN A, 5 — ANBEFAF25 7 (i, Event Type==Unseen Command) . L A3 Tf)
i FHZ A1) )@ PE (B, Unseen Command - Parent Uptime)

PUF 2 I ARAG T B 89 o & AR RG] . AR Z R, w2 BRAHLNAT MITRE #L0.
EventType = Unseen Command and Unseen Command - Parent Uptime (microseconds) >= 60000000.
2X7A Cisco Secure Workload #1 1|

FEALERIA Cisco Secure Workload U 5 735 By H P #4 st 7e FLERSE Fh A7 i SCIRRIN) o 3 S8 ) S 7 7
OIEES 2 0 P BN AT gmde o I S DU)AE B AR v R PN # eT &

Figure 2: BRI\
Tetration - Privileg... @ Default A pre-defined rule that alerts and records Privilege Escalation events. ALERT, RECORD HIGH =
Tetration - Raw Sock... @® Default A pre-defined rule that alerts and records Raw Socket Creation events. ALERT, RECORD HIGH =
Tetration - Unseen C... ® Default A pre-defined rule that alerts and records Unseen Command events. ALERT, RECORD Low =

Cisco Secure Workload HUE i ;

B EEmSEEGEE Y
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2%\ Cisco Secure Workload £77 .

ZFR Cisco Secure Workload - AR T}

Clause EventType= Privilege Escalation and ( Process nfo - ExecPath A~ 7 sudo and Processl nfo
- ExecPath A% ping and Privilege Escalation Is = Type - Suid Binary)

WERA . LRI AT S IFAR th setuid REFRISCAAE SR T R i AE . R TR EERLS BE R setuid
RIS, IR “ProcessInfo - ExecPath” Kl & $5 sudo Al ping.  Cisco Secure Workload
F g m] Ll g SCH SRR JE LA setuid — 1S

B FR Tetration - A 2 1) iy 4

Clause EventType = Unseen Command and Unseen Command - Parent Uptime (microseconds)
>= 60000000 or Processlnfo - ExecPath contains/bash or Processinfo - ExecPath contains/sh or
Processinfo - ExecPath contains /ksh or Parent - ExecPath contains httpd or Parent - ExecPath
contains apache or Parent - ExecPath contains nginx or Parent - ExecPath contains haproxy

AR BERIR & L5 AR 42— DR RE A AR I B R i &< R TR 5 7T S LU R 462
—IRIREE & HAT

a. SCHEFEAL T3 SR A A I ) L 60,000,000 745
b. Process ExecPath £ & F A 2AY () shell, 411 /bash. /sh il /ksh.
c. HEFEAL ExecPath £ & RERp R IS4 M A, 4911 httpd. apache. nginx 1 haproxy.

ZFR Tetration - JRIGERF

Clause EventType = Raw Socket Creation and (Raw Socket - ExecPath doesn’ t contain ping

and Raw Socket - ExecPath doesn’ t containiptablesand Raw Socket - ExecPath doesn’ t contain
xtables-multi)

5% B SL LR 5 )1 Ikt ping A1l iptables 2 s ) R 4 458 - G gt i . Cisco Secure Workload
AT LU 5E S ORI S A RS

FaFR Tetration - 075 A 2 fr) iy 2 1) B0 26 57

Clause EventType = Network Anomaly and Network Anomaly - Unseen Command Count > 3
and Network Anomaly - Non-seasonal Deviation > 0

L RR SR 5 755 5 LAR 2 194 298 S A

a. & 15705, A — AR LA 3 4 “ RN a4 H.

b. MMJEMHRT 0 GXHEMAE R TEEET 6.0, Bh 6.0 &P Mg ) i ks
(TE=DN

FFR Tetration - S A W B 1) iy &

Clause EventType = Unseen Command and Unseen Command - Anomaly - Score< 0.6

156 BR LRI 2 8 VR T 0.6 UARAL I B 1y 2 Fi k. IXEREE, HAmL5 i gL
(i 2 AN AR v B e 5 R A Sl o BIME 0.6 2 AR5 Cisco Secure Workload XA [] [ {E.
TR AR E M. B RUP A, ES AR a4

ZFR Tetration - smss [F] 555 5 I
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Clause EventType = Follow Process and Processl nfo - ExecPath contains smss.exe and (Follow

Process- ParentExecPath doesn’ t contain smss.exe and Follow Process- ParentExecPath doesn’ t
contain System)

12 BA LIS 22 T Windows. 413 smss.exe AR HEFE 5 55— smss.exe SEH 88 R G HEFEANA,
) R ) 2 TR M iR
ZFR Tetration - wininit B3 2 1i

Clause EventType = Follow Process and Processl nfo - ExecPath contains wininit.exe and Follow
Process - ParentExecPath doesn’ t contain smss.exe

15 AR NS 52 T Windows. 1R wininit.exe E G ANF T smss.exe AT,  THH] £ &
(2
FZFR Tetration - RuntimeBroker [1] 5 7 A2 3

Clause EventType = Follow Process and Processl nfo - ExecPath contains RuntimeBroker.exe and
Follow Process - ParentExecPath doesn’ t contain svchost.exe

SRR N 2 T Windows. 15 RuntimeBroker.exe A AT svchost.exe 15T, N
W) 25 HH A
Z R Tetration - services )57 5 3C I

Clause EventType = Follow Process and Processl nfo - ExecPath contains services.exe and Follow
Process - ParentExecPath doesn’ t contain wininit.exe

PERR RN 2 T Windows. 1R services.exe E A5 AT wininit.exe K30, T HFE I 2s %
HAAECHR
£ HR Tetration - Isaio [1) 54 A2 T

Clause EventType = Follow Process and Processl nfo - ExecPath contains |saio.exe and Follow
Process - ParentExecPath doesn’ t contain wininit.exe

152 BB LA 4R 7€ T Windows.  H1H 1saio.exe BTN [A] T~ wininit.exe, TG0 U2 & H 24 o
2 FR Tetration - Isass [f) 574 T IR

Clause ( EventType = Follow Process and Processl nfo - ExecPath doesn’ t contain efsui.exe and

ProcessI nfo - ExecPath doesn’ t contain werfault.exe ) with ancestor Process Info - ExecPath
contains |sass.exe

1 RA LAY 2 T Windows. W1 Isass.exe AT LA J19F efsui.exe 5L werfault.exe (1518, I
BERI 25 5 4R

ZX1A MITRE ATT&CK |
FEALERIN MITRE ATT&CK U, LU >k [ MITRE ATT&CK HEZE (https:/attack.mitre.org/) FIFA
RAEA . SXHUAT A RENAT 24 %%, Hrh G #5 MITRE (R g BORMD Y . SE 8K
UEZIE3 T N

1.

ZFR BEM MS Office 174

B EEmSEEGEE Y
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s miRe ArTack s [}

Clause (Event type = Follow Process and (Process | nfo - Exec Path doesn’ t contain
Windowssplwow64.exe) and (Process| nfo - Exec Path doesn’ t contain chrome.exe) and (Process
Info - Exec Path doesn’ t contain msip.executionhost.exe) and (Process | nfo - Exec Path doesn’ t
contain msip.executionhost32.exe ) and (Process I nfo - Exec Path doesn’ t contain msosync.exe)

and (Process Info - Exec Path doesn’ t contain ofccccaupdate.exe ) with ancestor (Process I nfo -
Exec Path contains winwor d.exe or Process I nfo -Exec Path contains excel.exe or Process | nfo
-Exec Path contains powerpnt.exe)

it BA HHEAE Microsoft Office #EF2 (WIN-WORD.exe/EXCEL.exe/POWERPNT.exe) G 4L fi] -
BEREINT A HVEAR IR AT I % . MR IRATHIWITT, FAT] SRVFIXLE MS Office 1 ST G — Lk
CUANIRH W 1ERR DAV iR R I

£ T1015 - HiBhohfg 1

Clause Event type = Follow Process (Process I nfo - Exec Path contains cmd.exe or Process | nfo
-Exec Path contains power shell.exe or Process | nfo - Exec Path contains cscript.exe or Process

I nfo - Exec Path containswscript.exe) and (Follow Process - Parent Exec Path containswinlogon.exe
or Follow Process - Parent Exec Path contains atbroker.exe or Follow Process - Parent Exec Path
contains utilman.exe)

LR BERE I S AEAT T A B D e T HERISCAE ChR R, JBOREE. KBS Bl I 41
JT emd/powershell/cscript/wscript I & 4, R4 I0 5% . D D g b B SRR
Winlogon. atBroker 8¢ utilman JEF2 46,  HARRG T AT S (NS hrAaH - &5k
Ja) o WEHN AT SR Bh DI REHERE (winlogon.exe. utilman.exe Fll atBroker.exe) 1] %5E FHERE

(cmd.exe. powershell.exe. cscript.exes wscript.exe) o FfIt5 T1015- fBATH&E 2 Bl Al H
AT AR 3R DY AN R 5 1 R ) A gE R

ZHRT1015 - HiBh D fE 2

Clause Event type = Follow Process with ancestor (( Process|nfo - Exec Path contains cmd.exe or
Process I nfo - Exec Path contains power shell.exe or Process I nfo - Exec Path contains cscript.exe
or Process|nfo - Exec Path containswscript.exe) and (Follow Process - Parent Exec Path contains
winlogon.exe or Follow Process - Parent Exec Path contains atbroker.exe or Follow Process -
Parent Exec Path contains utilman.exe))

LA R S AEAT A4 B D e B S b Bl JBOREE . RSP BRESE) s H IF  d T
JT ecmd.exe/powershell.exe/cscript.exe/wscript.exe A& A&, A #EATI05%. B AE —dEif]
SO A B Winlogon.  atBroker BY, utilman BEFEFSH], BAREGR RSN E NG
BEHEEH 85D o BRI AT X LE R (winlogon. utilman T atBroker) [ %€ 1-1HEFE
(F-FRERE . BoKsIL S T1015 - SHBATARE 1 AT H, 1% DhRe n] $REE n] 5E 1 bR 40 ) Dy e — 2k 1l
Ao

£ F7 T1085 - rundll32

Clause (Event type = Follow Process and Process | nfo Exec Path does not contain msiexec.exe and
Process I nfo Exec Path does not contain WindowsSystem32SystemPr opertiesRemote.exe with
ancestor (Process Info - Exec Path contains rundll32.exe and Follow Process - Parent Exec Path
does not contain msiexec.exe and not ( Process I nfo -command string contains
Windowssystem32shell32.dll or ( Process Info -command string contains
Windowssyswow64shel132.dll or ( Process I nfo -command string contains
WindowsSystem32migrationWinl netPlugin.dll ))

ramnsrirsy i
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AR LR T AE rundli32.exe Il T UERE A A HU AR I IC % . nT LR A B BRSO R AT AT
BRSO/, B B control.exe H R BB RS HIHARIH o« {HA2E, W1R msiexec.exe /&
rundl132.exe FIACIRE G AT, W AR VFHATIX e84 o FRATTIE ARV A 0 dll i — 489 W, rundl132

mee
ZFR T1118 - InstallUtil

Clause Event type = Follow Processwith ancestor Process | nfo - Exec Path containsinstallutil.exe
158 BEAEE I AT AE InstallUtil.exe Bl 1 HERE I A H 23R 04T 0 5%
ZFR T1121 - Regsves/Regasm

Clause Event type = Follow Process and ( Process | nfo - Exec path does not contain fondue.exe or
Process I nfo - Exec path does not contain regasm.exe or Process I nfo - Exec path does not contain
regsvr 32.exe with ancestor (Process I nfo - Exec Path contains regasm.exe or Process I nfo - Exec
Path contains regsvcs.exe)

WLAR LR P 7E regsves.exe BY regasm.exe @l i T HEFR I A VR I i0 % . (HAE, Wi
fondu.exe/regasm.exe/regsvr32.exe s H regasm.exe B¥ regsves.exe A1,  WFRATT AR VFIX PP DL,
DL D iR ) HOR

BFR T1127 - ZAFAERIF RN 9 REF - msbuild.exe

Clause ( Event type = Unseen Command with ancestor Process I nfo - Exec Path contains

M SBuild.exe) and ( Process I nfo - Exec Path does not contain Tracker.exe) and ( Process I nfo

-Exec Path doesn’ t contain csc.exe ) and ( Process I nfo - Exec Path does not contain Micr osoft
Visual Studio) and ( Process I nfo - Exec Path does not contain al.exe ) and ( Process | nfo - Exec
Path does not contain Ic.exe) and ( Process | nfo - Exec Path does not contain dotnet.exe ) and (
Process|nfo - Exec Path does not contain cvtres.exe) and ( Process| nfo - Exec Path doesnot contain
conhost.exe ) and not ( Event type = Unseen Command with ancestor ( Process I nfo - Exec Path
contains Tracker.exe or Process|nfo - Exec Path containscsc.exe or Process Info - Exec Path contains
Microsoft Visual Studio or Process | nfo - Exec Path contains al.exe or Process I nfo - Exec Path
containslc.exeor Process|nfo - Exec Path containsdotnet.exe or Process|nfo - Exec Path contains
cvtres.exe))

AR 41 % msbuild.exe B 2 () HEFEA B T HIE 5 G A0 FRERE R FEVFFIEE, TR R4 A
BARIFHATIC S . SO H AT T CARRIBI A A7, A COERAR” B, Ry “oe
VEVRAE” WA SCVFRERE 70 o S Hr ) e i LS ERE L J54X: Tracker.exe. csc.exes
“Microsoft Visual Studio” #4%H FI{TE{[#EFE. al.exe. lc.exe. dotnet.exe Fll cvtres.exe. 1Z NI
IE LT conhost.exeo IXEEHEFE A LALE MSBuild.exe )5 M# L FE P &R (B4, @i Visual
Studio I H ) - MSBuild.exe PFTH HALFFEF (AEEFITH) SR EZER,
BRT1127 - ZAEATHIT RN S SEHFRF - resi.exe
Clause Event type = Follow Process with ancestor Process | nfo - Exec Path containsrcsi.exe
AR EHE FTAE resi.exe B RERER A VBRI T IC 5.

ZFR T1127 - ZASE T RN B SR - tracker.exe

Clause (Event type = Unseen Command with_ancestor Process I nfo - Exec Path contains
tracker.exe) and not (Event type = Unseen Command with_ancestor Process I nfo - Exec Path
contains M SBuild.exe)
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10.

11

12.

13.

14.

15.

16.

17.

18.

s miRe ArTack s [}

VAR BEHL I A 7E tracker.exe il - ilE A HER IR AN B A J& MSBuild.exe 1) ARG A H 4R I 12
fieak. L, I Visual Studio AFBREHRHA A2 BAMILAE, (L2 USRI ety
fit. Tracker.exe F1LLHT ) MSBuild.exe HUU KT —AN BRI, W B BGEE 48 F MSBuild £ 61 2
PRERAS, ARSI AR TR, B A PSRN AN S A ), R MSBuild 1
A SE R ERER 2SN R S BRI

£ZFR T1128 - Netsh B F DIl

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains netsh.exe
L RR LA AT AE netsh.exe G EE 7~ HEREIN A HH AR IFHEAT 05K

ZFR T1136 - ik

Clause Event type = User Account

WERA RN R AE G B T I R AR AT I oK

BFR T1138 - N M

Clause Event type = Follow Process I nfo - Exec Path contains sdbinst.exe

156 BRI BRI R E ] sdbinst.exe B & VR IFid ¢

BFR T1180 - BEAEARYFLT

Clause Event type = Follow Process AND with ancestor Process I nfo - Exec Path contains .scr
WA W RO R EPAT B AR P “oser” DU U] 25 &t SR AT I S o

ZFR T1191 - CMTP

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains cmstp.exe
AR EHLN AT 7E emstp.exe B 7 BERER & BRI AT IC %

BAFR T1202 - [A)4 i 24RAT - forfiles.exe

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains for files.exe
1B BEEE I AT A forfiles.exe B - HEFE I A HY 4R H il % o

FAFR T1202 - [A]FEAT AT - pcalUA exe

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains pcalua.exe
WA L AT AE pealUA exe 61 7 HERRIN A& H AR IF AT 5K

B T1216 - B4 WAARIEHAT - pubprn.vbs

Clause Event type = Follow Process with ancestor (( ProcessInfo - Exec Path contains cscript.exe
or Process Info - Exec Path contains wscript.exe) and Process Info - Command String contains
.vbs and Process Info - Command String contains script )

15t BB WS wscript.exe B4 escript.exe B AT vbs A CLEN U 2 RE, HZECh “seript”
TR 2 e R OFREA T A 3 Bl TR X — R PAT A 1] B set TR A Z
1) pubprn.vbs, AR5 HATACAY

ZHR T1218 - 2544 MR EE AT - msiexec.exe
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19.

20.

21.

22.

23.

24,

25.

26.

27.

EEMSZEIERYE |

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains msiexec.exe
AR LR PT7E msiexec.exe Il T UERRIN A& H R IFIAT L3R

BFRTI218 - 284 " BEHICELHAAT - odbeconf.exe

Clause Event type = Follow Process with ancestor Process I nfo - Exec Path contains odbcconf.exe
1R LLAL I T 7E odbeconf.exe B dd - FE I A HY R 10 5%

ZFR T1218 - 2544 MR FEHAT - Register-CimProvider

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains
Register-CimProvider.exe

15 BA L AL AT ZE Register-CimProvider.exe S 1 BEFE I & R I I TI0 %

2R T1220 - XSL JIA AL HE - msxsl.exe

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains msxsl.exe
WA BLHLI A7 msxslexe 6 T HERRIN A H B IFREAT I 5K

R T1220 - XSL A AL #E - wmic

Clause Event type = Follow Process and (Process | nfo - Exec Path contains wmic.exe and Process
Info - Command String contains .xgl)

WLRR BERE AT AE wmic {5 ] xsl JACI A HVEIROFREATIC sk o K0T TR s R 2t ) S0 f.
AR T1223 - O HTML SCHF

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains hh.exe
WL RR AN ATAE hh.exe QU 7 HERE I A AR I il %

FFR T1003 - FEUEFE i - Lsass

Clause Event type = Follow Process and Process | nfo - Exec Path contains procdump.exe and
Process I nfo - Command String contains Isass

1B LEL I T 7E procdump.exe HT-#%fif 1sass BEFE 1) A7 I A B IRl % .
BFR T1140 - 0 SCAF A5 RBEAT 25 TRV A 3/

Clause Event type= Follow Processand Process| nfo - Exec Path containscertutil.exeand (Process
Info- Command String matches .*encodé\s.* or Process|nfo- Command String matches.* decode\s.*

152 AR 2R certutil.exe I T SCPFEAT i S B, IR U2 A HYBBEAR T HEAT il o . MUl i
H A R ACR AP0 52 T3 TSR K 2 £ 2

Name T1076 - s 5 [ 13
Clause Event type = Follow Process and Process Info - Exec Path contains tscon.exe

12 RA BB RE ) AT E AT tscon.exe I R A I AT id %k . oyl LA# ] tscon.exe SRENFFILH
RDP &if.

B FR T1197 - BITS £\ - Powershell

B EEmSEEGEE Y
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28.

29.

30.

31.

32.

33.

35.

s miRe ArTack s [}

Clause Event type = Follow Process and Process | nfo - Exec Path contains power shell .exe and
Process I nfo - Command String contains Start-BitsTransfer

AR LML) A/ powershell.exe #1217 cmdlet Start- BitsTransfer LA S /4% 5l SCAF I A H
RIFBEAT IR

&R T1170 - MSHTA

Clause Event type = Follow Process with ancestor Process Info - Exec Path contains mshta.exe
LR AL PTAEAE ] mshta.exe IZATAE W RERE IR HTA JUAS I & B4 T EAT il 5%
ZFR T11SS - Bk SCrHR H %

Clause Event type = Follow Processand (Process Info - Exec Path contains attrib.exe and Process
Info - Command String contains +h)

AR U R AE A R attrib.exe BF SO/ H S BEE A BRI A HVER 0 %
2 T1114 - HRAFKAE

Clause Event type = Follow Process (Process I nfo - Command String matches.*.(ost[pst)(\s]"|” ).*

or Process|nfo- Command String matches.*.(ost|pst)$ ) Process|nfo - Exec Path doesn’ t contain
outlook.exe

AR HEAL I AT 7E A Outlook.exe LAAMRATART SLABIERE U7 i) HEAESCAE Coost AT .pst) I & HE 24 -
AT IE .
FAFR T1070 - MIBR ENL ERFERES - FAFH &

Clause Event type= Follow Processand Process| nfo - Exec Path containswevtutil.exe and Process
Info - Command String matches .*\s(cl|clear-log)\s.*

156 BR IR R R4S ] wevtutil.exe T I8 S 4F H AR N & &R I 0 5% .
ZFR T1070 - B EAL_EFE 7~ 4% - USN

Clause Event type = Follow Process and Process Info - Exec Path contains fsutil.exe and Process
Info - Command String matches .*\susn\s.* and Process | nfo - Command String matches
*\sdeletgjournal .*

15 BRI AR T AR T fsutil.exe MHBR USN H ki i A& AR IFid 3¢ .
ZFR T1053 - VR4

Clause Event type = Follow Processand Process | nfo - Exec Path contains schtasks.exe and Process
Info - Command String contains create

AR LR P74 ) schtasks.exe B EEHT 1 RIME 45 ) 2 Y #4305 o
R T1003 - FEIFHAE - Vaultemd

Clause Event type = Follow Process and Process | nfo - Exec Path contains vaultcmd.exe and
Process I nfo - Command String matches .*Vlist.*

P BA L) A £E4$ T vaultemd.exe 17 1) Windows FEUFEARE FEI & VR 0 5% .
ZFR T1003 - SLIEREAE - 1R
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36.

37.

38.

39.

HGERC & 3

s AnEC & 3

A

EEMSZEIERYE |

Clause Event type = Follow Process and Process Info - Exec Path containsreg.exe and ((Process
Info - Command String contains save or Process I nfo - Command String contains export) and
(Process Info - Command String contains hklm or Process Info - Command String contains
hkey local_machine) and (Process|nfo- Command String containssam or Process|nfo- Command
String contains security or Process Info - Command String contains system))

1R L RE I P ZEAE ] reg.exe e fif ey R AL B R O R R ID % .
ZFRT1201 - AL TRES R 1

Clause Event type = Follow Process and Process I nfo - Exec Path contains change and Process
Info - Command String contains -I

158 BB SR D) E) A A B sz R 41 Y Linux 5L B S g seng Ca gt e I
WIEHATIC
ZFR T1081 - XA IAEIE - Linux

Clause Event type = Follow Process and (Process | nfo - Exec Path contains cat or Process I nfo -
Exec Path contains grep) and (Process I nfo - Command String contains .bash_history or Process
Info - Command String contains .password or Process | nfo - Command String contains .passwd)

T RR AL AT AE 22 RAFAELE Linux THEHL_E B9 ST 2300 i ke 2 g F 3 T %
ZFR T1081 - LA FIFEE - Windows

Clause Event type = Follow Process and Process | nfo - Exec Path containsfindstr.exe and Process
Info - Command String contains password

AR ) R e 2R 3 2R Windows THELAL L SO A7 A R S R I R AR R T .
BFRT1089 - 28 24T A

Clause Event type = Follow Processand ( (Process| nfo - Exec Path containsfltmc.exe and Process
Info - Command String contains unload sysmon) or (Process | nfo - Exec Path contains sysmon.exe
and Process I nfo - Command String contains/u) )

AR LR AT ZE 2] fitme.exe B sysmon.exe #12K sysmon IX A7 i & H R I 0 5%

I AR IOHT AR HGIERC B ST

& TAE
BUBIHERG T R EER . BRAXFARICERMAE S &,

Procedure

S M SR, SdiBE (Defend) > BLEF N (Forensic Rules).
S22 i Create Profile.
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Be & 0 i R BUIE S

TR 3 AELLUN BRI A E 2 e

mansxt |

ikl

Z#R (Name)

BNBCE SRR . HARANRE D 2

B #GEE (Owner ship scope)

AN P SO R BTAT BT

N (Rules)

EEVSWIIRAY I L e L

Figure 3: 612 B & S

Create Profile
Name
Java security

Ownership Scope

@ Tetration ~

Rules

Tetration - Privilege Escalation

‘Add Rule

Name Clause 1|

A pre-defined rule that alerts and records Privilege
Escalation events.

P4 SHRTE (Save).

MRAEECE
AR5 A4 P e S A

% TAF

=
o
X
L1l

BUBIHERSA T IR EE R BRAXFNASSERMAE NS 0%,

Procedure

TR LM RS, AR (Defend) > BGEXLM (Forensic Rules).

TR 2 P LGR NN E SO, RJE s A A

PR3 AL NP BRI E S .

HERbr.

15 AR

2 %R (Name)

SRR E SR . HARANREN

B & #SE B (Owner ship scope)

BT IR IC E SCA R P ALE F

N (Rules)

FE I C B S SO0/ B R o
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|

$E4

5o B E X

T
$IR2
$IE3

PIR4

EEMSZEIERYE |

MiHRTF (Save).

AHR I AT e g e HCUE TE B S0

Procedure

AL SRS T, 5 B (Defend) > BUEFR N (Forensic Rules).
BB B BCE SO, ARG s A A b ) S R AR

fin N o R L B S A 1) £ R

Rt fR7F (Save).

2B E X - Cisco Secure Workload &t & X4

Cisco Secure Workload it & SCAF AL 11 & BOATBGER N, JF B el LSz = - . P Toiks) Hdk
ok, AT DI LT e b . 5o B I BRI CUE BC B SO vl AT Sl
Figure 4: BRINEL & X1

(Total: 11) Tetration - Privilege Escalation, Tetration - Unseen Command, Tetration - Raw Socket, Tetration - Network Anomaly with Unseen Command, Tetration -
Anomalous Unseen Command, Tetration - Unusual Parent of smss, Tetration - Unusual Parent of wininit, Tetration - Unusual Parent of RuntimeBroker, Tetration -
Tetration Profile @ Default Unusual Parent of services, Tetration - Unusual Parent of Isaio 3

B} AL & 3T - MITRE ATT&CK B & 304

MITRE ATT&CK it B S04 39 4« MITRE ATT&CK #10U, FEnisinzlz®. 1P st T
Yml, HAT RO HIET . e B RO E SO TR T g . MITRE ATT&CK it & SO A 45 LT AR
e

1. W% MS Office 174

2. T1015 - 4fillh e 1

3. T1015 - 4fillh e 2

4.  TI108S - rundll32

5. TI1118 - InstallUtil

6 T1121 - Regsves/Regasm

7. TU27 - EAHE BT AN D1 SE P - msbuild.exe
8. T1127 - (HAHFE MUK IT RN 51 SEHIFEFP - resi.exe

9. TU127 - {EAHFEBUKIIT KN 51 SE I FEFP - tracker.exe

10. T1128 - Netsh 85T DLL

B EEmSEEGEE Y
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11.
12.

13.
14.

15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.

35.
36.
37.
38.
39.

T1136 - Ak /"

T1138 - NI #M

T1180 - i HEORY L7

T1191 - CMSTP

T1202 - 8] 4y 2447 - forfiles.exe

T1202 - [H# 2 AT - pcalUA.exe

T1216 - 4 A IEHAT - pubprn.vbs
T1218 - %544 —BEHIACE AT - msiexec.exe
T1218 - 254 —#EHIACEIHAT - odbeconf.exe
T1218 - %4 i AR AT - Register-CimProvider
T1220 - XSL A 4L HE - msxsl.exe

T1220 - XSL JAKLEE - wmic

T1223 - U4 HTML S0

T1003 - FEUEF A - Lsass

T1140 - X SCAF A5 RBEAT 25 TR I AL 21/ i)
T1076 - 25 1 ML

T1197 - BITS 1F )l - Powershell

T1170 - MSHTA

T1158 - Bl i) SO A0 H 5k
T1114 - MRAF WA

T1070 - EAL EAFR7RATIER - FE H &
T1070 - EAL_ERFRZAT IHER - USN
T1053 - 11 KIE55

T1003 - FEUEF{i# - Vaultemd

T1003 - FEiEFEA - EER

T1201 - L sms R I 1

T1081 - LA AR - Linux

T1081 - SCAFH AL - Windows

T1089 - 2524 T H

B{IAECE 314 - MITRE ATT&CK Bt & 3015 .
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EEMSZEIERYE |
B oz=es-mi

TEHE-BUE

uh B IR SINEMR S ] L HAT scope_owner DHREMIHI AT LU R s i I RR R 2B RS BUIERN  AC
BB BE S A&, W iR,

Figure 5: TE HE

Change Log

TXELH] P e v] DOl I S AR N AR R 7 (B E B MR /B & SC 4/ E ] (View Deleted
Rules/Profiles/I ntents) 4ok & CUMIBRBEIN).  BC 2 SCAHFE K I 512

ARTEASHEAGER, WSHARTHE. REEAH L GEEEE T RSk E HiE
ZHo

HERT ALK

e BGE I mE
A A A a0 Uiy ) HOUE LT
W& TAE

EMAIERT T LR EER . BRPXFARSCEEREE S &%,

Procedure

P Sl MR %= £ (Security) 4.
$1E2 LHEGE (Forensics) Wi H o« RG0K o R BUIE T

B EEmSEEGEE Y


cisco-secure-workload-user-guide-on-prem-v38_chapter17.pdf#nameddest=unique_794

| BEMSZIGEEY
wamiEnE ]

Figure 6: %2 £ BUIE
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EEMSZEIERYE |
- G

M 53 BYUIE 215

ASHR 739 2 A ] 30 S D P P BBIE =
g A
BMALERG T S EER . BPXFARICEEREE S0 S, R)a FHEDEE G,

Procedure

HIB LE UL TV K B (8] SE Bl i 4% 88 (Time Range Picker) Hik#4 e 1u il o
T2 NEEM (Severity) )k k.
B3 EdIERE (Filters) . M AVCECHGE FAFM I8, AR5 slili DI BGIESE 4 (Filter ForensicEvents).
P A RGUEARYE I I RG] 7 R A R SR VT B GIE R
Note  HiiF Fifh-7E AR B3 F rT WL, 7R D148 7/ 1S [ KA o] W

HERGESH

ARGy S A Qe RS A IR
g A
BUALERZT U S EER . BRXFICERMAE (RERD ShEx.

Procedure

ST sl AR, RO ERHIRIFEMAESR (Process detail) &t
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Figure 7: BUEE 4%
Y Timest mp T Rule 11 Comman atl Hostname TL Event Type 11 Severity 4
Aug 4 6:22:00am Tetration - Raw Socket iptables-save fg-amzn-Inx2 Raw Socket Creation HIGH

Aug 4 6:22:00am Tetration - Raw Socket iptables-save fg-amzn-Inx2 Raw Socket Creation HIGH

PIR2 AN E, AR AR TSR
Figure 8 BUE3 2 1¥4H{E 2

0
® root
Jusr/lib/systemd/systemd
Jun 3 2021 07:50:04 pm (EEST) on fg-amzn-Inx2

/usr/1lib/systemd/systemd --switched-root --system --deserialize 22

=<y — hh S ER
BOFE4d B RV EL
FANBGEFEACE LTt g HEER i 7B . BN FBOE A AN RIZEB R BEE 4 pr a1,
AT T T B BAE S e 5 1

UM UL T & 7B . SR G T A BAESRF a7 B R — R, AT
B AR EAR R B, RS RSN A S B i TR AR AR A S T
X R PBOTRESAAE T 2R
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PR 2T+

EEMSZEIERYE |

FHB 15t A

Bin attr ctime SECT Linux SR R)/AE — 1] S Windows

1 I IR

Bin attr hash ZHEHRISCAEIY) Sha256 Hash

Bin attr mtime RERISC AR A O TR

Bin attr name SCPEFRGE L RSO AR

Bin attr size SCHEFRGE b R SR RN

Bin exec path RSO e R R A

cmdline PAT LR 1 56 e i AT

Event time usec A& B AR TR] CRURED by B4
FH 15 AR

HEFE ID (Process ID) R HERE ID

X HEFE ID (Parent Process ID) HEREHASCHERE ID

JF* (User) PATHERL K

PATH 42 (Execution path)

L5 R IR BB SCAF IR S8 B B 42

FFUR I ] (Start time)

BERE R Bl ]

564414 (Full command)

PATHIRERE I 58 B i AT

FE it AR
42 cmdline (Parent cmdline) MRS e 8 i AT

AL exe (Parent exe)

BRI e B A2

SAEFIZATI ] (348D (Parent Uptime
[microseconds])

H AT BERE (R BERE S LUK I I [

B EEmSEEGEE Y
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pres ]

FH

152 AR

XH J' 4 (Parent Username)

AT HERESC LRI )

AL suid —BEHISCAF (Types bitmap suid

P RS A W E T suid 47

binary)
RRPER
FH 15t A
Auth type password RN B B 4 B UE
Auth type pubkey ORI T S B AE
Type login ssh Lo P ssh &%
Type login win batch 278 Windows fit i & (544, 45l schtasks)
Type login win cached RN AT RS % (R 11,

CachedIntetractive)

Type login win interactive

TR HIBF (58 2, 541 RDP)

Type login win network cleartext

Forilid ssh ¥ (K1 8)

Type login win network

TR 4B 5 (RT3, #lhl Psexec)

Type login win new cred

R RPN R (3-89, il Runas fir4)

Type login win remote interactive

Fonm R (KA 10, #l RDP)

Type login win service

FoRMRA T SCM R 5) Ja5)

Type login win unlock

Fon ARl CGERL T

Src IP M O s A R TP
Src Port PR B S A R G
Username 58 SR ORI 44
RRPERRK
FE 1t AR
Auth type password BN S R
Auth type pubkey FoRIETHEAMN G50 AE

ramnsrirsy i



. Shellcode

Shellcode

Xt

| WL W ¥

17 19]

EEMSZEIERYE |

FH 15t A
Type login ssh FoRH s ssh Gk
Type login win batch 75 Windows flb i 8 5% (38444, 5401 schtasks)
Type login win cached TRl AF TR G s (R 11,

CachedIntetractive)

Type login win interactive

FoRLHA G (A 2, 541 RDP)

Type login win network cleartext

Fornilnd ssh ¥k (KA 8)

Type login win network

LR LB 5 (R 3, il Psexec)

Type login win new cred

R ERPEN IR (324 9, il Runas ir4)

Type login win remote interactive

TRk CEAL10, Bl RDP)

Type login win service

FoRss 2l SCM (B 5) 5 3)

Type login win unlock

Fon ARl CGERL T

Src IP AR G s AR U TP
Src Port A S 2R R Y g 1
Username 55 AR H 44
FE 15 BB

{55 Y547 ¥l cmd as sh no tty (Signal sources bitmap
cmd as sh no tty)

For shell JERREAT 55 H OG89

{555 Y547 ¥ Powershell (Signal sources bitmap
powershell)

FORERE T N2k Powershell dll
(System.Management. Autoration)

FEB 1t
File V7 ) SRR e B i A
Perm read perm R A B AT SRR
Perm read write perm FoR M HAT B RR

B EEmSEEGEE Y
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R PP

mris

KM B 84S

FE 15t AR
Perm write perm Rom XM BA 5 AR

FE 15t B
Username a4
Ops acct add FoR A IHTR

FER 15t B

W - YE4) (Anomaly - Score)

e

A (0% 1.0) Fordr ot LTHILIOHIR, b
ARG, AR

o - AHAUME - & (Anomaly - Similarity - High)

WREF IS KT 0.8 HANF 1, WK true

S - ABAUYE - & (Anomaly - Similarity - Medium)

WURSFHES T 0.6 HANTHEET 0.8, MH

true

4 - BB - i% (Anomaly - Similarity - Low)

W S PES KT 0 B/ TEEET 0.6, TN true

S - FALME - H 3 (Anomaly - Similarity - Seen)

WERFEE IR N 1, WD true, RIZ BT A FIAH

[F] Py i

ST - FHARLYPE - #fE— (Anomaly - Similarity - Unique)

WERFH VI 0, WK true, BIZ AT MR WL

w4

% cmdline (Parent cmdline)

SCHERE I S B A 24T

AL exepath (Parent exepath)

SCRERE ) —BEHISCF AR

I HIBATIN ] (Parent uptime)

H AT SCHERE RASK I 1]

X144 (Parent Username)

PAT SRR K I R P 44

5 45 1E W 1B AT I H] (Sensor uptime)

IS A IE 3 AT I 1)
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ARG E B

EEMSZEIERYE |

JRIGEIEFEIE

FEEEM

=&

FE 15t AR
%42 (Lib Path) R A BERE SR IR A B SO ) SR A R 1R
FE 15t AR

AT SCIF A% (Exe Path)

G A B T R I e B A

FE

15 B

OV S 44 AR 11 2 (Library changed name)

O BE U P I 8 B e 42

RERFH R &3

IR EREFE

FHE it AR
5 VR A I (Signal sources bitmap meltdown) | #7548 T i 15t e

FE it AR
" 4 (Username) PATRERE ] 7 44

FE 1t AR

A2 cmdline (Parent cmdline)

SRR e H A AT

% exepath (Parent exepath)

SCHERE ) — 3L SO 4

SRIEFIZATIN ] (Z2£4P) (Parent uptime usec)

H AT SCHERE LUK (R 1]

)1 44 (Parent Username)

AT SRR B 44

B EEmSEEGEE Y
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W4 S

3
[

4% 5%

FH

1t AR

H B R LRI (2Z2F#P) (Time since last

changed usec)

HERETT AR I 1] L5 3L 300 ST 5 U 1) 22 ] 285
I B] (mtime)

F /4 (Username)

PATHERE R L 44

ARVEMFEE,

TS [ M 238 S < R HGIE R

BGES T - AT EF

HAith=r kg

BRECLS W 208 5 W A ORI N SR P 513K

TR “HEESHT” (Forensics Analysis) JITH R ER TR 7B .

FHB 152 AH
HUUERR N 44 FR (Forensic Rule Name) FH A s BCUE KL R i i
FHL4 (Hostname) K AR E EHLA I
£ 2% ID (Sensor ID) K FRR AL A8 1 A
" HE (Severity) R I

BRIIE 53 17 H Y & 3R]

B

X B KM R B e A4, “Eventname - Event” , {5141 “Binary Changed

- Binary Attribute - CTime (epoch nanoseconds)”

FE

it AR

ZHEIE M - CTime (Z47c40)) (Binary Attribute
- CTime [epoch nanoseconds])

SEESC T Linux A RIN TA)/AE 2B SCAFK) Windows
H A I Th)

b ETE - #241 (Binary Attribute - Hash)

kRIS E ) Sha256 Hash

ZEHIEYE -MTime (Z87049%)) (Binary Attribute
- MTime [epoch nanoseconds])

CHERISCAE R U TR
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FH

1t AR

bR E M - 3044 (Binary Attribute - Filename)

ARG RIS 4 PR

BN - K/ (£T5) (Binary Attribute - Size
[bytes])

SO ARGE L RSO R

Ft IS 4% (Event Binary Path)

CHERISCAR IR e AR B AR

447 (Command Line)

PAT R RERE K 58 B iy AT

“HHXHEEN

B “3EH] 7B (Common Fields) % H BTk (K8 247 b, AT Hofh 8R4

A 19)

SCAET RIS R A B A RIS “File Access -7, il “File Access - Filename”

FE i RA
Filename Ty ) ST ) e B A
Is = Permission - Read Ron A B IR R
Is = Permission - ReadWrite TR HA S AU
Is = Permission - Write R A BB GARR

IR BRI FE

PR EF AR R IA H A R4 “Follow Process - “, il “Follow Process - Parent Command Line”

FH

1t AR

L1447 (Parent Command Line)

SCHERE K 5 B A 24T

RIAT 1% (Parent Exec Path)

SCHERE IR BB SR A

AIE R ISATIN ] (3Fs ) (Parent Uptime
[microseconds])

H AT SCHERE LUK i (1]

X H P44 (Parent Username)

AT SCHERE K R P 44

H RSO S B LR BERE TSR I 8] CRED )
(Process Start Time Since Last File Changed
[microseconds])

MIERR R B 2 il — ok HI D SOPF B 1A
JIret i i) it 1]

B EEmSEEGEE Y
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FE 15 FA
55 P S R RE R AR I ™ 44

H ;4 (Username)

RERFH FE 3

PRI P8 A8 R HAT RIS “Follow User Logon -7, #1 “Follow User Logon - Username ”

FE 1t AR
F1F 4 (Username) R ORI F P 44
Ldap
Ldap # & AR “Ldap-” , #lU1 “Ldap - Department”
FE i AR
#5177 (Department) EHERE J 44 52 ) AMS LDAP 307 Clan
D
W61 (Description) LHEREI P 4% I AMS LDAP I/ 3] (il
RariD

SRR CEE) AMS LDAP H 4 Cln vl /D

P44 (Username)

EEEHN

JiE B 8 R AT R4 “ Library Changed -7, {5411 “Library Changed - Department”

FEB it AR
JE 44 (Lib Filename) L 5 LA JE ) e S i A

PR 2 T+

PR T+ 244 220 R HT 48 “Privilege Escalation -” , 51 “Privilege Escalation - Parent Com- mand

FEB 15t AR

L1447 (Parent Command Line) R ) e AT

RPIT A% (Parent Exec Path) MR R e %A%
H AT HEFE I RE AL G DA Y B )

Parent Uptime (microseconds)
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Shellcode

=&

EEMSZEIERYE |

FH

1t AR

AT HERESC LA )

XH J' 4 (Parent Username)
K

A - SUID 83 (Type - Suid Binary)

PASS =

PR RS WE T suid 7

HERHE B R A IS “Process Info - 7, 4 “Process Info - Binary Hash”
FB LR
5 R DG TBRI) — B SC A ) S 4

IS8 (Binary Hash)

A AL ) iy 4 -7 H3 (Command String Tokenized)

BRI 2 AL i 24T

A A 45 (Command String)

HERRI e A 417

AT 4% (Exec Path)

L REREXS L AR — BRSO 1 S #E A2

JRIA B F I R A TS “Raw Socket - 7, #11 “Raw Socket - Exec Path”

15t B

HATH1Z (Exec Path)

QU A R T (R K S B A2

Shellcode 2 1i WA 14K “Shellcode - 7, It “Shellcode - Source - Not From Login”

FH

1t AR

P - Ak 1185 (Source - Not From Login)

FIR shell FEREBEAT 5 HOCHR) A i

Y - Powershell (Source - Powershell)

R BERE CNZK Powershell dll
(System.Management. Autoration)

5848 R 1A A R4 “Shellcode - 7, #1140 “Shellcode - Source -Meltdown”

FH

1t AR

J5 - #15t (Source - Meltdown)

o EH] T e TR

B EEmSEEGEE Y
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ARSI 380 1) iy 2 4 22 1 LA T4 “ Unseen Command -7, #j71 “Unseen Command - Anomaly - Similarity

- High”

FE

15 B

SH - PE4> (Anomaly - Score)

Py (02 1.00 Kondr AT LRI HHOLAAR, 1F
OIS, o R

- AU - 5 (Anomaly - Similarity - High)

MR REEES KT 0.8 H/ANT 1, WA true

S - FBLYE - B (Anomaly - Similarity - Medium)

MR SEHPESS KT 0.6 B/ TEZET 0.8, Th

true

- AU - K (Anomaly - Similarity - Low)

WERSFEH PR KT 0 HAh Tl&ET0.6, U true

S - FHALLPE - B3 (Anomaly - Similarity - Seen)

WERSFH VA 1, W2 true, BIZRTC& 204
[F] Py i

FEH - AHAAYE - ME— (Anomaly - Similarity - Unique)

WERAH VRN 0, W true, RIZ TR Hid

AT

% Cmdline (Parent Cmdline)

SCHERE I 58 B i 24T

AL Exepath (Parent Exepath)

SRR B F AR

YR IFEH IS AT I 8] (Parent Uptime)

H AT SCHERE RASK I 1]

CHIJ' 4 (Parent Username)

PATSCHERE I I I P 4

& 4% 1 1B AT I W] (Sensor Uptime)

e IS ) I 3 AT I 1)

- BRI 44 (Anomaly - Latest Similar
Commands)

A WL B (4, XA SR T S

H

Z X o E=RES

AT 2 1 4 2R ] AT RIS, “ Unseen Library - 7

, %l “Unseen Library - Lib Filename”

FH

1t AR

JEC A4 (Lib Filename)

AR BERE SIS IR e BE A2

ihall 9

H ik 38 248 A RTS8 “User Account - 7, 41 “User Account - Account Name”

ramnsrirsy i
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FHE it AR
Tk /1 2 FK (Account Name) cEIE R H P I H P 4
EEAE - R INMK S (Operation - Add Account) For O InETR
P& A R HAAHTZE “User Logon -, #4411 “User Logon - Auth Type - Password”
FE 1t AR

Auth Type - Password

RN Sy R E

Auth type - Pubkey

FORFET B SR Ik

Login Type - Login Via SSH

s P R ssh 6ok

Login Type - Windows Login Batch

27~ Windows fit 5 5% (2870 4, {51 schtasks)

Login Type - Windows Login Cached

RN AT AT UG % G-I 11,
CachedIntetractive)

Login Type - Windows Login Interactive

LA s (CRAY 2, %l RDP)

Login Type - Windows Network Cleartext

Forimnd ssh B¢ (KA Q)

Login Type - Windows Network

RORM LG5 (-3, filhn Psexec)

Login Type - Windows Login New Credential

FoR A RE IR (2672 9, 1 Runas #ir4)

Login Type - Windows Login Remote Interactive

RoREFEEx (KA 10, %l RDP)

Login Type - Windows Login Service

KRR T SCM (257 5) B3

Login Type - Windows Login Unlock

TR TAREE CBL CREL T

Source IP A BB SR A IR YR TP
Source Port A 6 SR A (A i 1]
Username 553 H R OCHR M 44

ARZEERRMK

User Logon Failed #8217 LG A4 “User Logon Failed -” , 541 “User Logon Failed - Auth Type -

Password”

B EEmSEEGEE Y
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BEE 4R

ik

FE 1t AR
Auth Type - Password FTR BN 47 Bk
Auth type - Pubkey FOREE TR A S R UE
Login Type - Login Via SSH Fos P idid ssh B

Login Type - Windows Login Batch

227~ Windows flt B85k (%14, 40 schtasks)

Login Type - Windows Login Cached

FoNB ZAAR IR S R (R 11,
CachedIntetractive)

Login Type - Windows Login Interactive

TR HA G (A 2, 541 RDP)

Login Type - Windows Network Cleartext

Fornilnd ssh ¥k (KA 8)

Login Type - Windows Network

TR BB (57 3, il Psexec)

Login Type - Windows Login New Credential

R ERPEN IR (3-8 9, il Runas ir4)

Login Type - Windows Login Remote Interactive

TRk CEAL10, Bl RDP)

Login Type - Windows Login Service

FoRss E il SCM (B 5) 5 3)

Login Type - Windows Login Unlock

Fon ARl CGERL T

Source IP A R S AT R TP
Source Port A R S 2R R Y g 1
Username 55 AR H P 44

A SR R4 ) DT BC ) 5 4R #7E, W] PAFE Cisco Secure Workload 284 2 45 H 6 2 IGIE F44F .

7 18] B 223

ASHR I3 AT Y ) HOUE R
HEETE

LR EER . BRPFECEERAEE S M SR RS,

* FTITBRIEE AR 1) AR
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Procedure

FB1 NP kB EEIR (Configure Alerts).
WIB2 PRI B (Alerts) TUIH

EEEHRIFEMAER

SMNERER AR

W2 T A
B RET UM S ERR. BRAXBARICERREE G &%,

Procedure

R RO, R A R
R 2 i BC E SO, A VG C A EOIEC B SO R PR B RAE A AR BB UL E e

SO, )2 R — AN FR R A
Figure 9: “BYiE%43R” (Forensic Alert) T1TH

Current Alerts

Configuration %

@ Status = ACTIVE X
Event Time Status 11 Alert Text 11 Severity 11 Type Tl Actions 1L
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS %0
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 40
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS 70
1:12PM ACTIVE Tetration - Raw Socket on collectorDatamover-2 HIGH FORENSICS =0

UEAh, ST DU 5 B S R R B . A OGRS I T E R

ICUE AR AT AR B R g8 H S A M IS T o BUIEEAR R LLISON K :Uk% . JSON 7 BUE AL LT
(K “ OIS B i 7 Be B E 3o

U B8 T — JSON Kafka iyt 7~ 51«

"severity": "HIGH",

"tenant_id": O,

"alert time": 1595573847156,

"alert text": "Tetration - Anomalous Unseen Command on collectorDatamover-1",

"key 1id":
"d89£926cddc7577553eb8954e49252843302d08e : Sefcfdf5497d4£474£1707c2: 5efcfdf6497d4£474£1707d6:20196:CMD NOT SEEN",

B EEmSEEGEE Y


cisco-secure-workload-user-guide-on-prem-v38_chapter10.pdf#nameddest=unique_840

| mEms

73
T

BUESEH

shangert |

"alert id": "/Alerts/5efcfdf5497d4£f474£f1707c2/DataSource{location type='TETRATION',
location name='forensics', location grain='MIN',
root scope id='S5efcfdf5497d4£474£1707c2"}/db10d21631leebefc3b8d3acababaliolbd5£4259e850591763d7eace9161cal76",

"root scope_id": "5efcfdf5497d4£474£1707c2",

"type": "FORENSICS",

"event time": 1595573795135,

"alert details": "{\"Sensor
Id\":\"d89f926cddc7577553eb8954€492528433b2d08e\", \"Hostname\":\"collectorDatamover-1\", \"Process
Id\":20196,\"scope id\":\"5efcfdf5497d4£474£1707c2\",\"forensic\":{\"Unseen
Command\":\"true\", \"Unseen Command - Sensor Uptime (microseconds)\":\"34441125356\",\"Unseen
Command - Parent Uptime (microseconds)\":\"35968418683\",\"Unseen Command - Parent
Username\":\"root\",\"Unseen Command - Parent Command Line\":\"svlogd -tt
/local/logs/tetration/efe/ \",\"Unseen Command - Parent Exec Path\":\"/sbin/svlogd\",\"Unseen
Command - Anomaly - Score\":\"0\",\"Unseen Command - Anomaly - Similarity -
Unique\":\"true\",\"Process Info - Command String\":\"gzip \",\"Process Info - Exec
Path\":\"/bin/gzip\"}, \"profile\": {\"id\":\"5efcfdf6497d4£f474£1707e4\",\"name\":\"Tetration

Bofile\", \'oested at\": 1536830, \ \orbted] o\ 1503638390, \' ot oo s s\ St AT A AFT IO}, \ rnle\"s {\ MO\ s\ Sefff O A1 0706\, \ e\ '\ Teratdan
- Anomalous Unseen
Camend\", \"clause chips\":\" [{\\\"type\\\":\\\"filter\\\", \\\"facet \\\"': {\\\"field\\\":\\\"event type\\\", \\\"title\\\":\\\"Event

B\, W\ e\ W \WWUSTRING\ "'}, A\ gperator\\\': {\\\"Taoe \\\": NN \\i003aNN, ANV e\ W W\ e\, N\ displagvalue\ \\"': \\\"Unseen
Command\\\", \\\"value\\\":\\\"Unseen

Gamadh\", AN BT, WHEEt W AW EelANN"\"foasic eat adrot sendita awdlire aomly o s\ \WHESW':\\' s
Command - Anomaly -

O\t A3 e\ e\ RS\ SN SOSN8 e S8R g Y N BEEFHEVETEN Y

}
alert_details FRMELAS B & — M U1 JSON F4FH,  FLOG T FIREAR M 2 F BTR

"Sensor Id": "d89f926cddc7577553eb8954e492528433b2d08e",
"Hostname": "collectorDatamover-1",
"Process Id": 20196,
"scope_id": "5efcfdf5497d4£474£1707c2",
"forensic": {
"Unseen Command": "true",
"Unseen Command - Sensor Uptime (microseconds)™: "34441125356",
"Unseen Command - Parent Uptime (microseconds)": "35968418683",
"Unseen Command - Parent Username": "root",
"Unseen Command - Parent Command Line": "svlogd -tt /local/logs/tetration/efe/ ",
"Unseen Command - Parent Exec Path": "/sbin/svlogd",
"Unseen Command - Anomaly - Score": "0",
"Unseen Command - Anomaly - Similarity - Unique": "true",
"Process Info - Command String": "gzip ",
"Process Info - Exec Path": "/bin/gzip"
}l
"profile": {
"id": "5efcfdf6497d4£f474£1707e4",
"name": "Tetration Profile",
"created at": 1593638390,
"updated _at": 1593638390,
"root app scope_id": "5efcfdf5497d4f474£1707c2"
}l

"rule": {
"id": "S5efcfdf6497d4f474£1707d6",
"name": "Tetration - Anomalous Unseen Command",

"clause_chips":
"[{\"type\":\"filter\",\"facet\": {\"field\":\"event type\",\"title\":\"Event
type\", \"type\" :\"STRING\"}, \"operator\": {\"label\" :\"=\",\"type\":\"eq\"}, \"displayValue\":\"Unseen

ramnsrirsy i
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Command\", \"value\":\"Unseen

Camend\"}, {\"type\":\"filter\", \"facet\": {\"field\":\"forensic event ard not seen data ardlire anarely info  soore\", \"title\":\"Unssen
Command - Anomaly -

Score\", \"type\" : \"NUMBER\" }, \"operator\": {\"label\":\"<\", \"type\": \"1t\"}, \"displayValue\":\"0.6\", \"value\":\"0.6\"}1",

"created at": 1593638390,
"updated at": 1595539498,
"root app scope_id": "5efcfdf5497d4f474£1707c2"
}
}

BOEFAF R PEARE BB S ERDQIE T Beb o A RBUE SR E I3, T2 U S 2o i 7B
KRR AR UL REREANfE E 2o.

BUEES

MAEFBUETS

BRI HI ER:
Figure 10: £ £3=FI R P HY “BUEIES " (Forensics Score) E3 45>

Forensics Score
Workload Score Distribution Child Scope Scores

Aug 10 1:00pm

35 total 15 descendants of Tetration with scores
Tetration
- s
2 Average score, 15 workloads (20 N/A) &
10- 2
5 I
- 39 N |
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 8 90 95 100 NA 0 5 10 15 20 25 30 35 40 45 50 S5 60 65 70 75 80 85 90 95 100

Workloads T} Score 1 Scopes 11 Score
collectorDatamover-1 0 @ Tetration:Workloads:Collector 0
tsdbBosunGrafana-2 0 Hourly scores - August 10, 2021 @ Tetration:Workloads:Compute 5

10
hbaseMaster-1 0 ) @ Tetration:Workloads:Compute:HDFS 5
collectorDatamover-2 0 5 ompute:HDF: 5
druidHistoricalBroker-1 5 - I @ Tetration: mpute:HDF: rim 5

o

<-23> <2‘3‘>
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Figure 11: L £{=HER PR “BUET S 1241527 (Forensics Score Details) &8 5

O Forensics Details - zookeeper-1
95
Aug 10 1:00pm to Aug 10 2:00pm

9 Forensic Events

Timestamp 1 Rule Tl Command T! Hostname Tl Event Type Tl Severity Tl
Aug 10 1:00:00pm Tetration - Unseen Command /bin/sh (ps zookeeper-1 Unseen Command LOW
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash /usr/bin/atopd zookeeper-1 Unseen Command Low
Aug 10 1:00:00pm Tetration - Unseen Command /bin/sh (/usr/sbin/ntpg zookeeper-1 Unseen Command LOW
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash /etc/rc.d/init.d/atop zookeeper-1 Unseen Command Low
Aug 10 1:00:00pm Tetration - Unseen Command /bin/bash ulimit zookeeper-1 Unseen Command LOW
Aug 10 1:01:00pm Tetration - Unseen Command /bin/bash /etc/cron.hourly/Oanacro  zookeeper-1 Unseen Command Low
Aug 10 1:01:00pm Tetration - Unseen Command /bin/bash /usr/bin/run-parts zookeeper-1 Unseen Command LOwW
Aug 10 1:18:00pm Tetration - Anomalous Unseen Con bash /usr/hdp/current/zookeeper-¢ zookeeper-1 Unseen Command HIGH
Aug 10 1:22:00pm Tetration - Anomalous Unseen Con  pickup zookeeper-1 Unseen Command HIGH

anfr it EEGETESY
RETAEA TR, BT SEEVE Ay o T SURMBUIE VA8 3 T4 R P AR 33
PAE T A 5 L OBEEIROE S o D5 100 FOr AR LU B SO 1 B e ML ¢
TEEE, VA 0 4RI 28 SR OO . O BAE VA0 A 143 L 149 T
VA RN OHE A1 1% N 4 T4 VS UM

o PUELE D it EEAT BIRAT R AT I BGIE ST 2o B [ 1 TP BER 2 %

o UMD COVE GRS R TAE ARy, B 10,

s UEMO R RBGEFF S BRIy, BEDN 5.

o PREME R BGIE S S BR TR SRRy, B 3.

© PREANE R BGIESEASTEABGIEE o X TE S R AT AR R B EL T RE A AR S R
W, EBCR B

i, TAEGEEA 3 ABGESE, X5 2 AT E PP E (CRITICAL) B, 1 A4N™
HPE R (HIGH) FREIAT 1A AN AR (LOW) ORI ILAS . 2% TARE ARG DE 73 e 100 - 1
*10-1%5-1%0=85,

XA A RTHGIE DD RE M TAF 28, HGIE P ANEH] .

{4 S BGEE 5

A Y 4 R P A EGIE RS AR IOIE L 2y o QT PUBN RN SR B SR R 20 o SRRAT
IR ESVEBGESEAT (o N B AN RS SRR I S0 238 M UEPP X 10 55— Tk

R EMRIES
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i
I

IR
i3

o BOEPP /> PRI B WA i/ NN T AT BGIE A o X WRAT HOIE P70 PRI B AT g & s Ik
FF, A TSGR (A

o BGIEVE2 HATA] TR R rT AP EAN AT A ks

T PCR Ay 2% =& 42
W 4 S D) e AR AF 7= A FH 2 L% (PCR) (MRS AT N B0 Hh AR F gk i K b 4idls . PCR
5 SN
Egress app byte count - Ingress app byte count
Egress app byte count + Ingress app byte count

PCR {EYEE A [-1.0, 1.0], FLr:

* PCR = 1.0 TR TAE AR AL m) S A8 B

* PCR = -1.0 /i LAE S A o8 «

* PCR = 0.0 7R LAE S5 (s iy N RIEC R Re R 6T o
A EGIE S B, 4R LUK FH 56T 2 P P R e B S A R R AR ) R 48 S . T

VRS IN B R 0 268 57 FEAERE S 70 Bt — 2, 10 5 23R R AR e M 0 I REA T UL . (AT,
ARG 5 7 BIE UL LS — VORI I 46 S 1 didh, PR R BN SE IR 5 % 10 34t

N

Note /¢ Cisco Secure Workload /11 3.2 F1 3.1 fRASH, P28 S 3 R0 kg B kIR sl

P 4% 5+ % SR EGE R

A SRR INBGE R, 355 2 [ kG

| = 1
AF T AT T 58 S 28 57 5 AH SR U PR Ja e A T 5 6 o e 7 B 1 19 9 S R 4
Event Type = Network Anomaly
04 2 S5 A o T DA B v U P FC Al o 1

Table 2: W& 7 & H 4N EE

B 1% BA
Host Name R ICFAER TAE R LA

B EEmSEEGEE Y
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152 FA

Timestamp (epoch milliseconds)

SRR TR (A=A AL .

PCR Deviation

PCR 55 HF I () P M 2=, LU SEARHE(wW 22
M HORE R .

Non-seasonal Deviation

R MERZA A (B, T8 Cron 1ENEAN
BX) G PCR W 2. AR fn 22 R MR KT
25T 6.0.

PCR PEE A TR
EIR HEA B, RLE S A S8 A BN
AT B T

Egress App Byte Count N R B AR R B M
N DRSS

Ingress App Byte Count AN EN 18, BN AR S i Bl e A &
(ANEFERR KD B T4

Protocol A S PCRIS TP AURI M. AT, SCHRFROP)

WALFE TCP. UDP il Aggregate. Aggregate PCR
JEHE TCP. UDP 1 ICMP “F 45 P4 i) s F -4
PR

User Logon Count

KA 2 15 538 N TAEG S BRI & sk ST
. XEMHPEFHEMRHE, LRSI
LTI S )RR 5 EX L SRR 41T S W <
WAATUE SRR SR AH O TAR S B A, IR AE
“HWAUE4rHT” (Forensics Analysis) UL [] [ £ & 1X 4&
Hifto

User Logon Failed Count

KA 2515 4380 ARS8 B P8 s 2RI
HA L KRG FRMEEA L, 2
TAELEVL BRI . 2 T “FH PGSR =
PREIVENE ., R ZI0E SCRIK I s AH O¢ T AR
A G, HAE “HUEHT” (Forensics
Analysis) L[] F#F B IX L1,

Unseen Command Count

KAHERE 2 15 23 Bh N TAE 73R A I 2 11

WA R AR R 1 Ay A FAE L

b Ry the e s INTWIES W S 7l N sl ESIT ]
WA FRITEAE R, DA UMUK S AH
KA A, HAE “HGE/ 4T (Forensics
Analysis) U] #F A IX L,

Date Time (UTC) - Year

FAFR T A0
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152 AR

Date Time (UTC) - Month

AR I (1,2, ..0)0

Date Time (UTC) - Day

FAERRIEI ,2,..0).

Date Time (UTC) - Hour

FAERRAE RPN AL (1,2, ..., 24).

Date Time (UTC) - Minute

SHAEI AR — /N B (1, 2, ..., 60).

Date Time (UTC) - Second

FFI AL Bl R4 (1, 2, ..., 60)o

Date Time (UTC) - Day of Week

Figure 12: 7 X 4% 53 % B R BGER N

Create Rule

Rule Name

Network Anomaly with Failed Logins

Ownership Scope

@® Tetration ~

Actions

{ ALERT, RECORD . ]
Severity

{ HIGH . ]
Clause @

Network Anomaly - User Logon Count > 0

Network Anomaly - Non-seasonal deviation > 5.5

Cancel

PATR S S8R o R

H3 7.10.1.1.1: R UDP )P 2% 57

AR TR R (0-7, FoRE— 2R
H)

Event type = Network Anomaly X

Event Type = Network Anomaly AND Network Anomaly Is = Protocol - UDP

F17.10.1.1.2: AEMBRZPERCR B 2 CInC A 2D, X 45K
LA T4, R A B A

4 sengitiveDataServer

Event Type = Network Anomaly AND Network Anomaly - Non-seasonal Deviation > 10.0)
AND Network Anomaly - Egress App Byte Count > 1000000
AND Network Anomaly - Host Name CONTAINS sensitiveDataServer

I 7.10.1.1.3: AEFAT ARACTIN B iy FAF K A S8 AR R 2 572 0 i, (H 2 52 A E R 2k

EEFR 7.30AM UTC ] 7.35AM UTC 2 ],

Event Type = Network Anomaly AND Network Anomaly - Unseen Command Count > 0

B EEmSEEGEE Y
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AND ( Network Anomaly - Date Time (UTC) - Hour != 7
OR Network Anomaly - Date Time (UTC) - Minute < 30 OR Network Anomaly - Date Time (UTC)

- Minute > 35 )

A 3R

%1% it
RECORD DCTE ) 40P 22 O 2 SR V4, I 524
SRR S T {6 B0 SO TR (Workload

Profile Page)/ “PM %% 7 (Network Anomaly) 1%
R3]

ALERT DCTC AT A S 75 1 228 0 0 A T 32k P04 e A A
%

BTGNS A AT AR U b RS 00 380 1 190 2% e <

AALEENRFERH
A\

Note i 2 S Jifh H AT AN 2 lBoRAE “HUIESMHT” (Forensics Analysis) [T 1o %5 m] LAZE LR GUH ok 21 19
2 S i i

s REHIER: WU LA “ MZ S5 H 7 (Network Anomaly) P73 #8734k SR LI 5
RECORD #Af: VLT (1) W 28 5 1 b o R AR I A& fetl ChF 1000 5 36 /i
PEEAAR, BT UL 1% AR 70 PCR I (8] [P IR 25 57 W i iF . AR 28 57 0 AR i —
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Network Anomaly Details - launcherHost-3

Aug 10 1:00pm to Aug 10 2:00pm
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Figure 16: (4% 7 8 453R

Event Time T| Status i Alert Text Tl Severity 1) Type Tl Actions Tl

2:38 PM ACTIVE Tetration - Network Anomaly with Unseen Command on

27
launcherHost-2 (UDP) MEDIUM FORENSICS pide)

Details

Profile  Tetration Profile

Rule Tetra

Network Anomaly with Unseen Command
Alert Trigger Event type = Network Anomaly  Network Anomaly - Unseen Command Count > 3
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Forensic Event  Host Name = launcherHost-2

Network Anomaly - Date Time (UTC) - Day = 10
Network Anomaly - Date Time (UTC) - Day of Week = 2
Network Anomaly - Date Time (UTC) - Hour = 11
Network Anomaly - Date Time (UTC) - Minute = 38
Network Anomaly - Date Time (UTC) - Month = 8
Network Anomaly - Date Time (UTC) - Second = 0
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Figure 17: £ &= H|ER P BY “HIZRLTIES " (Process Hash Score) &85>

Process Hash Score
Workload Score Distribution Child Scope Scores
Aug 10 2:00pm
35 total 15 descendants of Tetration with scores
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