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A FERRMAT W] APAT I 5 R AR AR 3R TR A5 B, B Thg . R R8s & 0 Ao £
o BRI T] LN ELBEHERR (Troubleshoot) 5L K [ ] FH G I 5 Ik 45 MIAEREIR A .

* JIRZ5IRES, on page 1

* Admiral 4}, on page 2

« FEHRIRAS, on page 11

 FAi A A &, on page 14

* Cisco Secure Workload H 1155 1] ] %, on page 34

* VM {5 &, on page 42

* F+4 Cisco Secure Workload ££#f, on page 42

* Cisco Secure Workload £EH L, on page 51

* PRE BRI 20 A | on page 60

* RS54 4ES, on page 72

* WEEL4EY, on page 79

* ZORTJERI T, on page 79

o WAL ) 5 - AEHEK, on page 84

o AEREYES 451, on page 93

o FA o PO . EE 23, on page 96

TEAN SR EE ks, #BEHERR (Troubleshoot) > AR 554K 7 (Service Status) 7 i 23 @7 R} Cisco Secure
Workload FEHE 4 F K BT IR 45 B FLAH G R (I8 A TR«

B R R4S s RO, B RN s SR IR s AT RO, 1 SRR 5 TLAR IR 45 IR Mt
KFERo YIREATTHE, NIEFPRSSMRIC A, YIRS ELAE TR, AIEHE RS <SP
AR, SR SRRIRSS IER . A XN S G E, EM MR, K as e
FRFF (Expand All) #2581, LLR RIS R IITE 7158l “CH” (Down) XIRIRS ok IEH iz
17, “IBfTARIEH” (Unhealthy) 28R4 Tk 584 IR 1817
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Figure 1: “BREIRZS” (Service Status) T
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Admiral 23

Admiral f&—PMERAVER ARG EAARIE R GIRESIRE FIRFIZIPROORAE B SR . [, AT
MG 5 ORH E MR 55 /R AIE AR DL . IR SSIRAS s IR G5 (K 470 (N IRLD (s AR DL, 4
ARSI ML, RGP T, NN IER o IR R AT I T2 1 IR 55 pledh i IE
IBATHII Ao Admiral 23 PP At — B 1] A 2R G- IR IR G512 4T RDL,  TFAEIR S5 IEH s AT I 1) 7
3 FUAR T4 R BB At AR o IR RPN 8 R PP ) B R FRAT T IR DR 3, UOR ECIE AR 55 R W
H AR

H 3 B 55 PR B R SR A AN, TATEAN ] i 55 (10 1 0 EERTE ] ) B AN [R] o

P AT LM H] Admiral 38 AKILBOX LS FAFRE S EATE BoREIRE (Investigate) > B4R (Alerts)
T LSRR

\)

Note LUy ik e IR Ss ¥ 4R A4 HAT RN Admiral 4R, Ui RUIRS AAE L& 74, WIEMRSS G A2
et Admiral B4R . PEHA Admiral 43 R 5515 S B R B AR 1 2 PEAT IS 18] [e) B 2 [ € 1y,
AHHCE -

PAUR #9428 T Admiral B RAME S
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Admiral E35 205 A [

Admiral 23R B4 45 JE] A

Admiral 234 IR 55 R AR SS FIIE RIS AT I F] o 24 1E W I AT I R T P06 BB B B A, &
SR HVER

B, Rpminstall &Ik, MRS FH. #b T 52 2ede RPM. 0 & N 78 1IE 18171
[AAE— /NI T 80% IS 2F /i Admiral 24 . W1 Rpminstall Ji45 G PRS2 1R IS i858 1
B, 245 p Rpminstall Admiral 254, JRZ&HK “i53)” (ACTIVE),

Figure 2: &3/ Admiral 23R

Alerts configuration &

Filters @ Status = ACTIVE Type = PLATFORM Filter Alerts

Event Time Status Alert Text Severity Type Actions

10:27 PM ACTIVE Rpminstall Admiral Alert IMMEDIATE ACTION PLATFORM 70 ®

MRS KE G, IEWIBATI A A e SRR N 4 ERE AT i A A, 4R B ahoei], Hok
A¥AE 4y CLOSED. fF_Iid Rpminstall 756, 4 Rpminstall Admiral 23R ¥ [F % 1247 B (8] 4E — /N
PR 80% INf, ¥ B BhEH].

\)

Note &y 5 P s S 5 TIRSS K IE o XL Ah Admiral 2385 E —BEIN ) Y RS 1a A TR . 76 1]
7R, 1T Rpminstall 2635 548 32 5 BN IE FIE AT ) 80%, PR EAE AR K A2 |, &
B/DTEEIZAT 48 4350 (—/NETHY 80%) .

TG AT AEAT B AR BT 5C P EAR o X TR PR T A7 375 5 Admiral 4R 53 B 24 1 5 2000 R AT AE 17 A
N

Note  Acqig G, ANoxAEpt @M.

e A5k CLOSED J&, B AME/REE ACTIVE 248 T . {fi it 3§48 Status=CLOSED 1/} 1] 7£ UI
AR, TR

Figure 3: BR 55 Wk & B B 5155 4] Admiral &35

Alerts Gonfiguration &3

Filters @ Status = CLOSED Type = PLATFORM

Event Time Status Alert Text Severil ity Type Actions
10:27 PM CLOSED Rpminstall Admiral Alert IMMEDIATE ACTION PLATFORM o]
. %
Admiral :

o B Admiral 4

* 3% Admiral 3R

g
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B/ Admiral 24

A B B ERANIRSS K AR BT A Admiral 2R 0], AR
f55 <Service Name> Admiral Alert. XAk e A 2 I 55 554% Admiral Alert J5 48k yE 5N
o

Figure 4: I F 324 Admiral E4R B9 E4R SUA T 88

Alerts configuration €

Filters © Status = ACTIVE Type = PLATFORM Alert Text contains Admiral Alert

Event Time Status Alert Text Severity Type Actions

10:14 PM ACTIVE Adm Admiral Alert IMMEDIATE ACTION PLATFORM %0 ®
7:04 PM ACTIVE Rpminstall Admiral Alert IMMEDIATE ACTION PLATFORM 0 ®
2:58 PM ACTIVE DataBackup Admiral Alert IMMEDIATE ACTION PLATFORM %0 ®

5= Admiral £
Admiral 2375 UTC 774 A2 Ak B8 e 1R i G ) R 25— R 9 DG B 1) P A7 4
AN XA P o] DA —/ M S B G Admiral #)5E5 FEEASERIZ TR XN TEERERET]
AT K ATEAR ARG o RS ATIROLIE R, JF HAE 25— RN AR KRR &R, WAL
AL A R S RN o XA A 1 9D AN L PR AR
TEIXFME DL, AR CAIRZ ) Admiral #ZE. XAE ] USRI IER OB, it EIs.
Figure 5: Admiral ¥§ 2 3K i3 828

Alerts configuration &

Filters @ Status = AGTIVE  Type = PLATFORM  Alert Text contains Admiral Summary.
Event Time Status Alert Text Severity Type Actions
5:04 PM ACTIVE Admiral Summary Low PLATFORM 770 @

ERIFHER

BAER
AT A Admiral AR BRI, Ea EITLL R R AT A R ) T B

| RS
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Figure 6: E4Ri¥HIZ2

Alerts configuration ©

Filters @ Status = ACTIVE Type = PLATFORM

Event Time Status

Jul 14, 11:54 PM ACTIVE

wnirmEs [

Alert Text Severity Type Actions

Rpminstall Admiral Alert IMMEDIATE ACTION PLATFORM 770 ®

Details

AlertiD 2

Desc Rpminstall uploads rpms into the cluster. Please look at /local/logs/tetration/rpminstall/ppm_upgrade.log

on orchestrators for more details

Service  Rpminstall

Trigger Details  Alert triggered because Rpminstall uptime was less than 80.0 % in 1h. It will auto close when uptime

percentage is back above this threshold. Uptime at trigger was 70.0%.

Table 1: “253Ri¥4MIS2” (Alert Details) = E% i5i Bf

FH

152 FA

4R ID (Alert ID)

EARE— Do IR A BT A 5545 T R0 e
o WITTRTIR, BRI IR 55 IS A T
IBATIN I ARAGIEH N, B R Al oeH]. R
— KA RS UG B, 2 A R A AR
AR ID KB ER . R, EHR ID A B TR
Je IO BREAS S AT E— AR iR

i%fA (Desc)

VL7 Bt S A 5% T U 0 R 55 1) ) A A

Sho

BR %% (Service)

Forp MR, 7 A B N IS5
RV, AAH AR A b ) AR 55
WE TR E LRGN, TR P iy
{5 R A

fh % RRIFHME 2 (Trigger Details) Hoh S s i A BE M TEAFEE . AR

SEERME, P AT DL TR E R LR IR S IR S
fTH e 121, Rpminstall B{E RN A 80%
IERIZAT I A — /M. Rk, Rpminstall R
F AR BN 48 pfh (/NI 80%)
WA A K. I TR R E RN G 2
PRI MR 55 (1) 1 &5 A8 AT I [ 4E

T — JSON Kafka %y H 7= :

{

"severity": "IMMEDIATE ACTION",

"tenant_ id": O,

"alert time": 1595630519423,
"alert text": "Rpminstall Admiral Alert",
"key id": "ADMIRAL ALERT 5",

g
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"alert id": "/Alerts/5efcfdf5497d4£f474£f1707c2/DataSource{location type='TETRATION',

location name='platform',

location grain='MIN',

root scope id='S5efcfdf5497d4£474£1707c2'}/66eb975£5£987fe%eaefa8lcee’57c8bbdac5facc26554182d8112a98b35c4ab",

"root scope_id": "5efcfdf5497d4£474£1707c2",

"type": "PLATFORM",

"event time": 1595630511858,

"Check

/local/logs/tetration/rpminstall/rpm upgrade.log on

orchestrators for more details\",\"Trigger Details\":\"Alert triggered because Rpminstall

uptime was less than 80.0 %

}

in 1h.
this threshold. Uptime at trigger was 65.0%.

\n}n

It will auto close when uptime percentage is back above

PITAT AN E SR ARG JSON Kafka K5 3(. MR T Admiral S 10Kk CRARSIRE) -

Table 2: Admiral ¥54% % 2= B9 BR &

AR 55 A &M mEM

KubernetesApiServer MR 1E H s AT a7t 25 15 4y | IMMEDIATE ACTION
B EEZE 90% LLR

Adm ARG E s AT A et 22— /it | IMMEDIATE ACTION
WIS 90% LA .

DataBackup MR2% 1 iz 47 el #E it 2 6 /8 if | IMMEDIATE ACTION
WREE 90% LA .

DiskUsageCritical MRS 1w isAT el Ze it 25—/ isp | IMMEDIATE ACTION
MR 80% LA T .

RebootRequired 5% 1E 1847 e e it 25—/ if | IMMEDIATE ACTION
WBES 90% LK.

Rpminstall WR4% I 3 AT I Tl 7 3k 22— /S i | IMMEDIATE ACTION
W 80% LA T .

SecondaryNN_checkpoint_status | I} 4% 115 iz 47 I a)£E o 25—/ ip | IMMEDIATE ACTION
MBS 90% LA T .

X8 B 39 RU W BHARRE, s MiFE AT 55

Table 3: Admiral ¥5125 55 9 835 39 RU SRR AR 55

e A S EES

DIMMFailure RS IE #sdT i A et 22—/ | IMMEDIATE ACTION
MRS 80% LA T .

DiskFailure R4S E i isAT e e ot 22—/ i) | IMMEDIATE ACTION
MBS 80% LK.

FanSpeed R 2% 1 B2 AT N )70 5k 22— /N | IMMEDIATE ACTION

WFEZE 80% LI,

| RS
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wnirmEs [

it R et
ClusterSwitches R4 1 Hr iz AT Tl £e ot 25—/ i) [ IMMEDIATE ACTION

WRE 80% LT

)

Note  Admiral 52 IR 45 IR A A AR BEAR bR AL B AR . i RAIN IRIEVEREAT Fabhr % (. IRSSIRA
HRHD e & AR (TSDBOracleConnectivity), 0 AMHEHE F I AR 25 (2R b 2 LG HA]

HEER

TSR P RRER, JF FAAS B B IRIESL . i Admiral BTSSR, & 2R TFLLGL R
5% Admiral EHUH LA E & T B

Figure 7: Admiral F§ ZE4RHIEMER

Details

Desc Summary Of Alerts For Jul 14
Open  Service DataBackup with Alert ID 1.
Recently Closed Service Rpminstall with Alert 1D 3.
Service Admiral
Summary ID ADMIRAL SUMMARY Jul 14 20 23 13

Table 4: Admiral €3} 5 & = % 15 PR

FE 3558
% (Deso) VL Bt o L 20 L1

##3% (Open) i RS $ )P T P4 T4 R
S 3 (Recently Closed) AL A e & 24 N CHIE A0 24 )

KA EAR . AR ER A ID, d 1%
esx BEhRH], IR 55 AT e 2 B ke F
PR, RGN, B AR,
FEIXFIG DL T, Sl R ALK A1) A A1 B o
VB ID, (HJE, S TREIUIR S5 7% A E AR T
HRALIE B — 5 KBATINE], - PRI P IR A 0
e k. M ATUMER] “Status =
CLOSED” #HATIIE, BAFRIUAT AR SRR 3
ZEE.
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FER i3t BR

BR %% (Service) Admiral IR ZIRASEERE, AR A hs H
e

&2 |D (Summary |D) Jil EHEAR Y 1D

N> JSON Kafka it 7~ 41 :

"severity": "LOW",
"tenant_id": O,
"alert time": 1595721914808,

"alert text": "Admiral Summary",
"key id": "ADMIRAL SUMMARY Jul-26-20-00-04",
"alert id": "/Alerts/5efcfdf5497d4£f474f1707c2/DataSource{location type='TETRATION',

location name='platform', location grain='MIN',
root scope id='Sefcfdf5497d4f474£1707c2'}/e95dad521012a4789048£72a791fb58ab233bbff63ebchbcd21525d4272d46%aa",

"root scope_id": "5efcfdf5497d4£474£1707c2",

"type": "PLATFORM",
"event time": 1595721856303,
"alert details": "{\"Desc\":\"Summary of alerts for Jul-26\",\"Recently

Closed\":\"None\",\"Open\":\" Service Rpminstall with Alert ID
5.\",\"Service\":\"Admiral\", \"Summary ID\":\"ADMIRAL SUMMARY Jul-26-20-00-04\"}"
}

BEAE RN TR 2 A EAR IR S5 R0 EEAR S I TR PR -

Figure 8: % 43R

Details

Desc Summary Of Alerts For Jul 15
Open Service DataBackup with Alert ID 1. Service Adm with Alert ID 7.
Recently Closed Service Rpminstall with Alert ID 9. Service Rpminstall with Alert ID 10.
Service Admira

Summary ID ADMIRAL SUMMARY Jul 15 20 19 30

H PiR(E
H1 T Admiral #AREEANE AR B — X RRRIIE S, PRI AN TR LR/ HEBR B 5 e e i .
B, RS IEWIEBERISATIN R AR, R BEhRM. A7 O AT I AT T i i 5 A
B B T AT SN SR SR, DG SRANER 2 A B OCH]

| RS
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Figure 9: 58 3% FF &4k

Alerts configuration &

Filters @ Status = AGTIVE

Type = PLATFORM Alert Text contains Admiral Summary

Status Alert Text Severity

AGTIVE Admiral Summary Low.

Type

PLATFORM

Admiral J& %0 .

Force close an alert

70 ®

Warning 38 34T 06 P AAANESR o G SR AE S 55 53R O P s T 6 A2 AT T TR TR 9ot i (A A T A,
e PEAE T Ik Admiral ABEACHERS AR5 A 55— ER

Admiral 1B

Admiral 4[]8 4 PLATFORM. [Alt, B LAIE i i 02 /configuration 4 1% SE42 43 i 5 ok i 1ok
S-SR IIE B R IE B SRR ATIRS 4. A TTAERE I, P & 8O P Kafka 2 (8] FRZEHER A
AETATHPIRES, IXAEAR TEFAEAT T2 EC & R v e “ %4 ” (Current Alerts) JUjHI I 7 Admiral %
) (#F3AE (Investigate) > Z4§ (Alerts))

Figure 10: T 8 &R ELE

Alert Types

Compliance

Neighborhood

Forensics

Lookout

Fabric

Sensors

Enforcement

Federation

Connector

Platform

Publishers
o4 Internal Kafka (Data Tap)
p External Kafka (Data Tap)

g s

un

Syslog
Not enabled

Email
Not enabled

Slack
Not enabled

Pager Duty
Not enabled

Kinesis
Not enabled

e

g
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Admiral 4R 125 K14 F]FE (Platform) > &8 & (Cluster Configuration) > Admiral 3k B34
(Admiral Alert Email) N & ) B 4F k.

Figure 11: Admiral g3 147151

There is a new admiral platform alert on your tetration cluster.

Service: Rpminstall

Start Time: 2020-07-14 23:09 UTC

AlertID: 3

Description: Rpminstall uploads rpms into the cluster. Please look at /local/logs/tetration/rpminstall/rpm_upgrade.log for more details

This is an auto generated message about platform alerts on your cluster.
For more details, please go to Alerts On Cluster
Please make sure that you are on Default Scope to view the alerts.

IXAE, HE P WOE TAN I8 %, tAsIE] Admiral B, XL 2 HIRRA F ) Bosun 1T
Ko

Figure 12: Admiral ER &

cluster_state Enabled till 20206-1@-11 19:15:49 UTC
Cluster UUID ® B8194c5ef-65df-8aal-5963-d10514761b6 T
Admiral Alert Email ® admiral@test.com rﬁ

IXLEHEAFE AT AR 5 “ A ATEHR 7 (Current Alerts) UUIEUAH [R] (il A 28 2B ) . BRI, REGEa/Ea)id
TARIN KL EANT, IFAE UTC P RCROREE H AR o A H A2 22 91 AT s s B R L 2
24 /NI N SR TR AR

Figure 13: Admiral B35 Z R 51

Daily summary of admiral platform alerts:

State:Active

Service: DataBackup

Start Time: 2020-07-14 21:58 UTC

AlertID: 1

Description: The last successful checkpoint was over 48 hours ago.

State:Closed

Service: Rpminstall

Start Time: 2020-07-14 22:41 UTC

AlertID: 2

Description: Rpminstall uploads rpms into the cluster. Please look at /local/logs/tetration/rpminstall/rpm_upgrade.log for more details

This is an auto generated message about platform alerts on your cluster.
For more details, please go to Alerts On Cluster
Please make sure that you are on Default Scope to view the alerts.

WERAERL 2 24 /NN W BATIE SV EAR, WBATOCHAVEIR, Wb i ZEAE0E,  DLg D s T30
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IR

A

[ARY

Tl |

uh S BT 5O AT DLy iR 2 SR e BE HERR (Troubleshoot) =2 L 1 & BEIRZS (Cluster Status)

U, (R LEEE L ae B P I R PAT. B 2R} Cisco Secure Workload ALEE A1 fr 5 47) 2
g5 rREs . KPR —ATHEARER /M BET T, AL A SLAR AR AL DL S CIMC TP il Cn
ROAMAL) SR S o mirhAH Y 94T BT 2 0 SO e S . Edb i, Jfi kvl BLUE
T AU CIMC 50, 53 HEREE Y S AN U ). Pl RS & SR AR IR I =, DA
% 2 SRR R SUF R

Figure 14: E£8£IK 7

Model: 8RU-PROD

Orchestrator State: IDLE
Displaying 6 nodes (0 selected) ( Select action
o state 1L status 11 Switch Port Serial L Uptime 1 CIMC Snapshots
[m} ‘Commissionec d Active Ethernet1/1 FCH2206V1NF 2mo 27d 13h 3m 47s + *
[u} ‘Commissionec d Active Ethernet1/2 FCH2206V1ZF 2mo 27d 13h 2m 52s +

Switch Port: Ethernet1/2

Serial: FCH2206V1ZF

Private IP: 1.1.1.4. Disks Status
[ - 12 = 252:1 HEALTHY
« 252:2 HEALTHY

- 252:3 HEALTHY

ed

.10.devel

962G memory, 8 disks, 17.57T space, SSD
.......

2.0.10e.0 « 252:8 HEALTHY
12G SAS Modular Raid Controller Slot HBA: 24.12.1-0205
P+ Slot 1: 4.1(3

. Ci
+ UCS VIC 1225 10Gbps a
- Intel(R) 1350 1 Gbps N r Slot L: 0xB0000E74-1.810.8
+ UCS VIC 1225 10Gbps 2 port CNA SFP+ Slot 2: 4.1(3a)

T FT A T R BIRIE

AT LLEH CIMC/TOR i % %85 (CIMC/TOR guest password) 15 g M &R (8] (Change external
access) FEIUK i CIMC 2504 LA i3 F sl A% FH AN CIMC Vg il o K Se g 2o S AR A v (9 T A 1 0
G-

SMER CIMC AT SEHER

s EBIMERIT 8] (Change external access) K441 FF— AN iEHE, Pt a3 CIMC Vi in) (FARAS
IRV 24X CIMC AT .

iR (Enable) nl )G G HCEERE, LUHHAMNE CIMC Vil . 2 G875 2 60 F2 A4 eS8 T4
e AN CIMC Uiinl o 3 FHAMES CIMC Vil 5, 45 %&b AZh BN, R4S EBR—A4
XEHE, - B A (Enable) B X 2244 (Renew) LU LA AT LAEEZY 255 CIMC iy in) o 2240405 CIMC
U7 1) AT R 2 A7 380 B BSF [V A, 24 7 o ) S K 7 /N B o

IR T AN CIMC Wy il, 5 S PE4R S b i CIMC TP $thl Crpddad s e 1 S AT B B ) a7
RC—AN] i EERE, SV BRG] CIMC Ul 8 0] i 75 25 50 INARAE RN A VU A B A B A1 5%
Bz

g



Serial: FCH2206V 1NF

Priv; lest

External access to CIMC Ul is
enabled

8 disks, 17.57T space, SSD

+ CIMC: 2.0(10e)
. EIOS 2.0.10e.0
+ Cisco 12G SAS Modular Slot HBA: 24.12.1-0205

. ucswcwzzswoebp s 2 + Slot 1: 4.1(3;

« Intel(R) 1350 1 Gbps Network Controller Slot L: 0x80000E74-1.810.8
+ UCS VIC 1225 10Gbps 2 port CNA SFP+ Slot 2: 4.1(3a)

emet1/1

sy |

FCH2206V1NF 2mo 27d 13h 17m 47s + o+

Switch Port: Ethernet1/1

Disks Status
= 252:1 HEALTHY
« 252:2 HEALTHY
= 252:3 HEALTHY
roker-3 « 252:4 HEALTHY
= 252:5 HEALTHY

« 252:8 HEALTHY

UMUﬂﬁﬁﬁ%ﬁ%@ﬁ%,ﬁﬁUMmﬂW%%imw$¢Lmim,%%E%%ﬁom%@

/& Google Chrome, 4 Google Chrome H & 78 To AL IE 1548 14

I REF LA G T

thisisunsafe, PAZEIdiE#% 41 CIMC Ul
7E CIMC UL ', m%Cmcm$%4mgﬁEEW$NJﬂMwﬂﬁ%Eﬁ¢%cE%%%QMC

Vil 5, BRAESEL AR i,

T ARG 2

PN JE B SR ILAE

AN CIMC Vi 10275 5 6K SR REEC B 9 25 AN CIMC Vil 5e AT 45 IE 52 A 25 AN CIMC

Vi Rl 5 2 vl BE T 22 60 5

Table 5: ¥) 25 S i¥AER

FE

15 AR

IR7S (Status)

K7 (Status) T BRI AR . FIRE
ﬁ DEGR

« SEFN (Active): TV O AT T,
* 3EiEBN (Inactive): 7 AR AR IE#;

K7 (State)

7S (State) T Bedi W19 sl (KSR B IR -
A REMI(E A4

© # (New): 5 ROEANEARRER 50

B ¥ E (Initialized): 5 SR EREA—H
re {H4E, Cisco Secure Workload A& 7F
RPN

2R (Commissioned): i & LA sl 1IE/E
1247, Hp¥#E T Cisco Secure Workload.

BAERRA 7 Bt on, WEREANY R
AEBANERIIRAA B ZTBREN
ARG

« 8T% (Decommissioned): T ke H

(17, CANERRFIIERTY fle 1 L AT e
WA v DME R R el E Rt i, 18
ZH LA N A
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auAgismiss

FER 5t AR

A #r#lim O (Switch Port) FRYNBEAT T IE R P N A ML A b L 1

IEHEIE{THI[E (Uptime) FRUHTY AR AR H A B A RS L — HIEAT
[a]

CIMC 'RE& (CIMC Snapshots) AT H T A CIMC HiAR SZRPIRAE IE N2 CIMC #;
RZHFo

Table 6: S B 4N 53245

BIE i BB

FEEES TR AR A vk B Y AT AR R R SR . TR
1, HREEREIRE N “H” WA A

T TR T MR TR Y A R HUAE

IR A 283K (Commissioned) 5% 2 #1841k
(Initialized) 177 1o

BHMRIR PR L ERAE W] BT Cisco Secure Workload.
XFET] RE S HEBR A SRR, IF HoO TR L
BRAE RGN IHRRASTH 2 BB RCA R AT H - 7522
16 NP AT LD

E TR [ A5 AT T RT U7 1) CIMC IP fR 15 A g
A B A I RRCA T 00 i IR
KM IR R UL AR AT I Y R

Note  JoykoX[A14b T3EiE SN (Inactive) FIIEFE X
H) (Shutdown in progress) IRz 3 4.

EHFRIFERER

Cisco Secure Workload AXHAEFFHRE T 48— 1H 5 R 40 (UCS) ERMERUE BR4ZH#% (CIMC) EHLTFZSE
LT (HUU) 1SO.  SEREIRAS 0T b (19 [F T+ 25 20 n] B 1K A 3R AL B 8T #RZRAE Cisco Secure
Workload RPM ] HUU ISO FT L% ) UCS [ LERRA .

HEHUREAE DTGB SKU ANVLES,  BHL AU AT AFEIR A 9 v 3 Bl AR TS B 3 sh [ 4
Bro BEAREHT—MERALI UCS [Eff. Z 8858, Cisco Secure Workload #p i F27 FHIR &
WA ZE R (Idle). JE 3 UCS [ 44 SE BNy, Wik 2AZifs Consul 405 1530 28 507 S 1] 244 2
% (fwmgr) V) 2 HAB N, WA HEIRES DU R A I S LE H 2 S D Re v] RE 23 87 I8 52 21 5210 - 1X 464
ey A BT . AR R R, A BoRIELE R AL RS R, SUE S T RET 15
EPABEAE “HEBPIRAS” (Cluster Status) U] 1 RS AR PEAIAE S o FETTUR M BB 2 /i, A
& “HREIRA” (Service Status) T LRAFFTH RS & B IEH o

g
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MUSLERRHL LS SR, fwmgr S IGUEE TS AR il LGRS, AN, 1 T AROCHARHL ALY,
ARG BN B CIMC I3 025 T HUU M58 35T HUU (1) [ 58 5k B2 S 4L )
F| HUU ISO ', $ATHIEr, i CIMC LABGE B 4E, AR EHALE 3015 HUU 1SO LASSHIE 58 2
B Gl MRHLAIEA R FE T 2 2 AN/, G2 SRHLNTEZE 1 N2 M. 3 3 [ 5 H
FEmF,  “HRZIRA” (Service Status) TUIHI AT BE4 Won HELER S ANIE R, A BAHURIE ZHAL LIZ17 10
JT AT ERINUAE R P A TR A UG R A . B E R s G, BRALTT A8 75 ZEASMT 30 20 B0 A BE TR
FEAERERBOE, T IR gs 1o T B 5 2L 00 22 I [A) 4 REMK ST 15 B R A o o SR ] 4 B0 i A /N B o TR 4547
KW, WERRE RS

T DL A AERE AR TLIH” (Cluster Status) W JEAL Y AT, CLRRITA VLI ELE R . —HIH3)
[ pE g, n] DL A A A T H & (Miew Firmware Upgrade Logs) #4H LA & [ 44 5238 IR
Ao HEBS BB EARE, MRETTLUELL Rz —:

- MR EGER: CUPRECERE, (AMATT . IR, fwmgr Ketor i DURH R [ 1 58T
Pt (k55 1E W 384T, JF H CIMC AT EAY; ) IX 48 e 55

s EHEMIEAIET: SHEEAE R . M EFE R IOIRASRN, CIMC A HUU 2 #8555,
3 H. Cisco Secure Workload £ZEEERFR 45 M CIMC FR BRI A ST B RIS .

« EHEFEER: X RN R R SR S T IO S 1) BT S
IEAEIE AT B, HEA A OB FE AR I (AT B8 240 080 A2 [ £ BEHTYITA], - CIMC £ ) 2]
HORRCAS I AT BETCIE VT s A8 [P SOBT 457 WA I 2 T, AN W] AR (KRR I I 1) 24 40 73 o
— EIFR I PEEDRT, X% SORT ISR AR 120 238 .

* B EHRARNFEREIR: XA THR, I HE DR K. CIMC il H AR s sk
RIS, DR A2 R A0 s R A ] A1 BB S P38 AT 2 Hir A R B R

s EMEHE TR B EH O, ARBIMEMEREGEN . CIMC W A4 R BRI
e, mUFAE “HRAPIRZS” (Cluster Status) GUIIHR AR fE S I AE UCS [FFRAS S 7 2 3
BT - XLETRANE BT e 15 A R ft.

A [T 4% H & (View Firmware Upgrade Logs) 3t H 7 1SRRG R 7, BEBrEE (Update
progress) il 3 &ty A I [RIER IR L EAE B, SRR BRI SR e A o i 28 R Bh S IE e
J2 ML (Rebooting Host In Progress) JR A% Jm, CIMC #4558, SRk % H - K2 HJn8:H
B EHEEOKRE CIMC, AXUESUHPIRA R AN A2 i 21 H & B 51k

Y CIMC JFR TR AN A IR, A A2 H & (Mew Firmware Upgrade Logs) #ft H & F1#) 5
Frif B (Update progress) #i4) T 77K Wos 204 BUFPIRAS (Component update status) #73.  ASHf 73 i 45
TRRHL B UCS 4L2EI B S

FREF N FRE

BRI FK LA — PP I EWREZNLE],  F TR 55 M Cisco Secure Workload £E8E. IEFE A AIANE )
PR R A A . W R A, B o] WS A R 2 BIA R R . 8B v] LALE AT
(254l i 2 el D)3

o WIPRAERE-8 A1 39 RU S HFHE A0 FIk & .

| RS
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WizEh

st [

o Bl v & BT 5 S3V4 APT FEA M AMITR G AE G -

* Cisco Secure Workload 7 2 218 147 i AT il A A5 0 Bk o 802 11 DX 49 3 B R g B IR M E 2 5
A R

o B A i BRI T P 1R 243 28 2

o X TAEADESRA B0y, VO e (ISR 248200 TB fRf#ff . LA
58 JIT i K SE PR AF A m), WEAEH] “ Bl #5437 (Data Backup) 5L L ()25 2 M%) 2% (Capacity
Planner) FI. A XPEAME R, TSP ARG, on page 20, 4S54 A7 4% ]
AR FENEMIERH 03, DUEREW A BAE AR RN 180 20T L8 A fifh 2 ) 22
AT A

o« XFTRE B0, 1 TB BIAERE S S 2 LW, DA R K B 7 456 Bl AR B O F AN 2
WEELRD .

o Bl A BERIK R RISNE RS Hiefe HE B s T M R RO . i, S L Reks s L 8 RU
EHIRE 2 75— 8 RU &4

FTLUER OT R “ ol %407 (Data Backup) #87) BC B 208 500 vHJll o 46 0 m] M P08 0 8 A T el i
AR A A I, AT B ESHEAT . IS A RO R A e R R SR 1 Al A ) 1]
RRE

JR RS 7 s AT T A B W R 20 5 — AN SR AR R SR

R A S A s AR I B A . A AR B 2 S R B AR Uk, WERECESH, WA
KRR WA B T DI B SN K B, AT IRE G b 2 . AR E T
WEEA G, IR R T BRI e B A . SRR s EAHIR P IR S, ]
AZ G O HR K AR . IXT RES R E G IR . SRAE S 0 S A i e 2 )P ) 22 LA S S B2
FEAREA B R B A RN B B R B0 G A7 Ak X HH IR AT ok A AR R A e, DI e o5 0k
IToesEs . BEAN, MR AL KA AR R AR, W BEAT e 80, PO ERS & 4
KA LR, G HEAT SE 4 o

Table 7: TE AR EIMR T &4 O SR RE IR

Cisco Secure Workload £ 8£ 4517 ili%z%?’f%%%ﬁ#ﬁiﬂ‘%{ﬁﬁ@ ili%%?’f*%%’%ﬁ#ﬁﬁ?%ﬁﬁ’\]
SERERC = =
MG f) RPM = =
AR B 2 5 = =
iTkACI TS = i
I Zh S LT s i 2dhe = o
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Cisco Secure Workload 81 54E | HIE R AT B &M R T &0 | LUE RERE ZFMER T &MY

g 2 g 2
T BN BCIER S, Bl scfr | 4
[LC7INIE- €108 L8/ i

F3-35 B AT e T 3 A K 2t | =2 i
CVE ##ls [ = i

\}

Note o AR BN AE Cisco Secure Workload ) N #5358 B A WP 2 A B &2, {HAE Cisco Secure
Workload [1] SaaS WA H 25 &4 FNK &2 o

s B EMEIEIG, TR FMC IE RS 1 BN T (5 5

HFEEMHRTRZH
R RHER R, LS RO A O IS
- AR AR BRR . SO A O RIS X0 A L G

o BOE AT S, PAFRHI Cisco Secure Workload ¥ #5 T X G AL T B o W01 R 7 B 240 O B0
AR,  WME FARAT 95 24T Policing 2 5 30451 R

o BUE SERE FQDN J6f SR ECPFARBE AT LLfE AT FQDN.
A

Note )5 HH ¥l & AR IS, AT iR AS IR A AR B SOAS A T 22T ER TR, e
AERSAS Z HIT IR RRCAS AT 2 PR B BBRIR A o

LIS, Kafka FQDN ZE3k

WA & AFE R TP Htik A Cisco Secure Workload 45 SREUEE MG B B8 I EE & 0 fvk & 51 o
FEICHME Ja AT T AR DR 15 TR SR BE R AN B WLER AN R AR TS sh AV DL, Il t% . & Pk
W, ARELLY)H A ] FQDN. 0T IbAZ#Al, FH4 Cisco Secure Workload SEFFIEAE .
M Cisco Secure Workload A 3.3 A B iR hRATT 4, SRAFAREESZRE(EH FQDN. [Alit, E)5 AR
TR ORI T S RE MR AN DL BN 80 R AR IRTE S I 0L, Wk i B o A& A M i s 3 % i DR AR
HECHE S L AT B 2 RS, TR AREE T R B RRAS 3.3 BCE AR

R AKE E FQDN, NJERIA FQDN 4.

IP 32 27\ FODN
fEI&E% VIP wss{{cluster ui_fqdn}}
Kafka 1 kafka-1-{{cluster ui_ fqdn}}

| RS |
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e e |

IP 5 21\ FODN
Kafka 2 kafka-2-{{cluster ui_fqdn}}
Kafka 3 kafka-3-{{cluster ui_fqdn}}

W LIETE (Platform) > £ 8#E. & (Cluster Configuration) Ui I % £ FQDN.,
Figure 16: 58 Ec E @ £ A T RUE & A0k € B9 FADN = IP

N
(\J Cisco Secure Workload TDefault - @y Ay | Wik
Cluster Configuration

Model: 8RU-PROD
Cluster UUID @ 3b470c4d-6883-8861-cGe4-41bbbeaddsdo

Admiral Alert Email @

= CIMC Internal Network. @
=
= CIMC Internal I Network Gateway. o
® Cluster Type @
nnnnnnnnn L]

DNS Resolver @

Strong SSL Ciphers for Agent Connections @ False #

External IPs @

Leaf 1/2 Interconnect Network Mask @ 255.255.255.248
nnnnnnnnnnnnnnn ° 1.1.1.0/24

Kafka 1FQDN @ Kafka-1-bean tetrationanalytics.com £
Kafka 1P @ 172.21.90.174

Kafka 2 FQDN @

A R — T 3R 1P 5558 FQDN f) DNS ids%. FEVIH T IP Al FQDN [

FERAMR XFzEY IP FE; 152 AR

%% VIP FQDN (Sensor VIP | {%J##% VIP (Sensor VIP) BB FQDN DU 2 St 3611
FQDN) ]

Kafka 1 FQDN Kafka 1 IP Kafka 75 1 1P
Kafka 2 FQDN Kafka 2 IP Kafka 5 /5 2 IP
Kafka 3 FQDN Kafka 3 IP Kafka 75 3 IP

\)

Note {425 VIP il Kafka F-HLI¥) FQDN H AE(ERC B HUN & 4 RIS 2 AT . /EBCE S, FQDN H45 87k
B

g
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X RIFAEZR
KR PE IR S3V4 ez .

\}

Note s/ f S3VA FRIE IR AFREAS L FF DeleteObjects THE. BRI IR IR A4 K B8
DeleteObjects . Ht/bHLIIAETfE S SEUEARMA b P INBRIL TRAE SR, Il A8 S B0k
AL

cfIE
XS GAFA 23 18] L B 6 A AR SR AF At 25 A O SEIR R G T . A4S S I I, T TS B DR 52
A7 At R BE I 4 P AR

. kR

TEXT G A7 4 Cisco Secure Workload G BT (1% AN . AT EEIEA NG A7 A E AT
TGNV BRSNS EEAAER IR B o AR 2220 200 TB 4446, I N At
FAEC 1n) 5 BRI % %55 . Cisco Secure Workload HH I 50HE & 0 R AN IE T PG HEAT &
13 B IE B

\}

Note [ ity Cohesity HIVEXT GAFMIE, WLETHRIN 4S50 B L

« HTTPS

B A5 U R TN S 5 5 R B AFAE E I HTTPS $5: 1 o X200 T R A% 50 B A7 E I B &
s Hae 4. W A7t SSL/TSL UE 1 HAZAE I3 = CA %4, SEREAE FH EA TR IGAEXS
GAT . WX S AP A A28 A E 15, AT Lo i 1 $ (8 FA AR %5 88 CA E$ (UseServer CA
Certificate) LK FAEAHHEL CA.

* BRS5ERum N

SEFE A T EC4, Cisco Secure Workload £ (1 A7 i Al 1 TR 45 2 dim i . SRR A HTTPS
BRI S AT . (B0E, XN RAFEFEN R TIn, U iRig Sl 24,

HiEEMEE
N

Note « MG (Platform) FHIEIE &4 (Data Backup) ST, 56 2 SRR S 4 b LU
FH B £ 03 FOpk A2 L T

o WURAEREAL T2 B, ROl IE B G BUIRE &1 (Data Backup) #f%.

BAE Cisco Secure Workload HHC & Bt 2514y, HHAT L N #AE:

| RS |


https://www.cisco.com/c/en/us/support/web/tsd-cisco-worldwide-contacts.html

| saugsp
eaeEans I

1 8% Bl s A e ot R SR X GAFAE T IR, 58 A7 R DL SRR T 5 ) 4547 o
SEINIR) o RXR] ARG A R 2 A TR

BAE BRI B 2E, SIS TS (Platform) > #3E &4 (Data Backup). 1 AR
BRSOk FIE B &> (Data Backup) & 5% T

Figure 17: & & F A H

Data Backup

Setup your schedule figuration

BRI Ay, A DU R IR0
o Al A7 I 2%, on page 19

» ff A S AKIES, on page 20

)

Note SR TCikAE T & R A BRI & 0 iE I, EH CRIEHH A 5 T E0s 4 4 R S 10V mlE

2. ELEFITRIEIEEM: Cisco Secure Workload {3 7E Be B ¥ B [0 7 1 PR £ S I B0 S A7 il &
IR E &, RESIZITICA A, LA FQDN R AT J-MHT 2 IEHRTI TP ZERILRIIE S
RGN B B CEM AR AR, BLDJ (] FQDN. 41 %4 FQDN, ARERR LVAAE
RMEFAT Ja W 7 B T AR . EESCRF I ThRe, AR AR R B SR I o oA, IF L
BT AR HL N Befis AT A% 2 2% VIP FQDN. M Cisco Secure Workload fitAs 3.3 S 5 i AS 146,
U VR FE AT AL AN AT AR SRR &t A, IR 2 H FQDN.

FOVHETF RIS B &y, WS R ECE B &0y, on page 21.
ERAFEMEM XS

Procedure

$IB1 BH{RAE0% S Cisco Secure Workload FEA, HHAT UL FEetEZ —:
s (EHUE &1 (Data Backup) kil b, siidifFE#IX (Storage Planning).
* \#LXI (Planning) ~H73gir, EEEFEE (Storage).
AU SR TEiEX] (Storage Planning) T .
PR 2 N AR B
R AIE

| g
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* FFfr S3 ARHEII A7l 280 (1] URL.

* Al ERCEIFT S S3 IIAF A4 AR o

o ORFHEEELAE N TIE ) S3 FEAAF NI X dk
o AEAH RIS ) o

o A

W3 () WA, EArLUS H HTTP /R,
T4 (iR X SCER B 4 B bAE, W HER 49 B L& (Use Multipart Upload).

WS (IR R TFE CAUE BX G IR 25 BT S 30Uk, 1 )i FH{E I BR 5588 CA iE+ (UseServer CA
Certificate) JfFH A UE B B .

$W6 T (Test).

TEAE IR R, -
o X GATAEFAEAE R 160 5 43 B0 UE ATy ) .
o FERCE AAAGERT T BRI N 3.

- LR,
AP RIS PR 7 2 3 ) 5
EREENXIZH

Procedure

W BRGNS & DS THE, BT R B —
* EHUEE (DataBackup) i I, MHE= MK (Capacity Planning).
* \N#XI (Planning) Nz, EHA £ (Capacity).
ARGk BB EME (Capacity Planning) i .
PR 2 i N Bl 1) f K v R
LY 5 o 22 I BE A BIR T 2 A 2155 A Ak 126 ) 5000 P O e A s P

PR3 ARG BN A CH MR B AR T, T DU O TR

B4 (i) JoHBEEIEER (Lean DataMode) , LA FERR AERC & s o A s 0 ) B A7 £k
PR BB 75% .

YRS AP K s KA A ] o TORE I Bl BEE A 0 K DR B A0

| RS
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NI EAE A, “ TS0 FrEE a7 (Estimated Backup Duration) ¥ {2 7n 86 43— KB BT i
(RS TE] o TR SRR B e 2R PR AR A7 28 A o (P A B RN 1 B Ry e 43 B I v Al T I ik
174 2 [) 23 .78 Cisco Secure Workload Jhy 32 #7482 IO/ B Al TF B ACEE VHEOI 75 B A% T S K A7t
8] o

B & &7

Procedure

W (R & A Gk it b, SR #i R (Create new schedule).

HIB 2 EHPAISIT AT A, 1P HEAE (Approve) 1441, SRJG s 448 (Proceed).
HIR S AT R A R L7522 30 r A fiese i, JF B RAE B O & v Rz AT
Figure 18: &R BITR S HFIT1T

Data Backup

Prerequisite checks may take about an hour to complete.

Prerequisite checks: :'; Pending (44.00%)

44.00%

Indexing DBR databases @© Time taken 00m 00s
Verifying FQDNs resolve to expected IPs @© Time taken 00m 00s
Setting DBR enabled @© Time taken 00m 00s
Adding Kafka entries @© Time taken 00m 00s

*+ Running setup playbook
s Running sensor playbook
% Updating sensors database

<"+ Updating DBR database

PR3 WRCEAA, AN HEAE R, K5 R (Test).
* FEREII TR
* T S3 ARHERI 7t 255X URL.
* FEAFAE ERCE IR S3 IAAAE R A4 7K
o O THEEEARE AL S3 AEA AR K X Ak
o AEAF RIS i) 5 o
* AERERE D
« (Mg WA, 1EE M HTTP ACHL
o (ATIE) BN SCRFRIAAE AL 73 B A%, 3 8 HER 9 B £ 1% (Use Multipart Upload).

o CATEE) WURT B CAUEFXAFAE IS AT S I0IE, 158 T {E AR 5528 CAES (UseServer
CA Certificate) AL AN & -

| g
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Figure 19: TZH4 T &
Data Backup

3 Schedule Backup

SRR A ERCEAEA R, WAL AR
o E B K B R SE R . L S 8 22 I AE A BRI o 200 S A 20 (0 Rl (e e 2
* RGie AEh R MR HACEE T A MR TN, s mT DU SO S v H

o (A[ik) SRR EUEIER (Lean DataMode) , DL A4 A HERS AR & B0 o A FH bk 1 ) o
A7 BRIl PR 75%

o AR AT B R B AR B o 3K BB A I DR B
Figure 20: ZEM %

Data Backup

' Configure Storage

@ configure Backup 3 Schedule Backup 4 Review

Est. Observed Bandwidth @

683 Mbps

Max. Bandwidth Limit @

©

Mbps
Est. Backup duration @
00 17
Est. Sensor Count@
46
Lean Data Mode @
: =
-—
Retention @ Est. Max Storage @
6 day, 182 L]

Cancel | [ Previous |

SRS ZFRIRAr, AU I

| RS
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« BRNEUL R, MO XIRIEERIAEM S (Set starting backup point from today) &) 1. I1E
VG ZWE R E R (I 2 BTG R A SOtk 78 TAESRRET, SB—RvRef K
B Ty, . RN AT T REAN R A, W RS &0 BT I s, AR
TEHE, (HEVERTMGS . X RAFME IR 5.

Note  Joif /e fRifEUbik i, Frf i & B s gl o
< EELEG - AR, BARAAE L IR SIS 15 BT & IIET VRS AT %

s A ELHAE R E N BT %40 . 3 HIESE &I, B X (Timezone) fl R iFHIFF I B0 E
M (Allowed Start backup window) 35K A ) i .

o WERAMEHZES A0y, TR EIH TR E &0k
o X BRINH Web 3] 05 25 I X
o RVFIIITURAAR T 1. JTERA R IR NI B0 o IFIR) 2 L 24 /N XN

© FUHFBIPE AL CRUAIERD « WSEUH, WUATREH SEH 6 ikl BRI,
PR B, FAR R  yo FLTICRE TS, KRR Ik 1 ] 30
ot

Figure 21: £Hf & 1%

Data Backup

PER6 AAETEN S IHRIAMBE, K5 BEEL (Initiate Job).

g
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Figure 22: &H BB %

Data Backup

| Configure Storage | Configure Backup ~ | Schedule Backup © Review
Storag Backup
m test Window Conti Mod:
Bucket - Duration 17 mi
- =m  RcuningFullBackup Not scheduled
Bandwidth Backup detail
Sensor count 6 Required Storage / backup. 1768
Observed 683 Mbps Allowed Storage 18218
Max allowed 10Mbps . Retention (days) 6

FIMIRTS

sy |

Cancel | [ Previous |

BeEAAE A5, BRAEE REGAE, AR A S e TE I ik 254y . I SR &
(Platform) > ##& &1 (DataBackup), W LA{E “HdE#51n7” (Data Backup) il ik A& & 00IRAS

Figure 23: &R 7S

(@ Cisco Secure Workload

mmmmmm

Last Successful Checkpoint Before Available Storage Scheduled On (UTC)

Full Backup

SIS b RIS, i (RIS (B 1 24 /NI N B RA G s Tt BRI 18] o 5T, SRAG A i+ A K

AT 6 /N, W E E ORI TR A m LR (I RIS /D5 30 /N
RO T 2 HOME R

o R RREEIN ) B AR TR T I ] R A

o FABRRELNIA]: MR R RS R AR B 3 BT s (1 I R (R Ak

| RS
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FREBRITR

erasnity ]

R RO NI A RN A WP NN SEZES

o bAR g REEOR T AR T
RSN T TR e AT AR Y AR RS, AECE PR A UL o5 H AR B I, X LERRA
SRS LU
—AM T RS IRES, LU R AT RERPIRAS

o COVE/AFALEE: Ko S WIRIGIEE, TEAESESE S

 IEAEIBAT: IEAERE R 323 & 0y BISM R AE ik

© BT RO H C s W T B R

< RMG R CER L CRIG TEVE TR R

o IEAEMBR/CMNBR : AR M B N Ak 390 e A
%%ﬁﬁﬂﬁﬁ%ﬁ,%ﬁﬁ%ﬁﬁhumn&mm@o%%&ﬁm%,%ﬁ%“%ﬁﬁ%%%”
a7 o

TN G A AT AT R AT AT R R BEAT S SRR, 1 2 BB R . 08l 46 4 FPK KE, on page 32.

o] Ll St E A iR (Deactivate Schedule) 3241 K452 H & 4o S UCAE B e vl 2 s A & v &l o
WA B AT IR A SN A TR R A s AT S A T IR 2k I vH R T g2 S BUEE
HEAT BRE A 5 R, FEAE AL AR e SRR A&

Xt R FIEIR B

R

=

—_—

Cisco Secure Workload #EHEE BEATi# A R S 0 Az i JEL 3 o SEOANTSAE AT A BB 6 S B x4
BNATRE S FEN BRI R A . ZERCE W S, W20 e B FH 1 5 RA7Aif 5 ). Cisco
Secure Workload R PR A7 figs fill I 450 FH 28 CRAFFAEC B I PR BE L  o A7 DR B IR S5 AT S0 1, 9
I AEAERT H M BR o L0 A7 A8l FH 18 RS B P 1) e R A7 i R A NI T S B (A
R 80%) Ja, PREAFF MR AR B A A m, ORI B BB LA T o FEARfT i i, R
P D e fs 22 /0 OR B A D A 2 ORI A R B RS A, DA 238 e . n RAR B ekl b
ATATAS 2 DU 25 0], RSB S T ia R .

BEE R A O, INR A SR W1 F e B . (2, A AT LAOR B, AT 1R O B i B )
Bro RGASMER R KA A S WARAT Z AR R, AN AL LR IS, JF
Hab I & s ek MIER, POV EN CpOR e o et BORMRYE 7 ZE R B & A, PRI RN 2%
PERE S R DR B i AR AE . BRI A, T A e P d ks A s I BUE B AR

g
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o BT ORI, SEREL UL T DBRERRER . HiT, & REEENIAIRE A DR AR
BEE N 25 AR

© FEARRFIEN SRS, AT o 9% s £ & LU 1) B S A 100

Cisco Secure Workload UL F4H5:

FERE SKU # &8 SKU
8RU-PROD 8RU-PROD. 8RU-MS5
8RU-M5 8RU-PROD. 8RU-M5
39RU-GENI1 39RU-GENI1. 39RU-MS5
39RU-M5 39RU-GENI1. 39RU-MS5

EEREXATHEES
A\

Note i & SR AR SCRE A0 LUR S Hidi

M AR AR SRR R IE T, R TT DA PR BB B o A P8 ) IR P At A R, 7
TEFE AR BCE UL IR E (Recovery) BT NAC B R PE41E R .

HAT=F G S0 & BRI ) T T30 8 s AR, X TR A X = Aok, iR L
NRE:

< K Z A E (Standby Config) #'E A FF (On). BEACE —4 W B EN, HE SR
Mk

« WEF S BE A BRI FQDN. 467 LU 8 .
Y

Note  Kafka f1f&/&% FQDN 255 FARENTAS, 5 MK A2 P S i

| RS
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18 #4= %k S % Cisco Secure Workload £ 7% .

Figure 24: [3 F & FAHEX
Site Config

Complete this form to create or update the site config.

General Standby Config ‘ ‘

_— Enable restore standby mode, Cluster will not functional until failed over.
mai

Primary cluster site name
L3

hui
Network Primary cluster site name
Service Sensor VIP FQDN

wsshui tetrationanalytics.com
Security

The fully qualified domain name that has been setup for WSS this cluster. This name should point to the cluster's sensor VIP. Sensors
ul will connect to this FQDN when DBR is enabled. This takes effect only when DBR is enabled. Before changing this FQDN make sure it
resolves to the sensor VIP IP address. Failure to resolve will prevent updating this field.

Advanced Kafka 1 FQDN

il i

s Back The fully qualified domain name that has been setup for kafka-1 instance in this cluster. This name should point to the cluster's Kafka
o act instances. This FQDN will take effect only when DBR is enabled. Before changing this FQDN make sure it resolves to the corresponding
kafka-1 IP address. Failure to resolve will prevent updating this field.

Kafka 2 FQDN
kafka-2-hui.tetrationanalytics.com

The fully qualified domain name that has been setup for kafka-2 instance in this cluster. This name should point to the cluster's Kafka
instances. This FQDN will take effect only when DBR is enabled. Before changing this FQDN make sure it resolves to the corresponding
kafka-2 IP address. Failure to resolve will prevent updating this field.

Kafka 3 FQDN
kafka-3-hui.tetrationanalytics.com

The fully qualified domain name that has been setup for kafka-3 instance in this cluster. This name should point to the cluster's Kafka
instances. This FQDN will take effect only when DBR is enabled. Before changing this FQDN make sure it resolves to the corresponding
kafka-3 IP address. Failure to resolve will prevent updating this field.
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o TERIL R Cisco Secure Workload HEHE [ ML & AH [
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CEL BFARBEA RN, AR AR B R
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s Luke#&A: 2 THEMF MBS AR . SRR IBEUN S . A EK
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Procedure

P11 (D) WRCEEMAEENGEL, 2P 2. BIE S3 M, IEMmA LT EAE R
* AR IR AR o
* FFE S3 BRHERIAAfE 243 1) URL.
 ELAENE EICE RFA S3 AR ARG 2R
o OWfFRAEAEA A IR I S3 He A AZ Ak 1 XI5
o AP R )5
* FEREI B
o (i) WAL, A HTTP ARRE,
o (%) WAL CAUE TN A IR S5 4R 2EAT SOy g0, 5 0 HIE FA AR 55 88 CAEH (UseServer
CA Certificate) Jf4i N UE T FE4I1E &L .
HE2 5K (Test) LUK A2 75 T M Cisco Secure Workload £E#F 17 11] S3 474 »
CHAT IR IR A SRR P o W R B B A I BT ARG, T D U W IR bR 8, A gk
PAT T
;3 il T—% (Next).

L4 %R E (Prechecks) I, &7 Cisco Secure Workload i247 FITRACA A R A . BFBhiE4T TG
rer, S ITHRE (Perform Check).

RGUKs R K A R -

R FAETE B ABLIL TR IR, P bR 15 15 B L LABUAN S B, Il
bk B L 51 5 BR 95 R 25 (Service Status) ST IASKHUA KT 45 )8 % PRI .

 WERAEATRI AR, LA 2T e ) A REAR S R . T TR AR 554K 7 (Service Status) U,
ARHOZMR S5 K S 2 VR S
Note fiff {2k 52 2] fRA 8 AU T 1 HLIA B ik

$IE5 L FFIEREEIE (Start restore process).

fEMRE (Restore) I, o CIBAT IO Bla i R Al IO S3 APt PRANE L DKt = T
R PR

PIR6 niilikE (Restore).
SBT EMISTIEHES, Erp ZEHE LU A RS E SR Ik S FE AR B e & =2k, Bt e = k.
M HaIA (Confirm) FFEAER 5 i 7

RGO B Ba R L R HE S

| RS



| saugsp
mizmeatse

Caution 7% & | Playbook BB, SERET T RS H06 TR pIaa 1L, I+ HASFHUR T 29 4 P /N 78
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5 FE A K B Bt

IR GUI KN [ JE3E U5 1), V5 IBCR SRR SR 0 LU g i 75

Note

1R & fe Playbook BBtz J&, v LAV IR GUI H S BT A EML RS . RGER BR— 4 MiiAH S,
FE I Yk S )

What to do next

E%ﬁ DNS 45 #% LUK L (¥) FQDN 502 [ B AETF TP Hhik, AT A CRR 1 FA QR SR T A LR A5 11 SR s
REAFRANK WL BANZE T S AERNE SIANE DL, B 7 . A O VRS s 3% e 1 i 9 SR AR A

TR BN B 41
FEMRSLUEIEZ T, A5G FURCHCHE . RO RS A T4 0 S I — {2 AU A SRR,
S A R TR, AR B E U, SRR (Data Restore) ST 44 420y & i 1)

\j‘o

\)

Note f¢ FHARRE N 15 SIAPRAACIL. L ARAE LA 4003 ST k0 FH AN G ) A7 R AP R AR I, A 200503 46
&S Nip e i

WAEE BT, fAif BRI E N T “IKIL” (Restore) HEI-Ke s FUBCR A -
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VM 52

HIFEHERR (Troubleshoot) SZ 5. R K E AL (Virtual Machine) T i< i 7~ J& T} Cisco Secure Workload
LR ITE BN LR G ETg Cinf) R S RIRERE, JFHIES BoRAZE 1P,
VR, LR BRI E T ALM 4, Fefnrgesa A3k 1p.

H2% Cisco Secure Workload £ 2

Cisco Secure Workload 37 FF RIS T+ - SE S FHFAHN T L. BA R &N BBl 72,
FESERTHRIAN], AR ATA B RNLES 2 O], 88 VM, JFEFIECRS . 7ESE T2,
EREP R I A B BB O B AR T2 TR (P A LB TRIBR 4B o

SR AR
Cisco Secure Workload FEFE 7 7 1K) T+ 2 214 .

s TEAR: BT, WEN T EK P IEREES (Platform) > AR/IER/KHF
(Upgrade/Reboot/Shutdown). 774k (Upgrade) i1, AR (Upgrade). 7E4 0 TF4%
SRR, BRI R G, BRI T SRS . AL, RS IR JEL 5 M Cisco
Secure Workload Ul

* ANT HR: 4N T T TR RENk D ERHENU ] . IVERNO RS T8, JFHASZE VM
Ao AU TRE 5 L8 . BRI T T, 15 IE RN T F4R (Patch Upgrade), #X)5 i
EIEANT F R 5E4E (Send Patch Upgrade Link).

R M IR bk A i — B S B I H PR, DUR BT
Figure 35: 61 & 7+ 4R SE3Z RO BB 14
Hello Site Admin!

We received a request that you intend to upgrade the cluster "50". You can do this through the link below.

Upgrade 50

The above link expires by Mar 26 09:29:50 pm (PDT).
If you didn't request this, please ignore this email.
Upgrade will not be triggered until you actually click the above link.

Cisco TetrationOS Software, Version 2.2.1.34.devel

TAC Support: http://www.cisco.com/tac

Copyright (c) 2015-2018 by Cisco Systems, Inc.

All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. Cisco products are covered by one or more patents
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Tetration Setup  Diagnostics » RPM Upload » Site Config » Site Config Check » Run norfleet

RPM Upload
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v B i base_rpm_k9 [3.5.0.7.devel ]
Select RPM file
Browse... No file selected.
‘ Continue ~ Skip

PR CE UL _E BRI A% RPM. KEEH T EAL RPM 4 S8 BRI, IF H ks
(Continue) # 1 LR EFEE PR . T -

g
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L& RPM

tetration_os_rpminstall k9
tetration_os_UcsFirmware k9
tetration_os_adhoc k9
tetration_os_mother rpm_k9

tetration_os_enforcement k9

©o o~ w D P

tetration_os_base rpm_k9

N

Note  5i}-F-7i vSphere i3 1) Cisco Secure Workload AN RESUSERE, 1#Hf {4 [l I TH2% Tetration os_ova k9
RPM, FfHA 4% tetration_os base rpm_k9 RPM.,

EARERR EAMHE, 3SR RPM 2K HERF T sesh, RIGH) EAER LI Ebrid
Figure 37: RPM £ B &

Tetration Setup  Diagnostics » RPM Upload » Site Config » Site Gonfig Check » Run
RPM Upload

« W tetration_os_rpminstall k9 [ 3.5.0.7.devel §

v @ tetration_os_UcsFirmware_k9

« W tetration_os adhoc_k9 [ 3.5.0.7.cevel §

v @ tetration_os_mother_rpm_k9

« W tetration_os_enforcement k9

v W tetration_os_base rpm k9
Select RPM file

Browse... tetration_os_enforcement_k9-3.5.0.8.devel.rpom

verifying RPM. .

RPM downloaded

RPM install failed

| RS
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Figure 38: 1% RPM

Cisco Secure Workload Setup

Software Upgrade

To upgrade Secure Workload, perform these steps:

1. Download the RPMs from CCO

os_rpminstall_k9” package and click Install,

3. Upload the dependent RPMs and click Install.

Package Name

tetration_os_rpminstall_kS

terration_os_UcsFirmware_k9

tetration_os_nxos_k8

tetration_os_adhoc_ka

tetration_os_mother_rpm_ kS

tetration_os_enforcement_k9

tetration_os_base_rpm_k9

Select RPM file

Browse,, No file selectec
Continue
There are mo RIPMs staged for insta

HRVEA UL, 52 Cisco Secure Workload T 2¢35 1

Ellj lﬁ\ E l%‘

THRAERER T — P OBl 5 B JFARPTA ol A B Bl w) S

* SSH A

* Sentinel 4R IBLE (G&EH T Bosun)

* CIMC WM 2%

* CIMC P55 0 28 9 5

R

)

Currently Installed Version

3.9.0.14.devel

3.9.0.14. devel

3.9.0.14.devel

3.9.0.14,devel

3.9.0.14.devel

3.9.0.14. devel

3.9.0.14.devel

Staged Version

wazs |

Status

o HBEHRT LT 7B

Note it 51 LU AT A0S I 2, 4w LG B I 2 B8 o0 8¢ Sz n L g 2% . 2

eSS R BAT A 24 A SRR TCVA A

* DNS fift b4
* DNS Domain

g


https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/upgrade/appliance/cisco-secure-workload-upgrade-guide.html

Hreapies
H

sy |

* NTP fil%5 %

* SMTP flli %5 %5

* SMTP ¥ [

* SMTP 1744 (Wlik)

* SMTP %4 (hik)

* ARG HERS & (k)
s R H &K H (Al

s RGEHEMEMNE (i)

\)

Note

o R HEMRS o™ E IO ™ ERIE S T bosun %4k, FHEEE M E M G E NS BUE
(R A

M3 RRARTTIR, AZFHFEITIRE Ul BIIMEERZHE. ¥ TAN WA E VEEHE S HR RS
HE. fAXRFEAMELR, ESKINTE RS HEREIET 2 TAN,

* Cisco Secure Workload 37 ##{#i H} STARTTLS 1y % ‘3?:% SSL 8% TLS A5 i M4 ik 45 s BE AT 22 4

1] SMTP 15 . HF 22 AV & RS 2L AR i 113 5 % 587/TCP, {HF 2 R 4% 2o 552 b v
25/TCP i 1 E 2 4HE.

Cisco Secure Workload A 37 35448 SMTPS Ppisl 5 403 B A2k B 25 2 ik 4738 45 o

HATBORTER . WREAH N, AT (Continue) LUl & FH iy, 75 058 7 B, 4R
J& 4R L (Continue)

THekaTiRE

FETHRAERE AT, BONEREAT — 280, DR — VIR . REURHRAT EL R T

* RPM g Ak & W A LU R T A RPM & A% IR IER . EASR AL IE, Haf
ot O Al WHE, PR A e LA R 5e k.

* ul 5 Linter: $47 %4 5515 & linting
o THHLCE : FoEAIM B E T A HAL

o U KA RS PUAT DNS. NTP FI SMTP R4S #8460 A . AL S AR, ZHBE 28 k1% 2
Tk A UK P . W KL E DNS. NTP 88 SMTP AT IR SS,  J sk A5 B8o 2

o DML I AALEROE T RO MOIF AR ST R

| RS


cisco-secure-workload-user-guide-on-prem-v38_chapter10.pdf#nameddest=unique_880

| sreuesr
F+4% Cisco Secure Workload £ 5% .

H-4% Cisco Secure Workload £ £%
AN

Caution o F R PR 2 RE1S 1E #F&E (1gnore Stop Failures) $E3 . 33X & 548 iR 45 oK 5 1IN T4 2
PRAZIETI . AT FH I 328 T 2 5 DA AE IR 45728 A 3 31K 25 BN Pl 8 S B0 1) R UL ML o

o FEMEE T A ik

Figure 39: 7+ 4% 6 5%

telrabon_as. base o k3 latration 05 mother o K3 tetralion_os_adhoe KD

L |

Before you begin

SERTH AT, R 5 i AN AL KR A WS A A0 14 o

Procedure

FE1 g EE (Continue) TFAGTH .
P2 (W) AUHER S IRLLE R NG

R 4% R Cisco Secure Workload RPM FIFRAS . FHZF A2 25 W AR db S . 5 (0K 78 IEAE ST IO
g, SRR CTERINES), LR RIS .

VYA AT«
* Wil (Refresh): Wil UL

* FEAI(E L (Details): fidi¥4A15 R (Details) W & EMTHRE C5E P B mii HE 55U
k] s H &

© B (Reset): UEREIGAL & HOE M SRS ML T T2 BOH THOT IR 2 . BRARTHK
W, BAETHROR L e O, WS 2 I, DUEAE B8 TH i se e A R

* HJ5 (Restart): 4FHIURIEI, ridiER (Restart) v &5 LRI R AF TG, X ] DL Bl
YL AT REFHLLE T 25 R (A ] AR Ak BERFS BE J5ATF m f)

FESCBIRLIE T, R GE e BRERREAS AT VM FRERAS . BdE:
* AT (Serial): FEE MLEANLIBRDLHAT

| g
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ERARAE

* #1101 IP (Baremetal IP): 3HC£5#RHLIK N & TP

* 5245124 (Instance Type): VM [

* S5 % 5| (Instance Index): VM RG] - 7 2N — KAL) VM w] SEHL s Al I
* LI IP (Private IP): 73 BC2y b RESUMLIK A & TP

* A3 1P (Public IP): 73 HC4h b B FUML I AT 8%t TP - FEAE P MEFUMLAR A7 Ik 1P

o IEWIZATINA] (Uptime):  MELML A IE 5 1847 I [A]

< JRA (Status): FTLUE O, DB, R R SHEBUEEEAT .

o 5 EBHERE (Deploy Progress): #1143 Eb o

* B Hi& (View Log): M THF VM #EARS %4

EHARAE
PRI

Procedure

$E1 VM HEBHE: SAHEFHE (ViewLog) AR VM #E HE.
$E2 hiFEEK: AEHIEAEE (Details) L4 5L LU FHHHHE.

| RS
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Figure 40: 138 B %

Running playbooks on the instances ...

e | s [ [0

Orchestrator
Instance ! Orchestrator-Upgrade
Orchestrator-consul
Serial Orchestrator-scheduler
Orchestrator-server
FCH2111V{
. Playbooks-Orch-bare_metal
FCH2111Vvi Playbooks-Orch-bigbang
' Playbooks-Orch-consul_server
FCH2113W(
- Playbooks-Orch-get_upgrade_logs
FCH2111v{ Playbooks-Orch-orchestrator_during_instance_deploy
. Playbooks-Orch-orchestrator_postinstall_setup
FCH2111V{
. Playbooks-Orch-orchestrator_setup
FCH2112vt Playbooks-Orch-pre_orchestrator_setup
' Playbooks-Orch-switch_config
FCH2111V{ :
~ SiteinfoChecker
FCH2112v! VM Manager
FEANFEREAS R I H &

SHARABE

Instance Type
hbaseRegionServer
adhocKafkaxL
happobat
happobat
zookeeper
zookeeper
zookeeper

datanode

o PR - PR RS H A& - ORI A — M AR 1 S — AN A H .
* Prif s - THE- M T 2.3 (1 NOP

* Orchestrator-consul - 7 E Ppif#E FI247 1 Consul H .
* Orchestrator-Scheduler - RERILUFRIFRT H & - AN RSB L HCE VBN BRAL L LU HRITH &
* Orchestrator-server - 5K [ /i 3 ) HTTP Jle55 4% H &
* Playbooks-* - 7EWp 2% 21T KA Playbook H ik,

g
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BITHRAETEE
FEVRITHRAR BT 5, AR /R W] o DU s, BlE BRI AT VRS I AT T . 2B B
XBEEHR A REGR ST ST LUR BTk £, i AL AR TH R 11, XAl e A n] LRt AT B
ARRE, ARJEBITH . AT TR H N BR A

BISATTFRATAL A, AT DL N A
1. AL (Upgrade) LR, Mt FFiAAR T (Start Upgrade Precheck).
XN BT TR A, HE OB TR .

Figure 41: 1T AR BIILE

Upgrade

Upgrade  Reboot/Shutdown  History

1 Precheck

2 Precheck was started at Aug 12 04:16:22 pm (EEST) and is in progress
| |
=

Select Operation:

®  upgrade
An upgrade operation involves shutdown of all VMs except the orchestrator VMs followed by deployment of new VMs, and re-provisioning of all services in the cluster. Cluster continues to collect flow data in an upgrade operation
except for a time in the order of minutes. There is a downtime of 2 hours

Patch Upgrade
A patch upgrade process just updates the services that need to be patched and will not result in restarting VMs. The downtime is usually in the order of few minutes.

Current Operation: IDLE

Upgrade can be initiated below.

Send Upgrade Link

2. {EhES AT TR AR, B AT R Pt S AR BE M I BE 1D . S
FALLL 8 J TR RS 2

Figure 42: i N T AR AIHEE RIS HE

Upgrade

Upgrade  Reboot/Shutdown  History

1 Precheck

™ The last pre-upgrade site check completed successfully. An email with a validation token has been sent to the configured site administrator's email in company cluster config page. This validation token can be used to validate that
pre-upgrade checks have been completed successfully.

= Start Upgrade Precheck | + Upgrade Precheck Status | R T
2) Select Operation:
®  Upgrade

An upgrade operation involves shutdown of all VMs except the VMs followed by of new VMs, and re of all services in the cluster. Cluster continues to collect flow data in an upgrade operation
except for a time in the order of minutes. There is a downtime of 2 hours.

Patch Upgrade

A patch upgrade process just updates the services that need to be patched and will not result in restarting VMs. The downtime is usually in the order of few minutes.

3/ Current Operation: IDLE

Upgrade can be initiated below.

Send Upgrade Link

FET AR A (VPR o WERAETH Giier A R bt DUAT ] e, AT DA e A 28 RTAR . (1 4
P e B ROIR S

| RS |
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Figure 43: FHR AT HVRTS

Upgrade Precheck Status

HiE & % E (DBR)

WERAELERE LR T DBR, S5 2 [ A I Eds %5 0n MR 24T T2

Cisco Secure Workload fE&f R B2

AW Y AY

e REBEIZR PSR E

AAHZEPIFAEIH AT LU G D220k h E P E HERR (Troubleshoot) > R B
(Snapshots) ki il B R 1T H .

PR T H ] H T s 0 Sl S sl SR i B 8 (CIMC) BEORSCRFIRGR AL . ity PRI SRS
#” (Create Snapshot) UL [ F (¥ G IR Fdl gk —AN i, DUEREZ S i E CIMC P (BoR
TRFRGE) o TS CIMC HRIB KL T AE Cisco Secure Workload 46K 4+ (ESXi) 1 Cisco Secure
Workload SaaS I S 4 2E ] .

midi “Z4 P ” (Classic Snapshot) T INE PRI T B is 47 F2 7 H 7 A4

g
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Figure 44: R BB T Riz1TH2F

A —
Fihi CIMC BRI 241 £ % CIMC AR S FF T Has 4R 3/ 7 Sk«
Figure 45: CIMC ¥ K 3 T 1712 %

) Select Type © Create Snapshot

A FHER I B T 5 61 2 R BB (Create Snapshot), e T FUE U4 :

« Hi&
* Hadoop X yarn [ AT H & PR ZS
o AR T K

K1 TSDB it B
A DA a5 BRI P48 i S L8k I3
* logs HE T
* max log days - ZCEE M H G RE, BRI 2.
* max log size - ZLAE AR H G IR 5 8, BRIAME D 128kb.
* hosts - ZEMHIRICH EARSHIENL, BRIAK all
* logfiles - ZARMUK) H A IEME LK, BUAR all.

| RS
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el ome sk ssmse [

* yarn %I
* yarn app state - ZE3RHUHAS B HRA (RUNNING. FAILED. KILLED. UNASSIGNED
4, BIAA all.
* alerts T
* alert days - ISR (R EAREAE 1K R

* tsdb JE TR
* tsdb days - ZISCEE T tsdb B RS, 9K SRAE v e Qe AR ORI PRI

* fulltsdb I3

* fulltsdb - —~ JSON X%, A HT45 7€ startTime. endTime fullDumpPath. localDumpFile F
nameFilterIncludeRegex, PLRRHIEMLLFE AR o

* comments - FJ VNI LA B CEE BRI St DRI BN B o

EPRORPE S, “PRIESCPESIFR” (Snapshots file list) U TR 2 o PR L 46 PRSI
DM “HRIESCAESIZR ™ (Snapshots file list) BT Ef¥ “ R4 (Download) L HEAT T 8. — K
REMCEE — MR

22 CIMC %2 R 3Z#54H 45 £

76 CIMC PRI CHARSCRERZR AL Tl b, BN AN CIMC B SRR ZR AL s (7515,
S5 i B3R 1R BR (Create Snapshot) #4H. BRIESCARF112 v 25 7R CIMC BEAR SRR -t
RS, TR 45 /R CIMC HEARSCRFR 4R Tl il . CIMC BORSZFFZR i e 5¢
B, BRI S22 D i S s

{5 R R BB
fift s R 2 B g —> clustername_snapshot H 5%, &R rHEAN HE . HES ISR

TEAORAT, Hh a5k B 2L H SR8 . PRIE 25 B JSON 8 N ERAFHTSR I T
Hadoop/TSDB %4 -

| g
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Figure 46: {£ F %58

~/Downloads/tet-snapshot 1s
total 93840

drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 1691 staff 56K
drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 42 staff 1.4K
drwxr-xr-x@ 42 staff 1.4K
-rw-r--r--@ 1 staff 45M : tsdb. json
-rw-r--r--@ 1 staff 4.8K : tet_snapshot_manifest.json
-rW-r--r--@ 1 staff 34K 2 snapshot_report.log
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 41 staff L4K
drwxr-xr-x@ 41 staff L4K
drwxr-xr-x@ 41 staff 4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff L4K
drwxr-xr-x@ 42 staff 4K
drwxr-xr-x@ 42 staff 4K

1
1
1
1
1
it
1
1
1
1
1
i
1
1
1
1
1
1
i
1
1
1
il

050 0 4 sh 4T FFHT A index.html I8, Z45 2 B L F BT«
o SRS S U P R o
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Figure 47: E3R RS B B 5251 3%

Alerts Dashboard Hadoop Logs

Eann ]

Fri Oct 23 2015 16:29:51 GMT-0700 (PDT}): adm.checkMissingAdmNightlyMetric: 1
Fri Oct 23 2015 16:29:51 GMT-0700 (PDT). sys.diskUsagelsMoreThan90Percent: 1

Fri Oct 23 2015 16:29:51 GMT-0700 (PDT): druid.checkMissingMetrics: 1
Fri Oct 23 2015 16:29:51 GMT-0700 (PDT): pipeline.flowsWithNoEPGIsHI

gh: 1

Fri Oct 23 2015 16:29:51 GMT-0700 (PDT): adm.checkMissingMachinelnfoMetric: 1

Fri Oct 23 2015 16:35:51 GMT-0700 (PDT): druid.checkMissingMetrics: 0
Fri Oct 23 2015 16:44:51 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 16:49:51 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 16:59:51 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 17:04:51 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 17:14:51 GMT-0700 (PDT): druid.checkMissingMetrics: 1

0O == O =

Fri Oct 23 2015 17:24:52 GMT-0700 (PDT): pipeline.BDPipelineRuntimeSecsisOverThreshold: 1
Fri Oct 23 2015 17:49:52 GMT-0700 (PDT): pipeline.BDPipelineRuntimeSecslsOverThreshold: 0

Fri Oct 23 2015 18:49:37 GMT-0700 (PDT): druid.checkMissingMetrics: 0
Fri Oct 23 2015 18:59:37 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 19:04:52 GMT-0700 (PDT): druid.checkMissingMetrics:
Fri Oct 23 2015 19:29:37 GMT-0700 (PDT): druid.checkMissingMetrics:

Eri Mt 23 AN4A 10:24-R7 2T Q700 (DATY Ariid nrhanldd liocinakdntrinoo:

O = O =

* 521l Grafana ¥l TR .
Figure 48: £\ Grafana =% E R

Dashboard Hadoop Logs

Collectors

Total flows per interval

Number of flow events

25000
20000
15000
10000

5000

0
08/03 00:00 08/04 00:00 08/05 00:00 08/06 00:00 08/07 00:00

Number of sensors

08/08 00:00 08/09 00:00 08/10 00:00

S E L ORI Hadoop BEUE BE g itim . AL 2 Bzl i) H &

g
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Figure 49: €% Hadoop 55 & 1853

Alarts

Dashboard

Hadoop Logs

RUNNING FAILED m

slate

RUNMING
RUNNING
AUNNING
RUNNING
RUNMING
RUNNING
RUNMING

RUNNING

RUNMING

RUNMING

RUNMING

RUNNING

FINISHED
FINISHED

]

appdcation_1442528378005_102095
application_1442528378995_107366
application_1442528378095_107368
appication_1442528378995_107367
appiication_ 1442528378005, mﬁ
application_1442528378995_256357
application_14425283TA0085 2563586

applcation_1442528378005 256355

applcation_1442528378095_256348
applcation_1442528378095 256354
application_1442528378095_256351
application_1442528378095_256344

application_1442528376095_263938

appication 1442528378095 253097

« BRI T HAR 512

SRR

THETHE

com.tetration. pipeline.PipelineMain

com.tetration. pipelineActiveFlow

com tefration pipeline UberBidinCopler

o tetration. retention, RetentionbMain

com.tetration.pipeline.UberMachineinioCopiar

attacks-index-generator-Optional o201 5-11-02T23:21:00,000/ 201 5-11 -02T23:22:00.000Z))

aggregated _flows-index-generator-Optional of[2015-11-02T23:21:00.0002/2015-11-
02T23:22:00.000Z])

hosts-Index-ganeratos-Optional off2015-11-02T23:22:00.0002/2015-11-02T23:23:00.000Z])

aggregated_flows-indes-generator-Optional.of[2015-11-02T23:19:00.000Z/2015-11-
02T23:20:00.0002])

sanaor_stats-index-generator-Optional ofif2015-11-02T23:22:00.000Z2015-11-
02T23:23:00.000Z])

aggregated_flows-index-generator-Optional of[2015-11-02T23:20:00.0002/2015-11-
02T23:21:00.000Z])

aggregated_flows-index-generator-Optional of[2015-11-02T23:18:00.0002/2015-11-
02T23:19:00.000Z])

attacks-index-generator-Opticnal.of{[201 5-11-02T13:32:00.0002/2015-11-02T1 3:33:00.000Z])

sensor_stats-index-generator-Optional oN[2015-11-02T13:33.00,00022015-11-
02T13:34:00.000Z])

applicationType elapsedTime

SPARK
SPARK
SEARK
SPARK
SPARK
MAPREDUCE
MAPREDUGE

MAPREDUGE
MAPREDUCE

MAPREDUGE

MAPREDUGE

MAPREDUCE

MAPREDUGE
MAPREDLICE

048440504
2418332064
2418307170
2418512413
2420352532
10483
10178

10513
115046

10721

G0209

164729

47068

24514
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Figure 50: W £ 9 H 75513

Alerts Dashboard Hadoop Logs

alerts.json

tsdb.json

yarn.json

pascal-16.tetrationanalytics.com/df

pascal-16.tetrationanalytics.com/dmesg

pascal-16.tetrationanalytics.com/Isblk

pascal-16.tetrationanalytics.com/Iscpu

pascal-16.tetrationanalytics.com/mcelog

pascal-16.tetrationanalytics.com/ps

pascal-16.tetrationanalytics.com/rpms
pascal-16.tetrationanalytics.com/local/logs/tetration/snapshot/current
pascal-16.tetrationanalytics.com/local/logs/tetration/collectd/collectd.log
pascal-18.tetrationanalytics.com/local/logs/tetration/collectd/latency_msrmt.log
pascal-16.tetrationanalytics.com/local/logs/tetration/collectd/network_metrics.log
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-24
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-25
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-26
pascal-186.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-27
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-28
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-29
pascal-16.tetrationanalytics.com/local/logs/oozie/oozie-instrumentation.log.2015-10-30

{58 F 1R B AR 55 1A T YR RO LE 17
BB TIPS %, A3 HL 25 AL,

fERTRE TH (BUPEHERR (Troubleshoot) > #7125 IR B2 28 (Maintenance Explorer)) #n LA ridi4E
P /TR URL:

Figure 51: F T O 3P B IR BRAR 55

Maintenance Explorer

‘ POST v ‘ orchestrator.service.consul orch_stop

+ Add HTTP Header

AP 2 SCRERUR I P A e R R TR

PR IR S AEREAN T A 15151 i 1 _FIZ2AT . & R e CREERLESNTD , IF AR AR
f£ POST i,

| g
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Figure 52: & FA 1R BR AR 5 #E1T IR F4E 40

POS % httpeff  pascal-1:15151/sPargs=-1%201ocal/logs/tetration

Status: 200
total 52
drwar-xr-x 2 root UsSers 4096 Nov 3 20:88 BDFipeline
drwxr—xr-x 2 root users 4096 Nov 23 28:22 activeflowpipeline
drwxr-xr-x 5 tetter tetter 4096 Jun 9 22:53 adm
drwxr-xr-x 2 collectd collectd 4096 Oct 17 ©84:29 collectd
drwxr—xr-x 4 druid users 4096 Aug 7 22:88 druid
drwxr-xr-x 3 root root 4896 Oct 12 18:88 mongo_indexer
drwxr-xr-x 2 collectd collectd 4096 Sep 15 28:49 netmond
drwxr-xr-x 2 root root 4096 Nov 3 15:82 policy_server
drwar-xr-x 2 root Users 4096 Oct 19 17:28 repl
drwxr-xr-x 2 tetter tetter 4096 Nov 3 21:47 retentionPipeline
drwxr=xr-x 2 root users 4096 Oct 14 23:28 snapshot
drwxr=xr=x 2 root users 4096 Nov 3 22:04 ubercp_bidir
drwxr=xr=x 2 root users 4096 Nov 3 22:83 ubercp_machineinfo

WAZ0 s 5 # URI /& POST http://<hostname>:15151/<cmd>?args=<args>, H' args A Z4%7Fa A1 URL
i EAMEH shell KisATaw 4. XAERT DL SLVFBAT AT #4F

REBAYZ iR EHATIA T RE X :

* [RER 025
Is
svstatus, svrestart - J&1T sv status. svrestart 7~fil: 1.1.11.15:15151/svrestart?args=snapshot
hadoopls 3217 hadoop f5 -Is <args>
hadoopdu - 21T hadoop fs -du <args>
ps7fil: 1.1.11.31:15151/ps?args=eafux
du
ambari - 1217 ambari_service.py
monit
MegaCli64 (/usr/bin/MegaCli64)
service
hadoopfsck - iZ1T hadoop -fsck

 RER0.26
makecurrent - 31T make -C /local/deploy-ansible current

netstat

| RS
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z7Em [

* %88 0.2.7 (KL uid “nobody” H#iE1T)

cat
head
tail
grep
ip -6 neighbor
ip address
ip neighbor

WA N POST /runsigned, 'eKHE47 i Cisco Secure Workload % 44 1] shell JIA< . &%} . POST

MEHRIZIT gpg -do WIR AT DARIEZE L HEATIOAE, "EHLATE shell FIfTINECA. XEMEEN
Ansible W B —#5r, TEERGRE S LEALNY, HHHEMARRIM 24,

HAT ) ST PR P mT DL Ik AT 12 2600 B S5 A rh B P S BE HERR (Troubleshoot) > 4E 3745
S22 (MaintenanceExplorer) kA iz 1T F i - MTﬁm$FPJiT%POSTO (0, Mﬂﬂiﬁ
A ] “HA B TUE 7 (Page Not Found) #5i% .

{FF1REB REST KinERRS:
* druid: 1.1.11.17:15151/ser vice?ar gs=super visor d% 20r estar t
- druid MU IP 32 0.17 %2 0.24; .17, 18 EWHIAS, .19 KTIH, 0.20-24 2L

* hadoop BB R BhEE:
1.1.11.25:15151/svrestart?args=activeflowpipeline
1.1.11.25:15151/svrestart?args=adm
1.1.11.25:15151/svrestart?args=batchmover_bidir
1.1.11.25:15151/svrestart?args=batchmover machineinfo
1.1.11.25:15151/svrestart?args=BDPipeline
1.1.11.25:15151/svrestart?args=mongo_indexer
1.1.11.25:15151/svrestart?args=retentionPipeline

* REESIE
1.1.11.25:15151/svrestart?args=policy _server

* WSS

1.1.11.47:15151/svrestart?args=wss

g



|
B rzaormemme

73 25— | LU M
¥R Z2 B[R BB 2% um A
BIRATAT A &, ST MG O AN SR TP i S EFEHERR (Troubleshoot) > 43P &R EIE S

(Maintenance Explorer) Tiifi.

138 7] LI AEATAT 0L HIZ4T POST #ir4 (11 <end- point>?usage=true) k& #4 UL [ o (4%
AN L AR o

fil4n: makecurrent?usage=true

get v S
£ LR

bm_details BHHLEE A

endpoints HH ML A

members 7RI Consul BEIAFIFR, LhRABATIRZS

port2cimc * FU g &R R 1) 1P
 MARFEM AR EH ListT

status 7R N PR IR S5 IR S

vm_info « WORMIER VM 5 B
© MARFERM EM ListT
* L vm_info?args=<vmname> % ;1817 & b

| RS
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Table 18: post 5%

post is % .

i

kil

bm_shutdown_or_reboot

o MR ESERMZEN LT RN, K5
[ BRHLA HH O AT B iy 4, 1E DR AT
JAAZ TN A mT LU Y 2 SRIBOR P
AR

o ZOJICI RSB PR, T :
bm_shutdown or reboot?
query=serial=FCH2308V0OFH

« ZAANER KA,
bm_shutdown or reboot? method=POST, j?#%
TESCWCE A IR TP 51 JSON X 4.

. (vserial™: "FCH2308VOFH")

© BUAZNER MRPLE RS, T
bm_shutdown or reboot? method=POST, j?#%
IESCREE A T U515 (¥ JSON X%,
IS BEE N “true” TP B0

{"serial": "FCH2308VOFH", "reboot": true}

cat

cat Unix 4 HE 352 P &

2

cimc_password_random

 FENLIL CIMC %5464,
o NWARFEERE W _LI2AT

cleancmdlogs

TR
/local/logs/tetration/snapshot/cndlogs/snap—

shot cleancmdlogs log i H &

clear_sel

* HERARGCFIHE
* MAXFERHEM Liztr

g



. post i5 %

sy |

1t AR

cluster_fw_upgrade

o Xt TN RR D fE
o AEREMEREIZAT UCS [T 2%

o RINSE R ERE ST, T A RN R L A
% BIOS FHIL A 21 2F [ 4

1247 772%: cluster_fw_upgrade

Ue g2 A ShF WA AT 9, IFAETH
BT Ui sl 58 I S0 H A S0

ZERBOTeRES, WA

cluster_fw_upgrade status ¥

cluster_fw_upgrade status

XTI AR D fiE
SR SEREAERE UCS [ FTHR RS

DL cluster_fw_upgrade statusizfT

cluster_powerdown

© JTHHLRE.
TR, BYSEREC .

* 1"5%7 cluster powerdown?args=-start J\i_'/ﬁ’
sy,

collector_status

WA IR -
o AR 3 EHL FIEAT.

consul_kv_export

LL JSON #% A w7~k H consul 1] k-v X
MNALAE R 2 EHL BB,

consul_kv_recurse

PLERASAS L2 7R K 1 Consul 11 k-v X
o NALAEDM R B L RIEAT .

df df Unix iy 2 I B 02 7y 2

dig dig Unix iy 2 [ B FE - &

dmesg dmesg Unix i & (1) 852 5 iy
dmidecode dmidecode Unix iy 4 (1) 5 3472 7 i &

druid_coordinator_v1

o druid gEHE L.

| RS
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post is % .
24 15t BH
du du Unix iy & 13 2R e &
dusorted dusorted Unix iy 4> [ 2R P i &

externalize_change tunnel

o B SRR 1l B SE A% CIMC U I 4E
7% IP

« B T
externalize_change tunnel?method=POST

« fETECH AL { “collector_ip” @ “<IP>”}
« NARZEMMARE M FisT

externalize_ mgmt

o BOREA RS A AMAME CIMC UT FPIR AR
o SR T AR AY R0 4 H ik R i )
« MARFET AR M LIEAT

externalize mgmt_read_only password

o BSAZ MR CIMC UL ) L S22 (ta_guest)
o G S S AMEAL I

B
externdizz mgmt_read only passvord?method=POST

« AR IESCH { “password”
“<password>" }

« NANFEE R EH AT

fsck

* fsck Unix iy 2 HIE R a2

* MAXFERHIEM Liztr

get_cimc_techsupport

* HARRBLE P 1P btk
* f% CIMC HARSCRHNI .
* SERn, BT UL AR DRI BT AT R 3

o XA UMNEERE EREMT ENLIEAT, JF AR
B S IP bR S5

* 7~f: get_cimc_techsupport?args=1.1.0.9

g



. post i5 %

sy |

152 AR

syslog_endpoints

o FEHI—AEZ AN UCS JIRS5 430 2 48 H SRS
o

* BATHAT -h I AT & AT RS U e AR

grep

grep Unix iy & )3 272 a2

hadoopbalancer

* FEPTA Y R 73 AT HDFS £

« WIERE HDFSHYEM Lizdr. #lan, 3
Ry EHL

hadoopdu

« $TE hdfs {9 F SR 3¢

* NAERH HDFSHEM Ligfr. i, Ja3)
FEFP AL

hadoopfsck

* JZ1T hadoop fsck Ff-4 & Frit it ) HDFS 14
RENPIRGS

< EIKE “-delete” {1 ZELA BRAA IR BER
ENIEeR

FEMIER AT, SR ITAT DataNodes #§ £/
2, EEATA R Z KM

IANAE A B ds ERL EIEAT.

'T&%%iéﬁf%kﬁ§jb: hadoopfsck?args=/raw

o ZMBRBUR SO, TIBATEL R A

hadoopfsck?args=/raw -delete

hadoopls

* %It Hadoop XA S

* NAERF hdfsBIEH (FlaHzhasEHD L
iB17.

| RS
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post is % .

\

n
3E

152 AR

hbasehbck

o KA BN e R Ir) TS S AR
HBase

*« W{X 7 HBase ¥l Lig1T

o ZYUIA—B, HBATL Mg
hbasehbck?args=-details

« THEH IR0 HBase, 1HE1TLL s
hbasehbck?args=-repair

S HA
Mol /Jas/tenatioy/sesot/aday/sgsos Hesiok oot
SRE T

* VRIS

hdfs _safe state recover

o W24k R HDFS

* 412 HDFS [R5 & Cm ik T
READ ONLY STATE HZs[H 2 giias, W
L IH

* MANERB R EN LIEAT
« 1247720: hadoopfs-rm “{{

hdfs safe state marker_location
}}/HDFS READ_ONLY’

initctl initctl Unix iy 4 (32572 i &
head head Unix 4 i1 BE R 7> 4

internal_haproxy_status

* FTEIANEB haproxy AR &G A
o NAREAZE EH FisiT

ip ip Unix iy & (136 F8 7 i &

ipmifru * STENILI AT BE e BT (FRU) {5 &L
o WARFEREM LizsAT

ipmilan « TEI LAN il &

* NANERIEMN LisqT

g



sy |

. post i5 %

420t L8R
ipmisel s FTENR G FF H & (SEL) 4 H
© MARERH EMN FiEtT

ipmisensor list * FTED IPMI fL 315 B
© NANZERRHLEM LisdT

jstack FIEN% 5E Java R BUA% 00 SO () Java Z R4 (1) Java
A BR B

Is Is Unix iy 4 [ 35 2B 7 i &

Ishw Ishw Unix fir4 {35 e f iy 4

|sof Isof Unix fiir & K13} e FE 7 i &

Ivdisplay Ivdisplay Unix fiy 4> ¥ 5 2572 7y &

lvs Ivs Unix fi4 IR 35 BT i 2

lvscan Ivscan Unix 4 [fI 53608 7 iy &

makecurrent o REALFARIC IR T R BRI 2R 2 i I () A

* NMARFENIERT R LiE

« YE4 makecurrent?args= - start iz 17 & b

mongo_rs_status » 78 mongo PR

* #E mongodb =k enforcementpolicystore £
# Eizgr

mongo_stats * 178 mongo Z it &

* W 4E mongodb =% enforcementpolicystore £

Ml Ligfr
mongodump PN C LR 2 i Sy
* W 7E mongodb 3% enforcementpolicystore &
M FigqT
* Y mongodump?args=<collection>[ - db DB]
1Z4T
monit monit Unix iy 4 [ 35 B FE i 4

| RS
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post is % .

i i3 8
namenode jmx BoR EARRT A jmx FE bR
ndiscé ndisc6 Unix iy 4 [ 3 B fE 7 i &
netstat netstat Unix iy 4> (135 B F 7 iy 4
ntpq ntpg Unix iy 4> (152552 7y 4
orch_reset * B IHERIRAS EE ) IDLE
« AEPIAEL R R MG BT
* WA {E orchestrator.service.consul £# iz
1T
BNERSATFFHNEATERAL®S
orch_stop o A5 1k U A ko D 4
» W{R7E orchestrator.service.consul £# _Fiz
1T
- IFIEIEER
ping ping Unix iy &> [ 25727 Ay &
ping6 ping6 Unix fiir 4> 1) 4} e F5 1 i 4
ps ps Unix 7y 4 i 3 R P i 4
pv pv Unix iy & [ 3 302 P &
pvs pvs Unix iy 2> R 35 R F5 7 i &
pvdisplay pvdisplay Unix fir & (B FE R i &
rdiscé rdisc6 Unix iy & BB FE 7 iy &
rebootnode  FH A

« WANERHLEN ListT

recover_rpmdb

o WA A EBURY RPMDB

* ITLAERRBLER VM _Eigty

g



. post i5 %

sy |

\

"
3E

1t AR

recover hbase

* %32 HBase 11 TSDB JIik %%
o NARE RS EH LIELT

* NAE HDFS J2 AR BLIE # s AT

recovervm

« 22300 T stop/fsck/start Pk VM
« WARTE AR EM LIEAT

* Y£ 2 recovervm?args=<vmname> iz 1T 4 i

restartservices

o {51 FE Bh T A AR UL RS

* W {X{E orchestrator.service.consul E£# iz
1T

- BEEER

* Y4 restartservices?args= - start iz 47 % b

runsigned o AT MRHR AL 24 A
o SEAE PEASHE U] FR A 1 20 R
service service Unix iy 2 [ 5 FE i 4
smartctl * JZ4T smartctl 7] FAT S04
o NANAERRBLY fi_bisdT
storcli storcli Unix fiy & B R FE T i 4
sudocat IGE FH T /var/log BX, /local/logs [ cat iy 4> ) 3) 2%
TR
sudogrep IXAE /var/log BY /local/logs I TAE ] grep fiv 211
ER RNy
sudohead {NAE /var/log Y /local/logs F TYERT “head” fir4
TSR
sudols IXAE /var/log BX /local/logs K TAEH “Is” v A1)
R
sudotail A var/log BY /local/logs F LAE[] “tail” fiv 4

(K1 R R P

| RS
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post is % .

i Ll

sudozgrep {NAE /var/log B /local/logs T~ LAE[] “zgrep” fin%>
B R 7

sudozcat IXAE /var/log BY /local/logs F TAEH] “zcat” fir4
3 e e

svrestart FH R SRS . LA
svrestart?args=<servicename> *%itﬂ%i@ﬁ'fﬁﬁ/v"\

svstatus FTENE ARG PIRES, A
svstatus?args=<servicename> Jé’/ﬂt

switchinfo R RIS

switch_namenode

o MY B B A TR SR PR 1) SR RE
WA DB H R A sh RO, ik
FAEFS . MAS A Vi s e B 44 FR 1

 WAXFE orchestrator.service.consul 41 Fiz
1T

» FEEHE BT R AT N NS AT

* {F 2 switch_namenode?ar gs=--start iz17 %
Uiiy

switch_secondarynamenode

* % secondarynamenode M5 Bl p T Bl e
RS 1

* WY 7E orchestrator.service.consul 41 s
1T
o LEFH A T B R 24 FRA S EAL AT

» {f: 24y switch_secondarynamenode?ar gs=--gtart
IBAT A

switch_yarn

MBS R B B DR YR B T Bl A T
RS, 2 IRIR

* WX 7E orchestrator.service.consul £#1_Fiz

17
© FEBTIRAT B AR EHL T el M INEAT

Ny

* /24 switch_yarn?args= - start iz 47 % b

tail

tail Unix a2 I EZEFRE P dr &

g



. post i5 %

sy |

152 AR

toggle _chassis locator

o LB TS 2 M BEERPL B DA E
(e

© MEATS 13847
toggle chassis locator ?method=POST

o REIESCUCE IR EHLUF 15 1) JSON X4

IR A0S, filn:
{ “serials” : [ “FCH2308VOFH"” 1}

tnp_agent_logs

o QU AL ol AR T R 5% 1 S B A T AR A
BERALI T H S SO PR

© WAE B E L hosts HIsAT

tnp_datastream

o A UE Ay A0 WU g 1 7 2805 1 4 SR
AT ARHRASE H 1) SR U 2530 1) g PR T

MR AR L BT

o« FURBORMRASTESE, EEN
tnp_datastream?args= - ds_typedatasink iz
1723

ui_haproxy_status

FTEI4P haproxy H haproxy G115 EALRA

uptime uptime Unix iy & [ 3 35 F2 P i &
user apps kill « ZOLPTE IEAEBAT IR R
* NARTER BB EH ListT
vgdisplay vgdisplay Unix iy & (1) 255 5 iy 2
vgs vgs Unix fir & (1) £ R0 7> i &
vmfs * B VM BRSO R S
© NVARFERHL EM LT
* L vmfs?args=<vmname> 1% 817 &
vminfo *HTEI VM {5 B

* MANERILEMN LisqT

* Ll vminfo?ar gs=<vmname> ¥& 21z 1T 4 3t

| RS
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post is % .

152 AR

vmlist

BMHLEPTH VM 513
* NMAXFERIEMN Ligtr

PL vmlist?ar gs=<vmname> #% iz 17 & v

vmr eboot

0 VM
MNARZEEN EN LIEAT

LL vmreboot ?ar gs=<vmname> % iz 47 & i

vmshutdown

IEH M VM
NANFERRILEMN LizAT

Pl vmshutdown?ar gs=<vmname> ¥% iz 1T
i

vmstart

JA3 VM
MNAN R E W _LEAT

L vmstart?ar gs=<vmname> % iz 47 & i

vmstop

SIS VM
NANFERIEMN LizAT

LA vmstop?ar gs=<vmname> % iz 17T 4 it

yar nkill

2L IEEIZATH Yarn N
NANERBENEE £ W _LigAT

LL yarnkill?ar gs=<application id> #% iz 4T

yarnlogs

i) 500 MB ) yarn W H &
NARFE B BNRE EHL LisAT

) yarnlogs?ar gs=<application id> <job user>
1% AIAB AT L g

zcat Unix 12 [ 5 B2 P 1y

g



sy |
T

L 15t A

\

zgrep zgrep Unix iy 2 (B R FEF i 4

AR 55 2 LE

JI 55 A A CUAE SR AT AT AT M R IR 55 AR 2L, WA A B S IR 55 2

\}

Note ﬁﬂ%é%ﬁiﬁ ZARGS AR B Y, W SIS ENTR R A IR S SR TR IR AN IR
A AR T EAEE B K

FEPAT RS 244 il T A 2D R, T B AS TP IE BE S FE HERR (Troubleshoot) > & 8HIRZS
(Cluster Status). AT H FHa8vT Lhvsin) e, (HE/E N R i & R 3FH ) kBUT. B REF} Cisco
Secure Workload M2 BT M) BE R 55 2% RS -

Figure 53: fR 55 254 4P

Model: 8RU-PROD

woion s | & crae s |
Orchestrator State: IDLE

Displaying 6 nodes (0 selected) | Select action

. /' ~+ Commission
u] state 1] Status 1L Switch Port Serialll Uptime 1L -
+ © Decommission

o Commissioned Active Ethernet1/1 FCH2206VINF 2mo 27d 18h 25m 47s v Reimage
+ (@ Firmware upgrade

Commissioned Active Ethernet1/2 FCH2206V1ZF 2mo 27d 18h 24m 52s () Power off
+ (1) Reboot

Serial: FCH2206V1ZF OO Eiomet 72}
Private IP: 1.1.1.4 Instances Disks Status
CIMC IP: 10.13.4.12 + collectorDatamover-6 * 252:1 HEALTHY
Status: Active * datanode-6 * 252:2 HEALTHY
State: Commissioned + druidHistoricalBroker-4 * 252:3 HEALTHY

W Vi 3.6. O 10.devel * 252:4 HEALTHY

4 cores, 962G memory, 8 disks, 17.57T space, SSD « 252:5 HEALTHY

w Firmware Upgrade Logs * 252:6 HEALTHY

« 252:7 HEALTHY

a
Firmware: «
« CIMC: 2.0(10¢) - seco
« BIOS: 2.0.10e.0 « 252:8 HEALTHY
« Cisco 12G SAS Modular Raid Controller Slot HBA: 24.12.1-0205
UGS VIC 1225 10Gbps 2 port CNA SFP+ Siot 1: 4.1(3a)
« Intel(R) 1350 1 Gbps Network Controller Slot L: 0x80000E74-1.810.8
+ UCS VIC 1225 10Gbps 2 port CNA SFP+ Slot 2: 4.1(3a)

Commissioned Active Ethernet1/3 FCH2206VIN1 2mo 27d 18h 25m 35s

I« I«

[u] Commissioned Active Ethernet1/4 FCH2133V2LN 2mo 27d 18h 26m 525

| RS |
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PR |

Figure 54: BR 55 22 IR 7S 4545 E

Server State Transition Diagram

‘ NEW
Commission from Ul
On Server Re-Image
Will stay in
- — Initialized state if
DECOMMISSIONED On Decommission from Ul INITIALIZED commissioning
fails
On Decommission from Ul After Commissioning successful
COMMISSIONED

PR 55 RS LA SR R B IR

c HEREHEFIARSEE: X LM HAERRIRE (Cluster Status) B [f H (1) IR 454 )7 51 5 5O 25 2%
R RN A WAL R 5E R il N BRI IR 25 1 CIMC IP. e BoRTEEEREIRAS (Cluster
Satus) GUHT 45 A AE

© EFFR VM BRI MRS AHE T H RS54 LAFAE R VM BB, AR5 R A2 A7 206X
L8 VM PATAEATRF IR ERAT . R 23FI T AR S5 25 45 WITa1E F T VM 84T

* TERBRSZER: HATEM P LATERAEN, A EEHIAZS (Cluster Status) HUfK M55 4. BN
AR 55 o ARt A T B s D ARE B, AR T LARAT B A iR g5 s i AU 3R . B IR 55
A OKH, WA AT LD ER.

g
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Figure 55: T~ 4R 5538

Displaying 7 nodes (3 non-Active) (0 selected)

State

Commissioned

o Commissioned
O New
[m] Decommissioned

Serial: FCH2038V0Y5
Private IP: 1.1.1.4

CIMC IP: 10.16.238.14
Status: Shutdown in progress
State: Decommissioned

SW Version: 3.0.3.31225 deepai.tet.mrpm.build A\

Status

@ Active

@ Active

@ Active

<.: Shutdown in progress

Hardware: 44 cores, 1T memory, 8 disks, 19.32T space, SSD

Firmware: (ET TR
+ CIMC: 2.0(10e)

+ Cisco 12G SAS Modular Raid Controller: 24.9.1-0018
+ UCS VIC 1225 10Gbps 2 port CNA SFP+: 4.1(1g) A
- Intel(R) 1350 1 Gbps Network Controller: 0x80000815-1.808.2

« BIOS: C220M4.2.0.10e.0.0620162104 /A

Shutdown Status:

Shutdown Errors:

Switch Port ~

Ethernet1/1

Ethernet1/2

Ethernet1/3

Ethernet1/4

Serial

FCH2036V224

FCH2036V10Z

FCH2033V31K

FCH2038V0Y5

sy |

Select action * Apply Clear
Uptime
15d 5h 8m
15d 5h 8m 33s
15d 5h 8m 28s

15d 5h 8m 32s

Switch Port: Ethernet1/4.

1. HITERSSRUEIR. 7877 S AEEBHIRZS (Cluster Status) Wi _EAriC A £ F 4k (Decommissioned) )i »
X RERIHLBATATAT N 2 SRk . IRAE A0 n] LASE AT AT A AT IR 55 2 o U SRS 46 17 4 iR 5%
#, T SCREHT RSS2 1) CIMC TP B 50U 55 4 50 8 il 25 4 16 CIMC TP AH[F] . SEB$ARTS (Cluster

Status) Uil L4 T4 & g5 4: i) CIMC TP

2. EMAMREMRG: A RAM R ERRTS (Cluster Status) U FH R IR 55 4% . F0Br
WU KLY T2 30 3B, I HLAFEOR RSS2 34T CIMC Viln). BB e, IR atbnic

B (NEW).

3. EHREANMRSEE: WUR AN, IR ST 4K AR BHIRZS (Cluster Status) TUH - {7
B (NEW) RAS . S5 & 00 siw WA W] £E R — GO LA o dn R AR RUAS 5 R ERAS AN ], 022

BTG 554 o

| RS
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Fig

Displ:
O
O

&

ure 56: 35 AR 55 38

aying 7 nodes (3 non-Active) (0 selected)
State
Commissioned
Commissioned

New

Serial: FCH2033V31K
Private IP: 1.1.1.5
CIMC IP: 10.16.238.13
Status: Active

State: New

SW Version: 3.0.3.31225.deepai.tet.mrpm.build A\

Status

@ Active

@ Active

@ Active

Hardware: 44 cores, 1T memory, 8 disks, 19.32T space, SSD

Firmware: (Bl e

Switch Port ~

Ethernet1/1

Ethernet1/2

Ethernet1/3

Serial

FCH2036V224

FCH2036V102

FCH2033V31K

Instances
= collectorDatamover-3
» datanode-1
= druidHistoricalBroker-1
= enforcementCoordinator-1
- enforcementPolicyStore-3
«+ happobat-2
+ hbaseRegionServer-2
= orchestrator-3
- resourceManager-2
« zookeeper-1

Sel

PR |

lect action * | Apply | Clear

Uptime

15d 5h 8m
15d 5h 8m 33s

15d 5h 8m 28s

Switch Port: Ethernet1/3

4. AIRARSEEE: KRS AARICAH (NEW) 5, FRATHT LANEBHIKZS (Cluster Status) Ui 5 2717 55
Wike MOPERSTERS 48 FIBCR ML, TR SS 48 KRATTE 45 7080 fE8)a, IRE445
id b 2k (Commissioned).

Figure 57: 3% AR 55 8%

Displaying 6 nodes (0 selected)

0 State

(u] Commissioned
i) Commissioned
o Initialized

Serial: FCH2048V2VY

P
C
S
S
S!

rivate IP: 1.1.1.4

IMC IP: 172.26.230.178
tatus: Active

tate: Initialized

W Version: 2.3.1.24.devel

Status

Active

Active

Active

Hardware: 44 cores, 1T memory, 8 disks, 19.32T space, SSD

Firmware:

B 55 25 4 47 HA 18] EE 4O RO 345

i) Commissioned
o Commissioned
[m] Commissioned

Active

Active

Active

Switch Port

Ethernet1/1

Ethernet1/2

Ethernet1/3

Ethernet1/4

Ethernet1/5

Ethernet1

6

Serial

FCH2110v1ZY

FGH2048V2WZ

FCH2048V2VY

Instances
+ collectorDatamover-3
« datanode-1
- druidHistoricalBroker-1
« enforcementCoordinator-1
= enforcementPolicyStore-3
« hbaseRegionServer-2
- orchestrator-3
+ resourceManager-2
« zookeeper-1

FCH2048v00C

FCH2048V2W0

FCH2049v008

Select action v | Apply Clear

Uptime
1d:15h:27m:39s
4h:15m:dis

10m:40s

Switch Port: Ethernet1/3

1d:15h:27m:45s
1d:15h:28m:46s

1d:15h:28m:31s

FLE VM 5 BAE AR 55 e e d i R P AT — SRR AT . IXLE AR T LU PR e sUR s .«
« EthiERR: X MR WORIEAERATYE MRS B AT PSS, MIESAT P2

YN

A1

5 MIRZR T 7] orchestrator.service.consul Ai% orch_stop i 4.

XV L

g
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Figure 58: 43P 25 R 1288
Maintenance Explorer

POST v orchestrator.service.consul orch_stop m

WA M A RA B AR RS &, W2 BoR DU R
Figure 59: T4 R & 8t RN £ AR

Orchestrator master:orchestrator-3 is in FCH2036V10Z about
to be decommissioned

gﬁ% ';TTE’ITJJ‘IJ%%% ’ Igﬁ{ffﬂi*ﬂﬁﬁﬁf%ﬁ’%ﬁé\ primaryorchestratoro

2T E: MR IEEHTHEY RS 28 1A namenode FEFUNL, WIAE TS, MWK T POST
orchestrator.service.consul _I:f#] switch_namenode, #A f5#E &5 7E orchestrator.service.consul |-
POST switch_namenode. iX & &A1 H G IM#R1E .

B AIRTI S WA AT R S5 %% A7 secondarynamenode EFUAL, WITE T2k 5 MIRZR
JLIH POST switch_secondarynamenode _I [t switch_secondarynamenode, #AJ57E iR )5 7E
orchestrator.service.consul _I- POST switch_secondarynamenode . X2 26401 )3 A J& I #4F .

FERREESR: WRIEAEFATHT R)RS S EEA ERIEE B, WMIRE
orchestrator.service.consul _[ &4 switch_yarn. iXJ& 218 H 5 rI#EAE .

BUET S R AV — A Y A0 . SR A R TR ML £ & R4S g T g
&, W—I X EATHAT RS s didr . RERIRS s 4E87 )5, %54F Monitoring | hawkeye |
hdfs-monitoring | Block Sanity Info. Missing blocks /! Under replicated counts | [J&Z 4 0,

Figure 60: R 55 25437 : HIET S

10 s HDFS monitoring .

Bincks Sanity info

¥ AR 55 RS L P S I T FE HERR
- BE: RS H AR EhiRs HER—3%. 17 & 4 orchestrator.service.consul _ [

/local/logs/tetration/orchestrator/orchestrator.log.

| RS |
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Figure 61: BR 5 SR 4E4P B &

o P PR R 554 b i) SOl S

* SRJE, B MBRIG 4 Consul K HHIXLESERI 4 H o

« WPBRLATTE 5 7.

< SERRIP IR, RS AR bR IC A £ F 4k (Decommissioned).

Note ReLIfANmEmkE RS E . T2k LA MERARSS 25 111 Cisco Secure
Workload W%

© WERMRSS A% TR M, e R IC N AETE SRS o FRATITIIR AT LU ERBRIR 25 T AE R AR 55 2%
Figfrh k. (Bl TR A OO, RN IR D A SIE1T . #fRIEIRSS S A&
FOBIMAAL T ORI IERE . 620 F B WG I 8 s I B4R

o EFTMLE
o MBI A IR S5 25 b 423 Cisco Secure Workload JE AR E-AE R sl B NG =T P VE BRS¢ .
o IR A IE AL IR B, HFAEIRSS 38 b % 3% JLAS Cisco Secure Workload % .

* FUFTBI2AT 4 0 mjoltir (FRIIAOK I Bk 55 #s & . mjolnir 24T KA 25 704k, SRR
SEBRMETT UG . WG LY TE B30 70 B e AR R rP K H R REAE IEAE BT 08 0 ik 55 4 7
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. 1EHLHERR: bmexclude

Hile EER]. T LT ta_dev B FHAS A7 OC HOBT LR HABAF B, 19141 pxe JiF 2 1
[8]f¢) /var/log/Nginx H i, /var/log/messages 1] 4 #x DHCP IP il pxe /i ZhHC

o HUPT IR FE BT YR B PR RAR I CIMC &4z, KA CIMC I I 5 W) S 5 ik 2 IR R
VLT A orchestrator.service.consul A 3% ping?args=<cimc ip>. 151CELE R 55 g i 5 24
CIMC IP, Jf¥% CIMC % fith 15 & A BRI\ % i

o LN, ZERBEMLRER, LS U B BE cime %%, DUAS B LT I MO e o R
B CIMC SR BB IER, S0 7 DR 28 F 6 e 7 BULL 458
« Rt

» TS A LB RNL TR, IFE B RIPLHIZ1T Playbook LLZi%% Cisco Secure Workload
At

« WA KLTTEE 45 504 e s .

o TARFRE S HE s 2R AL

o SR W B a] B A AT b o

o SRBRIRZ I _E IS5 2K e Wi AT date,  RAESe ol IR A S hrid 0 2.

12#1HER%: bmexclude
WISRAE LG T RIS AS 0 B A e, M ATERBE S PN PR, BATBE V12T 53 TAFER
KAE RS, WEREET R TAER, BOVENUIRS & P E0RR K. XML, &SR] it
VEA P ARSI E)S (FFR) , AR XTI AT 5 M RMA T
F P AT POST KRR L, FEARPLI 3 HEBRAE 4 -
1. #fE: POST
2. FHl: orchestrator.service.consul

3. Zui: exclude bms?method=POST

4. EX: { “baremetal” :[ “BMSERIAL” ]}

PP s AT 2k Ay, DU e HERR R R a7 . AERXMELOLT, EawEJLNEEE, iRR4%
IE B, RN IR E R TR TAR R R HE R LE BRI o SR L 45 L B AL,
{EICTESL N30 “PBREN” 0 ikl HHER:, RAmbaShE —40 8, WIHEEHRIRE . 76
WRR L LI AT POST 5, AP v LB & GUI B3 E B/ Ft 2k, JFREHEE)N . EFRE R
B, BATSMIERHERS bm 538 . Wi S FFEAHER BM BRSNS A E)S, P NERA
11 3] bmexclude ¥R £

PR

TEIEHEER LR VM:

* namenode

| RS
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fh B 4P

wadr [

* secondaryNamenode
* mongodb

* mongodbArbiter

WL AES V0 S B e — R B2 3 IR SS 2 AT A W Rt 2 o P 2 2 MR 45 AR b 4 5 5 2% L bmmgr 4R
AL IZATIRDL . W KA AT, RESTEEEBHRT (Cluster Status) Ui I s — 25 iR
HREE . WSIEH T, EHSEEHRR (Troubleshoot) > EEEHIKAS (Cluster Status).

B s AL TR IEE (UNHEALTHY) IRASRESL E0RE . aSiils Ll S8 b N2 58 46 )
o BBV MIWLE T TR, BAER RIS, B PR ABAT R A T R T P R
Figure 62: S [ H; 14 1E

(@ CiscoTetratien” CLUSTER STATUS ® Default ~ @ Monitoring + @ + &%«
Lt YYou do not have an active license. The evaluation period will end on Mon Aug 03 2020 05:04:13 GMT+0000. Please notify admin.

Model: 8RU-PROD

©
£ CIMC/TOR guest password & Change external access Orchestrator State: IDLE

There are 3 unhealthy disks in the appliance. You can replace them. Please check here

a
Displaying 6 nodes (0 selected) Select action o Apply Clear

Q

[m] State Status Switch Port + Serial Uptime CIMC Snapshots
Y

a Commissioned © Active Ethernet1/1 FCH2148V1EU 16d 11h 22m 40s ® &
= o .

[m] Commissioned © Active Ethernet1/2 FCH2148ViN9 16d 11h 22m 40s ® &

[m] Commissioned @ Active Ethernet1/3 FCH2148VING 16d 11h 24m 4s ® &

a Commissioned @ Active Ethernet1/4 FCH2148V1EP 16d 11h 20m 15s ® &

[m} Commissioned © Active Ethernet1/5 FCH2148V1N2 16d 11h 22m 18s ® &

[m] Commissioned @ Active Ethernet1/6 FCH2148VINE 16d 11h 21m 54s ® &

ZKFIERE

FEPATHEAE TSR 20T, RO RmPAT AR S . Py naiy cims, RiaAregks:
R R

WAEERRES FaE RN A, IOV TEAE BRI IEFE i, 7Egkel B2 2 i it &
X, B, —WBE R — AN S . ARERIF 28 Namenode 1 secondaryNamenode; It
Ah, AEAE R 2 BT Y Namenode /& 75 1E %

g
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Figure 63: H 2 B IR AT

\@ CiscoTetratien”  CLUSTER STATUS - DISK REPLACEMENT

L.

©

T DAL % Bl N AR AL A
TR & . FEITUA T sl 2 /Y, PR ATV A . #ifRAE ik

Prerequisites Decommission Drives

Decommissioning Unhealthy Drives

1. Prechecks should be run successfully before decommission. You can re-run these
prechecks after addressing any precheck failures.

2. Decommission step is not necessary if there is no disk with UNHEALTHY status.

3. In case of decommission failure, you have to run prechecks again before attempting

decommission.

Select Disks

Selected 2 disks

Serial Enclosure:Slot

FCH2148V1EP 252:3

FCH2148V1N9 252:7
Prechecks

‘ Start Prechecks

Select unhealthy disks for decommission

Status Affected VMs
UNHEALTHY druidHistoricalBroker-4
UNHEALTHY datanode-6

Q Prechecks were successful at May 5 05:17:06 pm (PDT).

Decommission

Start Decommission

LA S5 AT BT I U E A A R

| RS

sy |

® Default ~ @ Monitoring + @ + &5

N

pesy

IR TR A . S SO s A 4 2 ERe AT

ek & 5T A~
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Figure 64: 5 T &M BIBITAES

CiscoTetrati#n”  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring v @ ~ @5+
w
Prerequisites Decommission Drives
©
@
a Decommissioning Unhealthy Drives
o 1. Prechecks should be run successfully before decommission. You can re-run these
® prechecks after addressing any precheck failures.
2. Decommission step is not necessary if there is no disk with UNHEALTHY status.
v 3. In case of decommission failure, you have to run prechecks again before attempting
decommission.
=
&

Select Disks

Select unhealthy disks for decommission ol

+ FCH2148V1EP | 252:3 | druidHistoricalBroker-4
FCH2148VING | 252:1 | druidCoordi 1, 2 1, 3, redis-1, sec...
FCH2148VIN9 | 252:7 | datanode-6

FCH2148V1EP 252:3 UNHEALTHY druidHistoricalBroker-4
Prechecks
Prechecks should be run su fully to proceed with

Decommission

IR R, W AR GE 2 Wos TR
1 HeRE s LR R A

BSR4 D S S =R R s s M L P R

SERELE P
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Figure 65: 715546 25 5 1 RO 22 3R 1E

f? CiscoTetrati#n”  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring + @ ~ @£~
m
Select unhealthy disks for decommission -
Selected 1 disk
©
. Serial Enclosure:Slot Status Affected VMs
FCH2148VING 252:1 UNHEALTHY 3 3 2,
& enforcementPolicyStore-3, datanode-1, appServer-1, redis-2, zookeeper-
a 1, collectorDatamover-3
¢
Prechecks
=

Start Prechecks
»

0 Prechecks failed at May 6 11:24:52 am (PDT). Please find details below.
Action Required

check_disk_ready_for_decomm Please check if any disk is missing 0
from the list of disks to be (

decommissioned.

Decommission

ST DA R B T T AT O A, ER 2 F AR, el el £ 20 5 2 T 17 i

Jokr . fEALSE CPERBORED JHaZ R, SR AR MR A, DUl e B asr iehs
BRTFR N 2AT 55 2 R BAT BT A A 2 R

| RS
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Figure 66: E32 ET4%H “ARIEE " (UNHEALTHY) W £

7 . .
('5 CiscoTetratien”  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring ~ @ ~ €% +
m
Prerequisites Decommission Drives
\
@
Y Decommissioning Unhealthy Drives
N 1. Prechecks should be run successfully before decommission. You can re-run these
= prechecks after addressing any precheck failures.
2. Decommission step is not necessary if there is no disk with UNHEALTHY status.
¢ 3. In case of decommission failure, you have to run prechecks again before attempting
decommission.
=
&

Select Disks

Select unhealthy disks for decommission &

+ FCH2148V1EP | 252:3 | druidHistoricalBroker-4
FCH2148VING | 252:1 | druidCoordi 1, , 1, 3, redis-1, sec...

FCH2148VIN9 | 252:7 | datanode-6

FCH2148V1EP 252:3 UNHEALTHY druidHistoricalBroker-4
Prechecks
Prechecks should be run su fully to proceed with

Decommission

FEAEATI A A RIS DL, e RO ST & SIVEA R S, AdatHE AR AL O i B,
3 A 2 s U R A

SERELE P
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Figure 67: T 5EAE 7 5K M AY 38 1 78 1 P BDSE WURAE

@ CiscoTetratien”  CLUSTER STATUS - DISK REPLACEMENT ® Default ~+ % Monitoring ~ @ ~ @ +
I
Select unhealthy disks for decommission -
Selected 1 disk
©
Serial Enclosure:Slot Status Affected VMs.
FCH2148VING 252:1 UNHEALTHY
a
3, datanode-1, app 1, redis-2, zookeep
a 1, collectorDatamover-3
o
Prechecks
=
Start Prechecks
o Prechecks failed at May 6 11:24:52 am (PDT). Please find details below.
Action Required
check_disk_ready_for_decomm Please check if any disk is missing o

from the list of disks to be
decommissioned.
Decommission

R BR8] F - eEAIEIR
HEIE
FETFUR S HABATIROEAE ROWEAE Z /T, VS T ORI A8 0BT OB AL

R E 155 (Disk Replacement Wizard) 4 s b A4 (10 PEANAS S, B0 A5 T 22 SRR RE S
Kb R SRR S oAb, fd ] VAR B NMLEL I PT VM B3RS 1D A3 .

| RS
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Figure 68: 2 B E S
@ CiscoTetratien™  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring v+ @ ~ &%
[
@
19 Prerequisites
@
a
Drive Replacement Process
Q 1. Decommission all the disks that are in UNHEALTHY status.
2. Replace all the disks one by one in the physical appliance.
o 3. Commission all the replaced disks together in the final step.
. Before you begin

1. Keep the replacement disks with following configuration in hand.
o 2 disks of type 1.454 TB SSD INTEL SSDSC2BB016T7K
o 1 disk of type 3.492 TB SSD SAMSUNG MZ7LM3T8HMLP-00003

Node Serial: FCH2148V1EP
Enclosure:Slot Status Affected VMs

252:3 UNHEALTHY druidHistoricalBroker-4

Node Serial: FCH2148V1N9
Enclosure:Slot Status Affected VMs

252:1 UNHEALTHY druidCoordinator-1, orchestrator-2,
enforcementPolicyStore-1, enforcementCoordinator-3,
redis-1, secondaryNamenode-1, datanode-6,

collectorDatamover-6, tsdbBosunGrafana-1

252:7 UNHEALTHY datanode-6

> Proceed to Decommission
SA

Note s b, SRHAAIRE (RS SRR o

Fh BARTS iR

FEATAEREF, JE RAID EEEL#SE SFOIRAS - IEE (HEALTHY). RIEE (UNHEALTHY). &
£ (UNUSED). E ¥k (REPLACED). #1 (NEW) M2 #0#51% (INITIALIZED). &5 ak 288t
i, RPN FPIRS Y N IES (HEALTHY). — AN MRS PR 1) BE ST & PP kS
ME B ARIEE (UNHEALTHY).

)

Note Rk JR) A O0GEH T- M4 Fl M5 47

BRAERLL PR SO R IER (UNHEALTHY), SASRATATATIRAE . fEIT i it 2 i, &
BN T Ee R R RS BRI T AT UL o

| g
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TE IR RS AR RS, RIS ST SO IEE (HEALTHY) . W SR RS A 2l
WA B AARIEE (UNHEALTHY). X TARENARIER (UNHEALTHY) GRS, A ZhaAE T 4
R AN RS, WG FPRAS A2 R E R (UNUSED), Ul SREREAE T S I IR) e A= it
WEA ISR, HEERREE A RER (UNUSED).

MR MIBRAIEE (UNHEALTHY) MREELIF & ¥ S, IRE SN BEE# (REPLACED).
FOFC B P AR, B . WUR RIS S E, BEELPIRAS S B SO ET (NEW),
N, 80T BE T B ) AT MR HE RS RS R 2 AT RE T B

BET Al A PR ROR S e e, TE SR TR

Figure 69: 5 £ IK 75454

NEW

commission start

disk reconfigured

INITIALIZED

commission
successful?

REPLACED

HEALTHY No
user replaces
disk
HW error detected
UNUSED UNHEALTHY
No decommjssion start
Yes decommission

successful?

| RS
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TeHiE

PR e, AT DAGREE T Zeiidit . WA SR R s R . 2R 2R EIAF 100%
I, P B N BB RS2 SO “ARMEH]” (UNUSED).

Figure 70: M35 B T 4k E

‘f'filf CiscoTetrati#n®  CLUSTER STATUS - DISK REPLACEMENT ®Default ~ @ Monitoring ~+ @ ~ @2 ~
Select Disks
i
©
Selected 2 disks

@

Serial Enclosure:Slot Status Affected VMs
s

WZP233016TN 134:2 UNHEALTHY datanode-14
a

WZP233016TN 134:5 UNHEALTHY datanode-14
o
P Prechecks
=

Decommission

¥ Decommission is in progress.

Running Requirements Check:
Starting Decommission: {'serials': [], 'disks': [{u'slot': 2, u'serial': u'WZP233016TN', u'enclosure': 134}, {u'

[irms |

IR R

NS, BRREAEIF T O . T B SE BRI R, A I DO AN T R AN
% fs i as LED Vs AR o B O/ 5C P I 55 4 M 452 (2.4% LED

| g
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Figure 71: EFMBFRMAFE (RARERD

(5 CiscoTetratien”  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring v @ ~ @8

[

é%é ° ° °

© Prerequisites Decommission Drives Replace Drives

@

PAS .

Replace Unused Drives

o 1. Use disk locator on/off to identify the exact location of the disk on
physical appliance.

Y 2. Once a disk is physically replaced, notify that it has been replaced using
Replace button.

& 3. Proceed to commission step after all the disks are notified as replaced

v

* After decommissioning, status of unhealthy drives changes to
UNUSED.

* After a disk is notified as replaced, the status of the disk changes
to REPLACED.

« Serial numbers, size and model of all disks are also provided for
identification.

T

Node Serial: FCH2148V1EP Switch Port: Ethernet1/4
Enclosure:Slot Disk Serial Model Status Locator On/Off Replaced?
252:3 PHDV745600DW1P6EGN 1.454 TB SSD INTEL SSDSC2BB016T7K UNUSED [ ]

Node Serial: FCH2148VIN9 = @

Enclosure:Slot Disk Serial Model Status Locator On/Off Replaced?
252:2 PHDV745600J81PBEGN 1.454 TB SSD INTEL SSDSC2BB016T7K UNUSED (]

252:7 S3LJNX0J400526 3.492 TB SSD SAMSUNG MZ7LM3T8HMLP-00003 UNUSED (']

i T AAZAT AR U3 HEAT W B S e, EL A Z0U4 R 25 A2 T 95 4% K0 M/ BB K PR AR 2 ' 0BT FEHT T
o BOWUFPE R AE UL MUS S E4hAT. 76 UL L, X THEIE S i HARZES S “RAEA]” (UNUSED) £
e, AR BB R AL

VIR
FHFHRAT, HEITIR. 5 AR, RIS — RAFUCRE, A5 Rk
it

R
88
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CiscoTetratien”  CLUSTER STATUS - DISK REPLACEMENT ® Default ~ @ Monitoring + ® ~ €% ~
Lt YYou do not have an active license. The evaluation period will end on Mon Aug 03 2020 05:04:13 GMT+0000. Please notify admin.
&
@ Prerequisites Decommission Drives Replace Drives Commission Drives
A
a
Commissioning Replaced Drives

°) 1. Prechecks should be run successfully before commission. You can also

re-run prechecks.
= 2. Replaced disks change their status from REPLACED to NEW before

‘commission process can begin.
& 3. All replaced disks are commissioned together. In case of commission

failure, you have to run prechecks again before attempting commission
again.

Prechecks

Start Prechecks

0 Prechecks were successful at May 4 11:21:14 pm (PDT).

Commission

Start Commission

FEREAE AR T A e . BRI A RS, T A A RS “ 1R (HEALTHY).

SERELE P
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Figure 72: AR i# &

Prechecks

Start Prechecks

Prechecks should be run successfully to proceed with commission.

Commission

Start Commission

I\— I

Commission is in progress.

Starting Commission:  {'serials': [], 'disks': [{u'slot': 3, u'serial': u'FCH2148V1EP', u'enc
All Orchestrator Nodes brought up and Consul Quorum formed

Baremetal IP assignment done. Running pre-deploy playbook

Pre-deploy playbook done.

IDL parsed, Running instance bring up

Stack Manager brought the instances UP

Generating ansible vars, generating ansible tar.gz and setting up to support Service Manager
Running playbooks on the instances

w2 R R 1 R P R

TEARE BN IR 5, nT DU & iR (Resume Commission) f& I3 TR . B4k
B, W S E Bt (Resume Commission) 141 LA i #% 5 Playbook.

| RS
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Figure 73: Pk € iz

Prechecks

Start Prechecks

Prechecks should be run successfully to proceed with commission.

Commission

0 Last commission attempt has failed.

Failed ORC-1015 Cluster certs playbook failed, check Playbooks-Orch-cluster_certs log - All instances are fully deployed, Running post instance bringup playbooks

Running Requirements Check:

Starting Commission:  {'serials': [], 'disks': [{u'slot': 3, u'serial': u'FCH2126VONS', u'enclosure': 252}, {u'slot':
Initial playbook to kick start deploy started

All Orchestrator Nodes brought up and Consul Quorum formed

Baremetal IP assignment done. Running pre-deploy playbook

Pre-deploy playbook done.

IDL parsed, Running instance bring up

Stack Manager brought the instances UP

Generating ansible vars, generating ansible tar.gz and setting up to support Service Manager

Running playbooks on the instances

ORC-1015 Cluster certs playbook failed, check Playbooks-Orch-cluster_certs log - All instances are fully deployed, Rur

U ARAE B AN A7 B ebs, U TR AR AR R SO “ANIER” (UNHEALTHY).
KR ERIAIN P “AIER” (UNHEALTHY) #4485 DL 5 B 4ad 7

R HA (8] YR B2 P&

DRAERE AR RE D, I A SRR R A LAA A o] St At At AR R RE 4 s,
WA BRI SR R, T A58 B 0 1) 5 L0 2 7 % o P e i

FERTR WIS OL T, TP AT AN EFERPE T 2B R A48 it
1 AT BLAR K I8 B B, R P b AT A Sy o
2. B, ENTRTRAUTAR N4l M BLIR SRR, P B #e i AT I

FEBUAN AT RIS, 58 R R AR S ME — W] AR R AR e RSB S e i e T Lt e P A
K, BEARBATA WG AL, (HH A AR IR S M — R AT RE T 1]

E Fio] @ AN & P HERR
o TOVEAE IO o R B 4 055 I 25 AR ARG o PRSI ASE e 0 A8 T IR 55 A AP R R AT
a1k,
o JA AT IR G5 s 35 A T iE s IRES BAC T BUIRAS I, A REREATWEAE K. 15 2 P Re R AR B S
93y LRI G it [ N SE R AT IR 55 5% (s D0 T dn e AR A
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* SSD Witk T & vt, 0 HMREHRAAG, PR ATAER & 55t U R B A il A .

o TES W 3.8 T B 1 M6 45 b, MRS S 3.9 AR, AR AL IR Bh By BV H
RAID fit & . XK SEERAS —{H ] RAID B S A —28{E 3.8 ) AE RAID i A% i B /Y
Y1 . T8 Cisco Secure Workload 39RU {4 5z 41 il Fff (1) 7] g 235 3.9, {HFELL R M6 i
=T 3.8

© WERAETH RN 3.9 BAF)E, AEPTATHRSS & LB b AT IAS 4% M, Iy DORR SRR
RAID.

* M6 8RU M AR, BARK % LxARCE RAID, Kk 8RU ¥ RAID.

o BELRRA (M4/MS) _E R IKS) 23 B0 B A AT TCVEAE X L A 1Y Cisco Secure Workload fifl £ 137 £F
RAID.

RE R FNAR S5 2R B ik

e ZE N A AR AN R 55 2% (Kb Soh, P 5 28N I ST DU R I Ay it . Sl 905
KoAr, wLAR (kX e s AT, DR

1. FHAIsIT A EH PRE RSN “H” (NEW)
2. FTH RS s EAR (Commissioned) R Ay, HARZA NIES) (Active)

= . .
/5 CiscoTetratien™  CLUSTER STATUS - DISK REPLACEMENT ® Default ~+ @
Lt
H%ﬁ 0 a ° °
© Prerequisites Decommission Drives Replace Drives Commission Drives
@
I - )
Commissioning Replaced Drives
o 1. Prechecks should be run successfully before commission. You can also re-run prechecks.
2. Replaced disks change their status from REPLACED to NEW before commission process
(=] can begin.
3. All replaced disks are commissioned together. In case of commission failure, you have to
&= run prechecks again before attempting commission again.

Prechecks

Start Prechecks

o Prechecks failed at May 13 06:49:53 pm (PDT). Please find details below.

All Nodes are Commissioned Check 0

Nodes ['WZP232913LX:(State: New, Status: Active)'l state/status is not (State: Commissioned, Status: Active)

Commission

| RS |
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—HFTHS “AIEH” (UNHEALTHY) IEELAAL T “Br” (NEW) ARZS, T4 AR S5 25 i 4 Fe e
TN/ TG T e R R 4

DA, WRATIERTREAEIGIRA A AL “IEF” (HEALTHY) Sk “ 37" (NEW), WIAHLIER S 8 it i
5 BT AR I AT A7 B OARA S Yy 37 (HEALTHY).

=4 .
@ CiscoTetratien”  CLUSTER STATUS ® Default ~+ @ Monitoring v ® ~ &5

m You m{ g Commission aborted: Disks ['[WZP233016TN]-[134:4]

Status(UNHEALTHYY)', '[WZP233016TN]-[134:2]
Status(UNHEALTHY)] status is not 'NEW']. Please complete
replace task in disk wizard

Model: 39RU-M5

©
£ CIMC/TOR guest passworc rd

Orchestrator State: IDLE

There are 3 unhealthy disks in the appliance. You can replace them. Please check here

Displaying 1 nodes (1 selected) Commission - Clear

State Status Switch Port « Serial Uptime CIMC Snapshots

New © Active Ethernet1/12 WZP232913LX 6 2h 2m 358 ® &
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Procedure
FI1 N SHER T, KIREHEES (Platform) > FH4R/E B/5H] (Upgrade/Reboot/Shutdown).

$1E2 LiiEB/XF (Reboot/Shutdown) LI,

FIR 3 WEFERE (Shutdown), HRJG kiili&iE X 5% (Send Shutdown Link). ¢ FIRERRE il A1k BB P
Hks
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Figure 74: 5= T ER 14

Hello Site Admin!

We received a request that you intend to shutdown the cluster "28". You can do this through the link below.
Shutdown 98 (For best results, please use Google Chrome)

The above link expires by Jul 22 08:34:30 pm (PDT).

If you didn't request this, please ignore this email.

Shutdown will not be triggered until you actually click the above link.

$IB 4 (rEEEEXF (Cluster Shutdown) Wi [, fidi XM (Shutdown).
Important i35 75 il 52 ) (Shutdown) 42411 i B 5% ]

S XHHE
JABNEERERIG, REce WoRn KA ERURES .
Figure 75: £ 8 % [ €

& C  ® Not Secure | 172.29.154.126:9000/shutdown/run h* 4

Tetration Setup Diagnostics » RPM Upload » Site Config » Site Gonfig Check » Run

tetration_os_rpminstall_k9 tetration_os_UcsFirmwar... tetration_os_adhoc_k9 tetration_os_mother_rp... tetration_os_base_rpm_k9

3.3.1.19.devel 3.3.1.19.devel 3.3.1.19.devel 3.3.1.19.devel 3.3.1.19.devel

Pre setup for cluster shutdown ...

Refresh Details | ~

Instance View Search:

Serial Baremetal IP Instance Type Instance Index Private IP Public IP Uptime Status Deploy Progress

FCH2132V1RJ 1115 zookeeper 2 11123 an hour Deployed [ s ]
FCH2133v2J6 1118 enforcementPolicyStore 3 1.1.1.48 an hour Deployed [ oo ]
FCH2133V2J6 1118 collectorDatamover 3 11136 172.29.154.106 an hour Deployed [ oo ]
FCH2133v2J6 1118 happobat 2 1.1.1.64 an hour Deployed T
FOH2138VICR 1147 appServer 1 11140 172.29.154.102 an hour Deployed TV [ viend
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Figure 76: 1= 1k [EHIH

Tetration Setup Diagnostics » RPM Upload » Site Config » Site Config Check » Run m
tetration_os_rpminstall_k9 tetration_os_UcsFirmwar... tetration_os_adhoc_k9 tetration_os_mother_rpm... tetration_os_base_rpm_k9
3.3.1.9.devel 3.3.1.9.devel 3.3.1.9.devel 3.3.1.9.devel 3.3.1.9.devel

Stopping all VMs ...
15%

Refresh | Detalls  ~

Instance View

Search:

Serial Baremetal IP Instance Type Instance Index Private IP Public IP Uptime Status Deploy Progress

FCH2132V1RJ 1.1.15 z00keeper 2 1.1.1.23 aday In Progress View Log

FCH2133v2J6 1.1.1.8 enforcementPolicyStore 3 1.1.1.48 aday Stopped
FCH2133v2J6 1118 collectorDatamover 3 1.1.136 172.29.154.106 aday In Progress [ 0% | View Log

FCH2133V2J6 1118 happobat 2 1.1.1.64 aday Stopped View Log
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Figure 77: 100% 5= #)
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At Final step before poweroff. It is safe to shut off cluster aﬂ15 mins at UTC 2019-07-22 22:59:34 ... I
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Procedure

H1 NFMERT, KIRERTEES (Platform) > F4R/ERB/% i (Upgrade/Reboot/Shutdown).
$122 S ER/FEH (Reboot/Shutdown) LI
PIE3 EFER (Reboot), A mithZIXE B #E1% (Send Reboot Link).

OSSO ID BRI e, DMEE AR, ERCE UL U b, SRR . RN,
R hAT 52 FRTFHRAT

EEEHFHEPEL R RICR
AL HE PR AL, HEHT DL B

1. SHiETE (Platform)>FAR/E RB/xH (Upgrade/Reboot/Shutdown), 4R )5 fiddi i 218 % (History)
IR .

SERFERAESB T HRBHT 55, BIaRE . A, B O .
2. BETFHEMELKHE, EHaTiTEHHEZE (Download Logs).

H|WAMEES: HFEIR

Note  Cisco Secure Workload 37 55 AN K 70 i i Kafka AAF 0.9.x. 0.10.x. 1.0.x Al 1.1.x.

FEM Cisco Secure Workload FEFEA LA, A2 H EHC & M EdE 0. 2ds v & 2 s F o n]
DA & R0 B 1 B A R8s . 48 ] LLAY 8 P IR s 20V

Figure 78: 7] FA &R 5%

Data Tap Admin - Data Taps

+ New Data Tap
Name T} Topic?! ~ Description T Kafka Broker 11 Typell  Status A Actions Tl

DataTap1 default-datatap1-topic01 The First Data Tap bakafka3.tetrationanalytics.com:9092 External Active s sSB80

BRI, EAE SRE AR PR EE (Manage) > $iE 2R BB R (Data Tap Admin).
E A Kafka it &
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FCE Kafka FEREIN, @30F A 9092, 9093 Bk 9094 ()% 1, [ Cisco Secure Workload 2324
Kafka (14 Hi it 547 X L 1]

DL /& Kafka fQBE A3 UK 5

broker.id=<incremental number based on the size of the cluster>
auto.create.topics.enable=true
delete.topic.enable=true
listeners=PLAINTEXT://:9092
port=9092
default.replication.factor=2
host.name=<your host name>
advertised.host.name=<your adversited hostname>
num.network.threads=12
num.io.threads=12
socket.send.buffer.bytes=102400
socket.receive.buffer.bytes=102400
socket.request.max.bytes=104857600
log.dirs=<directory where logs can be written, ensure that there is sufficient space to
hold the kafka journal logs>
num.partitions=72
num.recovery.threads.per.data.dir=1
log.retention.hours=24
log.segment.bytes=1073741824
log.retention.check.interval.ms=300000
log.cleaner.enable=false
zookeeper.connect=<address of zookeeper ensemble>
zookeeper.connection.timeout.ms=18000

HIESREERES

BB RERE R 0 LA F A 2, il S S8 (Manage) > IR 2 B2 5 (DataTap
Admin) > ##E 57 (Data Taps) AT & » Fdh i f M P IE TR E

Figure 79: Fi 5 ] FA 448 53

Data Tap Admin - Data Taps

_ New Data Tap

Name T} Topic Tl Description T} Kafka Broker Tl Type 1L Status 11 Actions 1|

DataTap1 default-datatap1-topic01 The First Data Tap bakafka3 tetrationanalytics.com:9092 External Active §TLBO

DataExport D: ic-6 DataTap Managed by Tetration 172.21.156.186:443 Internal Active

|«

Alerts topic-610881bf497d4f7bd287a224 DataTap Managed by Tetration 172.21.156.186:443 Internal Active

Policy Stream 1 Policy-Stream-1 Tetration Network policy for Tenant1 172.21.156.186:443 Internal Active

|+
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-+ New Data Tap
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Figure 80: 75N FTBIETHE 433

New Data Tap

Name

Kafka Broker
Enter Topic Name here

IP/Hostname(s). Ex: kafka1l.ci

Topic

default —— | Kafka Topic for

A\

Note o el oI (1 5 ZE B LE IR

EREES R

FETIFBH IR M Cisco Secure Workloadf% Hi v &, £t /09t 87 2 02 n] DU AR 0. A2 iz 2
IR BRIEATARNE S o B0 4330t vT ol s 3 0T 0

Figure 81: = FI¥#E 5 7t

Data Tap Admin - Data Taps

Cleactvate.
Name 1 Topic T Description 1} Kafka Broker 11 Type 1l Status T Actions TL
DataTap1 default-datatap1-topic01 The First Data Tap bakafka3 tetrationanalytics.com:9092 External Active TSRO
DataTap2 default-datatap2-topic02 The Second Data Tap bakafka3.tetrationanalytics.com:9093 External Active TSRO

illER 6 i

00 153 B0 3 A I 53 AT AT 40 6 T2 . FH B Cisco Secure Workload N SE61 . il4n, 4 F o
PoKE A FPE i A 3% 3] DataTap A (FE%4 Cisco Secure Workload N H) -, Jf HAF B MNER T
DataTap A, WEH N A 25 1K DataTap A 41 EH 5t -

REMESR

FEEHE 53 (MDT) /& 7E Cisco Secure Workload £ HH L A8 /30 . "B E S IRAE. I FF%
BT AR 224 FEN MDT WORTH R, 2506 28 P i AT S Uk, 06T o 9 2% e 126 114 K5 3t
s, 3t B RBF AU A4 GEM Cisco Secure Workload MDT #2H i B 54 /] MDT B AN . Cisco
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Secure Workload $2 {1t % )\ GUI R4 1% /7 Uil 15, Cisco Secure Workload 1 Fff Apache Kafka 1.1.0
YER i EAREE, U o Al 5 R — RS e IR 2 45 P i o

EQEARVEH 52 B3 MDT. MRS B 05— %3 MDT. 2\ Cisco Secure Workload
SRR REH, WAAFEHZRMDT. RAEEI S RER G al LU EIE . e iEEIRSERE
f) MDT.

Figure 82: ERLEXIE 5 TR

Data Tap Admin - Data Taps

Name Topic 11 Description T} Kafka Broker 10 Type 11 Status T)
Alerts topic-610881bf497d4f7bd287a224 DataTap Managed by Tetration 172.21.156.186:443 Internal Active
bakafka3 default-bakafka3-preparedemo Cisco Building 4 Kafka Instance bakafka3.tetrationanalytics.com:9092 External Active

ERINKEBL R, JiTf Cisco Secure Workload 4R #5434 &% 8] MDT, R nJ A BE S04 HoAB KA 5344t o
DE: AR EENE bl

* Java B JKS G T Java % Jii o

CAE: ERIEBE Y T Go & i A .
Figure 83: TS 83+

Data Tap Admin - Data Taps

B m
Name * Topic 1L Description 11 Kafka Broker 11 Type 11 status 11| DOWnload Client Certificate
Alerts topic-610881bf497d4f7bd287a224 DataTap Managed by Tetration 172.21.156.186:443 Internal Active i
DataExport -61088' 7: 4 DataTap Managed by Tetration 172.21.156.186:443 Internal Active *
DataTap1 default-datatap1-topic01 The First Data Tap bkafka3 tetrationanalytics.com:9092 External Active F5,80

Figure 84: iEH £

Internal Data Taps Certificate Download Format

Download Format

T

Java KeyStore

Java ZiE

Tk alertsjkstar.gz J5, ENAEBILLIN O, HA U EiER ] Cisco Secure Workload MDT PUZ IS
FSNHIERSE

* kafkaBrokerlps.txt: I SCAF4U 7 Kafka %5 7 3 FH T-3%4% 21 Cisco Secure Workload MDT (1) IP #iu ki
TP
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* topic.txt: IO B P v il AP IO B 3. R 2R topic<root_scope_id>. 7E
Java 2/ g e LA JE PR, 1548 H I root_scope id.

* keystore.jks: Kafka % ¥ N AR EREBCE PAT I I AR, W R s .
* truststore.jks: Kafka &/ 3 N AE B 08 PAE WS AL X, W FIR.
* passphrase.txt: MICPFELEEEH] T #3 R #4 (120

LECE AL B DI RME AR A I J@ P (Java %7 3D I, AT BL T Kafka B8 :

security.protocol=SSL
ssl.truststore.location=<location of truststore downloaded>
ssl.truststore.password=<passphrase mentioned in passphrase.txt>
ssl.keystore.location=<location of truststore downloaded>
ssl.keystore.password=<passphrase mentioned in passphrase.txt>
ssl.key.password=<passphrase mentioned in passphrase.txt>

fE Java AU BB Kafka A I, (0T EL R s L

Properties props = new Properties();

props.put ("bootstrap.servers", brokerList);

props.put ("group.id", ConsumerGroup-<root scope id>); // root scope id is same as
mentioned above

props.put ("key.deserializer",
"org.apache.kafka.common.serialization.StringDeserializer");

props.put ("value.deserializer",
"org.apache.kafka.common.serialization.StringDeserializer");

props.put ("enable.auto.commit", "true");

props.put ("auto.commit.interval.ms", "1000");

props.put ("session.timeout.ms", "30000");

props.put ("security.protocol", "SSL");

props.put ("ssl.truststore.location", "<filepath to truststore.jks>");
props.put ("ssl.truststore.password", passphrase);

(
(
(
(
(
props.put ("ssl.keystore.location", <filepath to keystore.jks>);
(
(
(
(
(

props.put ("ssl.keystore.password", passphrase);
props.put ("ssl.key.password", passphrase);
props.put ("zookeeper.session.timeout.ms", "500");
props.put ("zookeeper.sync.time.ms", "250");
props.put ("auto.offset.reset", "earliest");

W

AR A UL, 54T Go &/ il it Serama Kafka JFEi% ;%) Cisco Secure Workload MDT. %
alerts.certtar.gz j5, NAE FILLR M

* kafkaBrokerlps.txt: MICA140% Kafka %7 i ] T-4:4% 31 Cisco Secure Workload MDT (] IP Hdil:
TR H

* topic: BESCAEL B LR it nl AR RS S A . R A% 20K topic<root_scope id>. 7F Java
& P h v B AR R R, 5 root_scope_id.

* KafkaConsumerCA.cert: B3P E Kafka 4 & UE 15 .
* KafkaConsumerPrivateKey.key: IS4 Kafka 48 125 1 FAEH
* KafkaCA.cert: IESCFNAE Go % 7 i AR CA iE AR R .
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https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/alert_consumer_mdt.go
https://github.com/TetrationAnalytics/examples/blob/master/3.3.1.x/alert_consumer_mdt.go
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