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OpenAPI 51455 iE
OpenAPI I T 21 S 5 F o TAEMBEL R
1. &3k Cisco Secure Workload UT #5545 T #
2. B ArFEDhAEA L APL B APL %41 .

i [l Cisco Secure Workload API SDK L JSON #&% X k3% REST K.

> w

Eﬂ'ﬁﬁﬁ Python SDK, fﬁ’ﬁﬂﬂ pip install tetpyclient ﬂ%ﬁ% SDK.

5. %% Python SDK Ji&, NIHlZ& L8544k RestClient (RS :

from tetpyclient import RestClient
APIiENDPOINT="https://<U17VIPioRiDNsiFORiTETRATIONiDASHBOARD>"

# " “verify '  1is an optional param to disable SSL server authentication.
# By default, cluster dashboard IP uses self signed cert after

# deployment. Hence, "~ ‘verify=False ~ might be used to disable server

# authentication in SSL for API clients. If users upload their own

# certificate to cluster (from " "Platform > SSL Certificate’ ')

# which is signed by their enterprise CA, then server side authentication
# should be enabled; in such scenarios, in the code below, verify=False
# should be replaced with verify="path-to-CA-file"

# credentials.json looks like:

# {

# "api key": "<hex string>",

# "api secret": "<hex string>"

#

}

restclient = RestClient (API_ENDPOINT,
credentials file='<path to credentials file>/credentials.json',
verify=False)

# followed by API calls, for example API to retrieve list of agents.

# API can be passed /openapi/vl/sensors or just /sensors.
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resp = restclient.get('/sensors')

A B APl 25 $AF0fih 25

Procedure

# 5 ar miifiE

¥ 1 TE Cisco Secure Workload UL 47 by, sidhi sk, SRIGERE APl %48 (API Keys).

$IE2 el APl Z4A (Create API Key).

T3 (AR N APL AT .

W4 N EYPIRIREE P DR
R TR APT %8 + R0 (A BRI REAE -
Note  API ZyREMn] I £ IR T 7 £ FEai S

Table 1: API Th st

LigE

152 AR

sensor_management

Pl B A P AR EA R RS

software_download

TN TR BRI B

flow_inventory query

511 Cisco Secure Workload 527 7 R AL AT 77 T
H

user_role_scope management

[E O A /1N 1 4 1] 232 E DN = R R L e

user_data_upload

FVFRI AR TUERE AN B I H it ol
F LAl R A RSP

app_policy management

BHTAEN VD R AT SRmE

external integration

Table 2: T [5) 34 = B IR 5109 API Th&E

TheE

RVFSANB RS (9l vCenter A Kubernetes) 4E
%

il

appliance management

P Cisco Secure Workload % %

appliance monitoring

PIRS5 miditliZ (Create).

s 4% Cisco Secure Workload ¥ #5 % B AL E (A
)
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AR AP B EHRIRR S, R LR I B SO/, ARG IRAFE R E . B, BT LU R 3 & %8
FIABZE B ISON LA«

\}

Note

WRAH T “AliH] LDAP BE{T /NS 5AIE” (External Auth with LDAP) FIl “LDAP #%4#” (LDAP
Authorization), NI API %43%) OpenAPI Ky i) &4 1k, BUAEH P S1ELILE, ¥ M LDAP
MemberOf 2k 2 f¥] Cisco Secure Workload fH A F B iP5 . Kk, SHHIfR OpenAPI U i) AN, #E
BEATAT APL %I /e “ B P VR4 7 R iz 7 i H(E R A it S 38 E (Use
Local Authentication) % .

T E LRI

UL F ST/ 42 TEF B4 B2 1) OpenAPI 4k,

T1EZ 8]
TAEASE] CLARTRRA “NHH TAE=S M 7 8 “NH” O 2R e YE RN I TR fdoe L Fr g
TR DS . AR TAERBEANE R, ESH TE R SO, X4 AP A 5 AP %
%B?%H?éﬁ’] app_policy management IjJHb
TIE= EIRTR
TAEASE] C “RF” D JSON X% LEAS G % oo B (K I R 0], FLRER P APT £t X%
() JeE k2 ik «
B E: il 5 AR
id T E TAEZS 0] IR —FR URAF
name A 48 1 TAEZS [0 47K .
description FAY HR F 482 i TAESS IR .
app_scope_id TR 5 TAEAR ) GG 19 1D,
author T E S TR F 04 PR K.
primary i /R AE B AR A e 5 e JLVE ) 3= T AE =S .
alternate_query_mode Hi IR RO TAE A “sh&B” o #s)
AHERN, AZEN RILEEIT S NS ERE
B — e ML A . BRIAEN True.
created_at B B T A2 0] I ) Unix B 8] 8%
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5t Rz F

N |

Bt it WEER

latest_adm_version R TAEZ R BT adm (v*) iROAS .
analysis_enabled Aii IR RO AT DR AR ) F 4007
analyzed_version A TAEZR RN o0 p* A
enforcement_enabled Aii IR FRUTR AR T A2 )8 AT
enforced_version R LA A ] p* PR o
Ik ol —2H TAEAs ) C “RH” D .

GET /openapi/vl/applications

Table 3: 5%

AR il ik

app_scope_id TR D PIC 552 I P e S IBR P8 T A2 1)
exact_name T R AR ) SR LA {5 4= L C .
UEIVRUE S 4 B M (Bl DA e e

=45 python X453

restclient.get ('/applications')

BRBNTIE=E

PR 2 S SR SR AR

GET /openapi/vl/applications/{application id}

ZH: WK URL B LS4

SfE]C RN ) BN EAS JSON X SR A

B e it it AR
application_id FAE TAEZS () () ME—FRIEAT
MR X% IR EIFERE ID B LAEZ R4 .

5l python X %5

application id = '5d02b493755£0237a3d6e078"'

)

restclient.get ('/applications/%$s' % application id)
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B oete=a

2 TIE= 8

PEZa B N TTAR A C N7 ) o T DU A AR G 5 SR AN SR 52 LR JSON MR E SR
o

\)

Note iy SRAZAE ] T IF) — i I (1) 2 AR 2 IR P44 T sims, LI S8 S A1 A i ASCASVS In B 0T 1A%

1]

POST /openapi/vl/applications

ZH: JSON il iF A& DU gt

AFR RKAE it ER
app_scope_id FIFH FMECLS T A2 R L 1D
name A (AliE) AR AR
description TR CAlie) TAEASRIUE .
alternate_query_mode i SR AE Crl3E) FRI TAEZS R 2 A4
“EER” o EFAEET,
H 8)) SR R DI AT 25 AR R
BN AMEEE M. BRIA
{E 4 True.

strict_validation i R E CAr3e) s EAL s h A7 A
KA ENE, KREER. W]
TR e Pt 5 ani e, 2R
INME Y false.

primary TR CRJEE) S e TAE A [0 A A
KBGO FETESNE, WikE
7 “true” . BRINMEA true

VAL A LA T S, TR 1 % ) B AP S

\}

Note 0t R 17 5 Hy 1] M\ UT AIELRIS BB I 11975
& s#m i34
clusters GeRERL 2 L SREM F 4 L
inventory_filters Vi e v s e R0 i
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mzT=ia ]

B it Ll
absolute_policies S Kl TR ELA A S G T 5
8
default_policies pHES e LA A BRIA SN P 3t
W o

catch_all action A “ALLOW” = “DENY”

SEREXS BN

AR KE 15 B

id TR H LG SRS P (P — AR R4

name LT BRHIEREZTR.

description TR H EREHI U]

nodes R JaE T AR 7T s ek
A it o

consistent_uuid TR X4 8 W TAE S A L2 E— ). F13))
HMERIIEAT )G, B A AL/ [R]
FERER R FF consistent_uuid.

RN R

AT e 1A

ip TAEH AU IP ST 14 10.0.0.0/8 BX
1.2.34

name FAF R AR R AR

JATRS R ELS0E 5 ER

B e it it AR

id FAT R b g — AL R E— B R4

name TR H WORIIEREAA PR

query PUEA BE I PEAR ALK JISON M %R KR .

EHUSOE JELE
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AR il 15t AR
consumer_filter_id TAFHR SERE M B8 PR BNV F 1 1D
provider_filter_id LG Gt P e N i P 1D
action A H “ALLOW” & “DENY”
14 params array of l4params SRR R 3R .
L4Params X| % J& 1k :
AR i) it AR
proto HEH PSRl (NULL FoRFia hisy)
port A g AL S IV L. 9, [80, 80] &k
[5000, 6000]-
approved iRl CRI3E) 0 SME R LA . BRI
A False

Wi ST e IR (R G A P T AR 2 TR 55
=5 python X %3

name = 'test'
scope id = '5ced480cc497d4flb4b9a9e8d’
filter id = '5ce480cd497d4flb4b%a%ead’
application = {

'app_scope id': scope id,

'name': name,

'absolute policies': [

{

# consumer/provider filter IDs can be ID of a cluster identified during automatic

policy discovery (formerly known as ADM),

# user inventory filter or app scope.
'provider filter id': filter id,
'consumer_ filter id': filter_ id,
'action': 'ALLOW',

# ALLOW policy for TCP on port 80.
'14 _params': [

{
'proto': 6, # TCP

'port': [80, 80], # port range
}
]l
}

]l

'catch all action': 'ALLOW'
}
restclient.post ('/applications', json body=json.dumps (application))

SR
SIS TN C“BEf” D QUEERTIN v A
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IIFSRER &

MRk TAE=S

EITES

= [8]

= [8]

wirgne [

POST /openapi/vl/applications/{application id}/import

A QI T AR () 28 i A )
Wi 0T 5 : R[] A2 TR0 52

RouE—415Em, A BIEUET A .
POST /openapi/vl/applications/validate policies
app_scope id Ky, HARSES O TAES 0 2w AH 1A
M) W X6} 55«
Bt i) 158 R
valid AT R AH T B SRS 2 15 AT 2%
errors e WERTERL,  WHR B SRR AT
A e
TR AR R C “RFH” O

DELETE /openapi/vl/applications/{application id}
WIRSEAE TAES 0] EEEF AT, ARG A RERFHMNER o

SR AR ) AR RN T AE ] CERE SR LIRSS KA » MBS IR F] 422 ASToikab B
Sitko IRBI Error WG ELE —A> details @M, 1ZEIERA WM S THELL K BRI ERLRT 10
AKIGA) ID. A BT T T AN R B AR A8 OC 2R

ZH: iRk URL B35 UL F 35
AR e i1 i3t BF

application_id TAES B bR o

MmN X% TG
5 python 1X%3

application id = '5d02b493755£0237a3d6e078"'
restclient.delete('/applications/%$s' % application id)

U2 g OB OUAT ARS8 C “R” D

PUT /openapi/vl/applications/{application_ id}

ZH: WK URL W& LR 24
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B KR 15 AR
application_id FAFHR AR [ R M — AR AR o
JSON i) I 3040 5 LR
AR £l 1% BA
name FrRFH (n3%) ARSI KRR .
descrip FIG R CRge) TAEZS Tl S8 B i B
primary T (A[3E) W& N “true” APHE T

VR IMWCE ) A ). BE
N “false” WIRE AT 25 [A] B0 A
Bh AR

M 20 % : Fi5 8 1D IR O BT TAEZS [ 5o
=~ python {75

application id = '5d02b493755£0237a3d6e078"

req payload = {
'name': 'Updated Name',
'description': 'Updated Description',
'primary': 'true'

}

resp = restclient.put('/applications/%s'

json_body=json.dumps (req_payload))

BRIEZEFAER

% application_ id,

WM iy 23 3R [B] AR 2 (] 1) S8 5 HY JSON SO o K B4 S ms ALY 72 o

GET /openapi/vl/applications/{application id}/details

ZH0: K URL A5 LU &3

AR -3t} AR

application_id T AR A I ME—FRIRAT o

version P (A[#E)  “v10” BRI A,
“pl0” , BRIAJY “latest” o

Wi T 55 e IR [ 5 s AR 223 ) RSOAS 1) S A T S S
5l python X %5

application id = '5d02b493755f0237a3d6e078"
# For v* version v10 and for p* version pl0

version = 'v10'

resp = restclient.get('/applications/%s/details?version=%s' %

Il Cisco Secure Workload OpenAPI
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simTieziamiA ]

FIH TIE=S B AR A
I 2 b AR B 465 5 CAR 2 ) K T A AR 1R 41 36
GET /openapi/vl/applications/{application id}/versions

ZH: WK URL W& LU R 244

AR %A it AR
application_id TR AR TR E— AR AT
created_before R (A[iE) XFForut, WEiERN b

AN Y R R N RRCAS )

“created_at” .

limit B CAl3k) BRI f K g SR AL
ERINEH 50.

Wi LR A LT R P R 5 AL

B KA 7R

version | “FFF | “v10” B¢ “pl0” JERHIRRA .
EE

created_at | FCH | 1) g T /B2 [A] ) Unix B TE) 8% .

description | 45 | Ji /M &A1 o
H

name | FAF | BOREAATR.
i

=5 python X %5

'5d02b493755£0237a3d6e078"
1612325705

application id
created before
limit = 10
resp = restclient.get('/applications/%$s/versions?created before=%s&limit=%s'
(application id, created before, limit))

fil Bk T A == [B] AR A
SEEHE R S (KA, LSRR 0 TV CL AT B LA HT O A, LR B b 5 —
AR LA SN T, WINLE IR B SIS 512,

DELETE /openapi/vl/applications/{application id}/versions/{version}

S iEK URL 5 UL RS
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B isrezama

A el 15t AR
application_id FI H TAEZS A O ME—FR IR AT o
version FIE “v10” B “p10” R HIRA .

Wi X 5 s G

=151 python X3
application _id = '5d02b493755£0237a3d6e078"
version = 'v10'

resp = restclient.delete('/applications/%$s/versions/%s' %
(application_id, version))

LA TAE= B kiR AR

PeZ s o v ST PR A AR A A RRAS L T 22 (8. EOREIR T PRI MR LA TR R B L5
U EETEE PN RAS P AEE,  FHUCICLY consistent_uuid 5 X, H A #I O, TUIARTEBE i 2 4
HLEN

GET /openapi/vl/applications/{application id}/version diff

S0 1k URL A5 LU F S50

AR e 3id] 15 AR
application_id TR A TR R E— AR AT
base_version FI s lg A Bl “v10” &5
[13 p 1 0 » R
draft_version TR SERERRA, Bl “v10” B
[ p 1 0 ”» .
include unchanged Hi SR A BRINME A falseo IR B Y A A B
oA SR o
Wi S0 5 s IR IALEAT BAR R %«
JeE 1t B3t 1t B
clusters B TEAN R R A ) B O (R SR
policies L] TEAN R A 2 8] B 24 () SRS

TR R
FE A2 D S SR S B

POST /openapi/vl/applications/{application id}/enable analysis
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ZH: Wik URL W LU R 24

resr Tz rzpgrsin ]

AR il 15 AR

application_id

A ] R E— BRI o

R e i) 15t AR

action_note TR CRIIE) RAT SR HRAE IR S A

name FIF CAIIE)  CRAT WS WA 1) 44
o

description Y CAIIE) TR AT RIS AR 1) 1

iR

WA IR 5 : R I HAT BN SR P X 5 s

B et it AR
data_set P HAELEN) ISON X% E R,
analyzed policy version R AR RIS 2 AT p* WA

=15 python X %5

application id = '5d02b493755£0237a3d6e078"'

req payload = {

'action note': 'Policy analysis',
'name': 'Test run 1°',
'description': 'New workloads added.'

}

resp = restclient.post ('/applications/%s/enable analysis'
json_body=json.dumps (req_payload))

AR TR B R RIS

A5 AR 225 8] 125 P SR 047 o

% application id,

POST /openapi/vl/applications/{application id}/disable analysis

24 1K URL B & LA T 240

R Sy ]
application_id T AR [ R HE— AR IART

Wi N5 e R I HAT BN SR P X 5 s

JE Tk

!
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B seerTezn

data_set X% i1 ISON SR KR
analyzed policy version LIS R p* BRA AR H .
~f5 python X453

application_id = '5d02b493755f0237a3d6e078"
resp = restclient.post('/applications/%s/disable analysis' % application id)

PATEANTAE=0E
A2 7 SR B PR

POST /openapi/vl/applications/{application id}/enable enforce

A

Warning {077 AR DG LA BB KRERE, R AT (e BRAT )

ZH. K URL 5 UL N &5

AR -3t} it AR
application_id A AR A ME—FRIRAT o
version FRFR CAIED EEHAT 1 WS R AR

WERRARPERRA, WP PAT A28 R A 0BT SRS o RRCAS Y B A% 00 “p* 7 W ARSI,
RERAT RN “p*” hRAS o

Wi XS B 3R AT LR TR R 5

B e i) i8R
epoch TR BT AT LB S ME— R
sty
o
=451 python X3
application id = '5d02b493755£0237a3d6e078"'
req_payload = {
'version': 'plO'
}
resp = restclient.post ('/applications/%s/enable enforce' % application id,

json_body=json.dumps (req_payload))

XA TAE= B EE AT
AR A AT

POST /openapi/vl/applications/{application id}/disable enforce
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roasznzn 1

A

Warning {070 AR DG L L AE BT BB KRS, R AT f BT

ZH. K URL W5 LTS5

£F %7 i
application_id A TARA W bR

Wi ERF xR AL HAT LU @ P e 5 .

& s i

cpoch S T R S R —
1%,

{51 python 7

application id = '5d02b493755£0237a3d6e078"'
resp = restclient.post('/applications/%s/disable enforce' %
application id)

- -1 Aehe S
B E R A I

BRI T AR SEms . (CARTRRA “$248 ADM IZ47”7 ) &

POST /openapi/vl/applications/{application id}/submit run

ZH4: 1K URL &L T 240

£FF %5 58
application_id A AR bR

Z8: JSON & 1FE & DL

&R e I8

start_time SR F1 3 AW AT (0 N I T )
K5 6 F A

end_time SR 13 e SR B AT (0 N I i )
IO R

clustering_granularity S (W36 SERERIEE RVRR P

il B Bl Sl A AR R AR R K
/o THHAME: VERY_FINE.
FINE. MEDIUM. COARSE 1§
VERY COARSE
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AR

152 AR

port_generalization

CArE)  wi Yz Ak $a 40T i
FVZ A s et 235 2
. FiIE: DISABLED.
CONSERVATIVE. Moderate-

AGGRESSIVE 1{
VERY_AGGRESSIVE

policy compression

CRAJIZE) Jo I SR g 1, AL
VR3] A2 R SR TP A2 % 2
sk CHPEAT AL AR RIS it
HuiD ARt MR B
I, B S TN
ARG AIEANALYE L o TUE
DISABLED.

CONSERVATIVE. Moderate.

AGGRESSIVE 5{
VERY_AGGRESSIVE

auto_accept policy connectors

AR E

CIED BB SRR A K
FI 352 A8 A Bl ks K DL 1A) 1)
S (AT A H SRR K

enable exclusion_filter

AR

CRIIED JA FIHEBR I 9 AL 200 m]
SR L5 AR AR ) SR
PRl ugds gy VLRSI AR
o ARVEAMFER, WS
SUR/ S

enable default exclusion_filter

AR ME

CAIIED JA HIBRAHERR I DE AR
IR i 3t 22 S AT ER A HE RS
g CAr) VLR B A6
Wie AXRWAMER, HSHEEA
HERRILDEAS TR PEAAE R

enable_service discovery

AR AE

CRIiE) e EARACHL A
BRI, RGathiti A R
R EATAE RS AR I g 14
HIfEE. WA, AR 1
v LA R A s

carry_over policies

A /R 1E

CAlE) TR Y AT S s
I, RGO A P Ul Bk
OpenAPI 7 ic 2 CLtVE ) I A1 5K
W
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roasznzn 1

AR EKE 15 AR
skip_clustering AR E (Ale) BeE B e A

JROBTERAE, TR AT ALY
AT SR B 7 1L DE A B
W, A5 AE R BT

YES .
deep policy generation A JR1H ATk Hasm] LUK JE I 1R 73 52

AN AN A g . A%
58, SR F a0
LA 20 ST S A1 28

use_default_config A IRAH (M) WEMETS, Ashk
LSS A FH ERIA SRS A LG
B, MANEZRTNEE T E. A
KIEAMFER, ES RIS &
PR E

\)

Note  ffig s 11 mJ 6 2 BUBR UEDHS B ST 170 11 3 SR R LIS AT IR B O SR A 2 T 1y 3T 3 11 3l
SR RIL) 5 AR ALK L BRA NS A B

WA IR 52 e R I HAT BN SR P X 5 s

BFR £KE it AR
message T H 179k E Sh s S BIE AT IR B
SUIBRENE

=451 python X453

application_id = '5d02b493755f0237a3d6e078"
req payload = {

'start_time': '2020-09-17T10:00:00-0700",
'end time': '2020-09-17T11:00:00-0700",

# Optional Parameters.

'clustering granularity': 'FINE',

'port generalization': 'AGGRESSIVE',
'policy compression': 'AGGRESSIVE',
'auto_accept policy connectors': False,

'enable exclusion filter': True,
'enable default exclusion filter': True,
'enable service discovery': True,
'carry over policies': True,
'skip clustering': False,
'deep policy generation': True,
'use_default config': False
}
resp = restclient.post ('/applications/%s/submit run' % application_ id,
json_body=json.dumps (req_payload))
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B rmsmsnmzcons

IRENR BE A DB I TRYIR S
) AR W) s AT 1 B 3 5 IR .
GET /openapi/vl/applications/{application id}/adm run status

ZH: WK URL W& LR 24

27 e o
application_id A TARZE M — R

Wi ERF 58 xR ] HAT LU @ e 4.

AR Eid) 1% AR

status TR H 3 kg kIS AT RS . 1A
PENDING. COMPLETE &
FAILED

=15 python X85

application id = '5d02b493755£0237a3d6e078"'
resp = restclient.get('/applications/%s/adm run status' % application id)

XA APUAT ] T4 BRASIN . 24 o R S . GUERMISERT “ APz ” B aR B version S 4L,
ENIFHEAM S APT Z 4 CHE user role scope management Hfig.

RHEIT R

WS 5@ N Ik

B #£E L RA

id TR WS R e — B IRAT

application_id FAF R SEHE P JE ) TAE A [R][1) 1D

consumer _filter id TR O Xt gEds iy ID. HAT, 1T
fIAERE . e R e el
B X5 W] AR SREmss R FH 5 o

provider filter id A CoE O JELS 1 ID. Har, 4F
B, e R e 2R e
P35 AT R SR i SR A

version FAF R 5 B SRS T Ja8 %) 1A 2 TR FR B
Ao
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smzr: [

Bt £l L RA
rank TR WS, T REMI{AE
DEFAULT. ABSOLUTE &
CATCHALL.,
policy_action TR AT BEMIME AT LLJE: ALLOW BY
DENY. f&HIA-TAE %ﬂ%f
B NN 45 7 R g5 o 1S,
RAVFIESE E SR -
priority B F 1% SR ms AT HE 7
14 _params array of l4params SOV IS A 2 o
L4Params X| % J& 1 :
& = i
proto B PSUCEEE (NULL RRFTE
B
port A Uiy 1AL R . 2 [80, 80]
B [5000, 6000] .
description FIE R I P ISCR g 117 187 46 5
o
approved AR B O A

IREUR B

U 2 g A [ R T A5

.

GET /openapi/vl/applications/{application id}/policies

ZH: WK URL W& LR 24

IE‘J':F' Eﬁfﬁﬂlﬁﬂﬂio .[H: API ﬂﬂq ?‘/E:ﬁ app_policy management IjJﬁEE"] API

AFR %A LER

version FAF R i W I SR IR 1) A% [
RIRRAS o

consumer _filter id PR CAlke) fAf H# ks ID
Jefar i

provider_filter id TR CAlae) Al # ik yg+s 1D i

JEHH o
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i 1D T BEARAS T 57 o ZE CAAT ARSI, WIRRCA S NBL “p” 0TS filn, 22
IRECCAATRRA 3 FP AT S, ] ASRAT U0 T K

GET /openapi/vl/applications/{application id}/policies?version=p3

AR [ AR S A 2 ) v AT SRS (R 5, R s

{
absolute policies: [ ... ],
default policies: [ ... ],
catch_all action:

}

=5 Python X3

application_id = '5f88c996755f023f3bafel63"

restclient.get ('/applications/%s/policies' % application id, params={'version': 'l'})
Fany L | 4
FRENEKIA SR B

B2k Bl 45 58 TAE SR BRI SRR 53R . Wb APT R T A app_policy_managementIﬂﬁEEQI\PI
.

GET /openapi/vl/applications/{application id}/default policies

ZHL:

AR e il 15t AR

id TR TS IR E—FR RS o

version FAEH i B AL RIS 1 A = )
I RRAS o

limit B BRI AR AN 12 SR 1 SR B

offset R (Al k) b e g 2 1)
I, NIRZY 1inic —EAF
o

consumer filter id LR (ATIE) A kg 4s 1D i

provider filter id TR CRlie) fdR it i 9g4s ID i
JERIH .

IR (R b T A 2 ) 1 BT AR A P R S 410 o i I 25 375 S PR SRS B A i, BEREC R — 4556
W, VEAE S S SR AP A ATt tas o AN AR A s 27 AR T SR

=45 Python X85

application id = '5f88c996755f023f3bafel63"

restclient.get ('/applications/%s/default policies' % application id, params={'version':
'1', 'limit': 3, 'offset': 3})
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wmzn B
M iz 77~ f51
{
"results": [
PolicyObject4,
PolicyObject5,
PolicyObject6
1,
"offset": 6
}
R BN 48 3 5 B
e A 23 R [P 45 58 AR ) vh IR 40 Sems 4102 . o6 APT W H T AT app_policy management LJfEM)
API %],
GET /openapi/vl/applications/{application id}/absolute policies
24
AR £l 1t AR
version TR H i WA BRI P A 25 1)
FRIRBCAS o
limit K PR A A AN 1 3K ) SRS 2
offset HOE CAIED A E—Asmi i 3
ke, NI 1inic —EAE
H
consumer_filter_id TP CRle) $Al A g 4% ID i
TR o
provider_filter id TR (k) 4 it i yEds ID o
DRI .

R[] T 235 ) TR A o (24 6 S B0 2 o R 0, 2 5 R ) S S B M s, R R — 415
W, T e S SR AR e tds . W TR B s R R DA R T SR

~f51 Python 4t 75

application id = '5£88c996755£023f3bafel63"
restclient.get ('/applications/%$s/absolute policies' % application id, params={'version':
'1', '"limit': 3})

M [z 73~ 451

"results": [
PolicyObjectl,
PolicyObject2,
PolicyObject3
] 4
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ST

"offset": 3

IREY “EEHIR” KR
W4 iR N4h e TAEZ R “ A3k ” Jng. b API v T HAE app_policy management e

[¥) API %4,
GET /openapi/vl/applications/{application id}/catch all
ZH
AR £l LAA
version FAF FErPT 52 M b SR E S T A )
FRIRRAS o
R BT S ROAS TAEZR ) (1) Al 3R SR (R S SRS X 4%
=5 Python X3
application_id = '5f88c996755f023f3bafel63"
restclient.get ('/applications/%s/catch all' % application id, params={'version': 'l'})
= AA
R BT 1€ R &
1M 2 i o 1% ] SRS S 481
GET /openapi/vl/policies/{policy id}
IR[E 54585 1D GRS 0 5 o
5 Python X3
policy id = '5f88cale755£0222f85ce85¢c"
restclient.get ('/policies/%s' % policy id)
=23 = AA
ERARBITIRTE R T R
1M 2 A ] SRS B VAR S 8AE 526 B RS R 31 7 SRS
POST /openapi/vl/policies/search
B IE SO AT LR 28K JSON 1E3C:
B e it AR
application_id 4 R R TAEZ ) ID.
policy_identifier M Fe) J— SRS AR VAT ) 7 B

SRS bR VAT 7 BT B ZA 4
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1 F SRR AR IR 4718 B4 RE SR MR .

AR #E it AR

version G (Rl ) o220 FLERH SR M 1 3 FH RROAS 5
RIS, BN BIER “v” Ak,

consumer_consistent uuid 2 A F 3% B A —F UUID.

provider consistent uuid R Pt B H AR —% UUID.,

rank FRFH Foms 44 40U “ DEFAULT” 5%
“ABSOUTE” 2

action SR T ERAE L AL “ALLOW” 8 “DENY”
Z

priority B FME LS A

protocol ELS A ) 1P 5 (0-255).

start_port R CRT3E) i 1196 [ 4 (0-65535); A5 AR TR
s WERIAK 0

end_port B (AT S G 450K (0-65535); R
start_port 2 0, WIERIAY 65535, 504
start_prot.

=15 Python {43

application id = '5£88cale755£0222£f85ce85¢c"
consumer_id = '5f88cale755f0222f85ce85d"
provider id = '5f88cale755f0222f85ce85d"

rank = 'DEFAULT'
action = 'ALLOW'
priority = 100
protocol = 6
start port = 80
version = 'p3'

req body = f£'''
{{
"application id":

"{application id}",

"policy identifier":
"consumer consistent uuid":
"provider consistent uuid":
"rank": "{rank}",

"action": "{action}",
"priority": {priority},
"protocol": "{protocol}",

"start port":

"{start port}",

"version": "{version}"

H}
Py

"{consumer id}",
"{provider id}",

restclient.post('/policies/search', json body=req body)
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B oesw

Bl 32 SR A%
SRS T QUL T S <

POST /openapi/vl/applications/{application id}/policies

ZH:
B £l LAA
consumer _filter id A H L XS e 4 1) 1D,
provider filter id ] O S jERR Y ID, .
version AT R i WA L B S 1) A
[ FR FBLAS
44 TR AR BT L
DEFAULT. ABSOLUTE &%
CATCHALL
policy action FAF R LA ALLOW B DENY: #*
INAETT N FVF B FEAE 4 5E IS5
S 11/ AR 3 B 3t 1)
i
priority HE T8 s BEATHE o
~f51 Python X85
req payload = {
"version": "v1",
"rank" : "DEFAULT",
"policy action" : "ALLOW",
"priority" : 100,
"consumer filter id" : "123456789",
"provider filter id" : "987654321",
}
resp = restclient.post ('/openapi/vl/applications/{application id}/policies"',

json_body=json.dumps (req_payload))

I BN SR B

a2 SRRl ST UENING S 2 Sl ke A=k NN B Rel e 3 2 Sl P
POST /openapi/vl/applications/{application id}/default policies

Bl 28 X TR R

W 2 iy FH T 6 BT PRI 4000 SR o G 2% i 1) A PR 4000 SR Mg 5 1) S SR 2 i SR AL

POST /openapi/vl/applications/{application id}/absolute policies
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z#wsn [l
ERRE

1M 2 i o BT SRS

PUT /openapi/vl/policies/{policy id}

ZH:

B £t i RA

consumer _filter id FA O L JE 2811 1D,

provider filter id FAE L e AR 1 1D,

policy_action SRR A BEAIE AT LLJE ALLOW BY
DENY. figWxf T Iz i fit
B AN 45 T IR G5 o 1/,
FOVFIE & FE U

priority HBE TR S AL AT HE 7

W[5 H55E 1D AR DB RIS % .

B “&EbmIR”

e o BUHTRR o ARSI “ 2 Eisk” .

PUT /openapi/vl/applications/{application id}/catch all

24

B £l Ll

version TR H IS o BT SR ) A
[ FRT A o

policy_action TR R AT REMIAE AT L& ALLOW BY

DENY. fgHE® AFmERS
BE A5 (] AT fr] SR AN UL T

b/
1 AR S i O 7R DR 2 3R R

WG 2 S 3 D e o SR B 2 Mk 25 i 11

POST /openapi/vl/policies/{policy id}/14 params

ZHL

B £t 1t AR

version S FEU 32 ISR ER S 0 TR
FRIRRCAS o
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B =rswanssn

B %A LER

start_port B 0 A a1 .

end port B O 1 &5 S 1 o

proto R P (NULL R BT A i
BO

description FIF (RT3 A S B BisUR i 111 o]
R

E R AR 553w O
LS ST S 4R IR S o

PUT /openapi/vl/policies/{policy id}/14 params/{1l4 params_ id}

ZH:
Bt £KE 13t AR
approved A RME He SRS FRIC b St

Tl B 5 & B4 BR 55 i 1
I 2 e NI B SRS PR ¥ 08 AR G5 11 e (RTHE) A RVEANE B, TES 0 HEBRLJEss .

DELETE /openapi/vl/policies/{policy id}/14 params/{1l4 params id}

ZH:
B -3t} it AR
create_exclusion_filter Aii R AE CArie) WK true, WIEIEHS

FEMGUCAC )RR JE oy . Stk
JEASUTTC 19K A K1) B 2 5K
H%Ef)uﬁﬁﬂlﬂﬁFF’? HRIEAME
B SR HERR I ERS .

fi Bk 5 e
WG 2 S i M B 415 5 1R SR . AN HERR L DB 5
DELETE /openapi/vl/policies/{policy id}
HIBR 8 & HRIN B SRR
WM 2 i A ) SRS AR TR AT S BRI BT 7 1O SR . AN B HERR IS B 25

DELETE /openapi/vl/policies/destroy with identifier
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A IESCE S BAT LU N 2444 (1) JSON IESC:

maamanmen ]

AR %£E it AR
application_id TR N TAE= 8 ) ID.
policy_identifier pOE3 P — BUR B AR AT B

AR #£E it AR

version TR CArae) BATHHERERAERI N T
EA B “v” A RIRE
BF, BRI TAE 25 () (1) BB

é“@ v ”» H&ZIK R

consumer_consistent_uuid AR A 2 B ) — 3 UUID

provider consistent uuid P AL B H bR —E UUID

rank TP W HE L 20E “DEFAULT”
g “ABSOUTE” 2 —

action SRR FMEERAE AL “ALLOW” 5L

“DENY” 2 —

priority B ik W e

protocol R FEME 1) TP B 5 (0-255)

start_port P CAlk) sy DY DT 46
(0-65535); #iARFHE, WIEIAH
0

end_port e CAIIE ) i 1191 Fl 45
(0-65535); W1 f start_port 4 0,
RN 65535, 5N
start_prot

=15 Python {45

application id = '5£88cale755£0222£f85ce85¢c"
consumer_id = '5f88cale755f0222f85ce85d"
provider id = '5f88cale755f0222£f85ce85d"

action = 'ALLOW'
rank = 'DEFAULT'
protocol = 6
start port = 80
priority = 100
version = '5'
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req body = f'"'
{{

"application id": "{application_id}",

"policy identifier": ({{

"consumer consistent uuid": "{consumer_ id}",
"provider consistent uuid": "{provider_ id}",

"rank": "{rank}",

"priority"

"action":

: {priority},
"{action}",

"protocol": "{protocol}",

"start_ port":
"version":

}}
I

"{version}"

"{start_port}",

Cisco Secure Workload OpenAPI |

restclient.delete ('/policies/destroy with identifier', json body=req body)

/!

SREGIRIE 547

U2 T T AR BCBE Tk 2 5 ARVE T 2 2 Hr/ 40

Z I P

ARG SRS B . A OCTEfE R, 1

Ut APT UE I X ARV FE AT S ARSI U5 IR BCBR AP - JF L 24 5 APT s 1 oR K 1

app_policy_management.lbﬁgo

POST /openapi/vl/policies/{rootScopelID}/quick analysis

A IESCH A R AT LU 2444 (1) JSON IESC:

AR £l 1t AR

consumer_ip FAFHR P /A 1) TP Mk

provider_ip FREE JIR 55 25 /AR A 1 1P Mkl

provider port HBH Crfik) $ftEum e, {5 TCP
8¢ UDP il .

protocol TR PN, Bl TCP,

analysis_type FARFHR SIHT AT LU analyzed 5%

enforced. “analyzed” Z}H72R%A!
W SR T 2y
AT SR WS AT VT A H Tt 5

“enforced” 73 Hr IS AL M I KUt
ES ARG i T ST SR i
AT VCHC AR H A5
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wrtrEnt

AR %A LER
application_id TR (rliE) FETAEAEM 1D,

O, WL AERA T AR
“v7ORRA, AR AR E A
(10 SR s IR B P HEAd T 225 )
(7 M ARA T AR A SRR
AR BRI I B, 2l i % g
WY AT B3/ ERATIR SR
M A A U SR

version B Cafik) FiR “v” MR TAE
). WARSRE T
application_id, WJLAZ5H5E It
T, A7 W a2t

G R
SRR IE SN A JSON # 2 f D «
EWIESCH A7, Herb IR sk S TP 2 M i S«

req payload = {

"consumer ip": "4.4.1.1",
"provider ip": "4.4.2.1",
"provider port": 9081,
"protocol": "TCP",
"analysis type": "analyzed"
}
resp = restclient.post ('/openapi/vl/policies/{rootScopelID}/quick analysis',

json_body=json.dumps (req_payload))

EWESCH) sl FErpift g S AR A) v RRCAS R SR LR Bl A B AT FeA A 22 ) 1

BV Y
req payload = {

"consumer ip": "4.4.1.1",
"provider ip": "4.4.2.1",
"provider port": 9081,
"protocol": "TCP",
"analysis type": "analyzed",
"application id": "5e7e5£56497d4f0bc26c7bb3",
"version": 1

}

resp = restclient.post ('/openapi/vl/policies/{rootScopelID}/quick analysis',
json_body=json.dumps (req_payload))

e 7 73~ 451
W s 1ESCH AT BLR JE 1 JSON X4

=4 &

policy_decision PUE SCVRIE AL AR LA BEL -

Cisco Secure Workload OpenAP1 JJij



B =xsitzs

Cisco Secure Workload OpenAPI |

=i &
outbound_policy SCVRAR 4l AL LR S 21 S
inbound_policy TR LA N ISR 10 S

"policy decision": "ALLOW",
"outbound policy": {
"policy rank": "DEFAULT",
"start port": 9082,

"14 detail id":
"src_filter id":
"end port": 9082,
"cluster edge_ id":
"dst filter id":
"action": "ALLOW",
"protocol": "TCP",
"app_scope_id":

}!

"inbound policy": {
"policy rank":
"start port": 9082,
"14 detail id":
"src_filter id":
"end port": 9082,
"cluster edge_ id":
"dst filter id":
"action": "ALLOW",
"protocol": "TCP",
"app_scope_id":

REEGIHER

"DEFAULT",

"5e7e600£497d4£7341£4f6d0",
"5e7e600e497d4£7341£4£459",

"5e7e600£497d4£7341£f4f6d1",
"5e7d0efc497d4£44b6b09351",

"S5e7e5£3a497d4£f0bc26c7bb0"

"5e7e600£497d4£7341£4f6d0",
"5e7e600e497d4£7341£4£459",

"5e7e600£497d4£7341£f4f6d1",
"5e7d0efc497d4£44b6b09351",

"S5e7e5£3a497d4£f0bc26c7bb0O"

£ R I — ) ) ) LSS0 S O 6. 2 PR 0B R0 7 LS Mo
P MO, B RACRLRE o /N o 75—/ N P 5 AT B OB, R
NI LS 24 T £ 06 P 2 R 27 520 R IR

AR IL 203 SRS AR U S B N, (HE U

AP R AT ) A2 1) RRCAS v (0 SR AT L4 25

ID,
S
AR OPRRAS N AR R RAT A, WRER 2 6 AN A RESRAFEE R o A N IRIRRAF AT 1) d5e /1A P A K

6 /NIt

S ] A 25 A A HRAT RCAS SRIUHE W (1 S S vk (5 &, URL A0
POST /openapi/vl/policies/stats/enforced

T AR 25 A1) 2 23 R AR SR BRI F) SRS Ge 115 &, URL B840«
POST /openapi/vl/policies/stats/analyzed

A IE S R AT LR 28 JSON IE3C:
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x4

AR it it AR

application_id THEH N TAEZS 8] 1 1D

t0 TR LI RFC-3339 4% 38 7 [ I ] [7]
ke 46

tl T (A[3%E) Bl RFC-3339 %775
FRT IS TR) () B s RO T) s an SR AR FR
5 JUVERIA A Y HiT B[]

policy_id T S () 1D SURAPE W AL
FF, MIANTTEL,

14 param_id FAFH 14 ZH1 ID;  WRAF 70 SR b
PR, s+
“CATCH_ALL” %%, NIRRT
i

policy_identifier e o BRI B

SRS AR AT 7B AR 3 4L

AFR %£E 5t AR

consumer_consistent_uuid TR {4 FH 77 BJE 1) — 3L UUID.

provider consistent_uuid Syl FRALE B H bR —2 UUID.

rank =] FeMEHE 4 a4 “DEFAULT”
gt “ABSOUTE” Z—.

action FA RIEERAELAZE “ALLOW” 8

“DENY” Z—.

priority B TR AR SE g AE

protocol B WG TP BMis5 (0-255).

start_port WOEL CRI3ED vy 1190 B -4
(0-65535); FiARIEE, WHEGAN
0

end port R CAl3k) s e 45 R

(0-65535); g start_port 4 0,
TERIA K 65535, 30N
start_prot.
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~f51 Python X85

application_id
consumer_id '5f88cale755£0222f85ce
provider id '5f88cale755£0222f85ce
action 'ALLOW'

rank 'DEFAULT'

protocol 6
start _port =
priority

80
100

req body £ree
{1
"application_ id":
"t0":"2022-07-06T00:00:002",
"tl":"2022-07-28T19:00:002",
"policy identifier": {{
"consumer consistent uuid":
"provider consistent uuid":

"rank": "{rank}",
"priority": {priority},
"action": "{action}",
"protocol": "{protocol}",

"start port": "{start port}"
}}

Jpeve

restclient.post ('/policies/stats/analyzed',

# For CATCH_ALL policies:

root app_scope id = '6f88cale755f022
rank = 'CATCH ALL'
action = 'DENY'
req body = f'"'
{{
"application id": "{application_

"t0":"2022-07-06T00:00:002",
"tl":"2022-07-28T19:00:002",
"policy identifier": {{
"consumer consistent uuid":
"provider consistent uuid":
"rank": "{rank}",
"action": "{action}"

ypeve

Cisco Secure Workload OpenAPI |

'5£88cale755£0222£85ce85¢c"

85d’
85d’

"{application_id}",

"{consumer id}",
"{provider id}",

json_body=req body)

2£85ce85e’

idy",

"{root app_scope_ id}",
"{root app_ scope_ id}",

restclient.post ('/policies/stats/analyzed', json body=req body)
M) R 7= 451
Wi 2 1E SCH BT BLR JE P JSON X 4
%5
%A B

conversation_count

FEF SE FREI 5] 1SRG A DL 1) (R0 35 4

packet count

FEFG E RFEEI )0 S0 A 05 24 1 Ko B 4

byte count

FEAR RE A5 22 IR 1A) AN S A UL 8¢ 275 4L
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semwEn ]

w4 &
first_seen_at T VU 5 B SIS RS (R I T (RFC-3339 #%
x) .
last_seen_at RO B SR W R AL R TR R CR AT RFC-3339
D
agg_start_version il F LR I SRS 1 5 R AT AR CEIAI 02D«
agg_start_time AT agg start version [ A .
{
"conversation count": 72,

"packet count": 800,

"byte count": 1960,

"first_seen_at": "2022-09-09T11:00:00.0002",
"last_seen_at": "2022-09-09T11:00:00.0002",
"agg start version": 4,

"agg start time": "2022-08-10T23:00:00.0002Z"

HRAFE BRI SRS
P& 23R 0] % A L AE 2 TR oA 48 2 I 1R T8 B P 2 U0 52 SIAT A0 %F 135 1R SR AR TR AT o
REEFRIDFT
RIS At ok 9 2% 7 10 SR ey 10 RO B SR B O, T SRS T ADM A2 3 PRy S B b ] LZEAS TR 11 3
TAEA A P B ID. O 7 5 A 4% (R A PR B o SR i i 8, RIS SR A 2.
[¥) B P ek i oA — ) UUID,  FEAE AR SRS bR IRAF I 5 A 265, iz thdd it At &
—E) UUID A ASE . e MRS, i I RIEML

Bl SRS AR IRFT A — RS G B H,  a] LU N T A 2 TR RBCAS YRl R 3R SRS (10 B ST 10, T SREs
ID Chyk A CRUD £ 3 HH R R SR DD W] BEAE T A2 I AN R RRAS h R AR AR A o

\)

AR SRUEE A B0 UUID RUSRIS AR RAT AN e — bRl D8 s SRS, R EA THEAN R R N A
AR RRAS Z T8 3L

TN E R BN PAT CRUD #4F,  El BCRF AR TRATAR AT A 5 I P A 25 [ RROAR A 28 A )
PRI o

HRL CRUD #8A1 m] A FH S AR R HRAT 10 AT SRS SE T M R AR AT B S5 A 12 52 SRS A URA A
N o XA EIE D T 5, S P AL AR, T2 R0 UE AT 55 A 22 ) v e A7 AR A
(¥ SRS o

S AN BSOS AT BE A P SRS AL JE 45 1D, AN SN GE v Bty b URART (189 550 APT 28 3 20 2R il i o
W HZ, LUR7RBI U] T MR G2 A iR b AT (1 —Fh 57 -

resp = restclient.get (f'/policies/631b0590497d4f09b537b973")
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XLl

policy = resp.json() # policy object
policy identifer = {
'consumer consistent uuid': policy['consumer filter']['consistent uuid'],
'provider consistent uuid': policy['provider filter']['consistent uuid'],
'rank': policy['rank'],
'action': policy['action'],
'priority': policyl['priority'l],
'protocol': policy['l4 params'][0O]['proto'],
'start_port': policy['l4 params'][0]['port'][O],
'end port': policy['l4 params'][0]['port'][1]

\)

AR OB TR R AT, ATRET 6 NN A REIRAGEE . P IN TR R AT 14 B /DAL FEE th
h 6 /NEF

LS T A28 R) R PAT A SRR AL T ) Sfem , URL 420 -
POST /openapi/vl/unused policies/{application id}/enforced
LS I ] A2 ) () 2 23 B RSOAS SREBUAR AT HI 1) 5K, URL A2 A «
POST /openapi/vl/unused policies/{application id}/analyzed

A IESCE S BAT LN 244 (1) JSON IE3C:

A el 5% FR

t0 LR PL RFC-3339 #% 337 BB 1] 1]
b T4

tl TR (A%) L RFC-3339 %K R

PRI ) TV B 5 TR 17 s 2 SRR
s JUBRIA N 2RI ] o

limit K CRIIE D FRABIAEAN 1S SR 1 SR
.
offset TR CAIED AL iy A1) 4 v

Bi - T,

application id = '62e1915e755f026f2bcdd805"
resp = restclient.post (f'/unused policies/{application id}/analyzed', json body=f'"'"
{{
"t0":"2022-07-06T00:00:00Z2",
"t£1":"2022-07-28T19:00:00Z"
Fyprreye

M) 2 7= 451

W87 A TESC AT LR IR JSON %%

=4 18

application_id P AR 2SR 1D,
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=4 &
policy_identifiers A FE W 1 S A A AR
offset T UL A (O S

FUERCR IR, USRI N P R O B WAL, IR AR N A A R A (A 3

{
"application id": "63054a97497d4f2dcl13a9c4",
"policy identifiers": [
{

"consumer consistent uuid": "62fff45c497d4£5064973c4d",
"provider consistent uuid": "62fff45c497d4£5064973c4d",
"version": "pl",
"rank": "DEFAULT",
"policy action": "ALLOW",
"priority": 10,
"proto": 6,
"start port": 10000,
"end port": 10000,

"agg start version": 1,
"agg start time": "2022-08-10T23:00:00.0002Z"
b
{
"consumer consistent uuid": "62fff45c497d4£5064973c4d",
"provider consistent uuid": "62fff45c497d4£5064973c4d",
"version": "pl",
"rank": "DEFAULT",
"policy action": "ALLOW",

"priority": 10,
"protocol": 6,
"start port": 10001,
"end port": 10001,
"agg start version": 1,
"agg start time": "2022-08-10T23:00:00.000z"
}
1,
"offset": "eyJvZImZzzZXQiOjzo"

R EEAEAR

XA APL Af TR0 Zwfi bt B S me it JF HT 285 API % 4HCHKY app_policy_management
Diie.

3R BUSR RE AR AR
Wb 2ty 4 IR R i AR Y ] ) SRS AR B % . ik APT if T EH app policy management LJREHT API
Y,

GET /openapi/vl/application templates?root app scope id={root app scope id}

S EK URL 5 UL IS
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= Sl 15 88
root_app_scope_id TR HESE b

Wi XS B AR [P R ARV BB PR SRRSO B 8113
1 python {{#3

root app scope id = '<root-app-scope-id>'

restclient.get ('/application templates?root app scope id=%s' % root app scope id)

% BUHF TE 3R BR A5 R
1M % Sy 2 30 (] SRS AR ) S48
GET /openapi/vl/application templates/{template id}

24 1K URL & LA T 24

AR XA 15t A
template_id TR R B BRI ME— R IRAT

MRS IR EAT S 1D SR 5
R4 python {473

template id = '<template-id>'

[

restclient.get ('/application templates/%s' % template id)

132 SR IR AR
LS P 1 2 0 S T

POST /openapi/vl/application templates

JSON 3R IE3CAL 5 DL

Bt e it 15t AR

name FAFHR TE NI FAEREAR (1 44 7% o

description TR H CAJage) W IR o S 7S AR
B

parameters B BRSH, WS T A%,

absolute_policies PSUETE CAJIE) 4% SRS KA

default_policies BLEOOE S (7)) BN, "TLLA
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TSR BRARR

Wi L0 52 - 3 [ B it ) R AR N 2

=5 python X %3
root_app scope_id = '<root-app-scope-id>'
payload = {'root app_scope_id': root app_scope_ id,
'name': "policy name",

}

'default policies': [

]

{
'action': 'ALLOW',
'priority': 100,
'14 params': [
{
'proto': 17,
'port': [80, 90]
}

restclient.post ('/application templates',

json_body=json.dumps (payload))

V2% i £ BT SRS AR, o

PUT /openapi/vl/application templates/{template id}

ZH: WK URL & LR 244

sxgmizn ]

AR il 15 AR

template_id TR SRS BRI ME— B IRAT
JSON #fRIESC A& LT i

B KB | LRR

name =
i

CRIIE) AEF NI AR (A4 K

description | =7 4%

CRIEE) IR b 27 (AR i 1]

Wi R 5 SR ELRA iR E 1D 1 S SRS RN 5

75 python %3

new_name =

template id

<new-name>
payload = {'name': new name}

'<template-id>"

restclient.post ('/application templates/%s' % template id,

json_body=json.dumps (payload))
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T

i R R B 4% R

T ERIRARR

i

SRR

S 2 Ao M B3 2 1) RO RSEARE

DELETE /openapi/vl/application templates/{template id}

ZH: WK URL W& LR 24
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&R ) 5488
template_id TR SRR e — b

MmN %: TG
{51 python {X%3

template id = '<template-id>'

restclient.delete('/application templates/%s'

U2 23 TN BRI AR o

GET /openapi/vl/application templates/{template id}/download

ZH: WK URL W LU R 24

template id)

&R #5 578
template_id TR SRR M — b A

WA NERE s R IELHATHESE 1D A58 B SRS AR E S

7 python %3

template id = '<template-id>'

restclient.get ('/application templates/%s/download'

% template id)

XA APT AT HIT IR N B sl R A0 ARSI C “R 07 D i AR EATHEAE 5 APL %

BRI user_role_scope_management.Eﬁgéo

SEREN GR PR F Tk

B 3] 15 AR

id PR HERE I ME—hR IR o
consistent_uuid TR 7t B 35 RIS AT W A PR ¥ —

W ID.
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ez

Bt el i3t BB

application_id FI H SERERTE 0 TAEZS A1 1D,

version T E LTI 8 A3 TRl R A

name FR ERERI A FR

description PG EFEUL .

approved A SR WERAEREC I P “HEnE”

query JSON 5l pEAR CB L ey (VLT
¥ DY YS S EEARE T puR)€

short_query JSON g it gE sy (EULAd
%

alternate_queries i A 2l SR R I AE B £ S A
WAL A N isqT.

inventory L WK, SR IR AR 51
e, A P EHLA . vrf id
A1 uuid.

—— Y .
IRENEE BE
e ok e g TAEASA C “DNH” D BRI . 3 APT AT T HA app_policy management
IhEEM APT %4,
GET /openapi/vl/applications/{application id}/clusters

ZH0: ik URL &5 LU NS4

AR e i AR

application_id T SETREITJE I LAEZS R 1D,

version TR H i WA JERIAE I A 25 1)
FRIRBCAS o

include_inventory Hii SR A AR EREI YT .

Wi S 5 e 30 [ R o AT 2 TR B T A7 S P A
=451 python X3

application_id = '5d02b493755f0237a3d6e078"
restclient.get ('/applications/%s/clusters' % application id)
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KAV E S BT

lpE

[EAZS TR IEESS AR S PR

GET /openapi/vl/clusters/{cluster id}

ZH: WK URL W& LR 24
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B £l it BA

cluster_id FLF SERERIME—FRIRAT o

include_inventory A P

Wi N0 5 s R A1 545 58 ID G SRR £ o

=451 python X453

cluster id = '5d02d021497d4£0949%ba74e4’

restclient.get ('/clusters/%s' % cluster id)

W6 2 TR Fr R B

POST /openapi/vl/applications/{application id}/clusters

ZH: Wk URL W5 L34

BFR -3t} L RA

application_id FrTHR LERERTJE I TAEZS B 1D,

JSON it iE A5 LU

B #£E LER

name TR H L AR

version TR H BT 1r) LR AR 1K A= )
HRIRRARS o

description TR H CAIIE ) BB Ud I

approved A R AH (ATIR) 1E B 3h g K Iiz AT )
B, AN HUR CAtAER ISR BR
IME Y False.

query JSON ASPuR) £ SN LIRS M E AN

FAE) o AE TR ER
AW (AR B
O AR e 2
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axgs
JE e Eid) 15 AR
query JSON 5k JEAR OCIR M) s (ERILAD

FAED o AHE AR BRI
AW (R B
RO, KRN

nodes Hel IP Mk B o 412 o e I T-0i 4
LIX 46 [P JLRCH A, BRAESR
T A H AR AL T 33 H

s
TR G
AR £l 15 AR
ip LR IP itk
name T CRIED 5 A4 R
prefix_len R (A) A

N

Note [l fit 7 A H LA AL TahA B, B st T Rld .

Wi LR 52 : R [T G At R SR AR 2

5l python X %5
application id = '5d02b493755£0237a3d6e078"'
payload = {
'name': 'test cluster',
'version': 'v2',
'description': 'basic granularity',
'approved': False,
'query': {
"type': 'eq',
'field': 'host name',
'value': 'centos6001'

}
}

restclient.post('/applications/%s/clusters' % application id)

I i 23 BOPTAR I -
PUT /openapi/vl/clusters/{cluster id}

24 1K URL & LA T 24
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AR £l 15 AR

cluster_id FAFHR SEBE M ME— PR IR

JSON i) I 3040 5 LR

B KE i3t AR

name TR R ATR

description FAFH CRIE) ARTEMIBEI .

approved AR A fE AR RILISAT W), ik
HEM ARSI T R R

query JSON EEPUR) < SN 1PN % AU

FAED o AHE TAEAS A R
AW (PR B A
O AR 2

WA 4 e RN R E 1D IR FME B5UF AR RER 4

75 python X453

cluster id = '5d02d2a4497d4£5194f104ef"

payload = {

'name': 'new test cluster',

}

restclient.put ('/clusters/%s'

% cluster id, json body=json.

dumps (payload))

PR IR AR A IO ERAE o IR R AEAT SRS AL, ISR RERE AN BB, IR IR [A]— ARG

RANE.

DELETE /openapi/vl/clusters/{cluster id}

24 1K URL & LL T 24

B it kil
cluster_id FIF SERE R ME—FRIRAT o

WA N XS % TG
=15 python X %5

cluster id = '5d02d2a4497d4£5194f104ef"
restclient.delete('/clusters/%s' % cluster id)
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wiE [l

PORFS
XA H B SR A INAZAT IS TA) 0 B A R 2R IR, b (R A FH 2 o ) BB o A7 DR 37 1) SE TR
Y, EZ AT
W APL ST DR AT A 3hS5Es RIS AT IR R 45 8 AR AR i nis . e i 2 5 API
B KB app_policy management MJREA BEH UL API.

RA R AIIZITR AN
ke, AT LLAE H 8 S RIS AT PR R TAES A 16 . B0 W] LLAR i SCRFO 4R AN

7N

15
fabr T4, REnTRem BRI N EOIR I S AT B . B, ROE R LUE SR B SRR 4R
PEEEANIPURTAS S S IO R D S

POST /openapi/vl/conversations/{application id}

AR BATLU N B JSON IE3C.

AR i) 15t AR
version B H 3 S IS AT [P AR AR
filter JSON (k) il yEss. wsilyE

e A% (R {3, W query VEHL
B o nl U] SRR 4 R
F¥ebs bk pEas N ECE AR
MG AR JELRIIEE, S
B L IERS

dimensions Bl CAIIE) 220 By 1 3k [
YREFNR . AITE SCRRIIYERE 42
PITHYEE TR

metrics A CAl3E) ZELRMIF BN B 1E 1
fEbRFIR . AITE SCRFFR PR $k
BRI FRPRAIZR o

limit O (AT BEAEHAS APT U Y H R
B )% 5

offset TR CAIIED A E—AS iy LA 4 v
Bt - T i,

TSR IE SO A JSON M A i) o AR E SO B s o

{
"version": 1,
"filter": {
"type™: "and",
"filters": [
{
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N—/

=1

R Mg % I

"
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BT N A 3E

"type": "eq",
"field": "excluded",
"value": False
}I
{
"type": "eq",
"field": "protocol",
"value": "TCP"
}I
]
}I
"dimensions": ["src_ip", "dst ip", "port"],
"metrics": ["byte count", "packet count"],
"limit" : 2,
"offset": <offset-object>

fRRA =
M 7 1E SCH HAT LA R TS PR JSON X 52

&
TR — DUGE SRAT L I i [ i 7
EE RS

A

offset

results

BRI, RO N P R S B s, PRSI AN B s AR I

req payload = {"version": 1,
"limit": 10,
"filter": {"type": "and",
"filters": [
{"type": "eq", "field": "excluded", "value": False},
{"type": "eq", "field": "protocol", "value": "TCP"}

}

resp restclient.post ('/conversations/{application id}"',
json_body=json.dumps (req_payload))
print resp.status_ code
if resp.status code == 200:
parsed_resp json.loads (resp.content)
print json.dumps (parsed resp, indent=4, sort keys=True)

THEYET N D 3FiE
AL, 6T DAL SR 2SR R I A4 TR X 250 R B AR S b R X 45 T4

IRBAT G IBAT I . AT SCRF IR ERAL T SCRFITEAR, 4 SCRF I 4 L o A7 T S Rr I 4

JE o ST LU I SRR RO SR AR _E R DRSS R ARG 8. B, AT LS A sre_ip 4E
JERT byte count FRFR IV AWIRIL R HAT i 2 7 WU A7 (U5 1P Mk

POST /openapi/vl/conversations/{application id}/topn

RS EA LU ER JSON 1F 30,
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g g airaa NAE

AR Eid) 15 BA

version R H 5)) S RIS AT [ IRAR

dimension TR TN HT N AN 1 AR TR 1
X AR
THFMYESE: src_ip. dst ip

metric T HIN SIS HE B R FE A o
AIAE SCRE SR bR BRI R
FrYIR

filter JSON (i) AL ESS . WRiLyE
Ze A (RO Y)Y, ) query ITRC
BT o AT LA SRR 4
Fnfabr Ll pgds T8 HARK
Xidie AR IESSIETE, ES
[ s .

threshold R FLLE A AP B HR [F] 1T N
ANk R

TR IESCN A JSON M) A IE SO B R s .

"version": 1,
"dimension": "src ip",
"metric": "byte count",
"filter": {
"type" . "and"
. 4

"filters": [

{

"type": "eq",
"field": "excluded",
"value": False
}!
{
"type": "eq",
"field": "protocol",
"value": "TCP"
}!
]
}!
"threshold" : 10

RRAE
Wi W S 1E SCH FLAT DU R JE PRI JSON X 42
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w5 B
results A8 A ISON MR IFIK, Hrpa s 4453
BRI —AERXNRINRIE, 2R RS A
W2 RS B AH VT
[ {"result": [
{
"byte count": 1795195565,
"src ip": "192.168.1.6"
}I
{
"byte count": 1781002379,

"src ip": "192.168.1.28"

}I

I

req payload = {"version": 1, "dimension": "src ip", "metric": "byte count",
"filter": {"type": "and",
"filters": [
{"type": "eq", "field": "excluded", "value": False},
{"type": "eg", "field": "protocol", "value": "TCP"},
{"type": "eq", "field": "consumer filter id", "value": "lébl2a56l4c5af5b68afalce"},
{"type": "subnet", "field": "src_ ip", "value": "192.168.1.0/24"}
]
}I
"threshold" 10

resp =

json_body=json.dumps (req_payload))
print resp.status_code

if resp.status_code

parsed_resp =

print json.dumps (parsed resp,

200:

SEFHIYES

restclient.post ('/conversations/{application id}/topn',

json.loads (resp.content)
indent=4,

sort keys=True)

AR it} it RA

src_ip TR H f I 1) TP Sk

dst_ip TR H FRALE I TP Mk

protocol TR H TAF AT A B 5
“TCP” . “UDP” %

port A PRBLH )

address_type P “IPv4” Bl “IPv6”
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wsmisi ]

AR e i) 152 Bf

consumer filter id P mRAF A IP B T-4E0E, WA
SERERIEERE 1D, A0 Al
IP & 5 1D

provider filter id A WAL TP J8 T4EH0E, Wk
ERERLERE ID, SN R
IP )& I 1D,

excluded A /RAE P BRSNS HE R T 0

confidence AE A A A R T
HAE 0.0 £ 1.0 Z[HAZ 4k, 1.0 %
TN R T BE R

X YR ER

&R it} 15t A

byte_count R XU RS T A

packet_count B o 13k R L s

HEFR T IE =5

X2 APL AT I TN 2 sl B o 9, OF B A8 AT 9 APL B BRI

e
user role scope management Ly fE

HEERILIE S BT HEBRAE B Sh S R R L2 Ab e A ORTEA R, SRR L hE 25

HERR SRR X R
HE BRI 20 5 R M i

Bt EKE 15 AA

id TAFHR GEREMIME—FRIRAT

application_id T FEBR I DEAS BT e (¥ A2 e 11
ID.

version TAFHR HEBR LU 25 7 e 0 A2 TR PR Rl

Ao
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B %A LER
consumer _filter id P O g4 ) ID. HEr, J&

TR e SR pEas
B L AAEAT SR AR A W A AR 3
WS PR A

provider filter id TR O I gEAs Y ID. HAr, )&
TR e i e
B P AT S AT ) DL AR 3
WS IR AL

proto A PISCEHUE (NULL &R A )
BO .

port Bl uti RS YE Rl . 40 [80, 80]
1% [5000, 6000]. NULL 275 it
Hui Ao

updated_at A BB HR BRI BRI Unix 15 [7)

IRELHERR TR 7R

P&t 2R s 2 TAEZS A I HERR L e 28 51K . 1t API AT - A5 app policy management LREIT
API %%,

GET /openapi/vl/applications/{application id}/exclusion filters

ZH: WK URL W LU R 24

& sm i34
application_id 4 AR AR
version R FE 95y ORI BRI 2 T

Ve AR RRAS

Mo 0 5 s IR AR 8 AR 25 (A RTARAS R HEBR I JE 2 A % 51 36
=451 python X %3

application id = '<application-id>'

params = {'version': 'v10'}

restclient.get ('/applications/%s/exclusion filters' % application_ id,
params=params)

RN EHERR T IR R

I 2 g 2 3R [ SR 3 D 2 1 5491
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GET /openapi/vl/exclusion filters/{exclusion filter id}

ZH: WK URL W LU R 24

& 7 1588
exclusion_filter_id S HER oL SR O — bR A

W XS IR LR FRE ID FIHERR L g2 6 % .
w451 python X %5

exclusion_ filter id = '<exclusion-filter-id>'
restclient.get ('/exclusion filters/%s' % exclusion filter id)

A Y N o
SIEHERR T eSS
W 2 i FH T B BT R IR R JE S
POST /openapi/vl/applications/{application id}/exclusion filters

24 1K URL LA T 240

AR £l i AR

application_id FRFHR AR 2R ] R B A
JSON 3K I35 LU

B EKE | {5AA

version zﬁ FIEBR ok JE A% BT ) 1A 25 1A (R AR AS

consumer_filter id | 245 | (A[ik) O SGIIEARMID. HET, J&T TAEAE. 7 e L sEas
B | AT AR AT LU R S A

provider_filter_id | ‘¢4F | (W) Tl SUSIEARIIID. HAT, J& T LAESE . e SR A ek
B |V AT SRR A T LU R S (e i

proto B | (D) PhESCEE (NULL P A i
start_port B | (k) JeRIESR .
end port B | (k) YE RIS .

B AT IE S HOR R B ECRT (ILEATE SO .
M T 5 e 3R ] OB () HE BRI IR 2R 0 5
=5 python X %5

provider filter id = '<provider-filter-id>'
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consumer filter id
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'<consumer-filter-id>"

payload = {'version': 'v0',
'consumer filter id': consumer filter id,
'provider filter id': provider filter id,
'proto': 6,

'start_port': 800,

'end port': 1000}

= '<application-id>"

restclient.post ('/applications/%s/exclusion filters' % application_ id,
json_body=json.dumps (payload))

application_id

EHTHERR I I =S

U2 s BOBTHERR L JE AR o
PUT /openapi/vl/exclusion filters/{exclusion filter id}

ZH: WK URL W& LU R 24

&R el 15 AR

exclusion_filter_id AT R HERR L B8 AR R ME—FR AT

JSON i KIESC A7 LU T3t

B HE | iR

consumer filter id | “©7F | (Aik) Clw SGLIERMID. HAT, J& T LAEZ=M. @ i agds ek
B | AT SRR T LA AR SRS 1A 7

provider filter id | 745 | (nfi%) Clw SULUERRMID. HFT, J&F TAEZM. e i aE#s ek
B |G AT SRR T LA AR SRS R SR AL

proto R | S (NULL #oRprathily .

start_port R | Crik) JE R Ahu

end_port A | TR YE R A

WX 5 R IMEATHRE ID BB S0n IHERR I IERR X 5

15 python X %5

payload = {'proto':

exclusion filter id

17}
= '<exclusion-filter-id>'

[

restclient.post ('/exclusion filters/%s' % exclusion filter id,
json_body=json.dumps (payload))

Al R HEBR T ITE 2=

b A S R R (K HE BRI DR AR
DELETE /openapi/vl/exclusion filters/{exclusion filter id}

24 WK URL W LR34
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AR %A 1% BB
exclusion_filter id TG R HEBR L P8 25 I ME—FRIRAT

WM T
1 python {X#3

exclusion_ filter id = '<exclusion-filter-id>'
restclient.delete('/exclusion filters/%s' % exclusion filter id)

PROAHERR T IR =R

X APT Al U S oM ER BN HERR L vE &, IR LA 2 5 APT # 1 5C KN

app_policy management.gbﬁgo

FEERILIE S R HEBRAE B S S R R L 2 Ah e AOCTEAE R, SRR g 25

ROAHERR S TS X R
HE BRI 0 50 50 R i

B e i) 15 B

id TR BRI FHE BRI SE 2% 10— BRI

consumer filter id P EESN T JERK ID. HET, &
TLAEERL P R ks
B R AT AT AR AR T LA A 3
W P A FH 7 o

provider filter id Ay H O L JE28 1 ID. HAT, J&
F ARz P ey
B AT T AT T LU A 3
W (PR

proto A PIMSCHE (NULL &3 T4 1
B

port A Uiy 1R AL . 4 2 [80, 80]
% [5000, 6000]. NULL #7=F
Hutg 1o

updated_at LS BT HERR I S A% I ) Unix i ]
o

IRENENINHEBR T IE B3
M4 iR M BRGA R wE S 53R . M API AT H T HE app_policy managementlﬁ €I API %4H .
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GET /openapi/vl/default exclusion filters?root app scope id={root app scope id}

ZH: WKk URL W& LU R 24

AR il 1jt AR
root_app_scope_id TR ARG ] R — B PR

R INEE 5 3R [ MR P R A HE i 0 22 5 ) 2
4 python {473

root app scope id = '<root-app-scope-id>'
restclient.get ('/default exclusion filters?root app scope id=%s' % root app scope id)

IREUFF E RN HERR T I 25
W2 i 2 3R IR BR AR BR oL 9 2 11 51«
default exclusion_filter id = '<default-exclusion-filter-id>'

)

restclient.get ('/default exclusion filters/%$s' % default exclusion filter id)

24 1K URL LA 24

AR 3t 15 A
default_exclusion_filter_id FR HERR I D S I ME— FRIR AT

M5 R AL E 1D FIBRAHERR I E 8 6 5
=5 python X %5

default exclusion filter id = '<default-exclusion-filter-id>'

[

restclient.get ('/default exclusion filters/%s' % default exclusion filter id)

BZECARERR T IE R
SRS T QUL T IO IR R d 0E 5

POST /openapi/vl/default exclusion_ filters?root app_scope_id={root_app_ scope_id}

4. WK URL W& LR 24

n)h:

B e it it AR
root_app_scope_id PR R AR B M — B AR
JSON i# 3K IF 304 7 DL R

Bt A | {7AA

consumer_filter id | 245 | (A[3k) & NG FE % re
B litussin .
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srmanes [

R %7 |
provider filter_id | 75 | (nfik) CLAE Xy s v
e .
proto B | (T B (NULL

ERFAID
start_port W | i) R
end_port A | ATk 6P G

Wi S 5 e JR ] Bl R BRI I B2 0 5
=451 python X3

provider filter id = '<provider-filter-id>'
consumer filter id = '<consumer-filter-id>"'
payload = {'consumer filter id': consumer filter id,
'provider filter id': provider filter id,
'proto': 6,
'start _port': 800,
'end_port': 1000}
root_app scope id = '<root-app-scope-id>'
restclient.post ('/default exclusion_filters?root_app scope_id=%s' % root_app_scope_id,
json_body=json.dumps (payload))

kva s & A : o
ERCAHBRITIEER
LASSTTPU R TE NG S Ul S
PUT /openapi/vl/default exclusion filters/{default exclusion filter id}

S0 1k URL A5 LU F S5

& #m i3 BA
default_exclusion_filter_id TR ERHE BRI IE SO — bR U
JSON s IS0 A L i

itk R | e

consumer filter id | 245 | (AJik) T CEHEEE - i A1 ID.
i

provider_filter_id | =45 | (AJik) @ LGB~ JE#S 10D,
i

proto BB | PrSOEAE (NULL RoRra thil)
start_port B | (Al JuRERR R .
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end port B | (Al VBRI .

M R 5 R IPLEAT € 1D 1 EAE SR IAHERR Ik 98 #8 X %2
5 python X %5

payload = {'proto': 17}

default exclusion filter id = '<default-exclusion-filter-id>'

restclient.post ('/default exclusion filters/%s' % default exclusion filter id,
json_body=json.dumps (payload))

FIER BAHERR TSI 7R

L s M B () BOAFERR I D845 -
DELETE /openapi/vl/default exclusion filters/{default exclusion filter id}

4. WK URL W LR 244

AR e 1% AR
default_exclusion_filter id FIE HEBR AT g 28 (0 ME—FR T .
LIVESE SR
=451 python X3

default exclusion filter id = '<default-exclusion-filter-id>'

restclient.delete ('/default exclusion filters/%s' % default exclusion filter id)

SIS 53 BT BRS04 A AR e A SRS TR — AN I o AEXS LA S S PR AT IX BE g 2 1, e ]
PLLE B PEAS — 415 15 — iR 2l A 2 SRes R AR ), I8 A P T3S ). SEm 24
FOVFFH P AEAS P WA AT S 3 B R A 400 0 S B Y S A T B e 43T o

A PR — 2 APT AVF ML A S LA 25 1) vh 4 11 A AT SRS AR X S 5 o e 75 2 ]
5 API #4HR BN app_policy management A e FHiX 4 API.

MRS TR B EAT e Em . (YEREANIR R) i N APT SSVFHT T RS 4E L E AN R AR E

SR 434 o A B

Ub 2t A B T TR SR e i R A (ERE eSS DUEE ST R . B LI
RS N AV B AR, P LU b 28 3 4 B2 148 R A AR 4 21 T 30 APT SR SEIE.
5 type: eq — A IS, AN 325 A IVCHL . 5 type: contains — & A A, A H
v DAZI T BE

GET /openapi/vl/live analysis/dimensions
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KB 434 e AT F RYGR S AR

st rmAnnes [

Ve 28 I 23R ] 5 SEIN  MT A SRR FR A3 (T, P58 BR 0 o e&m ) — M R
FE T3 AP TRINR bR -4, B vy LU SE Al RO R I — /N b, AN N BT A fRbs.

GET /openapi/vl/live analysis/metrics

TS #0088 1 32 R 43 4 R RYIA

P2 2R M DL RCL P A AH ISR o R BRI TN G S PEAR S SEIN 73 AT BB Cply Bl St
IrHTYERE APLIR[ED MISEI 0 A b (i RIRSEIN 204 br APLIRIED BO4L&. s, WA )
S H AT PR FEANFEAR ANBOGER, R DL PR E /NS I3 2 P B 14 - TP /N e e
TEAMBGEAL A APL i SR 1B H

POST /openapi/vl/live analysis/{application id}

R IE 3OS B DU N EER) JSON 1F 3.

AR %A b ]

t0 BT R I 1) (R B 46 (42 76ER ISO
8601)

t1 B AT R B[N RR 45 R (22T ISO
8601)

filter JSON it Eds . W pESR AT

CBEF 3D, W) query VLHEC T A1

Mo AR IESSINETE, 1EZ5
AR R P IR

dimensions Bl CAlade) @ SER AT AL
AR LR PR e SR .
RARFEE, Wik [H ] H 4
B

metrics B CATie) JHRESEm AT b
B R ELIR M R bR A2

limit R CA[IE) 7EERAS AP Hi i

offset TR CAJ3gE ) AN b= ST 281 1)
¥ - i1t

VR AIIESCY A JSON A% Al A5 ESCH =6l i~ s

"eQT,
melT.

"2016-06-17T09:00:00-0700",
"2016-06-17T17:00:00-0700",
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e
"filter": {
"type™: "and",
"filters": [
{
"type": "contains",
"field": "category",
"value": "escaped"
}I
{
"typell: "in",
"field": "dst_port",
"values": ["80", 1144311]
}
]
}I
"limit": 100,
"offset": <offset-object>
}
0 S
Wi S 1E SO BA B R R PR TSON X4
= =l
offset LN TR — UG SRAR 35 1R W B i B
results GBI
TSR AR, VRO N R B tts s RN AN B R R (A i
=5 python X %5
req payload = {"tO": "2016-11-07T09:00:00-0700",
"tl": "2016-11-07T19:00:00-0700",
"limit": 10,
"filter": {"type": "and",
"filters": [
{"type": "contains", "field": "category", "value": "escaped"},
{"type": "regex", "field": "src hostname", "value": "web*"}
]
}
}
resp = restclient.post('/live analysis/{application id}"',
json_body=json.dumps (req_payload))
print resp.status code
if resp.status code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp, indent=4, sort keys=True)
&3
~
SE Bl

X4 API ] T4 3 Cisco Secure Workload HEHFHE H FVa (5 AppScope) » ‘EAIFH A S
API B M) user role_ scope management MJfif. T IREIEE I M API L] T HA

app_policy management B} sensor management DIRERT API %547,
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SEEX R

% HE

wExg ||

0 D G @ P R BTk

B e/ il 15 AR

id T 90 FBl R e — R PR AT o

short_name FAF H FH 8 Ve 4 FK

name TR e SR E AR KE—4
SEAREAR, e A NRE
Bl Cnd D — H BTG
R

description T F P $ia e By B

short_query JSON Eu B B g (EkITRt 4
£

query JSON SRR PR puN s @ MRS
) PASAVERIF pERE (— B
FIRRVERED .

vrf_id B 9 L AT J& () VRE 1 1D,

parent_app_scope_id TR SYE 1D,

child_app_scope_ids B FuE 1D %4 .

policy_priority 5% LAEZS A e AT HE
. WEE XA .

dirty Aii R FoRFEMER AR EH, T
PR

dirty_short_query JSON a1 B e 91 ] 40 A 1) 5 B R

$48, N 9E null,

ﬁté@ﬁ%ﬁ/ﬁ\ﬁlﬁl Cisco Secure Workload lﬁ% E%H E‘JT@EI&U%o JH: API ﬂﬁﬁ :_F‘E\ﬁ app_policy management

1 user role scope management ThHEER) API %4,

GET /openapi/vl/app_ scopes

ZH:
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AR %A 15t AR

vrf_id R ¥4 vrf id VUECAY H i

root_app_scope_id FrHR FEAR N VS ID Sk UG e M YE
il

exact_name TR R A5 A FRUCELE L (X
FRINE) o

exact_short name B 3R A1 55 ) (R %6 44 PR TS R (R S

(K3 RANED
IR A L 481 2

BlliESE
B3 T AR

POST /openapi/vl/app scopes

8

BR Sl 1518

short_name F FHL PR 46 7«

description F PP 3 52 30

short_query JSON SHRXR IR (RILAL%
fF)

parent_app_scope_id TR S D

policy_priority B R “last” o JHTATAE
BRI . W2
W R “SRBEHEIE

=5 python X %5

req payload = {
"short name": "App Scope Name",
"short query": {
"type":"eq",
"field":"ip",
"value": <....>
}l
"parent app scope id": <parent app scope id>
}

resp = restclient.post ('/app scopes', json body=json.dumps (req payload))

BT M GIEaE, 15[ ELR short_query:
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"short query":
{
"type":"subnet",
"field":"ip",
"value": "1.0.0.0/8"
}I

SREVEFESE F

IHG 2 S 4 3R [ L ) S
GET /openapi/vl/app scopes/{app scope id}

R A 535 1D KIKAVEHIX 5 .

'
iy
ot
[

WM i BTV Rl o X R gt T AR B S 2 SE R R H o X short_query [ 5E BS0os ¥4 3G AR i A
“dirty” , JF¥E dirty short query @Yk, FELTENRNEE FREATPIAVER AWESUE, FEORAL
1 [ 290 S R AT ping 34T, DASRACHTAT A 75 (A BT -

PUT /openapi/vl/app_ scopes/{app_ scope id}

ZH.:

HFR KR i3t AR

short_name TR HIP 2 HOFE A4 7

description FREH F 4 € BSE FR E ]

short_query JSON ;@@%ﬁm I yERs (EUCHCS
)

R A1 E 1D SRR B U (17 FE X 52

il R 45 RE ST

WG 2 S N i 7 1R
DELETE /openapi/vl/app_ scopes/{app_ scope id}

ﬁﬂ%?@EIﬂ’VEIHJ\ %E{Z\ %F{)ﬁ}% /)#%ﬁg:jiﬂ)t )”'JJH:?Z /Id'jB_IE] 422 Unprocessable Entityo
IR B R RT RN G B — ANt BB P, R RAT B XS G o B LA R R SRR T 10 xS
(9 ID. BEAF AT P T 7 RN B3k BEL ARG 5%

1R RS SRR 3% BE E

AP 22 S AR I 2 A 5 18] R BA T G 71 9

\'&
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B =r=wns

GET /openapi/vl/app scopes/{root app scope id}/policy order

A EIFENS DTS e

B SR B
I 2 T N SR B
A

Warning  jjt; 2% gy 2 o7 50 SRS RGO o DRLIBE, K ZE AR DG AL b A 1) LTS S50 0 DU 0 5 o B A
e

POST /openapi/vl/app scopes/{root app scope id}/policy order

S

AR 310 i AR

root_app_scope_id TR R ] B 1A B SO (i
ids Kl YU ID 17 ER A A

ids BB HLEAERE B PrA B, AR .

RRZSEEEIREN

sk Sov I G AR, DOERg e RIS NPT “dirty” 70 AL SR R A
], AXRFEMEL, WSH Wl .

POST /openapi/vl/app scopes/commit dirty

2
AR il 15t AR
root_app_scope_id T H K OB ST A1 IS ARV L Y
D,
sync AR CAIIE) 4RWINE SR MR

IZ[A 202 UFE /N L ENBAS) . BERGEE 2T B, IR WARTEHER “dirty” JEYE, DI
HIHZEECHEN false.

P AT B 3 syne ZELMEAENL L BIIEAT . S8 MU R IR IR R, I s 200 ARASACH . WALy 2
FIVEZ SR, BRI SR AT e 2 LU ]

1% MARIWIES

GRS A E K
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PUT /openapi/vl/app scopes/{app scope id}/suggest groups

ZH: WK URL W LU R 24

sz [

AR £l 1 BA
app_scope_id TR V65 [ (R — R IR

ZH: JSON i 1IF 304 & DL

AR KA |HAR

start_time | “FA3F | ZH 78IS\ iR TR TR BR AR GG R ) o
G

end_time | 4% | 21 IS0\ A ) ) e ) 425 TR A )
H

Mg XS B 3R [ AT DUR s P R

AR | KB LA

message | FAF | A RARACH I BEH KB/ RIS
i

5 python X %5

app_scope_id = '5d02b493755f0237a3d6e078"

req payload = {
'start time': '2020-09-17T10:00:00-0700"',
'end time': '2020-09-17T11:00:00-0700",

}

resp = restclient.put ('/app scopes/%s/suggest groups' % app_ scope id,

json_body=json.dumps (req _payload))

REVHZE BURTS

¥u F ) A AT BORES

GET /openapi/vl/app scopes/{app scope id}/suggest groups status

ZH: WK URL W& LR 24

AR il 15 AR
app_scope_id TR ¥ [ A ME— AR AT

Mg XS B 3R [ AT LR T P R

| RA B
b
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sats | FF | AEPIRA . {EH: PENDING. COMPLETE 8¢ FAILED
S

5 python X %5

app_scope_id = '5d02b493755f0237a3d6e078"

resp = restclient.get('/a scopes/%s/suggest groups status' % a scope id)
p g9 pp_ o 99 g ps_ pp_ pe_

XA APL ] FTE B AR . EAHR AT S APL B PG user_alert management DJfE.

* BT, on page 62
* SREEFR, on page 63
* QIEEHR, on page 63
o SRR 2R, on page 64
* HIBTHR, on page 64

o MIBREE 2 4R, on page 65

SRR

R ERIEN RSB

B et it AR

app_name FrTHR Sk £ NSRRIV B

rules X% A PE I A ) — LA A
Fe ik A AR o

subjects % PR EAR I H 2 514

severity SRR ) R DR IBR (1) 7 F M
il

individual_alert A /RAE 8 IS AT IV 2% find R T 5 1)
AANEAR

summary_alert_freq FrHR R R L B R IR T

alert_type A H R ME— AR RAT
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IRENEFR

B EE R

e

Bt £l L RA
app_instance_id FI H BRI B TR (1) o S 481 (1) e

— bR

PEZ 2 R VEARIC B A& . R T g R 45 e IOMRVE . W RORAR BEVE R, 23k [m] ]
AR I BT AT TG B P A AR . A g ol nUE B BN, A 2 IR [PlIE T R

GET /openapi/vl/alert confs

ZH:

AR

s

152 AR

root_app_scope_id

TR

i) ARYEHER 1D, AGR A
IO VG AR

Wi NERF R s R [E ] AR B AR

I 2 S T B T AR
POST openapi/vl/alert confs

S8

Bt e il i RA

app_name I H AR IC B QIR IR N 44 K

rules X% SR A 2R AL () — AR A
R fid R4

subjects PR3 PSRRI A .

severity FAE FLERSE ST W N IR 474
e

individual alert A R1E I P A A I e 126 e A e i T 1)
AN

summary_alert_freq FRFE R R A I TR AR )

alert_type FAFH RO E I ME—FRIART
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Bt £l L RA
app_instance _id FI H BRI B TR (1) o S 181 (1) P

—hRIRAT.

I HE SR I P A2 BT ) TR YE . Y Y R R
T ABI AT,
M N X% IR BT A5 R T 5
AT =
IRV E R
I 2 v 2 iR [P 2 R AT %

GET /openapi/vl/alert confs/

ZH: WK URL W8 LR 24

“CEERER , R R

AR e i) 15t AR
alert_id ?ff@ $ HﬁgiﬁﬁTb\ = T&

MR e IR AR E ID RIR T EAR A 5

EHER

1 2 P SR LA A

PUT /openapi/vl/alert confs/

ZH: WK URL & LU R 24

AR e il 15 BF
alert_id FIF R For 2R B AU P T 1A

JSON iR IESCA S LU RS 4L

AR e i) 15 BA
name LR F P 2R 45 2 A4 R
description PR FHP ¥R 8 AR UL .

e HR AR SR TP i 250 B ) e B F S L
SR ARETEAT.

MR % B E ID I OB R A 4

Il Cisco Secure Workload OpenAPI
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meszer W

i Bk 4 E

U2 Sps MM B A 4R

DELETE /openapi/vl/alert confs/{alert id}

4. WK URL W LR 244

AR E:id) 15t BB
alert_id TR M — M AR PR

LEIVPSE S/

=Ehes)

iZéHIAPIfﬁﬁﬁﬂ:%§£ifﬁfhfﬁféo ?fﬂ]gégg{ffﬁiéAAPI%giﬁééﬁiﬁguseriroleiscopeimanagementIﬂ

ok
Heo

\)

Note st APT AUF HI -3l s 45 B G RIAR YW [ (K BT A 38«

AEXR

R SRS i -

Bt il i3t AR

id TR I ME— bR

app_scope_id TR & VBRI FER], X T “iEE R
M, EATRERN .

name TR P s i € A4 K o

description TAFHR EDVAPSPIREk R AR

KA &

PR28 s 23R B P R s ) A (R . M e R g e IRV B I AORER P, )2l el )
PRI T A T e AT R BN, A iR s i A .

GET /openapi/vl/roles

ZH:
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B £l L BA
app_scope_id TR (hik) HRYEH 1D, R[]
Sy BCLE %I Fl )
W SRS R [E] P A R R AR
= python X %5
resp = restclient.get('/roles')

I i FH T AT A .

POST /openapi/vl/roles
S

2R %A 15 Af

name TR H P A s € A4 FR
description FAT R HP e g i i
app_scope_id TR CAf3ge) Gz fh s i Y

ID. WAL IEH 1D, W4
BN NIEE R AN,

H TSR I ALY i BB (e [ . BATYE R M sy “isgmmt” , RATuli s B

ST AR AT

Wi LR 5R : R [T B A AR T R

= python X %5

app_scope_id = '<app-scope-id>'

req payload = {
'name': 'Role Name',
'description': 'Role Description',

'app_scope_ id': app_scope id

}

restclient.post ('/roles', json body=json.dumps (req payload))

R ERE

I i 2 3R [P 5 A TR B
GET /openapi/vl/roles/{role id}

ZH: WK URL W& LR 24
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mxiae

AR

152 AR

role id

TAFHR

EHfAe

ME— bR IS £

WAL s IR A 4R E 1D RERAI A (S 5.

75 python %3

role id = '<role-id>'
restclient.get ('/roles/%s' %

W 2 FH T SR I FA
PUT /openapi/vl/roles/{role id}

ZH0: 1k URL A5 LU F S5

AR

15 AR

role id

ME— bR A 1

JSON Hi§ 3R IESC A5 LA 240

AR

1L FA

name

TAF
i

P Attt e i 4
g8

description

=22 5y

TIF
i

F D g e (i
.

BTr@ae

VR YRR Y

e HR SR KT s 2504 BTG W) B S RO . Ve M sk “isEmme”

A BERUBIR LA 1

WA 5 AR e 1D 1 OB o %

75 python %3

role id = '<role-id>'
req payload = {
'name': 'Role Name',

'description': 'Role Description',

}

restclient.put ('/roles/%s' %

I 18156 FEl B A PR

U283 m] DAy A (8 B ARG YL TR 45 5 U7 1) 1) o

POST /openapi/vl/roles/{role id}/capabilities

role id, json body=json.dumps (req payload))
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HAER D REASINEN T AT BT I (0 ff e an RA R legs —ANE L W Zh B A 1% fH s 1

e

N

24 1K URL B LL T 240

AR . JEE R A ORI H GBI A 1) T LU AR S DI g .

AR et} 13t AR

role id TR ME—HubR IR A (.

JSON ¥ K IE A& LU 240

B it} 13t AR

app_scope_id TR R FEALT i) BBR 1) FEl ) 1D

ability TR A BEMIME B HE SCOPE_READ.
SCOPE_WRITE. EXECUTE.
ENFORCE.
SCOPE_OWNER. DEVELOPER

ARINBEREZ U], S M

IatE R
AR il 15t AR
app_scope_id T FEALT I BLPR ) v FE T 1D
role_id TR A 1D,
ability T A BEMIiE £ SCOPE_READ.
SCOPE_WRITE. EXECUTE.
ENFORCE. SCOPE OWNER.
DEVELOPER
inherited A R AE
7~ python X %3
role id = '<role-id>'
req payload = {
'app scope id': '<app-scope-id>',
'ability': 'SCOPE READ'

}

restclient.post('/roles/%s/capabilities’
json_body=json.dumps (req payload))

MIFRESERE

U2 B I B A A2 £
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DELETE /openapi/vl/roles/{role id}

ZH: WK URL W LU R 24

mr I}

AR e i) AR
role id T ME— AR TR A £

WM X : Too
451 python K83

role id = '<role-id>'

restclient.delete('/roles/%s'

HR

% role id)

X API HHFEHH . ffﬂ]?%%g{ffﬁfgAAPI%ﬁéﬁééﬁiﬁguser_role_scope_managementIbﬁéo

N

Note Xt APT A\ HI T st 2L G2ORIAR L P A BT A

ARM%

B PED T ik -

B 3t it A

id TR H e — bR .

email TAF R 5 ORI PR SR o

first_name FAFH £

last_name RO 2.

app_scope_id TR SOy BRI o AR
CBERHMNT . MR

role_ids iES g1 g FLP P IR A 619 1D 31
o

by- A /R A AU N true, AL BT

pass_external_auth HJT (ldap 5 sso) Jy false.

disabled_at R SAFI P IR Unix )8 75

M2k % 5% null.
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& 2= [A] Cisco Secure Workload 45 CLANHI FH %813 .

GET /openapi/vl/users

ZH: WK URL W LR 24

Cisco Secure Workload OpenAPI |

B i) 15t AR

include_disabled A /R (k) AR CEERMMA S,
BIMEA false.

app_scope_id TR Cafge ) FOR [ Fogs Pty

H

WA NERT S s SRIBHI P GBI Sl fUE B A AT LA “

=5 python X %5

GET /openapi/vl/users

EIEH A A A

V2% 3 H - QBT A Rk

POST /openapi/vl/users

2. JSON i KIEXWE L RS H

N

RS, BRI ENEEI

AR %) 15 BF

email TAT R L5 Pk P RIS A o
first_name PR EE

last_name FAF R PRI,

app_scope_id SR CRT3E) P 7 H S
role_ids VIS CATIE) N orBees H P i A g

o

app_scope_id &N H 7 ECIARVE W ID. Wi app_scope id ANFAE, WIH & “IEE/RHT «

Aol nl s B A R Qs s w7

UEIos - R A PR OIF P VAP

=5 python X %5

req payload = {
"first name": "fname",
"last name": "lname",

Il Cisco Secure Workload OpenAPI

role ids JEAEFRE N HVE F T GV AI M TR ID.



| Cisco Secure Workload OpenAPI

"email": "foo@bar.com"

"app scope_id": "root appscope_id",

"role ids": ["roleidl", "roleid2"]

}

P |

resp = restclient.post ('/users', json body=json.dumps (req payload))

REVFFE R P

EHHF

e 25 A 22 1T PR
GET /openapi/vl/users/{user id}

ZH0: ik URL &5 LU NS4

AR e it it RA
user_id TR P40 1D
MRS IR [E] SR ID RHEIH 0 4
{51 python X %3
user id = '5ce480db497d4flcalfc2b2b’
resp = restclient.get('/users/%s' % user id)
B LTI
PUT /openapi/vl/users/{user id}
ZH: 1K URL W5 LA N340
BFR e it AR
user_id FAT R IEAESUHT I P %10 1D
JSON 3R IE AL 5 BL R 24
AR B | %A
email FHRE | H R ORI A -
£
first name |Z£§F | 4.
i
last name |4 | @K,
£
app_scope_id | “E7F | N TG R ID (A A VR5sG 253 2 SR
i
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B zrEsmwscERme

Wi NS B 3R [ g5 ST IR 6

5 python X %3

req payload = {
"first name": "fname",
"last _name": "lname",
"email": "foo@bar.com"

"app scope_id": "root appscope_id",

}

restclient.put ('/users', json body=json.dumps (req payload))

ERIEHHEEFRAAR

U283 FH - OB R M A L

POST /openapi/vl/users/{user id}/enable

SR iEK URL 5 LU RS

Cisco Secure Workload OpenAPI |

FARAKARMNAE

BFR e it L8R
user_id FAT R IEAE A I P56 1D
MRS R [E] SR 1D SCHER BB GE 1 FH P R % .
~f51 python X453
user id = '5ce480db497d4flcalfc2blb’
resp = restclient.post('/users/%s/enable' %
a2 Sy SRR CIDEE DAL G REAY I IFiE RS
PUT /openapi/vl/users/{user id}/add role
ZH: K URL 5 UL NS4
BFR e it L8R
user_id TR IEAEAB SR P 4 1D

JSON #53K E XS LU RS

AR | LB | AR

H 1D,

wole id | AT | SR A 0 B

MRS % 3R 8] 4R ID SCHR CAESUH P % .

=5 python X %3

Il Cisco Secure Workload OpenAPI
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user_id = '5ce480db497d4flcalfc2blb’
req payload = {

"role id": "5ce480d4497d4flcl55d0cef",
}

resp = restclient.put ('/users/%$s/add role' %

json_body=json.dumps (req_payload))

MARPIKPHRRIREE

VR 25 - AP e e e 1 €5

DELETE /openapi/vl/users/{user id}/remove role

ZH0: ik URL B LU NS5

mApkasmpae ]

AR il i
user_id FATH IEAEM BRI X5 1D

JSON #53K E XA LU RS
AR | KB | AR

wole id | 75 | SR AR A 0 B
H|ID.

WA R % R [E] 4R E ID SCHR I B SUH P %,
7 python %3

user id = '5ce480db497d4flcalfc2b2b’
req payload = {
"role id": "5ce480d4497d4flcl55d0cef",

}

resp = restclient.delete('/users/%s/remove role'

user id,

json_body=json.dumps (req payload))

THIBR 45 E A P
I 2 K I B 4 7 0 P P ik )
DELETE /openapi/vl/users/{user id}

ZH: sk URL QU5 LU S35

AR e il i
user_id TAFHR IEAEM BRI X 1D

Wi 6 e 3R A] 548 5 ID S TS o6t %2
=45 python X#3
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user_id = '5ce480db497d4flcalfc2b2b’
resp = restclient.delete('/users/%$s' % user id)

~x —_ N o

ﬁlrLquwﬁE
PRl A P M R A VS B AT i . IX 4] APT 3L ThAE2RAL T8 0 b ukgs A ik
MThae. eA1FHEAHYS API & 5HCT sensor_management or app policy management kg

R IE R AT R
i JSON 6% BL AN R A M BRI, FLARIU T APT £k, X R F

JITik -

B £t 1t AR

id THE BE7 I R AR AT

name FAT R e 5E 5 1 g s A4 PR

app_scope_id THE L uE A RIS ) 1D

short_query JSON R IS (RUTR
M .

primary AT R1E WKy “true” , Nk pEAR R
A BT A BT

public i R WEN “true” I, LIEIRSN
HVGH R IERSS . b s F-
BT [ 52 R

query JSON SSPuR)S 0 SN URITEUR) £ QI
ZAE) PLRATE I g & .
kb ARSI BT AGE
[ ” (restricted to ownership scope)
SIGEHE, X EEEBR LR
W “primary” FBA false, NIE
#)5j short_query #H .

A ==

- ~x —_— N

IRENSR FE L e 2Y
a2 3P A RNV RRRTUIN U7 JReb O )220 71 B
GET /openapi/vl/filters/inventories

24

Il Cisco Secure Workload OpenAPI


cisco-secure-workload-user-guide-on-prem-v38_chapter6.pdf#nameddest=unique_145

| Cisco Secure Workload OpenAPI

ngzrgrs I

AR e/l it BB

vrf_id B % VRF ID VCHC % r=id JE 4% o

root_app_scope_id T FEHS N S B 1D DT %% 77 1ot i
o

name TR R[] 55 44 B B — 0 43 DC I ) 5
s R KNG &

exact_name T R[] 55 7 7] 4% Bk DC I P 5 = el i
(X KRINE)

o

N B

W 2 S FH T B B8 7k D s
POST /openapi/vl/filters/inventories

ZH:

AR e/ il 15 AR

name T E FH P 48 52 10 N Y FE 44

query JSON g as it pe sy (ULAL
%

app_scope_id TR 5l g a8 SR IVE ) 1D,

primary A JR1H WHA “true” , WL IERSL R
oA BT BGEH

public A /R BE AN “true” I, WLJELRSN
HG R IR S o IE DA T8/
9 Bl PR o

=451 python X453

req payload = {
"app scope_id": <app_scope_id>,

"name": "sensor config inventory filter",

"query": {
"type": "eq",
"field": "ip",
"value": <sensor interface ip>
}I
}

resp = restclient.post('/filters/inventories', json body=json.dumps (req payload))

Cisco Secure Workload OpenAP1 JJij



Cisco Secure Workload OpenAPI |
B zizeessn

IR JIERES
B SRR T A AR U A5

POST /openapi/vl/filters/inventories/validate query

2
AR KR 15 BA
] JSON ASEEN RN R R M EIINIGE S
(LD
W) S 5o 55«
B |3 |t
£
valid | A7 7K | 5 B A 5 AT 4K
15
emors | $2H | WURTCRG MR HEAT R R I AT A5
h5)
4 ,—I—|; —_t— J oo
REVRF E R e R AR
1M 28 4 3R (1] 58 7 o R 4 SE A1
GET /openapi/vl/filters/inventories/{inventory filter id}
R[5 $R5E 1D R8I g s %
B ER LIRSS
Wb 2 ) SR 7 L s
PUT /openapi/vl/filters/inventories/{inventory filter id}
ZH
AR it} i3t AR
name AT R HI 38 E HI Y L 44
] JSON ASEEN R RPN R I INIGE S
7 .
app_scope_id TR SSpuR)SASNERIMEN IR DR
primary AR ME WA “true” , WIEVEGH IR
A BT AR
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msezrtes

AR e i) 15t AR

public A R AH H “true” B, L pEASREERALAR
%o m HAESRBS AL B — 4
WA T 1 ] B A

Usages Hii SR A J% 53 SRS RIS B S B
£,

M RR 5 € R i e AR

uu.fl:glz A

R 2 S I B AR A2 1R B8 7 1L DB 4 o

DELETE /openapi/vl/filters/inventories/{inventory filter id}

R Rt SU P TR T RE . X 48 APTAE T EAS H 5 APL 2R RIT) f1ow Inventory query

IjJHt.o

EEREN

IR E

P 2R B DO A R &l LR 30) fRg R 5 (sl

FITEAfE &, TS AIRILIEL .

GET /openapi/vl/flowsearch/dimensions

Lugds) MRAIINSIEL. A RU

S8

Wi X0 % <

AR il 152 AR

dimensions PRI E ;Hj ; A A R B A P
1%

=5 python X %5

restclient.get ('/flowsearch/dimensions"')

28 dii 23R [P 5 IR LR 45 RORHR TR AR 812, Biltn 7

GET /openapi/vl/flowsearch/metrics

Z2H: &

T EA A A

Cisco Secure Workload OpenAP1 JJij


cisco-secure-workload-user-guide-on-prem-v38_chapter9.pdf#nameddest=unique_539
cisco-secure-workload-user-guide-on-prem-v38_chapter9.pdf#nameddest=unique_863

B vz

Cisco Secure Workload OpenAPI |

M 7 36F 55

AR £KE 1% B8R

metrics TR I HTEAR IR
75 python X%

restclient.get ('/flowsearch/metrics')

AT 1]

-’

P2 o iR [PV PR A AF TSR . SR RN RO R LU B YRS (il Ebiinde

B APLIRIED LIRS (i Bk GiiEds APLIR[ED B3F4E.

POST /openapi/vl/flowsearch

ﬁ]ﬁﬁti/Openapi/vl/flowsearch/dimensions1API§E%%EXHI%EfIH§%%##qm$EiEEg§”Eﬁﬁ”%%c
4 BWIESCE S BAT LU JSON IE 3L,

AR

)

AR

t0

HEH

IR R IF RIS ] (420 ISO
8601)

tl

BT A

TSR LRI ] (42708 1SO
8601)

filter

JSON

ARSI uE s N
CRE 3> 5 W) query VLR

o

scopeName

TAFHR

A PR A 2 PRV R 4R

dimensions

A

(A3 ZAE flowsearch API [
iR PR [E P YEFE ARSI . IX
N ESE WERARTRE,
flowsearch 45 44 1% [B] A3 m)
YR IR AR YR
i, ey T 4e e vl R 4E R
S

metrics

A

(A3 ZAE flowsearch API [
SR IR FRbR A PRI . X
N ESE WERARTRE,
flowsearch 45 44 3% [B] A3 m)

Bhr. WHRWH AT ALK KT
b, JUEEET AT F T4 vl R
PRl 4
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gz

2R HKA tAA

limit B CATIE) i g 4 R o

offset T (T3 ) IS R S B2 1
POp

descending i JRAH CAl3E) WIS H0Ch false 5%,
KR, g Faz s T
Glo WRSHUEN true, MIZEHR
Fo iy T R B e HE A

TR IE SN A JSON Mty A0 IE SO B R s .

"t0": "2016-06-17T09:00:00-0700",
"tl": "2016-06-17T17:00:00-0700",
"filter": {

"type": "and",

"filters": [

{

"type": "contains",
"field": "dst hostname",
"value": "prod"

}!

{
"type": "in",
"field": "dst port",

"values": ["80", "443"]

]
}!
"scopeName": "Default:Production:Web",
"limit": 100,
"offset": <offset-object>

P E SFFEL G E B — AN ek AN LTI PE RS A i A e RS ( “not” .« “and” . “or” ) .
oo JE AR A R
["type" : "<OPERATOR>", "field": "<COLUMN NAME>", "value": "<COLUMN VALUE>"}

X T IETeid RS, 2EA LS NBRIZEST, Bl eq. ne. 1t. 1te. gt B gte. IBHELFWH AL in.

regex. subnet. contains EE rangeo

HEICIIEAR IR — LR i T REAL AT :

{"type": "eq", "field": "src_address", "value": "7.7.7.7"}
{"type": "regex", "field": "src_hostname", "value": "prod.*"}
{"type": "subnet", "field": "src_addr", "value": "1.1.11.0/24"}

# Note, 'in' clause uses 'values' key instead of 'value'
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{"type": "in",

"field":
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"src_port", "values": [80, 443]}

BOE T LML A ZRIE 5 (1A not. and B or) RARER IR PEAT . LU N 2R LRI I pE A 1L

s

# "and" and "or" operators need to specify list of "filters"

{"type": "and",
"filters": [
{"type": "i
{"type":

}

in",
"regex",

# "not" operator needs to specify a "filter"

{"type": "not",
"filter":
}

{"type":

"field": "src port", "values": [80, 443]},
"field": "src hostname", "value": "prod.*"}
"subnet", "field": "src addr", "value": "1.1.11.0/24"}

SIEAHBE, SRR IR Ik a2 QR 7

=4 &

type R/ TSI

field FETCId RS I IS T B

filter RPEEA G (DUH Tt g #2840

filters HIEARX IR (T and Fl or IR AT
value LT PER A

values I PEAR R in B range  [MJSUARIE IR AR IMME YK

TUHIE R KA

eq, ne- f£ “riela” FHEMFI, M “varue” FEMME, MHHIRRILTAERAE, LT

=g
ﬁLEQ: src_hostname. dst hostname. src_address. dst_address. src_port. dst _port. src_

scope_name. dst_ scope_name. vrf name. src_enforcement_ epg name. dst_enforcement_ epg name.

proto. JXLEIBEIAFBIEH T M FRid 5.
It, Ite, gt, gte- R “riera” FHEMIIMNMN T DTFET. KTEKRTET “valve” FREMMH (W

WD Be SCRFELR 7B

[src_port, dst port]o

range- 7t “values” FZRF5E M FEIFHFTEHE L5 R 2 WA R “field” FREdFME N+ “range”
TLUEARRAY, JEH R KANLIIA 2 - S—MEAATEFEITFL, 5 - AMERuH R o CFEFUUF

B%: [src_port, dst_port].

in-7£ “fie1a” FREMINTLRF KBRS, BAFMINLRH “valves” FHE.

SCRFLUR 7B

src_hostname. dst hostname. src address. dst address. src port., dst port. src scope name.

dst scope name. vrf name. src_enforcement epg name. dst enforcement epg name. protoo ﬁtié;%

(R LR EV AR AN IR T
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paarsxn [

regex, contains- 7£ “rie1d” f&EMFIF, (A “vaive” Hofg e (1 1E MR IA AL T H 48 R 1E N Rk

IQEEﬁﬂéﬁfiﬁiﬁEﬁﬂo jiﬁ%ELW:%ZE%: src_hostname. dst hostname. src_ scope name. dst_ scope_name.
vrf name. src enforcement epg name. dst enforcement epg nameo ti%%iéﬁ%?@t@ﬁifﬂﬂifﬂihiiiaﬁﬁ

Hllo EN Rk AR (1 g A A 20 ] Java FESUE I ZRIE AR “@” o
subnet - 7EGL LR AT “fie1a” FREN CIDR RIRER FAFH TR AR R o SCRFELR 7B

["src_address", "dst address"]

iR LR
*not- “rilter” FRE MR ZRIIEH “not” 1 IEL
cand - “rilcers” FREMILIER NSRRI LMZHE “and” TIER .
cor - “filters” FREMIIEIN RIN LML “ornl” i IEAE.
M 7 0f 45
=4 =1
offset AR U SRA 3 TR W) B A B
results HRINE

SRR AR, R B BRI B s, TR A TR A A s (AL
5 python X %3

req payload = {"tO": "2016-11-07T09:00:00-0700",
"tl": "2016-11-07T19:00:00-0700",
"scopeName": "Default:Prod:Web",
"limit": 10,
"filter": {"type": "and",
"filters": [
{"type": "subnet", "field": "src_ address", "value": "1.1.11.0/24"},

{"type": "regex", "field": "src hostname", "value": "web*"}

}

resp = restclient.post('/flowsearch', json body=json.dumps (req payload))
print resp.status code
if resp.status code == 200:

parsed resp = json.loads(resp.content)

print json.dumps (parsed resp, indent=4, sort keys=True)

;7B TopN Zif)
U At 23 3 [P 45 5 HEFE AR AT N AN HERR A1, b ZU b 4R 4 thdi s SR bR TRl e
POST /openapi/vl/flowsearch/topn

ZH:
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hjﬁﬁii/openapi/vl/flowsearch/dimensionsI\PIjﬁg%EXﬁJ%Efiﬂgﬁgﬂ#quEiEﬁgﬁuHﬁy”%%o ﬁ%ﬁiHﬁIE
A JSON A& B il B IE SCR R W B e 3 SRIESCH IS co F en LU 20 X
8 ISO 8601 #% 3. TopN API X SR A if) — KI5 K [AISE il o SEIE e 4 FE R e 20 7e e Bali AT 2
HIPsers. NAE JSON IE LM metric FBEHFREHT N ANG RHA Pk M Fabr . NFR 2 — /b
o0 1 R, F£os “TopN” W “N” o dpf s RE R 1000, RIS 48 € MBI 1000,
API i 2 HUAEIR P 1000 ANE5 R MAk, IEAFRE A% N scopeName ISEL, 2 R HIE R
(YRRl 4Pk I JE 2% SRR 1 JE 2, on page 79 Mgl W AR Roatukss, MK topN [
R EERE - JEP

{

"t0": "2016-06-17T09:00:00-0700", # t0 can also be 1466179200

"tl": "2016-06-17T17:00:00-0700", # tl can also be 1466208000
"dimension": "src address",
"metric": "fwd pkts",

"filter": {"type": "eq", "field": "src address", "value": "172.29.203.193"}, #optional

"threshold": 5,
"scopeName": "Default"
}

EWIESCE A BAT LB JSON 1E3C.

75 python %3

req payload = {

"tQ": "2017-06-07T08:20:00-07:00",
"tl": "2017-06-07T14:20:00-07:00",

"dimension": "src address",

Cisco Secure Workload OpenAPI

%A B
t0 T FFLRI ] (Z20Ek 1SO 8601)
tl P45 A ] (40o0EE 1SO 8601)
filter A JERs . R E A (0 ) sid g
AFAE CATEE) IRt 4% H S H topN £ iy
scopeName A5 1) R 1 2 (03 L 42 PR
dimension PR TATH T I B
metric TR A A FEE MR 1 RH
threshold I A topN H ) N
M J8 of 5 ¢
% |
A
result | i N AN H 140
H
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it

"metric": "fwd pkts",
"filter": {"type": "ne", "field":
"threshold": 5,
"scopeName": "Default"
}

resp = rc.post('/flowsearch/topn',

witsr [

"src_address", "value": "172.29.203.193"},

json_body=json.dumps (req_payload))

print resp.status_code
if resp.status_code == 200:

parsed_resp = json.loads(resp.content)

print json.dumps (parsed resp)

Mia) [87 77~ 451

[

{ "result": [

{"src_address": "172.31.239.163",
{"src_address": "172.31.239.162",
{"src_address": "172.31.239.166",
{"src_address": "172.31.239.168",
{"src_address": "172.31.239.169",
1

}

"fwd pkts": 23104},
"fwd pkts": 22410},
"fwd pkts": 16185},
"fwd pkts": 15197},
"fwd pkts": 15116}

P28 g 23R P 5 4 E 25 AR VL IC R ROW 58 4 R

POST /openapi/vl/flowsearch/count

ZH:

TR IESCN O JSON M i), A IE SR an MR . WERIESCH I ZSE co A 1 ATLLZ
200t B IS0 8601 K5 3l. It APT A SRVF &) R EC RN AV . MEAh, T 226 E scopeNane
K, USHOEE B R T E . WRRTEE IS EL, MRS R 8 APT i RE M T
T EA ST BRI FTAYEH . s SIS R 2Lug s 10 sEE AT .

"t0": "2016-06-17T09:00:00-0700", # t0 can also be 1466179200
"tl": "2016-06-17T17:00:00-0700", # tl can also be 1466208000
"filter": {"type": "eq", "field": "src_address", "value": "172.29.203.193"},
"scopeName": "Default"
}
SO S HAT LU N B JSON 1E 3
%A =1
t0 FITF4EI ] (42708 1SO 8601)
tl FERILSE AR ] (4076EY 1SO 8601)
filter AL IEAY . g pERE o (BRI , W query
N7 SR
scopeName i i R A 28] 10 0 T ) 4 PR
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-
¢
T

AR
% |{&

4

court | 15 4 PRI G245 ST K

=5l python X %5

req payload = {

"tQ": "2017-07-20T08:20:00-07:00",
"tl": "2017-07-20T10:20:00-07:00",
"scopeName": "Tetration",
"filter": {
"type": "eq",
"field": "dst port",
"value": "5642"
}
}
resp = rc.post('/flowsearch/count',

json_body=json.dumps (req_payload))
print resp.status_ code

if resp.status code == 200:
parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)
Ml iz 77~ f51

{"count":508767}

R

}u_
PR APL A B R T Tk R BT g . IX 48 APT AR T ST 5 APL 25 810G

flow_Inventory query Ebﬁéc

FE4EE R i
e 2T L = SRR A RTIER) 9T A9

GET /openapi/vl/inventory/search/dimensions

o

by vl =
EEEER
WG v 23 R 0] 5 Fi 8 4 A DT IE 1) 2% 7= 001 H 314
POST /openapi/vl/inventory/search
n] LU A /openapi/v1/Inventory/search/dimensions APT 2K X nJ 5 i i 41 Fh 45 52 I F1 O 5128

ZH:
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zrnz I}
AR £l L BA
filter JSON RS A
scopeName FAT R (ATIE) BRI EE RE 4R
limit R CATIE) LR [ e K 45 AL
offset L4810 (g 5 E—MERmE
, AR —1t,

TR IESCL 25 JSON s IR &l o it ISRz i R BTR

{

"filter": {
"type": "contains",
"field": "hostname",
"value": "collector"
by
"scopeName": "Default:Production:Web", // optional
"limit": 100,
"offset": "<offset-object>" // optional

}
BRI R AR B ik 4%, 1 2 B JE4Y, on page 79
A IE SO H A DU B JSON IE 3,

%A B

filter g . A uER A (WD, W query
VCHC BT 9t =T H

scopeName A R A 0 S R R AR (T

dimensions LA BE AR R APL 145 b iz [ ) 4 2 44 ) 41

o K AWIESHL WARKIRE, 00K
[T T SRR . I A D R Y
I, BERETUR] T4 e AT 4RI 74

limit Wi 5 H BB (RT3 )

offset M AN ma W S B AR 5 (R D)

i) [z

Wi W 1E S BAT LUT R PR JSON X4

AR i) 15t AR

offset HE gﬁ?~ﬁ%%@@mwmm@
B,

results e S e A I
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Wi 3R] e L T ORI NI of£set 7Bee M1 5 BAE SR S5 SR P @ MR O i is 2, A RESRECT

—4l4s
45 Python {X53
req payload = {
"scopeName": "Tetration", # optional
"limit": 2,
"filter": {"type": "and",
"filters": [
{"type": "eqg", "field": "vrf name", "value": "Tetration"},
{"type": "subnet", "field": "ip", "value": "1.1.1.0/24"},
{"type": "contains", "field": "hostname", "value": "collector"}
]
}
}
resp = restclient.post('/inventory/search', json body=json.dumps (req payload))
print resp.status code
if resp.status code == 200:
parsed resp = json.loads(resp.content)

print json.dumps (parsed resp, indent=4, sort keys=True)

I_'_Q}E'lo_l-'in e

2 2R P13 30 H (K ZETHE B

GET /openapi/vl/inventory/{id}/stats?t0=<t0>&tl=<tl>&td=<td>

Table 6:

HESH 15 AR A

id eI H ID Y (ipy-(vre_idy, FllI1.1.1.1-123

ERASH 15t A

t0 P2 TGN ) R 7R I e 15 T AR I ]

tl DL TG T 3R 7R I e 5 B 45 R )

td GerHE B R IORLRE . B e M. W] LIAE I
TR, Bl “minute” « “hour” Al “day” .

~f5) Python X3

resp = restclient.get('/inventory/1.1.1.1-123/stats?t0=1483228800&t1=1485907200&td=day")

HBIEITE
B2 3 ] 54 5 A PR UCIR % T30 H o5

POST /openapi/vl/inventory/count
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aeity [l

ﬂfulffﬁﬁ /openapi/vl/Inventory/search/dimensionsAAPI5K%%EXﬂI%Efiﬂ§%§¢#EPTEi§Hq§UHgﬁU%§c

ZH:

B 3] AR

filter JSON RS A

scopeName FARFE CAlige) BRI 25 B e 2 FR .

TR RSO 2 TSON A% X Ao 20 ISR 7= B0 R s

"filter": {
"type": "and",
"filters": [

{

"type": "contains",
"field": "hostname",
"value": "prod"

"type": "subnet",
Ilfieldll: llipll
"value": "6.6.6.0/24"

]

by
"scopeName": "Default:Production:Web", # optional

}
Mg [z
Wi )3 2 1 S0 A HLAT LR @ Y JSON i %2

Table 7:

=48 (1
count S U RN iR AR NEE /o

w45 python X5

req _payload = {

"scopeName": "Tetration", # optional
"filter": {"type": "and",
"filters": [
{"type": "eq", "field": "vrf name", "value": "Tetration"},
{"type": "subnet", "field": "ip", "value": "1.1.1.0/24"},
{"type": "contains", "field": "hostname", "value": "collector"}

resp = restclient.post ('/inventory/count', json body=json.dumps (req payload))
print resp.status_code
if resp.status_code == 200:

parsed resp = json.loads(resp.content)

print json.dumps (parsed resp, indent=4, sort keys=True)
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P28 3 2% 3R [P 55 By 52 Boadi 1) TAR RO TP Huhil X MK CVE.
Ut APT AIE X6 AR LA R A B 5 T A BR A P

POST /openapi/vl/inventory/cves/{rootScopeID}

2
AR e i) i3t A
ips ERER IS LRI CVE 15 B 1P 413K
TR A IESC 20N TSON M A A i . A i SCR) 7B an B s
{
"ipS": [
"10.18.187.72",
"10.18.187.73"
]
}
M) iz
Wi B2 TS0 BATBL R R PR TSON Xt 584
BFR et} it AR
ip EyeEn IP Hbh:
cve_ids TR AR it 7 BA TP #hik ¥ CVEID (1)
IE
451 Python X553
root scope id = "5fa0d242497d4£7d968c669b"
req payload = {
"ips":["10.18.187.72", "10.18.187.73"]
}
resp = restclient.post ('/inventory/cves/' + root scope id,

json_body=json.dumps (req_payload))
print resp.status_ code
if resp.status code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp, indent=4, sort keys=True)

1:“ A \l‘ '\%‘__ IP iﬂj,i.l.l:

%ﬁﬁﬁ/gﬁlﬁl) %‘L 1P ‘mill:m{;/uo [ﬁ API Ejﬂ%ﬂ:,ﬁ\—ﬁ flow Inventory query Ij]ﬁﬁﬁ"] API ‘E%ﬂo

GET /openapi/vl/malicious ips

3R URL 5 LU R34
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s I

W25 15 A

offset IR B Y 22 BBk e, BRIAH o, AUUF
HIHRIE A 1000006

limit BRI AL, BRIAN 50, ARVFRIERE N

1000000

TAE S E AP H24H0) T4 57 3 & S0 (Workload Profile) TUTH P 28 O 4MFE T )« 1X 41 APT 75 224
5 API %8RB sensor management 5 flow Inventory gquery k.

TEAHIFARER

I i 2s R [R) 25 52 AC 3 UUID B8 TAE 2R .

GET /openapi/vl/workload/{uuid}

RS 15 AR

uuid fR¥ UUID

)7

Wi B b5 4 € UUID SR TAE BN 5 AR S B0 S Jm M 28R Pridk «

Table 8:

Bt Sl i3t

agent_type B Mz e F AR B R

agent_type_str A H G SRR

auto_upgrade_opt_out A A BN true, TUAREAS 2/
TH 1 3T

cpu_quota_mode A CPU RBe Azl

cpu_quota_us B CPU BeA A FH 15 Bl

current_sw_version TR H 1 AR S B Az AT AR AR AT 1)
[TES

data_plane_disabled A R AR WA true,  WGEE N EHE A2
MARHR G H B4R TF
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B crasemzs

Bt £l L RA

desired_sw_version TR H FIRAE AR R AT AR R
PERRA

enable conversation_flows Hi RN WK true, WIJE A TR

enable cache sidechannel i JRAR A true, WIS FH AN 0 Bk
iRl

enable_forensics Hii SR A Gy true, N JE FHEGIE

enable_meltdown A RME WA true, WIS B St T S
bl

enable pid_lookup A /R1H WA true, ME FHEFE AR

forensics_cpu_quota_mode R IIE CPU Bl il

forensics_cpu_quota_us sk HCIE c A A FH 17

forensics_mem_quota_bytes R IUE AAFERCET LT 584D

host name PR HE TAESE LR EHLA

I il e JEPUE % Ve

kernel version FIG R W% R A<

last_config_fetch at R b R UG ) B ]

last_software_update_at B IR Ja AN RA AR A H 2
A 1R B Tk

max_rss_limit A B KN A7 BRI

platform TR H TAESRE T

uuid TR H AR HE— ID

windows_enforcement mode PR Windows PUATHIZUH2EAL . WAF

(Windows =% Bj k) 5 WFP
(Windows i JEF-5)
=5 Python {X#3

agent uuid = 'aa28b304f5c79b2£22d87a5af936f4a8fa555894"

o

resp = restclient.get ('/workload/%$s' % (agent uuid))
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THEAHFEITER
B S T SRS

GET /openapi/vl/workload/{uuid}/stats?t0=<t0>&tl=<tl>&td=<td>

BESH i AR
uuid {RHE UUID
#if) URL W5 LA NS4
TS i AR
t0 PLAL TGN (A 7R R G T ST 4R ) A
tl PAZETCIN ) 26 7R (R GE v A5 R A RN T o 45 RIS )
ANBe L AR K.
td GivE BILR MR . R e b4, LML
FIFE, Bl “minute” « “hour” A “day” .
)57
Wi 7 1F SC P HAT LU R JE LK) JSON X 5.
AR el 15t AR
timestamp SRR AR TR AR ] (4278 ISO
8601)
results POE EiL 7
AR BA LUR S PER) JISON X 4
AR il 15 AR
flow count TR VTR AS
rx_byte_count Ay VIR
rx_packet_count A WSRO
tx_byte_count g At ) R
tx_packet_count A i3 NP ETTHON

~f51 Python X85

agent uuid = 'aa28b304f5c79b2f22d87a5af936f4a8fa555894"
td = 15 * 60 # 15 minutes
resp = restclient.get ('/workload/%s/stats?t0=1483228800&t1=1485907200&td=%d"' % (agent uuid,
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td))

# This code queries workload statistics for a week

t0 = 1483228800
for _ in range(7):
tl = t0 + 24 * 60 * 60

resp = restclient.get ('/workload/%s/stats?t0=%d&tl=%d&td=day’

t0 = tl

LRI HE
e s 22 I A S - P91

GET /openapi/vl/workload/{uuid}/packages

Cisco Secure Workload OpenAPI |

% (agent_uuid, tO0, tl1)

HEsH 15 AR
uuid ¥ UUID
M) Rz
Wi 2 £, JSON X (4 . A S I AR n F Pridk «
B i) it AR
architecture TR H AT B
name TR B R
publisher A BAFEL I RAT S5 %
version TR BAF R AR A
~f5 Python 4t %5

agent uuid = 'aa28b304£5c79b2£22d87a5af936£4a8fa555894"
resp = restclient.get ('/workload/%s/packages' % (agent uuid))

T1ESERE

Wb 2 2 R [FIAE A £ 28 B 2 i 510K

GET /openapi/vl/workload/{uuid}/vulnerabilities

I Z & HA LU & 91 JSON 1E3C.

BIESH 15 Af
uuid 1L UUID
i [z

Wiy S A2 Y] JSON X G ELA o IRl 5 B AL n 1 Pk -
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Bt e il okl

cve_id TR H W WL R XU 1D
package_infos B L/CEREREISOOE il

V2 score 15 CVSS V2 ¥4
v2_access_complexity P CVSS V2 vjj jn) & 4%

v2 access_vector AR CVSS V2 Vj[A] [a] 5
v2_authentication A CVSS V2 S35k

v2 availability impact TR CVSS V2 n] H 5210
v2_confidentiality impact A CVSS V2 {R# VL
v2_integrity impact FAF R CVSS V2 535 50
v2_severity FL CVSS V2 =H

v3 score 17 R CVSS V3 ¥4

v3_attack complexity A CVSS V3 B &2 4%
v3_attack vector F 5 CVSS V3 Biili ) &
v3_availability impact T CVSS V3 f] 5 mm

v3 base severity AR CVSS V3 JEA =
v3_confidentiality impact AT CVSS V2 {RE 5210
v3_integrity impact T4 H CVSS V3 5E# 520
v3_privileges_required TR FTs i CVSS V3 BUFR
v3_scope AR CVSSV3 i
v3_user_interaction FL CVSS V3 &8 H.
cvm_score T JRF2z 4 RS DE 2
cvm_severity P JORFZe 4 RS VF- 43 ™ E
cvm_easily exploitable i IR AH JRF2 4 KU V43 22 R
cvm_malware_exploitable A IR AN JERb e 4 KRSV 73 n] % =

A
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Rt s 15488
cvm_active_internet_breach | A /R (K SRR 22 4 K 43 05 3 T

G|

cvm_popular_target A /RAE SRz 4 AR V31 WL H A
cvm_predicted_exploitable A /R1E SRR 22 43 KU PP 53 Tt m] 4 )
cvm_fix_available A SRAH BBz 4 AR V43 ] -E 5

~f5) Python X5

agent uuid = 'aa28b304£f5c79p2f22d87a5af936f4a8fa555894"
resp = restclient.get('/workload/%$s/vulnerabilities' %

LR TERSHREHE
st RS T (ST oo O v A e = Tl M S o R = SO
POST /openapi/vl/workloads/cve/aggregated stats

TR S5 B PN %43/ JSON 1EXC:

(agent_uuid))

BESH it AR

uuid FA41 UUID

Ml 5z

W ;i 52 5 LA 571 280F1 CVE )RR R L 22

B il 15 AR

host_uuid FREE FIT3REURT CVE %dis (A
ID 5 AR 4135 ID 5113

app_scope_id TR 1§/ ISON X 45 XM BTt CVE
(196

ips TR FREL CVE 15 EW TP 114

0s TR FHERLIERGEF R

cve_infos B CVE 15 B4l

Table 9: CVE {55 451

B il 15 AR

cve id FIFH 3% TP Hutikf¥) CVE ID %13
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B %A 15 BA

v2_score v CVSS ¥4y
float64

v2_severity PR CVSS V2 J“H

v3_score v CVSS V3 43
float64

v3_base severity PR CVSS V3 A ™

evm_score e AR RS
float64

evm_severity A BUR S AP A

=~ {5 Python {43

payload = {

"app scope id" : "66051883497d4£52437balb3",

"host uuids" :
["39852c5221c4be28cd7c5e9786ac671lc2faefll3c","902c0977918ef3bfbd43b23782cc2574192£8bcb"]
}

resp = restclient.post ('/workloads/cve/aggregated stats', json body=json.dumps (payload))

TAES &R BIE1TRYHAE

W23 2% 3R B AR R B IIEAT IR A3 o I RIS AT IRE AR i SOh IE 384T I T 22 /00 5
S rIRERE .

GET /openapi/vl/workload/{uuid}/process/list

RS 15t BA

uuid {83 UUID

M) /52

Wi 3 S BEFE JSON X4 (1514 .

Bt e it WEAA

cmd FAF R HERE IR iy 2 74

binary_hash FAF R HEFE —3EHIM¥ Sha256 fH (175
BEHD

ctime KR BERE ZHERI S ctime (LA us
AL
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Rtk #5 588

mtime K HERE b SO mtime (LA us
K AT

exec_path FRE BEREATHAT SO A2

exit_usec K MEFE L TR C AR g B i)

num_libs B HERE A AL

pid A R D

ppid B R ID

pkg_info_name TR L RERR DRI (R AL I 44 B

pkg_info_version T 5 R ORI A A P R R AS

proc_state TR HEFRRES

uptime Kz BEFL IEF AT (BLus
AT

username TR HERLI 1 44

resource_usage Hal BV A A
X%

45 Python {53

agent uuid = 'aa28b304£5c79b2£22d87a5af936f4a8fa555894"

resp = restclient.get ('/openapi/vl/workload/%s/process/list' % (agent uuid))

TERHEERBIHE

U2 3 23R [0 AR A A HERE DR SR . RERR PR I 5 AR DA 4 8 N IR R P R .
Ly SCRHAT I 2 51 POST ik, LM TRkt ATd .

POST /openapi/vl/workload/{uuid}/process/tree/ids

B OR B — A e HERE DR A AR

KIESH 15 Af
uuid L UUID
Nl Jiz

M [ A — AN EERE PR R A 2L JSON X5 814K .
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THnznizrz ]

B £l LER

sensor_uuid SR X UUID

handle FAT R SR R P HERE R ) A A
process_count B PR R R A

ts_usec B Fili R FEL BT (1) 1) 2%

~f51 Python X85

agent uuid = 'aa28b304f5c79b2f22d87a5af936f4a8fa555894"

payload = {

}

resp = restclient.post ('/openapi/vl/workload/%s/process/tree/ids' %
agent uuid, json_ body=json.dumps (payload))

TIEREHIZIRE

PR 28 I 23R [ TARE G i e R R I . ERE AR R & AR S RAE 45 I TRITR I P A dE R . T
B N BOBTRERE PRI IR A . M2 i 225 T AR SR B R DR A 22 i ke A

POST /openapi/vl/workload/{uuid}/process/tree/details

BIE5H Ll

uuid {3 UUID

AT KA 1% AR

handle FAE R LR ZR ()RR A

M) Rz

Wi J3 2 — N & T TSON BRI (I R4 2

B -3t} 1t AR

command_string TR A WA ) i A A

command_string_raw FAFHR JE b iy A

binary_hash FAFH HERE T HEBIM Sha256 (1N
HEHD

ctime K HERE Z 3SR ctime (LA us
A

mtime K- HERE RIS (¥ mtime (DL us
Ay HLA )
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JSON &R EX

B %A LER
exec_path TR HERE ] HAT SRR 12
process_id B HFE ID
parent_process_id R AR ID
process_key B HERE IR e — 25
parent_process_key HHy AL TEFE P ME— % 4H
pkg_info_name FAT R 5 HERE OGB4, 1) 44
pkg_info_version T4 PP QURIE/CCREN] TN
proc_state TP HFDIRES
uptime KR R IR IBATH ] (Bhus K
AL
username PR BHFEMH P4
cve ids $e CVEID *f %421
51 Python {£53
agent uuid = 'aa28b304£5c79b2£22d87a5a£936£4a8£a555894"
payload = {
iesp = restclient.post ('/openapi/vl/workload/%s/process/tree/ids' %
agent_uuid, json body=json.dumps (payload))
handle = json.loads (resp.text) ['process_summary'] [0] ['summary'] [0]['handle"']
payload = {
"handle": handle,
iesp = restclient.post ('/openapi/vl/workload/$s/process/tree/details' %
agent_uuid, json body=json.dumps (payload))
tE3m|
B £E AR
ip FrHR L TP Mkl
mac FIG R B0 ) Mac Huhik
name FAT R RS FR
netmask FLF B O B 28 /e 0D
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gingrssnzs ]

B EKE 15t A

pcap_opened AR E SR false, WIANZ 441 A
LACTTIER RN

tags_scope_id el S ORI EF 1D

vif TR VRF %k

vrf_id Py VRF ID

BmHarEes

B i) klz

name TR AT AR

version FAF fhiA

HIRERER

B il 13t A

cpu_usage 7R CPU ffif%

memory_usage_kb X Pl ¢

ts_usee Kz A DL O L
CLARRS 2 B4

CVEID

BT% i) LAR

cve_id A cve ID

impact _cvss_v2__access_complexity | =2 4% 52 CVE i a1 & 2=t

impact__cvss_v2_access_vector | {5 CVE i}j la] ) &

v s [ Ak 3 (===
FIAREEE L E
XA APT HIT- 15 HORH SR M S L BR DA SR A= Jle i
API %‘%?&ﬁﬂ}‘% API %%ﬂ?@ﬂ%ﬁ/‘] app policy management I)Jﬁléo
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B secnmans

\)

AR IXEE APLAUIE H Tl U B GO R T 4

* SRISZERCE R S, 5 100 1T
* SRICBRA SRS A2 G 25 101 0

o BOEBOARIE A RECE . 5 101 1T

RERE RECE T &

B e il 15% Bf

carry_over_policies Aii 7R E W ATRE, RGO IR bl A CtdE
S EE S

deep_policy_generation A 7R R TR A TO R e,
A 45 5 30 B 1) BT

skip_clustering i /R1E WE N true BFBRLERRE, HA Rl
A A E S A R 1) S s

auto_accept_policy _connectors | £jj /R{H SR IR R Al . e

enable_exclusion_filter i /R 1H R HEBR L pE AR N FH T N A

enable_default_exclusion_filter | 47 /R{H PG BRI HER G S e 28 N T AR TR

remove_redundant_policies i /R 1H TE R S5 SRS 21 S ) TR A 4 S s

enable_service discovery Hi SR AH BEE N “false” W, SHRIEALEESR S

M1 adm & T8 5 (1) %6 8 ity 1130 Bk ook 2
WAk,  HHETH T4 Windows Active

Directory A il M o
externals el AN R R0 B A Fr 5114
clustering_granularity FRFER VERY _COARSE. COARSE.

MEDIUM. FINE. VERY FINE Z—

policy _compression T HER DISABLED. CONSERVATIVE.
MODERATE. AGGRESSIVE.
VERY AGGRESSIVE Z —

port_generalization I DISABLED. CONSERVATIVE,
MODERATE. AGGRESSIVE.
VERY AGGRESSIVE Z —
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s gnenrE ]

RENERIAN R AR AL B

L ==

X B

B #E 1t AR

sim_policy AL 1=>, 2=>1HE, 5=>MmW#F

ARG R AT 5

AR e/ il kil

id TR TIELR 1 1D

filter type TR AppScope Y, UserInventoryFilter

incluce el B A ) user_filters A7 /K {H
FNE 3 F Y user filter list f 2
PR S5 9 P ik PELR A AR
x4

WG 2o R A > T BROA SRS AR RRIC . A SR AR AR S, AT R IR A0 e o

GET /openapi/vl/app scopes/default adm run config

24
i3k URL 435 LU 244

AR £ 15 B
root_app_scope_id FAF R S BRI T A FH PR 90 ] ey

— AR IRAT

M MRS B R IA HTER A SIS A FSC B, A ROR A, TR

BEIANREIRERELE
I 2 o TR RN SRS A B
PUT /openapi/vl/app scopes/default adm run config

ZH LU IR A R B B AR TP I

7] 25 %)

B £l i)
root_app_scope_id A H SRV TC T 35 P PR S ] 7 e

— AR IREF

Wi LR 52 : R [ BRIA S 2E B
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B wizm

N =
HUIEE
A APL 5 % FROIE BT G
I 5 PP ECE P o SO 5 L0 FH AR IR Rk . A W8 7 i DB ke e AR R A
JXK:E‘ API ﬁ%%{fﬂ%% API T?T!EH%H%E,‘] sensor management IjJﬁEo

\}

AR IXEE APLAUEH] Tl U B GUNIARE R T 5

BUEE B MR

Bt it 15t AR

id TR H i P T o — B T

name TR H R A4 R

inventory_filter_id A 5 R ERIB 58 7 L JE 4 1K) 1D
forensic_config_profile_id R 5 R O IE R B SO 17 1D
created_at A i G I 1R Unix 10 7]
updated_at B R HEE I Unix I )k

5| HEGEE E
e 2B AT DA OE RSP

GET /openapi/vl/inventory config/forensic intents
ZH: kG
WM 2 i 25 3R R HGE 2 10 S 4 E A

SR BNEUEEE

GET /openapi/vl/inventory config/forensic intents/{intent id}

ZH:
AR 3t} 152 AR
intent_id T =K ID
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pemirsE
I [ U R PN R PR R s T

tlZELEEE

POST /openapi/vl/inventory config/forensic intents

S

BFR e it 158 AR

name PR = A

inventory_filter id I 5RO % 7 1k JELR 1) 1D
forensic_config_profile id TG 5 E R BGIERC & SCA M ID

R HUE R R 4

EHEUEEE

PUT /openapi/vl/inventory config/forensic_ intents/{intent id}

SR

AR £ 15t BA

intent_id I H KR ID

name TR H R A4 R

inventory_filter_id TR H 5B 58 7 L 9B 4 1) 1D
forensic_config profile id FIG R 5 & B B BGIFC B SO D

AR B IR R A

A B B E = [

DELETE /openapi/vl/inventory config/forensic_intents/{intent id}

ZH

B it} ki
intent_id T EEIMID
By ] 200,
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B zz=mas

BRIE = E

BATARHT APT 55 48 FRUBCIE 35 13 U AH DG K o

HCUEPE B SR o i B AR . B A B i vg i ofoE SURBEAL . W R pEas R, Al
i SEHITE N WA DA o DRIk, BT HERP D) ek SO LB

XL APT AL T AT 5 APT % 4H CHLY) sensor _management LJAE.

Y

ER XU APL T Tul S H RS B BT .

o BUIFZ A %, 45 104 70
o MR M ur B = . 25 104 7T
s QUEEBGERK , 2103 1

BRI = B P 3o 5%

R e 369
version FAF i A

intents Kl FNR 451 5 4010 4 7
intent_ids ool MU R 1D fO %

e Z SR BGEE E b
1M 2 i o 1% 1] 224 R EIE S IS
GET /openapi/vl/inventory config/forensic orders
ZH: &
WM 2 i o k] 224 O U X R

EIZEGEE E I

POST /openapi/vl/inventory config/forensic orders

ZH:
AR e il 15 BA
version FRFER DB 2 i It G i
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mirksxs |
A E:Sid) 15 AR
intent_ids B =& ID el
IR [EI U 78 P 5 5 o
HEGEBCE S
BATAREE APT 5 8 FIBCUEC B SCAAH DG o
HCHIE T 5 S AP 7 R A8 R BT P PR B0 P B 5
X488 AP AETH LT 5 APT B RHK I sensor_management DJHE.
Y
AR XU AP ASGE T ol f U R 53RO L T AT
 BUIERCE SCPERT S, 35105 1T
* SUHIBGERCE SCAE . 55 106 0T
s KR BAIGERCE S, 5 106 1T
o BUIBGIERC & SO % 106 5T
o SHTHGIERC B SCAE . 5 106 5T
* MERIBCIERCE SO, 55 107 1T
BGERCE XA &
B e i) ]
id TR FiC SO — AR R A
name TR e B SCAF I A PR
forensic_rules e 5 C S ORI IR R B
created_at o VR E SRR Unix 1517
updated_at A b VRS BTC SO ¥ Unix 1
IR
is_readonly AT R A FRUIAC B SR AT A H SR
root_app_scope_id TR P T SO T R T AR L 7 1D
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B smmsExs

51 BUE o & XA
PR 2 S 2 51 P A DA R B P S A
GET /openapi/vl/inventory config/forensic profiles
28
WM 248 B o R [P U P 8 S A ) S 4 A

@ % B HGERC B XX

GET /openapi/vl/inventory config/forensic profiles/{profile id}

ZH:
AR il i3t AR
profile_id TAFHR M & SCAFI 1D

AR [ CUE PG SR S R PR R s T 3

B RUERC & X

POST /openapi/vl/inventory config/forensic profiles

ZH:
B it} okilz
name FAF R P S F I A4 B
root_app_scope_id FREH P B S BT AR SE [ 1) 1D
forensic_rule_ids el L O SO ORI B A )
ID %541
I [ BE P ST A 5
BEMBGERLE X
PUT /openapi/vl/inventory config/forensic profiles/{id}
ZH
B et} 15t A
profile_id TR R W & S 1D
name TR R B S F I A4 B
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mrmiregscs ]

AR Eid) 154 BA

forensic_rule_ids Bl B P B SO IR P ECIE R )
ID %2

R P EGHE & S

I B B AE B & 3 A

DELETE /openapi/vl/inventory config/forensic profiles/{profile id}

ZH:
AR i) 5% AR
profile_id TR L& SCAF T ID
IR R A 200,
BYE £ 0n)
WAFACHE APT 55 85 FHEGHE R A S 16
HCUE AU - BCUE RO B SO, AR R Ik e e i SO A AR B
izﬂ_:b API %%‘%Eﬂfﬁﬁ'ﬁ API ‘E%ﬂ?%ﬁ%ﬂ/‘] sensor management :EjJﬁEo
A\
ER XU APLGE H Tl 5SS B AR VS M BT A
o BUIERLIXS 5, 565 107 1T
o FIHEGERMN , 25 108 7T
o B R BASIUER) , 55 108 7T
o QIERIGERI , 2 108 1T
o TOBIGE I, 2 109 1T
o DHBREGIERI , 26 109 1T
HILE A 0 X &%
Bt e i) 15t AR
id TR I F I — B R TR
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B il 15 AR

name T T 1 44
description TR FII () 158 BA

type FAF R PREDEFINED &

USER DEFINED

eval_group_type FI AS INDIVIDUAL ¢ AS GROUP

severity AT IMMEDIATE_ACTION,
CRITICAL. HIGH. MEDIUM,
LOW 2Z—

actions el ¥4 5 ALERT 5{ REPORT "4
i

created_at 13 MU GUEE IR Unix 1 18

updated_at 2 BRI Unix B

1| 1 BGE AR ]
1M 2% 3 91 H P A A AR I R )
GET /openapi/vl/inventory config/forensic rules
28 T
WM 2 S 2 R [ FCUIE U %) 47 850 2H

o 22 AN ERIE R ]

GET /openapi/vl/inventory config/forensic rules/{rule id}

BH,
& sm i35
rule_id 7 B 1D

AR [ CUE R 52 R PR s T 2

1 22 BRIE R0

POST /openapi/vl/inventory config/forensic rules

24
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sxaiean ]

B e il L RA

root_app_scope id A H S FH U] B Je ) AR TR ) 1D

name TR FILI () 44 Fx

description FAF FII 1 15 8

eval_group_type FHRFE Ry A

severity TR I fg 7

actions Hea $ 415 ALERT 5 REPORT 773
Hi

clause FIF SRt T

TR [ HUUE R U 52

SEFTEGER

PUT /openapi/vl/inventory config/forensic_rules/{rule id}

ZHL

BFR i) 1t AR

rule id A H U 1D

name FAF R TR ) 44 F

description FIG R DU ) 156 °H

eval group_type I SR agis)

severity TR H TR p o

actions Hrn ¥4 5k ALERT i REPORT 77

i
clause FAF R U A1)

AR [EEGIE AR R 52

P B B2 A0

DELETE /openapi/vl/inventory config/forensic rules/{rule id}

24
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AR EKE 15 AR
rule_id TAFHR U 1D

NI IR [F] 200,

FHIRE

X AP O] RTINS gnsliiBR -6 e, I H R EATH 5 APLE 8 CHE T appliance_ management

hae

)

Note  jxut APT HRAMEE B 7 Sl 4 R0 R ol 5 P 073

FREUIEP
M2 % SSL/TLS iF4 .

GET /openapi/vl/ platform settings/ certs

M 1 A HAT BL R 2844 (1) JSON X4 -

i EKE &

key_pair_name TR fRE H P44

cert_shal FATH RS R ME— bR IRAT

created_at TR R RAE S € H AR TA] 24 H 2z

Ja B KEA o

REUERER D ITILE
B FIFR%ET £ 415 T 7 S S S )

GET /openapi/vl/platform_settings/usage_analytics

S8

AR il i AR

il PIES R 5 A1 DL o3 A B U e
I PN s

M [ A 5 AT BL R 23R4 (1) JSON X 4 :
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pmasse |

i il &
usage_analytics_enabled A /R AE SRULRE o A AR AL IS DL o)
B R A A

REEXIHE

Wb 2 FH AL 2R AT 65 ) P SR ) B OSSR S

GET /openapi/vl/platfor settings/ login message

SRIUE SR B 201 4
REXH 3k HTTP & &

B 23 Y T 2R 0 6 IO O 24 i 3 HTTP 8

GET /openapi/vl/platform settings/outbound_http

Wi B2 HLAT LR 2R AR TSON 5.«

i il &

outbound_http _enabled ]

FIRETS CUd H sk HTTP &
o

Bk HTTP g &

1 2 P TG 5 81 65 OB 4 T i HTTP 3 .

POST /openapi/vl/ platform settings/ outbound http

ZH:
AR el 15t AR
query 4 BT SR E R H s HTTP %

B

Wi 32 FAT L 2R B JSON X 52«

e e it =l
outbound_http enabled PR e 20 28 s HTTP %

.
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N s Y S =o
ik ek HTTP i &
W6 2 F A8~ 6 BC B 2 5T ol HTTP & .
POST openapi/vl/platform settings/outbound http test

M [ A2 2 AT DA ZEH4 (1) JSON X 4 :
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e il &
success AR A DU H 3 HTTP 3822 A5 1

i Y . A [==-]
FRERHuk HTTP (RIZ R B
I 28 FH T A R~ G 0 B sl HTTP AR B E .
GET /openapi/vl/platform settings/outbound http proxy

i 7 AT DL 3R ) TSON A 42«

it et} &

outbound_http_enabled AT R1E TR A A H it HTTP 1%
.

http_proxy_enabled i JR1H FRUIET O3 H HTTP R,

http_proxy server PG 2 O (1) H sl HTTP AR R
%o

http_proxy_port B f8 52 T HTTP ACHL IR 45 4% 1) ity
RSN

http_proxy username PR fe & H ) HTTP AR AR 25 2% 3t
TS RUERIH 4.

http_proxy_password_present AT R1E e 6 AT TR B AT
) HTTP ACH R 55 4 10647 5 4
Bk

i uk HTTP (K IBiE B
TR N EEHE R S HTTP AL R E .

POST /openapi/vl/ platform settings/ outbound http proxy

Mg 1 A HAT BL R 28K (1) JSON X4 -
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#i7 []

B %A &

outbound_http enabled i SR AR B C 0 B st HTTP %
$.

http_proxy_enabled Hi JR1H R O )G H HTTP A2,

http proxy_server TR K& CUlC (1 5 HTTP AR A
24 o

http_proxy_port A 5 5E H1-T HTTP AR BE IR 55 25 1) iy
| jl_:!_l‘ o

http_proxy username P fae -+ 1n) HTTP AR IR 25 2% 3t
1T S SR H 7 44

http proxy password present i SRR e B el .

SRR PIAT DIy BERE 2 8 (4 SR HE IS 3] 55 A 2 TR R TR AR TRl A PR 587, O 40 B PR B K B o 3

APT i B APT PRI app_policy management ThRE-
HXVEANNE B BT oS

REMERIEEE

2SR AR ACEE TD SR [PACES B o et TSR £5% SR . ARG B S HURRAS S AR AT

GET /openapi/vl/enforcement/agents/{aid}/network policy config

ZH:

ik URL 5 LA F &5

AR £ A LER

aid FAF R I ¢ S TG 5 7R 403 UUID.,

JSON £ iff IF S0 AL 75 DUT 6

AR it} 15t B

include_filter_names A1 R AH TE P 2% SR g R 35 DB 25 44 PR A
ID.

inject_versions AiRME TE W 2% S Hh EL 45 ADM AR

[ A o
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B 2osmsites

e [z
I 2 PR T Y AR EE X 5 o

BIARBREITER

23 2R [ 25 5 ACRE ID AT ELARSEN ID (K AR IG5 o 2 iR [A] Timeseries HAK S

S5 R
GET /openapi/vl/enforcement/agents/{aid}/concrete policies/{cid}/stats?t0=<t0>&tl=<tl>
—std=<td>
S
iR URL 55 L F 344
AR el 1t AR
aid TR giit s B UUID.
cid Fr R giit s B B AR5 UUID.
JSON 2 if) IF SC AL 75 DA T
Table 10:
AR %A i AR
t0 B PAZE TN (R 2R I ge v T 4G
I} ]
tl B PLEL TN T ZRoR R 4e v B 46
I ]
td A, e VR IRLRE . B R
2 Sy % o H l) ] J’_\_’k‘k ’ I
e ﬁ/iﬁz T”M%J?%ﬁ”% il 4n
minute” . “hour” #l
[ day” o
[ IR\ }
JSON 3 &R E X
K3z
Bt e i) 15 AF
agent uuid A fLH UUID,
agent _config 4 AR B
agent_config_status S5 AR TP B AS
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ssonstgEx i

=k it} 152 AR

desired network policy config | %j4 ) 4% SR S P

provisioned network policy config | x4 CLHTC 1) 194 4% S s I

provisioned_state update timestamp | %%} AN R DR SR I &2
JCIN TG CLARR N B4

desired_policy update timestamp | 3%k ARk
required_network_policy_config
I ZETCIN TR CLARD O
) o

agent_info POE 3 REUE B

skipped A RME I SR B AR SN A, Uk
true,

message FAT R BT LA SR A ) R AL

KEEE

BE e i) i8R

agent_uuid e 03 UUID.

enforcement_enabled Aii R AE P R 3 ] AR L s FHRAT

fail_mode T AR

version ey AREE R B RA S

control_tet rules only A IR AN FE ] Tet HUUEC &

allow_broadcast AT R1E FOVF) R

allow_multicast i R H RTFHFEILE

allow_link_local i IR ME SCPFHERA ML

enforcement cpu_quota_mode | 745 HATIREE CPU FeAf ..

enforcement_cpu_quota_us AT R PATREE CPU FLAH P

enforcement_max_rss_limit 7 PATAH K RSS PR
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W 4% R AR B

Bt e it Ll

version TR H JRAS

network_policy el RESHISTE S &N

address_sets el IP A2 T Re i bk HE 0T 5 20 4

container_network_policy B ContainerNetworkPolicy %} % %1
H.

o) % S i

Bt el ]

priority TR H HARGEE I D

enforcement_intent id PG PATEK ID.

concrete_policy id TR HARERS 1D,

match % TR UL ARE o AU b
TR

action PR3 TR L TE 1A A o

workspace_id SRR TAEZE [ D

adm_data_set id FAFE AR [ B s R I 4
ID.

adm_data_set_version TR H TAEZS AV ) S AR E s AR
AR . AHESH PRI
inject_versions=true I B

cluster_edge id TR ERENZ 1D,

policy intent group id PG RIS =2 1D,

match_set % FHT TP AESCRFRI VL AR X 52
¥ {2 7~ match B¢ match_set 2 —.

src_filter_id TR H PR gL ID. XA

include_filter names=true 1 4%

BN AT RE
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ssonstgEx i

Bt EKE 15t A

src_filter name TR PR eI AR AR KA
include_filter names=true £ %
BAL DI AT RCE

dst_filter_id AT R HFR ot~ i JE 4 ID. IXFAE
include_filter names=true /4%
KL N BT B
dst_filter_name TR H HbRBE il JE s 4 PR, IR AE

include_filter names=true {f }j 2
B AL b I AT RCE

ContainerNetworkPolicy

Bt el EEA

pod_id SRR POD ID.

network_policy Bl D) 8% SREME 0 G A4

deployment TR H HIEE

service_endpoint B IR 55 £ S A4 PR B %

TEe

Bt e it 15t AR

src_addr *T% WL 7 X5

dst_addr POE H br bk 1 B 5

src_port_range start R VR e R ITG

src_port_range end ESS PR Y 450K .

dst port_range start R H bR Y8 B TG -

dst_port_range end R H g 1 Y05 [l 45

ip_protocol FI IP Wi

address family PG IPv4 B¢ IPv6 il K751,

direction FIF H UCHC J7 17, INGRESS %,
EGRESS.

src_addr_range % 5 Rk ) b Bk S R G 5
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B il 15 AR

dst_add_range I El b bt ik () Bk v L

1R1E

B -3t} 1t AR

type SEEE BAERA,

Ui

[ KA 15 AR

src_set_id FAF X 248 SIS L B address_sets H)
Huhl- £ X ¥YE4E ID
4

dst_set id FLFH I 4% SR TIL & address sets B4
R EEAE 6F % HARSE ID

src_ports ar- YRS 11 3 119 B 8

ray
dst_ports ar- H b 1P i 1150 D 5 4504
ray

ip_protocol TP IP i,

address_family o] IPv4 % IPv6 Hitik %741,

direction TR VCHc /71, INGRESS 5
EGRESS.

ok g

B -3t} 1t AR

set_id FAFH Hutib£E 1D,

addr_ranges ¥l kb9 BB 5 504 .

subnets Bl TR G HH

addr_family e IPv4 B IPv6 Hihik R %1,
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ssonstgEx i

™

Bt e it 15t AR

ip_addr FAF R IP Mk

prefix_length EEEl TGS

it 36

B -3t} 1t AR

start_ip_addr FRFHR T AR TP Mk

end_ip_addr R T 45 TP Huhik

i 35 Bl

Bt el Ll

start_port Ay T [ e i 1

end port HOB T i 8 oA 1

REBEERKS

Bt e it 158 AR

disabled i JR1H Bo B Ui CAEAREE EAE R AT .

current_version ey AR (1 224 AR G i
PN

highest_seen_version T ARERFC I AR FRC B 1) 05 e
Ao

EIABCRI M LSRR EC B

B -3t} 1t AR

version TG AR T 14 ) 248 SRS TG T PRAS

error_reason FARFHR U ARER RN T S, Wk
CONFIG_SUCCESS, 75 g4t
IR .

disabled AR ME P U SRR EAEHI AT .
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B il 15 AR

current_version e B E R 12457 NPC A

highest_seen_version 7 RELEWW B = A NPC.

policy status 4% BEA ) 2% SRR

RIBER

B %R 15 BA

agent_info_supported Aii R fREETIRE (SRS Fy
agent_info) .

ipset_supported A R AH RILDYRE U RSCFFIP ) .

EIRREREER

B xKA 15 AR

byte_count O FARSFEms A b = 1 4

pkt_count R FLAASRES iy v 1 i L T

Timeseries E{KRALLER

B KR 15 FA

timestamp FARFH F TSR G5 R I TR 7

result X% FUASR S 25 1

ERinRSREE

Ko 7 v R 4528 9% Z 42 Cisco Secure Workload H 25 FREDREIAZ Ly, ERIBEIRAT T SO AT RE A 4K
PEAREE, DA & ] DL S FEAS S o 19 28 v AR A An] 32 0 S 00 e 208 T 32 ORAIE RO 000 380 25 7 i 4 0 1 B
P, X TS PME LS S, Bln: TCP e 1WA R 1) - I v] BEAE P9 26 T R EDUBURR R B 42,
AT A AN T e G b 52 1) — s R R (118 22 5 T

Cisco Secure Workload 2R E AN HEATATA0] F P A8 T AR D0 R RS I AT BEI /D I Legl 3%, 7 V2 e h)

RV LA S B, WG, DUETER & A — S0 @ £ iAo b 1. 76K 2 50
SR, M EFFRIX A APL. AHFEDEUE DL, & i S5 A S50 ] BE GV IE AR B 7 1)

WO T M DR ClE SR R T Re s MILAA B HILMAT R, ndT IFAS LB .
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EHNEE

ws [

AL T —4 API, AJH]T17) Cisco Secure Workload HiEHE G ¢ B AN ARG #8um L IHLR . 1X4H API
At ARV E T A SUR ORI PR, o B EAH S IX R AP S SCBR)

app_policy management TifiE,

& IR S5 A BC B 2 AL

P 3 FH TR B e s TP bk B 1) i 45 4 i 1)

NN AR 55 8Rum A ECE

It API /] 124 Cisco Secure Workload 5324 A7 545 e M0 1K) NI 25 #1327 o 8w LA
& TRVEHE ) — 41 1P bl $2 £k %0 TCP/UDP JIj 45 4o F1 413, LAEHE B Cisco Secure Workload
SR P TE A 10 25 P i A 55 44 77 19

POST /openapi/vl/adm/{root scope id}/server ports

ZH: WK URL W& LU R 244

AR e i) 15 BF
root_scope_id s R B R M — AR TR A

BEAN, 1 h1% APT i N IR SCAS SO 35 BL A% 2R 2 il 55 i i 11 1 ¢«

KRG Rm OERE

B £E it AR

ip_address TR IP Hitik (RTLLE ipv4 BY ipv6 Hhb
o ARV

tcp_server_ports EEYE 5 ip_address X} W[ L1 TCP ik
G- 1514

udp_server_ports ASPIES 5 ip_address X} . [#) .41 UDP JIik
552kt 1513

#HtERFS R ARE

B %A it AR

host_config Lut RS Aty LS WG A0R . | R C IR 25 ity 11 FF) TP Hbhik
L3

=5 python X %5

# contents of below file:
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101,

201,

# {"host config": [

# {"ip_address": "1.1.1.1",

# "tcp_server ports": [100,
# "udp_server ports": [103]
# } 4

# {"ip_address": "1.1.1.2",

# "tcp_server ports": [200,
# }

#0]

# 0}

file path =

root_scope_id =
restclient.upload(file path,

1027,

202]

'/adm/%s/server ports' %

timeout=200)

\)

# seconds

'/<path_to file>/server ports.txt'
'<root-scope-id>"'

root_scope_id,
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Note |3k APT 2% 555 &5 CUANIRSS 25 0t G B A E0IRAS . R EESUTM A, b1 BB SUs
HOPr AR E .
IREVAR 55 2Rk N ECE

Ut APT 23 [IAR Y Rl Py 283 (1) L E A% e 554 o 1 814

GET /openapi/vl/adm/{root scope id}/server ports

ZH0. K URL U5 LU S5

AR Eil) 15 BA
root_scope_id PR R L P M — AR AT

Wi X% . ref:Server PortConfig X % (1) 4 o

~f51 python X3

root scope_id =

MRR AR 55 2R um D EC &

'<root-scope-id>"'
restclient.get ('/adm/%s/server ports'

o

Ut APT AT IS4 i AR L %) Bl 55 45 B 1 G 5

DELETE /openapi/vl/adm/{root scope id}/server ports

R iEK URL 5 LU RS

% root scope id)

2 e i) klz
root_scope_id FAT R AR L PO — B IRAT

MRS T
=45 python X453
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root_scope_id = '<root-scope-id>'
restclient.delete('/adm/%$s/server ports' % root scope id)

woms [

e B IS T JE T HYE FE A TP Hbuhik 1 0 50 R 5548 v 11

HEEAR S RRim O ECE

I API °]H -+ 4 Cisco Secure Workload S22 (A7 45 e AR YO ] (1 L 0 R 457 o 1 (947 o P mT
PR AL 2 2 AR Ve [ i 2% TCP/UDP R 25 %% ity 11 5138, LA Bl Cisco Secure Workload S3Aff i it 1
R P AR SS 4% 7 17 FH P 3 vl LUIEFEFS /2 5 RN IR 45 % 5ty 1 AH 52 1 AR 25 44 FK

BRAN, 38T —ANIE TP ARSI AR SS BB IR (LUK AR Rgs) o 7 ar BARGIN 22 i

HHE.
RBZEE
A5 IR 52 SO X O, 485 .
Bt e it WLAA
port A TCP/UDP [i} 55 i 115
name FAF R b5 s ORI IR 95 44 Bk (T
%)
override_in_conflicts A ZR1E RA RTINS SR E SRR
(AJ3dk)
HERFZEE
B TREM e it 1t AR

server_ports_config

tep_service list

Jk 55 BE B XS 55K LU TCP k454113

udp_service_list

IR 4% i B B 1) 2 CL%1 UDP iR4541 %

ARV R LR A 55 -

POST /openapi/vl/adm/{root scope id}/server ports config

=5 python X %5

contents of below file:
{"server ports config":

{

#
#
#
# "tcp_service list": [
#
#
#
#

"port":
"name" :
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B o:oms

"port": 53,
"name" : "dns"
}I
{
"port": 514,
"name" : "syslog",
"override in conflicts": true

}
] r
"udp service list": [

{

H o o 3 S S S S S S 3 3 S S S S S 3 S S H

"port": 161

}I

{
"port": 53,
"name": "dns"

}

]
}
}
file path = '/<path to file>/server ports.json'

# Updating service list for a given root scope
#restclient.upload(file path,

# ' /openapi/vl/adm/{root_ scope id}/server ports config',
# timeout=200) # seconds

\)

Note |3k APT 2% 555 &5 CLANIRSS 25 ot G B (K A 0IRAS o SR H P T BB ST AT P 2%, ) A A5
JR B AL e R

DRSS AR OB E
Ut APT 23R R P A% IRV A K IR 55 i 1 5103 o i W D it IR 55 G B

Retrieve configured services per root scope:
GET /openapi/vl/adm/{root scope id}/server ports config

Retrieve configured global services:
GET /openapi/vl/adm/server ports_config

il B Bl 55 =% i O BC &
U APT RS54 i MR L 6D Bl 5545 s 11 B 5

Remove configured services per root scope:
DELETE /openapi/vl/adm/{root scope id}/server ports config
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K IE

{XIE API

werz

WA APT 552 Cisco Secure Workload #AFAREIAH G . X 48 APT 475 24l H 5 API % 4H KK
E':] sensor_management Djﬁ%o uT GET API ‘fﬂ)ﬁﬁﬁ ﬂ:"% API %@H%E%E@ flow Inventory query IjJﬁEo

IRENER (I

M2 2R AR AR AR o AN RATARBE AR A A FBOR IR AR 2R, A agent _type str
TACAME K, 1M agent type /2MEHS.

GET /openapi/vl/sensors

ZH:

AR E:id) 15t AR

limit LS 3 B AR [Ty &5 R i (Rl

offset TR A A T2 v Ko S
MR A s, W5 SR 20
A FAH ) F) m A% S AT AE R — T
PR E LR, (Al

FEUS ERHRIE

A 23R ] UUID A& URT —3 70 AR AR B @ M o BN P A 7 BOR TR JLARHEE
M, Hrb oagent type str JEZi U AR, 1] agent type EM S,

GET /openapi/vl/sensors/{uuid}

PR ER A X 22
L 2% B ] T AR B P B A UUID SRR S AR

T APL; MBRACHE S, Cisco Secure Workload #55|THIAR P A TR A ZACH, W RAH L T35
FIRA, WIALE Cisco Secure Workload H AN A4 MACHE S HY Vi o

DELETE /openapi/vl/sensors/{uuid}

EREERRGNREEE

U APT CARSUREAEH] i 52 LA REST 2 o

elbE S ot
VR 23 P T4 2 5 P 0 B AR A QR ) ACEE A UAT DL PR A b o
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POST /openapi/vl/filters/inventories

Cisco Secure Workload OpenAPI |

ZHL

B e i) iLRA

app_scope_id TR LOMRCER B I B AR T 1D
name PR eIl IR I A4 FR .

query Json AR EHLA L IEER LRS- AT

75 python X%

# app scope id can be retrieved by /app scopes API
req payload = {
"app scope 1id": <app scope id>,

"name": "sensor_ config inventory filter",
"query": {
"type": "eq",
"field": "ip",
"value": <sensor interface ip>
}
}
resp = restclient.post('/filters/inventories',

json body=json.dumps (req payload)))
print resp.status code
# returned response will contain the created filter and it's ID.

BRI E X
W 2 P T4 52 N ] T F AR AR AR F i B e A
POST /openapi/vl/inventory config/profiles

DA HC B 26 00 R] A D AR B SR ) — B 7 AT 4R E -

* allow_broadcast: BLIET ] o VF/28 10 FEii i (HOEIT R BRIAESS True) -
* allow_multicast: PLIEEI A RVF/AEIEAUER & (SR ERAE A True)
* allow_link local: MLIEII AT SR i/F/ 25 (b A R (B I (1) BRINEN True)

* auto_upgrade opt out: WK true, WIZETFZK Cisco Secure Workload £E#¥ I AN 2 A 8 THAR
B,

* cpu_quota_mode Fl cpu_quota_us: X G35 T T4 il 43 ic 45 ity AL E 1 REL Y CPU BC Ao
* data_plane_disabled: WIH N true, JWIRE 45 1117 Cisco Secure Workload 55 ¥t »

* enable_conversation_flows: IIET AT 7E A7 AR I3 A 1A

* enable_forenstics: JLIEIIA] i ADA TAE S i HUIE SR (RREESBILE I BE 2 CPUD

* enable_Meltdown: %J TAE 508 FH SRR BGER N CRREES IR TEZ CPUD .
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eraEnntieRs [

* enable pid lookup: WK true, QPR SBUKE ARG B MBI THER, SERCE R ATES
o EHL A2 CPU,

* enforce_disabled: 1] H T7EIZAT oI ML B4R 5.
* preserve_existing_rules: UL ] 45 % & 15 Ok B LA iptable KU,
* windows_enforcement mode: ULIETA]fli ] WAF (Windows =25 k45) 8¢ WFP (Windows
TG BRINETU WAF) .
A RRCEIEI I E Z R E R, SRR E
15 python X %5

# Define profile to disable data plane on agent
req payload = {
"root app scope id": <root app scope id>,
"data plane disabled": True,
"name": "sensor_ config profile 1",
"enable pid lookup": True,

"enforcement disabled": False
}
resp = restclient.post ('/inventory config/profiles',
json_body=json.dumps (req_payload))
print resp.status code
# returned response will contain the created profile and it's ID.
parsed resp = json.loads (resp.content)

IREVER R IBEC & U
I 2 i 2 B ] L AR B B S8 3
GET /openapi/vl/inventory config/profiles

ZH: T

KAV E R R E X
WM 2 ity 2 3R MR A AR 1 ST A (1 51248 o
GET /openapi/vl/inventory config/profiles/{profile id}

R [ E TD R EACRE G B SRR 52

BN R ERE Y
S 2 oA BB R AR B B S A
PUT /openapi/vl/inventory config/profiles/{profile id}
DA #5328 TP A kg AR B SO (0 — B A A T 4«
* allow_broadcast: LI AR VF/A5 1R #Eiial (LI ERINEAN True)
* allow_multicast: LI A] S vF/A5 AR R (HIETAERINE A True) .
* allow_link local: MLIEII RS SLi/F/ 28 (bR A I & (MBIt () BRINEA True)
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B srzrvnurers

* auto_upgrade opt out: WK true, WIFEFFZK Cisco Secure Workload £EHF A2 F 8 FHAR
BLI

* cpu_quota_mode FI cpu_quota_us: X EEIEIGUH] T4 il /3 FC 4y 243 - HL_E IR CPU RCAT= .
* data_plane_disabled: WA true, MIACIH 234 1l n) Cisco Secure Workload ) 7 i «

* enable_conversation_flows: I A 7F Fr A AR EE b5 A iE A

* enable_forenstics: LI AT AP LA S IHUE SR (RIS BFILERTE 2 CPUD

* enable Meltdown: X TAE G i BodA - (fREL S I AE T B 2 CPUD

* enable pid lookup: I N true, REELZBUK RS B INBIM. R, HACEE AL
v EHL EAFH 2 CPU,

* enforce_disabled: 1| ] T7EIZ AT o AREE I ML EAEF o6
* preserve_existing_rules: BT AT 5 E J& 15 O/ B IUAT iptable AL
* windows_enforcement_mode: IIEI ] H] WAF (Windows =24 k1) 5 WFP (Windows
TG BRINETUY WAF)
A RRCEIEI A E Z R E R, S SRS
R[5 $E5E 1D SRR OB SRR PN & SR 5o

A PR AR AR IR i B S
VR 2 St B A 2 B A QB PR S

DELETE /openapi/vl/inventory config/profiles/{profile id}

fIZHRHREEEER

VR 23 P T4 2 P LG B TN 4 IO PR . IXPRAG BRI, IRl B 1 i
(Y 5 P 280Gy ok S 3 e P B

POST /openapi/vl/inventory config/intents

15 python X %5

req payload = {
"inventory config profile id": <>,
"inventory filter id": <>
}
resp = restclient.post ('/inventory config/intents',
json_body=json.dumps (req_payload))
print resp.status code
# returned response will contain the created intent object and it's ID.

& E B E I

W28 g ] 48 5 5 PR A QR I W R o 5, P REA PR - 28— AN R AR T A5
PLEJA FHEERE ID B4k, 58 AN B2 LE Windows tH LN EARHIBERE ID &4k, W% A mEAf
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S fise g, WITFA Windows TR E HIRER ID Adk. 1R
BN T PRI TT S o IR0 AR B 28 ] 5 2448 CROUAT T B G I 41

POST /openapi/vl/inventory config/orders

75 python %3

# Read the agent config intents ordered list
resp = restclient.get('/inventory config/orders')
order result json = json.loads (resp.content)

# Modify the list by prepending the new intent in the list
order rslt json['intent ids'].insert(0,<intent id>)

# Post the new ordering back to the server
resp = restclient.post('/inventory config/orders’,
json_body=json.dumps (order rslt json))

lfEseling

gnrssm [

SRR N

MIFR R IR ECE & E
SR 2 P T M s AR R R

DELETE /openapi/vl/inventory config/intents/{intent id}

=45 python X#3

intent _id = '588a51dcb5b30d0ee6dal84a’
resp = restclient.delete('/inventory config/intents/%s'

EORREEE

% intent_id)

¥ VRF 7 Fogn AR HERF Iy i L fl e VRF BB W . EWRADEEOL Y, BB ENTRE 2
ANt ZEOY ECANIR] 0 VRE I, 7 i] AP A 12 G B RO EAT 170 B VRE . 3 311

(Manage) > X2 (Agents), X5 siiBLE (Configure) LIk .

FErEREREMNR

GET Fil POST Jj k4 iR Ml %E 7= e 5 el JSON % G4l o % % ¥ Ja vk fan B r ik «

Bt e it 1t AR

vrf id FE VRF ID #£%%

vrf_name P VRF 4k

inventory_filter_id PG HWreid g ss ID

inventory_filter JSON e ugse . RS R, b
Z[5 “OpenAPI > % 7 id &
M
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B o ErEnverRE

FEEOREEE
W28 g2 i) P 3R ] 5 7 G L e L AR
GET /openapi/vl/inventory config/interface intents

ZH: T

fIEHNEHEOEEEETIR

PR HI TR B i DG E R KA & . APT R FINERSIE . SRR SIR P iR A,
R it ZRR O R SR, B SBRIFR B SR AR S [

POST /openapi/vl/inventory config/interface intents

ZH:

BFR e it 15 AR

inventory filter id FI BLVUHCEE ) 28 = 1 g8 2% 1D
vrf_id O LML ¥ VRF ID

=5 python X %3

req payload = {
"intents": [
{"inventory filter id": <inventory filter id 1>, "vrf id": <vrf id 1>},
{"inventory filter id": <inventory filter id 1>, "vrf id": <vrf id 2>}
]
}
resp = restclient.post('/inventory config/interface intents',
json_body=json.dumps (req payload))

NAT {2/ VRF Bc &

PR APT 0] I F98 € 4 NAT 4% a5 M AR EE 4 VRE SR . X4 APT ST A5 API %4
%H%E(J Sensor_management Jjjﬁgy %Hﬂﬁﬁﬁﬁ%ﬂﬁ%):ﬂﬁﬁo

5l NAT 513289 VRF ECE

P&t 2R B T NAT J5 i 4R EE ) VRE e & R 51 2%

GET /openapi/vl/agentnatconfig

fI3Z2iE R T NAT 52895 VRF BLE

U2 F#R¥E Cisco Secure Workload %2578 21 ENLHIYR 1P ANYsum 1K 5 EHLFE € VRF Frid &
4

POST /openapi/vl/agentnatconfig

ZH:
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Cisco Secure Workload X4 T £ .

2R el 15t AR
src_subnet T JEIP W[ LUE T 197/ (CIDR %
D
src_port_range_start B P G R R PR (0-65535)
src_port_range_end BE Pty 113 L L BR (0-65535).
vrf_id B R ds bk A D7 ik ds
SE VG W IR R Y VRF 1D,

w45 python X5

req payload = {
src_subnet: 10.1.1.0/24, # src IP range for sensors
src_port range start: 0,
src_port range end: 65535,
vrf id: 676767 # VRF ID to assign
}

resp = rc.post ('/agentnatconfig', json body=json.dumps (req payload))
print resp.status_code

MBRELA VRF BL &

DELETE /openapi/vl/agentnatconfig/{nat config id}

Cisco Secure Workload 204 T &%

Cisco Secure Workload 4 F 2 BhERAL T —M 4 Cisco Secure Workload AR T & A4 HL. 1 512
X8 APTAE F5 B H 5 APL B KB software download DfE. BEINAENGE FH T3l AU BE 53 H
YU P & M B A R R AR .

FF3REUE 35 & ’Y AP

P23 2R 152 SR B K81

GET /openapi/vl/sw assets/platforms
ZH:

Wa B 52 3R I1S2 SCHE T 65 I A1 3K
=451 python X3

LU 7R AR AS BT AT 52 SCRF R 6

resp = restclient.get ('/sw _assets/platforms')
if resp.status_code == 200:
parsed resp = json.loads(resp.content)

print json.dumps (parsed resp)
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B = Fomsusnnetss Apl

M) 1z 73~ 151)
{"results": [{"platform": "OracleServer-6.3", "agent type": "enforcer", "arch": "x86_ 64"},
{"platform": "MSWindows8Enterprise", "agent type": "legacy sensor", "arch": "x86_ 64"}]}

T 3REN S RV B R R 2R B API

sk MIFRE “agent type” «  “package type” . “platform” Fl “architecture” [1)52 SZFFEAT:
A o

GET
/Qpereci Al /an assets/ - type=agat typesdy tipe=dy typetard eardpslist versiar<list versiobsinstallation ic<installer id>

H:rh <agent_type>. <platform> fll <arch> n] L& APl e RRIEME R, LIKBRIZHFNTE, HH
<pkg type> W LLJE “sensor w cfg” B “sensor bin pkg” . <pkg type> Fl <agent type> 344 HJ ik,
H A /b R E Hf —A>. <list_version> W 2004 “True” A fEJ5 It APL.

Z¥. 1K URL & LU NS4,

AR il 15 AR

platform B! 2

agent_type RO i) FrfRHEA.,

pkg_type TR CRTIE) FRE AR, fEn]
P& “sensor w_cfg” X,
“sensor_bin_pkg”

arch RO TR S o

list_version FAEH BEEA “True” Wl Ji IR RRAS
=,

WA G IR ISR R AERRA S 2

7 python %3

resp =

restclient.get ('/sw assets/download?platform=OracleServer-6.3spkg type=sensor w cfgsarch=x86 64&list version=True')

if resp.status code == 200:

print resp.content

print resp.content

e ¥z 73~ 451

3.3.1.30.devel
3.3.1.31.devel

AT eIE =33 ID 59 API

W2 hy APL G 235 F2 7 ID, LA N Cisco Secure Workload % 1F.
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P F T2k Cisco Secure Workload % {4#9 API .

GET /openapi/vl/sw_assets/installation id
MR XF 4 IR A APT A T R, Cisco Secure Workload 3% AF K %582 7 1D
=45 python X %5

resp = restclient.get ('/sw _assets/installation id')
if resp.status_code == 200:

parsed_resp = json.loads(resp.content)

print json.dumps (parsed resp)

M [z 73~ 451

FiF T % Cisco Secure Workload 4% 484 API

ALK P RET T AR 2 “agent type” . “package type” . “platform” . “architeure” Al
“sensor_version” [,

GET

Jegerepi A/ assets/rlcadiiatfome<platfomseoart: pe<acprt. ey gy b art e verior<ss versiossinsallaton id<installer id>
Hrp <agent_type>. <platform> Fll <arch> i LUE M APl 18 REMEMEE R, LURBEZHHTEE, JFH

<pkg_type> I LLJE “sensor w_cfg” Bl “sensor bin pkg” . <pkg type> Al <agent type> ¥J 4 n[ik,

BB RfEEH R —A, <sensor_version> 1] L2 M\ API 4§ R BIETEE R, LSRRI ERFRRAS .

W AKFRE “sensor version” , ‘UHF N mERIKAKA:

ZH0: ik URL S5 LA N340

AR e i) LAA

platform FIF R fReta.

agent_type FATER (ATa) FiEfRHRAY,

pkg_type TAFHR CRIIE) FRE AR, (]
P& “sensor w_cfg” X,

“sensor_bin_pkg”

arch TR H i€ A o

sensor_version TAT R (AL FisE AEA, BRI N
GELY

MR X5 3R F145 5 S8 Cisco Secure Workload 4544
=5 python X %5

; 7S 3 BT 2P TR AR
1f resp status code == 2OO
print 'file downloaded successfully'
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. Cisco Secure Workload X 32 F+4K

Cisco Secure Workload {£IEH L

Cisco Secure Workload fEE T 25 Th REFE LN O % 2E 1 Cisco Secure Workload £8P T2 214 w2 f A 11
Jiitk. RS TR, SEFFICBAE F IR T . AP T E A5 API 3548 5CHL)
software download WIfif. R AU BE I H . WG A 4 B LA AR B 22 250 7 A Ca (P P A g

iR fE -

BT BB A% 245 E A8 API

Wi L&k ) “UUID” TH B2 1) “sensor version” , M2l ZACEE, Wi R4
“sensor_version” , W3 N HEHTRAS . b API AL AbFREGE K

Cisco Secure Workload OpenAPI |

POST /openapi/vl/sensors/{UUID}/upgrade?sensor version=<sensor version>

Jrfr <sensor_version> 1] LLJ& A HI T 3REGZ R IR AR AT API .
ZH: ik URL W55 LU R340

AR it i3 AR
sensor_version FI5 (AL FREPrihAs, BT
LR N SR iR A

IR [P T3 SR IR 2
=5 python X %3

resp = restclient.post ('/openapi/vl/sensors/{UUID}/upgrade?sensor version=3.4.1.1.devel"')

if resp.status_code == 200:
print 'agent upgrade was triggered successfully and in progress'
elif resp.status_code == 304:
print 'provided version is not newer than current version'
elif resp.status_code == 400:
print 'provided version is invalid'
elif resp.status_code == 403:

print 'user does not have required capability'

elif resp.status_code == 404:

print 'agent with

sz &= &

{UUID}

does not exist'

X8 APT AE ] ] T4 FICAE I . Cisco Secure Workload 1545 H (I USCHE R NS A A1k P o 4 7 o G 9 22
JEOGERE IP ka1 R RN BX SRR S, AR SR IR G X Ll SR ) TP Mk 13t
%{E‘—%o Izﬂ::[ﬁ API %%’fﬁﬂg'ﬁ API %%B%H%E/‘] flow Inventory query Ijjﬁléﬁo

)

Note it APT M ol sl B A
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Uz = R0 I 3 5%

ez ]

e RIS S S At ik »

B e it 152 Bf

subnet S CIDR #% xUfH -1 W 5 IP k.

action FAF R AIREMIME N ‘INCLUDE’  E{
‘EXCLUDE’ .

VRF B 5 i e AL

Ui n] F T 5088 € VRF AT PRI AR . FVER, POST 1 K Hh A ISCER R A1 2 2 A A

13

POST /openapi/vl/collection rules/{vrf name}

ZH:

POST IESC N B 53R . BB EIMN AT A | PvAFD I Pv6 By £ SRImFRA M . ML) ]
DL FE 2 79 0.0.0.0/0 F1 ::/0, AT T FI2 .

WSS 5 U EHHT VREF WO A P41 36

=45 python X453

req payload = [
{

"subnet": "10.10.10.0/24",
"action": "INCLUDE"
}I
{
"subnet™: "11.11.11.0/24",
"action": "INCLUDE"
}I
{
"subnet": "0.0.0.0/0", # catch all rule for IPV4 addresses
"action": "EXCLUDE"
}I
{
"subnet": "::/0", # catch all rule for IPV6 addresses
"action": "EXCLUDE"
}
1
resp = restclient.post ('/collection rules/test vrf', json body=json.dumps (req payload))

3% HX VRF B4 E£ F

PE 2022 AR € VRF SR A 7513

GET /openapi/vl/collection rules/{vrf name}

ZH: &
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MR X5 F/E VRE [N AT 7513 .
=5 python X553

resp = restclient.get('/collection rules/test vrf')

Uiz &= R0 T Y 2 el

HWPPTE I -
o AN CLAEFERECE ) - 68 T84T Cisco Secure Workload /M% #2811 T AE 51 3%
(P ETA TP Hhhk

 SRANMT CHP I E M) « 457 H Cisco Secure Workload W I35 5 K IHE K H5i84T
Cisco Secure Workload fCH AT TAE 3R BCHIBT A 1P Hudik.

EXCLUDE/INCLUDE WCAE R T 4 i ER ER MR AL 05 =I5 H o TSI WA R an ey, #R UG £ ER AL B3 3
BB IH o X T IR B =0 H , W R DR FLHERS, P00 R AN AE . R,
FEABZO AN IR D] 2 S P (KA AR 45 R

A ZAZ IR m, BRRZEHIERAN, TR BB U HEBRAE 2 1) TP AN SRR . K
AR 55 52 AT AT 5 5 VA 25 - AR 45 B TG ok

F S S RIS Rl e 2 258 my, DR AT TAS 2 BR A S U HE B AE A TP I RR 2%

A R B3 EES

H 7 \T LR Se -1 51 2% A% 2 Cisco Secure Workload , I35 @ IX SU 5152 KB VEFIIE 2 EARICHT
Cisco Secure Workload AH N A5 FHAH Y i — 3E BB AR id BEFE

X AP v] FH T-¥ 308541 41 %% AL ENER 3] Cisco Secure Workload. ZEiffFHiX 4 AP, 5 H A
H user data upload HIHEMN API %4H.

N

Note  HEAMHI I i 22 7] LIAT 100 AN SCAFBSIME . 500000 ¢ RAYEBSAIFRICHZD .

SEE MBS EERAMER LT API 7E |product| & & £ BY B ANMRSE B A L%/ T SU/MIBR SCAER
.

R P35l

B2t 14 Cisco Secure Workload 13 %% FIFAR YU [ _EA%L 45 filehash 1) CSV Xff. CSV X+ b
A RE B BashType Al FileHasho HashType N A sua-1 B sua-256, FileHash AHE0 % A&
2k 40 +/NHEHl SHAT 8% 64 1753k SHA256.

FileName Fl Notes ARk AR . 458 U A M N KA 150 NFERF, 45w & s K&
AFHEE 1024 T4
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ISl |

POST /openapi/vl/assets/user filehash/upload/{rootAppScopeNameOrID}/{benignOrflagged}

ZH: WK URL W LU R 24

ATk el 15 A
rootAppScopeNameOrID FRF WRICE 4 #rak ID.
benignOrflagged FAEH WRLE R bR .

M NS TG
w45 python X5

# Sample CSV File
# HashType, FileHash, FileName, Notes
# SHA-1,1AF17E73721DBEOC40011B82ED4BB1ATDBE3CE29, application 1.exe, Sample Notes

#
SHA-256, 8F434346648F6B96DF89DDA901C5176B10A6D83961DD3C1AC88B59B2DC327AA4, application 2.exe, Sample

Notes
file path = '/<path_to_file>/user filehash.csv'

root app scope name = 'Tetration'
restclient.upload(file path, '/assets/user filehash/upload/%s/benign' % root app scope name)

F P 3885 i BR
& - _EA% CSV 30, LUE M Cisco Secure Workload 545 b FIAR Y M B3 SC 48041 . CSV 304
LZ‘?')T\'U\ FileHash 'T’E%ﬁﬁ?%o

POST /openapi/vl/assets/user filehash/delete/{rootAppScopeNameOrID}/{benignOrflagged}

24 WK URL W LR34

AR i 1% A8
rootAppScopeNameOrID =] WILHE 4 #rEk D,
benignOrflagged A5 Al LA benign Ml flagged Z

W N5 T
7 python %5

Sample CSV File

FileHash

1AF17E73721DBEOC40011B82ED4BB1A7DBE3CE29
8F434346648F6B96DF89DDA901C5176B10A6D83961DD3C1AC88B59B2DC327AA4

H o S 3k

file path = '/<path to file>/user filehash.csv'

root app scope name = 'Tetration'
restclient.upload(file path, '/assets/user filehash/delete/' + root app scope name +

' /benign')
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B srxssmrs

PRI T 2

235238 Cisco Secure Workload ¥ b 45 sE MG 1 H P SCHERAYIE 9 CSV SCAFIR [Pl CSV S
@QT&*QFEJW?HWU E‘J*ﬂ?% HashType. FileHash. FileName %D Noteso

GET /openapi/vl/assets/user filehash/download/{rootAppScopeNameOrID}/{benignOrflagged}

ZH: WK URL W& LR34

AR e 1788
rootAppScopeNameOrID =] FRIEHZ M ID.
benignOrflagged T AL B A SRR RO
LLIVARE S
1 python X3

file path = '/<path to file>/output user filehash.csv'

root app scope name = 'Tetration'

restclient.download (file path, '/assets/user filehash/download/%s/benign' %
root app_ scope name)

R\ — sopr
F R EMBIFRE
XL APT T8 a s A T4530 Cisco Secure Workload %45 A 2= 10 H 1 H 7 58 XARZs .

L HIZLE APL, A AT user_data_upload DIREM) APL % 8. 7 KM T B A T-Aric i M 85 ™
TH R EAME R HEN], 525 UL 15 R AR 2 2 8 00 o

)

Note 7 Ciid UT Vs I ST REMIBEHT, 15 S50 SN H 8 hr%s.

\}

Note 5G] AL (F) IPvA/IPv6 Mtk sl R BRG], 152 B b L

SEEfE < API

AR API H T3 B/ & /N B Cisco Secure Workload 1 £ FARVEFE N IARZE . EAIITHEASEE A B &
Mt S ERBRM. A, R G H A SEEE e AR 1 H P T LAEH GET APT A .

RENBE AR S

22 IR M) Cisco Secure Workload 1 2 HR Y [ 4 1) TPv4/IPv6 Mtk a7 X (1FR2E . Ty th ¢
sty Rtk /7 P 0620 55 F AR st/ P 52 4 UL T
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| Cisco Secure Workload OpenAPI
seEiaxan i

GET /openapi/vl/inventory/tags/{rootAppScopeName}?ip={IPorSubnet}

ZH: WK URL W LU R 24

2R el iLRA
rootAppScopeName TR MRIEFE 44 7R o
IPorSubnet T4 IPv4/1Pv6 Mok 1+ .
M 56 % <
EAS eyt P W]
attributes JSON FFARc VBTN BE 3 H )5/
R SRS
=451 python X3
root app scope name = 'Tetration'
restclient.get ('/inventory/tags/%s' % root app scope name, params={'ip': '10.1.1.1/24'})
REEFRE

U235 FLVFAE Cisco Secure Workload 1 7% I AR Vi [l P 48 2 TPv4/IPv6 Mtk B T M AR ZE o

GET /openapi/vl/inventory/tags/{rootAppScopeName}/search?ip={IPorSubnet}

S iEK URL 5 UL S5

AR e il 15 BB
rootAppScopeName FIG R HRYEFE A F5 o
IPorSubnet Evua:s IPv4/1Pv6 Huhil sl .

WA NRF st APLIR[FIEL A% SRR 51 3%

AR xKA i AR

key TR IPv4/TPv6 Hihik ol 1 o

updatedAt A PR BB 1) Unix
I 1) 38 o

value JSON S 110 J P ) R S

=451 python X3

root app scope name = 'Tetration Scope'

encoded root app_scope name = urllib.quote(root app scope name, safe='")

restclient.get ('/inventory/tags/%s/search' % encoded root app scope name, params={'ip':
'10.1.1.1/24"})
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WEEEIRE
e T B hr%s, I TArid Cisco Secure Workload 1345 AR VE il Y AR AT =10 H .
POST /openapi/vl/inventory/tags/{rootAppScopeName}

4. WK URL W LR 24

AR i) 15t AR
rootAppScopeName FrPHR HRFE FE A4 PR o
JSON i IF 304 7 DL R
BFR e it it AR
ip PR IPv4/1Pv6 Mkt sl 1M .
attributes JSON FTHRiCVCECHRT 8 30 H 5/
(ELSE)
Wi o) 55«
BFR e it it AR
warnings JSON A BRI I B s (1)
(U
=451 python X3
root_app_scope name = 'Tetration'
req payload = {'ip': '10.1.1.1/24', 'attributes': {'datacenter': 'SJC', 'location': 'CA'}}

restclient.post ('/inventory/tags/%s' % root app scope name,
json_body=json.dumps (req_payload))

I Bk 25 P= R 25
2 25 IBR Cisco Secure Workload 1524 FARYE il A 1) TPv4/IPv6 il ol M I FREE
DELETE /openapi/vl/inventory/tags/{rootAppScopeName }

ZH: WK URL W LS4

B e it L8R
rootAppScopeName AT FRYEE 2 5K o
JSON fify I 307 LL i

AR 28 15 AR

ip TR IPv4/1Pv6 Hiuhtuk M
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seEiaxan i

=45 python X453

root_app scope name = 'Tetration'

req payload = {'ip': '10.1.1.1/24"}

restclient.delete ('/inventory/tags/%s' % root app scope name,
json_body=json.dumps (req_payload))

E iR

& T EARASHREZ R CSV 30, MIf#nic Cisco Secure Workload %645 _E AR v Bl P (1 AN 98 7
WiH. &N e MARBAIUHBAE CSV 3. fEHARFIbRER, &2 ) # [ 32 558Uk E
BN = I H o B PEH AERSCERF,  BAL Y esv U404 UTF-8 k%K.

POST /openapi/vl/assets/cmdb/upload/{rootAppScopeName}
ZHL

P DAL EREZR T (x-Tetration-oper) YE NI API S %, x-Tetration-oper AJLLEDITHIZ

* add: FEFRZEBEINBE AL L 0 S AAEBAT RS R IR RS bR R AR Yenh 5. i,
ﬁﬂ%iﬁ%f?*ﬂﬂﬁtﬁ‘ﬂrﬁ%jﬂ{ “fOO” : “1’7 , “bar» : <12v }’ ﬁ’ﬁCSV i'ﬁ:@{:ﬁ\{ “Z” : «1» ,
ubar» : <.'3» }, add%%i?f@ﬂ]ﬂ%*m%ﬁﬁ%{ «foon : «1” , «Zn : «171 , ubar” : “3;) }o

* overwrite: AHTHLHL/ A ANRES, FERE A Hikik/ 1 AR . lan,  an SREE 2 b L )
*ﬁ%j\j { “f0077 : “177 , “bar77 : “277 }’ ﬁ!ﬁ‘ CSV i{[_—}:@‘é\ { “Z” : “1’7 , “bar” : “3’7 }’
overwrite & N IZM MK FR SRS { “27 0 “17, “bar” @ “37 ).

* merge: HFFRZEG I RIIAT L/ 7 B REAR S T AN AR OR AR P . N, R
*E)Erhtmj:”_ E/‘J*ﬂf{/\rﬁ)ﬁ { 43 foo” . 143 1” , “ bar ” . 113 27’ , “ qUX” . “» , 43 Corge” . 43 4’7 }, ﬁﬁ CSV
y’fﬁ"‘@)é\ { “ Z” “ 177 , “ bar ”» “» , “ qUX” “ 377 , “ Corge” “ 4-Updated ”» }’ mge %j‘j
i&i’@lﬂ?{%‘*ﬂ?%iﬁﬁyg { “fOO» : 111 1» , 111 Z” : 111 ln , 111 baI’ ”» : “ 2» , .':quxn : “ 3» , “ COI’ge" :

“4-updated” }.

\}

Note FLrpiff) “bar” EASEEN 7 ), MLRHIGH “bar” =" 27
{H.

* delete: MBI/ M HIFRZS

IR Y
AFR il 15 BA
warnings JSON VBRI (K 1 ()
{EIR .
=5l python X3
file path = '/<path to file>/user annotations.csv'
root app scope name = 'Tetration'
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| R

req_payload = [tetpyclient.MultiPartOption (key='X-Tetration-Oper', val='add')]
restclient.upload(file path, '/assets/cmdb/upload/%s' $ root app_ scope name, req payload)

£/ JSON #83 L fE#R%E

BT LAGHRSE, MBI JSON H U2 Cisco Secure Workload B L bR =1 H .
ip.tags AL DAL I T4, B m 7 32 bR T YRR ORGP H o i s 6 4
%i??ﬁ:’ jSOn ﬁ%ﬁ%\ﬁﬁﬁ: UTF-8 T‘%f‘o

POST /openapi/vl/multi inventory/tags/{rootAppScopeName}

ZH: Wk URL W8 LU R 240

B g it 15 AR

rootAppScopeName P R YU [ 42 F

Table 11: A 5 S %

AR £ 15 B

headers A i TE R A PR IK) 45 H A

operation A H add = merge, IARYEE, WK
AN add.

ip_tags Bl ip_tags X R4

Table 12:ip_tags

BFR it 1L BR

ip T 1755 1) IPVA/IPV6 Huhk 5k 1 9

attributes JSON P2, (H TR0 AT JSON;  #r
€0V Py PN S

)

Note | 4 Ll sRhRBEA R Ehn LI 748, WIS B, PRI 4 E bk il st bR 2 [ A4
E5,
2. W& mA AR VFH B AR 2 95,000 4N4% H T 36 Mg .

* Xf T add K, operation &R, WIRSRE, WAL add.

* X} merge 1K, WAZ0K operation $5 32 4 merge.

3. 1 2T L FAL 95,000 4% H 36 M@t
FF add 153k & Python X #3741
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"headers" : ["keyl", "key2"],
"operation": "add"
"ip tags" : [
{
"ip": "10.10.10.11",
"attributes": {
"keyl": "vall",
"key2": "val2"

"ip": "10.10.10.12",

"attributes": {
"keyl": "vallll",
"key2": "val2"

)
FAF merge i5K IR~ Python X553

{{
"headers" : ["keyl", "key2"],
"operation": "merge"
"ip tags" : [
{
"ip": "10.10.10.11",
"attributes": {
"keyl": "vall",
"key2": "val2"

"ip": "10.10.10.12",
"attributes": {

"keyl": "vall",
"key2": "val2"
}
}
]
}
resp = restclient.post ('/multi inventory/tags/%s' % rootAppScopeName,

json_body=json.dumps (req_payload))

TEHAPRE
28352544 Cisco Secure Workload 1 FARYE Bl H ' EARARZEAE R CSV SCAFIR ]
GET /openapi/vl/assets/cmdb/download/{rootAppScopeName}

ZH0: ik URL & LA N S5

seEiaxan i

AR Eid) 15 BF
rootAppScopeName I FR Y FE 44 7K o
M )9«
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WA, text/csv
B EAR R RS CSV 3.
=45 python {75

file path = '/<path to file>/output.csv'
root_app scope name = 'Tetration'
restclient.download(file_path, '/assets/cmdb/download/%s' % root_app_scope_name)

FREN IR
B2 1R M) Cisco Secure Workload 13 7% AR YE [l [ 71 ks i 514 .
GET /openapi/vl/assets/cmdb/attributenames/{rootAppScopeName}

¥ R URL W LU R 344

AR i) 15 BF
rootAppScopeName FIG R R B 24 K o

Wi XS B R T AR AR K 7 T 5L .

=5 python X %3

root app scope name = 'Tetration'

resp = restclient.get('/assets/cmdb/attributenames/%s' $ root app scope name)
e Ep-

ik M4k Cisco Secure Workload 15 4% AR YE FEl P9 O Z bR Bo M5 47 bk L2 85 L N E bR 40 T 51
A BRI T I AT BRI .

DELETE /openapi/vl/assets/cmdb/attributenames/{rootAppScopeName}/{attributeName}

ZH: WK URL W& LR 24

B £t 152 AR
rootAppScopeName TG YT 44 7R o
attributeName Ee MR R
IINROE SR
~f51 python X3
root _app scope name = 'Tetration'
attribute name = 'columnl'
resp = restclient.delete('/assets/cmdb/attributenames/%s/%s' % (root app scope name,

attribute name))
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seEiaxan i

13 3 JSON &3 M PRIR 2
238 JSON 4% UMER 24~ 1Pv4/IPY6 ik sl 1 PRI AR o
DELETE /openapi/v1l/multi inventory/tags/{rootAppScopeName}

ZH: WK URL W& LR 24

AR il 15t B
rootAppScopeName IR MR ] 44 Fr

Table 13: i85 81

AR et 15 BB

headers A (AL $REFRBE L RRIP) 74T o
el

ip_tags B, ip_tags X 5 E 4

Table 14: ip_tags

ki RE L
ip CoEs AU IPVA/IPV6 Hikl-ak T
attributes JSON CATEE) B2 (H25 B

JSON; FREAIIFERRLI T4E.

=45 python X5

{

"ip tags" : [
{
"ip": "10.10.10.11",
by
{
"ip": "10.10.10.12",
"attributes": {
"keyl": "vall",
"key2": "val2"
}
}
]
}
resp = restclient.delete('/multi inventory/tags/%s' % rootAppScopeName,

json_body=json.dumps (req_payload))

REEFRC A ERYFER

B2 1% M| Cisco Secure Workload 1345 FARYE Y AR IC A AR o ARSI 43 T & AL CSV
SO R AR, TR YE N I B R I .

GET /openapi/vl/assets/cmdb/annotations/{rootAppScopeName}
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ZH: WKk URL W& LU R 24

AR Eid) 152 AR
rootAppScopeName TR YT FE 44 7R o

Wi LR 5% AR ) AR I 20 T AL
1 python %3

root app scope name = 'Tetration'
resp = restclient.get('/assets/cmdb/annotations/%s' % root app scope name)

BHEFRICH EMTIR
B2 589 FH1-1E Cisco Secure Workload 1 #% I R Y [l P VR B G FN 08 7= 150 H (1) 43 TH 51 26 o
PUT /openapi/vl/assets/cmdb/annotations/{rootAppScopeName}

24 1K URL & LL T 240

AR i) 15 AR
rootAppScopeName TG FR YU | 22 75 o

W N5 T
=5 python X %3
# the following list is a subset of column headers in the
# uploaded CSV file
req payload = ['location', 'region', 'detail']
root app scope name = 'Tetration'

restclient.put ('/assets/cmdb/annotations/%s' % root app scope name,
json_body=json.dumps (req_payload))

RIFTF P _EfERIERE
223 BT Cisco Secure Workload 152 2% _F AR Y Fl P IR 7= 00 H IR ARZE . B8 202 52 BT 24 5
BIH Ebnic B R R AR,

POST /openapi/vl/assets/cmdb/flush/{rootAppScopeName}

24 WK URL W LR 544

BFR e it L RA
rootAppScopeName FI MR 44 FR
W NS T6
~f51 python X3

root_app_scope name = 'Tetration'

restclient.post ('/assets/cmdb/flush/%s' % root app scope name)
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el Jo < API

semxsar ]

PR API 7] PAE#k Cisco Secure Workload % 4% )2 /MG

\}

Note  SufJ-(TfaT ARy [H], ¥ FE A R OG (39 T2 R 1 43 B AN R I 32

EfERE

& T EARASFRE N CSV 0, DMERRIC Cisco Secure Workload i £ AN 77100 H o

CSV SR 44 0 1 A vrE [ H1 A58,
W I AR 32 AN PIERBURERE A B IE o

POST /openapi/vl/assets/cmdb/upload

24

I H vrr AU R RIRIEFHIILHL . 7R AR IIbR

P 3 R (x-Tetration-oper) fE ML API IS4, DU¥R @ EHAT HIEE1E .

LT
AR Y i8R
warnings JSON B BCE ARSI 18 B (K
EIRIES
=5 python X %5
file path = '/<path to file>/user annotations.csv'
req payload = [tetpyclient.MultiPartOption(key='X-Tetration-Oper', val='add')]

restclient.upload(file path,

THAPRE

'/assets/cmdb/upload', reqg payload)

223K Cisco Secure Workload ¢ b Iy ¥ [l (9 FH AR AR ZEAE A CSV SR ]

GET /openapi/vl/assets/cmdb/download

4k
M R 2
N ZERA . text/csv

WE M EARRREE RN CSV 3P,

=5 python X %5

file path = '/<path to file>/output.csv'
restclient.download(file path,

'/assets/cmdb/download’')
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X e 2> 3% [F] Cisco Secure Workload 1% 5 _F IPv4/IPv6 Hulil 5% 7 W (K178 Bl IC 6 knss . F T o &&

Uiy (1) M1k 5 D DA 200 55 T AR AR A ) btk 55 9 58 4= UL
GET /openapi/vl/si inventory/tags?ip={IPorSubnet}

ZH: K URL A5 LA N33

AR £ 15 B
IPorSubnet PG IPv4/IPv6 Hiht o+ P .
M Y 30 55«
BFR e it 1t AR
attributes JSON HTFR I VCHC R A s 7= 1 H 1)
IS
=451 python {X#3
restclient.get ('/si_inventory/tags', params={'ip': '10.1.1.1/24'})

REREGFRE

2 RVFEARZE 3 22 Cisco Secure Workload ¥ 4% (1] TPv4/IPv6 itk 58+ % .

GET /openapi/vl/si_inventory/tags/search?ip={IPorSubnet}

S iERK URL B35 LU S5

A E:S3id) 15 AR

[PorSubnet A H IPv4/1Pv6 ksl 1 .

WA RS e APTIR[FIBL R A% 20 54154

AR ESid) 15 A

key TAFH IPv4/IPv6 ik ok 1% o
updatedAt LieSid SEHFRAEIN Y Unix I )k .
value JSON BRI R T P B AL
=3 python X753
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wExxz W

restclient.get ('/si inventory/tags/search', params={'ip': '10.1.1.1/24'})

WEERFRE
e TR BFRZE, LAFRIC Cisco Secure Workload 4% ERIFRANE P~ 1 H .
POST /openapi/vl/si inventory/tags

24 JSON £ i) IF SCE& DL 8

AFR £E 15 Af

ip I IPv4/1Pv6 Hiuhtal 7R .

attributes JSON FHTm i DS PG R % 7= I H 1)
A L

M 5 % 55 <

AR %A LR

warnings JSON A A T I B T A T
ERES

=451 python X453

req payload = {'ip': '10.1.1.1/24', 'attributes': {'datacenter': 'SJC', 'location': 'CA'}}

restclient.post ('/si inventory/tags', json body=json.dumps (req payload))

Tl Bk 25 PR A
& 2x S Cisco Secure Workload ¥ #%_E IPv4/IPv6 Hihik R T W FRFR4S .
DELETE /openapi/vl/si inventory/tags

24 JSON £ i) IF SCE& DL 8

R 311l 15t AR
ip I IPv4/1Pv6 Hiuhtul+ M
45l python X %5

req payload = {'ip': '10.1.1.1/24'}

restclient.delete('/si inventory/tags, json body=json.dumps (req payload))

REEHRCHHERYTIR

B2t 25 1R A] Cisco Secure Workload %244 F 5 VE I JC M EARIC /T FIR . EFRIC 70 TH 2 51 A 8 1)
T, H TR B R = I .
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B enmmmnes

\)

Note  J\iifsk URL P HERRVEIE 4R, AR A RSB R i G O 4y 513K

GET /openapi/vl/assets/cmdb/annotations
W SRS 556 FEGOC 1) CARid 43 1 £
=5 python {75

resp = restclient.get('/assets/cmdb/annotations')

EHEMICHEBTIR

I 23 2 OB TR Cisco Secure Workload B84 E RN B8 7 50 H (KA SL TS I ¥ 73 10 PR 51 26
PUT /openapi/vl/assets/cmdb/annotations

RS T

=151 python X3

# the following list is a subset of column headers in the

# uploaded CSV file

req payload = ['location', 'region', 'detail']

restclient.put ('/assets/cmdb/annotations',
json_body=json.dumps (req_payload))

FE 10038 FR FN4E &

1K APT n] LU B 2 0Lt A% & (VRF).

\)

Note  jscub APT (V& F-ub A R AL,

VRF X} %

VRF X% @ YL~ prik:

= i) i34 BR

id A VRF fME—ARiRTT

name TR HI 48 E 1) VRF 4455
tenant_id B SHLF I ID
root_app_scope_id TR RIPARE ) 1D,

created_at B B1%d VRF I [ Unix B [A)EK
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%% EX VRF

£l i VRF

savee [
B %A 15 AR
updated_at B R IREE VRF IS (K] Unix I [H]

ﬁté@ﬁﬂuﬁ’%ﬁlﬁl VRF EU%Q lﬂi API ﬂ)ﬂ?ﬂﬁ sensor_management or flow_inventory_query IjJﬁE‘E/‘J
API %4,

GET /openapi/vl/vrfs
28 T

Wi X% IR [0 VRF X% 413K .
=45 python X#3

resp = restclient.get('/vrfs')

W TG VRE. REUSEI S VRF ID TR ARk H QI KBRS . It APL i
%?E\-ﬁ sensor management IjJﬁEE}’J API fwj%ﬂo

POST /openapi/vl/vrfs

ZH:

AR i) 152 Af

id B (A3 VRF [ME—FR AT,
BRI, Cisco Secure Workload
SRR B AN VRE A Rci:
— 1D, S L1 Cisco
Secure Workload 7 iliiX ¢ 1D,
AN A& 7 B Fs e i — 1D,

tenant_id A (AlE) ACHL 1 ID.

name FAF H 1 $8 € 1 VRF %K.

apply monitoring_rules Aii R AE CATIE ) A7 R ISR R U 3 FH
T VRF. BRIAEN “false” .

tenant_id NG, WIRARGRAL, W VRF KL 5 VRF AHFER) ID Z8 A, IFAE4 2 A 5) e
e WA T tenant ia, WA EINEIEM; WM AL, W REIHHR

MR 5 IR IELE B VRE %% .
=5 python X %3
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req payload = {
"tenant id": <tenant_ id>,
"name": "Test",
"apply monitoring rules": True

}

Cisco Secure Workload OpenAPI |

res = restclient.pos vrIis’, son o =j]son.aumps (re a oa
P tclient.post('/vrfs', J _body=j dumps (req_payload))

3xENH5 E VRF

ﬁt?@ﬁﬁ*ﬁ%ﬂilﬁli‘ﬁi VRFID E/‘]ﬁif,%o JH:API ﬂﬂﬂﬂ:/g\-ﬁ sensor management or flow inventory query

IHREN) APT %4
GET /openapi/vl/vrfs/{vrf id}

24 WK URL W8 LR34

&R el 578
vif_id #H VRF [0 hRAF

W5 R AR ID SCHER) VRE X%,
=45 python {75

vrf id = 676767
resp = restclient.get ('/vrfs/%d's vrf id)

2 ¥ VRF

ﬁtg@ﬁﬁ%%%%ﬁ VRFO JJ:[: API ﬂ)zﬁa:ﬂﬁ sensorimanagement Ij]ﬁgﬂ':] API %}%ﬁo

PUT /openapi/vl/vrfs/{vrf id}

24 K URL W LR34

B it} kil
vrf_id L2810 VRF [HE—ARIFT
JSON i KIESCE S LU N 24
B it} kil
name TR MR E M VRF #F5.
apply monitoring_rules Vil CAIIE) A7 BRI ER U 3 FH
T+ VRF.

WS RIS HEE ID S &2k VRF X4,
=5 python X %3
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mrzssz= ver [l

vrf id = 676767
req payload = {

"name": "Test",
"apply monitoring rules": True
}
resp = restclient.put ('/vrfs/%d's vrf id,

json_body=json.dumps (req_payload))

il & 45 VRF

A 2 MIBR VRF. WERAEAE IR RIRTE ], W& kM. 1tk APL i I T4 sensor management 1]
REM API %54/,

DELETE /openapi/vl/vrfs/{vrf id}

24 LN SH0E URL (#8753

&R el 578
vif_id #H VRF [0 —hRAF

=45 python X5

vrf id = 676767
resp = restclient.delete('/vrfs/%d's vrf id)

‘[ B2

=g
X4 API AJ H T4 B Cisco Secure Workload S FEH 25 H K AN B 25 95 7= 2% 2] o e AT B H 5 API
BRI external integration iR,

H i B A 28 28 a5 “veenter”  (vCenter 6.5 X HERA) « “kubernetes” « “dns”
“f5” . “netscaler” . “infoblox” Fll “Cisco FMC” . SZFFHIH ) FmAr T bt i 4%

R EECESES

PSS SR PE UL - B2 BUOGE AT T4 2 I P a2 R 3R 21 7 AR B

JE e Eil) 15 AR
id A H P 2% IO ME— AR TR AT o
name A FH P48 € PR 28 2K
type TR PSR - SEREIIME
(vcenter. kubernetes. f5.
netscaler. infoblox. dns)
description T FH P 1 R 88 5
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B %A LER

username FAF R hifZuiti il 4. (T dns
NED

password FAF R P 2o )% . T dns AN
D

certificate TR T B0 BRI & b 1 Obf
T dns AFFED

key FAF R 5% P il R R o T
dns ANFF 2D

ca_certificate AT 56U P A 28 1 CA E1

4T DNSATF D

auth_token G ANEH GO EAE A (FFEE 2
D (EH] T Kubernetes)

insecure A /R KM A% SSL Bk

delta_interval B B ARG CLARD R SR
Cisco Secure Workload #f = #1
2814 BERE delta_interval F0X) 4 &
EAHATER . TR, S
AN H T+ Infoblox A1 Cisco Secure
Firewall Management Center.

full_snapshot_interval HH SERETR R RIS CLARD A FRLAL)
Cisco Secure Workload % /=% #
AN I A5 AT SRl e 1

verbose_tsdb_metrics i SR A ;431 TSDB #6845

hosts_list | { “host name” , port_number}
XFIIELAL, 48 5E Cisco Secure
Workload W20 arifi] 3% 452 2 1 i ds

use_secureconnector tunnel A5 SR AH W iR asbr i @ 2 e i
WA AL b R

route_domain R BITE FS S firds BRIk
Higgn 5 (MUEH T f5)

dns_zones A AL N DNS R gs 240 H 1

DNS X347 Fp ] (BUEH
T-dns) . %3 DNS X345 H 4
WL . 45
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rngzsiz [

Bt 27 1599
enable_enforcement ARt (T BAT RGO

g, 9B KRR 2
firas. ~HlfL$E Cisco Secure

Firewall Management Center. F5
BIGIP #1 Citrix Netscaler . ZRik
THOUT, HAREN false (ZEFHSKE
WS o W true, WIFEXT
AR AT SEME AT I, A1
R A 2 SR B 45 5 1) A

BB
ingress_controllers » 5% PNREZEIEESOE Eg:
fmc_enforcement_mode P 1 id& FH T Cisco Secure Firewall

Management Center 18 Hp i 4%,

I HAL 0k merge CERIAED) B
override. % —MSEHI4E7R Cisco
Secure Firewall Management
Center SEISTUAT 3544 T 7 Cisco
Secure Workload 5 i KLU FECAEAT:
(B RERTBuNE 5Tl pal:l ET)=}
— SRR PR B R P
THE JE A o

infoblox_config paE 3 1G& T Infoblox #5825 «
Infoblox fiL & i KIS ALERELR

PNEEEEE

Bt e i) 15t A
pod_selector pap 3 Pod iLHE4%
controller config PO AL E
Pod 17428
k3 et} 15t A
namespace FRF R IBAT N A EETIE Pod (14744 %
T8
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B %A LER

labels Bl H { “key” , “value” } Xf4lAk
WA, T e e N Pl
Pod fIFR%E.

AL T

B £t 15 AR

ingress_class TR N EREEIE S PN EE B4
FRo

namespace FAF R 744 77 [R) 2 N 23 T 28 A2 1R i
EAGCIEREY

http_ports | http %t I #4 .

https_ports o https Uiy 14040 .

Infoblox Fc &

enable network record 5 R BRNEH True. WA false, )
AR 2 R0 5R

enable_host_record Hii A BRMEN True. WK false, M
AR LR RO

enable a record i R A BRINE A True. IR A false, )
S5 a ML R .

enable_aaaa record VA BRNEA True. W false, )

A% aaaa KA [0 5k

RN EEROE LN NS 2

*

B et} it AR
authentication_failure Hi SRAR 5 Cisco Secure Workload 1/} i %%

FIERRIR - true Foon B R D&
FERN A . R Bh
false, |
authentication_failure error 7B
R EA R R S, DA
I D B
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SR ER M =

EIZ thiAgR

pminiag

Bt EKE 15t A

authentication_failure_error ] PEYN PSRN B, T E AR T
S PR AR I e

scope_id T H K AR 7R B8 AR AR
ID

W #u2iR [B] Cisco Secure Workload ¥ £ S ANHI A2 413 . 1L APLAJH+ Hf external integration
IhfER) APT %541,

GET /openapi/vl/orchestrator/{scope}
ZH:
R[S (R ARV TR PR Bl s 6 A1 . YU T A U AR ] ID

2 S TG i B s
POST /openapi/vl/orchestrator/{scope}

vCenter 125 HI~ 5 Python X85

req payload = {

}

"name": "VCenter Orchestrator"

"type": "vcenter",

"hosts list": [ { "host name": "8.8.8.8", "port number": 443}],
"username":"admin",

"password":"admin"

resp = restclient.post ('/orchestrator/Default', json body=json.dumps (req payload))

DNS 118 &= B9 7~ 5 Python X85

req_payload = {

}

resp

"name": "DNS Server"

"type": "dnsll,

"hosts list": [ { "host name": "8.8.8.8", "port number": 53}],

"dns_zones": [ "lab.corp.com.", "dev.corp.com." ]

= restclient.post ('/orchestrator/Default', json body=json.dumps (req payload))

Kubernetes 17182 897~ Python {42

req payload = {

"name": "k8s"
"type": "kubernetes",

"hosts list": [ { "host name": "8.8.8.8", "port number": 53}],
"certificate": "",

"key": "",

"ca certificate": "",
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B oznins

}

resp = restclient.post ('/orchestrator/Default', json body=json.dumps (req payload))

BB NOTHI 281 Kubernetes 11828 87~ Python X453
2 [#47 Kk Kubernetes/OpenShift M Hr 845 45 &, LLATE S 0y I E (S S

req payload = {
"name": "k8s",
"type": "kubernetes",
"hosts_list": [ { "host name": "8.8.8.8", "port number": 53}],
"certificate": "",
"key": "",
"ca_ certificate": "",
"ingress_controllers": [
{
"pod_selector": {
"namespace": "ingress-nginx",
"labels": [{ "key": "app", "value": "nginx-ingress"}],

}
resp = restclient.post ('/orchestrator/Default', json body=json.dumps (req payload))

BB MO HI22 8 Kubernetes 111828 89715 Python X3
247 % Kubernetes/OpenShift ZMH Fp i #% 115 &, CAAIE S M I IETEAN{E B .

req payload = {
"name": "k8s",
"type": "kubernetes",
"hosts list": [ { "host name": "8.8.8.8", "port number": 53}],
"certificate": "",
Tkey™s "
. 4
"ca certificate™: "",
"ingress_controllers": [
{
"pod selector": ({
"namespace": "ingress-nginx",
"labels": [{ "key": "app", "value": "nginx-ingress"}],
}l
"controller config": {
"ingress_class": "nginx-class",

}

"pod selector": ({

"namespace": "ingress-haproxy",

"labels": [{ "key": "app", "value": "haproxy-ingress"}],
}l
"controller config": {

"ingress class": "haproxy-class",

"http ports": [8080],

"https ports": [8443],

"namespace": "haproxy-watching-namespace"

]l
}
resp = restclient.post('/orchestrator/Default', Jjson body=json.dumps(req payload))

** Type AWS and EKS are no longer supported in external orchestrators. They have been
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wasenias [

ported to
connectors.

=+ | ‘] B2
REVFFE T iEZE
S 2 Y R ol [R]— AN AR S
GET /openapi/vl/orchestrator/{scope}/{orchestrator id}

R [B 5536 TE 1D ARSI b i 2 X 52

= M =t
BEHthiAzE
I 2 3 25 ST R 45
PUT /openapi/vl/orchestrator/{scope}/{orchestrator id}

24

5 POST S AH 7]

I B 45 7E 1 1 2=
BRI S8 028

DELETE /openapi/vl/orchestrator/{scope}/{orchestrator id}

AR EEAN

X4 APL A] T #41 Kubernetes B w8 I 3SR o 35 4 B2 AE SRR H1 R PAT A A £
Kubernetes #5142 1) 22454 . NI EAEH 5 APTEH CHL external integration LIfE.

H Ay S Fe 0 8 N B R #8250 A5 “kubernetes” .« 1 Kubernetes 1) 1 &5 [n] it 2% 3m & H 118 SR B 5%
Lo

N EEE SRS

PR SR TE R BTk .

it R 56
kubelet_port HOK Kubelet ¥ 15431 APT 3 1
services el Kubernetes IR 45X % 3041
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B sz

IRER A2 & A

MR &R B S P AR R B S S . b AP i+ f external integration BJHEAT API %
o

GET /openapi/vl/orchestrator/{scope}/{id}/gr
ZH: &
R[] A B <R R B

I EE AN
e 1 BT DR DU L,

POST /openapi/vl/orchestrator/{scope}/{id}/gr

ZHY:

Bt 3t} it AR

kubelet_port R Kubelet 3 S AH: API ¥
services Hrel Kubernetes [} 55 % % 5041

w45 python X5

req_payload = {
"kubelet port":10255,

"services": [
{
"description": "kube-dns",
"addresses": [ "10.0.1.1:53/TCP", "10.0.1.1:53/UDP" ],
"consumed by": [ "NODES", "PODS"],
}
1
}
resp = restclient.post ('/orchestrator/{scope id}/{orchestrator id}/gr',

json_body=json.dumps (req_payload))

FMC 118 2% 15

XL APT Af H TP ELAMI FMC PR 1040, 7528 FMC B4 BB /E4h 2 FMC 880 B AT . e A3
ﬁﬁ"fﬁ)ﬁ% API %%ﬂ%ﬁ%ﬂ‘] external integration Jjjﬁéo

H AT SCHF A FMC BB 288 A “fme” o A FMC B e i) e 2% 3 A H AR SR A 22 2R

{728 FMC 13 X3 5

PR R IR TR R Tk
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LN |

B e i) 152 Bf
fmc_domains Bl FMC 385 % 50l
FMC 300 g e~ ik «
Bt e i) it AR
name T FMC 31 4 FR
enforcement_enabled i IR AR EBRANK B A false. WIH A
true, JUFEXT TAEAF AT SR 0%
PATIF, AR 28 20 SRS
ZH 5 “name” VCHEC[KIE.
URL J@ PE41 1 BTk :
BE e il 15t BA
scope A H R L R AT R R 7R 0 = A
MR 44 PR el 1D
orchestrator id AR FMC A& 4% ID

X BY FMC 13}

23R [A14E 5 FMC Pl 8 K FMC FIECE ) FMC 5. it API /] FH T2 A

external integration IjJﬁEEI@ API E‘.J:!Eﬂo

GET /openapi/vl/orchestrator/{scope}/{orchestrator id}/fmcdomains

ZH: &

R[A|BA FMC 8% % )8 15128 1 ISON X 4.

S FMC SRt iR 22 89 FMC isEC &

1 2w ] BEHTELA FMC AM M a8 ) FMC s k.

PUT /openapi/vl/orchestrator/{scope}/{orchestrator id}/fmcdomains

S
B i) 15t BA
fmc_domains B FMC 35 % B2l

FMC 35 4 g P an - prids
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B %A LER

name TR FMC 311 44 FR

enforcement_enabled i R4 MEFR BN E N false. WIH N
true, WUAEXS TAFE 2% (R PAT S0
PATHS, SN A 2 SR 5T
EF)Y “name” VLK)

URL J@ R ik

B £E LER

scope FIF R P e LR R AR RN s B P AL
HEYE A FRE 1D

orchestrator_id PR FMC hif#s i #% 1D

=451 python X3

req payload = {
"fmc domains": [
{
"enforcement enabled": False,
"name": "Global/Eng"

"enforcement enabled": True,
"name": "Global/Prod"

]
}

resp = restclient.put ('/orchestrator/{scope}/{orchestrator id}/fmcdomains',

json_body=json.dumps (req_payload))

RBAC (ETAGEmasH]) &S

LR G N A gy, SR TR AP S PIRAT BRI . Fr il &5 APT I I G
Fl, JF HAG2 & 2R RYEH 1D 41 0 URL 19— &7 DhHas a6 AL TRGERIZ, JF HOEkAE 738
FIN @ e AL ARVEE R R Pl s (LR as ARSI BE ) 0 FLARAR AN e] L

i

XTI BERCE T 2 A i (vrfs) 1 F5 G4 as, F5 i sl DE& 4 2 Ay 2> X 4940 FS B
ATk, B2 EFERVHER SR (IRS5 . snat B, WORTS ) F5 B2 route_domain B 45 &

(¥ it e 3o
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sumingsgsiasn |

= Al A M R i S E I

hosts_list Z8 L VF A RS IC B 2 A RSl . (BB Z AR 28 bERH N T, &M gssm
] Cisco Secure Workload i 4% 2% FE8 R #RAN AR A .

*JF vCenter . Kuber
fithe ERIFAERFA (

netes. DNS. F5. Netscaler. Infoblox, #E$#ELASE—ANE 7RI E & 1 2t Ay FE
Kubernetes [4h) , BlL, ERANCHIAN, ZaEEathiEsE EaaEa

TN, FFHEH hosts_Llist HHIB B2 — MEATIRBLIEF %35, X T kubernetes, Ki4Ed FFAMES
PEIE, AEER RGN, R NS AT IROLIE # (25 AT P B R 258 e il

Kubernetes 2% ) i

Kubernetes RBAC ‘& ¥ =E1In

2238 GET/LIST/WATCH LL % U .

AL Kubernetes 5 4056 1F 52 0E N HAG X LU R B U5 B F AR AL PR 4 «

Ay 17

daemonsets [get list watch]
deployments [get list watch]
endpoints [get list watch]
namespaces [get list watch]
nodes [get list watch]
pods [get list watch]
replicasets [get list watch]
replicationcontrollers [get list watch]
services [get list watch]
statefulsets [get list watch]
daemonsets.apps [get list watch]
deployments.apps [get list watch]
endpoints.apps [get list watch]
namespaces.apps [get list watch]
nodes.apps [get list watch]
pods.apps [get list watch]
replicasets.apps [get list watch]
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Ay zhia)

replicationcontrollers.apps [get list watch]
services.apps [get list watch]
statefulsets.apps [get list watch]
daemonsets.extensions [get list watch]

deployments.extensions

[get list watch]

endpoints.extensions [get list watch]
namespaces.extensions [get list watch]
nodes.extensions [get list watch]
pods.extensions [get list watch]
replicasets.extensions [get list watch]
replicationcontrollers.extensions [get list watch]
services.extensions [get list watch]
statefulsets.extensions [get list watch]

I APT AT H F3RBUEERAE S, WAEBRIRES . R A0 TP RO,

N

Note i APT {3 HI 3 s 21 A

Tkﬂy—ll}juu =] IL.\

[ER2 STTREPEESS AR LS S LY RN SN

GET /openapi/vl/site infos

28 &

LIRS SRR IR S H AT SN ERSEURNONPOES

~f51 Python X85

resp = restclient.get('/site infos'

e [z 7 451
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gazirin [l

"cluster state": "Enabled till 2020-12-31 23:59:59 UTC",
"cluster_ uuid": "00000000-0000-0000-0000-000000000000",
"site bosun_email": "customer-support@company.com",
"site cluster_ type": "physical",
"site external ips": [

"ir.1.1.1",

"i.1.1.2",

"1.1.1.7"
]I
"site name": "cluster name",
"site sensor_vip ip": "2.1.1.1",
"site ui_ admin email": "site-admin@company.com",
"site ui fqgdn": "cluster.company.com",
"site ui primary customer support email": "customer-support@company.com"

EBIEITIRNR
It API A] FHF3kEX Cisco Secure Workload ' BT W) FE Ik 4% 28 RS

\}

Note it APT 3iE FH -3l s B B A

RENERRFIEITINNR

P23 i iR S SR RHE AT IR DA 2 (1) TSON X 52

GET /openapi/vl/cluster nodes

ZH:

WA G AL AERHE AT IR DU BT JSON X 5
~f51 Python X553

resp = restclient.get ('/cluster nodes"')

s— /=1
RFZEITIRR
It API A H F-3RH Cisco Secure Workload 45 A (1 BT A3 i 45 B AR OC R IFas AR o

\}

Note it APT {Si& FH T3l s B9 B B3] )
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B somszawn

REARFZIZITIRIR

PE 2 I iR ] — MU IR 5512 AT IR DL B TSON X 42 .

GET /openapi/vl/service status

ZH:
W NS A5 IG5 IS AT IRGUE S K JSON X %
=~ {5 Python {43
resp = restclient.get('/serviceistatus')
| \ v~
ZEiEES

OpenAPT $2{IL 43 LBV B 22 A Ve e SN TN A . IXMEL I B excernal integration JIAES API %
I

\)

Note oAl APT NAEAEN SR GO . e HBEAEAR SRS H -

REVIRZS
243 5 AR 054 BB 1 4 AR

GET /openapi/vl/secureconnector/name/{ROOT_ SCOPE NAME}/status

GET /openapi/vl/secureconnector/{ROOT SCOPE ID}/status
i BN R EARVE 1) READ BURR
R A RPIRAS 2 HAT LT ZER Y json X 52.:

e E:id) &

active i /R 1H GRS AT A TS SR

peer TR B T ) 2 A i e ) i 1Y)
<1p>.<port>

start_time Ok JA BHBEIE I TR (2L G ],
AT Ay HAT )

last_heartbeat LSS Sk % i i E AN O Bk ) s

(K CZCTTmia), BLRD B
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IRELS b

RARUEF

wmste

R 23 2R PR K P BRI A0, T 51 54 0 R B 1) 22 e A 2 ) i o
GET /openapi/vl/secureconnector/name/{ROOT SCOPE NAME}/token

GET /openapi/vl/secureconnector/{ROOT SCOPE ID}/token

s L3 2 ARV HI Y OWNER AR .

R4 U — AT R, R S RO — N RIS A4 b AR BE T 515k
AR AR i o

U2 B 2 ok 1R i 0 AR Y B QU OBTIE TS o BriE A5k 22 i ds A A, PR T 0 AR v
F 1R ) B PR IE A5 26 A4 TSR AT RE 4

POST /openapi/vl/secureconnector/name/{ROOT SCOPE NAME}/rotate certs?invalidate old=

—{true|false}
POST /openapi/vl/secureconnector/{ROOT SCOPE ID}/rotate certs?invalidate old= —{truel|false}
s L 2 ARV X OWNER ALBR .
VAP 2 i, AR PRI TR 2 S A IR 55 2 1) AR LA 4 7 BV 0 A A L BTIE 45

R invalidate_old #¢ 3L Eh false, WATATIUAT % )™ i #CRE H 2 G (10 AP RIR, IFAEHHLIAT
UEAS A A PR IE 1S

bt invalidate_old # it &4 true, JHLA R LBV R A ATATHLAT %) i 0K TS B IR 5 4%
I HAbZAE ALE 2 REFHXIEAT S 1. RS R, S0 “ 2 aERaRE"

Kubernetes j&;@E 335
3% BXF T Pod /& &3 EY Kubernetes ;A 3=

M2y ik 0|45 %€ VRF [ Cisco Secure Workload £ B - ) T Kubernetes 1+ /i R 1151 3& o

GET /openapi/kubernetes/{root scope name or id}/vulnerability scanning/registry

Z4: JSON 2if) IF SO & DL B

AR £ 15t B
root_scope_name_or_id i MY 44 Fr ek ID

WA LR 52 e R IALHAT BN @ P iy o B
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. 15 1ZIE 5 NZ] Kubernetes S

Bt £l L RA
id FAF R R ID
clusters Bl A F VA 22 1) Kubernetes B4t
S
connection_status TR & SEMRIERIRES
credential _status T P E A DR IR RS
last_scanned Int64 20 G AN AR
url FAFHR TN URL
Kubernetes F X%
B i) 1L FA
id TR Kubernetes #2511 1D
connector_id FAF T2\ Kubernetes 58 117 2
#[1 1D
connector_type FL H T\ Kubernetes 5 75 (K15 5
e St
name Ea] Kubernetes £ 44K .
=l python X %5
root_app scope name = 'Tetration'

restclient.get ('/kubernetes/%$s/vulnerability scanning/registry' % root app scope name)

15 1EE 7 NZ] Kubernetes ;T &

I 23 AR VFCA Kubernetes VENFEASINAEIE . $e32 I AEUEIE TV I 287
(ZPIE

FEMRI: AWS; LR AEUERA: aws_auth FEUEXTS:

TMFRAL: oA, B AEUESEAL: basic_auth FEIEXS 5

PUT /openapi/kubernetes/{root scope name or id}/vulnerability scanning/registry/{registry id}

S JSON B IE SCHL 75 LA R

AR i) i3t AA
root_scope_name_or_id FRE MY 4 Fr ek ID
registry_id TR Kubernetes {3 J1 & 1D
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G EIER I E Kubernetes SEA R .

B e il L RA
registry credential S5 o
RANDIES
B1E e i) Ll
basic_auth 4% FEAR Gy I UE A UEXT 5
aws_auth PO 3 AWS G435 UF IR %
azure_auth popl Azure GO EUFEUEXT S
gep_auth S5 GCP G5 UFFEIEX 4
basic_auth X} %
B it 15 AA
username = H o4
password PG BN
aws_auth X} %
B e it 1t AR
aws_access_key id PR AWS FEUE i) %4
aws_secret_access_key F AWS FEAE T ) B
azure_auth XJ %
Bt e it 158 AR
azure_tenant_id PG Azure 1/ ID
azure_client id FI Azure %7 i ID
azure_client_secret T Azure 7 F i Fib %
gcp_auth X %:
B e it 1t AR
gcp_service account POEd GCP JIz 551k ;-
=451 python X3
root_app scope name = 'Tetration'
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. ¥XEX Kubernetes Pod $33%32 /5%

registry id = ‘64cdc7a7362£57192dccl625’
pay_load = {
"registry credential": {
"basic_auth": {
"username": "username",
"password": "password",

}
}

Cisco Secure Workload OpenAPI |

restclient.put ('/kubernetes/%s/vulnerability scanning/registry/%$s' % root app scope name,

registry id, json_body=json.dumps (pay load))

< EX Kubernetes Pod 33372 7

M2y ik 0|45 %€ VRF [ Cisco Secure Workload £ 7= ) T Kubernetes Pod 345 F2 7 [ 51

%o

GET /openapi/kubernetes/{root scope name or id}/vulnerability scanning/scanner

ZH: JSON & 1FE & LU

BFR e it AR
root_scope name or_id FI MY 4 Fr ek ID
M WO SR R A BAT DLR M R R0 8
B e it LA
id FAT R TP 1D
kubernetes_cluster b B FEUEYS N2 Kubernetes VE T 22
health_status PR 5E X FARFR B AT IRIN
health_object SRR IBATIRBL N 5
scanner_action P 1B 4031472 P72 ENABLED i4 /&
DISABLED
name FAF R EEiHY A IUEZR S
SECIRINVIDUE S
Bt e it it RA
last_checkin FRFE 2o A IR A I TR
scanner_sensor_name Fp BATHHFE 7 ) Kubernetes 7 f,
4R
scanner_sensor_uuid A 7t Kubernetes 11 i _Fiz {714 CEE

) ID
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maanrrsrssengt ]

Bt £l L RA

status I BB SIE REiH YA PRECE 'SP X W NV
5 python X3

root app scope name = 'Tetration'

)

restclient.get ('/kubernetes/%s/vulnerability scanning/scanner % root app scope name)

dmiE AR Fr IR R E AN IRIE

I 2 SOV 2 4 Kubernetes 471 73 g s 7 )RR A o

PUT /openapi/kubernetes/{root_scope name or_ id}/vulnerability scanning/scanner/{scanner_ id}

Z4: JSON i 1E A5 LU M i

AR il 15t AR
rootAppScopeName TR R4t FEl 44 FR e 1D
scanner_id PR Kubernetes F1#if2/7 ID
scanner_action TR TSR TR e . U
ENABLED &k DISABLED
filter_query pop 3 BET T pE s A, Tk
TR Pod.
=5 python X %3
root app scope name = 'Tetration'
scanner_id = ‘64cdc7a7362£57192dccl625’
pay load = {
“scanner action” : “ENABLED”
"filter query": {
"type": "contains",
"field": "user orchestrator system/pod name",
"value": "pod"
}
}
restclient.put ('/kubernetes/%s/vulnerability scanning/scanner/%s' % root app_ scope name,

scanner id, json body=json.dumps (pay load))

SN aB i 2R B SRS TIRTS

X4 API TR a3 4T 2 AR i 28 (1 F5 BIG-IP % Citrix Netscaler) #2ESEIR AT IR
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B s smminsmErn TR

\)

Note  i3iifdi i 4t API, #5AZ0 AL 0% R3] VRF BTG

R LR 8 SN ER T8 28 B SRS U TR TS
e 2 23 R 1] J T-45 € VRF FIPTA S b % SRS AT IRAs . e APL R T B
external integration Jjjﬁléﬂ'(] API ‘.ﬁ%ﬂo

GET /openapi/vl/tnp policy status/{vrfID}

S8 K URL 5 LU S5

AR £E it AR
vrflD B FRYEFE ) VRF ID,

M. IR PR N ENForcED B FATLED BY, 1GNORED [ 4% SHIE 314 .
=151 python X3

vrf id = 676767
restclient.get ('/tnp policy status/%d' % vrf id)

IRERSMER I 2 RO SR RS HUI TR TS
P22 R L T-45 52 VRE AN 8 25 1 SRS PATIRAS o b APT A T A5 external integration
IIREI) API %55 .

GET /openapi/vl/tnp policy status/{vrfID}/{orchestratorID}

S8 sk URL 5 LU NS5

B it it AR
vrflD B FRYE [ ) VRF ID,
orchestratorID TR ANER A 1D

MR A% IR [FPIRZAS A EnrorcED BY FATLED B TGNORED [1) 2% SF 1K 41 % .
5l python X %5

vrf id = 676767
orchestrator id = '5ee3c991497d4£3b00fleel7’
restclient.get ('/tnp policy status/%d/%s' % (vrf id, orchestrator id))
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TageanEsnngrsgsnirs 1

TEHIEE SRS RN R R AIES

XA APT TN 38T Bl 73 R B s (K

\)

Note  uiiffi Hix 2t API, #8AZ0AENS T IR EEHE S VRF (K76 1H

3R EXZ5 7E VRF ID AYIEE? &?.E oI

ﬁtéilﬁ [j;ﬁ qD+ %féﬁ aé}ﬁﬁﬁﬁﬁﬂﬂéo ﬂtAAPIEqua:ﬁi%iexternaliintegrationIbﬁ%ag
API % 5H,

GET /openapi/vl/mdt/{vrfID}
4k
IR A A H 4 Ui 1D 46 8 R M HE A HE i v

T E MDTID BT EHIR it

I TR s e FUE s 20 U 1D (PAIE 5. ml Ll i i /openapi/vl/mdt/{vrfI D} £ K3k
MDT ID, Qﬂij{ti*ﬁ*ﬁ?ﬁio JH: API F‘J)ﬂ ﬂ:,E\—ﬁ external integration IjJHbFI/] API Y%Hc

GET /openapi/vl/mdt/{vrfID}/{mdtID}/certs

S8

B e i) 1t AR

format TR H P PERE AR 2L A
jks (%ﬁtkﬂﬁ) Ei cert

IR AL F BLR SO tar.gz A

X+ 5ks #$3K: truststorejks. topic.txt. passphrasetxt. keystonejks. kafkaBrokerlps.txt.
consumer_name.txt. consumer_group_id.txt. -

T 5ks #%30: KafkaConsumerCA.cert. KafkaConsumerPrivateKey.key. kafkaCA.cert.
kafkaBrokerlps.txt. topic.txt

K afkaConsumer CA .cert /& A JLUF4 0, KafkaConsumerPrivateK ey.key SC1H-40 &5 FA%5]
kafkaCA.cert t4 7% CA iE1), kafkaBrokerlps.txt £l Kafka fREE IP Mtk Flm 1513 . topic.txt XA
A5 BT N MDT SRECEE 1) 581 4 8K truststorejks AT keystonejks /& Java 2847 S04
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. FKEN4: T VRF ID A9 DataSink 515

$XEY %A 7€ VRF ID #4 DataSink 513
M4 iR 125 52 VRF F1#] DataSink 4138 . It API i] H+ HH external integration ZJREM] API
.
GET /openapi/vl/datasinks/{vrfID}
28 &
iR [P35 DataSink ID %5 J& £ ) DataSink 5113

T3 45 F DataSink ID B9 DataSink iE
23 T 4045 58 DataSink ID fJiEFS. v LUE AT H /openapilvl/datasinks/{vr fl D} £ K 3k HY
DataSink ID, 41 iR SCRIHP iR, bt API 0] I T B external integration LIREM) API %4H.
GET /openapi/vl/datasinks/{vrfID}/{dsID}/certs
28 |

IR [F4 5 LUR SO targz 301 - user CA.cert, user PrivateK ey.key, inter mediateCA .cert, kafkaCA .cert,
kafkaBroker|ps.txt, topic.txt.

user CA.cert j& AFLIFE 1530, KafkaConsumer PrivateK ey.key S04 & #44/]. intermediateCA. cert
Al kafkaCA.cert 43l G175 7] CA R CA ) CA i1 . kafkaBroker|psitxt £17% Kafka fCH IP b
HEFNS R o topic.txt SCPELE N H - S e e 2% SR (¥ - ) 4 R

TEHE

Ut APT 2 A0 S 8 H S I S U TR AL e APT 7 246 5 APT 3B SCIEKK)

Lok
user_role scope_management ifig.

\)

Note iy AP {30 199 it B B 5% FIAR FBI 1K) BT AT & R 8o

TEHEWR

AR H N S MR B 0 R

B il 15t A

id TAFHR SO ST ME— AR AT

association_chain WES e 5 ORI 1 4 A D (1571
o
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gz

B e i) 1t AR

scope ] AZE Y CR[ET Cisco Secure
Workload 5 H)

action I SR

details FAF R HZEAETVEANE . Cn AT
HD &

created_at B B4R T H R I I 1 Unix B9 )

modifier papd ST

modified % 1B BOFIAE

original X5 CREIIESE &

version LES FRAHR AT o

==
=
&2k o] 5 g 52 44 UL IE i) AR 5E H A T0 H 5% .

GET /openapi/vl/change logs

24 WK URL W LR34

AR et 15t AR
root_app_scope_id FrEHR CAIE) TR R BT A7k b
H. $REE s R .
association name P CAlE) TR F B A7 3k b
., SRR E SRR, .
“H4Users”
history action TR CAle) SHEkRE. flin:
“update”
details A (Al BAETEANAE . .
“soft-delete”
before_epoch HH CAl3E) BLHEAE I Unix B A 8%
ZHTAIE A R
after_epoch £ (RT3 AL AE UL Unix IR i B
Z RO 4 R
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2R el it R

offset R QU DR SURELE T

limit B (nlik) PRI R, B
1000,

Wi B 5 e R PIAR EE H GG S8R

M) iz

Wi W 1E SO B BUR R PR TSON X 4

AR il i3t AR

total_count BE I P i % = B - iy DE I PR 35

H B

items PE T 2E RAR,

=5 python X %5

ARG B MRVE FIE TS 25— RN AL 100 k8 FIR 5 8 2

root app scope id = '5ced480db497d4flcalfc2b2b’

one day ago = int(time.time() - 24*60%60)

resp = restclient.get ('/change logs', params={'root app scope id': root app scope id,
'association name': 'AppScope',

AREER TG S

root app scope id = '5ced480db497d4flcalfc2b2b’

'after epoch': one day ago,

resp = restclient.get ('/change logs', params={'root app scope id': root app scope id,

'association name': 'AppScope',
: 1000})

\ e S o .

BE— L AR RS R, DU o Y A i

root _app scope id = '5ced480db497d4flcalfc2b2b’

one _day ago = int(time.time() - 24 * 60 * 60)

resp = restclient.get ('/change logs', params={'root app scope id': root app scope id,
'association name': 'AppScope',
'history action': 'create',

'after epoch': one day ago,

Uil U B 5L AT LU R] limit A1 offset SIS ASRIUITATVE B A BT A 5E 25

resp = restclient.get('/change logs', params={'offset': 100,

Il Cisco Secure Workload OpenAPI
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razmsis [

RN N
TSR] B E 2R
PLH APLH T8 BEAN W] It 60, 44 1P 1 AR AN AT 8% FH, BRI 2 An i (AN o] % 243 1)
B, BEERE P B O bR g AN o] Bt 2. T 2T 5 APLEH OCHK Y user data upload Zj
fE.
ENOF T oY

AN it phy 28 v 0t B PR U

B e it L8R

id FAT R AN Iy i (1 PE — bR VAR

name FAF R F P F8 7€ [ AN i Hh 23 1 44
PR

subnet TR IPv4/IPv6 1M,

vrf_id K AN 2 TR 1Y) VRE (1)
ID.

address_type A H T W U HESR AL IPV4/IPV6

host_uuid TR H AR HE— ID

description TR H FH P i 5 HAN W] B b 24 5 4 15
iR

ANTE]
GET 7R A B 2%
W 28 3 25 3 W1 45 5 AL A AN AT 2% R 283 81 3K
GET /openapi/vl/non routable endpoints/{rootScopeName}

S8 &

RNEE]
£ 32 A~ 0] B 2% i
P T O T B 23
POST /openapi/vl/non_routable endpoints/{rootScopeName}

24
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B sassmmserTmss

Bt e il tAA
name TAT R FH 4 € B AN W] i 1h 285 (1) 44
PR
subnet TR H IPv4 5 IPV6 1M
address_type(optional) FL IPv4 5% IPv6 (FE T [ kil
ity
host_uuid(optional) A AT fE— ID
description(optional) AT R F P8 R AN T % H 23 1 30
M.
*UURORIRE AT 7B MIHFE .
=5 python X %3
req payload = {
"name": "nre-1",
"subnet": "1.1.1.1/30",
"address_type": IPV4,
"description": "sample parameters test"
}
resp = restclient.post ('/openapi/vl/non routable endpoints/Default',

json_body=json.dumps (req_payload))

Pan F = :
REVE B AMRBVFE A 7 B R i
1G22 R (A1 4 5 44 R I AS 1T B H 2 i
GET /openapi/vl/non routable endpoints/{rootScopeName}/name/{name}

ZH: &

~ = ALl
REVE S ID BYFFE A A B8 B 2% i
i 2 IR AR 7 1D AN ] 2% FH 283
GET /openapi/vl/non routable endpoints/{rootScopeName}/id/{id}

28 &

ST R B AN AT B R 48 i 2 AR
IR 2 ) BECH AN T i e 283 o AT AN T i T 285 ) TD s FROR BB I A4 R
PUT /openapi/vl/non_routable endpoints/{rootScopeName}

24
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miasamuseraknscs [

Bt £l tAA
id TAT R AN Iy 2 i (R PE— BR AT
name TR H FH P 48 7€ I AN AT i b 28 3 1) 44
P
new_name LR BRI 2K
7451 python %5
req payload = {
"name": "nre-1",
"new name": "nre-updated",
}
resp = restclient.put ('/openapi/vl/non routable endpoints/Default',
json_body=json.dumps (req payload))
req payload = {
"id": "5£706964a5b5f16ed4bOaacb",
"new name": "nre-updated",
}
resp = restclient.put('/openapi/vl/non routable endpoints/Default',

json_body=json.dumps (req payload))

IR BB & FREYF E A AT % 2% i
e s R PB4

DELETE /openapi/vl/non routable endpoints/{rootScopeName}/name/{name}

IR E A ID 8945 E A A B% 28 i
e B2 0 B 2

DELETE /openapi/vl/non_routable endpoints/{rootScopeName}/id/{id}

HINaBIR & F %1% 25 R BC & 70 65 S 5044

B EH API
ML E 2 APL f o B0 & A #2545 APT 4R MR ERA . X4 APL 95 24155 AP B P15CHK )
Sensorimanagement.ﬁz external integration Ebﬁ%o

F T 3R EX B E 22449 Y API
I 2 o A [ P A SR R/ T A Y e A A

GET /openapi/vl/config groups/schema/<type>
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o

<type> E WAL E R,

24 1K URL & LA 24

Cisco Secure Workload OpenAPI

AR £ il 15 AR
type lj‘éfﬁ/j: ‘EE’ }J\ HVMI" HVM3" HNTPH HLOGH HLDAPH HNETFLOWH

"[PFIX" "NETSCALER" "F5" "AWS" "ENDPOINT"
"SLACK NOTIFIER" "GCP_CONNECTOR"
"PAGERDUTY_ NOTIFIER" "SYSLOG_NOTIFIER"
"KINESIS NOTIFIER" "EMAIL NOTIFIER" "ISE"
"MERAKI" "SLACK _NOTIFIER OVERRIDE"
"PAGERDUTY NOTIFIER OVERRIDE"
"SYSLOG_NOTIFER OVERRIDE"

"KINESIS NOTIFER OVERRIDE"
"AZURE_CONNECTOR"

"EMAIL NOTIFIER OVERRIDE"
"SYSLOG_SEVERITY MAPPING" "SERVICENOW"
"SYNC INTERVAL" "ALERT" "VM3 ERSPAN"

Wi 8 X6 552 3R (] B e i A AR T o
Ml [

resp
if

Ml [z

{

i

= restclient.get ('/config groups/schema/LOG")

resp.status_code == 200:

parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

i

"type": "LOG",
"name": "Log",
"mode": "TEST",
"config": {
"secured": {1},
"unsecured": {
"log-level”™: "info",
"max-log-size": 10,
"max-log-age": 30,
"max-log-backups": 20 }
}7
"fill ins": [
{
"field": "log-level",
"label": "Logging Level",
"placeholder": "info",
"type": "user fill in",
"input type": "dropdown",
"possible values": [
"trace",
"debug",
"info",
"warn",
"error"
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FFIRERBU S HE R A 2

"field": "max-log-size",

"label": "Max Log File Size (in MB)",
"placeholder": 10,

"type": "user fill in",

"input_ type": "number",

"min": 1,

"max": 10240

field": "max-log-age",

"label": "Log Rotation (in days)",
"placeholder": 30,

"type": "user fill in",

"input_ type": "number",

"min": 1,

"max": 365

"field": "max-log-backups",
"label": "Log Rotation (in instances)",
"placeholder": 20,

"type": "user fill in",

"input_ type": "number",

"min": 1,

"max": 100

ZR#48Y API

WP 2 i 43 D 3 5 PR W 3k i 2 R 2L

GET /openapi/vl/config groups/command schema/<type>

FEVE SR, <type> Je Wbt FlR KR & e B 2R

ZH:

Rk URL W& LU NS4

A28 [e s A W o i

S e T e T |

L HCE SR .
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B srsmumimne s ap

AR it 15 B
type TR M "SHOW LOG" "SHOW_SERVICE_LOG"

"SHOW RUNNING CONE"
"SHOW _SERVICE RUNNING CONE"
"SHOW SYS COMMANDS"

"SHOW DOCKER_COMMANDS"

"SHOW_ DOCKER INSTANCE COMMANDS"
"OPER_DOCKER_INSTANCE _COMMANDS"
"SHOW _SUPERVISOR_COMMANDS"

"SHOW _SUPERVISOR_SERVICE_COMMANDS"
"OPER_SUPERVISOR_SERVICE_COMMANDS"
"NETWORK_CONNECTIVITY COMMANDS"
"LIST FILES" "LIST SERVICE FILES"
"PACKET CAPTURE"
"SHOW_ DATA EXPORT LGO"

"SHOW_ DATAEXPORT RUNNING CONF"
"SHOW DATA EXPORT SYS COMMANDS"
"UPDATE_LISTENING PORT"

"UPDATE_TAN LOG_CONF"

"SNAPSHOT APPLIANCE"

"SNAPSHOT CONNECTOR"

"SHOW AWS DOWNLOADER LOG"
"CONTROLLER PROFILING"
"SERVICE_PROFILING"

"RESTART CONNECTOR_CONTAINER"
"RESTART CONNECTOR_SERVICE"
"CONNECTOR_ALERT INTERVAL APPLIANCE"
"CONNECTOR_ALERT INTERVAL CONNECTOR"
"EXEC_SCRIPT"
"SHOW_SEGMENTATION POLICIES" 14§ & iy 4
eyt

Wi 8 X6 55+ 3R ] B ke i T A 2R T A o
e 7 73~ 451

resp = restclient.get ('/config groups/command schema/SHOW LOG')
if resp.status code == 200:
parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

e 7 73~ 451

{
"name": "Show logs",
"desc": "Show the contents of a log file",
"long desc": "Show the contents of a log file and optionally grep the file for a specified
pattern. The output is tailed for the last 5000 lines.",
"valid appliances": [
"TETRATION DATA INGEST",
"TETRATION EDGE",
"TETRATION EXPORT"
] 4
"valid connectors": [
"netflow",
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"netscaler",
"f5",
"aws",
"anyconnect",
"slack",
"kinesis",
"syslog",
"email",
"pagerduty",
"ise",
"asa",
"meraki",
"servicenow",
"wad"

] 4

"arg fillins": [

{

"field": "pattern",
"label": "Grep Pattern
"input type": "text",
"optional": true
}
] 4
"output_ type": "FILE",
"output_ext": "LOG"

HNERIZ B
SMNERIZ % API

"
’

suize [

SR % APL 554 B SecureWorkload AN e & ARSI . 3K 48 APIAE 7 24 1 &5 APT & H1ORHA 1)

> . . Py
sensor management EE externalilntegratlon Lhﬁ%o

FT3REZ &5 2R A9 AP
a2 S FS AR & YIE

GET /openapi/vl/ext appliances?root scope id=<root scope id>&type=<type>

Hidr <root_scope_id> 4 1] M\ SRS APT SR root scope id, M <type> & FH 1~ ¥ i B4 KA1

TR

ZH0: ik URL S5 LA NS4

B e i) 1t AR

root_scope_id ] FeERE

type FAT R fRE BRI, AL

“TETRATION_EDGE” .
“TETRATION DATA INGEST” .
“TETRATION_EXPORT” .
“TETRATION_ERSPAN” &¥
“TETRATION_INTERNAL”
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Wi s IR AT 41
M [z 73~ 451

resp =

Cisco Secure Workload OpenAPI |

restclient.get ('/ext appliances?root scope id=63bf8d2f497d4£7287dbd335&type=TETRATION INTERNAL')

if resp.status_code == 200:

parsed_resp = json.loads(resp.content)

print json.dumps (parsed resp)

M) Rz 73~ 151)
[
{
"root scope id": "63bf8d2£f497d4£7287dbd335",
"type": "tetration internal",
"status": {
"state": "active",
"controller state": "up",
"message": "",
"display state": "active"
}l
"auto upgrade": true,

"created at": 1673498141,
"updated at": 1673498141,
"registered at": 1673498141,
"last checkin at": 0,
"last rpm sent at": 0,
"upgrade attempts": 0,
"delete attempts": 0,

"last delete msg sent at": O,
"taas": false,

"deleted": false,

"deleted at": 0,

"connector limit": 5000,
"available slots": 5000,
"internal": true,

"id": "63bf8eld6419d06bef39bc85",

wn
’

"ha peer appliance id":

"display type": "Tetration Internal"

AT 6% &89 API
e 2 o> QU — i .

POST /openapi/vl/ext appliances

TEVE R A, EEERIN <config> 484y, M HIT RN ZEH11) APL, 55 193 T i b Pk £
“valid_config” Z—, ¥ “valid config” N T HT3RIECE 2L APL, 55 179 Ui,

SR iEK URL 5 LU RS

AR e il 1t AR
name TP R e S FR
root_scope_id TG R E{=DRe L[N
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R e T |

AR e il tAA

type TR H fe e AR, H A BLZ
“TETRATION_EDGE” .
“TETRATION_DATA INGEST” .
“TETRATION_EXPORT” .
“TETRATION_ERSPAN” &,
“TETRATION_INTERNAL”

config set LA JSON A% e A 78 fh i A 4
]

taas AR AH FRIIBR R G ] T TAAS FR55G

version ST SR RA

Wi N 5 3R] Bl R T A

M) iz 73~ f51

req payload = {

"name":"Data Ingest Appliance",

"type":"tetration data ingest",
"root scope id":"63c41£ff2497d4f5f5be73662",
"config":{
"VM3": {
"secured":{},
"unsecured": {

"cidr": [
"172.26
"172.26
"172.26

] 4

"gateway":
.231.
.231.
.231.

"172.26
"172.26
"172.26

] 4
"cidr ve"

.231.
.231.
.231.

[

201,

141/23",
142/23",
143/23"

140",
140",
140"

"gateway vé6":[],
"dnS" . [
"testserver"
]l
"search domains":[],

"hostname":"",
"use proxy for tetration":false,
"https proxy":"",

"no proxy":[],
"docker subnet":""

}
resp = restclient.post('/ext appliances', Jjson body=json.dumps (req payload))
if resp.status code == 200:

parsed resp = json.loads (resp.content)

print json.dumps (parsed resp)

e [z 73~ 451
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"root scope id":"63c41ff2497d4f5f5be73662",

"type":"tetration data ingest",

"status": {
"state":"pending dio",
"controller state":"down",
"message":"Setting up appliance",
"display state":"preparing"

}I

"auto_upgrade":true,

"created at":1674183549,

"updated at":1674183549,

"registered at":0,

"last checkin_at":0,

"last rpm sent at":0,

"upgrade_attempts":0,

"delete attempts":O0,

"last delete msg sent at":0,

"name":"Data Ingest Appliance",

"taas":false,

"deleted":false,

"deleted at":0,

"connector limit":3,

"available slots":0,

"internal":false,

"id":"63cal037dbcad44e263daeb5d0",

"ha peer appliance_ id":"",

"display type":"Tetration Data Ingest"

FAFhBRi% %89 API
I 2% B I B 45 R 5 o
DELETE /openapi/vl/ext appliances/<id>
Horpr <id> 20T LA FH TR &SI (1) APL, 25 183 1L 3R appliance_id.
24 1R URL W5 LR35

B £/ i R AR
id T R ID

Wi N0 52 xR ] LRI 8 A5 IR

Ml iz 77~ f51
resp = restclient.delete('/ext appliances/63be3blade36423cl2bff6el")
if resp.status_code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)
Ml iz 77~ f51

{
"status": 200,
"code": 1000,
"message": "deleted"
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1% ID ZREXiZ & &) API

AP T IGE |

I A o SR A 45 7€ 1D .

GET /openapi/vl/ext appliances/<id>

o <id> 2 rT L ISR #4113 (1) APL, 5 183 UL 3RHXIF) appliance_id.
ZH: R URL WA LA NS4

AR

P
=

15 AR

id fRE % 1D

4
=
g

M N X5 IR H A2 1D %o
Ml 87 7~ 451

resp = restclient.get ('/ext appliances/63bf8e1d6419d06bef39bc85")
if resp.status_code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)

i) [ 7~ 451

{
"root scope id": "63bf8d2f497d4£7287dbd335",
"type": "tetration internal",
"status": {
"state": "active",
"controller state": "up",
"message": "",
"display state": "active"
I
"auto upgrade": true,
"created at": 1673498141,
"updated at": 1673498141,
"registered at": 1673498141,
"last checkin at": O,
"last rpm sent at": O,
"upgrade_ attempts": O,
"delete attempts": 0,
"last delete msg sent at": O,
"taas": false,
"deleted": false,
"deleted at": 0,
"connector limit": 5000,
"available slots": 5000,
"internal": true,
"id": "63b£f8eld6419d06bef39bc85",
"ha peer appliance id": "",
"display type": "Tetration Internal”

BT E4w2ZIXEH AP

I 2 o5 T i 44 HAT 45 € ID A .

PUT /openapi/vl/ext appliances/<id>

o <id> 2R B T3R5 5136 11 APL, 55 183 1t 3RHXIK) appliance_id.
ZH: 1K URL 5 UL NS4
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B sromasmExnmED AP

AR EKE 15t AR
id TAFHR FRAEBLH ID
name TR i€ B (1FT A4 7K

M N X5 IR AL HA 2 8 1D FUHT AR 1
Ml 87 7~ 451

req payload = {
"name": "new_name",
}
resp = restclient.put ('/ext appliances/63bf8e1d6419d06bef39bc85"',
json_body=json.dumps (req_payload))

if resp.status_code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) R 7= 451
{
"root scope id": "63bf8d2f497d4£7287dbd335",
"type": "tetration internal",
"status": {
"state": "active",
"controller state": "up",
"message": "",
"display state": "active"
I
"auto upgrade": true,

"created at": 1673498141,
"updated at": 1673498141,
"registered at": 1673498141,
"last checkin at": O,
"last rpm sent at": O,

"upgrade_ attempts": O,

"delete attempts": 0O,

"last delete msg sent at": O,
"name": "new_name",

"taas": false,

"deleted": false,

"deleted at": 0,

"connector limit": 5000,
"available slots": 5000,
"internal": true,

"id": "63bf8eld6419d06bef39bc85",
"ha peer appliance id": "",
"display type": "Tetration Internal"

FAFREA REE LR ECE /Y AP
W23 23 SRHUCH AT 45 7€ 1D RG22 (R v 4 (L
GET /openapi/vl/ext appliances/<id>/config?config type=<config type>

b <id> AR DU HFIRECA % 51 3R 11 AP, 2 183 U1 3R appliance id, 1M <config_type> J&: 1]
M T IRICB A 22 1R AP, 25 193 T 3RINK “valid_config” -

S iEK URL 5 LIRS
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RSP PO TN |

AR it} 15t A
id TR H FRAEBLH ID
config_type T fRE e ESR A AU R A

HIFTE W Re(E, 150 A T3k
BB 2L APT, 55 179 1L

Wi S B 3R [ LA 45 5 B 6 TD NG 2R fg i

M) Rz 73~ 151)

resp =

restclient.get ('/ext appliances/63c1272039042alc0ddd3e20/config?config type=VM3 ERSPAN')
if resp.status code == 200:

parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

e Rz 73~ 51
[
{
"mode": "TEST AND APPLY",
"name": "VM3_ERSPAN",

"root scope id": "63bf8d2£f497d4£7287dbd335",
"vrf id": 1,
"appliance id": "63c1272039042alc0ddd3e20",
"deleted": false,
"type": "VM3 ERSPAN",
"state": "COMMIT",
"attempts": O,
"config": {

"secured": {},

"unsecured": {

"cidr": [

"172.26

"172.26

"172.26
] 4

"gateway":

"172.26

"172.26

"172.26
] 4

"cidr ve":

.231.
.231.
.231.

[

.231.
.231.
.231.

1,

"gateway v6":

"dns": [
"test"
] 4

141/23",
142/23",
143/23"

140",
140",
140"

1,

"search domains": [],

"hostname":
"https proxy":
"no proxy":

}
}l

"push to dio at":
1673602848,
1673602848,

"created at":
"updated at":

[]

"hjtest",

wn
’

0,

"discovery completed at": 0,
"committed at": O,

"delete at": 0,

"error at": 0,
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"hidden": false,

"discovery phase": 0,
"internal": false,
"id": "63cl1272039042alc0ddd3e21"

RTS8 B E R B 5MRI &Y API
I 2 v ) HAT 45 78 1D A& 8 IR e 2

POST /openapi/vl/ext appliances/<id>/config

Cisco Secure Workload OpenAPI |

o <id> 0T LU T3R8 51 (0 APT, 5 183 USRI appliance id. fEifsR %, <type>
FET N T IR IS A ZEA I APT, 55 193 18 SREX “valid_config” « ZEFRHN <config> 4444, M H
TIRMB A SR ) APL, 25 193 0T Wi pY.rhie#E “valid_config” 22—, 4 “valid_config” N T FH T

SRIUAC & 258 1) APT, 25 179 1L,
SR K URL 5 LU N &5

AR el 15 AR

name TLFH fe el B4R

type T FRERCE KA, U I
HITA vl Reft, S 13RI
Jic B 254 () APT, 55 179 1L

config set DL JSON A% A HE A IH 78 (1) i ' 42
4

Wi J3 X6 552 3R [ BT I OO T
M [z 73~ 451

req payload = {
"name": "new_config",
"type": "VM3 ERSPAN",
"config": {}

}

resp = restclient.post('/ext appliances/63c1272039042alc0ddd3e20/config’,

json_body=json.dumps (req payload))
if resp.status code == 200:
parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

e [z 73~ 451

{
"prev_id": "63c1272039042alc0ddd3e21",

"mode": "TEST AND APPLY",
"name": "new_config",

"root scope id": "63bf8d2£f497d4£7287dbd335",
"vrf id": 1,

"appliance id": "63c1272039042alc0ddd3e20",
"deleted": false,

"type": "VM3 ERSPAN",

"state": "COMMIT",

"attempts": O,

"config": {
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FTHIFRECE A9 API

FFIRERECE &Y API

CESMATFTUE |

"secured": {},
"unsecured": null
}I
"push to dio_at": O,
"created at": 1673661042,
"updated _at": 1673661042,
"discovery completed at": O,
"committed at": O,
"delete_at": O,
"error_at": O,
"hidden": false,
"discovery phase": 0,
"internal": false,
"id": "63c20a7239042a0991b871b7"

B Zeuii o N e 2 N BREC & .

DELETE /openapi/vl/ext appliances/<id>/config/<config id>

Horpr <id> JEnl DL T 3RICE % 51126 1 APT, 57 183 WL RIWK) appliance_id, 1fi <config_id> /& nJ A
3R R EL E R ECE Y APT, 25 188 71 3REXW ID.

ZH0: ik URL & LU NS4

AR il it AR
id FATH g B ID
config_id TR f L E 1D

Wi 6 5 e 3R A1 45 5 W 4% B BRI IR 2
i [z 73~ 451

resp =
restclient.delete ('/ext appliances/63c1272039042alc0ddd3e20/config/63c1272039042alc0ddd3e21")

if resp.status code == 200:
parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

i 7 73~ 451

{
"status": 200,
"code": 1000,
"message": "deleted"
}

P28 AR BURAT 45 € 1D [ &

GET /openapi/vl/ext appliances/<id>/config/<config id>

o <id> A& nT DAL T 3R £ B2 11 APL, 55 183 T RN appliance_id, Ifil <config_id> /& A A\
%? AT S IE BRI (G ) APT, £ 188 T 3REXK ID.
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ZH: WKk URL W& LU R 24

Cisco Secure Workload OpenAPI |

AR Eid) 15 f
id FAF R 5 W% ID
config_id FRFE fRENE 1D

Wi G IR PR 45 5E 1D IIRCE

Mia) 87 7~ 451

resp =

restclient.get ('/ext appliances/63c1272039042alc0ddd3e20/config/63¢c1272039042alc0ddd3e21")

if resp.status_code == 200:

parsed resp = json.loads(resp.content)

print json.dumps (parsed resp)

b
Mia) 87 7~ 451

{
"mode": "TEST_ AND APPLY",
"name": "VM3 ERSPAN",

"root scope id": "63bf8d2f497d4£7287dbd335",

"vrf id": 1,

"appliance id": "63cl1272039042alc0ddd3e20",

"deleted": false,
"type": "VM3 ERSPAN",
"state": "COMMIT",
"attempts": O,

"config": {
"secured": {},
"unsecured": {

"cidr"™: [

"172.26.231.141/23",
"172.26.231.142/23",
"172.26.231.143/23"

1y

"gateway": [
"172.26.231.140",
"172.26.231.140",
"172.26.231.140"

1y

"cidr vé": [],
"gateway vo6": [],
"dns": [

"test"
1,
"search domains": [],
"hostname": "hjtest",
"https proxy": "",
"no_proxy": []

}
b
"push to dio_at": O,
"created at": 1673602848,
"updated at": 1673602848,

"discovery completed at": O,

"committed at": O,
"delete at": 0,
"error_at": 0,
"hidden": false,
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mFxmgesin ar [l

"discovery phase": 0,
"internal": false,
"id": "63cl1272039042alc0ddd3e21"

FF3RBRIZ #& 524414 API
1M 2 2 SRIBCH A 5 7 R R v 46 S
GET /openapi/vl/ext appliances/schema/<type>
Forp <type> 2 T oE WA SRR AT R
ZH: 1k URL LU R 240

B e i) LAR
type T H FRE BRI, (HATLE
“TETRATION_EDGE” .
“TETRATION_DATA INGEST” .
“TETRATION_EXPORT” .
“TETRATION_ERSPAN” &%
“TETRATION_INTERNAL”
WA XS 5 e 3 [l P A A A
Ml Rz 7~ 151
resp = restclient.get('/ext appliances/schema/TETRATION ERSPAN')
if resp.status code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)
Ml iz 7~ 151
{
"name": "Data Ingest for ERSPAN",
"type": "tetration erspan",
"desc": "Data Ingest Appliance for ERSPAN",
"long desc": "Data Ingest appliance for ERSPAN is a software appliance that can export

flow data from ERSPAN appliance.",
"valid _config": [
"VM3 ERSPAN"
] 4
"deploy config": [

"VM3 ERSPAN"
]l
"connectors": [
"ERSPAN"
]l
"limit connectors per appliance": O,
"limit per rootscope": 8,
"limit per rootscope_ taas": 4,
"limit per cluster": 150,
"cco url":

"https://software.cisco.com/download/home/286309796/type/286309874/release/3.7.1.26.devel"
}
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A58 e A TR & s EHE R 5 S HY API
W st 23 30 [ W] FH 45 58 B IR O HEBR iy 2 41 2K
GET /openapi/vl/ext appliances/<id>/commands/available
o <id> 2 RT A 3R #5113 (1) APL, 5 183 UL 3RHXIK) appliance_id.
S WK URL WE IR S8
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&R £/ R AR
id T e E W ID

Wi S B 3R [T TP T4 5 e PR R i 2 8113

M) R 7= 451
resp = restclient.get ('/ext appliances/63c6efd42bcad4d4e2b5e729191/commands/available")
if resp.status_code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) R 7= 451
[
{
"type": "UPDATE LISTENING_PORT",
"name": "Update the listening port on a connector"
b
{
"type": "SNAPSHOT APPLIANCE",
"name": "Collect Snapshot from Appliance"
b
{
"type": "LIST FILES",
"name": "List a directory"
b
{
"type": "CONTROLLER PROFILING",
"name": "Collect controller profile"
b
{
"type": "SHOW_LOG",
"name": "Show logs"
b
{
"type": "SHOW_ SUPERVISOR COMMANDS",
"name": "Execute supervisorctl command"
b
{
"type": "PACKET CAPTURE",
"name": "Packet capture"
b
{
"type": "NETWORK_CONNECTIVITY COMMANDS",
"name": "Test network connectivity"
b
{
"type": "SHOW_ DOCKER COMMANDS",
"name": "Execute docker command"
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"type"
"name"

"type"
"name"

"type"
"name"

R 5 H s FEHERR Ay < BY AP

P2 2R 9] D 4 5E

"CONNECTOR_ALERT_INTERVAL APPLIANCE",

EESTRE T S |

"Override connector alert interval for Appliance”

"SHOW_RUNNING_CONF",

"Show running configuration”

"SHOW_SYS_ COMMANDS",
"Execute system command"

B B HE R i

Rt IE

GET /openapi/vl/ext appliances/<id>/commands

o <id> 2 AT L HIF 3R #4113 (1) APL, 5 183 UL 3RIXIF) appliance_id.

ZH: K URL U LU 24
AR e it 1t AR
id TR R7E 54 ID
We X0 5%+ 3R I kg 5 s Ve Jed R R TR B i 2 PR 910 36
Ml iz 77~ 51
resp = restclient.get ('/ext appliances/63be3blade36423cl2bff6el/commands")
if resp.status_code == 200:
parsed resp = json.loads(resp.content)

print json.dumps (parsed resp)

i) 87 7~ 451
[

"appliance id":
"state":
"level":
"command" :

"pending",
"APPLIANCE",
"SHOW_LOG",

"arg string": "",

"args":

"tailed":
"rC". O
0,

{1,

false,

"push to dio_at": O,
"attempts": O,

"deleted":

false,

"deleted at": 0,

"created at":

1673595392,

"total chunk": O,

nigr.

R T 82 8 i HERR i <2 B9 AP

W28 B S A 40 et P B HE R i 2

"63c10a0039042abaeelb008c"

"63be3blade36423cl2bffeel",
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POST /openapi/vl/ext appliances/<id>/commands

Horp <id> 2 a] LA F T 3RB % 43R 1 APL, 5 183 1 SRELAY appliance id. £EiER M+,
<command> #& W HEFR T 2R 8L, A H T3 RHOGHSEHE R i A 228 1F) APT, 25 181 UL Wiy,
“valid_appliances” F-Bt 1 3kHL. <arguments> J& i 2 2L IE 78 JSON X%, v I TR B HE
B 2RI APL, 25 181 T 3RER,

S ERK URL 5 UL RS

AR KR 15 B
id TR R B ID
command TR FrE 2R
arguments set L JSON # A4 A5 78 1) i & 4
1
Wi S B 3R 7] Ay 5 5 e 26 S PR A R R %> o
M) iz 7~ 151
req payload = {
"command": "SHOW_LOG",
"arguments": {}

}
resp = restclient.post ('/ext appliances/63be3blade36423cl2bff6el/commands"’,
json_body=json.dumps (req_payload))

if resp.status_code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)

M) R 7= 451

{
"appliance id": "63be3blade36423cl2bffeel",
"state": "pending",
"level": "APPLIANCE",
"command": "SHOW_LOG",
"args": {},
"tailed": false,
"rc": 0,

"push to dio_at": O,

"attempts": O,

"deleted": false,

"deleted at": O,

"created at": 1673595392,

"total chunk": O,

"id": "63cl0a0039042a6aeelb008c"

FAF 1 i &S B #E B Ay < B9 API
Lb & ity I 53 A 25 5 0 2% It F R s HE S 1 2 o

DELETE /openapi/vl/ext appliances/<id>/commands/<command id>
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Hodp <id> 2l A F T 3R £ 5112617 APL, 55 183 UL 3KHX ) appliance id, 1fj <command id> /&
AN T8 R B 4 (1 APT, 55 195 5T 3REXA ID.

24 1K URL B LL T 24

AR e i) 152 BA
d S ffE &4 ID
command_id S fR 4 1D

W 52 e IR 0] kg 2 5 T A TR PRl B o 2 FRDIR 255
Mia) 87 7~ 451

resp =
restclient.delete('/ext appliances/63be3blade36423cl2bff6el/commands/63c10a0039042a6aeelb008c’)

if resp.status_code == 200:
parsed_resp = json.loads(resp.content)
print json.dumps (parsed resp)

M) iz 77~ 51

{
"status": 200,
"code": 1000,
"message": "deleted"

}

F TR Bl BB HERR A5 < 89 AP
WP 2 3t £ 30 ] Ay 455 S e 6 B R PR WA I Bk i 2
GET /openapi/vl/ext appliances/<id>/commands/<command id>
Horp <id> 72 N H T 3RIA & A1 1) APL, 5 183 U 3RINIK) appliance_id, 1] <command_id> s M H]
THH R HERR @y A1) APT, 58 195 T 3REUH ID.

ZH0: ik URL &5 LU NS4

AR i) 15 BA
id T 7 E W% ID
command id TR feE 4 1D

W J3 X6 55 e 3R ] DAy 4 5 1A A e R ) A s R iy 4>
i [z 73~ 451

resp =
restclient.get ('/ext appliances/63be3blade36423cl2bff6el/commands/63c10£d139042alc0ddd3elf")

if resp.status code == 200:
parsed resp = json.loads (resp.content)

print json.dumps (parsed resp)

i [z 73~ 451
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B srseeesmmb Tan AP

"appliance id": "63be3blade36423cl2bffeel",
"state": "pending",

"level": "APPLIANCE",

"command": "SHOW_LOG",

"arg string": "",

args": {},

"tailed": false,

"rc": O,

"push to dio_at": O,

"attempts": 0,

"deleted": false,

"deleted at": 0,

"created at": 1673596881,

"total chunk": 0,

"id": "63c10£fd139042alc0ddd3elf"

}

RT3 2 A HOM 1 T 8000 S0 API

FT3REBUER B LB R =

I 2 i 2 i (R A HE T 3O SO

GET /openapi/vl/appliances/<id>/commands/{command id}/download

Hodr <id> & DA H 3R & 51132611 APL, 55 183 1L 3REXIK) appliance id, 1fj <command id> /&
AT T 90 R ER i 9 APL, 28 195 SUARMU ID. FEARPTA e S #C v N & i, i
FIT BRI A E B i 2 4AE (0 APT, 25 181 0T 426t fir & 22844, Horh "output_type": "FILE" F7x HH
ARRENZ, "output_ext" K AR

SR K URL 5 LU N &5

AR it it RA

id T i E W ID
command_id FAF R fREfr 4 ID
W R SR i - R DA SO N A

M) /5 7= 451

resp = restclient.download('downloadFile',

'/appliances/63c6efd2bcadde2b5e729191/commands/63cace941a49bd4dcOelOcfd5a/download’)

EREEE API 58 P Cisco Secure Workload Connector AHICHE . 1X 48 APT 75 B i 5 API %54 Kk
E@ sensor_management.ﬁi external_integration Ehﬁ%o

Y2289 API
I 2 iy Y SRR R A s ARV T R T A7 2R Y e e

GET /openapi/vl/connectors/cards?root scope id=<root scope id>
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H:HH <root_scope_id> J& ] A\ FRHGEE , 55 57 U1 API 3REXH root_ scope ids
ZH: K URL W& LU R &5
AR 3t} Wt FA

root_scope_id TG R Fa R YE

WA NERF SR s R IPLEAT 25 € MRS ID T R A E RS

Al Rz 77~ 151
resp = restclient.get ('/connectors/cards?root scope i1d=63bf8d2f497d4£7287dbd335")
if resp.status code == 200:

parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

M) R 7= 451
[{
"type": "NETFLOW",
"name": "NetFlow",
"desc": "Collect telemetry from network devices",
"long desc": "Collect NetFlow V9 and/or IPFIX telemetry from network devices such as
routers and switches.",
"group": "Flow Ingest",
"index": 0,
"appliance type": "tetration data ingest",
"state": "disabled",

"limit per appliance": 3,
"limit_per rootscope": 10,
"limit_per cluster": 100,
"config": [

"LOG",

"ALERT"
]l
"max instances": 0,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Flow Visibility"
]l
"connector count": 0,
"group order": 0

"type": "NETSCALER",

"name": "NetScaler",

"desc": "Collect telemetry from Citrix ADC",

"long desc": "Collect telemetry from Citrix ADC, stitch client and server side flows.",
"group": "Flow Ingest",

"index": 2,

"appliance type": "tetration data ingest",

"state": "disabled",

"limit per appliance": 3,
"limit_per rootscope": 10,
"limit_per cluster": 100,
"config": [

"LOG",

"ALERT"
] 4

"max instances": 0,
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(NVM)

"noteworthy": false,

"hidden": false,

"capabilities": [
"Flow Visibility",
"Flow Stitching",
"ADM"

] 4

"connector count": O,

"group_order": 0

"type: "F5",
"name": "F5",
"desc": "Collect telemetry from F5 BIG-IP",

Cisco Secure Workload OpenAPI |

"long desc": "Collect telemetry from F5 BIG-IP, stitch client and server side flows,
enrich client inventory with user attributes.",

"group": "Flow Ingest",
"index": 1,
"appliance type": "tetration data ingest",
"state": "disabled",
"limit per appliance": 3,
"limit per rootscope": 10,
"limit per cluster": 100,
"config": [

"LDAP",

"LOG",

"ALERT"
]I
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Flow Visibility",

"User Insights",

"Flow Stitching",

"ADM"
]I
"connector count": O,
"group_order": 0

"type": "ANYCONNECT",
"name": "AnyConnect",
"desc": "Collect telemetry from AnyConnect NVM",

"long desc": "Collect telemetry data from Cisco AnyConnect Network Visibility Module

"group": "Endpoints",
"index": O,
"appliance type": "tetration data ingest",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 50,
"limit per cluster": 500,
"config": [

"ENDPOINT",

"LDAP",

"LOG",

"ALERT"
] r
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Flow Visibility",

Il Cisco Secure Workload OpenAPI
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"Process Annotation",
"User Insights",
"Endpoint Insights",
"Inventory Enrichment"
] 4
"connector count": O,
"group_order": 1

"type™: "ASA",
"name": "Cisco Secure Firewall",

BFrmmaxumezsnar ]

"desc": "Collect telemetry from Cisco Secure Firewall",
"long desc": "Collect telemetry from Cisco Secure Firewall, stitch client and server
side flows. Recommended usage with ISE connector for flow visibility.",

"group": "Flow Ingest",
"index": 3,

"appliance type": "tetration data ingest",

"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 10,
"limit per cluster": 100,
"config": [

"LOG",

"ALERT"
] 4
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Flow Visibility",

"Flow Stitching",

"ADM"
] 4
"connector count": O,
"group_order": 0

"type": "SLACK",
"name": "Slack",
"desc": "Send alerts to Slack",

"long desc": "Send Tetration Alerts to Slack.",

"group": "Alerts",
"index": 2,
"appliance type": "tetration_ edge",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 1,
"limit per cluster": 150,
"config": [
"SLACK_NOTIFIER",
"ALERT"
]I
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [
"Alert Destination"
]I
"connector count": O,
"group_order": 3

"type": "KINESIS",
"name": "Kinesis",
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"desc": "Send alerts to Kinesis",

"long desc": "Send Tetration Alerts to Kinesis.",

"group": "Alerts",
"index": 4,
"appliance type": "tetration_ edge",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 1,
"limit per cluster": 150,
"config": [
"KINESIS NOTIFIER",
"ALERT"
]I
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [
"Alert Destination"
]I
"connector count": O,
"group_order": 3

"type": "SYSLOG",
"name": "Syslog",
"desc": "Send alerts to Syslog server",

"long desc": "Send Tetration Alerts to Syslog server.",

"group": "Alerts",
"index": O,
"appliance type": "tetration_ edge",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 1,
"limit per cluster": 150,
"config": [
"SYSLOG_NOTIFIER",
"SYSLOG_SEVERITY MAPPING",

"ALERT"
] 4
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Alert Destination"
] 4
"connector count": O,
"group_order": 3

"type": "EMAIL",
"name": "Email",
"desc": "Send alerts to Email",

"long desc": "Send Tetration Alerts to Email.",

"group": "Alerts",
"index": 1,
"appliance type": "tetration_ edge",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 1,
"limit per cluster": 150,
"config": [
"EMAIL NOTIFIER",
"ALERT"
] 4

Il Cisco Secure Workload OpenAPI
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"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Alert Destination"
] 4
"connector count": O,
"group_order": 3

"type": "PAGERDUTY",
"name": "Pager Duty",
"desc": "Send alerts to Pager Duty",

BFrmmaxumezsnar ]

"long desc": "Send Tetration Alerts to Pager Duty",

"group": "Alerts",
"index": 3,
"appliance type": "tetration_ edge",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 1,
"limit per cluster": 150,
"config": [

"PAGERDUTY NOTIFIER",

"ALERT"
] 4
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Alert Destination"

] r

"connector count": O,
"group_order": 3
"type": "ISE"
. ’
"name": "ISE"
. 4
"desc": "Collect endpoints and inventories from Cisco ISE",

"long desc":

"Collect information about endpoints and inventories managed by Cisco ISE

appliances and enrich endpoint inventories with user attributes and secure group tags
(SGT) . Recommended usage with Cisco Secure Firewall connector for flow visibility.",

"group": "Endpoints",
"index": 1,
"appliance type": "tetration_ edge",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 1,
"limit per cluster": 150,
"config": [
"LDAP",
"LOG",
"ALERT"
] 4
"instance_ spec": "ISE",
"max instances": 20,
"noteworthy": false,
"hidden": false,
"capabilities": [
"User Insights",
"Inventory Enrichment",
"Endpoint Insights",
"Software Compliance Posture",
"MDM Insights"
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enriches endpoint inventories with cmdb attributes.",

"connector count": O,
"group_order": 1

"type": "MERAKI",
"name": "Meraki",

"desc": "Collect telemetry from Meraki firewalls",
"long desc": "Collect telemetry data from Meraki firewalls.

"group": "Flow Ingest",
"index": 5,
"appliance type": "tetration data ingest",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 10,
"limit per cluster": 100,
"config": [

"LOG",

"ALERT"
]I
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Flow Visibility"
]I
"connector count": O,
"group_order": 0

"type": "SERVICENOW",
"name": "ServiceNow",

"desc": "Collect ServiceNow CMDB records for inventories",

"

’

Cisco Secure Workload OpenAPI |

"long desc": "Collect CMDB information and service records from ServiceNow instance and

"group": "Inventory Enrichment",
"index": 1,
"appliance type": "tetration_ edge",
"state": "disabled",
"limit per appliance": 1,
"limit per rootscope": 1,
"limit per cluster": 150,
"config": [
"SERVICENOW",
"SYNC_INTERVAL",
"LOG",
"ALERT"
] 4
"instance_spec": "SERVICENOW",
"max instances": 10,
"noteworthy": false,
"hidden": false,
"capabilities": [
"User Insights",
"Inventory Enrichment",
"Endpoint Insights",
"Software Compliance Posture"

] r

"connector count": O,
"group_order": 2

"type": "ERSPAN",

"name": "ERSPAN",

"desc": "Collect ERSPAN traffic",
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"long desc": "",
"group": "Flow Ingest",
"index": 7,

"appliance type": "tetration erspan",

"state": "enabled",
"limit per appliance": 3,
"limit per rootscope": 24,
"limit per cluster": 450,
"config": [],

"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [],
"connector count": 3,
"group_order": 0

"type": "AWS_CONNECTOR",
"name": "AWS",

"desc": "AWS Connector",
"long desc": "",
"group": "Cloud",
"index": 0,

"appliance type": "tetration_internal",

"state": "disabled",
"limit per appliance": 5000,
"limit per rootscope": 5000,
"limit per cluster": 100000,
"config": [

"AWS_CONNECTOR"
]I
"max_ instances": O,
"noteworthy": true,
"pre release_tag": "BETA",
"hidden": false,
"capabilities": [

"Flow Visibility",

"Segmentation",

"Managed K8s",

"Inventory Enrichment"
]I
"connector count": O,
"group_order": 5

"type": "AZURE_CONNECTOR",
"name": "Azure",

"desc": "Azure Connector",
"long desc": "",

"group": "Cloud",

"index": 1,

"appliance type": "tetration_internal",

"state": "disabled",

"limit per appliance": 5000,

"limit per rootscope": 5000,

"limit per cluster": 100000,

"config": [
"AZURE_CONNECTOR"

] r

"max_ instances": O,

"noteworthy": true,

"pre release_tag": "BETA",

"hidden": false,

"capabilities": [

BFrmmaxumezsnar ]
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"Flow Visibility",
"Segmentation",
"Managed K8s"
"Inventory Enrichment"
] 4
"connector count": O,
"group_order": 5

"type": "GCP_CONNECTOR",
"name": "GCP",
"desc": "GCP Connector",
"long desc": "",
"group": "Cloud",
"index": 2,
"appliance type": "tetration_internal",
"state": "disabled",
"limit per appliance": 5000,
"limit per rootscope": 5000,
"limit per cluster": 100000,
"config": [

"GCP_CONNECTOR"
]I
"max_ instances": O,
"noteworthy": true,
"pre release_tag": "BETA",
"hidden": false,
"capabilities": [

"Managed K8s"
]I
"connector count": O,
"group_order": 5

F T B 242 25 1Y AP
W28 B N R 45 R R 2%

DELETE /openapi/vl/connectors/<id>
Horr <id> &7 A T 3RIBUAEFZ 25 19 APL, 28 209 5T 3R ID.
ZH: WK URL B35 LN 24

B e i) 15t A
id TAT R i€ AL 1D
Wi S 5 3R (] R A% IR A o
M) R 7= 451
resp = restclient.delete('/connectors/63cl2e316419d0131767e21c"')
if resp.status_code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) R 7= 451

{
"status": 200,
"code": 1000,
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"message":

"deleted"

}

FF#% ID 3RELEH 2R B9 API

I 2 2R U AT 45 7€ 1D IERERS
GET /openapi/vl/connectors/<id>

Hr <id> J2n] M T 3RIBOE RS0 APL, 28 209 71 3RINAT ID.

b LG |

ZH: WK URL B35 LN 24
BFR e it AR
id TR i€ AL 1D
W NS IR IA B AT 45 7€ 1D KSR
M) 1z 73~ 151)
resp = restclient.get ('/connectors/63cl12e316419d0131767e21b")
if resp.status_code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) 1z 73~ 151)
{
"name": "ERSPAN",
"updated at": 0,
"created at": 1673604657,
"appliance id": "63cl1272039042alc0ddd3e20",
"root scope id": "63bf8d2f497d4£7287dbd335",
"vrf id": 1,
"type": "ERSPAN",
"ip bindings": [],
"internal": false,
"id": "63cl12e316419d0131767e21b"
}
AT E & EEI AP
I oy A 44 HAT 45 € 1D RS .
PUT /openapi/vl/connectors/<id>
Jerp <id> AT T IRBUE RS K APL, 35 209 5T ZRHXA 1D,
ZH: R URL 5L R34
AR i) 15t AR
id FRFHR PR &R ID
name TR H i RS 1B A PR
Wil B0 5 s IR IFLEAT 45 58 1D OB A PRI A -
M) Rz 73~ 151)
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req payload = {
"name": "ERSPAN2",

}

resp = restclient.put ('/ext appliances/63cl2e316419d0131767e21b"',

json_body=json.dumps (req_payload))

if resp.status_code == 200:
parsed_resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) iz 77~ 51
{
"name": "ERSPAN2",

"updated_at": 0,

"created at": 1673604657,

"appliance id": "63c1272039042alc0ddd3e20",
"root scope_ id": "63bf8d2f497d4£7287dbd335",
"vrf id": 1,

"type": "ERSPAN",

"ip bindings": [],

"internal": false,

"id": "63cl12e316419d0131767e21b"

AT iRBUERESRE R RIFHE 289 API
I 2 P AR IBOE B2 B A RN
GET /openapi/vl/connectors/cards/<type>?root scope id=<root scope id>

HA <root_scope_id> &R N\ SRIGEHT , 25 57 71 API 3RINAY root_ scope_id. FEIEKHZH, <type>
Je T OB E AR R 45 Hh

24 WK URL W LR S44

&R e T
root_scope_id o ferE
type S A SR M R, (T DS

"NETFLOW". "NETSCALER"
"F5" "AWS" "ANYCONNECT"
"ASA" "SLACK" "KINESIS"
"SYSLOG" "EMAIL" "MERAKIT"
"PAGERDUTY" "ISE"
"SERVICENOW" "ERSPAN"
"AWS_CONNECTOR"
"AZURE_CONNECTOR"
"GCP_CONNECTOR"

Wi XS B AR [Pl 205 i LAY (RO 240

e Rz 73~ 51
resp = restclient.get ('/connectors/cards/NETFLOW?root scope id=63bf8d2£497d4£7287dbd335")
if resp.status code == 200:

parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

i 7 73~ 451
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"type"
"name"
"desc"

"long desc":

AFsrmzzsmn ar ]

"NETFLOW",
"NetFlow",
"Collect telemetry from network devices",

"Collect NetFlow V9 and/or IPFIX telemetry from network devices such as

routers and switches.",

"group": "Flow Ingest",
"index": 0,
"appliance type": "tetration data ingest",
"state": "disabled",
"limit per appliance": 3,
"limit per rootscope": 10,
"limit per cluster": 100,
"config": [

"LOG",

"ALERT"
] 4
"max_ instances": O,
"noteworthy": false,
"hidden": false,
"capabilities": [

"Flow Visibility"

] r

"connector_count":

{

"info":

"help":

as routers,
protocols.

0,

"NetFlow connector collects telemetry data from various network devices
switches)

(such
.<br> It supports ingest of telemetry data in IPFIX and NetFlow V9

This connector can be used to discover inventory as it provides a network context.

The connector helps convert data from flow exports and send them securely as Tetration

Flow records

Connector Alerts are enabled, you may receive the following alerts:

Connector is

into an instance of Tetration. <br><br><b> Connector Alerts: </b><br> When

<br> 1. NetFlow

down Informational alert on high

(due to missing heartbeats). <br> 2.

CPU/Memory usage."

}I

"group_order": 0

A FIRBUE #2589 API
ﬁtéz‘

GET

IR JE1 25 58 A BT AT IERL 4%

/openapi/vl/connectors?root scope id=<root scope id>&appliance id=<appliance id>&type=<type>&state=<state>

HA <root_scope id> A& M FREE ] , 25 57 7T

1 API R[] root_ scope id, <appliance id> #&nJ LA

M TR 2 A0 APL, 55 183 UL 3RV appliance id, <type> J& T i 44 R AL A 4F

B (AT P3R5 4484 1K APT, 55 193 1L ) “connectors”

st
H:

FIESS

FEPIRED 1 <state> SRR

ik URL & LA NS5

AR

15 AR

root_scope id

FrE RV

appliance id

fREB# ID
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AR

152 AR

type

fR e R, [Er bl
“NETFLOW” .
“NETSCALER” “F5”
“AWS” “ANYCONNECT”
“ASA” “SLACK”
“KINESIS” “SYSLOG”
“EMAIL” “MERAKI”
“PAGERDUTY” “ISE”
“SERVICENOW”
“ERSPAN”
“AWS_CONNECTOR”
“AZURE_CONNECTOR”
“GCP_CONNECTOR”

state

SURSUEE 2 N EICIRY
“ENABLED” .
“DISABLED” £{
“UNAVAILABLE”

Wi %o 2.«

Mia) j87 7~ 451

resp =

AR (125 5 BEA I AT R A% o

restclient.get ('root scope 13=630f8d2£497d4£7287dbd335sappliance 1d=63c1272039042a1c0ddd3e206type=FRSPANsstate=FNABLED' )

if resp.status_code == 200:

parsed_resp = json.loads(resp.content)

print json.dumps (parsed resp)

Mia) j87 7~ 451
[

"name":

"ERSPAN",

"updated_at": 0,
"created at": 1673604657,

"appliance_ id":

"vrf id": 1,

"type":

"ERSPAN",

"ip bindings": [],
"state": "enabled",
"internal": false,

migr.

"63cl2e316419d0131767e21b"

"name": "ERSPAN",
"updated_at": 0,
"created at": 1673604657,

"appliance id": "63c1272039042alc0ddd3e20",
"root scope_ id": "63bf8d2f497d4£7287dbd335",
"vrf id": 1,

"type": "ERSPAN",

"ip bindings": [],

Il Cisco Secure Workload OpenAPI

"63cl1272039042alc0ddd3e20",
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"state": "enabled",
"internal": false,

AFugzzsnar ]

"id": "63cl2e316419d0131767e21lc"

"name": "ERSPAN",
"updated_at": 0,
"created at": 1673604657,

"appliance id": "63c1272039042alc0ddd3e20",
"root scope_ id": "63bf8d2f497d4£7287dbd335",

"vrf id": 1,
"type": "ERSPAN",
"ip bindings": [],
"state": "enabled",
"internal": false,

"id": "63cl2e316419d0131767e21d"

FA T €132 %25 1Y API

2322 h 4 8 B BRI AS

POST /openapi/vl/connectors

FEVE SR04 H, <root scope id>#& M\ SREYE M , 26 57 U1 APT 3R root_scope id, <appliance id>
ST A FH TR IG5 21 1K APL, 25 183 51 3RINIK) appliance_id, 1) <type> J& H T P g AR

R Car A 3R e a6 48

24 WK URL W LR34

BRI APT, 25 193 T [ “connectors” FEXHIRED

AR e il it AR

name TP R E SR

root_scope_id TG E{=DRe L O(EN G

appliance_id FRFE /€ W4 ID

type FAF fEE AR A, {Hn LR
“NETFLOW” .
“NETSCALER” “F5”
“AWS”  “ANYCONNECT”
13 ASA ”» 13 SLACK”
“KINESIS”  “SYSLOG”
“EMAIL” “MERAKI”
“PAGERDUTY” “ISE”
“SERVICENOW”
“ERSPAN”
“AWS_CONNECTOR”
“AZURE_CONNECTOR”
“GCP_CONNECTOR”

version FAT R 8 e WA
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B srsmszsmasn ronEw AP

Wap XS 5 3 o] S R e 4

M) iz 77~ £51
req payload = {
"root scope_id": "63c41ff2497d4£f5f5be73662",
"appliance id": "63c6efd42bcadde2b5e729191",
"type": "NETFLOW",
"name": "netflowtest",
"version": "1.1.1"
}
resp = restclient.post ('/connectors', json body=json.dumps (req payload))
if resp.status_code == 200:
parsed_resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) iz 73~ £51
{
"name": "netflowtest",

"updated at": O,

"created at": 1674187875,

"appliance id": "63c6ef42bcadd4e2b5e729191",
"root scope id": "63c41f£f2497d4£5f5be73662",
"vrf id": 1,

"type": "NETFLOW",

"ip bindings": [],

"sources": [],

"internal": false,

"id": "63cal463lad49bd4cOelcefal"

AT IREGEREREELE FRECERT API
I 2 PRI AT 45 7€ 1D FERE 45 IO AL
GET /openapi/vl/connectors/<id>/config?config type=<config type>

o <id> 2] T 3REUB & 51032 11 APT, 28 183 WL FRER K ID. <config type> J& i M I -T-3REL %
AT AP, 25 193 0T ZRINK) “valid_config” o

SR iEK URL 5 LU RS

AR i) 15t AR
id T H g kA 1D
config_type T TRERCERM, AU T

WA Al Reft, S H T 3R
Hc B A5 () APT, %5 179 1L

MRS B R IALHAT 45 8 R4S 1D MECE SR R e

M) iz 77~ f51
resp = restclient.get ('/connectors/63db5418e6eell67a4c0986c/config?config type=LOG')
if resp.status_code == 200:
parsed _resp = json.loads (resp.content)
print json.dumps (parsed resp)
Ml iz 77~ f51
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"mode": "TEST AND APPLY",

"name": "Log instance 2/1/23 22:29",

"root scope_id": "63d98f45497d4£53005b24fa",
"vrf id": 1,

"appliance id": "63dad690e6eell31£f255e985",
"connector id": "63db5418e6eell67a4c0986c",
"service id": "63db5418ebeell67a4c0986d",
"deleted": false,

"type": "LOG",

"state": "COMMIT",

"error_code": "NO_ERROR",

"error_text": "",

"attempts": 1,

"config": {
"secured": {},
"unsecured": {
"log-level": "info",
"max-log-size": 10,

"max-log-age": 30,
"max-log-backups": 20
}

}I
"push to _dio_at": 1675319360,
"created at": 1675319360,
"updated at": 1675319364,
"discovery completed at": O,
"committed at": 1675319364,
"delete_at": O,

"error_at": O,
"hidden": false,
"discovery phase": 0,
"internal": false,

"id": "63db5840£029813659f9fcf5"
H

P F 8B & iR I 2 i HER5 HY API
W 283 2% ) HAT 25 5E 1D IR EERE AR VS DB e
POST /openapi/vl/connectors/<id>/config

Horp <id> &l T IRBGERE 219 APT, 55 209 71 SREXY) ID. <config type> & 1 A - T-3REC# #%
) APL, 55193 11 3REXA “valid_config” o ZEIRIN <config> 2244, M FHT3RIBUIT AT S 1Y (1) 3%
FEARH) APL, 55 198 0T Wi p Pk $E—> “config” , SRJEHF “config” N T FHT- 3R E 4444 (1)
API, %5179 Ui,

ZH: sk URL (U5 LU S35

AR e il i
name TAFHR i€ FC B A4 R
type T e ERM, AU A

T vl Reft, S T3
Jic B 45K () APT, 565 179 1L

config set DL JSON 5 24 fib JH 78 P T 42
)

Cisco Secure Workload OpenAP1 JJij



Cisco Secure Workload OpenAPI |
B srmsEzEwae

Wi J3 ) . 3R 0] B BT I O T
M [z 73~ 451

req payload = {
"name": "Log instance 2/1/23 22:29",
"type": "LOG",
"config": {
"secured": {},
"unsecured": {
"log-level": "info",
"max-log-size": 10,
"max-log-age": 30,
"max-log-backups": 20

}
resp = restclient.post ('/connectors/63db5418e6eell67a4c0986¢c/config’,
json_body=json.dumps (req_payload))

if resp.status_code == 200:
parsed_resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) Rz 73~ 151)
{

"mode": "TEST AND APPLY",
"name": "Log instance 2/1/23 11:29",
"root scope id": "63d98f45497d4£53005b24fa",
"vrf id": 1,
"appliance id": "63dad690e6eell31£255e985",
"connector id": "63db5418e6eell67a4c0986c",
"deleted": false,
"type": "LOG",
"state": "PENDING",
"attempts": 0,
"config": {

"secured": {},

"unsecured": {

"log-level": "info",
"max-log-size": 10,

"max-log-age": 30,
"max-log-backups": 20
}

}l
"push to dio at": O,
"created at": 1675322272,
"updated at": 1675322272,
"discovery completed at": 0,
"committed at": O,
"delete at": 0,
"error at": O,
"hidden": false,
"discovery phase": 0,
"internal": false,
"id": "63db63a0£f029813659£9fcf7"

FTHFRECE A9 API
P28 I ox NG S8 JE A5 IR IBC

DELETE /openapi/vl/connectors/<id>/config/<config id>
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Horb <id> S22l T TARBUE RS I APT, 55 209 00 3REUAY ID, 1fj <config id> /& v I JH T-3kHL%E
PEgS L E M LR K APL, 5 212 T ZREUE ID.

24 1K URL B LL T 24

AR E:id) 15 AR
id FRFH e s 1D
config_id FIFER feEmE 1D

Wi S B 3R (71 DAy 5 5 T 2 NV T T L PR

M) sz 7 131
resp =
restclient.delete ('/connectors/63c1272039042a1c0ddd3e20/config/63c1272039042alc0ddd3e21")
if resp.status_code == 200:
parsed_resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) 2 7= 451

{
"status": 200,
"code": 1000,
"message": "deleted"

}

AT 3RENECE /Y API
I AR IR AT 45 7€ 1D FHC &
GET /openapi/vl/connectors/<id>/config/<config id>

Hop <id> 20T HFSRBUE RS0 APT, 25 209 1 3REXP) 1D, 1fij <config_id> /& 1] M I 3kHUE
PLASHOE R FECE M APT, 2B 212 00 3REUW ID.

24 WK URL W8 LR34

AR e il 15 AR
id PR R W 1D
config_id TR feEmlE 1D

WAL e R [FLEAT 45 5E 1D ARG E .

Ml iz 7~ 151

resp = restclient.get ('/connectors/63db5418e6eell67a4c0986¢c/config/63db5840£029813659£9fcf5")
if resp.status code == 200:

parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)

i 7 73~ 451
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B sFos TR T s a0 AP

"mode": "TEST AND APPLY",

"name": "Log instance 2/1/23 22:29",

"root scope_id": "63d98f45497d4£53005b24fa",
"vrf id": 1,

"appliance id": "63dad690e6eell31£f255e985",
"connector id": "63db5418e6eell67a4c0986c",
"service id": "63db5418ebeell67a4c0986d",
"deleted": false,

"type": "LOG",

"state": "COMMIT",

"error_code": "NO_ERROR",

"error_text":
"attempts": 1,

wn
’

"config": {
"secured": {},
"unsecured": {
"log-level": "info",
"max-log-size": 10,

"max-log-age": 30,
"max-log-backups": 20
}

}I
"push to dio_at": 1675319360,
"created at": 1675319360,
"updated _at": 1675319364,
"discovery completed at": O,
"committed at": 1675319364,
"delete_at": O,

"error_at": O,
"hidden": false,
"discovery phase": 0,
"internal": false,

"id": "63db5840£029813659f9fcf5"

FAF 51t AT A T s s O s B HERR A 2 B4 API
28 S 23R W] 45 0 1 s iR B i 2 S 3R
GET /openapi/vl/connectors/<id>/commands/available
Forp <id> JEwT A I 3RIBOERAR K APT, 28 209 5T SR 1D,
24 K URL 5 LU NS4

B e it 1t AR
id TR i€ WAL 1D
We X0 5%+ 3R [l W 44 e 4 ) R B i 2 410 36
M) R 7= 451
resp = restclient.get ('/connectors/63c6£2701a49bd2bb0696cab/commands/available")
if resp.status_code == 200:
parsed resp = json.loads(resp.content)
print json.dumps (parsed resp)
M) R 7= 451

[
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"type":
"name":

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

"type"
"name"

FA T3 th B HERR 6 <2 B AP

"LIST SERVICE FILES",
"List a directory in a service"

"CONTROLLER PROFILING",
"Collect controller profile"

"SHOW_LOG",
"Show logs"

"SHOW_SERVICE LOG",
"Show service logs"

"RESTART CONNECTOR_CONTAINER",

EESTNC T T PSP |

"Restart the connector docker container"

"SHOW_SUPERVISOR_COMMANDS",
"Execute supervisorctl command"

"CONNECTOR_ALERT_INTERVAL_CONNECTOR",
"Override connector alert interval for

"SERVICE_PROFILING",
"Collect connector profile"

"SNAPSHOT CONNECTOR",
"Collect Snapshot from a connector"

"PACKET_CAPTURE",
"Packet capture"

"NETWORK_CONNECTIVITY COMMANDS",
"Test network connectivity"

"SHOW_SERVICE_RUNNING CONE",

Connector"

"Show running configuration of a service"

"RESTART_CONNECTOR_SERVICE",
"Restart the connector service"

"SHOW_SYS_ COMMANDS",
"Execute system command"

W 2 3y 25 3R 0] Sy 25 5 R A i FH B R B v 2 R 210
GET /openapi/vl/connectors/<id>/commands

Forp <id> JEwT A I 3RIBOERAR K APT, 28 209 5T SR 1D,
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ZH: WKk URL W& LU R 24
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AR il i AR
id FAFHR faE A 1D

Wi 36 5 e 3R ] Oy 45 s 42 i P A e HE Bl 2 (19 371126
i [z 73~ 451

resp = restclient.get ('/connectors/63db5418e6eell67a4c0986¢c/commands’)

if resp.status code == 200:
parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

M) Rz 73~ 151)
[
{
"appliance id": "63dad690e6eell31£255e985",
"connector id": "63db5418e6eell67a4c0986c",
"service id": "63db5418e6eell67a4c0986d",
"state": "success",
"level": "SERVICE",
"command": "SHOW LOG",
"arg string": ""
"args": {
"pattern": "info"

}I

"tailed": false,

"rc": O,

"push to dio at": 1675319615,
"attempts": 1,

"error code": "NO ERROR",
"error_ text": ""

"deleted": false,

"deleted at": 0,

"created at": 1675319613,
"total chunk": O,

"id": "63db593df029813659f9fcfe"

P EiZ S HERR A < 89 API
V2% B 0 S W 20 0 M AR I M R R iy 4

POST /openapi/vl/connectors/<id>/commands

AR <id> ST T IR BGE 25 (1 AP, 25 209 T 3REUK ID. 7RIk 7% 4, <command> &K
R HERR AT 2T, al T8 H ) TR 2 b e B i & 1 APT, 2216 U 3K, <arguments>

AT SRS TSON X5, wl AT TSI s e e iy 428

ZH: WK URL W& LR 24

K] APL, 25 181 JUFREREL,

A el i)z
id TR 5 e A2 ID
command FRFE fRE a2
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mAFmpassnecnar i

AR %A L RA
arguments set DL JSON #5524 HH 7 1 i 4 48

1

Wi S B 3R [0 DAy 7 5 e 2 B S PR A PR I B i 4

M) R 7= 451
req payload = {
"command": "SHOW LOG",
"arguments": {
"pattern": "info"
}
}
resp = restclient.post ('/connectors/63db5418e6eell67a4c0986¢c/commands’',
json_body=json.dumps (req payload))
if resp.status code == 200:

parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

i [z 73~ 451

{
"appliance id": "63dad690e6eell31£255e985",
"connector id": "63db5418e6eell67a4c0986c",
"service id": "63db5418e6eell67a4c0986d",

"state": "pending",
"level": "SERVICE",
"command": "SHOW LOG",
"args": {

"pattern": "info"
}I
"tailed": false,
"rc": O,

"push to dio at": O,

"attempts": O,

"deleted": false,

"deleted at": 0,

"created at": 1675319613,

"total chunk": O,

"id": "63db593df029813659f9fcfo"

FA T M BR BB HERR A < B9 API
WG 2 S M B T T4 S R A I i b R B v S
DELETE /openapi/vl/connectors/<id>/commands/<command id>

Hordr <id> AT I FHRIBOE 35 19 APL, 25 209 1T 3KELY 1D,
MR A A0 APL, 45 195 U 3REL ID.

ZH: WK URL W& LU R 244

1M <command_id> &1 M F T4 i

B e il 15 AR
id TR feEsAs ID
command _id PR fEE 4 1D
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F iR Bl B pEHERR A < HY API

W JS 6 5 e 3R] DAy 4 S 32 2 B IR 4D e HE e o 2 FEDIR S
M [z 73~ 451

resp =
restclient.delete ('/connectors/63c12e316419d0131767e21c/commands/63c10a0039042a6aeelb008c")

if resp.status_code == 200:
parsed_resp = json.loads(resp.content)
print json.dumps (parsed resp)

M) Rz 73~ 151)
{
"status": 200,

"code": 1000,
"message": "deleted"

1R 3 # B HE R A 2 BY API
WP 2 Sy 2 3R [P 25 o T F 4 140 328 S Wl s 1 Bk iy
GET /openapi/vl/connectors/<id>/commands/<command_ id>
o <id> J& T AN T IRBOE R APL, 5 209 71 ZREXW ID, i <command_id> /& 1] A T4
m@m@ FA [ APL, 45 195 70 3KEXK ID.

SR iEK URL 5 LU RS

AR e il it AR
id FIFH fReERAs ID
command id FIFER feE 4 1D

Wi XS B 3R [ 4 S SR AR LR 1R B F B iy 2

Pl Rz 77~ 151

resp =

restclient.get ('/connectors/63db5418e6eell67a4c0986c/commands/63db593df029813659f9fcf6")
if resp.status code == 200:

parsed resp = json.loads (resp.content)
print json.dumps (parsed resp)

M) Rz 73~ 151)
{
"appliance id": "63dad690e6eell31£255e985",
"connector id": "63db5418e6eell67a4c0986c",
"service id": "63db5418e6eell67a4c0986d",
"state": "success",
"level": "SERVICE",
"command": "SHOW_ LOG",
"arg string": ""
"args": {
"pattern": "info"

}I

"tailed": false,

"rc": O,

"push to dio at": 1675319615,
"attempts": 1,
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ATBEEsnswnn T s I

"error_code": "NO_ERROR",
"error_text": "",

"deleted": false,

"deleted at": 0,

"created _at": 1675319613,

"total chunk": 0,

"id": "63db593df029813659f9fcfe"

}

A%t TS 2 STHHRY AP

AT REEsEDS

V28 S 2o i (i T BOh SO

GET /openapi/vl/connectors/<id>/commands/{command id}/download

Horp <id> A2 AT P ERIBUERE RS0 AP, 28 209 70 3REUK ID, 1fif <command id> +& Al A\ F %1
IR HERR 42 10 APL, 26 195 TUSRER AU ID. JFAERTE a2 #A 7T N i, 15 A B3R

FFBR A2 28H ) APT, 25 181 U 424 A& 2844, L "output_type": "FILE" Fon AW M A

7%, "output ext" i@ﬂﬂzﬁ:ﬁiﬂo
ZH: R URL LA F S5

2R i) 1% BB
id TR fREiERAE ID
command_id T fREf4 1D

Wi N X 52 e IR A1 kg 2 58 T e g IR BRI M HE R iy 2
i 7 73~ 451

resp = restclient.download('downloadFile',
' /connectors/63c6efd2bcadde2b5e729191/commands/63cace94lad49bddcl0elOcfd5a/download’)
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