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o) A&l (Query) 74N (i) %4, ARJGHIAN CVE LA A AT S #R 1L .

d) N B 1 AR Sl A A

e) MhIRALEFIGE RS AETBIGER (Restrict query to ownership scope).
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o L0 BB TP PR AL ) PO (1 ter nal) sl b i LAY €0 5 S
o BRARGEAL SOV SME DL, 5 D0 S0 VS 2000 SRS o 15 55 0 (1) St SRS SR AR AT AT
o DA R A SR A ) S SO R
o KRR SR LB B B N BRI T, XA s e SR T ) I A SR 2 BT REAAT
o JEERAE R E N 3ELE (Deny).
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AR, SRR . 419 T,

TS RGEE AR, i A ISON SUUFIFHATHil, AR 7T A%

32 B & MR IRIR

RERAZHREY JSON 224

FME AL ISON ZEHy B EAA 3 H TAEZS 0] 2R K o 1450 DLZE TAE S 0] ) — 21 S, K S
73 JSON, &% JSON, #RJ5 N A HMEALAR o

B e il 1t AR

name A H CAr3E) 765 NI AR 1
AR

description FAF CAlE) BN FH IR A R I A
PR .

parameters O BRZH, SR N

absolute_policies WS G A (Rl 4axt SRmEH 4

default_policies M T S AT BRIARIEELA, "IN
7=,

SEHR

SR F A, AR H TR g RS sha e OB S 4. KAl H] consumer_ filter ref or
provider filter ref HMgJE MR T|HIX LS,

SHN G IR TSR HRERA DT eyper: "rilter MITIEULHIN G . SEOSZoREITTT
B

"parameters": {
"HTTP Consumer": {
"type": "Filter",
"description": "Consumer of the HTTP and HTTPS service"
}!
"HTTP Provider": {
"type": "Filter",
"description": "Provider of the HTTP and HTTPS service"
}
}
}

A LATE S0 G rp g | HIX e 25, il "consumer_filter_ref": "HTTP Consumer" or

"provider filter ref": "HTTP Provider".
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S% 1A

_workspaceScope AT Sy S RIS () T4 235 1) ()3t

_rootScope AT R M TRt P

TREE TR

T RERS TR )5t JSON [FieAtk, SEms st a5 8 F MRt E I 2 AN 5. k7 ik
T

if * filter ref is defined
use the filter resolved by that parameter
else if * filter id is defined
use the filter referenced by that id
else if * filter name is defined
use the filter that has that name
else
use the workspace scope.

SR TCTRAG IR IR SO DERS AR BTN b A% I 2 IR R %

B e it 18 BR

action TP (AIIE) SRS I#E/E: ALLOW
i DENY (EKAN ALLOW)

priority B (AT SEMS AL SEg CBRIME
100

consumer _filter ref PR XFZE 5

consumer_filter name o] Fe ARk pERs 15 H .

consumer_filter_id TAT R ChoE S 8t i YE AR 1 1D

provider_filter ref A H X ZH I H

provider_filter_name TAT R Fe A FRRL B 5

provider_filter id A H O ST BT = e g8 48 ) 1D

14_params array of 14params FOVF I3 H AT

JE P RKH P W

proto L5 PR (NULL /s AT B
BO .
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Bit el i3 8
port R g 1AL Y L, 484 [80, 80]
% [5000, 6000] (NULL 75
D o
Ldparam 33 5
B £l i AR
proto HH PRSI E{E (NULL %R 1A B
BO
port BE g AL S Ve L 9140 [80, 80]
i, [5000, 6000] (NULL %77
A% )
TR
{
"name": "Allow HTTP/HTTPS and SSH",
"parameters": {
"HTTP Consumer": {
"type": "Filter",
"description": "Consumer of the HTTP and HTTPS service"

}l
"HTTP Provider": {
"type": "Filter",
"description": "Provider of the HTTP and HTTPS service"
}
}l
"default policies": [
{
"action": "ALLOW",
"priority": 100,

"consumer filter ref": " rootScope",
"provider filter ref": " workspaceScope",
"14 params": [
{ "proto": 6, "port": [22, 22] 1},
]
}l
{
"action": "ALLOW",
"priority": 100,
"consumer filter ref": "HTTP Consumer",
"provider filter ref": "HTTP Provider",
"14 params": [
{ "proto": 6, "port": [80, 80] 1},
{ "proto": 6, "port": [443, 443] }

. 1£ Cisco Secure Workload H & I8 5 B% 4 45 [ 4



I £ Cisco Secure Workload #' & I2 %E B& 4 v JE #

RIRFAN

Rz F 8RR

wmsA

HBEAN s 7E “ HEBEAAR” (Policy Templates) UUfHI -, P “43Bt” (Segmentation) = JU[HI T 1]
EIXE, WTRMER “ S A7 (Import Template) $%41-5 N/ AL

AR, ARG Y AR ) IE A

ARG R AR I, DU TR ARA] )

Bt A%, RIS T sl SR A AR

Figure 4: 7R 7] 454K

Segmentation Policy Templates
Policy Templates

Q Search default or user generated Policy templates

Block Insecure Ports
16 Suggested Policies

Preview

RERSRRN. FH 1 TAF 22 ) g EE AT LA D 3R

1 EPEETR BN .

2. EREEN PSRRI AR )
3. WHLE, HHES .

4. BFH RN,

5. VIS .

SRS KRS N 280 BT 8 A 22 W PR dp BT AR AR o JE S SR 03 F) S T LU From Template? = true i

N (2}
Ay o

+ Import Template

Allow HTTP/HTTPS and SSH
3 Suggested Policies

Preview
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Figure 5: [ F SR R& 15 AR

Segmentation Policy Templates / Allow HTTP/HTTPS and SSH

Allow HTTP/HTTPS and SSH

Select workspace

Default

Primary Workspace &) PGS X

Parameters

HTTP Consumer @
@ Select a scope ~

HTTP Provider @
@ My HTTP/HTTPS Service ~ X,

Policies

3 Suggested Policies

Rank Tl Priority T. Action Tl Consumer Tl Provider Tl Protocol Tl Port Tl
Default 100 [®aLow | @ Default @ Default TCP 22 (SSH)
Default 100 ‘ ® ALLOW ‘ Defined by HTTP Consumer @ My HTTP/HTTPS Service TCP 80 (HTTP)
Default 100 ‘ ® ALLOW 1 Defined by HTTP Consumer @ My HTTP/HTTPS Service TCP 443 (HTTPS)

B &1 % P R B
FISH AR CATINAR o S A DL, BLTAR A W ARASOC R B ST (ADM)) A T BILAT 2 Al A 5
PEARIAT LT $4F
o WRIEHUAT IR R W 28 5 Bl i — 2« SeVR” SR
XL H AR PN AT B, RN BHLE A A i
o FRAETHSEAT Ay RO A A S g o L B AR
B, R — AN ARE 2 AL RS, IS ATX LR 558 i RE AR IEAE il .
ARG, S U4RE, on page 72,
T DUAHURE ISR R SRS o TR, 8 S Vi AR 110 U e e P8 7 B A VS [ 1 Semes - o

FENI R o AR, FERIAGTRE I, S8 nT e Ay B S v ) (K0 Vi A A LSRG SRR/ S SR A
(RISRMS NS, A AE 26 S 1 38 HH 0 1 I SR

ST AR A B I A ISRt AR LA R B e 36 U Semes

BT LT s SO s ANEERE, A B (AR AT — 300, XA IX S SR R Rt 2 s R
%o MIASAE)G S R IAT H B L

A A R BE AT AL T ) G SR, ] UL AL SR
KIUHRNE 5, BRI T SR Z FT 0 L AT A A
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BTG R ILTEMS, 12 R W] B 2 LK IS, on page 21,
HREMF R, EHS RN KIS L., on page 21.
Figure 6: 7~:5: B3 ZDAITRREL

= 3
\;} Cisco Secure Workload

@ L.

Last Rur: Jun 24, 9:58 AN @ | - A

w Pulicy fuslysis Fuforcwmens Seans [ Frfomsmen a

fun Cuick anayss | [IESEREEETEN

A R T T T T

REEAZIIFAER
CENEEIR SN ERIIEIcR

* Bl SR e B2 2 R A JI 8 IS 18] Y Tl PAY 2 /A A 2 A Y0 A R 0 AR S B 0 1o 9 il
(K9 57 R 2 AL LAt T (9 L SO At LT AR A S I ANE G EE 2 91

s BRASULT, SEm ORI 2lid 7 Ml A C X7 ) SRA SRS PR, (H4 ) LUk $E2% &
HoAt A5 R, B0 e TAR 578 EIsAT (R s S B T 2R L

TS [ A DL SRS T R oK [ 9780 M s R b e X 08t 5 20 36 L

o ST DU PR AT Ay A2 18] P R SR o REAS A 2 ) ) AL SR 3 Pl Py oAt T A2 1]
LS AP

o R A B I E S I VEAN S, IS A SR RIS Ihhe , 5 28 1T
O e AT B2 A Ph ) i, 26 82 WL,
1] B 3h 4 I SR A%
PATCL R IR AEATAT I, S8R aT DLk o 5507 & B0 s
FR A 75 2 5 W) S A A 5E X 20 1
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Bl | ERRE Fxisa
! AR TR, FFI | 52 B TF A4 M T 2 BRI B F 1,
S AT DL R B
2 PR RTILL PR IOF | WS RI— S S L 423
T
o AN B P I T A £ 3 S
CHSBIN TT L FECR TS .
SRR T g | P LIS
&
3 SR IR L S 5B 4 LT A B S IS e A 0
SORBEN
4 VP 2L R LA TR, | — Mokt (s AT g TR I,
Ry T B T A2 (b . (LR,
{45 LA T LB 14 T2 ) o gy 8 T4
. )
I LA R 1 PRI AT TR0, 520 G
THES 43 .
5 W AL ZE N RO T IO | Sl s I I F 10 LA, 26 25 01
o,
6 CFTHE) QUEEVE =ik uEse, MEAE Ty | i 20 G v o 2
LA IR T A T4 4L
7 BB TAEZ A 13K £ 58 (Catch-all) | i 2 [ S &5 4. Za%f. BRARI IR 4, 25 9
B 1E i
8 I TR e EBh K ILnE , 520 1L
T ATER AL THE” WA TR P
9 A I RO ERE (T | 155 AR ) 5 72 VUL T L.
!’ -
fEsaRAL PR IR, R T S P M R
M BEGE I T A R | Rk, JEHE G M Bk e o )
s RIS 22 I N R 2 Al | 657 S AR B EO o S
&P .
10 I RS T LS 5 5 7 | 192 B R I S 2P S 4 82 L
5.
1 BT SR s ORI . 4 104 T
12 A 5 (L 0 A 5 47 50
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wn—eEsszEms e [

Hm | ERERE FHEE
13 FRAR T PRI, LU UL | s, (R BREAT [ R 8T, 4 50
OV Bl 0 PEL A R s A | T
Zfe. {45 T LA e T AT W B
RGN, 1 00T SIS AR
14 AT AT, B MR SRR | WA [ OO IR AT, i S
Fp=AlTN W43 AT, 2 111 T,
S L SR T R DLW R S
CLLAMT 2308 )
15 A S T T DA S AT EA T | V5 (1 MG s 4 W M L 4 119 T,
WL TR S A
16 N e ey
VT TAE 20
17 W AT S2 AH U A 2 B AT A BN T AE . 4 130 50
I8 (PTHE) MBI RIEE, | SIS RIS . 4545 TURIRER: 1,
i 23, I 4 W 4 T . o o .
oIS |y ot g, AU P AR R
PR LR AT S B 1T DA A T R 7 B e o
.

I —EE SCE Bl 5 S R SR g

WSRAE KBRS VG T (SRS I, AT — B TUACA AT AT, WIS A T %, i AN BRI +% .

R 2 RPLUT I RAY R

SEEME—1 X

BNEE

MAEFFaR M Cisco Secure Workload I, A] LUKt
TR R A DA PO A il VP I R
o I B RIS SR, ) s B R 145 P X 8% 47 52
AR 1

A e T7 i TR 23 B SR AT 00, I ORI A
FVFIRPRARAETIORE 2 by SR AU, s S
ST o] 5 B 2 DAY S H A O

M, SR SV R TR F) v
3 SCRTHR ] LU A BT L

SN AW R R I R(e (U N B U (e & T
UL F B B RV

AAE— VB A - RIVRSEE PRI 70 ST ) v il A
DLHEM

AR i 2 A LS SOHLRA RS Y L ) S
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SERERA—1 5

BANEE

JIT I ¥ A (R AT AR B A R AT v LA
ARV R A5 AR S B

(7 ISt ] e e B 11 T A f A S B A A
I HIR AL

1A %2 (Organize) > SEE FA%E = (Scopes and
Inventory) Ui FiZiE Rl AR 4 K E=E
(Uncategorized Inventory) 33K+ 7R it TAF
B R

ST L2 530 A B RS AV B AR 3
SRS o
3 S BITAT TR AR A7 8 i A SRS A 20 | (B 43 DAy e A AV BT 0 A S st

SCIER ARG

TSRS, IS SR 2 B B AE 2NV

7 VTR 2 K T LIS R 7 2 AT A B 24 0 S A
.

LI HEME P T4/ P 2RI G R | BT Ll T T P8 /A 2 4

R [ORR(E = Nor BT R T AR . (AR SR T L

SEREA B BC B B g A 4, iy S HUE
TRLETE) .

JITAT SRS HTAE 23 S TR IR FASE R G )
DRI 224 SRES A8 2 AN B A (0 T AN [ S o

I, ANty EEHATHSMNL B

FEVEAN TR BBl A A 8 RN A2 2 Ta) i o
PATHAMO D B

T2 ) 24 A AR A TR A Bl S
T, £ 88 i,

B — A0 B A ] 22 AR 1 i o2 A A
#, HEF IR B e A b i 28 sl e s ok
WA s, il LUSAT R .

v1 FE I ZSURAT B AR B, X e TAR g e
222 T SCHR R e A QB 08 W 4 B %
Ao

WS TS P MR i P A Rl B O

R DA AT ELAT Sl 3 L 0 SR LB«

AR SRR R BCRR A 155

HIESE U EPNINI B

e
ST LART I T T F Bl s A A R 8 SR A
J%” (Deep Policy Generation) = 2l B L. 1T
NARRAAA

XSZ LU A B AL ERIAT A o

FARIABTEAF R, 53
e HABGEE 5 24 0,

Z B R BLNE I 23 S 5K

WSEEM S RIREE: HiEER

o VR RTE S IITAT TAR 3K, TR EA R A2 T SRS A DLV B FR 8 B, AR AR A A1 B 4K

R R AN 45 K B T AU oK 3 B f s DG
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wirkmxnEaAToIEnas ]

o A7 R A YO B 1) 73 S RRSRONGS I ] P PR e R B I, T 21 -
* SR ICAR SRR , 5 42 5

o SRS LA, 55 38 TURIAHRI 1 /8, 702 SRS 4 » 5 38 I

« HHT, 4 A 3h SRS AR R 1 AR S B B S AN S TG AR B ) A f 2

BIESRRE A TS TR TIEf 2

15 A B RIS Z T, AN SR A LT BT () A s o S B AR g . BN
SR A AR B I8 1A B Lol R A U e 2 E il o

FriaZ |l
YURE AT LA ALV Rl s AR 20 SR SR 55 23 B R MR LS e

UK

TR LM TR T, %R (Defend) > 43 E& (Segmentation).
P2 S RIS R VS o

PR3 Al P RIS 1) LA A ]

FIE4 i EIERES (Manage Policies).

FIBS iR (Matching Inventories).

IR 6 W AL R I N L SR

a)

b)

fiiR 4 EE T (Uncategorized I nventory)

BT s AR T VS A I TAR . (FEbRiE AR R, IEITERIN A AR T 7
0 [ 8 B2 1 A S A SR AR . D

fiili 1P ik (1P addresses).
T B TP Mk AR 223 Cisco Secure Workload /CHE

HT T-IX 26 1P M BEBCA e AR, PRIAEIRYE B ) B 3 SR A B R th AN 5 R IX S8 TP kit B
k-

© SR IEAEIE I 22 3 et AT A PR
o 1P bk R TGS IO, EIRXMREOLR, A TR Won e Pod EIR |, 80
o ARSI UL S S DL AT ) 25 RE (1 v A (1 A SR 8045

FERILHNS A, W25 FEAEA 5 ZE) AR S 2 AR, R — S (e R A R e

i THESaE (Workloads).

SRS AR A A AT XS 1 T b F AR A7 8 TP ik B TR _E ) TP kb ARk, IX S8 AR A8 1P
Mot A2 IR AR K5 e bRt
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d) WHAEA Kubernetes B¢ OpenShift %%/, %R H 2—BRSS (Services) LI~ 11—~ Pods i i
<'—:z°

A LU Kubernetes/OpenShift TAE 571280 2 3e A, 15 [A] RS 2rix L8 e i~y 987
e) WREAT MBI AT, W5 R W 7EBR SS (Services) BTk L.
PR R IRINBE 53 S s -
a) M TE & (All Inventory)
liti:iﬁ%iﬁi?@@*ﬂ"]ﬁﬁﬁ]ﬂ’ﬁﬁﬁﬁiﬁﬁ%ﬂi& EAERSEERE  TEIe Bl 75 o 70 )k

o
b) Aiddi IP ik (1P addresses).
BE T F ¥ TP #ihil A 2% Cisco Secure Workload fX 2.
i?ﬁ% IP MM AT e ANEE, AL AE B Y T ) 1 3l SR R I R rh AN e 2% FRIX M TP bk, BR
o RN A R AR AT
o IP Mk AE TARER I, ARIXRMELLT, AN TAE RS oAt Pod B3R E, ali
o AR GBI I SR S I 3T %5 R 1 M 9 R Py 1 LA S A

TERINKEMG Z |, W] 2% B IR e TAE a8 boae e QB IR B Lot ) kAR S 2l
c) miiliT{EfAZ (Workloads).
SREME AL R Db T A RO TP i hEE TR B TP HuhE AR R, SRR T AR AR TP Mk

ST FIRFRE 075 B bR
d) WHAEAH Kubernetes 5% OpenShift %7, K& 2—A4BRS% (Services) LI K Al—A> Pods I
+.

AR O Kubernetes/OpenShift TAFE 17145 2z de A, 15 [ IR S X Lok i~ Bt ™.
e) WIRUEAT BB B B s AEBR S5 (Services) KEIFR Lo

SR8 KL TAF S BE BAT S KT .

B 3 & DSk B
5 R T RRLAR 9 6 P U AT AL AR AR L ALV S
S5 LB T ISR

FHia Z |l
© LRI, SRR A REAT RO A B K BLSRS o

MR, IR RS CAEVE N A A gk ke TACEE, s A 0 R s AN P IR 4
IR T HdE
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H 51 S s R AT (Rt 4 i 5 5 6 /NI TS — k. [RIE,  ZEWIAR R Cisco Secure Workload
I, BRAEREEE T, B NTCESAT B 30 R R I .

TR, SRR AR .

FEARAT SR i, RN AL 06 P Bl LR DUE ] CRE T . 3R RRESE) RAERJ R .
0T, n RN A 8 10 2 PR A e MO A A I 1) DG 30 ol RSO A R U A PR i ol
BT AR L RSB .

o SERCUMT BRI 5 21 TR bR RTI TA ADER

o REE A DU IR L SR A DR ) B o

WAL L, ARSI Ve R 23 it R ) 5 Y

o (ERILNE BrH ATV B e, A5 WA CC & AR IR O g & m] REJC A2 UL IS CHERRD
M. WS,

|

EEED R EEHISITEREEDI, ECSHEEEESFN. EER: EEFIEIT AR R 0, 5
50 5,

UK

1B R UGESERTE (Defend) > 43 B (Segmentation).

PR 2 A MR G R BYG 210 b, VR 5) 3 mlid 8 A B R 1) Y

FEI R TR (R

FIE A S EIEREE (Manage Policies).

$IE5 LA EZTKEE (Automatically Discover Policies).

FIR6 IR BRI ) SCEHEAN YO ) SR (1B T, e — Nk I,
WUREAE BRI, W BEAEAE IR0 B i H B — ANkl
ARVEANE R, WS PRI A G ] 5 [ 7 S seng 28 23 0L

7 vk Rk M€ LN A CTRENGE
SR BN GG I TS L R DO 75 ZE BN AR psems,  DASRAS e g R .
N IETRTENE £ S TG B P UYL 7 P (EVRGE SN D AP SN sy S
;%%%,Nﬁﬁﬁ@ﬁ,%%ﬂ@%o@%,m%%ﬂﬁXﬁiTQ%,WKEEQQ%%%B
.
WRGEH], SR E BN R E Y R R RRESE) RERIR . B0, R ] AR R
EjﬁmﬁME%N@%%WMWﬁﬁﬁﬁﬁ,WE%%NE%@%&@%@W%%&%E%*?
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B cressmwanzwzn

NG B B 30 K I IN (NG, I P B ESVE, SRS AE T R e SR T 35 P ifs (TR
I ) K15 TR TR] o

FIRE (L) FRERBBE.
WA SIS RIS AT R BB, R A DO i AT S S A DU A 1) A
ARVEMFEE, WS AR RIS . 28 35 7,

$IE9 Ll R INEMS (Discover Policies). 7RSI B on eI T .

T—¥ it 4
« AAEILIEEREAT I A Sh A AL, 2R 28 UL,
o R[EU A B RIS 5 5 21 BOFREATR B KR s R

o TETT ABH I BT R LRI o A3 N B B AT AT, 16 EER: EFEPNeTT BRI R
W25, %50 L.

EIE FEHITH B SRS LI
Bl SR R I IR B AR ¢ /R AERR Sk P o SR oA AR R AN 8 i kg
BHEIEAT IR 1LI8 AT, W A A e
BATSHERG, RESER—RHEE. WY, SHEBRLER (Click toseeresults) 2 32 Binis
AT 5 ) AR o R B B SEms R IR, W 2s SR g — 45T DA AL o

Figure 7: B 53R B R P &

< Workspaces Default v [ PRMaARY ... [} Version 1\ View Version History

Matching Inventories Policies @ Filters @) Conversations @) Provided Services Policy Analysis Enforcement Status Enforcement

B AR A MBS RINEE
S5 TG S R BIEAT IR RIS Bl o 47 0 88, T DAL P 25T
ST LA TARZE RC B S AT, 0 AT AR CRAMRSEIED BB, AR5 R
TS TR B,

* 3B E AR EIHSRIET

X F TAE=[E] I FErA TE=(E
FASTARS ] I W] 35 1 410D W& AT TAR=E ) 2 2 4D
HRERHAIOC AR 5 2 31 0 BN R DL E » 28 45 1T
FIEh A AL s R, 5 35 0T BRI A DUME & 5 5 45 0
FEERILEAS 28 29 1T BOAHERR L IERS » 26 45 1T
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HERR T E 28
TSR R A AN T B SR, DT DAASE FH HE BRI 82 AN B SR R I P HE BRI L
B, BAE A FLVF AR AR | RE e (I ICMP) B0 LA — AN HERR I ERY , R
WHBE N ICMP.

)

Note o TSRS A AR LR K, AT HEBR S BRI e SR UL X 18, (E TR AR AL

AL < CHERR” by GEZ BT IRAED o R, BRSO i) A 2 ) A

M CAE St 2 R ] Lo

o A CARE S ) o B et D B e S HERR L DE 28 AU T AR b AT 28 (R, AR X

KRR RGN, I EASHEBRATAILE ) .
© FERRL RS R AR ZEEREMET, WS BBl H SRR I sl %
* A RHERR L PEAR B AU BR ], TS B SR A R R AR

F ] LA DL — I s B 00, AR i A T SR it G e — 0 A
o AN TAEZ M I HERR I pEgs 14K .
G T TR LA R EROAHESR L s A1 K

IR LU Yl PR DA S A I B AT — B AN A1) 36
HRUH, SR E . iE s BrAER 9848, on page 291 i FH B AR HIHERR ik 845, on page 31,
BCE ot 4 ) B IR o 2

a0 DU el R Ok s AR I A HE R L pE 2 23, st B AR 2 TR T (R BRAHERR 1L
ﬁ%ﬂﬁ

UK

ST TN FHRAEL
=18 FR R IR

S s AR VR B E | S TR, ARG T B R BRI —

o « Al EIRERE (Manage Policies), S5 1t I A7 1 A1 HHE
L, PRSI S (Exclusion Filters).

« 15 H B0 R ILEC & L, sl R E” (Advanced
Configurations) #B43 ¥ HERR T E 8§ (Exclusion filters) 854 .

o MHER C AL SRS s ROk 21— 1 B R RR I DA% (11
T
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=18

TR R

AT AT A TR 08K | 1. i ik +eR5% (Defend) > 43 B2 (Segmentation),
A i g

2. RUHTUEA A FE AR LURTE “ T H” (Tools) 32, K51k
PFEIAKRE & IMBLE (Default Policy Discovery Config).

3. WENR ML,
4. fERIAHERR D FESS (Default Exclusion Filters).

IR 2 L0V HERR I ERS, G SR HERR TR 88 (Add Exclusion Filter).
IR 3 (RO IR, O EEHEBR IR R R T S A
TSI AT F BE N o AT ] 257 BEAR A0 A TG P90 1) T8 PR 44 o
LR SRS FNERE I, ¥ 2065 5 AT A HE B o DB 25 1) T 7 BOAH VT T P AT A 5 43

£

15 AR

Consumer

VCRCAE A& bk pride Ve . Bl v ds el (AGE M T AR =S Al 4
BRiLpEas, M RGO 1. BnT DUER G i A g L ik sk iR E
AR IR R o

Provider

VEPCHR A bl Pk Bl B8l v el (OO M T AR Tl o R
Bridugds, M MOARRTE . BT DUE I BN B E SCL g SRR E
AR bk A

Protocol

VUL HAT i858 PRSI 1

Port

A FH 5 a2 ity 1 oty 1 VO AR D C A2 01538 OIRS54%) o D TG FRC6H6 . Al
FRT 5 20 B A N L YGRE, 904n “100-2007

SRR A E R UM BRI DERS TR BUAR BTG (017 B LA YR8 (Edit) MIER (Delete) 1241
HERS WUR LR AR L g 25 -

200 e % e A I, 3R B BRIA SRR A IREC B (Default Policy Discovery Config) TUi, #&
J& s HHRTE (Save) LI R SGEH T8 TAEASH .

T—5#ft4

| o

EERI R DA SR BCE K AR ] sh BRAA A AT
RATFOL N, Py A () R 2 Ja P BRIAHE BRI DEAS -
FRATEOL T, X PIRRSEAL A HERR T JE A% A S AEBRASEmS A U RC & A
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JA P A HE BRI

IMERIKR IR AR

pRszRsndrs ]

15K FEWE 2 i -
o it FH B FH I o o 08 8 R BR A IR B oL 1 2%
o FERRAN TAESS )
o IE “ERIAGENE R BLECE ” (Default Policy Discovery Config) i

ARUH], THS A s R L DR 2 31 UL,
* FAAEMVE AL, A5 WIRLyE a8 ] e 5 PUWRALE OF KRR .« SRl T 5.

U/ e

TEr LIRS AR (] G R v 2, A/sR @ — 41 n] b J By AR 28 18] A BRAHERR I 8
Ao

BOATFOL T, PARRSEA BRI DE 4S80 2R H
AT
o BN AN AR ) A T s N HEER I DERS TR HAT L R #AE:

e TAES A, RGOS B IR SR (Manage Policies). B &% I (Automatically Discover
Policies) MR BLE (Advanced Configurations). & n] Lk b T AE 23 0] i HERR I 8 28 F1/al Bk
INHEBR L P8RS o

* BAEBRISRMS S BURC B b A T s T HRER I DE RS TH AT L R34t

KPR (Defend) > 53¢ (Segmentation), 4R s ali BT A7 MR8 A AT LARETT T
H.” (Tools) 2., K5, EHEINKLZIBLE (Default Policy Discovery Config). JRZ) 3k,
Al BB E (Advanced Configurations). %] LU FHHER: I ik 28 A1/a B A HE G T vk 2% .

BCEAE G GRSV FEI SN, on page 89TH Ik L FRIN,  AMFBHOIR A BA AR

“HMEMMI G AR (External Dependencies) 5B & H T3 5 8 T HEANE HI) TAE 4L (AN @A
RIVEBS NG D FIEAE R A2 RIS . (RIS & “ AN AR idfs. D

AN JeE T SRS BT A TR B ) AR A 2 AN AR . SR AR e by HAR TAE 3k (s 15K
W BT AE ISR X 6 5 — i o

“HMBHKAIOC AR (External Dependencies) 8132 JZ RS H AT VE HIIRAT P81 o AR (KRR
Rl B IR 2
o AR E AL SR (B2 4x) , Bl
o FERE e O Pl PN A FSORH I S, IXRT e SE A Iz A0 IV BEAT AT RE SCVRAE A DL SRS I 5 2 1A I ]
W N AREIEERRD .

PESRME RIUEREh, 5 TAR ARSI 58— AN (BERRF a1 I8 48, W2 N3O ¥HT
AR VR SR, PP LR AR BEZ sk AR EE D iR “ﬁl\ﬂﬂl‘i%ﬁ?@%’t” (External
Dependencies) #73H WoRf H BT N HE P HRE
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R

REH N EHCE B E BT, P e B aBOARE A “fBg” (Coarse).
Figure 8: BRINIMNERIKHi oK R

+ External Dependencies

Manage the granularity of automatic generated policies for services that are external to the workspace. @ 0 hidden scapes Show All

([ Reorder Naturally @ | [ Drag and Drop | By Number

— ® Default: gop-gcpdevplaygroun-nprd-35862 : default ] W
= ® Default: gep-gepdevplayaroun-nprd-35862 ]+
= ® Default E a
> Advanced Configurations

=218 TR 1

A S TAE S R MK | ST TAE 0, Al Bsh Z S EE (Automatically Discover
KR Policies), 2R riilioMERE TR L F (External Dependencies).

SN BB R HE P O A BN G PR AN 0T, TS D i T AR
] AR A O AR, on page 33

N HEA KR FIBC BB SN K | 155 P BRIA SO A DLEC 2, on page 45.
WK AR

INEMREIR R i RCE R T R RUFE A SRR
ST DL A LU PRl 2 SEORG AN A DL, DA TRV TR AR T AR D P AR i

B, ] e S R T ISR ML (i APT IRZ52%) O r e Sems s 4 mT LLAE I FH Y Bl e
R TARGER D H T

TR E TN 0 TAE DRSS, 352 B SR LA S R A B DG &R, on page 33,
THRGMERUAIR R I PR

A BRI F 3 SRS A B S A 23 TR A M (K470, X8 A (R AN Ji& T SRS Jor 76T
VR T ARSI ARV L o
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o SR LAMBR I FB HE SIS0, AT LA 75 FRORLBE AE SR it IHBR Company: RTP -1+

¥ BT A Company: RTP Y[ (i AN AN A VZ (5, Al ERKE 22 Company:
SIC JEH S mkL i eAh, 0] LARGAT G 55 1L 4R (Fine) #4ll, BHEIZVH T2
€ SCT SRS AN IR B

* BROIAEOLE, WYGHIRCED “IMTHOH ISR ” (External Dependencies) #1354 H, LAE

I B AN R BLAR £ )T REZE B R TOVE R SRS o foedl),  ZEA A ARDOT B0 FRUHELIORE JBE SEes
A DU IR ARV B T AN R TS . XA, E ASh AL )5, Ok 2 AR
(1T AR SRS R I S e B —NE ], BV (B BRSNS AR S B BURGE D
IREMHEMS LR ST D, o) TR E PR,

o RO NI LR IR 15 AR ] I ARV R A 5% AR T AT A fdk ¢« R ARG D IR gE 2

—AMERETD, MCHERZARRE, RGBS . AL, XML BRI, PO R AR
B CTARRRGERI 70 DO, BRI T DL ARSI GERRIA B AR 71280 sUAME s
CRy N ESE RIS TAR 80 o« AR, T DUEE O SR Py & T A1 fa 2800 H/BE AERR H %
FITIBCE AN BRI R SMNETEE, 30 AR HORS AR A S

c EERT: B AR A KRG E RS, DX LS seVEE A MR I P .

MYCHIAE “AMEHHIIC R ” (External Dependencies) 4138 H AL T BARA B H AT H A SO 5
Wy, X — i JUHHE S, RN v BE I E R ko AR Va4, AR, B
AT B A R LA FM B 2 i ik 1Y), T 3K 6 24 iy oA B2 S0 s A4t 1 e ) s 1 AR 9 L ) = It 9
ER AL

TEH R IX SO I, NS B ORI, G SN PLRBX L6 &g, Bl 5 RS 28 3 8
FE 0BG BB = i e, DU o T [ 00 1) 22 A P IR AR I SR s

Tl A 2 TR) 1R AR P A OG AR

A FH R Py RIAE 3 SR A LA 18 £ 96 BBl N 98 1) AR 3 AR 2 1) (AR AR E 2 1) €1

SR

SR BRI o8 5 A LSRG PO TR AN TR (1 90 L

9: WUE SN R B K &

External Dependencies v

Manage the granularity of ADM generated policies for services that are external to the application. @ 32 hidden scopes  Show All Previous Config

Reorder Naturally @ | Dragand Drop | By Number

Sl 15/ Company :1.1.1.50 | Coarse | Fine 1 dependent filters -
1 custom inventory filters close
1.1.1.50 |

i

| JustACompany : Research : Innovations

\\ JustACompany : Research : Applications
[ JustACompany : Research
u ny : Engineering : )

0 dependent filters

0 dependent filters

olllelllellle
olllgll|o|llg
8 |8 8 8
EIIEIE HE!
e 8 B8 8
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B sz ezamsmmnis

FHia Z |l
o DR T E SO IR AR AR B B I RS o AT LAEAR ATV A SR ORI
YRS UR) S

IEESATRSURY £ S PIRLDIRFR
o REROGHR AR R IO T i JERS o
CEZ PR RO - 382, 3 76 1O
A/ek
o QYRR A
ES A I g
XL P AR NS FH LA a8 T .
< I RFI AT A SGEE
REEBHEERE MRS

* BIESH T RSN R P 5 32 T,
iz

P PN RIS 1) CAEA= ]
$IB2 i kI A IR (Automatically Discover Policies).
$IE3 LMK S & (External Dependencies).
B4 WHBE, 15 SHEEER (Show All) ElH .
PSS (i) R LLRTIECE :
o SEHURHAL ] B ORI IO F1 2 P S, i s E—RECE (Previous Config).
« WREOAEA R “BRINRIE R ILECE " (Default Policy Discovery Config) " i B AMTIK IR &,
e el s o BRIABC & (Default Config) KA 4 R, s, E3RIERANTIR S, BnTLL

MR TF Z AT (DGEH TZ LAEZS D, ARl A d— Ik E—%BEL & (PreviousConfig)
PG B AT AR B SRR .

FYR6 MR EEE CRgt i pEas, Wid D AT

AR 213 5 R VL RE R 38—V B B - wg ey CANTVERRIT 46D W RISkEmG . ik, S0 W Ay B Y
s BAR SR R VL BE i, DA Bl CERAAD s RS (AKAAA .

 QURERIT QI TR Tl (BOATTOU T S INBIZR RS I A PIR Y, 5
THEHE T ARVEE 2 L

(1) i BAAEHHEF (Reorder Naturally).
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10: AR EHHF

v External Dependencies

Manage the granularity of generated policies for services that are external to the application. @ 0 hidden scopes

turally @ By Number

o CHREAHREIRED) EXPRTFIHEFHFE, AT LT #AE:
* fidi#ER (Drag and Drop).
« MRS (By Number):
AMHOOC R I ILSE B R BA 10 IREEOHAT /0 . S8 S5O ik B8 U MU
BB G, REEE (View) LEFAIERUY, AR RTER A 10 FIR~5E.

PR IREN TR
o 0T B HAR R E T U R I DR B R SR I AT, AU RS (Fine).
il #E R (Coarse) LLAE R F 14 AN Y A SR o
o BORORLEE N H T IS I P YL BT LR RAE s AT AR R I A

BEREA NS REE
A Y oy 0 v T AE R DL SRS I 7 S A5 R, B R s PR

o TEVTIRVREE TARAS R X Ee B, 3 sl AN AR W) rh (1) B 3 Z PSR B (Automatically Discover
Policies).

« BT TARZS R BRI, 5 S BRI SRS A BLBC L, on page 45,
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Figure 11: SR B RN RE AL E

‘ < Advanced Configurations

£ Cisco Secure Workload ' & I8 % IR 4 v 2 #A |

Side Information @ [ Previous Config
SLBConfig® | lect a source for this side information -] Route Labels @ | f )
Cluster Granularity - Meous Auto accept outgoing policy connectors @
Port Generalization @ Very Aceressive Ignore flows matching any of the Exclusion Filters @
Policy Compression - MoperaTe % Ignore flows matching any of the Default Exclusion Filters @
Enable service discovery on agent @
& Carry over approved policies @
Skip clustering and only generate policies @
Deep policy generation @
Clustering Algorithm Flows | Processes

LTS IR LA oK 1 S A 4 A i e 25 £ Kl

$nT DU B g 5t s A ph s DAL B, DL B B SEmE R I .
BEUF M LA IEI, i sk BB R I E D 1 S R BL & (Advanced Configurations), J£#F “Side
Informaton” 1Y “sideinfo” #B4) .

priay

1L FA

SLB fL & (SLB Config)
AL B i AR e ED

ZLLAERA IR NI ES T B, 52 PR = ORI AL
BB as I

A R B A A R ) S R 2

* F5BIG-IP

* Citrix Netscaler

* HAProxy

o HiAth:
I ASE JSON 444 .
TR ABIIURATART AN 32 SCHF IR G B A1 A TE B e 4 B A8 o
IR BT RAUS A S R4 TP (VIP) A5 i IP (R BEAE EL .

BN R JSON 3ot i iy SLB Bt & (SLB Config) 55 15
S

AR IR

AT UM 5% A% SR EC 7 R/ e A0, LS AR Al P P F)
RIGERT EHLEAT 70 X o B B A ISR A Jl R B A 6 R I A 2 il |-
FAH B e U5 M0 5t S8 mT LUAE A B S R IS8 R 1B 20 R

FLN R JISON 3CIF, 1 sidi B 4R 2 (Route Labels) 5534 (115 B 4%
Hl.
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\)

Note AR ANLREHLSXIAS, IXFRATIELL [ 2 S0 AL TH 57 A REAN 2 B 5k B AR IR 43 X H
PRCAE SR 70 XA E A% 1) G a8y 1l s it e Bt v AR . (EE, RnT DL A el A%
PN AR 20 5 — DR, Bliniia e A e S0 (PR , sS4
W B A%

EEESMIRZ AT EER A& (SIBESE) sEEHREXY, BRITUUTERE:
1. fbsic iR I BN S B IR (Select a source for this side information) [AH NYAE o
B o B AL AR
2. AT BN R K SO S5 11K N B A B o
Figure 12: EfEE04EENIE R

Advanced Configurations v
Side Information @
SLB Config & SLB_side_info_sample - Route Tags &

+ SLB_side_info_sample NORMALIZED_JSON & @

SERERL T
TR, s aT DL Bl s & B R SRR N
o AEH A T 2 AR S
i A N R UL BE N (RS
A
Note 1 FIRAISEILFIE T L HAG S, LT AEIF ARS8 48 B & 20tk Biltun, A,
(SRR o] (5 FE AR, U BE o 1 5 45 SR B S R /s
S 2 4k

T Azl R SR ECE (Advanced Configurations) 13 032 4k Port Generalization) i {%
PAT S FZAGIN B B Ge vh W R0, RIDREAE SRS A A7 28 b AR R 45 4 i 11 169 K B g -1 4k
Ay iy 11 1) B o

UE T B 2 M SRS IO MERPE . RO R e, DU AR ISR B 75 1A N )

LA A, TR s B e e TR, WORZERT, A Sh IR R BUNY/E B 3 H B UL
SBR[ T e s W aAs,  DAR A S A TV 22 I 55 4 i 1

BT P AR, AR DB R, B 1 18] B8 T 5 AR BE /b, O L i 10 T o 5 i Je e s
G LA D BFR A 25 T8 5
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il

B=

—SeR ] (L1 Hadoop) 45— I [ (A1) 58 P A5 FH RV BE 80/ 22 iR - i 115 4910 G AL 32000 £ 61000
1 31) SR i I S5l Job W 5 A B A I IR 55 8 iy 1 A6 ) 7 SRS s A A S B 247 «
T I SR B 1 /NSy ((Ha DGR ARZ, a0 10040y, FBISENE R IL AT L “ A4S
32000 ] 61000 H1FIATfaf wiig 1 #80T REAR T AE 728 FH 1 IR S5 11 o AT 1D B8 PAY 114 iy 11 460 4 1t
FEIAIRE 4 B NS B L A i) o IXRES AR D BRI N . [RIBE A
SEHERA I SRS AR BB WA 7 Ak, W SRPAT RS, VP2 ARRIN SRR E3r. Wit
W 2 G H B —ANEJ LA R R T, UT 3 S I A2 2 38 e

Ry AR s L2 AL AR E, BLARAE AT Lz A

!

=
&

SR s 4

JA SRS P4 e, R T AR 8] o 22 AN IR P K SRS ATACL, D) BU] — A B N3G H AN ST
(KSR KA I LSRG o i, SR A 2 T (K i A s L By e i [R] S A R 1A )
(K3t 11, S 20 BT AT S LS AR AR A 1R SRS S e U SV B P ) A SR T IR 32K 2 Bl 2 ol D SR K i
IR R BEEH IR AR TL, I AP RE SEVFA N Z 7 I SRR (ERIZ AL

s 4 v BBt s SRS AR BT ot ) B ED A, SR A RE LA H 28 521 sl PR SR SR U 2 4
RN

A SEE BT BT 53 3 A SRR A -
VR T B e S22 SR s A v R RO R

)

Note [ qij, 1525k R IAT TR DU AN SR GO S BUR A8 SO0 116 (I T B 75 224 s 448 s A O e 8
) .

59 Y FEIAR K] AN 0 SO BRI IR, AT APAAT SRS s 4 o SRS s 45 Jig L mT P T 5 T30 00 J = s L 4
IR o 70 J2 SR L 4 (17 Bl n s s o

* BB AL B, C Al DG s, e “C” f1 “D” A& “B” TG, ¥ “C” —
“A” & 5520 ¥ TCP “ALLOW” 5, 1f “D” — “A” J&iil 5520 Eff) TCP
“ALLOW” #li%.
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Figure 13: 5 B3R A& EHE < &I

.

S Protocol: TCP
Seo Port: 5520
~ ~ -
~
~
Fs N ~ -
.
.
.
.
-
.
-
Protocol: TCP A
Port: 5520 .

* FEO R SRS G Th, WARAT AL R AL S SO A R o L B SONT H b st 1 SR, X
LSRR R 4 S BN 3 LU B AR (R0 Sems BT AC 78 EIRTSO0 R, “C” M “D” 2
“B” W, ke “C” — “A” Rl “D” — “A” LSRR RPN T
“B” (11 100% TG S5 REAFNG, DIHRRTEN “B” — “A” , 4iRWTF. Wk, 5>
JEIGERT LR, DRI T S m] L — E R GER K230 1R,
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Figure 14: Rk BEEFa e

Protocol: TCP
Port: 5520 -

-
-
—’

——

-
-
-

© SRONGS s 45 T AL L 4 A0 A0 o BT 5 A s 4 14 SRS K 32 1V TRl A B ISR B A1) O A7 9 LA

o Hok e R4 BIRIE . CA, RESMYE “HMBIKIECR” (External
Dependencies) 513 7E d5 i PL GG FBL 2 0] A2 SRR SRS« BtJR U RE 650t B ARHE > (R A1 T
A AR IEE A B 1R SRS 2 Y0 P s 48 14 SRS

SRR (R
R P RT AR B AR I I T AR, SN R S R/ BT AR IS AT IR, s AT
I Bl 5 A% SR A

DAL B Sh AR BRAEM (RglD B ES Vi [H SR, on page 89 T (K77 ik 0 5 Vi [l SHEmes
I, e IA TG .

5 E ) LA TR v B3 (R A A% L SRS TR SR AR 4 F 3h 352
ARGCEER, WS AL RIGIERS, on page I8 NITIEIE K o

\}

Note 3ok JU{S T H - 105 L i 4 2 Rl s L0
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I Btk v A RS ) SR

aamesmmgn i

L SRR SRS A DL B BT A SR, T Y A T

\}

Note ifiid, W RUSEESE TIZIAI, LU QRS i T SE o, W B Talidi AT .

ARVEMFER, WS AL RMERAS, on page 98 MK K.

\}

Note i [l F77 2 R 169 3 57 381 520 v Y G E 20

20 L E HE R o s U

SRS REARE BRI, W0 S T, AR B U — 1 B A13R, 1 RAHY  HERR
JE8% (Exclusion Filters) ##:. A7 XTEAIME R, ESPIHERILIESS . BRAFERR IS 12, on page 45F11L
B G MR HEER L IESE, on page 29,

FEACEE _E 5 IR 55 A L

AENBERI TR SR ST ARSI, L AE N SR DT 0 2K TRLE Y, kbt ol i S0
TSI THE . MR VPR L0 4556 A VA A OSSR e, T
(RS BR  FFI .

PO RHIIUR AT SR 56 AR 0 LA A ORGSR . AR R v i
5 2 0

HI:

* Windows Active Directory 35l 5% 23 {3 FH R\ Windows Il 3 1965 F] 49152-65535 >4k HR ii§
Ko WEMREG, ARG D VEEAE R, IR O AE B A R .

Figure 15: FTER T2 L B RBRZ LA

v Protocols and Ports 4

Delete All + Add
TCP : 22 (SSH) st s

TCR 272
TCP : 80 (HTTP)
TCP:49152-65535 w
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Figure 16: 7EX 32 LR BRARE £

v Protocols and Ports 5

Delete All + Add

@ ) TCP: 22 (SSH)
O ) TCP:72
© ) TCP:80 (HTTP)
© ) TCP:49678 @
© 5 UDP: 53 (DNS)
5 FH A 1 SR s
BRANEOLT, kT8 H .
BRI E R, Bhric b EHEMERI TR g CRLFEAEH OpenAPI HEMERISEHE ) # AR EE . IXFE,
AN B S R IR RIS« FOVE” SRIG AN, A3 ERAS 06 BT 52 XN AR AL IR 52 )2 DENY 0
HRTEAME R, WEZ 0 CHAER SIS, on page 47,
Bk B AR AN AR il S
WO R ER IR, WIS A SOHT AR, T2 WA EUA ) S AL HESE R Bl % re i g A i oRms, &
2580 Je 5 TAEZS A QR HEANE ]l (SRR Lo AN AL AR o kI n] 5 3508 5 0
> (EHTERHE) AR
Jt A% SR N

WS TS A o 15 RS PR 0 S22 BRCSROMS I 7T ]
LI FC VR4 LB R OO A2 K5 40 SRS
il
B AL By Co AL AT A2 BOEFIA RYE A 70 o 45 LUR BEE b SR
1. “Root” — “Root”
2. “B” — “Root”
3. “C” — “Root”
4. “Al” — “Root”
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Figure 17: k& 70 & SR A& Z Bil

Protocol: TCP
Port: 5520 ~
. =~
- ~
A
Tt - Protocol: TCP
e Port: 5520
~
1
'
]
]
\
: Protocol: TCP
g Port: 5520 .
’
Protocol: TCP ¢ ‘
: ] .
Port: 5520 .
'
’
'
]
]

JUARSMS, DS “Root”
AN SRS

%F":_H]g “B” — “Root” N “C” — “Root” *D “Al” — “Root” Z%)[_A/ﬂ—i
“Root” ide T IXLLTME . MHIBRTLA SRS Th RS R A 2 IFAH B b2 ms, MO A= il —
W,

“Root” — “Root” ,

7E Cisco Secure Workload sh &2 wEH [



£ Cisco Secure Workload ' & I8 % IR 4 v 2 #A |
B srasmnmn

Figure 18: fili% 7T & SRR

Protocol: TCP P
Port: 5520 T ™ m mm o >

MRV E3R T A% SRS X g — 5 g o (4 P AR SRS AR A T o A9 () SRS SR A0 55 Pk I A 00 T 1A 3
g R, DI T LA . (A, (VIR 2L SR AR AL SRS, R A AT N
X AV P A (R SEms B P A o A7 AE AR VRS B B AN v kB 7 T 0 s (0 i S 3K
—RUJCNE L, SR T e i A U RO SRS 1) S, i SRR P e o 2 R R I
T ICAR SRR, TR GOk MR RS AR (5, JF HA e s, 202l (R4e) SRS AJf
BA RGO HENG, TIPS IS A MU A SR IR o B2 RIN02,  FAT B S AL
DU AT BEJC2: S S S5 i M5 SRS PO 485 DR S X A 1) i, ] A PAT P 4 R T A SR A
B, SXFEALAE A D) MR B 5 BUE SRS A0 1T

Tip p IV FRIARS 23 S () S 2 SR B LA A% 24 1 90 [T Dk AR A0 P A0 P A S, AT P X e S
i RN AT AT k) B Sk A IR I AT S ik . AR SRS A GRS 5D 55 TR
K HTIR LMK I, WAL 58 FEORHR AT A ARS8 Fp R A SR A M o XK, SEBAE a4
A PSS () GEE 2t TEEE SCERATSRG Mt g0 F ARSI SOF Tt
Fo AHIE, 7 A2 1) v R S Al P 5 DA U 0 S T Y LY SR A ) B i
EARRERI AR AR, B AMEDUE ] -
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HINKIR R IBLE
S 0T DABCE BN A Bl e ms AL BEE, AT LAIE PR AN IS B A PO A A 2 i) b il P I e 15 . 148
A DABCE BRIA TG 3D Hms R B, IR E T R T N R VO N AR AT AR AR ]

SENCE S R I BRIAE T, 1E AT LR A

W EFERGHE (Defend) > 53 2 (Segmentation), S8 Jo s ili SO AT MU 4 AL 5 LURETT “ TH” (Tools)
K, RGIEFEOARER AT ECE (Default Policy Discovery Config).

Figure 19: S E “BRINKREAIECE " (Default Policy Discovery Config) T3 TE

Segmentation

= Workspaces [0} {1 Draft Policies o 4~ Analyzed Policies o @ Enforced Policies [:] C Policy Requests () Tools (=]
o
Workspaces Tree | List  Root Scope | SECONDARY «+- View Activity Log [
Furong(3) / Root Scope Last Update: Jul 19, 2022 7:26 PM
© Filter all workspaces X > Default Policy Discovery Config
11 Scopes and 10 Workspaces
Type Version Absolute Policles Default Polices Gatch Al
Add workspace Sort ~
Enforced NA NA A NI & Policy Templates
Root Scope Secondary Analyzed
® Furon, Enable Enforcement
g Latest Draft 0 23 [ ALLOW &
Furong >
@ Furong Parent Scopes £ Run Quick Analysis

Furong:jumphost Primary

> Pt om
K “ERUEIE RIS " (Default Policy Discovery Config) Uil LT I(E B, 1S
o HNTAKHOC R, on page 31 FIF-
* HEITRIE R I =R, on page 35 A1
o BRAHEBR L JE 2%, on page 45

[ Sy

Important >4 R A IC 12 58 O HE 45 L AE A LA R P I, ki 4R (Save).

BRIAFERR L v 4%
FERR L pE AL 58 BB A HEBR (S, T A B 1 Sh S A B U SR R
ARHEAE R, WS P HERIL IERS -

AT LA A A R L DE AR A1, DLOCRL i BT AR AR, AR A D R4S AR
F 58 A8 R ISR I 1 A T Z ER A S
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Figure 20: BRIAHERR T IE 2R

Default Policy Discovery Config
=3
ee
xtern
ivan These setting will be used for the first Automatic Policy Discovery in a workspace.
Defaul filters defined for each workspace. You have the option to use or ignore exclusion filters under Advanced Configurations. Learn More
>
> Advanced Configurations
 Default Exclusion Filters
X + Add Exclusion Filter

@ Search exclusion filters
1 il Last Updated 1}

Consumer 11 Provider 11 !
80 Jul 20 12:23:15am

® Default

BAE BRI HERR eSS, TESPECE . S sl R R e 2%, on page 29.

B
B B HTE A HERR I v s, 8 2 B i T 28 HERR 1 9 2%, on page 31.

BESRREAINEENHFYEREE
PUR A2 PAn] B BA4£ 3 Cisco Secure Workload %20 2 52 37 15r (1 £ 3 X 4l 2 BC & SCAF Ui
fEAESRME R I AT . A ORTEAIE R, TS0 H 80 S0 A I 11 75 2 JC B R0 R B0 SR s 0 45 K 15 J\?éjﬁ

o 2% R it 1h 45 1 ECARE, on page 36
WEVERL, T SO 22 LA ASCI i

Citrix Netscaler
FEFE S HIEEE show run W T AL ST
1152 [ BC B S 7
F5 BIG-IP
J:’ﬁz: bigip.conf Iﬁ:o
Y
Note i s 9 e 44 0 UCS [ISCHE, IR IS4G AFARS SCIESE, ARG AN EARRL B i i bigip. cont fFo
WHRAEZA vigip.cont i, W HIFEFH LAAIZEE S .
1152 [ BC B SO 7
HAProxy
J:’ﬁz: haproxy.cfg I’ﬁ:o E%%%ﬁ'ﬁ%&'jﬂ /etc/haproxy/haproxy.cfgo
W2 L S A s 1)
#yatk JSON

WA R FRIE DU IR, IR AL E 4 9 LU JSON A4 Jf e bk . Tl fih “ mgusdT
Bt ” (Advanced Run Configurations) H[¥] SLB Bi'E 55341 i KFr H T EURE] JISON SCff, LASEHL
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TS P RC & SR

CEiid 0

minsn ]

TR A R ILEE RN, HEHE ORI HL A IR B B, DUEAERE R A B RN I st s AN 4k S 4

AIXLE5Ng . ARG B, TS0 CALER s . 25 47 1.
FELESRE, AT LT A

1. 7F “3m%” (Policies) WUIAI b, XFT2ELRy HI5HmE, sidithis{FRim O (Protocols and Ports) 41 H 11

fE.

2. AEAMFTIT IR, 326 SR A 5 A LSRG I B SRS (1068 A Bl SR 3 1 2 00 ) S A& HE

21: B LSRR

Matching Inventories Policies @ Filters @
€ [=] ¥ | @FiterPoices..
[ Absolute and Default Policies @@ | Catch All [@ oEny
Y Rk Priority 11 Action 11
Default 100 © ALLOW,
Default 100 © ALLOW,
Default 100 © ALLOW,
Default 100 (@ ALLOW |
Default 100 © ALLOW,
Default 100 © ALLOW
Default 100 ® ALLOW,
Default 100 ® ALLOW,
Default 100 ® ALLOW
Rows per page[ 20 v

+ Download table data as JSON ¥ Download table data as CSV

S 3 T LU MR P SIS I B At v o

E #EE R R IR

x

NIA
Z5sH

53 (DNS)

80 (HTTP)

123 (NTP)

137 (NETBIOS Name Service)

443 (HTTPS)

5660 (Secure Workload Enforcement)

6443

Policy Analysis  Enforcement Status  Enforcement

[ Run Quick Analysis

Confidence 11

Very High

Very High

Very High

Moderate

Very High

Very High

Very High

) 00000

ooo

Policy Actions V|

100

® ALLOW

& Default

¥ Default

Flows 4~ @  View Conversations

9 Policies marked as ‘approved" will be

carried over during the next

Automatic Policy Discovery ONLY IF £ All +Add
there are matching consumer and

provider fifters.

This policy is not approved
click to toggle

© TCP:6443
¢ UDP:53(DNS)
¢ UDP:123 (NTP)
© UDP: 137 (NETBIOS Name Service)

—ROKUL, 7R BB RO, CHEMERI SIS A S, A AP A SN ERNEEC
LR SRS R IR s

PATR 2 SR A S ms -
* T

© BRBLITSIHEHE R HN o

CYREON HEBE AT A FTE U B R, W] DA skns,  DADT1EAE Rk B 20 IR R I
XPHEAT L. 52w 4l 5%, on page 47. )

o O PALIISENE, BRAFMIAAPRIC N Cfitl: false (approved: false)o

o 3T A [ P AR SR SV B AR GV T e S St SR CRARORDE, SR AL 32T

YRR K BT RRCAS )
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B seuemms T

o FEAE T A0 3 MR (s A T AN TRV LI SRS 0T, on page 88 FH T It 1) i 5 75 ¥R A B 5 Vs [
SRS IR, MAHEA AR 225 0] 12 52 SRS AR SR N B AR (K5 o il X B4 A $ (1L 1) R 55, on page 100
TR A5 R SR

ek ok SRS PR 1) BN ISCRE R A DT AT O Y TR P & VR (5 BN, bR A SR S AR ISR 5%
SRR N = [ M) S

E#tER R RIFRIBISMB R

U RS (R P e LU N AR PRI OL,  WAEAR R A S A DL R rh 2 OR B CREHER SEm . CHbuE
MISERE: B ikas; CHZASNGTER GEN TESVERIRNG) ; sAes W28 O it S 0 AR A
(HAZ, fEf)a—FHEOLR, SRR RS T fec i b2 . )

D R SRS R A S RARILAE KR A, IF FLAE S AL I, BT BT B U AR 2 AR AT AL
I, U CAHE R SRS AE AR K A B A BL SRS AT rh ] BEANSZ IR

TR BORICETR R IC SR, S W] f L 7 SR 1 i P SR AR

BEAh, A —ANERE T B 3 A ISR i AC . RN RS CHEHE (SR S s e, ]
LAk A2 18] s R ER A SRS & BUAC B IR S PR A I, 15 2 T ] AL E A S0, on page 42,

xf B iR SRR 1T MR HERR

[ E 1R g

EHUERRIEASIE

QT CAEE 0 SR AL U, TS ORAE B 20 SR R LI v SR/ B B TC B B rh I PR A 2t
HERYSREE (Carry over approved policies) 3£

B R EE A X P HERR B XU

1 E B BN LR, AR5 BIAT CAEAE SN FR v (10 TE A2 e SR AR g AR iz Ab e e fl
BR 1T By 1E A BGRR a5 AH RO TR U AR S MG . (HdRE SRR IERS GEZSPHERILIERD AR, fE)5
Frp, e VLECIEIE A A2 JEng o FIRBR I BES nT B (k1) B 30 SEns & B BT #84) W DL LI
X e )

TR, HARA S I 1 AR U AR SRS, RAE B 2 SR R I AT A AR ORI, Ao X
LD RN

PR IAT AR M 11 Bl S A I R HEBR RO 0% 1 PRAT DA R A

TERERLE Y GEZS RN, AT BERRAR G IR 1 o s SRms v s VR SURE R, AR5 A3
O 55 A IR RR bR, A8 DU 0T 1R SR ms PR 5 S R, 38 n] DATR R R L BAT A HE S ng
o PEHEBRIX LS. Ci bR B R Bl BT A HOERR bR, D

SRy B Y0 TR FH AN 199 28¢5 SCRMICAR S A o — kAR 7
T RERT 2 X AT R SRS AN T 3 1 3 14 SR
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EMEITEMRB A
RET ARG IN HOFr e AT BBk A HL . HOBNIEAT BB SR B 20 O T s EUGs T R s
A5 S, B HEBRE A B . B, farbl.
o RABACRE BC B A A, R e vE R L .
BT AL IS TR B 1, DL T 2 4

o MEMESEHE LR MegmiE) XA DUFE BRI AT IN G oA AR S B A . iE S B IR
#¥, on page 80,

o FHEER G AE A BRI B0, XAl I G AR N A . TS B HEER I JESR, on page
29,

s MR BE CHXRWEAE R, 25 A )5 A LI R 9C E, on page 35. )
o FEXT fRLR SIS T A4 9 L, on page 82 HEATHE Sl IR T L

U SRAEDUAT AR 22 0] -0 E Sl AL, U AT RE S 7 A 225 ) o 2 AN ] (R AR AR AT S

R G ENAFHE AR RV E AN, 7ERS K B S5 DU ATH, BN A HBLEAE T4
s AR EAE OGN, WA MBI AR ATA R (B 0t TAE itk H
HATAF I MRS BN, A B SR A BT e 2™ AR AN [l A SR A8

\}

Note 7 575 S AL IYITH) ARG Uy s 28BN A1ISR, 1 2 CHEHE(K S, on page 47

\ )

Note jjhl s T A% SR 75 )5 25 F SIS A I, TR 2 ) oy LA 1 SR 4 Ak D P £ S 2B ek 3%, P
BEANS RO UAR TG o WETER, S HEERRL eSS —AF, W RS AL ] AR 0] h o U AR I g s,
WL DI RE T REJCIEAE AR TAR R ) L5 diatT. R AR E TR IR L gt b T ARG SRS
I EA S VERAERTSL, DIEAE A S Sms ADUYIR], - AF 5 A2 ] ol BT A LA SR
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B ==:r ssreraagmsnsa

BEEET: EEMEITEMNRBAIZA

|

Important

FEE PRI AT 25 6] v PR SRS 2 T, SEARBE LU 00
« BOATHOL T, BRRAERE E LA ) R BN IN , RGE o i B A IS vh B 2 PR B 7 s 2 il

IR SR R o I R A AR B SR SEm R, i ASRELOR B UM M R, il vEX
B SRIE MILERE .

o WRER AR IUAT I © AR, S BIAE B Sh SO A BB Bris AT 11 IR Bl 1 A2 e i st v

£ETFE, on page 80,

o AR TEOR A AEATIUE (0 AR RSRMG, 15 210 9 L 5%, on page 47.
* BRAETES, AT AR EORIGEAT B E AT I S 2k Bt & (Advanced Configuration)

B

Ho2, RGO AT CRCE RSN R, E i EJGe T IAMBIKBIOC R .

* IR TR 1) CA PSRRI SoBr A, T 4 SCAEOR B AT A B RBCAS 5 st o D 1 T

AR BURRAS , AR A IE BRI v RRAS o
WIS R B 2T B RBAS s A RCAS 550 5 UL AR R AR 2 T A A A #8K i B e «
ARVEAER, WSHESE. BB IRAS, on page 50,

ZRHATHME LI, S BRI, on page 26 MRYALRETHIZ AUR, AR ILIEN Y
KL BRI
EE. BANERLIMNEARA
RUHE AR R IUSENG I, SM AR SRS IA 5 (v#) Y.
AXATE, WBBKTHMMA (v Ripe 3137 5T

oK

FIE 1 KU RFE (Defend) > 43 E& (Segmentation).

W2 WA TAE N

$IE3 L EIRREL (Manage Policies).

A T TV s PR M 7R 1) R B0 B SRS A BT SR AN <

} Cisco Secure Workload

< Workspaces Production PRIMARY e Version 1 v

USRS C MBI T SR, U 7as PR RUAS T E A2 SRS A DURRCAR 2 23T SR AR A AT AR

SRS PATLL R
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AT TTRRAS, AR JE IEFE AR v A .
COn RIS 2 p* fRCAS, X LERRAS IE AT A/ s AT IR RRCAS, Tl AN ©A L

o H B R DL

e AN [ RRCAS 1)
e <
s R I . )
Cisco Secure Workload

< Workspaces Production PRIMARY “ee /\ View Version History
Matching Inventories @) Policies @ Filters @) |VO FastasionsIani 12023 @7 AN
= = Py p1 Last action: Jan 14 2023, 4:37 AM
EEZRER! | SR KRR “Jas8aE” fo s
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PR RA T
PSS

1 pis DU TS 4 5 RA S5 U K B B AR A 7 123K (View Version History).
(A2 “RATIIR

2. FiliBRA (Versions) LT -& UA & E 2 & I SR B A IRCAS
K7 (Published Versions) &I, )

FRAHN R 2 S
22:t B IR A IR R E L B

Activity Log Matching Inventories @) Conversations Filters @ED Policies EEE) Provided Services
——

Application Activity Log Published Versions ' 1 Compare Revisions

V 'I untitled #

13 log events - Last Updated: Aug 5, 5:14 PM
Created Aug 5, 10:55 AM by Test User <tester@testdomain.com>

untitled #
0 log events
Created Aug 5, 10:55 AM by Test User <tester@testdomain.com>

vO

3. AliAT I HEEH (log events) %
4. R ST .

A PEANS R ZETHE B HRERIL DRSS« AMARHOBIOC RAIZ AT BC

2 A THEAMNKBEAIBITHERE

‘ Compare Revisions | Last 2:17 PM

Updated
)
AUG.6.2021.02:10PM | % Configurations

From 3:00 AM
To 9:00 AM
Exclusion None
Filters

> External Dependencies

v Advanced Configurations

Cluster Granularity Medium
Port Generalization Very Aggressive
Policy Moderate

Compression

l Switch to Version :
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S B% % I Kubernetes 3743 .

RN IRA DL |1, ridhi BR3E1T (Compare Revisions).
BRANE: 2 PRPESE LB A
3. LRV, SRR s AN L 139 71,

PRSI | psigAniriots AR IEHNRS (Delee).
FSTEIIR 30N I IR — AR (ve 15D

A PUTHRAKIING  RIFHEF S ... (Export..) .

T—F 4

| &5

EERI WUORZORE ORISR CLRTRRAS,  7E 58 B H RO AR B - 4R 28 8 s R B RO FR) A BT RRAS
WA ONAZ T AR 223 18] A DL I AR St 7 5 ISR [ See B RBOAS - U T RRCAR T e 2 M -

i, SR A DL 1 B A va, T O DL I s )52 v2, I ABAT ¥ v3 A v4 Kl
TR, B A LR SRS AR A2 V3

BEAT AR T 2 MERRAS g S, AT A 77 76 5 22 I PO 58 T RRAS R A
Beht, HAGHE Bt v ORI, 4 RET- 3 B 5K

B % I Kubernetes X35

s I 2 H Kubernetes Bt & H A3 ¢ Pod MRS 115 S, A Pod FIARSS G AERE, I A8 WeAH N (1)

f AR TER B W BN LI (COARSE) 5{ “AEHHLIE 7 (VERY COARSE), AR 45 F1 3 FriX SR 4%
) Pod B HERBEE—iL,
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. % B% % I Kubernetes S35

< Workspaces Demo Coarse v SECONDARY «ee [ version1 N/ View Version History LastRun: 6:08PM @ | P Automatically Discover Policies

Matching Inventories @ Policies @) Filters @ Conversations

© Filter Policies .. X Q (') ) X

Cluster replicaset-zeta
Cluster Actions />0
Name replicaset-zeta #'

@ Description  The cluster was formed from the following sources:

ReplicaSet name: replicaset-zeta ¢
re-spsion
eployment-apha 780985t

Confidence Very High
Query % orchestrator_app = zeta and (

* orchestrator_tier = cache or

* orchestrator_tier =db ) and

replicaset-zeta * orchestrator_system/namespace = standard

Edit Cluster Query ~View Cluster Details

> Services 0

@ ~ . @ v Pods 3

dasmonsat-gamma ttusetbetn Namespace Pod Name Address
standard replicaset-zeta-  172.16.84.132
xkmhb
standard replicaset-zeta-  172.16.247.39
+ gndde
. standard replicaset-zeta- 172.16.247.36
o Ko7z

W RAERERI R E N “h” (Medium).  “F540 7 (Fine) BiARFRE4H, WA S5 LL M 3 X 24 AR 2% 1) Pod
B AT

< Workspaces Default:K8:K8_Standard v PRIMARY ces n Version 1 N/ View Version History LastRun: 7:30PM@ | P> Automatically Discover Policies

Matching Inventories €E) Policies € Filters @ Conversations Provided Services Policy Analysis Enforcement Status Enforcement

@ Filter Policies ... x Run Quick Analysis a e X
Cluster replicaset-zeta
Cluster Actions is>0
K8
Name replicaset-zeta ¢

Description  The cluster was formed from the following sources:

@ ReplicaSet name: replicaset-zeta ¢

deployment-alpha-786{9865f Confidence Very High

service-alpha-http.

Query * orchestrator_app = zeta and (
@ \ (:’ * orchestrator_tier = cache or
4 % orchestrator_tier =db ) and

service-aipha-tcp service-epsion
g * orchestrator_system/namespace = standard

Edit Cluster Query ~ View Cluster Details

roplicaset-zeta Pl
> Senvices 0
@ v Pods 3
e Namespace Pod Name Address

@ standard replicaset-zeta- 172.16.247.36

7kb7z

. service-beta
service-gamma statefulsot-beta

standard replicaset-zeta- 172.16.84.132

+ xkmhb
standard replicaset-zeta- 172.16.247.39

o gndde

X Pod SR, A BBAE AU I — B, U (KRN SRR G 3 BRI ) S
(SEPSY

B, 18R “HERFIEAT LU R ReplicaSet 4 FK: replicaset-zeta” (The cluster was formed from
the following sources: ReplicaSet name: replicaset-zeta).
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syt

BEA A2 ) P SRR SR 1 T AH G 9 AR E LL JSON XML Ml YAML 45 22 Fil i HJ ) 45 4 4 SCRY
I AN B —SOAF R . FUA SRS PR T BT T AT DU SR SO A T — 2D (R A B AR PN
TR LT e ARSI KRR s A . T BRSSO RS
REAZS, I CLHRARE P 2 DL SR BTS2 P 20U 141 20y 6 I S A4 P PR SR TR () 22 42 SR o BRI 1)
W, RJE R TG RSO N R EIAM SR RS

Figure 24: © \/S H 3L IR

Default ~ EIIS
besecd Isw ation
uuuuuuuuuuuuu
® Default  Versarewt > Start ADM Run
ActivityLog  Matching Inventories @) ~ Comversations  Filters @) Policies @) Provided Services  Enforcement Status 4 Policy Analysis @, Enforcement O @]
Import..
¢e[=|¥]|[(s]a Analysis | @ Filter Policies ...

Priority 11 Action!  Consumer o Provider ] Protocols And Ports T

[ aow | ® Default ® Default Any

’
[®Aow ) @ bpimweb-idev3-0* @ OTHER: rtp1-dcm02n-oama-ideva:ive53 el
® ALLOW @ bpim-idev3-0* ® OTHER: rcdn9-dcil3n-ge TCP: 5222 P
[oAwow ® bpim-idev3-* ® OTHER: redn9-dei13n-gen-client-ace:iv1 20 TCP 1 5222 ’

Figure 25: S 4 T {EZ= [B MO SR BE

Export v1 X

Clusters Clusters and Policies JSON XML : YAML

[y

ST, Az A E P “ B shE AL HRIgIE RS (Auto accept outgoing policy
connectors) W& SMUEHTEN, FHWEAERANM TAEZH] b TiEaRE .

T LU B4R JSON SCfF, 4 COANSRBERISRNS & SCF AN AR 5 Al AU SR, Ky s
FALFIIA LA R QU —ANBARCA,  JEREEETERI SRS 2 B TR Z T o b SRS AIANIE
B 0 R V(R R [ R

M BN (Import) SEEI CNTAEAS ARG .. S5 o fEFARRHED, T LA £es 01
R JISON 3CAF o iadiznfil (Sample) #2477 LAk BI0R S NS AR 11/ 7R ] JSON ST

7£ Cisco Secure Workload & T2 %R B% 4 45 5 HA .
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Figure 26: S NS &L /51

Import Application Policies

You can fully specify the clustering and policy definitions as a JSON file.
By importing the policy definitions you will create version 2 of Default.

Use strict validation @

Select JSON file Sample file

Cancel

Jet FH PR B (Strict Validation) J&, WS JSON A& ikl i@ vk, 2 IR A5 . G0 T2k
B BRI R 1 AT T B

\}

Note 2R\ F50L T, FTAT SIS HES bR A C b, BRARWIBIFRIC A approved: false. £F HBIHME R I
SRR, R DOEREOR B X L CHEME SR mE . DUAER— RSN . A OCTEAIE B, WS Dtk
()51, on page 47 .

BRER: W N AR A R 2 TSON SO S Rt s 5N AT 2 18] B0 4% i
o B, TG 3 R SRR R S A — A AR S [ e e 21 5 — A A TAR S 8] 3
R, ERMANSEARMER, VP2 IREn RE ik IEH T, I, SCREFSHXHEA SO ST H
T ARSI A BIR,

F5E T & RIREE

A RARILATAE AT & EHAT RIS EEETEAE D, 1S A HARER AT 5% . X1
Kubernetes/OpenShift, 15224 EIHAT , 25 129 1L,

Windows

BiILEIET Windows IRMERFRIKIKECE
JTT REAE SRS PP i 8 i RIS U SR VAR i 1 AR AT B3
i, Az RSEFR LA S 1 R b DB D SRS T RE SR s -

dst_ports {

. 1£ Cisco Secure Workload H & I8 5 B% 4 45 [ 4
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77 Windows J& 14 & K& .

start_port: 22
end_port: 22
consumer filters ({
application name: "c:\\test\\putty.exe"
}

1}
ip protocol: TCP

R AR SEVT iperf.exe AT B SCRVAEAR] S 1 AHEC IR WO 2634845, )22 Jl ) SRS KE G BTz«

match_set {
dst_ports {
end_port: 65535
consumer filters ({
application name: "c:\\test\\iperf.exe"
}
}
address_family: IPv4
inspection point: EGRESS
match comment: "PolicyId=61008290755£f027a92291b9d:61005£90497d4f47cedacb86:"

}
XFF LR €SS, Cisco Secure Workload f31) 5 — 4% Sl AU DL AR AF4R 45 BRI ER I, W0 F AR

match set {
dst ports {
end port: 65535

}

address family: IPv4

inspection point: INGRESS

match comment: "PolicyId=61008290755f027a92291b9d:61005£90497d4f47cedacb86:"

}
DU Z8 BRI 2 T TR AL AT A o A5 2 BUR A Any B SCRGIEESE T H4E R Gt
VERS .
71 Windows & T4 HC & 5K B&
FLAERET Windows (1) TAE G EPAT SR I BEORS 4 Mo P AT Sfemes, D) ] DA R LR J 2ok el 96 k9 2% 3

i
« B4R
T 4R
A AL P 4

WAF il WFP IS0 R T, T Windows H 7% S0 B 624 O I S e 53y 6 25

RLPE RN A g R . A T PR I IR A A A AR S AR I R i, TR it 1Dk
A IR R AT AR Bt A T3 P 25 Ui

FHIa Z |l
SERE P BOE s EE COIUAT R SRS o 2R AR QS SR INJE T Windows #8415 RS ILIE A 1O, 1§
Vil s R
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B windows BremE %

[ Sy

ERRW AW K Windows JETERISENE, 1552 0% 5 RN B D .

g2

L1 ESNERKT, sidiBrfE (Defend) > 4 E& (Segmentation).

HI2 T A HECE ST Windows B 22 G0 i 8 28 10 SR (17 F
B3I AU g S 1) A A A

$E4  HETEREE (Manage Policies).

WIS EPEE G 1 TN

BEEE A MRAE LU S Windows TAEFZ.
IR

PO GRS RAT T, AU MR O (Protocolsand Ports) 51 (1A {H .
$BT AN E RS, Sdi L FNR O (Protocols and Ports) N LA {H -

fEA R, i TCP @ 22 (SSH).

Protocol and Port Edit

Rank Action Priority
Absolute 100
Consumer

& vm-229
Provider

@ Default

Protocol and Port
TCP : 22 (SSH)

Description

Show advanced options

$IE8 AHBRSRIET (Show advanced options).
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EET |

While using process level controls a consumer/provider scope or filter should only
contain Windows agents. Otherwise, non-Windows 0Ss (Linux, AlX) will skip the
policy and report a sync error in Enforcement Status. See the user guide for more
infomation,

Consumer Service

Consumer Binary Path

Consumer Usars or User Groups @

Pravider Service

Pravider Binary Path

Provider Users or User Groups @

Hide advanced options | Cancel Update

PR MR AR s AR A B A L vg as .
o N A FRAL I S B R AR A o
o JIR 55 A FRab I RELIR 55 44 P o
s AT LA 4 (i, tetter) s3SI 44 (B, sensor-dev@sensor-dev.com I

sensor-dev\sensor-dev)
o AR LLRAHA 4] (4, Administrators) BRI 4 (140, domain users\sensor-dev)
* LM ZAH P AR R AR, “” b (B, sensor-dev\@sensor-dev.com,domain

users\sensor-dev )
o IR A RRFH P A ASRE R L .
S0 RPN AR RS A FRaH F AL BRI e e .
TG 20 iR Al A pE g PR AL AR [RIME DU

BN ARSI CIERD .
B, %I c:\test\putty.exe

$IE12 L EH (Update).

T4 R 561
* Windows 2008 R2 A7 73T Windows #:4F 2 48 1) g S .
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[ |
i
I

o R LU SN P A4 RG22 R 4 SR, T MIS Bl kB UT SRR 2 A

il
of

o (RS FHHE T Windows FRAE R SRBE I, A7 28 /4R A8 3 B it I8 2% IV AN A0 1% Windows AR EE
A, dE Windows #/E R4 (Linux. AIX) Bk 5RIE HAE “HATIRE” (Enforcement Status)
R A AR

o G ANE JESAT TEAA 1) Windows #/E R UERS o ST AT RS 4T T AN 210 I 46 i 1

© MRBAER GGG LT B TCE R, W Ass G T, FRE, e s i
BN, 250 G TR

o TR MR AIHERE B SC. AT TR SO SS R SO TR A PR TR, T RS SR ]
T Windows B/E R LML UER, SRS Ml o th DLW 22 .

FHEET Windows 1541 28 5 (112 9 Ja 10T SR JEA T 06 TE AT i3k
WERAEHIFE T Windows #41 RETHIRL gk, W LAR 30RO S d IR AT B H R A5 R
JORE TAC W] LURRAE e B AT L85 R S SR A T i s He B

BT N A4 R (1R S
A LR A5 B SR IE Windows 545 RS0 T A S b8 T N 44 PR 1K) SRS I HE B bt
DU A RIS TE RN ¢ 1 \test\putty . exe (W] 1 SCAR 1 TAE gk bR o

ET A afRr R GIR e

dst ports {

start port: 22

end port: 22

consumer filters ({

application name: “c:\test\putty.exe”
}

b}

ip protocol: TCP

address family: IPv4

inspection point: EGRESS
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A R BA A SE AR
x arrid D Sl ik s Remnts n.l Outbound
Tetration Rule 1 Properties X K3 Newl
Protocols and Ports Scope Advanced Local Principals 7 Filter
General Programs and Services Remote Computers " Filter
P " Filter
G Refre:
i,‘:“test\ptl‘tym | Browse s Expor
E Help

Application Packages

oy Specify the application packages to which Settings Tetration f
~p¢-, this nule applies.

# Disab

Services & Cut
# aSgpeEgtm services to which this rule Settings. . =y Copy
- K Delets
=] Prope

Help

15 A netshE X BY 3T iE 25
T AL Windows TG FIT B2 2 15 TR N2 S ZORms b, iEHRAT LA T Ak
o A BALBRIZAT emd. exe.
* JZ4T netsh wfp show filterso
o E T H s A i SO filter sxml
* & FWPM_CONDITION_ALE_APP_ID LIkl it SCAFH N 4 FK: - filters.xmlo

<fieldKey>FWPM CONDITION ALE APP ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>

7£ Cisco Secure Workload & T2 %R B% 4 45 5 HA .



7£ Cisco Secure Workload 71 & T8 55 B& 4 4y JE] 4 |
B =7msamezn

<type>FWP BYTE BLOB TYPE</type>
<byteBlob>
<data>
—5c006400650076006900630065005c0068006100720064006400690073006b0076006£006
—</data>
<asString>\device\harddiskvolume2\temp\putty.exe</
—asString>
</byteBlob>
</conditionvValue>

{% A tetenf.exe -1 -f & f B4 WFP 3 jE 28

Filter Name: Cisco Secure Workload Rule 1
EffectiveWeight: 18446744073709551592

LayerKey: FWPM LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 22

Protocol: 6

AppID: \device\harddiskvolume2\test\putty.exe
ToR B9 N A A FR

* FE WAF BT, S5 e BT A AR B T B KB U o

* 7E WFP BN, AN b BRI N ARG WEP i yds, (HASHEZE NPC. APl &
ERSSIRL R USSP

B IR 55 A4 FR IR SRS
AL B2 S Windows #4F R 48 T AR 57 IR 55 4 PRS0 TE SRS - EAT Wb IR B -
PR 45 A 41 SR A AR A b s (175 2

BT IR S5 2R R 5R S

dst ports {
start port: 22
end port: 22
provider filters {
service name: “sshd”
}
1}
ip protocol: TCP
address_family: IPv4
inspection point: INGRESS
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A R B AR AL
'rotocols and Ports ~ Scope  Advanced  Local Principals ~ Remote Users A &R New Rule...

General Programs and Services Remote Computers 2  Filter by Profile

Programs pl| ¥ Filter by State

E | B|| ¥ Filter by Group

! Customize Service Settings

Apply this rule as follows:

Application Packages pply to all ¢

e Specify the application A -

e this rule applies.

Senvices Name Short Name al

M mtm RURERAS S, Network Connectivity Assistant NcaSve

- ' ., Network List Service netprofm
%, Network Location Awareness NiaSvc
St Network Setup Service Net SetupSve
., Netwaork Store Interface Service nsi
%, Offline Files CscService
’_/ OpenS5SH Authentication Agent ssh-agent
8% OpenSSH SSH Server sshd
.. Octimize drives defraasve e
jsshd |

15 Fl netshE f} Y 3 iE 2%
TP A Windows T H B IE 21T OO i CRMGR ML E RS, WEPAT U N B A
o I BABRIZAT emd. exeo
* JZ4T netsh wfp show filterso
o AT H s AR i A filter sxml
Ki#r FWPM_CONDITION ALE USER_ID LISREU H ST filters.xml FF 4 F1 44 .

<item>

<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>

<type>FWP_SECURITY DESCRI PTOR_TYPE</type>

<sd>0:SYG:SYD: (A;;CCRC;;;S-1-5-80-3847866527-469524349-687026318-
—>516638107)</sd>

</conditionvValue>
</item>

{F A tetenf.exe -1 -f & F B WFP i jiE 28

Filter Name: Cisco Secure Workload Rule 3
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EffectiveWeight: 18446744073709551590

LayerKey: FWPM LAYER ALE AUTH RECV ACCEPT V4
Action: Permit

Local Port: 22

Protocol: 6

User or Service: NT SERVICE\sshd

T3 HI AR 5 & R

* FE WAF BT, RGE N AL IR 55 4 K QIS Bl K S o
* £ WFP BEUR, RS NAMAAENI IS 2 AR QI WEP i 9845 -

* 4% SID A5k A2 Bk (Unrestricted) 5857 B (Restricted). 4151k 252578 4 (None),
DR LAV B KBS H00AT WEP 198, (EE IR .

FGUE SID M, THIZTLL R iy

sc gsidtype <service name>

St AU P A4 R s
LA E B2l Windows #4F R4 TAEGE LRI 4 GRS A FR) SRYIE SRS
BEAT bR o

A AR R B S SRS I AE A S s (K7 5
/e 8 2 SR PAN 1B S e G RS I A SN L G o i
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Figure 27: 2F Fi P 4Rk Fl P & RO SR B

Description

While using process level controls, a consumer/provider scope or filter should
only contain Windows agents. Otherwise, non-Windows OSs (Linux, AIX) will skip
the policy and report a sync error in Enforcement Status. See the user guide for
more information.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @
sensor-devidomain users,sensor-dev@se

Provider Service

Provider Binary Path

Provider Users or User Groups @

ET P &R KRR

dst_ports {

start _port: 30000

end_port: 30000

provider filters {

user _name: “sensor-dev\sensor-dev”
}

1}
ip protocol: TCP
address_family: IPv4
inspection point: EGRESS

ETRPEMARZRRERA

dst ports {

start _port: 30000
end port: 30000
provider filters {

user name: “sensor-dev\domain users,sensor-dev\sensor-dev”

}
}}
ip protocol: TCP

7£ Cisco Secure Workload & T2 %R B% 4 45 5 HA .
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address_family: IPv4
inspection point: EGRESS

A R HIRE A SR
T H P2 B985 A 3E R
Ml 3T 144 sensor-devisensor-dev [ 195 K 35 0 )

Tetration Rule 1 Properties X
General Programs and Services Remote Computers
Protocols and Ports Scope Advanced Local Principals
Authonzed users
[ Only allow connections from these users
" g& SENSOR-DEV\sensor-dev Add...
Hemove
;

Exceptions
[] Skip this rule for connections from these users

&!‘ Add

HET A PBMRA P2 AER T
il BT 44 sensor-devisensor-dev A1 ' 2H domain users\sensor-dev [1][55 2k 335 5 hli)

+

B E X &

New F
Filter |
Filter |
Filter |
View

Refres
Export
Help

Tetration R

Disabl
Cut

Copy
Delete

Prope
Help
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.ocal Address Remote Address Protocol Local Port Remote Port Authorized Computers Au
4| Tetration Rule 7 Properties X | Any An
4 Any An
A General Programs and Services Remote Computers Any An
A Protocols and Ports Scope Advanced Local Principals Pt ~
= Alhnized vsers Any An
A [+] Only allow connections from these users Any An
Y Any An
T Qe e Any An
v
8 i Any An
4 Any An
4 Any An
16 Any An
4 Exceptions Any An
A [] Skip this rule for connections from these users Any An
Y Any An
4 ﬁ% Any An
A ' = Any An
A Any An
4 Any An
4 Any An
il Any An
i Any SEI
Cancel Apply

{5 F netsh4 B BY 3 2 88

LE A Windows T HIGUERZ A5 O M GRS IR INILDE ds, TRAT LU T R4

* A E FAPRIZAT emd. exeo

* JZ4T netsh wfp show filterso

o 74T H b AR e SC filter sxml

- {27 FWPM_CONDITION ALE_USER_ID

<item>

DU B Sy L SO filters.xml P P 4

<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>

<conditionValue>
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<type>FWP_SECURITY_DESCRIPTOR_TYPE</type>
<sd>0:LSD: (A;;CC;;;S-1-5-21-4172447896-825920244-2358685150) </sd>
</conditionValue>
</item>

{& A tetenf.exe -1 -f & f B WFP i jiE 28
ETRRPZEE
Ml BT P 44 SENSOR-DEV\sensor-dev (1] WFP F# |

Filter Name: Cisco Secure Workload Rule 1
EffectiveWeight: 18446744073709551590

LayerKey: FWPM_LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\sensor-dev
ETHRPAMARATIE

~fil: 3T-H P44 SENSOR-DEV\sensor-dev A1 14144 SENSOR-DEV\Domain Users [f] WEP }{ U]
Filter Name: Cisco Secure Workload Rule 1

EffectiveWeight: 18446744073709551590

LayerKey: FWPM LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\Domain Users, SENSOR-DEV\sensor-dev

TCVE g P 2% SR KI5 B I 95 A4 PR AT P 44

\}

Note i SfLH] = A4 sl P AL TERL, WU SR 22 4 Windows AR

Kubernetes %0 OpenShift

(ATi%) Kubernetes T {E £1 & A E fth S5 R
PURREF i, HARE T 1 Kubernetes JA5

1E FHLH 20 T84T 1) Kubernetes Nginx N 1455 2% 1) 55 g
1 Pod f# | Kubernetes A 1% % %% #& 45 483 % 7 i, - Cisco Secure Workload 2 7E Nginx A 4l
SRR Pod AT KM

)

Note  J N D452 AN A2 AE B A Fi84T, 127 IngressControllerAPI
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FEEHMAEAER TFIE78 Kubernetes Nginx A% [}

\)

Note [BM-ICP #kil{ifi il Kubernetes Nginx A ¥ #%, FLATHLIM AR A0 b P 1 4 izt

PR £ ] Kubernetes Nginx A 035l #$ AT SR )20 TR

Procedure

L1 WkAbPTR, 4 Kubernetes/OpenShift 15 AN 25 o
T

+ =~ kBs get ingress

NAME HOSTS  ADDRESS PORTS AGE
test-ingress  * 192.168.60.108 8@ 7s

IR 2 7£ Kubernetes £ HEIEA DX 5. N EIBRAE T BI-EA DX B yaml SCPFIRHR

» k8s get 1ingress
NAME HOSTS  ADDRESS PORTS

svc—ce2e-teeksitlbiwlc * 192.168.10.13 80

7E Cisco Secure Workload sh &2 wEH [
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. EEN M &1 TZ1TH Kubernetes Nginx X\ 4% 25 B SR BG

» k8s get ingress —o yaml
apiVersion: vl
items:
— apiVersion: extensions/vlbetal
kind: Ingress
metadata:
annotations:
virtual-server.f5.com/ip: 192.168.10.13
virtual-server.f5.com/partition: k8scluster
creationTimestamp: "2020-06-26T21:31:01Z"
generation: 1
labels:
e2e-test: "yes
name: svc-ce2e-teeksitlbiwlc
namespace: default
resourceVersion: "1074475"
selflLink: /apis/extensions/vlbetal/namespaces/default/ingresses/svc—-ce2e-teeksitlbiwlc
uid: 5526h4a3-b7f4-11lea—aad9-525400d58002
spec:
backend:
serviceName: svc-ce2e-teeksitlbiwlc
servicePort: 80
status:
loadBalancer:
ingress:
- ip: 192.168.10.13
kind: List
metadata:
resourceVersion:
selfLink: ""

$1% 3 7t Kubernetes FEHEH 4% Kubernetes Nginx Ingress ¥l #5. IBM-ICP A [ #:4]2% Pod BRIAAEFH) T

[P s A

» k8s get pods -0 wide -n ingress-nginx
NAME READY  STATUS RESTARTS  AGE IP NODE NOMINATED NODE
nginx-ingress—controller-6bc9c6745c-scfzs 1/1 Running @ 2mlls 192.168.10.13  enforcement-scale-16-kube3  <none>

» k8s get node enforcement-scale-16-kube3 -o wide
NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP 0S-IMAGE KERNEL-VERSION CONTAINER-RUNTIME
enforcement-scale-16-kube3  Ready <none> 7d5h  v1.12.3  192.168.10.13  <none> Ubuntu 16.04.5 LTS  4.4.0-139-generic  docker://18.6.1

Bl — NGRS, DMHERESMRAE I Ui o 78 T gt s g, RATBIE 7 — AN
svc-ce2e-teeksitlbiwlc (http-echo) i %5 .

» k8s get svc svc-ce2e-teeksitlbiwlc

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
svc-ce2e-teeksitlbiwlc  ClusterIP 10.102.30.231 <none> 80/TCP 6mlls

SUS A0 I AL R 25 2 1
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{E D ERE /TR I2FEIZ1THI Kubernetes Nginx/Haproxy X\ 13281 32 A S5 & .

+ Add Absolute Policy

Scope Default
Priority y 1L Action i1 4 Consumer i Provider T Protocols And Ports Tl

Full Name Default
100 ALLOW @® OTHER: RCDN9-DCIO3N-ACE-Clien @ Default TCP : Any S u

Primary App Tetration

Query VRFID =1

View Scope Details

> Workloads 2

> IP Addresses  ?

WIB6 HEesa, AT .

ST Wi Nginx A I8 Cisco Secure Workload, WU #AH-1F N FH A 24 1) fe 4/ & 3 00000, JErb sk /&
PRI A, BB AN I E #5645 Pod IP. % J5 % Pod, Cisco Secure Workload
B N 38 24 1 eV 2 SR, R s AN Pod,  HFR A JG i Pod 1P

VA3 B /AP R P S22 4T () Kubernetes Nginx/Haproxy N\ 14 il 4 1) S
24 Pod 1§ ] Kubernetes A [0 %] % 2 85 45 4% S i, Cisco Secure Workload H576 XN\ O #5128 F1 5
Uit Pod AT SRIE
PURBAEN D 28 L3 AT 5RmE A D B8

Procedure

I 1 1] OpenAPI €1)72/5E ¥ H] T Kubernetes/OpenShift (4T MA 2% . H 548 1] OpenAPI KA E 41 b
WG R, 1ESHEES. AMREAREE R I D EH2 5 .

I 2 1f Kubernetes FEAFH AN L0 S,

WIE 3 1E Kubernetes ¥ 5 A #5435

IR QId NGRS, DULEERES AL I U 1)

IR S TEAMERALH & i i Ml 552 1] 61l SRS

WIR6 UL, AT

W1 WA OGRS, Cisco Secure Workload HAKE B HE (1) RV Z 7N, Forp ks 2 Bk PR

T ERE T, BB SR N BN 42538 Pod IP. %54 Pod, Cisco Secure Workload & {1
N IE 24 1 eV B R),  HAYES N 1T Pod,  H A5 A J i Pod TP

SETAEDIE: SRMNE TR

SRR B I DS I IR SABL, (HAT— LU TR D)

7E Cisco Secure Workload sh &2 wEH [
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R 4 ERMEFTIRRA LR

£ Cisco Secure Workload ' & I8 % IR 4 v 2 #A |

L3

AR URiA-

JHT S N2 0 [ P F 3 20 AR 73

AP T SR I T 9 L 1 3 A
] TR SR ] T AT I 0 AR A (il
U, RSN N T AT E B A R GE AT T A%
H#. )

H A3 5 3L

H A 5E 3

HBEELAE BN G [ 0 AR5

J 03 G AT AR T — Y [, B mT DL R AT Ao
YN AR (Bltn, o R pEAS 55 T HR At
RE) .

SR8 F ) — A 220 TR R A 22 T R AR e £ S s £
M.

PR S R A ) A 2% T o 18 S A

T BAZE [ S R B [ 2R

WIRT B B B BLAT SR A fe

N RORZAHE, R A B SR A DY) e 1
FEHE S R R AR T LR v FEA BRI A AR
BLBAT H ERA L .

YA A BRI KDL E T

a1 AN AN e . ZHEMRST G IR

SATL R
 FUATATHED S VE AR AL T A S A 7 T
A T 5 2R
o A T AR SO S AT
U 17 L

ABEAERCE SMEHBOC R » 50 31 00 LU 57
I SHE s 0 SRS A BILAR S (1 FCAt D RE IR AR o

R IC D e MM 28 A0 5 3 Rl S A
R IEABTIRE (Bl Az 5 RN ks sk
W% o

WS RARTE , 9 72 TRy 3.

TS 1 A 8 7 ok R S UK ST A 40 W P i g
o, 376 0L

SERERAE A LA R N 2 I — AR 3
XPRHRE T R BB )

(Cisco Secure Workload #B& 7] AFR N 4ERE, (H

0, SR A R I B 55 R N Y (10 2 AR SR AL () R 55 4 AL R LA P 4 i 55 2, T
REAT AL TS B A A — A RIS IR S5 A A, IR Rl T DL U TG 0 258 i 55 s 23RS 5 F) SRS
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SRRl

i

1 B SR R I D E T AR A AT G B R R P R E RN TR A RIS 5, B AR S 2 B4
T

BIMERE-TEAEX
AW BNAS K, BRARRA AR E (10 1P bk kg AT R ZhA i, SRAER O 543 T LUBE IR

TSRS, DUSBRSE ™ 34t 2 M TAR R A AR SABEAN R 9 AR S 3R e L At
VEAC.

flan, AR ERE TS T A “HR” KEN4, JF A EZ EHAEE HR f PN
BITARA ], AR & B S &R K L.

H B S KBk B 5 TAR GO R BN AIRREE . 6 TR, H Bl SRS A B iR L4
AKX LR A ) — M A R o AT LONIZSErify e — A4S, thm] DUG F AT 4 4
IR LG BRI . TRERD, ARG OUR, Wk A Zh A A VA IR LA PR ZE 52 AL %
A STy, AT (5D il

EEERE PR TEABTZRRRE LI

S AR BN A DG A 22 ) v SRS 1l 03 ) A A2 32 RISk R BLIK S . EHUBERY SRR
AT AMAE R A GRS B, IS PIHLHESERY, on page 80.

YRR SRR AN 4R

FELLRER >, AT 2 — Lo i . s A HE SRR 4 ) AR . 1SR, BRI A
0 A2 o) B St v R A RS2 I3 3l S AR I SLid %) o

TH 2 A AT B2, on page 75.
# % Kubernetes &=y 8¢

\)

Note 4 5 T 4445 [A] 44, & £ /> Kubernetes iy 44 45 [A] (R EAE,  WUREAS ST A1) H 06 25134 iy 44 25 T o Tl iR

EAT A L g, PRSI B AR A b . WURSES AR AW, W AR E B A SRS -

HARES BN TIERR.
A HE VAR B B R A SR A SRS

o

5 OAHER SRR FE, THON B8 Rl IR S AR RECE B S 0 S A R P A S TR
HERAR, =g s A S TAEZMYEE, 1M 2&7E Cisco Secure Workload #2 H 4x J&y vl H
AR P i yERR I LA, WS04l TAE U SERERTE i JE 4%, on page 71.

W2 K SR 40 % 77 1ok YIE 4%, on page 76

A PR AR 1R AT i 2 B B D 0 SR e i 2 St (R A R
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B zssm
SEREN TS B A 3 TAE SR PRI (5 . s, TAE S35 Br o B AR AR 1 At e b BsARALL, 5
el CRARL) FPRARERIE TAE S ATBAAIRL, 1% TAE S 1y ml f B sl bk ey o
FEAT AT AR RE T, A SRS AR S 2 B AT AL O T B S e il B AR AR A3 e, RIUARARL
A 2 AL TAE i 4 ), A PIAS TAE S 28 2 AL
A
Note o RV CRE ) BUR XS IEETE ] {5
o AL —AN TAE B AR HE
o OHEHER SR
o« YU AR ZZ RIS 19 TAE i Can Sk PEE Tt RE AR, WIJCHEREE S nT HD
« WA SIS IO T G5 W3y, S0 s B 30 SR R LR E B B ARAE) o (HAETT
SORTE PERI £ PSRRI, IR ey B ol 200 o X3RO ] BEAFAEAT A AR H AL A ek A
RS AT T A R 1 19X ot 2 bt o
s GARAERES, WIS BEVE A T RE R ANER, RO RS PR ORISR IS 2 BTS2 e A AT E R
5.
WEAEEMEE, 1ES0AEERE, on page 74,
EEER

SETERL P S v B GRE F) IR 7 0 G 4

FESERERLI T, S m] DL R SRR A IR IR 281 (BN A4 FR . A S8 sl (5 ) R ARR AT
.

XTREANERE, A AT R FEA M m AR P A S AR R, Bt et A LK K
W TARE L — 287 BUn] DL g

LA RME LILVEAE S, AT UR 54t
1 SRR IS FE A T AR

TR T LA ) SO AR CAE A 8] LLRAT AN F AR . SRR 2 i LA
A2 AT, S SR e 46 ol B 77 ik JE 2%, on page 76.

2. ATilPEIREKREE (Manage Policies).
Mg iESE (Filters)s
Ml EEEE (Cluster).
5. BEGH KRN, AR
a. TrEAMFTIFIIHR .
b. AXREZHMELR, EAHTEREFFMHER (View cluster details).

>
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ARGUGAE A SR TR AT IT “ SRR 5 B (Cluster Details) JUTHI o

Figure 28: 5 &1

Activity Log Matching Inventories @) Conversations Filters @E) Policies @) Provided Services Enforcement Status 4~ Policy Analysis 9 Enforcement
@ Enter attributes... X aQa 0 X
Clusters @) Inventory Filters @ @)
— Cluster bpim* 2
Clusters are roups by the ADM algori Create Cluster
group 4 | V| cluster actions />
Y Name 1 Matching Inventory Tl Confidence Tl Dynamic T Approved Tl
Name bpim* 2 #
bpim* 4 N/A
Description ’
bpim* 2 4 Low.
Confidence Low
bpim-idev3-* 3 N/A
Edit Cluster Query View Cluster Details
bpim-idev3-* 2 3 N/A
> Workloads 2
bpim-idev3-0* 2 Low
> IP Addresses 2
bpim-idev3-07.cisco.com 1 N/A > Neighbors 5
bpim-idev3-201.cisco.com 1 N/A > Subnets 2
bpim-idev3-203.cisco.com 1 N/A
bpim-idev4-* 3 N/A
bpim-idev4-* 2 2 N/A

X ER BRI TR
13 RIS 0T Ay A B O — B MR A,
0 LB R 5 A B IO, T LS i Ak et 44

TIPS AN AR RE, W PAT DU R A i i R R SRR . LT SCARAE (49 S SO T 1 0
WePE AT , TR R AR R AW, N TR
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Figure 29: YR85 5%

Edit Cluster

Name
bpim* 2

Description

Enter a description (optional)

Query @
Address = 173.38.45.107 or Address = 173.38.45.113 X
or Address = 173.38.45.115 or
Address = 173.38.45.117 or

Alternate Queries

% orchestrator_system/service_name

Address = 173.38.45.107 or Add 45.115 or

Address = 173.38.45.117

* priority

CVE Score v2

CVE Score v3

Access Vector (CVSS v2)

Attack Vector (CVSS v3)

BT LA I s B s TP ik, s PRI A p 3R Fp £ 5 N E WP A . SRR
A DGRAET DA LA BRI B I pE as o WSRIL TR ZE I AN ek 2 TP btk g Ay,
WEERERSZ BN, IF HAEBIARIC IR 5™ SR 587 Bml B 1) 8 7 HKE B 3 6 55 FE SR E P B
R HERR -

FESE AW PN T BEI it Jn, Rl fAr . TER, sl “fR477 (SAVE)1%Hln, i< Aalbr
W CHEHE, CHEVER RIS 0] EEFR 22N G BT TS0 o aTLAg) CHtHE K br
DI 5 2R B St RIREs . TS ISR, on page 80 AU TELN {5

[G‘:

Important

AR A BRI, RTRER B ISR, ASRAT BEMERA S IR AZ LSRR R A A 1) BT SRS
OB SRR 52 By vl e C A EAR A CAERIE A IR0 T B (K1 R0 o A0 R T AR 23 TS I £ 90 4
GidH, S TARA R RO S R E T AR, Wt VBRSO, IR, SR RIS BE VP2 vl RERE AT
SRR 01 5 03 I SE ST AN AR . AEPTATIR LSS DL T, K B AL X SRR ) S A g
HERIASREVE Y CRAAEHERI SR BB a5 5D AR

WERGRRAR AW, SAWASCHEMTT RS ES.

BRI A E TR
FELUFATBUN . HEHEBERAS ) Vi i i o
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ozsmnes

o B BARIEAE S JA (K A SR DS AT P B B R USRI 10— P S ] i AU

VAR XS YA I o 1 o 17 N

* ARSI SR IS N, AT A AR ALE R T AR Va8 IRy e T T AR
TARIIHNG, AR B AR T 1R S

BERAR T 2 2 AR A AL T AN IV I SRS E IO, 25 88 T P Tk (R i 0T ok B
Vi [ SR, LA B SR LGV Bl 2090 B SORG A, e 250 e H AR A P B L i s T AN 2 A

i

P11 SRS BT R ERER) TR ).
$1E2  HIEIEREE (Manage Policies).
PR3 AR (Filters).
L4 pihEE (Cluster).
WIS RUTEETE R S A A
HIB6 (oA Mk ERERIE (Cluster Actions) #43, sids > (A% kg, D
BT RUFAIR. BRI A T
LIS EFEEIEREIARELCEE (Restrict Query to Ownership Scope).
CEE P 1L P T LA RO PR A, (BIEANA S 0 H A B AT s (A S It s A 55 ks
Bl AR R k. D
W9 AR I v A RN R A B Bl SR R I ) A B SR TP R R, T IR BHR B

HIEE YRS (Provides a service external of its scope).

DR BE N PR A AR R A, B8 QR U e B ™ il yas T+ T ah QI i sfems, I 5 H
PRI .

L0 AR EERE (Promote Cluster).
TENM RUHER S5 O 2B IIESS (Inventory Filters) &1+ .

T e i ZE B UL A e B 2

B 32 S M PR EE B
RUHAERE U _F 6132 5 B (CreateCluster) 41 LG EUH S 868 . B3, st LLS s “TFaR”
AL ) B S FERE (Create Filter) 124, ARG AR IERAERE, LIMEM 8 8 SEmE & L 0L 1H 61
LR,
Figure 30: 62 #T Ry £ 8¢

Clusters @ Inventory Filters @ 0
—

e ——
Clusters are suggested groups generated by the ADM algorithms. ‘)
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e e

B € SCERERE Sos FEMUAR b, AT A 52, I 44

Figure 31: Efr 2 &5

Cluster user-defined-cluster

Cluster Actions g 7 > U

Name e et ol el N
Description L

Edit Cluster Query View Cluster Details

T3 2 SR (K i AEAT AT AL P PR A, AECTEARAS S s AE M IRAR -, AR5 e AR PR AN A

SRR E B i, EZ 0 EE.

PR RIS RERVARA: ERALE

FE— A TAR T A S A DL AU, ] A GRS R A BE AT rh A R AR A

Procedure

T MLz — SRR R

© BRI ILHRME G K s — 20 R SRR R I — AR, T S A s R LA R 2

NS P T S
Figure 32: B 2h3R A% Z DS ITRIN

Adm Workspace =

VRF: Default  Version: 1 Conversations: 0  Endpoints: 26

o] & Zones &h Applications = Policies (111) o Clusters (4) ADM results available.
© MIRASHL K EEEEAT
a HPITEE . B BRI S IO, on page S0 KA 3K

b. fiidi lb#E1T (Compare Revisions) J&i, hiiifE## (Clusters).

* FERRASTEAR A SO0 T AR A

a I AE. LRI SRS UAS, on page 50 HH D IRE B A TEANE B
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EAS A BRI EEBE IR AR : ERAE .

b. TR IR H 2 5 A AT I R SCFE B, AR A b A R X Sk A
Figure 33: 27" L TXER

Q O X
I

&5 ADM RUN
Cluster +0 ©0 00 @o
Statistics
Workload “+0 ®o 00 @¢o
Statistics
Description Add a description ¢
Status COMPLETE
Started at 4:12 AM

Last Updated 4:17 AM

“¢ Configurations

From Aug 15, 5:00 PM
To Aug 15, 11:00 PM
Exclusion None

Filters

WIR2 ERE LRI RA .
TIE3 AEILELE:

TEWZ, B3R ISR I 22 e I P £ S om SRR AR SRR m R e Hs B, T 2o
B B SONUR S SO ST A S oK

ML ILAR B F2As I MR < B CSORIR S0 SO Gy B N SRR B3, R € G LA S iR 2 LA
LRI E S SR 5 (14 A S et

T LA A4 PRl TP M HESR A R i B s T A 3. WA BRI N ARSI, 5 AR
AR RAT R I RTT

Note  ERIAMELL T, RO BROR UM ARt . SR T SRR, 17 A o R P bR e
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R e e E

Figure 34: “%B=%" (Cluster Diff) {1,

Compare Versions

Comparing revision 1 with Base Revision A4
1
Clusters Statistics ®13 o0 wadd) 0
Workload Statistics ® 30 o0 ® 0 0
e x [o]
bpim-idev3-* +3 Workloads
173.38.7.236 bpim-idev3-04.cisco.com
new 173.38.7.240 bpim-idev3-08.cisco.com
173.38.7.244 bpim-idev3-204.cisco.com
bpim-idev3-* 2 +3 Workloads
bpim-idev3-0* +2 Workloads
bpim-idev3-07.cisco.com +1 Workloads
What to do next

LEERMGNIRLILEL, TS RMERRAS LLR SRS 22 5

B E R A N EFZITHEB LSS RE

HUBESERE

ISR 1) oM KB CLLRTRR Oy ADMD ZE453% o LA ] B 5 R BRI it ittt
.

B, SR O AR, UREERE, I ELBLAE T S T 5B I B [ e 30 A7
GeBE, TR 2T 0 . HAEHERE 2R AR M L PR A TR . B ZD SR RO R &
o HEE AR

SR . 45 80 UL,

S, U] BT A e, SRR S M R I B S R P
Ve . 76 UL,

\)

Note Ui i A R 4k % P il B 2%, on page 76, X 1] BE 2 T 38 4 48 7 SR A I

FERCMESRRE S, o2k A3l SRS A AN O SRR A . U AR ) R o S B AR A,
Eitagize i qiolp ARE R e e

J T CHEMESRAE (K8 % 10 T AR S BT REREAR  “ EHbHME TAR 37

TIMLVEARAE, W PAT LT A

EAORONTETRR b 2o TR RO SR . RmT DU 1R A, B AR (L I o il R 3R B BTl R AR AR K

SO T SRR OB LSRRG B LA IS, BT TR SIS A 2]
S At B B RIS (RS
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Figure 35: L fE&E B

aQa o X

Cluster bpim*
Cluster Actior| Approve Cluster

Name bpim* ¢

Description K
Confidence Moderate

Edit Cluster Query View Cluster Details
> Workloads ?
> IP Addresses ?
> Neighbors 6

> Subnets 2

T SRR REE, 1 SR R .
Figure 36: il i SEBE RO L4

aQa o X

N
Cluster bpim*

Cluster Actit  Remove Approval

Name bpim* #*
Description K4
Confidence Moderate

Edit Cluster Query View Cluster Details
> Workloads ?
> IP Addresses ?
> Neighbors 6

> Subnets 2
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B mrswsrnas

R R B & 2 ) L
PATEERBE LU F D=5 -

© BRI AN S -
o 0 SRS L BRI
© LA RISk 4 i v A

HS RIS i, BROAMMH AT, 26 9 1.

o A T f SRS Y

THZ AR, 5 82 L.

o MALTE A S Y A 4K A PR SR, 04040 30 4 Fs 1 )

TR A R0 5 R P SRS A 2 A TR iy I o 10 SRS - i i rh R

YAV B P SR B I, E TA A Y S AT S SRS AT o 1 S [ S SR AT
111 G,

A REHERAE AR 22 I R P AT SRR I, i) 32 S s MR S8 2K 7 PR SRS 2 6] AT 2 ] i 6 A 9 3™
M. ARMEE, WSS HATIS . 5 127 UL

© BV A A
CHAE I SO AEA R ROVE A, B 615 0 — i 5 SRS P 0 FELAN [ B D
TS A A AR AT AN NG I SRS IE T, 28 88 L,

SR F (K S A P 2 AR A mT e BROAC L (K A P AR B AN D, 9 e DR s 10
SR FEME AN HE ILERAN A W R A S S A O, Wi d% . s i kil e i 3 5t

TS AT AL I B R s, 5 101 0L,

Py

(Ve

A
b=z
X

VAL DLR BRI 25
o YOI SRR IR, B
o SRS A R HE R S fi# ¥ T v2%, on page 83

S Bl RISR R E 2R

FELAREIA A, B AP IR SIS U B e T RS S FOARC DL 562, DSBS dnema i SR AL T8I Th S
PEIE LA AR M 7 F R

FEREAS TARAS A, 20 SR A Se 2t e 1 BRIA SR, FLAFT 3R 4 s e S A% 2 ) vh I e 2 e A )
R
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ARVEMFER, WS RIS g0 BRI 4 EE, on page 9.

FREEHIFEIGREERAE

ARV R 58 SCRIAN R S 2 [ w] B s A mp 5. S BpAs e, Mg T2 ANEH (Blnse/ e D
M TAR SRS (B0 H ) BN RIS, e R AR .

HT Y0 [ ke 5 5 0 BB A PRI, Tahfil ek R pP SO AN ATAT K AR S i Bt s R ) A2 A i it
ANBCE T DI, ARG IR E SCHTAT SR (K3 B A A1 SR St 4 R, i R ik X1
BEAS AR, MRS SR ORIG A & AR BEE AERD 12 Ry BEAT BRIy . AR AR5
R — AN VLRC SRS 2 Fe VB TR I PR E o

M TR A SR ) A SR Y U5 5K AR AE B Dt n] DAE SCIERA VS L& AL 564, AT 7E A 47
BN TP AR SRS o AERENEIRI Y, AT 2 PR A0 A5 T AR Sk ARG 20 SR 14 e

A o 4 M AT DA R

© AU ITE ) (R SRR IOTERD

A F 02 T LT 0T SR SR SR AT A A

AT AL S AT R IR S 2RI AN I ARSI AP
SHOM A LT 22 S F

o A F 0 2 A L AT SR L AR SR RS

R TR TS P B AL (AR S A SRS

K FLTTA SR IR A4 R (AR S A SR
VERG SERIUFIEI T X 1R 2 bR, TR AN AL, AT R
SRS TS D 5

b S BTN O (5= O b 1 A= N7 1 0 e A P /A S 1V 5 M w105 O AR (= W I Ao S IR W
e (OAT) TAEZS 1] AR 4 FS SRS A 1 M (KR 3R 4 . (R BRBR A SRS P BE S B )« X T
G AR S E U, RGO 4 i UL EC S A
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B swemusrmnsmrrs

\)

Note o DR T A28 1) R AE SCHERS SRS AR TN ) 2 M A2 i) o T A 23 ) 4 4l S A
SUEAER R .

o BRI SIS AE 42 R v PRI 55 v e Se A o A mT LUK AT S B ST 2 IR S, LA
R PIAT AR B R AT 5, A AR SRS AT I AR 8] ()i, CAE SV R AT I
IS P B AT 35 B 7 i IX LU BRI SR

s ARV EREE; AGFEMER, WSEEER. (B2, WRTAEREAA WA ST 245
H, JF HAE TES AT E A, W AR T AT IR AR e 2 A1 22 A A il 3 4 v
SR CFEPTAT G ] (Rl 4 B sk )

AR T 0 =V R B SR P 7 %6 o AR ZANE R T LA R Ze g (A7 & ey 8
SO B, WS P T A2 ) B S

1 N
2. Apps:HR

3. Apps:Commerce

Ferb AN A ARSI AT o S BRIA SRS A gk 4 v et o R AR AR rh i) R 40
SR BCER A S S MR LA A S B AT HE

FEWE IR 4 AP I h

1 N ZEx) s

2. Apps:HR 5%} S

3. Apps:Commerce % 7 i
4. Apps:Commerce BRI M
5. Apps:HR ERIA SR

6. LY HIBRIA S

7. Apps:Commerce il $4=#
8. Apps:HR fifi gk 4=

I AR 4

©

i I P B ) A SR 3 A 4 e PP i LA s «
1 5 ARG EAC AR Y 20 Sgs

2. W BGAS S

3. NHHHRR A

J& T Apps Fl Apps: Commerce i [l (1) TAF 91 24N 4 2 U B2 LA T SRS -
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=

N

4.

5.

g e purmaemrss [

INAEEEZERO S
Apps:Commerce 4%} 5
Apps:Commerce ERA el
MR NI

Apps:Commerce i 3K 4>

J&i+ Apps Al Apps:HR i i () T A S 338 245 1 P42 i LA S4s «

1
2.
3.
4,

5.

I FF 446 % S s
Apps:HR 4%} 51
Apps:HR BRI\ S
NN
Apps:HR ffi3k 4=

REEIGFFFIE S SE E

| &

Important

LUN 50 M B o R o 1 B 1) )V ] - AR SN Vi A 22 A 20 SR AR
ARHEAER, WS EHEES.

J&T Apps. Apps:HR il Apps. Commerce T3 =AM Bl i TAE G380 4% 45 52 I e LR SR

=

N

6.
7.

I3 FH 28565 S g

Apps:HR 4%} i
Apps:Commerce 25} 5l
Apps:Commerce XA JE I
Apps:HR ERIA K 1%

IV EE NG RS

Apps:Commerce fili$f 4=

TR, PGP ERESN (A, fAAERINE T RZTEHIF TAE7ED , AppsHR A
Apps: Commerce i [l (A Y 4 A i Lo I RN SRR GG 28 AEVE N R o Lo HUE T—ANEH i L
VEGERA S Z 2 55— NGRS 15w, IR AN 2
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I SR RY IR F O S

56 SR B B4 I Fr FRAAL B4R

BLIOUFAC/AH S TAE 2 )b SR ms IR 7 A 56 2, sl “BifEl” (Defend) > “43Bt” (Segmentation)
DU TS (1) B 3 #r 5k B (Analyzed Policies) 5 2 #1THI R B% (Enforced Polices) iR, X LR & 53
TERAL T 5317 SR W AT S e (1) 42 SR AL

Figure 37: 7=~ 5): 3RRERLFERIRFHETIHRITSRBE SR

Segmentation

& Workspaces (0] {1 Draft Policies (] “~  Analyzed Policies o @ Enforced Policies (3] C  Policy Requests [ 1]

All Enforced Policies are shown below. They are ordered in the global
order in which they are applied to workload firewalls.

Relatedto @ Selecta group ~
‘ ‘ PIl Fiter Hide empty policy groups
£10.103.1.1

® ANY_IPv4_and_IPv6
Absolute Policies & ANY_IPv6 Last enforcement event: Mar 3 2022 05:08:41 am (IST)
- @ CE-IPv6-Net o
> @ Furong : jumphost 1 Absolute Policies Furong:jumphost Version p10 March 3, 2022
® acme
Default Policies
> ® Furong : ipv6-domain ® 6 Default Policies Furong:ipv6-domain Version p10 September 10, 2021
> ® Furong :jumphost ® 10 Default Policies Furong:jumphost Version p10 March 3, 2022
of 11 mat
> @ Furong : App1 14 Default Policies Furong:App1 Version p10 May 13, 2021
Catch-All Policies
@ Furong : ipv6-domain Furong:ipv6-domain

o SO SR A7) PR o LR A1 DA AP B (R T S VI T et i % (Y SRS, 3708 9 Vi [

o A R UEAS
i A LEPCRC I SEms st 11, 140 80,

il FLVLRC IS B, Bl TCP.

EHtE DEAC CAmic A CLALHE R SIS 1) SR o
SNER? A PH 2 AN BRI A R L Tl P ) SRS
#BR1E FMEPRAE: VPR

(SR BRGNS
A\

AR EHE RSP R D T S T SORIR L e e S T LA BT SR, R
VEP S

A HA AR ORI (ot (08 BL6) 4 REVS Rl B D) BE -
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FHia Z |l
A5 S S FE AR S Ry 2 i -

o TSRS HERFE A, DURE R b 1SR ST g e A0 D BN SR i B IR o 165 2 B Sk A
S, o 82 T,

o FESHB) AR (0] A BEAT S G L R U A 5 Y

RIS, R RN

FEFOFAHEFPI, IR SIIL Y VBRI 7z £, BLZS /R HIE A K2 R 454 o
(U RIS EB I FIGVEE, WA R 20 [RIZGEH A L I AT HE e . AU 5
(K[ v o T S v A R B RO SR ), i S P . O

UK

S EFPHT RIS, E ST TR (Tools) 55U bR, ARG EPESRE&IRF (Policy Order):
38 SiE “KBEMIELR” (Policy Priorities) T3

Tools

“"a Policy Order
5 Enforcem

ey
P Default Policy Discovery Config
i Policy Templates

E Enable Enforcement

Run Quick Analysis

HEN “IEWEIT” (Policy Order) ULTHIJ&, #w] LUMS S 7 WS AL 56 2 A 8 i v [l S L i (g 3 1
FEAZ R AR

B2 A LRI T DO B R R -

o BIGPREAF R FEFHDT LUE AU & T el b C“Tily” ) . i BARAEFHHEF (Reorder
Naturally). X &8I, AT (i 2= 308 EEA T 3

C EEHTHHEIIR, T f
« LR HEET

7E Cisco Secure Workload sh &2 wEH [


cisco-secure-workload-user-guide-on-prem-v38_chapter6.pdf#nameddest=unique_537

B semzmnegseTRABEN. BHLR

7£ Cisco Secure Workload 71 & T8 55 B& 4 4y JE] 4 |

* KR4S (By Number), S0 THEP RN B BCE DS XA KRAIER BT

REEA D) o

39: 1% E3E B R SK R R

Policy Order

Reorder Naturally @ ‘ Drag and Drop | By Number

T—F Mt 4

IBAT PR AT DL SR

HEREMEHELTAESERER: REGER

R

LA 1% DU S 7 i85 9 FRLAT 8 R 7 191«

Furong:App1

TG Z RGNS F O RIENH] (Gt MIMEIRS R A0 R R AR
3 3 _ENEIEI R K HR N F 5 5 473 Bk 2 S A 1K i 55 (1 A P 35

Internal

[ Network Services ‘

[ Authentication App ]

R BEIEIRN

Cisco Secure Workload &L 2 Pl 5 v R MR LR IX S I «
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@En vescEgr ]

£

L RA

R

FERG AT A
FHRE g7 R
Ja AR A ] At
S P B X L
s

* FEILFALSEVEE N Fah el — A
GIE 2 i

CRIIE)  EE3RAT HORGHA A SN,
VAL 8 o B o A Ak
1roye AR, 152
e Qe W 7 PR -

* ABIAR DGR R 2 S
LGV L P (1 3R

TGV A AR R 0, T SRS 1 e T PR 7
%o

BT VEE R BT - S 2 0 A7
N SR

WURAE AT JBAE T B ) g I, ¥
S B e R A S S,
on page 23 [{ HE 2L E .

i v T A
15 R S

I Bl A B AN T BBl s
WZH g G EIHENE, on
page 89,

CULRE P T B B A (K S LA
KL o D

W75 R B SR A F - S I o4 P
AW s AT SR I I S
W7 SCVFLEAT I A I S e A
EESPNE ISR RRERE S

T S IO T B R 23 S 11 3
B, on page 23 [ Ho Al 2% &I,

(B fIZESEE R

VERE A 4 B 5 Vi [ S (A P 38 R I (0 T AN NG L N SR (il ik, B+ T3)
QSIS A [ Bl AL SRS o

Vb5 R BSR4 - SR A 0 PSS, DRI A3 £ 14 P g 0 200 AE VR IEA T I«
o {3 VL LN B S L A Se Vv S AR I B

H

o SR VO B Y 1) SIS 0 0 A VE 5 A P A AT R

SR P B RGBS (4 BT AT 2 ) S 0 ] SRS 1T 6 2P T IR0 3R I R (07 TRl BPR SE VR B ey
AV, AT AT BT AT D 3R

FiaZ |l

© TP RE AR S R R R TIOR AL PRSI R . i
I, o 88 L,

S AT A PR OEE A T ARG N S

o WMIBAEAE FH A AN BRI I 3 A 2 T o s A P L ik A SR

U SR BRSNS PR € (PO E VL A BT AW, RGO AR, AR A ey
TR B 5 i SRS

© FGLILEA ALLOW #4F, A REGIESEmEIE K.
* ATRE XL ERAN N LEHAB TR (F R, ISR, 56 90 1L,
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o CAJIE) 518 A BhAbBHES Y6 FI AU K 0L 12 B H Zh A PLESE I S K . 28 95 1.

o CATEE) D SR Ay R0 S Tl SRS (O ] 6 P 3 et (A s 1Bl N RO SRR PR A S, T AN
ANEE, WS BRI RO B IR B 76 U. SEREANRER] T HI LR e G A 5 Y
M o
WRE QBB ESAMNBHIOCR 5 5 31 TURMGIE T AR M AMB RO R 26
33 5,

UK

A 1 T AR o, S TS 7 R 2 3 R 5 D R T 0 S
X QUL RN T e 5 30 0 R B AR
WATIIGR, WEHAR. BORRAG IR . % o1 5.

VERE: A0SR0 I P TR e (OB SN S U R UCRL, MR A, R 0K
SR DL ELR U SR AL 55 99 ST TR

o CHELBER MO H ) DA A K

B AR . B ELER o1 7T,

B SR 2 1 BSR40 o BT A 0 S T VP 2 I
0 R AR SR VR SR P IR B, WA R

CRTHE) 0SB R IRAENG 0Tt B TAE A RSN SRR L 28 33 L,
EFIATIAE T2,

T—¥ it a
TEHER B PATIX LE WG I, S ZRAT AN = LA TR o

M (Rg0 BSOS, on page 89 BT IR VA B i Vi FE SRS N, 23 A2 ISR T 3K
G R AN RV B A S NS RECAE A v B A DA s ] rh B s, SR S e s v
RIRI) E TARAS ) P IEAFAE LS, s BRI K .

LSS SR R MR e N IR T, SCVFAH OGN T U7 1] A B 55 o

WS EER . HMIELRIETTK, on page 91N A 5l kb BHLES Y5 [l 50K 15 5K, on page 95 1 T & F M
Wi 7 S M7 K R I

BRERBIFERMEMIFMER

o SEMEMIRSS GO RIS R BoRfEiZ i b HE T TARE 0 . 20 T R4 B) T
(8] R SR 6 AN S A A 3 AR5 1) st
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 WERANERT ] CHERME PR E IR AE A S T A FRNEEIN D B TR, WAL
JIEVER (i, ARV R EE SRR Y B T e T XM o0 & T UM T AR 47
BO o WERSMMIEFEBAT A ATAEAT SN, SR 53 B A0 RAT AR A & i R4 T

o IROCE S E AT ANFNVEEIN, ASCREERE . USRI A — R, SRR I SR
R 42 SRS 2 I P Y TN P SRS SR AT AR B . oK 8 SR A (AR DR 55 10 221 S ] AL
e i,

o DONBRAEE AR R, A A AR e SR8 I AR5 18] IR AE 20 A sl A T e, Tl
EAZE R F BN A BLEOE  XT S e Hk O 2 SR ROk A AT T A5 ) 1Y
SRS R KI5 SO VR IITAT V20 Bt A SRS

e L@ IE BV HISE PN
FEAEH G BUARES VRIS, on page 89 T (15 VA B it 5 Vs Rl SRR IR, Bk 17 FH 5 e Tl P )
SR 2 A, I G A B P R T A A R IR SR o A BRI T A2 [ v ) i
SRR, R G fEfe it B 1 TR ) b B S B SRR 1 oK
A U BA5 R K (FESRAEE TG A QI T I m ) BB 4Ttk (FERRMIS LN, 15
Vi [ SRR AN RO

BEEE. BEIIUELRBIFK, BPITUUTIRME:

=4 FE R IR1E
B T AR K 1. MIRIE SRR (Defend) > 4B (Segmentation).

2. ik SO TR SR B 1E 3K (Policy Requests).
3. ol v L AT A oK 129 L SR I K

7E Cisco Secure Workload sh &2 wEH [



7£ Cisco Secure Workload 71 & T8 55 B& 4 4y JE] 4 |
B =5 sznmszmsk

=18 TR IRAE
B SE I 0 I 37 SR HEHRME I A A B AT R, W AT DUT R At -

1. WIREFERTE (Defend) > 43 E% (Segmentation).
2. RUlE MG B E TR

3. AliEIREKEE (Manage Policies).

4. MiiEEAIARSS (Provided Services).

IR AR R BT, WAER I T 4
(SRR

5. A REEIEX (Policy Requests).
6. skl F VO Ak E A RS K
AT 70 B A R S I SR, T PAT L R

FEAL S ) AR I S R, G i AN
M (Protocolsand Ports) 41 tH IFME, 4R )5 &5 F G A 47 7+
ITHA . ZEHMYF0EH O (Protocols and Ports) #5743, it
TR LA A A B ) SR 1 K

TERZVE R AR BB RN B30 |\ L E, i SRR 55U 4E S (Accept).
B I ) s

SRZIEEH TR M EIRAE—ALE, R RIS R 554N $E4E (Reject).
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=18 TR HRAE

WAL TARZS R A SR SRORAS | 78 EA I A2 (] (K Sms vl b, e sfng, AR5 s
i /PSR ARESKE SR A AT I R TR

~ Protocols and Ports 1

(i TCP:85 |

R BT SR 3 R s
HRPAR RN, [ R A SR IR

~ Protocols and Ports 1

(i M ]| % TCP : 100

bR s LS AR

BB [ A28 ) A SRR SRR | AR LIS R AAR S5 (Provided Services) JE < A A i SRR
& 2

AN 78N o

FEVFSREMS S I PE U G I s (5K | A el DR ST I AL I TRV TRl 3l A DR 2 s T )

U ARSI PR SRS, AR A A SR o
SIS T BN BEHS TR | [ Sh AL PLES VE F SRR, on page 95
T

Figure 40: {243 T1EZS (8] A9 15 AL IR SR AR IE K
@ Cisco Secure Workload
= ¢ Workspaces Provider v PRIMARY see [ versiono  View Ver

H Matching Inventories @) Policies @) Filters @) Conversations Provided Servicef 1
S—,

EZRIIEK: #AER

PS5 I SRS RA 2 AU NSRS, A A TR Ry B4R BB 1R S5 . IEAh,
FERESE ARG, AR N AR 8] CAEASTR B b DAy i 2 FO AR S5 J2) 1R s s SREmsops e ic
heHEZ GESILFED
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Figure 41: 135 AE 4 SR BE1E K

Provided Services @ a @

Provider

¢ Scope: FrontEnd

M rolicy requests [l auto-piot rules Full Tetration:FrontEnd
Name
Consumer Application's Scope Primary Frontend
| Tetration FrontEnd | ipending | Oaccepted | O rejected e
g Query Hostname contains appServer

Tetration : Serving Layer ‘ Opending | 1accepted | 1rejected or  Hostname contains elastic

or Hostname contains redis

LEUl| Tetration: Serving Layer TCP 190 2:27 PM or  Hostname contains mongo
LEUN | Tetration : serving Layer | TGP : 92 2:27 PM View Scope Details

Workioads (0)

Filters restricted to the scope of this application and marked as providing a service will be used to create policies during an ADM run. ADM runs in other

All Inventory Filters
applications can access these filters/services by setting the external dependency to 'fine’. @

No Inventory filters restricted to this application's scope

Figure 42: KBRS ER A “BI1ES” (Accepted)

T Switch Application

Serving Layer z

Tetration : Serving Layer |IIETOTCT Workloads: 6 Last Run: Jul 8, 11:10 AM [> Start ADM Run
D & Gonversations | 2024 & Clusters ‘1 & Policies ' 50 R\ Provided Services &% App View (0 A~ Policy Analysis © Enforcement - e

(&) E| H Quick Analysis Filters @ | Filter Policies Q ®
Absolute poiicies ) | Defauit policies catch Al (BN Add Default Pol = Policy

Rank Default
Priority Action Consumer Provider Senvices oy -
100 [ ALLow ] | Tetration: serving Layer | == z . D
100 [ Auiow ] ICMP ...13 more 4 Gonsumer o Tetration:Serving Layer
100 [ AuLow ] | Tetration: Frontena || UDP : 8301 ..2 more @ Provider < Tetration
View Conversations Flows '\t" @
100 [ ALiow ] UDP :123( Policy request accepted [

Service Ports: (2)

Requestsentat:  2:27 PM
ICMP ...8 m ) Delete Al [F] Add
to Application: ~ Tetration Workspace

100 [ ruiov ] =

v TCP:90 0O
100 [ AuLow ] | Tetration: FrontEnd | TCP : 8080 with Scope: By nceve
Accepted at:  2:35 PM :
100 [ aLLow ] ICMP ...5m By:  You
100 =3 TGP : 8080 (HTTP) ...4 more @

FESAEE N I AR 0] CEEAG, AR 444 Tetration) - BUEE [11 5Emk 2 br A IS &l b,
o7 BE SR S [N A0 F SR 315 SR B2 o

S

Note 4 S i 52 00 50 I LS O SRR S . DR SRR DA S S0 (LR, SN 57010
TR LA U SR RO MR JE AT SO LR
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Figure 43: 1R Zim R A%, BiEZREIEKRAE

i Switeh Application
Tetration Workspace = i i
Policy Work
EX)) (owawc) EXZEETE Workioads:96  LastRun:Jul 10, 2:48 PM

0] & Conversations | 263K & Clusters 28 2 Policies 449 N\ Provided Services 1 &% App View |0 -~ Policy Analysis © Enforcement -0

¢ | = H o Quick Analysis Filters @  Filter Policies e} [6)
Absolute policies () | Defauit policies ) | Catch Al Add Defauit Policy 2 Policy

Rank Default
Priority Action Consumer Provider Services Priority 100
i faliow] == ] = ] TCP : 22 (SSH) .2 more. g Action [ ALLow |
90 [ peny | == | serving Layer | TCP : 0-65535 @ Consumer § Tetration:Serving Layer

100 owston: sorung Loyor | [ovaion | el @ o
View Conversations Flows W @
appServer-* Tetration
b !‘ y Accepted Policy Request Service Ports: (1)
100 1.1.1.6" Tetration | b from Application: ~ Serving Layer [ Add
—— with Scope: @ ToP:90 0
Accepted at:  2:35 PM
100 1 Tetration | 1 3

1ELRIRIEK: FAER
FELE MG ART KA 2 Qe BB AT AT M o AU 2 I AR 8] rp (K s Siemss (FEA ] b o 55 J=

I s giebnic o g, (s ORI MR VR sl i . FE 26 SRS 5510 1) T HET Rty
A RAL B N L B L SR SR 10 LUSAE 28 I T PR £ 6L

Figure 44: 5EBIRSRn A “BIE4E” (Rejected)

¢ | = EH Quick Analysis Filters @ | Filter Policies a o
Defautt policies [} | Catch Al Add Default Policy = Policy

Absolute policies [}

Rank Default
Priority Action Consumer Provider Services Priority 100
100 (RO v erung Loer == R @ oon pEED
100 [ Aciow] = ICMP ...13 more I3 Consumer & Tetration:Serving Layer
100 [ ALLow | [ aruia | [ Tetration: Frontena | Uop B0t o z Provider & Tetration
View Conversations Flows ~\ @

100 (Lo [ retration: Gotlector | UDP ;123 (NTP) .4 more @ e

———— rvice Ports:

Policy request rejected
100 [ aLLow | | Tetration | ICMP ...8 Delete All [ Add
Request sent at: 2:2TPM % TCP:90
100 [ALow] | Tetration : Frontena | TGP - 8080 1o Applcation:  Tetration Workspace | .
T with Scope: (el
10 [ aLow] “ ICMP .5 m Rejected at:  2:35 PM
i By: You

100 [ Atow] TCP : 8080

I B Ak EL G ] SR 1 oK
MM GagD QIS VERISNG , 58 89 TUrP I Ky i B it i5 i F SR I, 2 2B J SR ik
A3 2N TE I AT LY/ G b 15 0 D SR I 4 e ) S 37 SR K«

& 5: T B ah LIRS B K AL IR

=18 TR #R1E

FRE AT AL B A | TS A sh g1 SR, 5 96 1.

HPICERT LIRS |y ot 57 6 LR
fés;k NS °
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S BLIYITR] B3 ¥ A7 15
JL R S 1 3 G

=48 HE R $R1E
R E TAEZE A SRS | 7505 3 3 B Slg IS AT, E7E “RiZiBiE” (Advanced Configurations)

H43 A B shiE 15 H SR8 % 3£ 88 (Auto accept outgoing policy connector s)
BT

= St
FDTITOTTATIRME ) e 3 P O B4 6 AR B
RVEAE R, WS
gl e R il e, 56 35 0L, DAK
H 3h 2 HEME A, 5 98 Tt
R R AITA TAES |4 “BOAENE K IELE " (Default Policy Discovery Config) Ui I+, )i H
I¥7) (1 T A SHEm i SR (R | “ It E” (Advanced Configurations) #5431 ) B Bhi5 52 #% H SR R 15 15 58
IR EE (Auto accept outgoing policy connectors) £ .

SP3BT I ] MR 0 L BT AT 2 Al e B B
RTEAE R, WZH:

BROANS R IR E » 28 45 00, ALK

H BN SRS B s e, 5 35 0L, BLK
F S5 S as 5 98 I

F 2515 R

BCAAEH] (gl Qs ies i B SRS, on page 89+ BITIA (K17 VA QI 95 Vi BRI SAEms Iy, BLIhREA TG o
N B o rR R 22 A P R 1A 55 PR R 1t 2 P T e WAC 38108 11 A I P ) DR SR 1 K
feonT U QI B 351 SRR B Sl 2 sl 2 AR DR BC SR T 5K, AT /b SR T SR X B

N

Note 25 | 3 LI ANE T3 MR R o BT S S A A R 1 SRS 173K

ER B35 SN B shiEZ b RIRIEK

BCE HZh51 TR, DA B 3455 B 445 i v 148 i - 3R 8  Z T sk . B3hgl
SRUONBE AT LR 2 GEEENEED ,  thn] OS] FREANE F i TR (e~ id g
ARBCE. AT LURHE A SR B A B I IR RR . D

1 WeRA R A5 RN T2 B A 3B TRk, A BANER, I ATEL R

23 (e

TEAR DTS B Bt =it yEds,  DUMEXT AR S #adt AT o0 Al I IR IE RN 08 = 1 B4 h IR 0%
i PR &I H R B AL E (Restrict Query to Ownership Scope) &I, LU IS i 2 45 8 T
230 P 5 0 AR S gk

2. R FEBEE (Defend) > 5B (Segmentation).
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3. ARSI B ST B 4 5 R SR AR DG IR SR R SR AP S L A 2 AR AR ]
4. JULHEIEZREE (Manage Policies).
5  riiiiR#ta9BRSS (Provided Services).

6. WUERZ AP pE S QAN , XS BT R B AR PAT UL R AR CR P pE RS R B bR
Frife D

), ARG EHATIX PR GO < O G bR FR iR D
WO R T ER AL E .
7. ik B3I SN (NoAuto-Pilot Rules) sk B #1531 S # N (auto-pilot rules) (LLW/sEIAHAE .
8. miliFEAz5ISHMM (New Auto-Pilot Rule).
9. WEADGISHMN . PRI FTEH a5~ 1 IS
10. si#E (OK).

B a5 SN =5

E R IR, BATEIE T —ASH ash 5] SR, PRI Tetration: Adhoc H A 25 IR AT 4
H B LS R4S Tetration [ TCP SEMEHER i A Bl 1-200)

Figure 45: €132/ # B 3131 SH N

< Workspaces Default v PRIMARY Version 1\ View Version History Last Run: Jan 22, 10:54 AM@ | P> Automatically Discover Policies
Matching Inventories @) Policies @ Fiters@  Conversat tions @D Provided Services Policy Analysis Enforcement Status Enforcement it Q

Provided Services @

Provider
No policy requests No auto-pilot rules ® Default
Updated Action Matching Conditions
Accept o T~ ® Select a scope ~ [ o |
‘All Inventory Fiters FI( ters restricted to the scope of this workspace and marked as providing a service will be used to create policies during an Automatic Policy Discovery. Automatic Policy Discovery in other workspaces can access these filters/services by setting the
mal dependency to it @

No policy requests No auto-pilot rules  kBsmaster Provides a service
No policy requests No auto-pilot rules @ testing2 Provides a service

SRIG, AETAEZS 1A TCP % 11 23 _F 1) FrontEnd App G/ 88T slg . i 1568 5 F 85| S UL,
IR B EL Bl PR 4 . SR A F IR 2 R i DRI g A SR s 55 301 1) T L3R s A 48 1
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Figure 46: 3 B% B 214 B 31 5| SMNELH

() Cisco Secure Workload Docaut - . @ Lo | W secur

1 Segmentation / Overview

Segmentation

2. Enforced Applications 0 = Enforcement Agents 17 = Desired Agent Policies 17117 >+ Get Started
@
. . o 5 1. Create Filter
a Workspaces Draft Policies  Analyzed Policies  Enforced Policies Policy Requests
bd 2 Workspaces Q Filter all application workspaces Sort v | + Create New Workspace 2. Add Policy
=
Default ® Default PRIMARY NALYZED : 3. Start Analysis
%
Last updated: 8:26 AM
4. Enable Enforcement
Tetration ® Default
Last updated: AUG 5, 5:13 PM
X Tools
o Enforcement History

» Default ADM Run Config

EE B 5 SN &IAEZ R R

e A5 RN A E F LR TAEZR A3 (BT SE SRS AT LK AE T A 2% 8] o A g 1 5
WS, AEHAT DL A
SR B E TSNP “ CHBtiRSs” (Provided Services) T, 74k “C HZNEIE” (Auto Created)
M (T2

H 34552 SR Ay
] LR G 00 0 BRI S R IR, n] DAYEREAS AR 23 (B 1) 1 30 S R B e 45 0 kAT
WHE.
Wk A B S R B E DU L) B 3R AR SRR ETE RS (Auto accept outgoing policy connectors)
I, AT LA A B2 AE F B A AR b G AT ] S K
WURAE BRI B 2 SR A ILAC S T e I, )T S B d 5 N A 2 ] ) SR 1 SR A B
Ha#%% .

\}

Note bk I FH TR I T A 2 s e B 0
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Figure 47: B 5% 5 1% H SR M E IR 27 1E T
Default Policy Discovery Config

=3
See the user guide for information on Policy Discovery configuration.

External Dependency settings will use these settings by default

Advanced Configuration options will use the previous run if available. These setting will be used for the first Automatic Policy Discovery in a workspace.

Default Exclusion fiters can be used in combination of the exclusion fiters defined for each workspace. You have the option to use or ignore exclusion filters under Advanced Configurations. Learn More

> External Dependencies
v Advanced Configurations

Side Information @

SLBConfig® | Select a source for ths side information -] Route Labels @ | Select a source for this side information B - |
Cluster Granularity - Mepium [ Auto accept outgoing policy connectors @
Port Generalzation @ Ve Accressve Ignore flows matching any of the Exclusion Fitters @
Policy Compression - MODERATE

Ignore flows matching any of the Default Exclusion Filters @
Enable service discovery on agent @

Carry over approved policies @

Skip clustering and only generate policies @

Deep policy generation @

VOB RIS, FEARYE BB e 38 ] A2 0] o BT ] A2 1) o G (AT SR 17 SR AR B 8 sl

o

Figure 48: 15 5h1E S SHA 238 B I 5 5K

@& | = H Gh Quick Analysis Filters @ | Filter Policies Q ®
Absolute policies () | Default policies {fl})  Catch Al [ Add Default Policy # Polloy

Rank Default
Priority Action Consumer Provider Services Priority 100
100 Tetration : Collector | TCP: 80 (HTTP) @ Action

Consumer ¢ Tetration:Collector

Provider 4§ Tetration

View Gonversations Flows W ©

Policy request accepted
Service Ports: (1)
Request sent at: ~ 11:20 PM Eada
to Application:  Tetration © TCP:8OHTTR) O
with Scope:

Accepted at

By Auto accept policy connectors

O R 1 SR 5 SR 2
DR SRS SR AT A PRI AL, (SR O N K T AR 23 18] h A7 AE DU SR, DUIAE AL

N B A2 1) ) S P SRR B b ik AT, st N 0 A2 ) ) AR VIR i
SRR
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Figure 49: SRBSIKS R A “BRER” (Resolved)

® | = H Quick Analysis Filters @ | Filter Policies

Qa o
Absolute policies () | Defaut policies {83 = Catch Al [EEI3 & Add Default Policy & Policy
. Rank Default
Priority Action Consumer Provider Services Priorty 100
100 | Tetration: Frontena | =3 CP 22 (55H)__.1 more z Action
100 : [ Tetration | ICMP ...35 mare @ Gonsumer < Tetration:FrontEnd
19, l [ Tewrauon | UDP : 53 (DNS) ...7 more @ e % Totration
View Conversations Flows W ©
Tetration 6

100 [ retration | ICMP 81 poiicy request resolved Service Ports: (2)
i : [ elasticsearch- | E==3 UDP:53(  Requestsentat 2:19PM Dlabe AN B

: to Application: ~ Tetration Workspace +* TCP:22 (SSH) [J
100 [ | Tetration | [ Tetration : Fronténa |} TCP: 22§ with Scope: (D Eo o514

P Resolved at: 2119 PM
100 [ 4425 | Tetration : FrontEnd |} TCP : 500]
100 Y [ 1116 | \ Tetration : FrontEnd | TGP : 6000 ...11 more @
100 | [ 1102121 [ Tetration:: Frontena |} UDP - 514 2

AR S

W DU TG A0 & R i 67 T AN RIVE I N I S, JF HAUSREAEH (g B #570 [H 5%
i, on page 89 Ik [ J7 VA A

A ORUE U BRI R, S
* el K, on page 90
* A5 T, on page 96
o OUEEZE - L JE RS AN A OC &R, on page 31 (7 IR {HAR S (Providesa service) I 115 &)
LRSI, WM E T TAEER, R AL E IR R M (Manage Policies) MR £ #9BR 55 (Provided
Services).
Bl ok B B P HEBR

WAL gD GRS Vi [ SR » 265 89 BUHH il (R VAR B A 125 ¥ [ sems, DU P =8 MR 1y
TAE B  TAR R 0% B B A SEVFRE ISR o W0 DR P A ARG [ AR A7 AE DT 5 10 s
RIS R BB B, WA A B S

U R SRS R AE AN A B R AR B, 355 S B AT OCHEE SR L LR L 0 52 5 B DS AT 5 i (1 4
Ko THSIH LI , 5 47 I

BAERE S AL GRgD QIREESVEH SN , 5 89 TP s HAR K
A 1 2 AN SR A A 2 1) S 0K A T i P SR o

T
of

i

ATFEEEREMERIA
* fHEISNER? (External?) it JEAR TR A HR B A 5 A I SRS P i AN [ £ SR

o SRS AT RAL L I — A 7R A SRS R T 135 2 B sems I AL RS, 3 107 0L,
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MREERRZEARR LR E

WARAEHEAT B UG A ERIA R M R INEC B (Default Policy Discovery Config) Wi IR 7 (Save),
DA BRI AT G FR 0 T F T AN AR IR

B EAERBRRMEE
SR P 5 () P 2 R AR T A o -
o FLATEMCRME ) Cisco Secure Workload A4 ft) TAF 61784k .
* 52 UL RS 1 TP kA

B OLR, e EAR A .

HE, SEPTRERS EAERT BRI 48 & —41 1P Huhik, 1241 1P Hbhik 55 F SO SRmE ¥) A f gy 1P ik
AR GEZF N HRE. D

TR, AT DURC EA R A A0/ s R

FEREMREENEINTA
BRAINTIL T, 24 Cisco Secure Workload fCHFIU B SEME B, Bl KRG HENPE 4 € TiZ TAE 3. TSN
17 B BE U B IX — A
IHH AT G E 1.1.1.0/24 T M P42 yE2s () ALLOW SEI& . 78 1P #ihikh 1.1.1.2 9 TAE 3% |
BB Z RIS, B BRI G .
o XFFAE NG E, B AKEERON RV TR R 1112 BRI SCEETR 1A AN TR 1.1.1.0/24 )
T
o TR, B KEERUN AT ISR A 1112 (I, AR QA 1.1.1.0/24 B
B (LABH IER) «

DI, X AR () (A AR A gk, ARG TP MU ANAE 1.1.1.0/24 TR, WA s E
TR KR o

=0 BRERENERRLE

FERLoR R, BRI IEAE S AL TP (VIP) fi T B LAE S 3B B S, 2R BIT keepalive BY, windows
R L AL AR AR T %8 o KA FH AT 2004t FH 325 0/ BT 2R A3 S B R 2 P A T S s s i v R
W LB G T R AR S AL, W RS . A T R e RS A IR AN s

8 HAT TP Mihlt (172.21.95.5 f1172.21.95.7) —41 TAEGEL, EAHLMAL T VIP 6.6.6.6 )5 1 1 il
%o M6 VIP & —NFE) VIP, FEATA IS A — N TAE 83N A 1% VIP. Hbm e st i L
YES R B B KB, DL AV EIEL 6.6.6.6.

ERRE T, AT —ANE BRI — NN R LAE=S ], Hh a5 ARER Y1) (172.21.95551172.21.95.7)
LK VIP (6.6.6.6) [ TAEf#BAERE.
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Figure 50: 3G B €13% VIPF0 T{Efa s e8¢

P | g
Name ~ Query Ability Total Children
® WinGlients Address = 172.21.951 or Address = 172.21.95.3 Owner 0 @ Edit
® WinServers [ Address = 172.21.95.5 or Address=172.21.957 or Address=6.6.6.6 } Owner 0 @ Edit
BT S ST TR, R
VIP 1 R e i AR 45 R B TAEZ [, W S PR
. i — 54
Figure 51: VIP & 7~ i £ AR S
Provided Services @ a0 X
Provider
@ Tetration Filter Test
e used o create poll Filter Actions rd
Query None
No policy requests auto-pilot rules ® Tost
Scope Tetration
Restricted Yes
Provides Service Yes

View Filter Details
> Workioads ‘0

> IP Addresses 0

R FRAT T B AL R 45 25 i () SRS A N B AR S5 VIP, A CBRIAEIL ) HAEHAE VIP 1 LAt
L XF SUVF ) VIP AR5 & B KR AT g Fe o (E S, 78R AR ORI IR SR BE fft U AN LA
ZEH R WNE A AINE O, W . A VS B 4 B SRRy, B S A e 5S VIP (13T TAE 91 2%
] RE T B L ) BRI A ) 7 KRN, I LA mT B 2 A0 J I ) P e OB

Figure 52: £1FREMNE Rim & X2 ARS VIP BIKES

Activity Log Matching Inventories @) Conversations Filters @ED Policies @3 Provided Services Enforcement Status “- Policy Analysis 9, Enforcement
¢ El % | & Quick Analysis | @ Fitter Policies ... X Qa0 X

Absolute policies @)

Default policies (EE)

Catch Al + Add Default Policy

Policy Actions

Priority L Action TL umer | Provider T, Protocols And Ports L i
Priority 100
100 ALLow ® bpimweb-idev3-0* ® OTHER: rtp1-dcm02n-oama-idev4 TCP: 6021 ...1 more i PR
Action ALLOW
100 ALLOW @ bpim-idev3-0* @ OTHER: rcdn9-dci13n-gen-client-: TCP : 5222 P
Consumer & bpimweb-idev3-0*
100 ALLOW ® bpim-idev3-* ® OTHER: redn9-dci13n-gen-client-; TCP : 5222 ]
e Provider & OTHER: rtp1-dem02n-
100 ALLOW ® bpim-idev3-07.cisco.com ® OTHER: rcdn9-dci13n-gen-client-:  TCP : 5222 i ©oama-idevA:iv653
100 ALLOW ® bpim-idev3-* 2 ® OTHER: rcdn9-dci13n-gen-client-:  TCP : 5222 P Flows ~ @  View Conversations
— . Protocols and Ports 2
100 ALLOW ® bpim-idev3-201.cisco.com ® OTHER: rcdn9-dci13n-gen-client-;  TCP : 5222 7w Vv Protocols and Ports
= Delete All Add
100 ALLOW ® bpim-idev3-203.cisco.com ® OTHER: redn9-dci13n-gen-client-; TCP : 5222 7w ¢ TCP:6021 late +
¢ TCP:6022
100 ALLOW ® bpimdmgr-idev3-0* ® OTHER: rcdn9-dci13n-gen-client-: TCP : 443 (HTTPS) ...1 more P

BRI, ROISREAMES (AL PR .« BT, RO “Aidis kE
L B SRR R4S VIP R O AU AT AR L T ARSI, TG T A 0
bR AT T T AR SR04 % VIP.

WERBE T “ARERME T, MW TR B, WA TR RSAINE VIP, WXt el
6.6.6.6 (ML AP KR HUNEAT G 4SRRI S5 (0 B A7 A D8 P I L ) i At I, s
et A bl BURHTINE TAR G (I VIP) B4ife 1 2 0B7 S .
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Figure 53: 4 £ 517 AR 55 VIP &4 2 B R5 A IEH M

$
$ hostname -I | awk '{print $1}'

172.21.95.7

$

$

$ sudo iptables -n --list TA_INPUT

Chain TA_INPUT (1 references)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 match-set ta_6c6b4133313438ff5429ca8c14b6 src match-set ta_ac2618d307e4e7dbb76b96c@df3f dst mul
tiport dports 1443 ctstate NEW,ESTABLISHED /* PolicyId=DEFAULT:100:ALLOW:S5ed53fe8497d4f26444d50b3:5ed5435b497d4126414d50b1:6 */

RETURN all -- 0.0.0.0/0 0.0.0.0/0

3

3

$ sudo iptables -n --list TA_OUTPUT

Chain TA_OUTPUT (1 references)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 match-set ta_ac2618d307e4e7dbb76b96c@df3f src match-set ta_6c6b4133313438ff5429ca8c14b6 dst mul
tiport sports 1443 ctstate ESTABLISHED /* PolicyId=DEFAULT:100:ALLOW:S5ed53fe8497d4f26444d50b3:5ed5435b497d4f26414d50b1:6 */

RETURN all -- 0.0.0.0/0 0.0.0.0/0

3

$

$ sudo ipset list ta_ac2618d307e4e7dbb76b96c@df3f

Name: ta_ac2618d307e4e7dbb76b96c@df3f

Type: hash:net

Revision: 3

Header: family inet hashsize 1024 maxelem 65536

Size in memory: 16816

References: 2

Members:

6.6.6.6

$ sudo ipset list ta_6c6b4133313438ff5429ca8c14b6

Name: ta_6c6b4133313438ff5429ca8c14b6

Type: hash:net

Revision: 3

Header: family inet hashsize 1024 maxelem 65536

Size in memory: 16848

References: 2

Members:
172.21.9

5.
172.21.95.

4,
3

WMAEREFRERERG RS

1 i SRS EAT S o

2. ki SR AT A P 2 A DU B e W B

3. HiliB¥ER#E (Effective Consumer) o 3R fit# (Effective Provider).
4. FRE Pl it

5. VT e SR I i T A R AR AL
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SR

KT 1 R SR B

| o

EERI EMIBRSEIS T, TER A E © AL E R A T AN R I T 0 SR

FEREIX 5 sy “ MU 17 (Protocols and Ports) A1 HH R SRS BERE . F T THIAS DU FT I 1 T A
L, EE “PRORING T (Protocols and Ports) 3743 » A i 452 52 185 Y1 [ SR MU KB 728 11 SR s el vy 11 R0

v Protocols and Ports 1

+ Add
TCP : 443 (HTTPS)
WA NS R R :
RTINS ] A 1 Y R SRS TR B, DA ) AH YA P 2 SR s 1R 4

ER W RAERE S IO SO R DL AT R R A B A I RS R R, IS AAE R e ) SR R BB AT
Jeis E B R DT U R AR E R SRS FT RN A B B R I SRS, T S SR
47 T,

EE TR

FEARAT SRS T, V8 55 LB DR SRS RE S IA R TIUIIRCR. OF HAS ™ AR AR .

B 1% B 3 & IR R A

FERE ALK 1) TAEAS ) ) “ SE 7 (Policies) B b A SIS AL LT R

ML T IA T4
FR S ¥ SRS T SR S A 4 A O A e LA R 77 1
o« CHE. O
o JHI If) FLIR 99 (1
o NI RH Z It et XS89 ml eV B AN IR [ 7 A £ 280
o [F)— R R R R X it m] R B [ — R P A A £ 280
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azanznnzn [

ATEERKINARAIAR
o X IUTARSE 5 A HE, 0 SRS AT I DEATHE R, DL AR SC SR Ay — DN AT W
o PRSI ST, Gl $RAE sl /PR
o fH A SR TS L 8 & 2B E T2
HEEH W LR TSR, T sl “IdPESRME " (Filter Policies) HEH [ (i) 4% 4.

o BT R S 0 T 7
it “ RS TN (Policy Visual View) 3l (7 )
AN B, 2 S T L 267, on page 107.

ST RS AT, I AR 44 (Ungrouped) Hifl.

« BRNTEOLT, SRR F s I AR B AR A 0 4. BRI, 15 5 B 4348 (Grouped) %
Hl.

 fESMNER? (External ?) iof s 12 OK 25 HRAR A 5 S A LSRN ()30 RN 7] () SR s o

A PH 244 B AR A E A T ARV L I SRS IE T, on page 887 ITI 5922 — b LUt e B2
SRS o

o POE AR SRS TR B o 1 S [ A PR 0T 7 FE 3B, on page 106,

o B TAEFERICE SO, TR S TAE SR IVELN S B a5y TP HuhE, ARJS s i A U B A o 1)
BEITERHEE XY (View Workload Profile).

o AR T AR OB RS R, 1 AL ISR IS [ 1 FREw O (Protocolsand Ports) 41 H FI4E
SRJGEFT T i AR b A B B X 1E (View Conver sations).

ARVEAE L, THZSH S, on page 143,
WA, ATl SR & (Flow Search) Sk BE X &M, HE—2m NI,

HipFHhERFEE

o BRGNP Mkt o dafy O 5 1) M BEAE DR AN ML BN W R B IRS Bh RS DL, e e 7%
A VR B e B8 B AR PE B 1PD JF N ILaInbRas, DUME T EfTeft 4.

TEATLAE “ %8Pl & SCF” (Inventory Profile) UUI 4k 2 FMPEA(E B Ak 1P didik, 2R)5
Mg M EE R R EXH (View Inventory Profile).

o AR EE B B AT A

o B R BE N AR SR AT AL, DU AN SR T LUAR B2 A TAR . TS B

o VAR T R AR A £ A B 0L, T AR S T B ) RN PR K

* WS RS R E L, on page 82 N 1A, FLrb AT RERD L2 TS AN CHEAE VSRS DAL B 3h
LIRSS o
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o TR, VGG A R EROSRIR AL Z) 500 e WUREEHI SIS AN L TR, WA AT
DU 15 RAU SN 0% FEHF 23 Vi [

s FEEEN, FIEFEEERE IE AR HNS,  DUEAERR I R BT P IR B EA T

LISER IR R
(B RIS, T LR s R O IRGS ClfEAID0 1A LRI T e
PERIIE 441

ZiRH B A MARATEE R, IFMITIATIRIE:

1

2.

3.

~

©

==
=
1

N

SHUERIE A S R TR ], ARG T B IR S EE (Manage Policies).

R SR (Policies) I .

M EGH 2 AR SR8 51 R A1 E (Ungrouped Policy List View) %41,

s RIS (Confidence) 51l n] 44 mJ {5 8 2 )% S 51 44T HEF o
MY FRER O (Protocols and Ports) 41 W KI{E, 76 & FA T HF— N IHiR .

ZE1YFNEm O (Protocolsand Ports) #5431, BEN C A EI K7 SR Hh 48 2 AN IR 2% ity 1 RN
0 AT

TURRE B AR, W AR BEAE C L.
FEBZR P B AT IR 55 IR AT A5 B i s o o
U SRAEHT, VIR e A T EL RSN, B NI A SR

EEFEREOAEE, BERITUTRE:
1E “IEmg” (Policies) TN, s it FAis 0 (Protocols and Ports) 1) FiZ S (18 .
RYURAE R LA MFTIT “ SR MILE " (Policy Side View) [k -

7EHYFREE O (Protocolsand Ports) i 53H, FAS C (BT SlE 48 e RN Ik 55 il 1A
ORI TIE Y

B EAT AT, TR AR EEAE C b

WA E AR A EE

&

fi

ST FIAER PR TRHATT R B EAR IR o WSS PN IER, B SR R LA R AT
FER B A A7 DG B A SR 111 43 AT R0 TR e Y 7 1) AR IR, TS % 1 i IR 55 4 70 2K

B 35k B% & P EE RS HERR
I 5 1 3 e I AT A ST, R AL P
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gmaniter [

i RETER ESEE LB & E % iR
7RI 1] i 10 DL B 2 i SR AN R R A R Bildn, R A A2 AR it B h g
R Bt P R IR AR, TS R S B IR R A I 1)
8% 5 7E L B g 2 AR SR AR
D AR e S B, B AR RGN I T 2 iR ) i DR At Js DR T JE 28, 33 0 485 11 e 1) i LA
BLAEAZIN 8] 22 i 4
HRRR SR E
I RE T EAC B BE SHERR L DE 25
AT UARCE 2 M BRI IEAS  IF BT LUR s 2 M B R A M B
o R D A (A C A HERR O D
o R AR BR VA SN A LI B 0TI P P P B A HE BRI DB s o

o W EAE TAEF W E R “EHidE” (Advanced Configurations) #8437 4 H &) S & ILJE T 6
SRR eSS .

o K AAE “ERIARNG A INACE " (Default Policy Discovery Config) T Y “ =2 MAic'E ” (Advanced
Configurations) #5437 5 F 7 MR HE R JE 4 o

o WERAEAE S BROIAHERR L pE A4S, 15 R O TR EOIASRRE Z BB & (Default Policy Discovery
Config) i EFRTF (Save), LAIIX Lt & ny T %A TAEAS .

ARVEMER, WS HRRS IR . 28 29 TN

XHE A& AR M2 58 B AN 18] RO SR IR A T B HE PR
T2 ) P ] S B FE R, 56 100 0L,

& B HEERER AR
THZ 0 CHEAE ) SRS AT i ke bR 5 58 48 Tt

REEAT LML R
S WAL MG P ML

B G S SR TR R DU 7 “3fEms” (Policies) TUIAT ., ek d R BERAMI R ) .

KIEMETTER
SRS R P L PR AT A G 3R A
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ZITR RR

W, OO Kb T RIS AL 2 B it )
RGNS AN 1

Pl bR B I PE A

g SN S

A A AR L 4% AN SR

SREEHLE LI

218 TRz 1E

A R A Y R 0 T AR R

X 19 R b o

aAE MRS Z RS G o 54
CRRVFHEZ) TIPS HEEPELE (5 B

MEIEREATZ A . VRIS BRI &
e

A HE NN T 5 SRS

mi bR

DUEE T Vi P A B ) ) SR

A ER (Internal) #4240 .

AT A A0 v A [ 0 SREmes

FdiSMER (External) #4H

A5 P e e gk

s e L A SCA S AAE 2R () $l A A ik
I, SR AL g AT

Figure 54: 7530 B 89 33 i SR B

[ = s ‘ \ Quick Analysis [i‘ @ Filter Policies ...

Filter Policies X

Al Policies

X —+ Policy ‘

5

Default

upbpP

1 Unique Protocol and Port ‘ Policies ~ g }

UDP : 80
1 Consumer Group - 1 Provider Group

1

Default

Dev 1

@ dev3

AWS

dev 2

. 1£ Cisco Secure Workload H & I8 5 B% 4 45 [ 4
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iz ]

SN HRNE ETEAL R I s 7 MRS, T IAT BT A

1 7ERDERIA A, rtligng 5 bs, AR5 A S HaRE (Export Image).
2. GEFEPTHR I WA R

3. riii % (Download).

IRINERRE ( “SREEALE” (Policy View) T1H )

LRI, A R bR E A BT, HRIE R 47 5, RIR IR R E s 2R I
b BEAURAOT G, U “4i%E” (Absolute) SIEME. AT, % SRIEAE Bl D BRIN SR
Mot ] DA g T2 AT I MG R 51 P SR A BN o MRS s AE A

Figure 55: 7€ E1 A4 & €132 5K e

Create Policy

Rank Action Priority

] Absolute ‘ Deny | Allow ‘100

Consumer @ Default ~

Provider ®dev3 v

Protocol Port
TCP |29
e.g. 80-100

S I PR )T, AT LARR S 224 AR 25 1] R A SR A A AR 2 1) B8 A AR G S BB S R AT
TR e PRk A7 By T RIS AN [ 1) 22 A B, 1 Jo i ) AR 23 [a3E A7 S I S 7347 o

7£ Cisco Secure Workload & T2 %R B% 4 45 5 HA .
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B s

S

Restriction  + i 42 T {21 1 JZ AT HU 4T
* HHI, Kubernetes k45 1 EA SCRF R 34T

AT PR PRI T RIE ST (Run Quick Analysis) 353 LA A1 XHFAE.
Figure 56: 1R% 53 #ri£1£

® Default ~ 0 v 1\, 'Iclnus'tuzlc;' SECURE

< Policy Requests [0 ] o

|
Run Quick Analysis n
|

WANEBORATHE ) 1P 2 RS 1P o AP, AR5 i B R LA B SR A%
(Find Matching Policies) ¥/ .

FEBOHTRR TAE 2 0] 1 SRS e SCRT IS -1 S ) SR 20 AT PR A DG AR 23 [l () A HoAd SR mss () s O
PR — AR e, P e VPSR AR T .

FEXTUEHE SR,  FRATDKG 20 ) /s VC P ) HE s RNk S, e 4 Jmilt AT HE Y o A P 28474
AR BRI, FRATT T BN AU FH A vt R0 44 S A0 H Sk R0 D A v () HE AL SE T N
ERRIN Y ALLOW HE0) o

Wy o A Fe A VC e i skems, R0t T — AN SR T H, AN SRS AT A A R,
AL B SR e R Rl . ST DA IS SE R B B T AR ) A g S, IS BN E R 8T, i
TCTHAE TAEZS A FR IS AT S ) SR 43 4T
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Figure 57: {#5R 5K RE 5 47

Quick Hypothetical Flow Analysis @ X
Match this Hypothetical Flow against
Analyzed Policies Enforced Policies
Replace this application's policies with
Version: v1
Consumer Address Provider Address
173.38.45.96 RCON9-DC-Internal
Protocol Provider Port
TCP ~ 80
Policy Decision: @ ALLOW Find matching policies
Consumer Outbound Policies @ Provider Inbound Policies @
QTHER: unknown - bpimdmgr-idev3-0* OTHER: unknown - bpimdmgr-idev3-0*
ALLOW TCP : 22 Default ALLOW TCP: 22 Default
& Tetration [v1] @ Default & Tetration [v1] @ Default
OTHER: unknown - bpimdmgr-idev3-0* OTHER: unknown - bpimdmgr-idev3-0*
ALLOW TCP: 22 Default ALLOW TCP: 22 Default
oa Tetration [v1] @ Default o Tetration [v1] @ Default

ST R EE 5 1
B IFHEHE F 3 SRS A LA IR W 2% 22 A S B T, AEPIAT SRS T, AP S I SR 2 B RO ¢
SR A L ] 5 ) 2% L P S B U
SIS SRS 23 A ) 245 B s gt DA o A
o WERBLESAA T BE TAR S TR R R SR, S v 0 2 AT A2 5 i 2
o AT AT AT LU 3 PR TRBT AA) SRS SR A BEL Lk S iy A0 FR 22 e et/ AU 2
S PIEAT AR, MR 25 AT 2 T SR, on page 118,
o FATI AL AT FL U S AEAE ] 2
TENAZ AT A7 HEMS (0 AR 25 (Bl AT SRS 0 Ao F T AT 2 Y L v 8 A 7 8 vl RS2 21 A v

Bl P SN RS2, DR AR SRAT 2 90 R SR 2 i, AN LB B i AT SRS S T . 5 R8T
BE R MR 2 Y0 A1 1K) DT AT S L () SRS

it :
o FER TS L Y R R e SRR SR T REE T VS L P B AR 3R

7£ Cisco Secure Workload & T2 %R B% 4 45 5 HA .
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B =asmzmsin

e VSRR P e 1 6 B 0 S 206 o 0 S0 O 2 3

(eSS T AR RE0 DTN CoRfE i 1o (00004 0 4 T BTS2
SN2 S0 T 5

R VT M IR SEAAT SEMS S0, DA (R e WA

AR AT S SO A A I TAE%.

B3R SR B S 4T

FEBE T A BN I REAE T AR [ AR B sk Ja - Wi RN K LSS A5 5 R 285K, vl LA
T URIEATHEME 73 AT o

Before you begin

| B

Important iz fif S A7 (2 55 A1 £EAZ AT S 437 1K) HUA A 22 TR] o PR SR AL o it SR A AT A 2 ) A
17, B ARAEIZ AR 0] 384T, B SO (PR T RRCAS 5 SR (K 0 AT RRCAS AN [R], U e A2 TR )
SIS G0 45 R T BEANHER o

Procedure

FBA ks Brh TAEAS R A FR 5541 “4fB) 7 (Secondary) A MK ==+, K TAEZS M )# 4 E (Primary).
$IE2 SHFIREEDH (Policy Analysis) i1+ .
FI3 gt B e RS54 (Start Policy Analysis).

Figure 58: 3 FA SR B 5> #7

1 Switch Application

P Start ADM Run

A tianage Aeriz | [ StarPoley Ana

What to do next

o EH T A R R SR v S T AV R R ) AR B, DR 2 R R I 4 A FLA Y R T
SEMAASE IR AT 45 RIS o TSIl LA R P 70 A (0 SRS ) 52, on page 114,

o QR DN B SCRU R AN, 1 R E IR E R (Manage Alerts).
o AT A TR e A . EAEE W R e AT, U R SERE T () $2 L

o T SRAE A S HE AT 5 N N BOE s, W AR 7 A A R B S e T . TS B
S CR SRS S 20 AT B A, on page 119
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irxrigErsn ]

=1L LR RESE 5 4
W, BUEERAT RIS S, A Lk SRR AT AR SE AT, DA A B A 2 ) v 1 S 1T B2 e R IE A
53T (1 A AT 243 ) o 1 SR 23 B 285 2R
BTSN SR AT, T PAT AR #R A
A SRR REE S 4 P<number> (LivePolicy Analysis: P<number>)%4, 4X )5 2 F %k #% (Disable
policy):
Figure 59: % F 2B 5B 53 47

Live Policy Analysis: p1 l]

@ Live Policy Analysis: p1 Enabled @< [Disable policy

10 N

Aug 4 11:18am - Aug 4 5:18pm ~

REEDITER: THREMAIR
TEAMEIIHTIIE], RGEe T Ny Al th 5 TARZS [ IR (19 A (K B AT R 20 e DA R 45 5R 22—
© SVF: RSN BT IR HES A SEVRR o
© BN MISSVRL, (EAREE T IR SR N SR
- $BEE: WOHMR TS, WIS E 5.

Figure 60: “Z:E&5>47” (Policy Analysis) T1TH

A Manage Alerts ‘ ‘ & Run Experiment

Live Policy Analysis: p1

Select time range
N Corpus data is loading.

Aug 4 11:18am - Aug 4 5:18pm ~

1on

@ Enter attributes...

Top (Names - | contributing to the selected Flow Observations.

Filtered | @ Flow Observations ~

Consumer Names Provider Names

A R T 1) i R K — L
o Rn] DA 73 3 A R B e T R A B kTR SRR (Filter Flows) f2H 23 AR
HuERT AT B 3%

* REOUhR B AE B3R b4 BoRAEIZIN TR B AL WL 54 2 VSR AL 17 0 Bl
o iR, B AE T IR R T g R AR, DAgEE— P oA
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£ Cisco Secure Workload ' & I8 % IR 4 v 2 #A |

. T FEEARSE B A AT R SRR B RN

o T LU L e G LB I 18] 3 21 PR IO (1 SR 20, A A TR = Fh g5 R

« AR “HTN AN (Top N) {2 0] e (I [ > 51 el 2 v St 7ps (0 2 A7 5 Wi ) HE 44 5 i 10 32
B4, bk, i 5.
TR] LUK I e B R BB A e UL, JFAE “HIN AN (Top N) BRIk £E “Ii 17 (Ports), MAAH
S B SCIL AR HE 4% 58 T AR 3 1

. EEAMSER RS TR R ER RIS

TOR B 53 4

T NG, RVFR S — BRERI R 12 5. I, SR ST 75 5 AN R A DRI 1
TAEZ R R B, W Tz N TR, R S EURARIC e e (BRI, XA
IFAE A TARZE 18] OB 0 AT (R SRS AR AL S DS IR, DA IR &7 A — MR bR L. )

S e Analysing Version p2 B i
Jan 20 09:38:15 am (PST) | |

b TARZS AR SR HRIE < U A A AR 8 2 32 21 1 AE 20 A7 R HG A A 2 () SRS PR 5 o 2R
PETAR 2R IR IR P SIS AT, DURERE B AR v 2 TSI I SRS 2 A P A A% 22 ) R 3 — e A
i

\)

Note  fip SRV LA IR ZEB AT ST SEM& 43 AT, DU i 3 ) P el hy %

REDITERER

AL R

LESME S oM, SR E e S8 (Permitted). %% X (Escaped) i $E48 (Rejected) K2, Al
WA 5 I\ R 8 £ E o TR AL IR 5 R (Disposition) 11t . AR #E Cisco Secure Workload fUFEZS HY
ZEMMEE R, FAGENE ALLOWED. DROPPED 5 PENDING AbHiZ: 5, AR IRA2 0
MBS, fAAEZ Mg .

T, WA AT, WERm S L EATAREEHR 5 % O 4 DROPPED, NI 4 e 21
DROPPED #4bHi 4t

MR LA ATAREER 5 DROP I, FRATTE 7050125 FEL ) R 5 [l e A Ot o RS2 R S
AT A AOVR . H bri DRI L LI ) ot BB IR QERVF ) o AHASREXT B i) A T 41
[) PRI AE

WFF X, W SRAE Pt AR 2 TAREE IR T B i, JF HLYEAT H RR AR S R B
I s i3] ALLOWED A gh 5, 50, 1E MUK 343 PENDING AbH 2k 5, Wi SRAEIRE H A
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gmamizmEe [l

TAES R b TARHE, (ERAEM#E baedl, WY BACUAREELE 60FD i 11 A WL 4% 21 )5 42 [ i
IEmA 2 #] ALLOWED Ab3#gh . ], K k%% i s Bic PENDING ARZS o X ) Fois it & ) 38
Sy (AL EE 2 A AL 25, FURBLAEMI R B S A & . i, AR, &
AL PS5 2 PENDING i & ALLOWED,  HU k758 T [RI 2 45 1 Ji5 42 1F ) L i W Z2 R[] 224

TEVER, BAMBBT KR SR E 5. RAER — DRy 8 (B, a4 54 RST +
ACK ) TCP SYN) , &AM S m) i, 4556 07 R FE K iibnic 4 ALLOWED. 1Hjg, WiR7EHAD
W RGEAELAAE R (Flan, R4 ICMP J4 5 TCP SYND |, WIJ#E K itk fR£F PENDING JIRZ .
ST, RS RIR S A C BT (SRS R, WRZREAh & E 5.
g, mTRAACE R e, WERPAMREEE 2, WHZ I AL R 45 SRS A

PENDING.

A

AR IEAE 7T B SRS AT AL PR SR, DARA S8 e 28 R R A
UL R SRR

« RiF, WURILAFESE R ALLOWED 8% PENDING, Jf HILdhse tE Semg 44k ALLOW,

< BN, WURILAFISE B ALLOWED Hovh i M Sfng3% /5 DENY,

< 3848, WHILARFEZE ) DROPPED 5 PENDING, - H. vk s o S #8:45  DENY,
DROPPED IRZS H 2B 73 Be 4 HAR AR W 4 75 J DROPPED RS 3 4B AT W1 AR 25 5
A, FKFAL T PENDING RS
PR 45 54 PENDING Hy

o HIRME AR R DENY, WK RIREh “HHd” .

o HIRMg AR ALLOW, WM BCE R “RVF7 o
TR, A ARG R L T RS ) 03 10 SR S Y — 50, ) S 43 T AT B DT L o
R BN, KM R IE R A S IR, 41 PERMITTED:REJECTED.
ThliHs:

o B O AEVR AT I 4

« EIXFEDL R, Y Cisco Secure Workload H IR ELK 4R 5 i &y DROPPED.

o Al B BT

o I SR KA —AMUEE, T EACREAE 60 B0 A NS EI S ) B 0, WAZIR R AR
ALLOWED,

o D B AN AR AR A SR A PEACER, Y HACH N TAREIR SR O E AN, A S iR
it DROPPED AbPEAEHARA . 50, WikIR A ALLOWED.

o fE AR EAMORBAE B, (RS I 8 H RIS, (HRA R .

R B bR CHE, K 3 PENDING K&, B0, RE% K H 0l ALLOWED Ik
o

TN o
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B erveuss

WERE T B
TERT T SRS 25 TR N T MR i, DU N USRI e 28 vl B & BT s B«
1. e KERE i (ESCAPED FLOWS):

B WL BT RERG, UM EAT S PRt A RS A [A) -2 2 i 0 A (0 SRS R P34 . T
B DR BIAT I L8 SRS AN 23 BEL L T 8 RO 36 J 1K) N 7 ZE AN 5

A RSER, BlinEE S,

CRJa 4T DR 5 A E g AR e VFIKE. D
RAEFSCRINIE TR Z , WHHANR T

o T3 MG G R R SRS IEAE A K

© FUEER A RO BE AR 5 SRS AL B A e AN, el

o B R A RIS TR T (RIS “ KM 8T ” (Policy Analysis) LI [ &5 #
SR BT CIn R LE “HAT 7 (Enforcement) T EATEHE XD W CAESSR], BlAndEH
SEYEHIN, FEERAER -V AN R B TR R,

2. VUN SR A s CONEFIH ) RS

T AR R A SRS DU AR R, JU R AR AVRA R SRR A b, i X B A
(17, AHBAA ) HC W R VSRS, AT A 5 A Y. ) N 3 B st 5 L s o > 1 e 20
o AR EATTE AT BEMI, B POE UM S AT A R A R

BICVEIX LU, MR inbound_policy_rank 2§ outbound_policy_rank (K3 3k4s B B 1 i &
e, HAREGR TR AR/ AN HEE S, 40T,

[ 61: Fi T 5 4R SR BE 9 #rid i 1 T

- *— T T T T T T T T
Aug 4 11:18am - Aug 4 5:18pm ~ 1" an 71 101 n 4 " 1001 10

@ policy
Inbound Analysis Policy Rank

Outbound Analysis Policy Rank Permitted Rejected

Inbound Enforcement Policy Rank

Outbound Enforcement Policy Rank

10,000 o AT Lo ) . — "
9,000 o \/ 17.\ H A .’,_i l\. H
= b ws M A AT AN
3. YEMEA RST () TCP ¥fi:  IEFbREAE RST, Iabrdb A RST
FEUUE Y OTCP B E T RST Ao IR U6y il B et 3 e . e e 5 Bl s e i &
LR, (HARESIRE ) ALLOWED, KUARHEAH FIHLETFEIA. BT efIfEIrihn s
HENER, NIAERIT A H 0T 0SS AN S 2 250 . )83 L4 H RST #ric i) TCP
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mernense [

P NS e S WA Sl R E Al & = O A S S T E o 7 T O P S e R R VRO ] SN IS = VA
U

4. WK ZHR ALK 1Pv4, WA IPv4 i :
{if Ff| addresstype = IPv4, addresstype != IPv6 AT, i JEHi link-local Huhik-to R A5 35 Bl

5. R UL SO R P R iR N4 e ik, JEEAE, #E T M2 R B
(R AL -
M TopN IHAE GRS HIERE EHLA i T EhEE . ZE IS W SRS INT, G ) ORIk 2l 4% 5 HoAth
PR Gk, DRI IURE 2 R i .

6. MR LD BN e PSR

FRAE H AR EAAL i 845 S e il i e, S8 mT UL FEHT N AN sl H b as i e
BN MR kg, SRR R UE A D T ARG U, R T T had vk i,
Consumer Hostname contains {something}, Provider Hostname contains { something}, Provider Port =
{some port number}, Protocol = TCP Protocol != ICMP

7. KBTI

e, BT DU g o 6 N R AT R OGERFE U, DR A SRS A 2R T S VLG A 5K
W, DA AR A s bk RV ] G SRR 45 4 5 R (R TR A E AN UL, DA 75 A S A
AR A Y DCIBR ) A 22 ) S 2 PR et DS SR 4 1
NS AR R A o v Th REA /N SCURVE I 1 AR AR s B TR -7 BNV &
W, MR AESCRRRE 7 A -7 T AR A SR A

[ 62: AR 53 #1125 W 7 151

Live Policy Analysis: p2 5% £ Manage Alerts < Run Experiment Analyze Latest Policies
Select time range -, 3,534,637 total observations
Jan 22 3:20am - Jan 22 9:20am ¥ i W1 "3 s WHT 118 12 Showing Flow Observations

Fwd TCP Fla§$ doesn'tcontain RST  RevTCP Flags dossn't contain RST  Address Type = IPv4

Filters ©
Provider Address = 192168102  Provider Port = 6443
Filtered vations =
9P Otzsefvetions Permitted | Rejected B RE Top| Ports ~ |contributing to the selected Flow Observations.
Wesespes
20
1 CGonsumer Ports Provider Ports
T [ i B 19977 o o o
- 21271 [
—————————————— 21820 T
I
- =
. i
6443
00, 21838 ji=i=i=c]
21842 s = e )
200 25612 [ m—r—r—]
25614 = |
100 25624 P
e a— ———
B A o B 550 & =% i Jo B oho B
Found 590 Flow Observations | Show 20 ~
Y Timestamp Policy Categories Consumer Name Provider Name Consumer Address Provider Address Consumer Port Provider Port ~ Protocol Service Name. Inbound Enforceme
Jan 22 8:40:00am ESCAPED ap ver-2 goe2e-master’ 31360 8443 CcP Unknown Unknown
Jan22 8:40:00am  ESCAPED 31368 6443 e Unknown Unknown
Jan 22 8:40:00am ESCAPED Zanne 45242 8443 TCP Unknown Unknown
Jan 22 8:40:00am ESCAPED 192.168.10.2 28800 8443 TCP Unknown Unknown
Jan 22 8:40:00am ESCAPED 192.168.10.2 43838 8443 CP Unknown Unknown
Jan22 8:40.00am  ESCAPED 43848 8443 e Unknown Unknown
Jan 22 8:40:00am ESCAPED 192.168.10.2 33130 8443 TCP Unknown Unknown

7E Cisco Secure Workload sh &2 wEH [
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. BITRERLE, RIFZEMRENR L ATk

BITRIEAIE, RIEDEREENIK S AR
B ek 25 % e CU O AR TR LR R R, O LG LA 20 SR (oA A (20
WeSl) W ARFZA A, U LU T S AT D A

Before you begin

Je

Tip BRI 5, ST LAFRUGEAT [ 2SR R I, ELAEAR G TV T, O A @I AN ]
SR o

Procedure

PR SR ITE TAE R “ K877 (Policy Analysis) ULl
WIR2 DTS, B SIS RO o

P 3 AdHETIRE (Run Experiment).

IR 4 NGRS (1) 44 TR AR SE I H]

Figure 63: iZ1TiR IR 8

Run Experiment X

By running an experiment you can verify the compliance of the past network traffic with
respect to current live policies, version p1.

Name

new experimen|

Start Date

03.08.2021, 12:00 ]
End Date

04.08.2021, 12:00 ]

TR R Bl TR R WS T AT AT 55, B9 ) MR T R AR SREmes ST 70 A F 6 R 82 I 1) P PR BT A

PETAE R REFR L ih, HAKER TPk R SE N 6] o SRR I FE s S PR ol SR b . 45 Rk 2%
WL, N RENS B FAT AT LABRRCAS A SR — FEAE PR SR, I HL s AN TR S (1 e 1) >
A7 P A A L B RT

Figure 64: EF IR IRTS

I new experiment: p1 I ‘ ) Match Experiment's Time O Manage Alerts ] [ 4 Run Experiment

Live Policy Analysis: 1 Enabled 0 97578 totel abaerictions
Showing Flow Observations
Experiments
Aug 03 o
® new exp... 100% - Aug
04
g 05 Permitted | iRGjscted Top contributing to the selected Flow Observations.
Experi... 100%
Aug 04
ot 0% Aug 03 - Consumer Addresses Provider Addresses
T ‘Aug 04

. 1£ Cisco Secure Workload H & I8 5 B% 4 45 [ 4
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reuzmssrnnzs

Note {1 RAELE FESRMEARI N B A BUEMTUL, T REZL T TN R AVEES, B, BRI 2RI &)
@@%ﬁ£l¢ﬁ HARIG FFEEI (2t 25 6 /NI o BRI ) i [l S8 P DA B F) R A 1]
TH R A I 48 55 1 1IN B I b

Figure 65: ILER B+ (8]

new experiment: p1 ’ { ]

_

Set time range to match experiment =,
‘ 6PM 9PM 8/4 3AM 6AM

Select time range

Jul 21 1:19pm - Jul 30 3:]

© Enter attributes... X

HEE BRI R 2 e #h kB

SR 73T AN B 80 S AR5 8] P SRR AR o SRR S AEREAT T 505 20 T A A SRS AR, 335 1
T Ex FERBE (Analyze Latest Policies), LA 5 4347 S I B 24

W TAES A B S BB IR A B SR A DR AR B 0, B M i AR JE SR A, W o0 e
W& (Analyze Latest Policies) f&HIAN T o W48 v] fiche,  WUISRIRAT S B C40 i AR A0 A\ 21 43 By
.

TGS A E . A H 4T I SRS AR, on page 119,

REEFREIRE

FEHME ST P B, SRIEAR SRR S M TR IO TR i, FERENIN T b, M 0BT T
f, LU SRR O SRS AR B AR 4K

SRR AT B AR R I A SRS PR RAS -

Figure 66: Bt 8] Fr 5| [ & & B9 SR BE PR A FiR nke

@ Enter attributes... X

Filtered| @ Flow Observations ~ Rermitted, | Rejectsd ‘ Escaped Top [ contributing to the selected Flow Observations.

WPermitted MiRejected W Escaped
Consumer Names Provider Names

3,000

* * Unkr
B T B W Analysing Version p1 e

eg-tet36-win16

[}

I
collectorDat... (mmi

[}

[

I

I

1

2500 Aug 5 02:26:33 pm (EEST)

2,000

1,500

eg-tet36-win...
eg-tet36-win16
eg-tet36-win19

1,000

500

1

T T T T T T T T T T T v
30 9AM 9:30 10AM 10:30 1AM 11:30 12PM 12:30 1PM 1:30 2pM

Found 15,472 Flow Observations | Show 20 ~

SRS bR RS T HT T SO0 TR AH N RRAS s I Sk s 12 SRS 73 W RBCAS Je 20 A P SR

EE. HRIERS AR ARA
BRUGAT U, /£ TR TR T BT ST, 52 00— MBI BT (p%)-

7£ Cisco Secure Workload & & I2 5R B& 4 4p B £ .
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B == wunemsmasmsns

A RIASE T PEAE S, WSRO TSRS ARCA (v M p*) , 5 137 UL,

g2

F1 KRR (Defend) > 4 & (Segmentation).
P2 SN AR T TR,

FIE3 I EIEREE (Manage Policies).

IR 4 U TV s 22 F s 19 SR A

} Cisco Secure Workload

{ Workspaces Production s~ PRIMARY ses Version 1 s/

R A T S MR IR 37 W B AT O
SIS T LUAT LT A
RO | A iR, SR LA
A ATELRRE: | ok, WREETRMEAE (¢ RIpo 5 137 T
EERT ! WA avk BOR, BN A LR DL N R
Ko 5 S0 SIS A R, A A A R T
e A T T ey ym—
HIEEANfE S, IHHATEA History).
U 2. pil &AM (Published Versions) W, 757 CLAMIA LTI
s 5.
3. BEFIANAME A&, I A b .
WA TR T AHTIES.
SR EATRTIITIR.

PR WA CIE S |1 i EEEMIEIT (Compare Revisions).
gtV IR o ok,
] DL BB I A A« 2 BT RS AP T i AR
3. ARGREMGEE, WSRO LR RIS ZE5 , 5 139 T,

D LT L L IO —
ol g [ MIIRAKIRIN T TSI (Deete).
PR E S AT EAAAT R AT I SRR (p* JA kT LU A

#

. 1£ Cisco Secure Workload H & I8 5 B% 4 45 [ 4
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gmatmEnas

FP MR, WEAT A
M ERAE:

RIS ©, ARIGIEPES ... (Export...)
AIS 3 TAEER 555 5.

T—5 Mt 4

SERURCAAL L, 15 £ A 225 18] 5T T T50RORE RRCAS S 25 ot A HL IR SRS AR (v) o
TFE T LAE S G 5 P M R DL SRS AR, 3 T DA AR 225 ) o T 3y 1 2 s

R HTRIE HE

FITAT ARS8 P T AAE LA 23 18] B SR AC Sk b A 55 0 S 7 B 0 5¢ R ) 58 oAl SR R 3

H GES R HERRCA D 2056
VRS
Figure 67: |5 FASRBE 52 1T

You started policy analysis to version p1
o SR HEnE 20 AT
Figure 68: 2 FA SR BE 5347
You stopped policy analysis
* SUHTSRIE AT
Figure 69: 5 Fi R B& 5347

You updated policy analysis to version p1

AT R
Cisco Secure Workload 1] LU BA T 77 s AT 5K s -
o SR AR GER LB AR B E A AR gk [
* Linux
* Windows [1] ISE 4= VP k{2

* Kubernetes/OpenShift

AR UTAERE TG ETARMBREAE R, WS B AR AT S A A 3% BT,

on page 129,
© mIERS:

7E Cisco Secure Workload sh &2 wEH [
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. 7£ Cisco Secure Workload 71 & T8 55 B& 4 4y JE] 4 |
WERBSITRRMRITESER

* AWS, it AWS & H g
* Azure, B Azure &R

o JE Ik ANES T A A R A B A AT A -
* F5 BIG-IP

* Citrix Netscaler

* #E % .Cisco Secure Firewall Management Center

o Ak A B =5 R 4% AAE B = FE AR AT

A

Caution P17 SMS Iy, FRETAESZ LN TN LAH BT KB KBERUN, MR AT O B AT IR B o

EEREZITREMPITERIFR

S S T LT SR 52

W UL B B DT R B, V2 BRI o B AT SR 4
RET AT ST SO RO IERT TSR, MBI T ek 7.

1 E5 5L

ARER A 22 B AE 5 omih) TAF | A5 B (Defend) > 4 E& (Segmentation), 4R T A0 S A T 4F
AR SRS BN AT | 251 i PEER &= (Matching I nventories), 4R Jq fidi P ik (1P

AR L Addresses).
I F 1) TP HuhEIE AT DB AR, T8 A AR A fig
AT HEWE
BIAMESL: 6 “IP Huhl” (IP Addresses) 350 b W/ i) DL N BB ) %
FEHRAT AT

s HH B IEEB TR T SRE . ERA TSR 23
REAE. D
o U AR B e BEAE B T AR, Pod I, W Kubernetes Hhik<s HBAE

IP Mk %) e 2235 TACHE ) Kubernetes & P72 U ILLE Pod £
E.

GARARELRA K Bofhie | A R OB RELRA FIMEA, 15 AHETE (Manage) > X2 (Agents),
NS S5 sl 9% (Distribution) I A AR IBERHRRA S % (Agent Software
Version Distribution) 3£,

ARG R, kST ER (Manage) > RIE (Agents), RJE it
KRIBFE (AgentsList).
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wapmarwranresrs [

&K BZER
SRR AHATY) | B (Manage) > X I (Agents), A5 miidE# AT IE (Convert
fiE to Enforcement Agent).
fE3iERR (Filter) HErp, MAKIEEE = REFMM (Agent Type
= Deep Visibility)
B e AT SR AT A AR PR
O A AR A T CHESRAF T A A AT D RE, AR 78 AR 1A s FH
7o )
BERT ! MBS, XA AT S AT TAE A ) 2 el )5 58
Jio
i 2 BRI A 2O AR AT HE 7>
CHIEREHATHLEE ] | ZEEER ! | (R LR W EAT S T, TR AR
AT ar LA AT .

ARG JA R SCRFAAT AN R 45, SR A BEIRAT -

ARHEPC & SO AR BB AN
| (PreserveRules) 15 H.1&

T TSR

* XJF Kubernetes/OpenShift, &% [ % ar L IIHATH 7.
o XTHAR G, IES R S A S IE .

Pern: FEMOCR R IR BT (Preserve Rules) B n] 24k MR
E

/N o

PAT LAEZE A T

THZ A SR CAAAT A SRS 1 75 eI B AR )

AL OB AR R
I SRS
REIEATIEH BT R AN, DU AL EE A S SRS A IR DA L

* sl & (Manage) > I (Agents), A5 wiili i84% (Monitor).
THEHITRIE (Enforcement Agents) N 15 &

« SR (Manage) > fXIE (Agents), #RJ5 fidi 4% (Monitor).
M T TR ) i B P B PR AR SRR

* %38 (Organize) > SEEIF1#E 7= (Scopesand Inventory), HEA7ik
8 DA A AR 2 ISR 1 TAE 2k, ARJ5 it TP dhdik.

FRGENGAE BB 00) YO e T T TAE S 3B B 304 (Workload
Profile) viff, s “fRHELEITIROL” (Agent Health) [fifR .

ARG R, WS« TSR E SR #ar.
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B srzmins

& R B& AT

A
Caution 47 5 s 23 M B LA (¥ 35 BRI, 5 52 0k AR 24 ) 5600 14 908 T P9 1 B/ AR A B 55 07 1
KEGHN o

TR LE AT S LA E ST, ST S0 T R R T 72k, b iS5 2

Before you begin

o Bl EPATHRMGES, WA E R R (Allow). R, WiERE AR SH
RATINICE R . Y%A DRI SR AT R, v Rk 4 & “4E
24” (Deny).

YR URAE 22 B P AT AR, W RESRAT LTI AR ) S SRAE T LA R PP rp A
RS R TTEPAT A TAEA A, T SH AN EESRAEPAT Z 173 At A 22 1 v F) S

T2 [ SN S A PA b 1 R

FIFPAT A v R A i 32 BB (R R A T 22 SV R R B8 I 1 1) S SE PR Ao SR 2SR AT
i) 2, on page 127 FITIRE, AL N AR A 403 Rl T ik

EEFE! BRI ZE IEMf.

FRART A 2 ) v 1) S s 5 AR ] R 52 21 ARG Y AT SRBS R 5200 . 72 TAE= ) b e H S
PATZHY,  “HWBEIAT” (Policy Enforcement) UL [ i 7 -5 oAt i [ S 6 ) A 25 1) o AT 1 2R
W QAT s o 9, AEAZYE s ] CAE A A R SEvz 1 AR NN AR 7 ML
157 W] Be2 e mn J& T 7~V BB N B T I A S e i

W “PAT” (Enforcement) B H AR BT 5, VMl DRI 56 LE 6 10 N [R) 0 [

HRAELE “PAT” (Enforcement) GUIHT A& FIMI(E G B, 1S 920 S0 0 #1 S - 3081
CSZEF23 BT AR R B AIE T “ 368 4AT” (Policy Enforcement) Ui, )

WERSER 3T R “IAT 7 (Enforcement) GUIHT LIS RAN, E#H R HTAOVEH . S RRAS
AN NGRS “PAT” i A2 e R ARV L SRS RRCAR AT i e B A )

o TR AEREAN & AT IR . TS -

* %FT Windows Fl Linux TAES %, 152 BT HIACH AT Heng S 1 37
* %I} Kubernetes fil OpenShift, %2 [

A EIHAT, on page 129,
s [RGB, HSH

Citrix Netscaler [fJ5EIEAT, LLK

F5 BIG-IP (13RI HAT
© R 2RI E W T 20 TERE, HS0:

o 5 AWS B FEHRAT 43 BRI I 1) S 5 e R 1Y) =
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\)

mRErnG ]

* X Azure B PAT 73 BSRG I PR Bp SR ANBERE 1) R

o RSB IILEAT PRAT S BT o TR AL B «
BB ZEATVERI “ AT DhResCE g I DfE . 27 Fl_ LA LB R i A - 5T LU
BEUTI, (HICVEIAT (ERZEADD B R .

* RAEPTA O 23 A SRR AT 20 (BN 208048 ) 277 CHER LF AT 3Rmg . A7 /4K
BISAPIROUAM A PER A I 51, T2 Ik A AABIZ AT ARULARAT HERE 17 DL, on page 122,

Note  Horh—Sui BFAZAS BIPAT I HEA T, Biltn, HATHE TAESS b )3 TR, 4 A = R b i
PAT . AT OB, W STEPAT TAES M 2 BT e AN & S AT .
Procedure

L1 NGRS, EPEERAE (Defend) > 43 E& (Segmentation).
IR 2 BT LU —ANE BRIk 2290 B A T S -
BRI O 2 AN TE AT HEmE, T HRAT DL R

(

a)
b)

c)
d)

e)

2

h)

SR R R AT C T I A2 H) . D

s DU AR AT 5 LA 7R “ TR (Tools) i :
s B F#4T (Enable Enforcement).
rti T—% (Next) JH 31 S
TEHE— NPT I AR )
CH 0 AR R BAT A 2% ) R Ty T ) S s fis— e D

Midi T—%% (Next).

EPEEPAT IR CTAE A, K5 Midi T —3 (Next).

LRI S oy —ANVE HFAT s, 3 Al + RN S — N TAE= 8 (+ Add Another Workspace) Jf-5¢
JE AR

FR A 75 B LAY 35 IR .
S EZ F 1T (Accept and Enforce).

TR FAASVE AT SR, AT EL T 84

a)
b)
¢)
d)
e)

S AR AT S R 1 32 AR R
FEIBR R (Manage Policies).
HHAT (Enforcement).

TSR (Enforce Policies).

B TEIIT S

AR RS, TS PRI IAT 2, on page 127,
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B =rsmus

SIE3 AL TG0 b A EZ FH T (Accept and Enforce), K157 < 1l R I 1) 52 1k T4 2=1A)
SIS SR 587 o PAT I 2 Q3 IMREEAR S :

Figure 70: 2 & FAHITHY “SREEINIT” (Policy Enforcement) 51T

Stop Policy Enforcement Enfor

A Manage Alerts

Enforced Policy Version: [p1] €——

Select time range

52:41pm - Aug 5 2:53pm ~

© Enter attributes. . x

Filtered | ® Flow Observations ~ Permitted | Rejected | Escapec ] Top (Neres = ) .

&~ Consumer Names Provider Names

Found:;\‘owomew;ﬁns [Show20 ~ | “ b - =
T T REFT L REr v A fe G BIbR &
What to do next
o WK A TAE RS RIPAT T RME, 525 RE e ik AT SLAh Y [ 1 TAEZS 1), DASEIL Tt
PIPAT SR .

i, AT fE I i EERATAEL e v ] e 5 S R S 9 K i) AR SR A v 8 A )
o FEN AT IR AR, 2 AR AN/ BA N Eb I & 3 PP T 2, AN R AR AT

o T AACEL A TAR A, THAEAN OGN 58 7 1 g s QB C B P AT SR . 152
BAFACHE N LK 7

s AT H ZERAR L E MR T oW TERS, ES0:
* %) AWS 5 PE AT 70 BESRME I (1) e A 52 e VBRI R
* X Azure T AT 53 B SR B I (1) A S e AR ) 32 R
* X} F Kubernetes A1 OpenShift, 5% :
4% EHIAT, on page 129

© BFACHEAC &

o HIRMBBI TR, ES:
* F5 BIG-IP [ 5514 T
FS5 N\ st a1 SR ms AT

* Citrix Netscaler [f] 5B HAT

* R A ORPAT RO AR o TS ISR AT 2 A5 12 7] T AT, on page 130,
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g |

o FCEEAR, DMEECENEAT i R A, B0 e 5 T AT S AR R4 R

REEHITEI S
MM TAER R “PAT” (Enforcement) GUHIXT LA TARZS[H AT SEHE I, Mg AAT 1) 5 S0 VF A
 FETARSE SRS 2T, I A XL
TR ALAE AAH G Vi FE 4K 7K 14 SR
o RS B LU A .
o PRASRIE A o
o MEPEEPAT I AR E K 2 HT A
o K SRS RV 2 LU A RRAS o

SRS PAAT 17 3 (20 3R
1. EPESRNE B

T DL SR T AR S AT (1 SRS AR

ARGURE W7 T IAT IR SR L5 BT FBCAS v (14 SRS -2 T) 1) 22 5 o

LA RRA LA SR 225 R4, S mT DU DR A& SO S 2, IR LT 308 CSV.
2. BRI AR

WE D R T8 73 g 52 P 3 S S O A RS PR 7 R UL i [ AR 3 RS ROk B TR I ms
S A B A T 15 A AT AR B R BT AT T A S

FIRE S M 1 AR S 3R AR VE I P i A s e (H, i A e R T A LA A
B, KPR AR ST RES D

7E Cisco Secure Workload sh &2 wEH [
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Update Enforced Policies

) Review Policy Updates @ Impacted Workioads
Workloads with enforcement agent that could get new firewall rules based on 14 policy updates

© Enter attributes. X

Showing 10 of 25 inventory | Load Al
Y Hostname 1 Address 1

eg-tet36-centos? 10

eg-tet36-rheld 10.10

eg-tet36-win10 10

eg-tet36-win16 411:8072:3013:04011598:1b%a
eg-tet36-win16 10.103.4.101

eg-tet36-win19-2 10,108,412

eg-tet36-win19-2 10.103.4.1

eg-tet36-win19-2

eg-tet36-win19-2

eg-tet36-win19-2

3 Impacting Policies 4) Review & Enforce

E

osfl
Centos
RedHatEnterpriseServer
MSWindows10Pro
MSServer2016Datacenter
MSServer2016Datacenter

MSServer2019Datacenter

MSServer2019Datacenter

t

e

t

MSServer2019Datacenter

t

MSServer2019Datacenter
e

MSServer2019Datacenter

AREA IEA M-I H fE 2R,
SN SR

1524 Bl Cisco Secure Workload HJ % =

ALHE AR 8] Fh ) S T BE23 S MR 2 i AR 1) i K AR D DRIk, R O AL S A 22 1R

AT I 0 1) SOV S
Figure 72: 18 5£ TAEZ= B FAHITRR A BIF %

Update Enforced Policies

/) Review Policy Updates

Impacted Workloads

Scope Application Workspace (Primary)

® Default Poicies: 1

Caten-al Action: [ @ DENY.

@ 'mpacting Policies Review & Enforce

Analysis Enforcement

HAZ R

i s T EPAT I S AT REAZ 52 1) AR 1 2 140 DA AT TRl 3R A i e
205 5 HHEZ H AT (Accept and Enforce) I, TAEZS [ H (1) S i8oBs F T oF S8 AR A 26 TAE f sk

FBCE R K R

BT LR RO BT IS SR AL PR, BRI Y, DRk S %, Wk E R, TR

SEEIIAL, - DA O I 25 RRCAR 1) 4 BRI W DG 72 B 4

. 1£ Cisco Secure Workload H & I8 5 B% 4 45 [ 4
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Figure 73: EERHEFMITRIEEK

Update Enforced Policies

Review Policy Updates Impacted Workloads Impacting Policies © Review & Enforce

You are about to enforce the following policy changes
New firewall rules may be inserted and any existing rules will be deleted on any of the impacted workloads
The exact list of impacted workloads may change at any time due to dynamic nature of policy intents

Policy Updates 1
Potentially Impacted Workloads 25
Catch-all Action
Reason for Enf t Act

Cancel | [ Previous | [

oo oo 4=

B FRIMIT
41 ZAE HH Kubernetes A1 OpenShift 7 B 1) 36 T 24 110 TAE 12 E 2o Bt LRI, 5S04 N
F£T- Kubernetes 1 T AF S #3 Bl o B .

[ ]

Attention  7£ KubernetesOpensShift E#l EZITHREBLMEE AREME RN .

H T P 3AT T Kubernetes %3 1] iptables KU, 20048 H 0 R B A (Preserve Rules) i 1t
(RO B STk e A . 335 2 3 B @A QI S

e Ay EIATHENE N, Cisco Secure Workload VK Kubernetes/OpenShift fi 5545 ARt . 7F
W, RSl % 0 SR e 45 A $E it Pod M HISAT BT s RN o I 4 480 Y e
Kubernetes/OpenShift 4 1288, &M APL RS #5 BB OO, S sh& T8 .

PLR 78] 15 B T I D) REAT R RGPk o 185 S LA 3N, %R0 VR B AR2E 4 environment =
production ) BT =LA Pod (13 B ) 25784 24 NodePort H 4 #%4 db ) Kubernetes IR %%, X434 —
%1 Pod b AJF TCP %ii 1 27017

ERE e islim 0 ®RIE
environment = orchestrator system/service name = db TCP 27017 R
production
o
orchestrator_environment
= production

DU SRR 7= A DL By B )«
« ZEFRIE 9 environment = Production [ EHLFT Pod b, i BN S T8 2 1E I Kubernetes 77
AL R . NS Kubernetes 49025 MR 45 (R 715 i 1 o
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* {EAR%E 20 environment = production ] Pod |, ¥ Kubernetes 73 Ft45 Ik 55 1¥) ClusterIP [f14% th
R IR S5 A FF % 1 (TCP 27017).

 LEARSS @ M AERER) Kubernetes 17 5 b, R RI3RAILE Pod ML HIEHE. LR A b AR 45 2
JEI) H kx3 1 (TCP 27017).

o FERRUUIR S EAREZEN Pod |, K H T4 Kubernetes 7 55 LA S AE 2 EAH LA Pod BT A 46 N
IR IS FH P A 2522 FF %) H Frdii 1 (TCP 27017)6

Cisco Secure Workload Kt A= il 5 37 REFRIOGH AR 45 2889 L ity L1 RD— 4138406 % Pod MOE 2%, FFH T
SEB AR T BT K B )

AN
Caution W {F4Hi% 11T E1E KubernetesOpenShift R =7 RIS EE, LI %5 Kubernetes £ B¥HY A EMRIE A
x.

Cisco Secure Workload 5 A\ f] Kubernetes/OpenShift Il H 35 #) 1% Kubernetes £2HER) Pod FRkSS (H
i, kube-system i % 2 [H] FH¥] Pod) o IXAFHE AT LLoE SORSHA I SR KA & Kubernetes £EHEAS 5 1) 22
4, RIX AR ERRAE Bork AN I S 2 M A RIS AT

BNEPUT R TR T/E

MERE
H S R BB PR APATUER S 0L, 55 122 T,

M B ANELE AR
FE SR MK rp, it (Overview).

TEREIEHIEMR (Security Dashboard) Ui |, #F 7B EHMEITFS (Segmentation Compliance
Score),

WARAZAE /N T 100, WIETT e O b T30, LA AR AT — i D0 AR s A7 AE S TIC B 7] A
AREAER, WHS 2 BE RIE

ARIPEXLAGOTEANE S, WS PRI A TR AR, 55 113 iU FEd. (X
LU S RAEH T “34T” (Enforcement) I~ F 7R (1) AT g, BLAC “ SR 73T (Policy
Analysis) EIR F 7RI sl D

IIAEAT B S, B A SEms, B zs A s K s/ 11, LA SR VR Il (R AR i o
SR JEAE T F AT Z A EH AT o

EEHETERBRIEHITREE (BIRKRER)

i LR AT B B4 TAR TP ST e (RINZ AR BRSNS o SRR A,
DR A 22 ) B BT A SR m] e AN IE T T AR S () P RS ARG, 0 H 2 A TARZS A (35
AT REE T2 AR I A gk (i, QYR A SG Yl R 4R AR SR D o
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sEpETEngnenrgs Az [

HARSE AU R HI o AT SRR GEEM AR S, S0 “ SR #o0 .

FHIa Z |l

\)

AR FASRIE DU R AR A (] P SR o A RORRAT AR, MR AT AR Al i T A A

BT SR A A L M BLAES R

UK

BT LA “ %8777 (Inventory) SIS TAE S A F M2 TAE 2 “ HARSEHE ” (Concrete Policies) I
T :

B “TEFEFIE P (Scopes and Inventory) TR HT, IFFHAT A N84
a) KIXIEFEEIR (Organize) > SEEI #1457 (Scopes and Inventory).
b) R TN IP Huhik, KRG A izt .

FRGNGAE SRR R TR T A S B SO

ek, BR TR AR O N E B EE T 2 B) TAE S, Kubernetes F1 OpenShift T./E 71
A, W TP Mk BoRAE | P itk (1P Addresses) 3R, A Son7E TYE 3% (Workloads)
IR, MR ARAE TAE 73 LB, R ICEHAT SRS, JF HsAT BARM SR 13 .

TEM “OB” (Segmentation) T ST, IF AT DA A

a) WKIIEFEBEHE (Defend) > 43 E& (Segmentation).

b) s

¢) M TAEA .

d) riEIEKEE (Manage Policies).

e) A LELEE (Matching Inventories) LI .

) LA TAEER TP Mk, AR5 Azt

g) EAMEFT MR, MHEEILERISEE XY (View Workload Profile).

ARG AE AR R IR 4T T AT G 8E S

M AR SREELE SO (Workload Profile) Ui Ze ¥y s i, sSii BRSEE (CONCRETE
POLICIES).

i AT ARG .

HRVEAIE R, 1SR “ BRSNS (Concrete Policies) ZE1H 1< .
PG RN S R, IE AT DL AR

a) MTIREEIBSITER (Fetch All Stats).

b) T RE AR R
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11 0% Kubernetes %, OpenShift T{E i M{F R, 1 Sii A& 5B (CONTAINER POLICIES).

N

T—F Mt 4

e Rk FE M ¥ (Monitor) > $UTIRZS (Enforcement Status), AR HAKSEIR KPIRAS, Bl H &5
CLBkI AT S . A CPEANE R, WS “HATIRE” 55

MER R EANEERNT

UK

HIB1 HdiBRE (Defend) > $UITIRZES (Enforcement Status).
PIB 2 EAEEREREMPITIRE, EVHIRTEELTIE (Filter by Scope) #4114 JFik#—ANE[H o
$123 BECBBERIEMIT (Agent Enforcement Enabled) &% .

G B L B oRATAACE ) R 4T (Not Enforced), i 4k S04 T ILAE

EEVIUP 7 S Ui e RS S 17 S PSS D R SR A B Ty = DR E7 K
HIB 4 SRRSO KRBT (Not Enforced) #75, LALERIZE T 7 (A& b 7R 52 5o mi i T4 9138
PR S B S CHERC E R E SR, IR AR R b T .

T 2 5] 1 (A QT B S AT

I EMATRISRRG 2 & R EI I
FIFURIAT B TR A SR M SR IR B LA G MR T fh 23
AL SIAT, MR AR, 4 R,
a2 A
o F b — A AT S

UK

HIB1 SRR (Defend) > $UITIRZES (Enforcement Status).
PIB 2 EAAEEREREINPITIRE, EVHIRSEELTIE (Filter by Scope) % 1 JFik#— NGl .
$123 HERIBEIRSER (Agent Concrete Policies) K% .

W KR BT E Bk (Skipped), iF4kEATILRLF -

), Bk AR R IR

P4 BRI S ) TAFE RS, W A R O E Bk (Skipped) #7).
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SR TAR RS AE KR T IR R A

SIS WAL SFEUL R BRI, IERAT LT A
T8 AR g5 W AN TAE G gk, 15 ki BLRSERG (Concrete Policies) 517 B2 Bkid (Skipped) 5512111

(i) $%HL.

HiRiHS BEER

RELBEAT 2235 Windows $:/E R4 F2 /b —AME F T Windows T 51 3% 1) S s 475
ARIZ4T Windows $5:FE R GE A8 H & Fl/slde it
NI LB S o N BRI A AR SR 2

Tl B85 K SR 2 W2 AR S %, 28 133 5L

T—5Htta
i) BB, BUEAERR LR AT SRR, 152 R 2

HTRERIREE T 2
0 TETE R PR M P FLOR NG, IS S M AR A 0 5

A RN SCRF SRS B A PR o PRARAROE F T 2 1B e 8 AT (1) 5Kl o Cisco Secure
Workload H ¥ lC B BRI HH A5 B nT BE X I8 I 5 Bl

FHia Z |l
WAL SR AT I RS 2 T A B, 5 132 T R ARG IE B A s B I AT SR B, 1A
VR il e st ) L

UK

SR PHRZEEE K 3 TR,
PR 2 B TARAS ] 50 -
SRR e B, IR DA R P TP I (1 TP Mk B
B, A IFIAT S, MR S ST AE T BT AN BB KR TP L hEA 3 1.
E?E%%E%ﬁ&ﬁ%%%,@ﬁﬂ%%%?é%%%&ﬁ@%c%%%ﬁ%?@%%?é%i
PR3 WA SA, PATEOFTRCA I ARSI, IOk A ki ) S .
IR A X LI ) ) H A e A D IR
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fz e EMITRIRES
ATHT HIRNE B B SR

QIR ZIAE AT JG 1B ORI, T3 5 AR R — E TAERS M 3 T . ARG, 740 &G 1S 10 58 4,
FEFRA AT TAEZS 0], LR RIE B BT O e o 24 a8 i o s P AR T i (R RO N, 1 el i
H EAEITREISERE (Enforce Latest Policies) #4H

BE. IWRNEECSHITRIRIEMA
RRUCHAT SRR T A A T S BT A 25 01— AR (%),
HRRER MR, WSHCT IR (v A po 35137 51,

UK

F1 KRB (Defend) > 4% (Segmentation).
P2 FHRADSE R TR H .

PIE3 pih EIERES (Manage Policies).

WA DU TS W i s 1) SRS AR -

N

b Cisco Secure Workload

{ Workspaces Production PRIMARY ven v
SEIRIIRRA ] BE AL SRS R ILRRAS 437 (1) SR AR BREAAT TRI R A
YIRS PATLL T #RAEZ —
SN 3 R N O D e 1) N /A vk S (1797 N
A ERITOERE: ks, SN FRMRR (v e L 5 137 5L

BRI QURMES avx JRA, IESEHR . HUBORVE BRI A S i
A, 5550 BUMANEAR T, ALFEA UK R B S .

. 1£ Cisco Secure Workload H & I8 5 B% 4 45 [ 4



I 7£ Cisco Secure Workload 71 & T8 55 B 4 4y JE]
wenFnzmrgn2ins

FEEAT RPN | 1 ol GO TS 4 T ARCA 55 U M BB R A £1E3R (View Version
FIPEAnfE R, TEAT L History).

TR 2. il %A RIMA (Published Versions) HL [, 77 LU TR LA 10
e LA

3. HEEFHAMAMHESH, Wb A .
AR OATRIR TSN o
SESR AT RANPATIE BN -

BHBHARA LA R |1 A tbER 81T (Compare Revisions) .
BH 'f?’ =SS /*[/\
BANE, WIITENT 5 o g emeonik.

Hff
BT LA BB SORARAS . 5P BT R A TR AS
3. AKLERVEAMEH, WHMANSIRLLE: RS, 5 130 7.

TMBRA T ZHINRAS | ek U5 eI (Delete).

AT LN BRAE
BTG 8T CRATII RIS A (p* A 5 ta] LU R 1A
Pz

PR, IR A RS Export.)
SIS B H TR % 55 T

T—¥#ita
SERURA AL B, VAL AR 225 18] DT T THUAT R AR B e85k S A B SRS FRUAS (v¥) o
SXRE AT LARE G 5 P I B A L SRS RRCAS , 3R] DAAE A 2 i) v 23 1 A s

BEMITHIRER R E 1 2 EA MR A
SN EBAT I 008 R BILRTIORA, SEHT R AEEGT , 98 124 ST TR —, It
ST LA

ZHREEHIT
- BRIM A S A BELAEHRIT, FATEUTRIE.

T IR H SIS IAT, on page 1241 Il (R R 13 8] I 5 22 AN YE N AT SR o 11 216 “ IR
A7 (Select Version) UL F, midiiZ#EERRA (Select aversion) , R JEIEFZRIT (Disable
enforcement).
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c EXBAEEZEAKREHIT, BERITUTERE:

SRRV T TAEAR R SRS HRAT " (Policy Enforcement) UL IHI, 4R s o 41 (1 (115 L SRBG A
1T (Stop Policy Enforcement) #4411 JX S MR AH 5 AT 2% 18] oh AT (14 SRR T (AT 917 R U 5
ANVEE A IBE ™o REAEIR P21 R R — M “x” HIAREEAR S

RIS E
A\

Caution  jH 37k 701 2% 97 {5 BT A YU 1R P BT AR 0¥ S ST -

I ) i 1 i 1 A L O B P SRR

LA BTG P 1 A A T 0 A5 MU B, 1 AT DL R 44«
1. NSk, EPERAE (Defend) > $14T (Enforcement).

2. HilisEMEE# (Policy Updates) 553 (IR A .

3. [WiEIf#3 EULA.

Figure 74: 3 X 33 30 | A< 7 88 3t

Filter By Scope @ Current state allows policy updates
for all workspaces and push policy
enforcement rules to all endpoints.

Agent Enforcem({ (Recommended)

Enabled
Not Enabled

Figure 75: 5 K 3E N EFH 2 & 15

Policy Updates

Filter By SCOf  Current state prevents firewall rule
updates on all enforcement points.

Agent Enforcement Enabled

Enabled
Not Enabled
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AT RIEX

AT PSS SRAR P AT TAR =S

8] 513 e 3L

nirmeiez |

FRA I HE B3R

LAFRAT IR, TEHHRAT LT Ak

1. sy “404)” (Segmentation) UL IHI AT I 4GH LT 5 LLRIT “ T.H” (Tools) & H..

2. HdiiTH $£i83F (Enforcement History).
BN A — A AT I W B U 22
3. i gEfE, TR INHAAT BT AT S TR A R

Figure 76: 31T/ £ 12 R E
Enforcement History

@ Enter attributes...

Jul 12021 01:50:22 am (EEST)

03.08.2021, 15:03:48 [:: ] Apply

Change by: Site Admin <team-x-all@tetrationanalytics.com>

@ Default : internal : eg-app1

Jun 29 2021 12:03:04 am (EEST)

eg-app1 UPDATE p1 — p2

Change by: Site Admin <team-x-all@tetrationanalytics.com>

@ Default : internal : eg-app1

Jun 28 2021 11:35:08 pm (EEST)

eg-app1 ENABLE p1

Change by: Site Admin <team-x-all@tetrationanalytics.com>

The enforcement profile was refreshed to notify the agents.

KT REGARZA (v* A p*)

SR FEUAS AT IR B PR Ay A

ERBIRRA

AL S CMERRE) JRA o AE TARAS

} Cisco Secure Workload

¢ Workspaces App1-primary v PRIMARY

* VA A Bl A IR R
ARHEAER, WS FNE
o P RRCAS DAy 23 A R/ e R A
ARHEAER, ST NE

[ ARCAS o

(1) T T 7 «
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. KT RERARA (v* 1 p*)

JRAS G 553 AT g2 s AR B A

& 6: hRARER
AR T IEAE 73 M B0 SRS PO R A
(9 RN AT IEAESAT ISR TR A
(1) R A BRI HEN K BT R A
CEEbR BIRAAZ M [ OB A
7~
o IR IIRRASZ 508 A I R SRS A

} Cisco Secure Workload

{ Workspaces Production w PRIMARY
o SR IIRRASE 2 T IEAE 70 AT 1 SRS TR AR A «

Cisco Secure Workload

¢ Workspaces E)(am p|e ~ PRIMARY wee Version p2 |~ View Version History

o R AYRRAS A 24 {7 IEAE 70 BT AN SRAT ) SRS (4 A

.

4_{

®3 Cisco Secure Workload

¢{ Workspaces Production v PRIMARY s v

R RIARAS (v)
JRAS (v¥) SAEREX A ) AL 1A 25 ) S i 1

B ABNRILEIEN, REERIRA 1, FEHAZIGEAT ZJa KBTS, 01 gl s b 4R A
(HARERIZIT) , MSHARA 1T 4B ARSI, W ERGRRA (BRARRBLR
WO

RPN, v A2 B 8 .
ZAE v A, WS ER . AR BEA USRS , 55 50 L.

K-

B & YR AR AR (p¥)
TARZERIIIARTE “ O Rl ” HRIEARAS (p*) 7 LU fS:
* PO AT SRS R ARCA, B

. 1£ Cisco Secure Workload H & I8 5 B% 4 45 [ 4



I £ Cisco Secure Workload #' & I2 %E B& 4 v JE #
gt gnzs [

o EARAT VSRS AR

RPN STARI AT IR RCAS, BARBR T 53¢
© HIF20 BT IR SHEME A«

BRI M AR 23 18] P IR S B A2 AT B U i 2 T B SR RS (Analyze L atest Policies) Itf, &
Gehl e Doz AR ) o UM SR IE AN SIS SRR DRI, T “ CRA” IOSRISRRCAS (p*) G '
SrHTH R . EORTIR R SRR S BT RRCA (W AE DU A A ) AR EIIK) “ SRS 38T (Policy Analysis)
IR L.

<{ Workspaces Production PRIMARY

Matching Inventories &) Policies ) Filters @)

| l Live Policy Analysis: p1 I I

© I T IR M A

BERAE TAEAS 8] P e SRS AT, sEREAT B USO8 AT IS, T 3T “ 2kAin” 3K
WEFERAS (p*) B R TS AEBAT 1) 2 PO B 0 AT A 5 o BRI, RIS AT 0 BT heAs 5, AT
JRA WA 5, R & o AR 2 RN BRAT SR 1) 8 RN 1R o A R AT (1) SR B AR AN 7= 1 DL 1]
fe B E TR K] “PAT” (Enforcement) iE1 < .

¢ Workspaces Production wv PRIMARY

Matching Inventories € Policies @) Filters @@ i

I Enforced Policy Version: [p1] I

EIBE A WH (p¥) hRA
okt OO AT R SRIS IRAS, e S MMER .

)

AR DA RIS IRAS (p*) SR 1000 IEFEFREE, A ZUIHER IHARAS o

LU PRI ER p* WA, WS EE . BRI BT IS hRCAS , 55 119 TE AR . LB P
PATIIHMSIEA 255 134 1T,

Ty LAEHT AP R BR O A AT HORRCAS .

RESARASELEL: SREGES

FELLRENS, TES YL NMME B & FRBORAT BRI SIS AR, on page 50 AX A LA
LTI MRS, on page 11980 & A LLEAIE # S HAT AU SRR ACAS, on page 134
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B swinsnn. gwzs

SR B SO LA
FELLEER

o K TRl S KA R IR 55— 4
o 403 T B S R PR SR B X

* SR S SURI IR 55 2> Wl BT

* LA CSV A% A IR 1 S BE

AN IR 48X (Absolute).

Table 7: 5} H3 B 22 B 1%

7£ Cisco Secure Workload &I RE G AH |

“ERIN” (Default) fll “4FBH3R” (Catch All).

B 15 AR

Priority 4 100

Action il ALLOW. DENY

Consumer i, AL SR

Provider filan, $eptE g

Port it 80

Protocol 41 TCP

Table 8: CSV i 1%

5l 15 AR

Rank FWE . B4, ABSOLUTE. DEFAULT,
CATCH_ALL

Diff 2 A, i, ADDED. REMOVED.
UNCHANGED

Priority l4n 100

Action il ALLOW. DENY

Consumer Name 1§ F B LR 2R o

Consumer ID 1§ B FERE) 1D

Provider Name RALEER 2R

Provider 1D PRALHEREH 1D,

Protocol %11 TCP

Port 5140 80
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B R T SRS AR p1 R v

Figure 77: 5k R& &= R4 E

Compare [ Policies | Clusters

Base Version Latest draft version, Analyzed Version (p1) | | Compare Version Latest Draft Version, Analyzed Version (p1)
p1 x vo x
Name: untitied 9logevents  Last Updated: Aug 5, 5:14 PM
© Filter Poliicies .. x ]

Absolute No matching changes

Default Unchanged 0
Priority Action Pe—— Provider Servico
100 [® Atow ® bpimweb-idev4-0* ® OTHER: redn9-dci13n-gen-client-ace:iv120. Tep: 5222
v 100 [® ALLow ® bpimweb-idev4-0* ® OTHER: RTP-DC-Internal UDP : 53 (DNS)
TCP : 80 (HTTP)
TCP : 111 (SunRPC)
TP : 443 (HTTPS)
> 100 ALLow ® bpimweb-ideva-0* ® OTHER: unknown UDP : 53 (DNS) ...1 more

Figure 78: 3B 2= R E T %

Download Policy Changes as CSV

Figure 79: 13 8 SR g = S A ]

Filter Policies ... X

Properties that can be filtered

Priority e.g. 100

Action e.g. ALLOW, DENY

Consumer e.g. Consumer Cluster

Provider e.g. Provider Cluster

Port e.g. 80

Protocol e.g. TCP Provider

Figure 80: 5B = S M EE R LB TR R

Default | Added 15 Removed 4 Unchanged 149

Figure 81: e B% %= SR E 53 ¢H

v 100 [® Atow ® bpimweb-idev4-0* ® OTHER: RTP-DC-Internal UDP : 53 (DNS)
TCP : 80 (HTTP)
TCP: 111 (SunRPC)

TCP : 443 (HTTPS)
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B sorsmmamneics

Figure 82: kB = RULE CSViit

Rank Diff Priority ‘ Action Consumer Name Consumer ID Provider Name Provider ID Protocol Port

DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 OTHER: rcdn9-dci13n-gen-client-ace:ivi20 610bcda7a51e713db909d9f1 | TCP 5222
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 A OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe = UDP 53
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909dad0  OTHER: RTP-DC-Internal 610bcda7a51e713db909dofe | TCP 80
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe | TCP M
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51€713db909da40 OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe | TCP 443
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40  OTHER: unknown 610bcda7a51e713db909da45 UDP 53
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 | OTHER: unknown 610bcda7a51e713db909dad5  TCP 443
DEFAULT | ADDED 100 ALLOW bpimweb-idev3-0* 610bcda7a51e713db909da26 = OTHER: rcdn9-dcil13n-gen-client-ace:ivi20 610bcda7a51e713db909dof1 | TCP 5222

2

Tip S5 LA SR BE A 22 5 WL, on page 78.

) H S FRR AN B3R

T80 H AR SO AR 8] B B S D s % s MR RS IR AN dy 44 T4 6
BONEERY, EERFZ s TAEE, LRI E, SAHPIE Ash M kI ALK 2 Bos
BEAT T HIUE S o

LAH TR RSSO il sk, i s AR ) h 4 2R 3h B S e
.

1. WKs R (Defend) > 43 E% (Segmentation)

2. RUTAHORIYE BRI A5 )

3. HEFEEFHE (View Activity Logs) 5%

4. i THE=EFEEN AR (Workspace Activity Log) #£T0 .

Figure 83:3& FA T L TYEZ BIARA vI B4 B S

Activity Log Matching Inventories @3 Conversations Filters @) Policies Provided Services Enforcement Status 4~ Policy Analysis 9, Enforcement Q
[ Application Activity Log | Versions (2 Published Versions 1
You stopped policy enforcement AUG 5, 5:14 PM

You started policy enforcement on version p1

You stopped policy enforcement AUG 5, 2:50.PM
You started policy enforcement on version p1 AUG S, 2:50 PM
You stopped policy analysis AUG 5,2:39 PM
You started policy experiment on version p1 named s AUG 5, 2:39 PM.
You updated policy analysis to version p1 AUGS, 2:38.PM.
You stopped policy analysis. AUGS, 238 PM
You started policy analysis to version p1 AUGS5, 2:38 PM.
You deleted exclusion filter OTHER: RTP-DC-Internal — Default : TCP port 80 AUG5, 2:05 PM.
You updated exclusion filter to Default - OTHER: RTP-DC-Internal : on any port AUG5, 2:05 PM.

BRI b5 RRAS A DGR I T FHE IS S, 1 2
o KT RBSGHRA (v* Fl p*) , on page 137
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mamiagmEs |

o B LBV BRI SIS RRAS, on page 50
o ME. WA HT M KIS IUA, on page 119
* BE . HWRNE B CHATFI SIS RCA, on page 134

B B ER 1B SR B hig 2%

XF 1

X 1E "M E

B B AMIER LR A ZSAS H ARV ) (8 AR T AR A 25 30 A ] (1) w1k

XTI RE SO ENUER i 1 SRR 4 55— & BN SO A AEAS R I TR ) 224>
TP SEHL . A BRI R SR B, B I I/ 7 S 11, 0 e AT TREAT T A H
B, DMEASOS IR X T IRSG 3 GRAEE) 30 N BN A FIEHLB Z M AR 45 X1, 73R
1T BEhHS BN RIS A, AN I N A B B RIS R

FEVEAY A 20 SR A DY) A SR SRR I R U B S 2 e T PR R e R 28 R R AH ST

SRk, AR A7 RO PTHR B AR AT I 5 4 o R TR . SR AR o 2 R AE 3 S
S BT 6 IR 1] PR 3 A B AT SRR PR3 o LA S AT P 9T Ok L 1 PR S, B0 G P R A
Ji¥ s VR E (KR AT 2 /s A S g et

THER, B -l a5 A o e M B B e A I AL I - e PRE AR R T RSN 1 (R
IS 2 SR 55 4 22K

CXPUER” AL T R R R TR B B IS R IR R VSRR, E B Bl SR R IR,
2o ) SRS B, BT IR R 45l sk e RIS AN BE 2 3 ) ANk pea%, ikt n
22 N—A> 1P Huhik 2] 55 —A 1P bk,
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Figure 84: 3HE RN

< Workspaces Default v [PrmaRy | «.. [@] Version1 N View Version History Last Run: Jan 22, 10:54 AM@ | P> Automatically Discover Policies

Matching Inventories (€ Policies @) Filters @ Provided Services Policy Analysis Enforcement Status Enforcement Q

Conversations @ Cluster, Scope and Inventory Filter membership is as of the time of this Automatic Policy Discovery.

Consumer ~ ® Selecta group ~

Provider  ® Selecta group ~

% @ Enterattributes. x

Found 165 Conversations (20

Explore Observations > 20+ Consumers || 20+ Providers

Y Consumer Filter 11 Provider Filter T| Consumer Address 1! Provider Address 11 Protocol T} Port T Flows
® Default ® Default 72219311 72.21.131.4 TCP 443 (HTTPS) R
® Default @ Default 72211317 36.224.108 TCcp 80 (HTTP) ]
® Default ® Default 231.182.22 72211319 op 5660 (Secure Workload Enforcement) o
® Default ® Default 0.1035.2 72211315 Tcp 443 (HTTPS) o
® Default ® Default 72211317 73.36.224.100 Tcp 80 (HTTP) o~
® Default ® Default 73.37.180.98 722103112 ioMp W
® Default ® Default 1314 Tcp 443 (HTTPS) ]
® Default ® Default 73.37.95.210 72.21.131.13 TCP 22 (SSH) [ I ]
® Default ® Default 72211311 106.11 icMp WA

R ERESRME

fd I MG A AT LA typeahead R RLE FE AR EATIASE, XIEFEE VI kB - vE S JE
MAERE, W NI REUKRoR T il I MR 2 IR AT 0 16 VR SR L uE s,
W “x” Ebr GEBRILIES T REAVEAED .

BOATEOL T, 75 Bam R R, Al R R 25 5 1P ik i J& (¥ A7 8 ™ ik SR8 A T UL
fice fdn, K “rootscope” WFVLHCHTAH X id, RIH HELL 1P I I 57 A4 )y i v B & TR 4 M UG
SEPAT S HARBGUCHC, 35 A 23 T P8 S A A2 0 BB Ty p1 R ke R v R g BRI TP 1R 4
fEVLEL” (Restrict scope filtering to an IP” s best match).

Figure 85: & ##{F A E IR &

Convers: ations @ Cluster, Scope and Inventory Filter membership is as of the time of this ADM run (Aug 5, 10:55 AM).
Consumer @ OTHER: RTP-DC-Intemal + X
[¢]
Provider @ Selectagroup ~ X

Lo @ OTHER: RCDN9-DCI03N-ACE-Client2-vi200

® OTHER: RTP-DC-I
Found 200 Conversations

® OTHER: rcd
Explore Observations >
® OTHER: rcdng: 120
Y ConsumerFilter 1l ® OTHER: rtp1-dem01n-bpim-idev3:iv230 Consumer Address | Provider Address 11 Protocol 1} Port1! Flows
® Default
@  ® OTHER: rtp1-dcmO1n-dem icm01n-dem02n-otv-filer:ivi 1 0.115.184.11 10.115.184.11 Tcp 1000 [T ]
1 of 1 matching scopes shown
® Default fiiter unknown @ 0.1.1.0 0220 Tcp 1000 e

Figure 86: 331E i1 fE 88

@ Enter attributes... e

FEIXHL, S AT LUE SO Pe s A MER SR IR . fiidy “1I9EHs” (Filters) — i 55141 (?) Kbx,
AU E T AT AT RO LERE o 6 TR AR, XSSO A3 2 I 1] ()RS 9 W] e A
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sz [

M Frand. ory not FIFE S CHEY:, i IR L ICHE RN R ARt sy . B, IP1.1.1.1F12.2.2.2

Z IR J5 T JE SR I DE A wT A A«

Consumer Address = 1.1.1.1 and Provider Address =2.2.2.2 or Consumer Address = 2.2.2.2 and Provider
Address = 1.1.1.1 And to additionally filter on Protocol = TCP:

(Consumer Address = 1.1.1.1 and Provider Address = 2.2.2.2 or Consumer Address = 2.2.2.2 and Provider

Address = 1.1.1.1) and Protocol = TCP

MR -7 HeOR T A W, LIRSS SRR “L 7 M L7 T L A AR A

ko BAR A RO DERS 7R Bl

Figure 87: i3 BRI N X ERAE U A E EiA

Conversations @  Cluster, Scope and Inventory Filter membership is as of the time of this ADM run (Aug 5, 10:55 AM).

Consumer @ Select a group ~
Provider @ Select a group ~
- o Consumer Address = 1.1.1.18 - 1.1.1.26

Found 200 Conversations | Show 20 ~

Q

[ Expiore Oservations > | 20+ Gonsumers ][ 20+ Provioers
Y Consumer Filter ™ Provider Filter 1! Consumer Address T Provider Address 1| Protocol T} Port Tl Flow:
nf F A
TiEE 15 BB

{ER &tk {# ] CIDR Ryl N F M ey IP Husk (540,
10.11.12.0/24) . VLECAS FH & Huhk 548450 TP Hy
HE B X B R G LB G

Rt b {§ ] CIDR F/niEfm N TR IP il (i,
10.11.12.0/24) VUFCIHLAR L5 bl 5441 TP Hb
NG T N BB T L LB 45 5,

im0 DG Pc F ot 5 B (14 g 11 B 3% (0 A 8% 2
0,

i FAEEAL (TCP. UDP. ICMP) 338505 W
(23T

Hb k2R AY iR (IPv4, IPv6. DHCPv4) i JEXE R
WELLE R,

AlEE FoRIRIT RN ERE . PTRERIME: & AR
FRAg,

2 HERR? DU C g HE 5 i 2% 5 AT v SRS HE R 1 318
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pORE 15t A

HERR KR VUPC AR e L BE AR (KX 18 AT REMIME:  HERR
U/ SN

sl “RBEMERAL” v Ja HERALEL, RV “SPATARSR” BIR PR a4 . 1X A
BIL— R a0 A AHECAIRAR, AR S -G IG YE S GRS LT “4EfE” (Dimensions) T
P I E D) DLRE RS E T, e B SR . IR P ) B4R R s B LR &
R, %8 SRS AL E R ZMER A R TAZYEFE I . o bR B AR T 7 R g2 4 1
IR b, EEERPRIZWEE R T BRI, X R R BE A

Figure 88: IR EMBLE R

Provider @ Select a group ~

=24 o Consumer Address =  1.1.1.18-1.1.1.26

Found 200 Conversations

Explre Obseratons | Tler

o o
i o
o &
so00-|
aaaaaaaaa
Y ConsumerFiter Providor Filtor 1| Consumer Address T Provider Address ! Protocol 11 Port 1L Flow
® Default filter unknown @ 10.1.1.0 10220 Tcp 1000 oo
® Default filter unknown @ 10111 10221 uoP 1020 e

MIEMBLERERIF
TR R B AR, RO R, R AR A B B R, B, IRT

TGN YE S, A AL AR AT . 78 “IREXE” P T BASIRES, Wl REAxT
T GBS BRI ZIRALIE

Figure 89: 3HEMREREBIF

Found 200 Conversations

Explore Observations +,

T 20+ Consumers |[_20+_Providers
o
o 2
&
Pl o
02 o0 1
e
o0 o0
a0 0
1703845100 o 150 oooo-| o0
Y ConsumerFiter Provider Fiter 11 Gonsumer Address 11 Provider Address 11 Protocol 11 Portll Flows
® Default fter unknown @ 1.0 10220 Tcp 1000 Woaw
 Default iter unknown @ 104.1.1 10221 uop 1020 WA e
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S
t:_—m

IR — AN ESD AR 2 B —ANE X, B R 518 X UUEC I . 713 2R st o o] I e
R, — IR AAEAT B AR 3 Edb TR Re . SR 45 B A 200 B8 AN s P o) 43
Figure 90 53 E

Found 200 Conversations [Show 20 - |

Explore Observations | Taller | [EINERERTENS Show Outliers (!
. o

o
o
o3
5000,
w000
7000,
8000
17338 13841
ER unkoonn 17338.45.1001 17338451001 500 0.
Y ConsumerFitter Provider Fitter 11 Consumer Address 11 Provider Address 11 Protocol 1) port 11 Flows
® Default filter unknown @ 10111 10221 ubp 1020 W oAe
® Default filter unknown @ 10.1.1.2 10222 Tcp 1040 W oae
® Default filter unknown @ 10.11.3 10.2.23 uop 1060 WA
® Default filter unknown @ 10.1.1.4 10224 TP 1080 (SOCKS) IR ]

X v B SR AL E
Xl AL B PR AN R g S R P G TETAR AL, U B AN 73 X /SRR SRS, T A 4R A/ T
VRSB R, SNSRI R R SERE, I A nDRE s i ML AT D28 7 D A B
oo TREATIA T BUERS .
X UL P R P00 TR L SRS ML P PO SR V2R AL, S I TR A 3 2 8 s T A S 3 ) T4
R WA AR MRS, DU R S (D) .
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Figure 91: 3HEE RN

Conversat

jons Grapt 0 0
P cluster & Endpoint: 10.1.2.1
s ok Hostname app-01
x i _‘\\H"\- V i ~
7 Cluster
o : T Confidence 0.900
) § )I T Route Tags
i oy
f 10.0.0.0/8 DC-INTERNAL
r.‘ 10.1,0.0/16 DC-Apps
'
Provides (1)
TCP port 6000
Consumes (3)
UDP port 53
TCP port 4000
TCP port 5520
' r‘
\
o
ra i
conversation |

endpoint

HE2 TR AR(E &R HE

AL “XE” (Conversations) 2 TR S 4 YA #2076 MR8 s W P 22e el i 4 000 0 sk b 44 S i 1
A R A Mo . SRR IAE,  RIATE B — NSRBI BRI AR it
ks EHLAAILAB R PRSI E A o

Figure 92: 7 “34i&” (Conversations) 3=+ 77

Found 200 Conversations [

Y ConsumerFiter 1 Provider Filter 11 Consumer Address 11
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Figure 93: HE2 EATHYE A FER

seganisenzees ]

Top Consumers

Showing 20 of
Y Hostname Tl
appServer-2
appServer-1

orchestrator-1

orchestrator-2
orchestrator-3
tsdbBosunGrafana-1
zookeeper-2
collectorDatamover-1
collectorDatamover-2
druidHistoricalBroker-2
tsdbBosunGrafana-2
namenode-1

zookeeper-1

Address Tl Conversation Count ¥

38

37

10
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Figure 94: HEZ EATHY IRt E B

Top Providers X
Showing 20 of
Y Hostname Tl Address Tl Conversation Count ¥

appServer-2 1.1.1.44 38
appServer-1 1:1:1:43 37
orchestrator-1 1:1:1:252 10

1.1.1.4 8
orchestrator-2 1:1:1:253 6
orchestrator-3 1.1.1.254 6
tsdbBosunGrafana-1 1:1:1.32 6
zookeeper-2 121114 5
collectorDatamover-1 1:1:1.26 5
collectorDatamover-2 1:1:1:27 5
druidHistoricalBroker-2 1:1:1:31 5
tsdbBosunGrafana-2 1:1:1:38 5
namenode-1 Tl 17 5
zookeeper-1 114118 4
laiincharHnet-1 {15 %5 g e a

-1 Arh > —_ A3 /4 - O ===
Bl R A MBI B g AEREE (R F5)
H A e =1=)

S

Important 5% 2 —ANKIG I RE.

BEThfe S APTALT ALPHA 7, AT RESSAEARRRRCA 0 LA SE ORI 5 o

(1 B SN A BT BE AT DA T4 B S8 B 45 1) S B3 A0 10 i AT B P s e o 3 e P A RS SR ] B
KBRS il D AU S R A, I v I R L (R SR A AT s (R HEAf

EAKEER T W I AR TS R, DU RSV SRR (1 S

Kig

VIP REFLIP: 75 ) g 1) HEACS LUIRSS 2 H AR ELA TP
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SNIP SNAT IP:  $1 4314 FH 1 1n) )5 v SE AL AL I &= 16 1P
BE J& & i J i AL 1P,
HIP 2R GUR £ TP: S g 38 iy FH T 1) i ity SE AL A BB A TR DU 2 9 s A I TP

\}

Note HIP & [ shWiii Bt N A SNIP M. {HAERCE SNAT Hulkf, HIP FI SNIP nf GES AN .

Figure 95: 8 &

b

CLUSTER UUID: 1234
CLUSTER MRME: f£5
HAMESFRCE: cCommon
SERVICE: db

client

192.168.60.21

be

1%2.1648.50.11

VIF: 13%2.1¢d.80.100
SHIP:1%2.1¢d.50.100
HIF: 19%2.168.50. £

W ELL RS, b s g VIP. SNIP A HIP J& 1 b yuH, BE &1 beiulfl. Sl Fy
A,
<R
S LG 5 SR S A A A R e ST TR R, B i Y TR A R
address eq 192.168.60.21 or address eq 192.168.60.22

*Ib

F5 SNER M 2% 2o b S8 246 F (%) VIP. SNIP. HIP il BE. X %Ekgs ] T ity
#]), b orchestrator_systemvservice name T 1EF% 4511 VIP.
orchestrator_systerm/service_startpoint SNIP Fl1 orchestrator_systenvservice healthcheck startpoint
HIP. X1 b pzstl, £ Mks% db ) VIP. SNIP F1 HIP [#50 Fl &r dn ~ Frr:
user_orchestrator system/cluster_id eq 1234 and

(user orchestrator system/service name eq db or

user orchestrator system/service startpoint eg db or
user orchestrator system/service healthcheck startpoint eg db)

\}

Note sk SNIP I VIP J& T-[r]— [

* Be
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2
user_orchestrator_system/service_endpoint #5451 BE. T L frznfil, & k% do (1) BE
()0 [ A T
user orchestrator system/cluster id eq 1234 and
user_orchestrator system/service_endpoint eq db

BN RSS Be % v AR DU AN W R LB AE, S U IR S AR T L. SNIP. HIP A1 BE #EH#E 4
1E MRS BT AR B . Y 1o YU B R A74E HIP A1 BE I, A 24/ HIP F1 BE ££7 .

XTI RG], A S HS R AE 1o Ju F N A > SNIP AEHERI HIP 464, JLrh Qa1 T ss
(¥ SNIP #1 HIP. 1T BE A7 T Ib JE [z 4, PRItk B 8 Sng A BN E Bn s A e, 1124 be JE[H
A db FAHSCEERES IR .
et n v 5 Ak
* k55
RS ARTE AR ] TR S5 1 VIP. IRSSEEREI &Il T

user orchestrator system/cluster id eg 1234 and
user_orchestrator_system/namespace eq common and
user orchestrator system/service name eq db

SNIP
M55 ) SNIP A5 45 SNIP £ . SNIP ERERI AT 40 1

user orchestrator system/cluster id eq 1234 and
user orchestrator system/service startpoint eq db

* HIP
4517 HIP (455 E HIP SEHE . HIP ZERE A i -

user_orchestrator system/cluster_id eq 1234 and
user orchestrator system/service healthcheck startpoint eq db

- i

A e BE J& T b EHIN, KRRk 55 0 )m sttt . IXAEN T B ione], SEA
7E b Y A 2B B A
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Figure 96: SR B& = FX

£
L. 168, 58,11 E!EHE !irHj
bridg
VM 1
EMLIE
132 .168_50.1404
192_168.10.11
vibr-gluster?
bridge
192 168.13.21

Wip
182 . 168, 60.100

VIP bridge

&A1 — VIP S 192.168.60.100 . SNIP 4 192.168.50.100 H k%5 db, —ANIP 2k 192.168.50.11
F4) i it REFUATLAE 3t 11 10000 L AviWr o A ity KE ST 192.168.60.21 2| db 1 2 7 A2 DL S

o W Fm 2] VIP (1) 5

LA SR FovVE I ) s K UL db SR 55 -
{

"src": "<uuid of client scope>",
"dst": "<uuid of service cluster>",
"1l4 params": [

{

"port": [

10000,

10000

] 4

"proto": 6,

}
]
}
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3
of

* M SNIP % BE FJ 50 .
M B H Bh A S VM SNIP 21 BE 3 S, 1o db R C 50 .
{

"src": "<uuid of SNIP cluster>",
"dst": "<uuid of be scope>",
"14 params": [

{

"port": [

10000,

10000

:| 4

"proto": 6,

}

]

M b Y8 21 be i 1) SRR ZE e 23 1) HLAHER LT 5
ERE RiE i 18 iT8h
SNIP be 10000 TCP o

IX437E BE EHL 192.168.50.11 A= sl KBS BRI, - AT fe14F3m E 10000 1>k H LB SNIP
192.168.50.100 [\14L N & o

M HIP | BE [#)51 o

ARG NECE T B 3B VE A HIP 2 BE BV E 5N, JF 2ok db RAHDCHENS .
{

"src": "<uuid of HIP cluster>",
"dst": "<uuid of be scope>",
"1l4 params": |

{

"port": [

Or

0

]!

"proto": ICMP,

}

]

}

M 1o 5 21 be 0 1) SFEME 2 e 2% 25 ) HLAHEIL DT e .
ik RtE i 7Y 178N
HIP be 0 ICMP S

IX47E BE 41 192.168.50.11 b4 sl KRR, - AT Fo ¥k H LB HIP 192.168.50.2 1144 A\
ICMP Vi .

i
I

o [ AT AR S P K 22 AN IR SS BATAH IR A PRI, D e AT i AN I 557 B A i i R U 6
B WP R ST i, WATE U, B AF AT PR B
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Feh .

REIE R A
SRS A R 55 28 52 SR} Cisco Secure Workload [ —I0 s 2k ThRE, & SR VE 50 = J5 {3V i St E I3
TR, XSS PATHIE OB g 38 i s BT K B2 I 28 & BEAT T AL . TB DR C e IR SR A
i B3 B E Cisco Secure Workload #2511 Kafka S5, Jf10) % 7 #E4t Kafka & 7 il 15, BRI ] sz
TR, AT S VEEE = 5 A R A A Kafka #6728 S, K7 A 22 b 4 e 380 HL R0 4 e 25 T P

A BAEAN A =TT R CRSCRIFR ) A Linux B35 Java ) SN & A IR 55 4% DI BT
WIRAT IR o

AT
fF Linux &%t ({1 Ubuntu 16.04) [ U N A
* Java 8§ JDK
* Apache Kafka & J'¥jij:  kafka-clients-1.0.0.jar
o PMNZEPNX#Z L protobuf- java-3.4.1 jar
* Apache Logdj: log4j-1.2.17 jar
« G T Java (IR HSIC A sIfdj-api-1.7.25 jar. slf4j-log4j12-1.7.25 jar

* WG HHT Java [ Snappy K4 #%/fif 4 4% snappy- java-1.1.4.jar

LY

3% EX Kafka &= P imiE+$
s QIR “PrEE” DRerH e, RIS EA R B bk
Figure 97: FI T I\ Kafka 1R EERIA P A GEE

Role Details x
Name Policies Subscription
Description Enter a description (optional)
Scope
& Update
Capabilities
Scope Ability Action
Policies Subscription 1 Enforce o
Policies Subscription J Owner o
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https://kafka.apache.org/
https://github.com/protocolbuffers/protobuf
https://logging.apache.org/log4j/
https://www.slf4j.org/
https://github.com/xerial/snappy-java
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. Protobuf & X 324

o FRIEPAT A TP I BT SRS AT o 2D AN AT, DA E 2 B 553 8 v [5G Kafka
B

* SR EIE (Manage) > HIEN M EIER (Data Tap Admin)

o EFEBIE /M (Data Taps) IR, ARG i (Actions) 71 K ) F 204440 3k R4 Kafka %
FUmE A . ARAE NS HE R IE £ Java %P1 E (Java Keystore) 15 3.

Figure 98: & 53 AR

Data Tap Admin - Data Taps

Name Tl Topic Tl Description T1 Kaflka Broker T1 Type Tl Status Tl Actions Tl
Alerts topic-611847€5497d4f628667761f  DataTap Managed by Tetration 172.31.178.25:4... and 2 more Internal Active *
DataExport DataExportTopic-611847e5497d41628  DataTap Managed by Tetration 172.31.178.25:4... and 2 more Internal Active *
Policy Stream 676767 [EIZLY Policy-Stream-676767 Tetration Network policy for Tenant676 ~ 172.31.178.25:4... and 2 more Interna Active *

o N IHIE P SO H HAT Z4AL Policy-Stream-10-Policies-Subscription.jks.tar.gz 4 #x .
AN HFIFERIEN H & PR MR, W s:

mkdir Policy-Stream-10-Policies-Subscription
tar -C Policy-Stream-10-Policies-Subscription -zxf
Policy-Stream-10-Policies-Subscription.jks.tar.gz

Protobuf & X 34

i1 Cisco Secure Workload Ji5 % [1] Kafka 23 T[] /9 2 S5 W4 UL Google Protocol Buffers % =047 4ufid .
A RAMATLE Linux REE E TIP3 U], ESATR.

Cisco Secure Workload P45 5 1) J5L 46 SC 4 m] ZELE AL S 2,

Cisco Secure Workload [ 4& 55 B B £iE 1= 5Y

FEER T I Kafka A JF#] Cisco Secure Workload 52 {& [ fai{k. UML &
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https://developers.google.com/protocol-buffers/
https://github.com/protocolbuffers/protobuf
https://github.com/tetration-exchange/pol-client-java/blob/master/proto/network_enforcement/tetration_network_policy.proto
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Figure 99: Cisco Secure Workload 4% 55 g B £ 14 B

KafkaUpdate TenantMetworkPaolicy
!.Inda".eT',.'ue type Strimg tenant_name InventoryGroup Inventoryltem
int sequence_num
long werdian 1 String id AddressWithPrefic
n ip_address
i Address\WithRange
/
¢ address_range
!
r
.
n P
i
A
MetworkPoli 4 ;
= Vi Intent FlowFilter
// .
/ String id String
A _ Action action i consurner_filter_id
5, —_ ] s
b | kayvaluel) tags I String
o pravider_filter_id
\-\.
l"‘-._
\ .
Catchall ProtocolAndPorts
] Action action IPPratocal protocal
“‘-‘ PartRange|]
1 part_ranges
Int|] poats

7t protobuf H1 A 1) Cisco Secure Workload ¥ 4% 5% 41,7 InventoryGroups!) & . i [§] %1 ¢ i1 CatchAll
MG . BN RISE SR T MRIEHEETETIH . InventoryGroup 27 Inventoryltem 413, X%%
Inventoryltem i it 45 i 25 kil (A DU AN g8 Hibil . 7Rtk s D k387K Cisco Secure
Workload A, Bk S5#eE Mk #.  KIHH IR 1 N 453 5 45 @ A3 1) InventoryGroup.  $& (L2 1)
InventoryGroup LA K 19 2 B iSCR i 1 DTG I ZE R BURHAE (RiFlidE4E) o CatchAll £75°4 Cisco
Secure Workload N5 IRIHR i i & SCIRAHTAR 4 45 o WURANEAE C O ARVE S F AT (1 AR =3 1],
D45 BRI S ALLOW 55 N A= il 1) ks

Y H Pl e 20 O S R AT, Cisco Secure Workload Ji5 G s £ 8 SR 25 S5 I ) 52 380 FRUE Sk 2
7~ A KafkaUpdates (171 5751 &% 3] Kafkao A JCQHADREX L691 5 G 0 5o 4 P DUS G ey b PR
WL TEANGS K, 15217 tetration_network_policy.proto 321471 KafkaUpdate Ff17F #% .

R KafkaUpdate 4 5 K/ KT 10MB, I Cisco Secure Workload Ji 5 23K M i S5 20 9 24 F B
BN BR/NA 1OMB. WA 2450 B, WG —AN 73 Be B3 TenantNetworkPolicy 1) Scopel nfo
TP 1E KafkaUpdate 71 & 342 B BeH,  Scopelnfo ¥4 4% 1% &0 nilo

3

Cisco Secure Workload Y48 5K B8 & P im Ay S & 5L ha
A RN G PEFSAT I 7 % P it I PRAT I B, 15224 Java WUAS ) tnp-enforcement-client.

s ALE I ACHS, Gl Kafka M Cisco Secure Workload SR M It 152 B WY 48 S o 38 3 $h 4T
Jr 5 14 11 PolicyEnforcementClient, 7] LA A FH T4 52 o5 S W 2 A2 1) 4 286 152 5 PRI A I 75 o s AR
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https://github.com/tetration-exchange/pol-client-java/blob/master/src/main/java/com/tetration/network_policy/enforcement/PolicyEnforcementClient.java
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