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Figure 1: fy 455

For Example:
user Joe from Apps
has_many

role Apps Admin (user created and named)
___________ reeme _____ Capability
(s ™ l'|
|| app scope X { ability ] | HR scope + Write ability
""""""""""""""""""" has_many

[ action J Change the name of an application workspace
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Note  H<RASLET AT A Tl s i B LRI P SCHf s, BORER g AR AL

tIERE

Before you begin

R C A S B AR P .

1. ELAMM SRR F, SEHEE (Manage) > A PiF R (User Access) > A (Roles).
2. Aiifl@#F A (CreateNew Role). RS0 B st (Roles) MK .

@ Cisco Secure Workload ®Default ~ @ L. | i secu

Role Details

) Role Details - e Assign Capabilities 3 ' Role Review
@ Default ~ Owner ~ v x
{E ] “Bld a5 (Create Role Wizard) 61l 2 1 (6 (K B 20 =45 &
Procedure
FE a) (BT TR IE 2
FH 1L A

ZFR (Name) FHFRR LA €5 1 44 K o

1R (Description) F T2 I 5% A 1R 8 50 RV (A7 R U
b) i T—% (Next) i 2+, BimidiRE AT (Back toRolesPage) ik [H] “ 4 (Roles)

U
$IE2 a) SdiRINTIEE (Add Capability) #2251, LIMEAESE 47 Wl gk i,
b) EPVEEIFIDRE .
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¢) KiiEIEFRIC (Checkmark) & HLEIEH DI, B BUE (Cancel) fZHLEUH .
d) mdi™—%F (Next) EAEMOTEMFEE, it E—3 (Previous) IRMDFEATSi4H .

Figure 2: T #E 5> BC

@ Cisco Secure Workload

Role Details

~) Role Details

AppScope

® Default ~

$IE3 a) OFEMOTENEEBRIIEE,
b) AidifIE (Create) LAGIEE M.

Figure 3: a2 H#%

@ Cisco Secure Workload

Role Details

~) Role Details

Role Details
Name
Description

Show AlI?

Capabilities
Scope

Default
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- o Assign Capabilities

Ability

Owner

) Assign Capabilities -

Site Engineer

Secure Workload Site Engineer

O No

Ability

Owner

@ Default ~

Q. L. | % sECURE

3 | Role Review

Add Capability

Action

< Previous

@ Default ~

wlilte oot
@ L. | % secure

o Role Review
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Before you begin

TR AA I il ) B A B 7 SRR

1.

2.

EAM AR, AHEER (Manage) > F P i B4R (User Access) > A& (Roles).
FEEGR I mAT Y, M4 Y 4R (Edit) %8, R4 Bt (Roles) THItk.

R “Yuiftam T (Bdit Role Wizard) K445 A (LA 0l 70 =20,

Procedure

WA TR, E AR
B T—% (Next) #Z4I#2 F—2, 80h iR [ £ & TUHE (Back toRolesPage) iR [F| “f £ (Roles)
U

M T M BRAT A D BE . 7EZM BRI DIRERIAT Y, At 70 kR (Delete) Elx.
BRIMThAE, 1% SR InThsE (Add Capability) #8H LUE 7 55— 47 s g & B
WEPEVU RN Th RE

M T—% (Next) &/ M OEANE R, 5sidi E—3 (Previous) IR [ I AT 4k
R A OVEAE B AIIRE

Ui EE# (Update) QUM (4, sl E—2 (Previous) IRMIJFUEAT it . HEHE, RISk
A0 H (PR (5 R AN D e 70 BE B AR SE

Note  JoikgmilLifie, UM ERIT B H G RE.

USR5 0] LAY ) A A SRS T IR (Manage) S R 928 Bk (Change Log) Wi, it
TH W7~ 7E R} Cisco Secure Workload 53R4T 10 55 351 58 24 o

\}

Note

TEHERREE: Cisco Secure Workload RJ 7F SaaS FIASHEEBAERE 4 FRER LI (A Kk — A AR 5T
Hidio BEANETAE MY 2 M 58 i — 4 B ) ¥ ) A 5 e H A
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Figure 4: Ef AETTHE
Filters @
Change At Type Action Details Change By
May 24 2019 03:05:06 pm (POT) Capability NIA ©

May 24 2018 03:05:06 pm (PDT) Capability NA®

May 24 2019 03:05:06 pm (PDT) Capability @ NIA ©
May 24 2018 03:05:06 pm (PDT) Capability NA®
May 24 2018 03:05:06 pm (PDT) Capability =3 NA®
May 24 2019 03:05:06 pm (PDT) Capability NIA ©

Al E ] (Change At) #h i 8EH:, DL B /A S H G HINEAE . ot B
Wiz A Z ER . PR SRR, T2 AT — 2R, DL T e I7EREA Cisco
Secure Workload 1 (%) HAth th 77 & i HE BT

Figure 5; “FB{ BEE4H{E2 " (Change Log Details) 51 TE

Change Log Details for Capability (60f1dc0e497d44854625b69)

Version 1
Change At Jul 16 2021 10:20:46 pm (EEST)
Change By NA®
Action create
Before
app_scope_id: 60fldc0edd7d4fa854625b65
Atter ability: "AGENT INSTALLER"

role id: 60fldc0ed97d4f4854625b67

i AR A <SR R KBS H 528 B & (Full log for this <entity type>) (424 n] A & S A 5 2%
585K . BETUIRE R RO PR S EIEEFEARHIPRES (/D &
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Figure 6: LR T BT EAE

Change Log for Capability (60f1dc0e497d4f4854625069)

Current State

id: "60f1dc0ed97d4f4854625b69"
app_scope_id: 60fldcledd 854625b65
role_id: 60fldc0ed97d4fdB854625b67
ability: "AGENT INSTALLER"
inherited: false

Version 1

Change At Jul 16 2021 10:20:46 pm (EEST)
Change By NAD
Action create
Before
app_scope_id: 60f1dc0ed97d4f4854625b65
Afer ability: "AGENT INSTALLER"
role id: 60f1dc0ed497d4f4854625b67

Eﬁ%ﬂiﬂgpiﬁmFTu%MﬁDEM%%#*MEWwWﬂ>% R E (Service Settings)
KT EERMN (Collection Rules) Hifii. MU 12247 EL Cisco Secure Workload I [ 42 #
HUE I VRE SRS os SRR . f4~ VRF AER P AT,

R VRF _L4w4E (Edit) #2248 DUESCLIRCEE RN . BRIATE DL R, &4 VRE #BECE T AN BR IS 3k
AN, —NHTF IPv4 (0.0.0.0/0 IncLUDE) » Y5 DT IPv6 (::/0 INCLUDE) o HJ PAJHBRIX &L
BN, (HFERRF

AT UAZS IS AL FHEER RN o S AATRLE 71, R sl RR AR A iR (Add
Rule). IXSERLNFRIHL G Tl $BORBEAT 4% . i i I AR SR AR, SR 3 R R It
J¥

T RERT L L oA REAL AR Rl it LARIEIR (Back) 424 LLR[FIE] VRF 513,

WML A E R R P e o BE LSBT A S AT B KT ER DL I o S5 5 H BRI R 56 T T 1
P R o 7451«

1. 1.1.0.0/16 INCLUDE
2. 1.0.0.0/8 EXCLUDE
3. 0.0.0.0/0 INCLUDE
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ERTH 7RG, BT 1.0.0.0/8 F WK bk #8 s HERZEAN, RA T M 1.1.0.0/16 fIELEN .
SR ) o — Ao )«

1. 1.0.0.0/8 EXCLUDE

2. 1.1.0.0/16 INCLUDE

3. 0.0.0.0/0 INCLUDE

fE BB, JE T 1.0.0.0/8 1 M KB AT ik AR HHERRAE SN o WU 2 AEIX L RAT AT, DD e 2L
TWEE SCT 4 g R .

Uh R B UM P SR P AT BLYS n) & 2 SR T & (Platform) 2R UL EE RS (Collectors)
U o I U s M AT B I BE 2% . Cisco Secure Workload 1UHE 25 9 B K2 3% B R A 8%,

R T ZAT RS AR AT, X — SR, BRAREOLUR, Ara RSt 2 o IS A s ik
B, FERRYE AT RO T A M 2. %nT DU D)4 B 3h it 1% 42IR tH (Auto Commission Opt
Out) REFIR Ik A . HHIITFRE, A F0 T I FF RS bR o] T2 0 247
Tk,

Figure 7: £ 23 TUE

Name 11 Pl TCP Port 1l UDP Port 11 Health 1} Health Details 1/ Status 11 Auto Commission Opt Out Manual Action
collectorDatamover-1 172.21.156.182 5640 5640 Commissioned ’
collectorDatamover-2 172.21.156.183 5640 5640 Commissioned ’

AIESEACRC & UTH] ) S IR UE S IR 2 1l N o MR B T T3 T I o BRI S IR i e i)
)4 1 /NI o 2 PR U RRSE I TR B EVE FE O 5 0B 2 24 /NI DRAFILAELIS, St BRI (Y
Uil s ra U Y 8

MR EERMNERPFFRAR A LY scE . AN ERE T, AEE (Manage) > R E
(Service Settings) > =1ABLE (Session Configuration).

Bl LIk B ARVEHEMILLT (8 Cisco Secure Workload £E8E) il & .
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tHuf HTTP &#%
o RSB 2R I B R A, AR B 3 HTTP .
A

Warning 41 45 B 401 N s () HTTP AREE 2 Ah, #1043k HTTP 375 5K 0] BE 75 52 Fe ek 1 Ak B ki Hi ik
) (K37 5 & 43 periscope.tetrationcloud.com #1 uas.tetrationcloud.com.

5 peri scopetetrationcloud.com (1) TLS ¥E BRI T &4 b2 s s, DAUON S Andwil . R,
HEl Cisco Secure Workload W ZiHi#E Cisco Secure Workload H 125 [R5 25 B UFFRIRE CA IEBREAIE
W) X509 E 24 CA RS, MIMTEGUEE A MBS . Bk X.509 f5ATHES S EUZIhRE Lk E
W TR

Figure 8: i3t HTTP i&3%

Enable Outbound HTTP @D

Status &8 Tetration Cloud Connection &

Enable HTTP Proxy @D

Host
Port
Username

Password

R EERMERAZIFRA LM HTTP W& . £ ST, AdiFEE& (Platform) >
3k HTTP (Outbound HTTP).

FE 15 BB
K& EH Cisco Secure Workload % #4275 1] LA1J7 7] Cisco Secure Workload z LG B 45 fig

(Status) | gt g,y LA A B ALK T AR AR A . LR HTTPAREE 3 5 ) I T
4 Cisco Secure Workload #85t 'E HTTP {CH &,

BH W R TR IR, Bra A HTTP ERH A4 ] HTTP S
HTTP £
I# (Enable
HTTP
Proxy)

EM HTTP AAH AL h
(Host)
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FH

152 FA

i A
(Port)

HTTP A H 5 115

ARz

(Username)

34 HTTP AQER R 55 & A I A B R Bk I 4 75 2

%

(password)

{3024 HTTP RS 8 8 PR A B4 400 E -5 2

uh R B SN P SRR A P AT U] P AR U EE BRI E, BE 1600 A
FEON R B USSR U R, W HAT BL N R

1 EAMSH T, SETEE (Platform) > B RTEE 2 (Login Page M essage).

2. BRI E . AR AN TR T 1600 AT

3. MiitRTE (Save).

fc & SMER S0 BEE

W R IR T, B BOAE SR A G AN R SE . T 1) 5 0 B0 U IO R e 2 H S 7 iR B
(LDAP) LU J 5 i 65 (SSO)o IX RS Ja FIL IS, BT S s P #0848 B e LRI EA T 5 47 56
E. i€ LDAP AL E & T IEMAE R H2E, U “MHIA M S 50HE” (Use Local Authentication)
I AR ESLT o BRE R, I “AE A ACH S350 1F ” (Use Local Authentication)
PRI, AEE D AN G G I AE T I i S R R AR, ) AT LA R LDAP o 5 ¥ 1A
Toike MMIBCEIERRG, A& n] DU IS BOH G R e R e ) AT AR HL S 580 UE ” (Use Local
Authentication) ZE IR M F 7 % 0 kg A58 S 4 B0 IE

Sl s EE G T DU FH R 2SO e B TSN I E B i ) B S RN E R A .
XA LB “ A S Oy B UE " (External Auth Debug) 500K 5 H . 8 LTS, £ ik
P HEN SR 5 A48 “external_auth debug.log” F MM H &0, dEHE IR 5EE 4] “ Ak
HS O UE IR 7 (External Auth Debug), VARG 1SRN H EB A HE .

\}

Note  Jo: i “{ifi FFl A H B 43 5641E” (Use Local Authentication) 35 FF (5, 21 7 J FHAN A 5 4 BAIE )
F P ISRl AN S B AE o 76 JS TN S G BRI, o] DUE R 4 30 BB 30 ) P 07
T e FH 3B 37

MR BHTEAE, WEESUER SSO 4ME G 43561k
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Note )\ 3.7.1.5 K SEmiAT 4, HITZ HHIOAME B X B0UE 221 A 6 /NI T 9 /i e i EAGEH
ARG A B UE A 1 B 3 B

U S ETE R PSSR A BN S AR, AN SRR, SRS (Platform) > SMVER
B4 83 (External Authentication).

Figure 9: Bt & 5MNER 5 14} 38 iE

@ Cisco Secure Workload ®Default ~ @. L. | b SECURE

External Authentication Config

Enable
Enable Auth Debug A
Authentication Type

LDAP v

Figure 10: le ESMER A IIE ()

@} Cisco Secure Workload ®Defaul - @. L. | M SECURE
sSL
Verify SSL

CA Certificate

— Hide CA Cert

Admin Credentials

Admin User

admin@secure-workload.com

I = ER=N
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Figure 11: le BESMER A IIE ()

®} Cisco Secure Workload ®Default ~ @. L. | "’ SECURE
SSL

Verify SSL

CA Certificate
-+ Show CA Cert

Admin Credentials

Admin User

Admin Password

word saved ®

Ldap Authorization
Note: Please wait for a minute after the LDAP

config is saved successfully before
attempting to test the LDAP connection

LDAP Group to Tetration Role Mapping @ Create Mapping
= Apply member group to Tetration role Site Admin | Edit

Apply member group to Tetration role Global Application Enforcement | Edit

I OOEEOn
[

£ Cisco Secure Workload & & A4 E &
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Figure 12: 5MER SR WAFEE &

Y T [——
cisco

O

Cisco Secure Workload ®Default ~ @. L.

External Authentication Config

[J Enable

Warning:
» Updating External Authentication will log all the users out of all active sessions
« This option will also force your current session as well as other Site Admin users to
authenticate using "External Authentication" credentials unless "Use Local

Authentication" is enabled for the user. We advise you to have at least one locally
\ authenticated user by turning on the "Use Local Authentication” option for the user in
users edit flow . The user guide provides more information on local authentication
Enable Auth Debug 4
Authentication Type
LDAP ~

FcE 3= B R iiE il
I R 3 DL (LDAP) JESSUR R PAEAT SHOVE. SEREORAE, FFBSIRERS , s i
ADSHER, 5405 (11 E LDAP t TS ER ST 5 R

WRBHT “BE” , HarAEBCE LDAP 1E K S SR
WS )H T LDAP, AP H P A TAERAE T,

Sk IR B S A LSRR, JFAERT T ¥ OB LDAP S5k A, JEL Al E LDAP
AL (AD $BO RAPBCE 2 H A . WF il LDAP SIS HN R, AR 1%
FIP 3 BEER A £
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Figure 13: Bc B3R 2 4% B RiF @13

(C) Cisco Secure Workload ®Default ~ @, L. | ‘G sE

External Authentication Config

Enable

Enable Auth Debug &
Authentication Type
LDAP

User Creation
Auto Create Users @

Server Settings

Host

Port

636

Email Attribute

mail

Base

SSL

FE 15t AR
BaEIEA P (Auto JaH “BshIE# A7 (Auto Create Users) J&, Z 0¥ B2 B RS sk E AN
Create Users) LR o IXFE, i S B AN AE SRV 8 s Z PO 7

LR K Cisco Secure Workload 1 i) A BR FR i 78 “F /7”7 (Users) T
ETFE R, RO A SR E T

EH (Host) ¥ HT S0 B (1) LDAP ML

im A (Port) B H T SR LDAP i 11
R 1 (Email AR M dik (¥) LDAP J& 1k 42 5K .
Attribute)

EK (Base) H TR 7 1) LDAP 554 DN,

SSL JE s A “Idaps://” .

SSL U&E (SSL Verify) | HR4 AR 4% #81F 15 00F R 25 #5160 SSL @ 1tk 584> & 1844 (FQDN).

SSL EBMAMAUES | LDAP 45 2511 SSLAE TS IR AUET . W ARG 2E BAE L A FFIAIE,
(SSL Certificate T 7 B Sy
Authority Cert)
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I 7 Cisco Secure Workload i & R4 B &
xt LoAP gt iTarssss [l

FH 1t AR

EE AP (AdminUser) | Ji] T 5 LDAP R4 #8458 5E 1 LDAP 4 B 511/ (ifijdF Cisco Secure
Workload 1 J*) ##k. #ll: [User]@[Domain] ¥, [Domain]\[User]

EERZL (Admin FF5 LDAP JIR45 28452 1) LDAP 45 B 57 %554,

Password)
Ldap %1% (Ldap AT DML G B LDAP #5280 (AD #2280 K5 Bk 5 J AL i LDAP $%
Authorization) B

JAH LDAP L& 5, BRaH T “AHEH A& 43 541E” (Use Local Authentication) ZEI I H F* 2 4, fF
HH P WL iE Y .

MR TE (Save) G, RIATORAF LDAP fC'E . B UUETE I IRAT LDAP BL & 5 SR — 8l AR5
22 LDAP %82,

{54¢ LDAP B0 & J5, 7 LAd iR 5% (Test Connection) 341100158 LDAP 4. 144 223848 A\
(45 F R AR 5 LDAP JIRSS 283748 .

Figure 14: B98I T1ER IR

credentials chack
failure result in a
login faillure on
Tetration

Xf LDAP (o] @ i3 1 T 5 B HE R
UIRAE DR 1dap RN R ARG, R A LU R Y2
* K0 LDAP 45 2 U UF 77 1E ff o
- EER S, Bl ENL. S, SSL %,
 Kr A2 75 1] UM Cisco Secure Workload UT VIP 7] LDAP JR 4545

£ Cisco Secure Workload & & A4 B &

User exists User
in tetration successfully
Ldap is User is looked AD user is local db authenticates,
setup on the up on AD under found and
Company the base DN the
page b'_‘." Site Dﬂnflgure'd in Uedent|a15
the Compan i .
admin i e zre;i':lesrtlieg User doasn't User is created
Saings 9 it in the local db
tetration and
local db. sucoess_.fuliy
User looku User credentials authenticates.
failure check failure
User lookup
failure or
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* K& AD JIRg5as 7 2R 8.
* ¥ “Idapsearch” “5 AT TR G HERTFMEE R, ARG LOETIE.

W P8 st R B R, TR A DU 2%
o Rr A H P RS AL LDAP FEIE S %Al H LDAP B 43 56 0E (1) FLA 2 ) 094 3
o KA LDAP W B T HREM “FAR” dn £ F IEM. Xn LB #H “ldapsearch” 25y 44T
T HARIEHRA DN B4 F ok 58 1k
TR MBS R “Idapsearch” A7 :

ldapsearch -H "ldap://<host>:<port>" -b "<base-dn>" -D "<ldap-admin-user>" -w

<ldap->admin-password> " (mail=<users-email-address>)"

fic & LDAP #%4¢ (AD 20

AJ LR R AN Sy 5E LDAP B & (1) “ & PR FEIE” (Admin Credentials) #5711 “LDAP #%
BL” (LDAP Authorization) & ZEHE KL & Active Directory #48. Jo I BEE 5, 3l s BE G2 A0 8
LDAP ‘MemberOf’ #1 %L #5431 Cisco Secure Workload £ (IS« BRINIE N, W&
VERCE, N ZAE 228 R 2 BN Active Directory [ P Tl & — 8% /™ Cisco Secure Workload ff
.

W C S H LDAP M S 56E, 042015 E LDAP MemberOf 4 %] Cisco Secure Workload ff {74 1)
Wi, “EIEMLR T AOVFR S BT 3] Cisco Secure Workload £ {4, 1¥) LDAP MemberOf 411, ffifh
TR AR A R R RS TP B VE B U H A . — HAARLE T XLy, T
T UL 8 S I 405 2 AR A I e {E SR AF AL o

IR LRSS ] DLECHTHE S Gn B BR o X BB (AT A A% o 4 S e FH P DA B S o3 e 4 At AT 11
e b, mZ A PAAIEE 50 4> LDAP MemberOf 2 ] Cisco Secure Workload £ ta.[f) L5 .

A AV 1 LDAP MemberOf 41 44 k. {HZ 4> LDAP MemberOf 41 7] LA 1 [7]—ff A W1 24
WL B[R — A, WG — MU AE A 5 Cisco Secure Workload £ (L VLECL ) LDAP MemberOf
e e

Figure 15: LDAP 42 ZE Cisco Secure Workload f 1% &

LDAP Group to Tetration Role Mapping @

Currently no LDAP Group to Tetration Role Mappings have been setup.
Setting up these mappings will assign appropriate roles to user on login. Having no mappings will result in users having no role assigned after login.

Figure 16: LDAP A% Cisco Secure Workload fa & iR 5t

LDAP Group to Tetration Role Mapping @

== Apply member group to Tetration role Site Admin ‘ Edit ‘
= Apply member group to Tetration role Global Application Enforcement ‘ Edit ‘

[l 7 Cisco Secure Workload i B R4 R &
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m & oA gty (AD E40 ]

WA 3 B B i) DUl R A G, A B Ry 8 SR IR R A R AN L A R P R £
.

\}

Note Juz it “fifi ] AHb & {73 5 1iF 7 (Use Local Authentication) eI i35 B, 4% 7 58 FHAMB S 0 5E 5
H P BRI G AR S B0 AR . IXEEH iR S0 K AD BB B BB FE -

Figure 17: MR AR 2

@ CiscoTetratien 3l © Monitoring - @ - &%~

[

& °

© User Details

@

Email

First Name

Last Name
=
Warning: Switching Scope and 'Show All' selection will reset selected roles.
&

Use Local Authentication ‘

Role assignment for this user is currently setup by the Site Admin. Please contact the Site Admin for role updates to this user or choose 'Use local authentication’ to override external
authentication and assign roles manually.

Role assignment is set up here.

SSH Public Key Import &

API Keys

No API keys.

‘ <Back to Users List Next >

JA AU, BRI POV (S INA ), on page 57) FA P daiaii (YniaFH 5 iE4i4E ek
1) thF5hE$E Cisco Secure Workload ff % .

7£ Cisco Secure Workload i EZ 4R E [
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Figure 18: “FA " (User) T

D XD

Cisco Secure Workload

‘You do not have an active license. The evaluation period will end on Mon Nov 01 2021 00:39:18 GMT+0000. Take action now.

User Details

(~) User Details © Assion Roles

Assigned Roles

Role assignment for this user is currently determined using External Authentication attributes.
Please contact the Site Admin for role updates to this user.

7£ Cisco Secure Workload & & R E B |

®Default ~ @. L. | kb sEC

3 User Review

‘ < Previous Next » |

Wit 5] Cisco Secure Workload 4[] LDAP MemberOf 202> 5 746 F il B Sc A4 v 1 F .
Figure 19: “F P ECESCH” (User Profile) 51

Scope [ Totration - |
Landing page Security Dashboard ]

Account Details

Name

Email : 1

Scope Service Provider

Roles Global Application Enforcement

Role(s) derived from LDAP Group to Tetration Role Mappings
LDAP Group Name ®

Capabilities
Role Scope
Global Application Enforcement All Scopes

Change Password

External authentication is enabled. Please change your password on your company portal.

[l 7 Cisco Secure Workload i B R4 R &

Tetration Role

Global Application Enforcement

Ability

Enforce



I 7£ Cisco Secure Workload 1§ & A KB &

m & oA gty (AD E40 ]

Figure 20: {21 TAER#2

Successful
matches grant the
user the
corresponding
roles

MemberOf groups
are matched

= against
predefined group
to role mappings

MemberOf groups
for Authenticated
AD user are
locked up

If no roles are
derived from the
mapppings then
the user is logged
in without any
roles or
priviledges

TR LDAP $248, G i API 2545+ OpenAPI &%V )B4 1k, A P& &k )a, it
2> )\ LDAP MemberOf £ JK ) Cisco Secure Workload ff {4 T # ¥4l . Kk, AR OpenAPI Vil
AN, @A APL B~ A “ AR A 5 42 56 1E” (Use Local Authentication) 1 .

Figure 21: LDAP ¥ APl %R E&E
API Keys

Ensure that you have 'Use Local Authentication' enabled for the user to allow seamless APl access using APl keys when LDAP authorization is enabled.

API Key Capabilities Description 1] Created At 1 Last Used |

= Sensor_management
8aac707bcl0743d0995b725ceb3Tcede * software_download Aug 1102:38:07 pm
s flow_inventory_query (EEST)

L 1]

£ Cisco Secure Workload & & A4 B & .
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Figure 22: “FAP” (Users) T1E £ #9 LDAP1%1X API iR E S

@ Cisco Secure Workload ®Tetration - @. L. | Wl SECURE

User Details

~/] User Details 2 | Assign Roles 3 User Review

Email

team-x-all@tetrationanalytics.com B

First Name

Site

Last Name

Admin

Scope

Show All
Use Local Authentication

SSH Public Key Import §

APl Keys

Ensure that you have 'Use Local Authentication' enabled for the user to allow seamless APl access using API keys when LDAP authorization is enabled.

API Key Capabilities Description 11 Created At + Last Used 1]
« sensor_management
8aac707bc10743d0995b725cebiTcede « software_download Aug 11 02:38:07 pm B
« flow_inventory_query (EEST)
< Back to Users List ‘ | Next > ‘

Xt LDAP $324R o) Rt 1T B FE HERR

IR BTG MBS RAE” « “LDAP 420/ (et 7 5 vh e SCRmss o iogs 7, i
PR 1 A S 0 e B ARG 2

o AT TR M. Bln: CN=group.jacpang,0U=Organizational, OU=Cisco
Groups,DC=stage,DC=cisco,DC=com

* HA M AD I A e, JF HARA SR ERE R
© IR I A R PR (0 A (L
F P B emRatER 3R
s AT, AR RV B, D ISR AN S AD AP AR

* FELUR BT, RS “SA T

« WIETATIR, SAH P EE “AF” (Company) T “AMFUIERCE ” (External Auth Config)
HRCE T AL E . Rk “SA H P BAEH [site-admin]@[Domain] 5% .

s AMEV “AD /7 2 [ad-user]@[Domain]. F&AE ¥ LDAP & & 58/, AD FH /Al L
B, MRS ELR .

MBS B S AD I ok XS ARSI SA H il 7r B ok

[l 7 Cisco Secure Workload i B R4 R &
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CEET N |

* LA SA HIJ B sk IR e 2“7 (Users) DU

o gL N E A C R 1Y) AD P 1R 2 D A o

it “HIPECE SR (User Profile) JUIEI_E [ “ A& FHCE SCAE” (External User Profile) #4411 -
« BRE DA “memberof” FR I AN S 43 BAIE NG E A K

s XAEAHTF “AF” (Company) T “AMEGIIERCE ” (External Auth Config). “LDAP
ZH 3 AL ” (LDAP Group to Role-Mapping) #43 _FIff (Al 1) “memberof” {2

LG ESE B “ memberof” AT PR REATILEC . QUM CET)S, S AR )R
“memberof” [RIAE ] A HRSx 4 73 He BT 1 #1

© BT AD HIPUBBRSS RO, P EEAY, RIR R, DU ECH A I T

o P s It BAT B T AU e s D A B M s, VSRR AR i)« ik
15" (Preferences) UL [fi_b 7] W,

ALEHREX

DRSRAEHE TR, TR B (SSO) RIGUE T By IR RS, ra
SRR E 1) 2 5 R A SR DU AT B B . S5 A AL B (3 B4 (Use Local
Authentication) 1269 9 I ™ vl LA P 26 S5 G m A IS A R0 85 1) 68 S R PR EAT B (B

ffiE SSO LB 2 W B IEMAE R HEE, JUHRAE “AI A S 4y 50E” (Use Local Authentication) i
I ERA P I OUT o @EBUR IR, T IF AT A 43 5IE” (Use Local Authentication)
BTG, b ZS A —ANACHL S I UE S A ah S B R RARNE . R DA SSO T E A E IE M.
DR G, 3 n] LA I UM b P g R o ) “ A AR S} 43 55 01E ™ (Use Local Authentication)
MBI, K ST e 35 A A1 5y Bk

WA TSSO, AN BIHUF T 10 TAR AW T .

A1 it = E 1R NS B BT & 1 /LA ATtk G B o, R A B G T SSO Bk
WA FCIE M 1 A RGBT P T SSO sk B A AN I A €, WIS Dy i 4 Tie R
N

NEAY K T ALE Cisco Secure Workload FECE SSO i Ak B I FE . EAHH, Cisco Secure
Workload s&12°E 5 (SP).

7£ Cisco Secure Workload i EZ 4R E [
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Figure 23: L BB 5 R

@ Cisco Secure Workload ® Tetration ~ @ L. |

External Authentication Config

Enable
Enable Auth Debug A
Authentication Type

S80 v

Server Settings

S50 Target Url
S50 lssuer

S50 Certificate

MIIDpDCCAoygAWIBAGIGAVEWVLIIM

880 Authentication Class Context

Password Protected Transport ~

FE 5% RR
SSO Target Url FH 7 sk PR 7 52 17 211 SSO 1dP H k% URL.
SSO Issuer &1 SP 1) SSO SEAK ID,  FHFME—AR RSN SP 1Y URL. XM 2 SP

(Koot . A N

https://<tetration-cluster-fgdn>/h4 users/saml/metadata

SSO Certificate S 4t (1dP) 32441 SSO F-P.,
SSO AuthN Context £ SAML 53K H#5 E (1) SSO AuthN 155t kT . BRIAKETIN 52 %5

LRI " (Password Protected Transport). X7 T Windows Fl3E T PIV
PSR IUE, AR RS “4Ep Windows S 46HIE” (Integrated
Windows Authentication) F1 “X.509 iIE45” (X.509 Certificate).

JAH SSO ML E J, FRE A “ffiH A & 435 E” (Use Local Authentication) 5[ 7 2 4b, B fq
LA R NI 25 TE 4
MR TE (Save) #&Hl G, REGESTRATF SSO FLHE

[l 7 Cisco Secure Workload i B R4 R &



I 7 Cisco Secure Workload i & R4 B &

Figure 24: B3 TAETR A2

IdP

Browser

3. Browser relays SAML request

e |

SP (Tetration)

1. User accesses Tetration

I

2. SP redirects SAML

to the IdP

4. |dentity/authenticate the user

5.ldP generates SAML

assertion and sends it back to
the browser

55miR#HE (dP) £Z8ER

request to the browser

6. Browser relays SAML =t

assertion back to the Tetration

7. If user is authenticated,

Tetration creates a user session
and allows access to resources

IdP %K H Cisco Secure Workload (SP) [ —26{5 Bk & SSO, LMEMAT G M IGUE. FRME T

WV B B

FE 1t AR

SSO Url M T4 SAML Wi 5 CRE IdP MmN 1) 5 58 UF 240 (url)o 7EFRAT
SN A T
https://<tetration-cluster-fgdn>/h4 users/saml/auth

Entity Id IXAE SP T EE . AEAEI Ty

https://<tetration-cluster-fgdn>/ h4 users/saml/metadata

Name | D format

Nameld & 1F4H, B

'urn:oasis:names:tc:SAML:1. l:nameid-format:emailAddress'

Attributes

M IDP SEHCH P g o FRATIHE B 40 S0 e el it SR X 48 g 1
* email
* firstName

* JastName

TR I PE A% B R 52 (K 44 FRAH ] o

7£ Cisco Secure Workload i EZ 4R E [
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B e ssoiam

HEB: SS0 [
* gt SSO it & B Wi — ST AL IR], R OIZE R 50 UE 5 0 B0 UE & 7517 A ik — J7
TERE 2 G T .
o KA FRIOUE AR ) 1dP e .
* ki dr IdP 55 SP Z WA T A7 Bl B 2 4
* IdP _I[{lieE - SSO URL. %Ak AFKID. 1SS
* Cisco Secure Workload 23] BT [H F[#HCE - SSO H A% URL. SSO #ii & # I SSO iF 1.
o MUIR 528 1 ) H 8 3R 1dP 3R [P 7] SAML B 5 o HH SAML BAIE gt He kAT IAE, L
RS2 A 2L SAML i3

* IZE R SSO WA PR T e SN IdP A b e Wl e o R, Brblag
IEAERH I 2537 5K

o WIS ARG SRS B R, VL AP B DS A% S 5 A BLUT IR] Cisco Secure Workload
N .

“fEAAH S IIE” (Use Local Authentication) 17T

VCEECE G, ol B 5L AT CUAVE P AN AR S 300 o 3K AT LB R 7 G 43 e T A s
A AL 5 50 0E” (Use Local Authentication) KZEANH 58 8. kB 5 BOR AT H - A
FT S i EA o

[l 7 Cisco Secure Workload i B R4 R &
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Figure 25: {§ FA 75 1t 514 36 4E

A

=y
@ Cisco Secure Workload ®Defaukt ~ @. L. | il

User Details

o User Details 2 . Assign Roles 3 User Review

Email
First Name
Last Name

Scope

Show All ® Default
Warning: Switching Scope and 'Show All' selection will reset selected roles.
[J Use Local Authentication

External user profile is not available.
SSH Public Key

| Import 3 SSH Key can be uploaded later

<Back to Users List

Warning

WBRED—GI AP BEA ARSI E T B4R !

R AT MR T “(Use Local Authentication) {8 i A & 4386 0F” €30 (BRI &+ , FFH
BEH A L A I I de e — N P, WA P HAT B 5 B Cisco Secure Workload [ 45 Hh £
B E VT AR o X FEMARAS , W AN B Oy 50 E RS0 AT AT ey Caniic & ) i, &R ) AE)
ATA R TC s o AR 2 B i e — N AR By S E T 7, WG B — 404

T I AR B O e AT H A s P i B, U im BN, RESFORH P TSR
T A G 3 B0 6 s (R R JGE A s E R Y (AR A A Wk EEED o (HE, WA
WE T A AR S 3 56F” (Use Local Authentication) #5ids, U nJ DU & %65,

SSL iE P #1325 41

T HIXT Cisco Secure Workload UI )58 42 AI 5G4E ) HTTPS Vi), w¥: Ul 844 & H 1 SSLiE A5
SSL EPAHIUCEC ) RSA FAE] AL FI4ERE.

SSL UE P PRI FRECT 28, Bk T-H 151 F Cisco Secure Workload UT KUl TP (VIP) k[ 5¢ 4 A 4%
14 (FQDN) 458, 1R Cisco Secure Workload FQDN & F- /b4 (4l tetration.cisco.com) ,
A 2 AL P ANV AE AR AR (CA) 2 MR —A SSL . 50, fsn] DU F AR 25 [ 4F
(1) SSL 5L 3 7 4 %51 FQDN & SSL k5.

7£ Cisco Secure Workload i EZ 4R E [
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\)

Note {ii75yT: & )&, HLAR Cisco Secure Workload UI SZHF IR 45 w8 & FRiE7 (SNI), AHAIErhs i i = ik
AT (SAN) ¥ CIEVCRE . lhn, Sk 5138 ] 44 (CN) /2 tetration.cisco.com, M ilE 5 A4 & —4
tetration1.cisco.com HJ SAN, JB-f# H] SNI e 783 ¥ 25 ] LA tetration].cisco.com g AL EERE K 1%
(1) HTTPS 15 3R ikl i ik 53k A3 Mk 55 A CN rhdig e i =LA LA LA S )
HTTPS ik, WA R Eede BN A8 UE TR AEIRS . IX LT k& T8 a2 45 .

WREERMNERZFRRA LA SSL k. R4 Shikh, midiFEE (Platform) > SSL iiE
$ (SSL Certificate).

BLRANUEBHEH, EAESAFNERFIEA (Import New Certificate and Key) %4 .

\}

Note  SSL AUERIFABIII B K N LIS b5 AR K AT (5 9 4 SRR AT IR RL I AN 234w e A 2 1)

i\ SSL iFEH A5 LA N B
NAME 7] DL E B350 (AT PR o A R B T 18 A 2 1) SSL iF 5.

X509 iEF (X509 Certificate) 7By Fa FAE s i3 1 (PEM) A% 311 SSL iE 545 o i JLA& (1) SSL
UEF R E ] CA 4B, IETEIE 2 JeiEH: CA #4860, LAELL Cisco Secure Workload FQDN [1]
SSL E P57 FE 15 ST 3k

W /1

[l 7 Cisco Secure Workload i B R4 R &
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\)

Note RSA FAGHAZIAINES . WA RSA REHT NS, W4 FE “500 N FBIRS t iR .

SNEEPATIAE D, DAL TS 244 10 A SRR F A 2 /2 RSA B o W R B0AE ik h,  F-AT]
B R IE P HRZB L) SHA-1 5% (SHA-1 B4 FIEI s a])

AN R, LI E S Cisco Secure Workload UT [1) SSL JE R B AE IE AL F T SN SSLiE4 .

EHERE
ARy B SR 28 FE FRER 22 A Y Cisco Secure Workload ZEREHIIZAT IS . B 4% B E LLES
e e

)

Note o Jf JAQHIZEREK) SR SSL %Y. Jo FHIEIT S, 76 SSL Wriiial, Cisco Secure Workload £EFEANSS
$%5% TLS-1.0 1 TLS-1.1 TjJ w(&u?aﬁ%. DHE-
RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-
AES128-SHA:ECDHE-ECDSA-AES256-SHA:ECDHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA256:DHE-
RSA-AES128-SHA:DHE-RSA-AES256-SHA256:DHE-RSA-AES256-SHA:ECDHE-ECDSA-DES-CBC3-
SHA:ECDHE-RSA-DES-CBC3-SHA:EDH-RSA-DES-CBC3-SHA:AES128-GCM-SHA256:AES256-GCM-
SHA384:AES128-SHA256:AES256-SHA256:AES128-SHA:AES256-SHA:DES-CBC3-SHA

JASEIER S TE T IX— g, JRAE TLS 42 F b F v 4l 20 .
1. 5 Cisco Secure Workload )15 API 1 UI &,

2. 5 Cisco Secure Workload )T ] AL FI AT A PR IEHz .

TR B SSL AT REAN SCHRF LRI .

R EERMNER AP AU R E . AN ST, SdEE (Platform) > £RFERLE
(Cluster Configuration).

GARIC A, BTG S LU R A RE A ] BN R, R e R E B RN

SMNER IPV6 EE B EE

Y3 JEEL Cisco Secure Workload FE4F 1] LARC B R 1E 42 2 SMEE 1Pv4 T IPv6 4% . 1IPv4 1G4 N 475,
{HIPV6 IEH ik, IPve EEH: — AN E M ICIEEE A o S REAE I8 BTN 1) 4 BB 1 A8 14 28 J
IPv6 HEHe . A AETHIIY A 5 F A8 IPv6 %ﬁ@%ﬁ’]ﬂﬁéﬁﬁm S, EZ M (F} Cisco Secure Workload
THRFREE Y 5 A RAERRE RS FHAME 1Pve LERFE BRI R, 5SS (JAF} Cisco Secure
Workload {5 &5 ) -

Before you begin
IERIEBATUERARR TIEIT (FE S IPv4 #11PV6)

AR &

7£ Cisco Secure Workload i EZ 4R E [
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https://www.cisco.com/c/en/us/support/security/tetration/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/tetration/products-installation-guides-list.html

B vesoni

NTP {3 363iE

£ Cisco Secure Workload Hi% & R4 E B |

o SEFEDMIE T IPV6.

* 7E. DNS H'24 FQDN & A F1 AAAA il GEH T IPv4 FIIPv6) , FFEEFFI A MEAT -

ARIBECE “Sensor VIPFQDN” , {FHAEM KGR TIEIT

Procedure

MM SRk Pk & (Platform) > £8#BL & (Cluster Configuration).
A “Sensor IPv6 VIP” . “Sensor VIP” Fll “Sensor VIP FQDN” B
“Sensor VIP” N E .

WK E “Sensor VIPFQDN” , i1k o LRI G FQDN. fEPAT IHRAEZ 1, D ZUfifAT

FQDN (1] DNS H1f] A il AAAA id3%.

WRCWE “4L&%s VIP FQDN” (Sensor VIP FQDN), if#fi{#7F DNS HAEAE “AL 2% VIP

FQDN” (Sensor VIP FQDN) 7Bt 'h ¥ & ) FQDN () A Al AAAA its%, SRJG fidi “AL s vIp

FQDN” (Sensor VIP FQDN) Bt ¥ JLARAF B [F] (8, LTS

“Sensor IPv6 VIP” #i

PIS FROCHERNE CRZ 20 7r8h)E, WSS AIEFD , ARILKREIE T IPv4 F1 IPv6 IEFLFIFERE .
F6 N “ALIKES VIP FQDN” HAe i E k.
¢ 3 ¢ T ™ v % @
(& cisco Secure Workload opeit -+ @u 4. |

Leaf 2 Network Mask @ 255,255.255.252

SiteName® ~ mansouri

2001:420:28d:2022: :1:140/122

10.18.186.160/27

EX

wssmansouri tetrationanal lytics.com|
10.18.186.165
39RU-MS

SMTP Port @

.
Ee
=
Sensor VIP @
%
SKU@

Note  AIX ANSCHF IPVO AT« A SRXURBL SRR B PEAf5 6, 16200 IR Cisco Secure

Workload Ft+25 ¥5F )

Cisco Secure Workload A< A< 37 57 P4 28 B TR PR iSUiAS (NTP) WA 4 T SHA-1 S43564E. ] “i&
B (Setup) P FHITAC # NTP Jlfgs4s, BifiH “HMFRLE” (Cluster Configuration) UL [ 7E Cisco
Secure Workload #5845 o

P ] Cisco Secure Workload ] 7 S FC & NTP S 50E, AT LA £ 4E

[l 7 Cisco Secure Workload i B R4 R &
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e #

At [

Procedure

BC & NTP [ 4545: 1247 CentOS 7 M RASIRMLLL NI EAE A S, MK LEML & 25 A R G0 5+
a) ffifr /etc/ntp.conf FIRUETLIFA&H.

# Key file containing the keys and key identifiers used when operating with symmetric
key cryptography.
keys /etc/ntp/keys

# Specify the key identifiers which are trusted.
trustedkey 1
controlkey 1
requestkey 1

b) 7 /ete/ntp/keys FHIAMS 4.

# For more information about this file, see the man page ntp auth(5).
# id type key
1 SHAl <password>

c) H )3 NTP R45%%: # service ntpd restart
d) JA5 NTP JIR%% 2% (IR 55«

# ntpg -p
remote refid st t when poll reach delay offset Jitter
<ntp.server.com> <refid> 5 u 17 64 377 0.000 0.000 0.000

fE Cisco Secure Workload UI |-, FfiZ & (Platform) > &£8#EL & (Cluster Configuration).
BB B I8 EHT NTP BR %% 28 (Authenticated NTP Server) FEt T, %A\ NTP JIR %% 2% 1144 FRal IP
Huhk.

BB IT B I8IER NTP AR 55 88 2543 (Password For Authenticated NTP Server) ‘7B, i\ NTP
IR 25 2% 20

BC'E IR NTP fedsas o, CHUER) NTP RS #3456 T-7E Cisco Secure Workload H i A [FATA] A
ISAIF I NTP R4 2% .

U R B R P SR P T CUS eSS A S S0 . R SRR, R EER (Manage) > AR $S
" E (Service Settings) > £ 1E R 747 (Usage Analytics).

Cisco Secure Workload WAEH T, THIL B n AN E 2 2, REKHKIZR RS 25 AR &%
BB EBRAARE, AHER Cisco Secure Workload SaaS 2 AH 7 it B R AA B o 5 m] DLZE G T 1R
FH & BB T D4 4

7£ Cisco Secure Workload i EZ 4R E [
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D

XS

HREPRAE T Pt 24> Cisco Secure Workload BEATIERAE L, JFREILAE M BLAR & 245 E 4 @
FENRG RSNk,

)

pE s o BT BEZERIBCA H (P AT B BRIE AT RRAS 3.4.x B R RAS o
o THIBCR ERHOR S GBS HTIBC A I T -

WEKS

T EfRermsE L, 9% F4& (Patform)>Bt& (Federation) , X5 i €2 #H B S (Create New
Federation) %41 .

T2 LRI D IREEE Ve, AL TS E A (FQDN), A5 ridiidvin (Add) 124l
SR B DL B AR S

$IE4 (FIRMEE F, SHiETS (Platform) > B£& (Federation), )5 Al tIANIMA B S (Join Existing
Federation), Jfik#e LIl MAUE .

TIRS XSO HCA ) —H o RN BRBEE H VIR 24,
26: Bl MNEA

Setup Appliances Sync State

Federation: Disabled

Create New Federation Join Existing Federation &&

. £ Cisco Secure Workload & & A4 E &
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wans I

B 27: X &R MIRMEE R B

Setup Appliances

Federation: Enabled

Appliance Role: Leader

Add Appliance to Federation

Name

This will be used to reference appliance. Should be concise.

Fully Qualified Domain Name (FQDN)
app.tetrationanalytics.com

Must match appliance domain name. Do not include https://

Add Reset

JAFBRAT i, b Sk B e 26 44 PR 3 B8 A0 4% RO B 485
28R &Ik IEEH

[ Esx-1002 feaden)

Switch Appliance

80
TR

WG P A EE B WAL 10 0B A RS & RO, Wi e b e BBl JEH
A R BB A KRR o KOG AR AT AE LIRS SR e AT B B 40T )20 I (]

£ Cisco Secure Workload & & A4 B & .
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Parled

B

e

7£ Cisco Secure Workload & & R E B |

i FH LS8 % (SSO) BB B THEA T B KAE . UIAERRA ARG W4T LACE SSO. WitEh)
GV ERLE S5 Sk (SSO) fir, {EFE& (Platform) > SMER &4 343E (External Authentication) 1l

BNEIEgE
29: FER AL FIE IR S
B3 esx-1002 " g -
Switch Appliance
80
TR |m
Last Seen
Aug 28 10:58:02 am (PDT)
REGIEIRE
T4 5 2 AR ERBE 2 FACE SSO W
B(ES

WY HULSS, ALBOHEGSE LA, ATLMNA/EERMEE BT, NRII THREIUES5 1 i

R,

R IOBAREPHERES

1% "&
H A
EleNie G Eq
e G ES
b GEq
API %8 WTH
AR GEa
BAHACHLAC & G Eq
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ooif

[

% W&
B PRBE
BAFARETT 4 PRBE A
AR B gy
BRI UE A G
B A WMFH
BRI SR R DL T H
SR T

2SR A PR 587 5 B BRI, T LORFZ VS F 0 U4 1% B o I AT DUAE 5 i3 R QI Y 1
YEAs ] rh S Bl A B sRms Ac L SRS AT ANHRAT o 3R Al DR 23 PR )3t 10 SRt S 3 4 3]

B IRACEE

fEA R AN ORI B AR B ShSems R L skms o tr. (H2, eI i+

FEBCE TH BT Bt LT SRS

A AE G R s e 2 R R B RS . T S FA S AR AR SR A e, JF HANRE

IrHess At B o
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[ 30: R &N EESER

Scope Details

Name Test
Description E ( 1 {op
A
Policy Priority © T N

Parent Scope  [R:CCTHES

Appliance © No selection

L

Federation appliance assignment.
Cannot be changed when parent
scope already assigned to an
appliance.

N

AR ORI RO BRERNER, ToEIHG

TE= 8
Ay TAEZSE] C “NH” D #RULIAERSE DT R (HAE, JET M EIZR L BELEAH Y (1) BR fE &
% bR E. Hh iS4 (Policy Analysis) F1#U4T (Enforcement) 2T+ K Bk Bl % . 1E4R
S [, HiEEAMIEE FAER (View Chartson Local Appliance) LL il A0 N 11 IRBEZE .

[l 7 Cisco Secure Workload i B R4 R &
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B 31: WS E KRR

Ciscoletratien” = Applications

Test =

a | pynamic |
o | YRS
o] ¥ Conversations | 0 & Clusters (13
v
& Live Policy Analysis: p1 &
a

[E] 32: 31 RBEE RO KRG 53 4R

(’; CiscoTetratien”  Applications

Test =

Endpoints: 42

Last Run: 8:53 AM

+ Policies | 16 R\ Provided Services

View Charts o

& App View (1

ez i

ESX-1002 feaden . @ + & -

1 Switch Application

P Start ADM Run

l#* Palicy Analysis U Enforcement bl i

< Run Experiment Analyze Latest Policies

TR ~ e~ -

% Monitoring ~

1 Switch Application

- [ovamic | [EEEEEN Endpoints:42  LastRun: 9:53 AM
& | DYNAMIC |
ko] ¥ Conversations | 213 = Policies | 16 A Provided Services h App View (1 [#” Policy Analysis U Enforcement = (e
1)
a Live Policy Analysis: p1 &
y Select time range -. 569,524 total observations
Aug 2 10:01am - Aug 2 4:01pm ~ 7129 12PM T30 12PN 731 12PN an 12PM & 12PM Showing Flow Observations
.
Filters @ @ Enter attributes...
Filtered @ Flow Observations | Permitted | Misdropped | Escaped | Rejected | .
— Top Hostnames ~ | contributing to the selected Flow
Observations.
M Permitted M misdropped M Escaped M Rejected
] Consumer Hostnames  Provider Hostnames
700+ Y . . 2 . A 5 . H
\ S / P /\ /\‘ AN /\ A A\ /\ S collectorDat... 1 appServer2 ]
L R O N I LA v ¥ Nod Nemed e S N [ R AL Sen s S ) RVAW collectorDat... ] Unknown |
collectorDat... [ ] collectorDat...
0 collectorDat... ] collectorDat...
a00-] collectorDat... [ ] collectorDat...
collectorDat... [ | collectorDat...
300 collectorDat... [ | B0-host-1
collectorDat... | B0-host-2
200 3 collectorDat... tr-host-1
collectorDat... tr-host-2
e .. . ™, .. . .. m m
T T T T T T T t T T T 1
1030 1AM 130 12PM 12:30 1PM 130 2PM 230 3PM 330 4PM

UEAN, IRAEAIPATE X B8 IR CHBhHRIE BT ERSN) « DL, A7 02 35 RAEE L
AR ILIEARAEE A, AR MG ] T A AR I IES AL S

£ Cisco Secure Workload & & A4 B &
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B ce=i

[E] 33: SERF MDA

Q i

& Cluster: 172.20.42.20" + ...

Cluster Actions

Name 172.20.42.20" + ... (&

Description 4

View Cluster Details
Confidence Low

Edit Cluster Query

Endpoints (5)

172.20.42.200
173.37.93.161
172.20.42.203
172.20.42.202
172.20.42.207

Neighbors (1)

1T SR B 0 TR R AR T 50 S R IS 0T . FRAR T AT S
(BT AT AT
B 34: 22 BTEE LR RIS

@ CiscoTetratien = Applications Esx-1002 020 - @ - o ~
£ 1 Switch Application

Global Test =
[oviamc ] [ZEEETE Endpoints: 0

&

D ¥ Conversations | 0 & Clusters | 0 = Policies (1 M Provided Services & App View | 0 l# Palicy Analysis U Enforcement i (R
v
o Live Policy Analysis: p1 o
a Unable to view charts because this application spans multiple federation appliances.
F

. £ Cisco Secure Workload & & A4 E &
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werz

A

BE 5 B ORI I R B2 R 7 e D 8 ) SR A E X e AT

A
BB A TP AT B4 O BT AT 3B A S e BT I

UK

FB1 it LANIRERE.
$IE2 EPFRIPEE (Agent Config).
Aok o RIBELE (Agent Config) T

HIE3 LRI (Software Agents) I .
RGBT TR 4R IR (Software Agents) I .

B4 AHREBN DRSO, AR5 AT AT TP R B A AR
$IR5 & & (Appliance) F1IH5 IHAR L K IE AT

Software Agents Software Agent Gonfig

Filters @ Hostnar contain tes & Download all results

Displaying (1 to 20) of 22 matching results ® First Check-in ~ 1¥  Show 20 - Items per page
v Hostname Appliance Agent Type IP Addresses SW Version Platform VRF
test-host-122 follower-2 Enforcement 1.103.1.5-1 MSServer2008Enterprise
test-host-121 follower-1 Enforcement 1.103.1.5-1 MSServer2008Enterprise

FEIRFEE IR & Z [B) R B AR I
BATACEE T LAERRBE & e & 2 (WA 3 AEARBLER R BE a5 b, SATRU R D3R

i

FE A LANRERS.

$IB2 EPRIBEE (Agent Config). K i R iZ il

$IE3 TR IR (Software Agents) T . RGUKHT R ER (Software Agents) L1 .
B4 BRERDN AR, AR5 S e L RAT R R B R EAE .

S5 NiEIRIR % (Sdect Appliance) FHiFI#RH, ik EefQHE R 11 % .

$1E6 il ZEi& % (Moveto Appliance) ¥4 .

7£ Cisco Secure Workload i EZ 4R E [
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B =nas

Software Agents Hardware Agent Config Software Agent Upgrade Software Agent Download Hardware Agent Download

Filters @ Hostname contains test & Download all results 1 Delete
follower-2 Sl Move to Appliance

Displaying (1 to 20) of 22 matching results (1 selected) ® First Check-in = | 1F | Show 20 ~  Items per page

V S} Host Pending move to follower-2 Agent Type IP Addresses SW Version Platform VRF
test-host-122 @ follower-1 Enforcement 1.103.1.5-1 MSServer2008Enterprise
[m] test-host-121 follower-1 Enforcement 1.103.1.5-1 MSServer2008Enterprise

RUH, UIRUIB s TR BRAS . FEARBE R IR, s BB sh i 1 . Bahoe ik
Jes IR B B AN ACHE . VT 1) E ) B R AR KR (Software Agents) T, S0 UEFS B)E 15 1
o

HiEs
W, DLAEIRREE B BT TR B KA. IR T AT S R A R A
R 10:ENIENBFERELE
% wE
AT (Visibility) > > 738 & (Flow Search) PRpE

AT (Visibility) > =71 & (Inventory Search) | FRF# %

AT (Visibility) > & Feid €88 (Inventory YRBEE
Filters)

AT (Visibility) > SMERAERS (External PR
Orchestrators)

B (Segmentation) > B 35k B & I (Automatic | 45 5%
Policy Discovery)

57 E% (Segmentation) > %R E& 4347 (Policy Analysis) | 4 5

4B (Segmentation) > #1177 212 5% (Enforcement | 45i & %
History)

4} E& (Segmentation) > %$1% (Conver sations) PRBEH

4B (Segmentation) > 53445 R (AnalysisResults) | FREE %

5} B (Segmentation) > #11T45 R (Enforcement | FiBf#
Results)

#4547 (Monitoring) > X I# (Agents) PREE

[l 7 Cisco Secure Workload i B R4 R &
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nang |

% wE
#53% (Monitoring) > #TIK 7S (Enforcement YRBEE
Status)

#53% (Monitoring) > I ATIE (Licenses) HRbE
B4R IR (Software Agents) > B i & (Change | It &
Appliances)

DA AR AL A A FEAUAE 55 WAL B 2 A AT 55 o DRIE,  PITACARAn] BE S s 2 s A & 2R A AR
FAABAAHPIRES, AR A FPRE . X8 T R s DU R

35: A bR HEHR

The contents of this page are local to this federation appliance.

See the user guide for more information.

MEEE
PAF & WAL T — B H FARE NN A 1) 13 25 B i HE )
(252 B BIE

M sek 7 e, WO, BOIERCE SO P _E AR AR AR G R Bt 52 ) 1) 40
T, WGPPSR S . BREEE RS BT A e, R L AL
B o

PAT LU ERAT, TRDREE L s sEns T RIS e B dig B AR, REOQEBS B
MV HE] L RE SIS . PAT LA R #RAT, R ERBEF VL . T JEAR AR 3t 25, RE A
HI|MFES, URFIXLEAR,

32
HIB1 RS & L, SHETE (Platform) > B & (Federation), #RJ5 i AFTEES (Join New

Federation) #4411 .
TER ARSI R T AR,

7£ Cisco Secure Workload i EZ 4R E [
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[ 36: IRpEE _EMMAFESH TIERRE

Setup

——
Warning: Data on this appliance will be wiped and replaced with data from the federation leader. If this appliance has scope definitions or
policies currently in use, please export them here and import them onto the leader before proceeding

Also ensure all necessary users, roles, collection rules, user uploaded annotations and agent configs on this appliance are copied to the

federation leader.
Finally, disable enforcement on all existing workspaces.

See the user guide for maore information.

Export Existing Data
Scopes & | Filters £ Workspaces &

Join Federation

Select Join Certificate &, Cancel

$B2 HmSHE L, $HETE (Platform) > BEA (Federation). 38 it A BRES & 1944 KA 58 4 R 4k 42
(FQDN) Jf £iili iR an (Add) FHERANINERRER . AR5 V)42 B & LI, IF i %% FQDN £Aiflft S
A (Import) $4..
37: RKEE E B EHMESNER

Setup  Appliances

Status Last Seen Current Version Actions

Ready Apr 2 10:49:02 am (PDT) 3.4.2.64541.sladiwala.mrpm.build &0

Name FQDN Leader

esx-3019 esx-3019.tetrationanalytics.com

sherekhan @ sherekhan tetrationanalytics.com @ Ready N/A 3.4.2.64541.sladiwala.mrpm.build

TEr] LU AR NERBE R 3V . L ug s M TAEAS 0. AEREANBURIRIT A 05, SRJA H4k8 R —

it
38 RIEE LREHBSAES

Scopes

I RN & s B4 H AR, nr Rl H A T AR R 4 H 2 R ehaE . il , i e A
FRIER A E#A7AE )G H Default:host. 7E41FF b, BTG &% &4 Hostname eq foo, 7F
PNBEE b, MEYERIF AN Hostnameeg bar . S\ i 22255 H P s AR DRSS, RS ik
Fetrifl (H) Hostname eq foo)

SER3 fohn, BOAEIRBEE ERPTATIAT TAEZS R EAE AT, K5 A R L I BB

v Aam [\

[l 7 Cisco Secure Workload i B R4 R &
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swrugE |

SR A I E IR R RV IR 1-3.

AR B R
1 EMBE (URSIERS RS EMABS T LA E B & E B .
2. TS E VG, Je U e BRI NI B TR A .

W FF EE R R IRAEAR
\)

AR TR .

FERLEEDLT (B8 oy X)), HUBELE DA IRBEE LA, DAARVFEA AT AR
TIEAT. EHATHEAE, B SHETE (Platform) > BE& (Federation) , X5 it 2 (Disable) #%
Bo AN T 2 42 1) R B 2 4k S R ST SR RIS AT o

A DLB R R L e AN T A2 1) 5 D B SO R AR B X e ek, SRS RS S
S NKEESO A, ARE PRI NS . IXRE S R B I AR (A SRS BT A S 2. {2,
PR BT IR A, XA S L CAEAE VS LR % 7= i e s BT AR A o o s 2R

=
I}
I
[

A FER, 5N S HUE A kB IR (Manage) > T{E 51 3 (Workloads) > 4R Bt & (Alert Configs).
SRR S R &

7£ Cisco Secure Workload i EZ 4R E [
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[ 39: RS E R

Alerts - Configuration

Alert Types Publishers
Compliance + P A AP &
Forensics +F Syslog ke

Mot enabled
Sensors + F -
«@» Email 1t
Mot enabled

Enforcement + P

W Slack e
Mot enabled

Federation +F 0O

Pager Duty ke
Connector + ¥ Not enabled
S

Kinesis it

Mot enabled

Platform + B

BT L DU SR A -
© MBI R GRS 10 PR S TT B EE, AR E ) MEDIUM (1)

WU AR AR
o YERBEE TCIRIRR G H I AN 10 208, W AEERRE B A 0™ E 1 ) MEDIUM f)7#
o

ERIFAER

AR BUEAR G R R BUOE R, WS % WWER S K . alert_details 7 BUE A LI, WS
TRAE B LU 77 B

N

AR R E R .

[l 7 Cisco Secure Workload i B R4 R &
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# I BABREARES

wnirmEs [

FE iR KA F&3X 15t AR

id A TR H w4 1D

name A0 T W AR

fadn Eoel FAF R %4 1) FQDN

is leader A3 i R AE R AR T, W
4 true

status A TR WA PIRES

current_sw_version 43 FL & SN L CLT TN

last_seen_at A R B o fr U IR 1)
Unix (i) 8k

created_at A R BT £ I 1) Unix B (1]

updated_at 43 A BB A% IS 1) Unix [N [A]

created_at A R BT A N 1) Unix B 1)

deleted_at A R T 1 % B 1) Ui B (1]

disconnected A A /R1H MRBEE 58T W

BRPEZE KA EHR AT alert_details 7 15)

{

"id": "5£219ad8755£024b46c2524a",

"name": "esx-3018",
"fgdn": "esx-3018.tetrationanalytics.com",
"is leader": false,
"status": "Ready",

"current sw_vers
"last seen_ at":

"deleted at": 0,
"disconnected":

}

ion":

"3.4.0.39.devel",

1596140582,
"created at": 1596037848,
"updated at": 1596140582,

true

TS E KNERAY alert_details 71l

£ Cisco Secure Workload & & A4 B &

ERERY, WEA true.
SNTASE, KA RE
A false
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B aw

"id": "5f219acc755£024b46c25248",

"name": "sherekhan",

"fgdn": "sherekhan.tetrationanalytics.com",
"is leader": true,

"status": "Ready",

"current sw version": "3.4.0.39.devel",

"last seen_at": 1596140582,
"created at": 1596037848,
"updated at": 1596140582,
"deleted at": 0,
"disconnected": false

API
~

AR ARSI H EAE R SRR SRR, JF ) T A B

AFTHN T RS AN ST B ) APL:
ig

BEA 2 SR VEF] PR BRI P B RS
BEMR

BEAX R AR W R TIA -

Bt -3t} 15 AR

id FAF WA R — bR RAT

name TR PR € B 240K

fqdn TR F P8 1) 8% FQDN.

is_leader AR AH TR T A FH .

status FIG R WEIPIRES .

current_sw_version TR %t 4% HI Cisco Secure Workload
AT RRAS o

last_seen_at oK AN B Jm I B ERBE N
Unix I [A18K. AT IELGZ N
null.

deleted_at 15 B B2 46 0 0 Ui 19 108K

[l 7 Cisco Secure Workload i B R4 R &



I £ Cisco Secure Workload i & RSB B

FIH &

N,
of
[

tE SR

sinigg |

Bt £l i AR

disconnected A RME )R B 1 5 0 2 K 2Rk
o XMTUGH, BREN
false.

a2 S P ARl SEs RS & % Ve S

GET /openapi/vl/appliances

ZH:

W OSSR s IR ] AL £ R A4

75 python %5

restclient.get ('/appliances"')

YN % A A4S S OB % 4% (1) 1D X T2 R, ek E N null.

AR, LAN AP 27 g sl 5 Y0 252 B4 1D

B FIN SR AL 1K) B #% ID 294 H 55 e Bt Gk

POST /openapi/vl/app scopes

SR

B i) i3t AR

short_name TR H AEDRE =R A R[N = B

description TR H F P $i € HR VG HE B o

short_query JSON ST PRI pUR/E A M INIGE S
7 .

parent_app_scope id FA Vs HEH) 1D

policy_priority T BRUEN “last” o HITXFTAE
IS GHATHE . B
B E BRI SR R ) SR HE
B

appliance_id FAF BRI ME—FRIATT

75 python %5

7£ Cisco Secure Workload i EZ 4R E [
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req payload = {

"short name": "App Scope Name",
"short query": {

"type":veq"”,

"field" . "lp"

"value": <....>

}I
"parent app scope_id": <parent_ app_scope_id>,
"appliance id": <appliance_ id>,
}
resp = restclient.post ('/app scopes', json body=json.dumps (req payload))

I
irl;
ot
=

Ut APT SEVFE ] e 4 1D A5 HLA Vi 5 80 4 A ORI

PUT /openapi/vl/app_ scopes/{app_scope id}

ZH:

AR e i) 15t AR

short_name TR H H P8 € a4 05

description FAF R F i € H Y6 6 o

short_query JSON ST PRI IpUR/E A NS S
7 s

appliance _id FAF R WA I ME— AR IRTT o

RIAI S 1D SCHER CAE e B 5
=5 python X453

req payload = {
"short name": "App Scope Name",
"short query": {
"type":"eq",
"field":"ip",
"value": <....>
b
"appliance id": <appliance_ id>,
}
resp = restclient.put ('/app scopes/%s' % <app_scope id>,
json_body=json.dumps (req_payload))

TREIE

X T AL P A S P26 BEAT SO SRR 7 ASEB S0 A 48 SR 2 o 2 i Ay A ik )«

Procedure

SER TR A AT TLO R 8 o il S Bk et

[l 7 Cisco Secure Workload i B R4 R &
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wrez ]

Note {30 Ti 57 1R 1K) 2 A4 i, 2 S8 Sl e Ik P i, 8 S AT A 4 B FLAR TR
B lE R
IR 2 BB E N 30 08P, Mk REBIE, AR AR I AR 5 el T S il %S ? (Forgot password?) .

Note PRl tisk)a, WIR—/NETNATAREDPRE, M Shdas. R &R (Manage) >
BR55% & (Service Settings) > SiRBLE (Session Configuration) Fi T lC & .

\rL | ==
RiFix &8
BiZIn (Preferences) T B Bon B HIMK ' HEIME B, MRS B SR g, HRces sk m.
DS DR TR B RN 2 B A B AE
B R TUEE IR
B OSSN E RIR UL, iEPIT AN AR

Procedure

FB GO0 B, Ad T EbR, SRJE R P B %R (User Preferences).

T2 NN ERERTUN. BN, SR E RIS RSN F i, EAEEER, HAaL
VLT A F A1) Cisco Secure Workload #ibr

LR

Procedure

T S BARKA T E R

PR 2 EPAPEIEIN (User Preferences).

PR3 (B #HG (Change Password) % 11 1¥] [H 2485 (Old Password) Bt i A 4 i & i
DR A (ERY (Password) 7B P A BT .

$IE 5 {EHIAZERD (Confirm Password) 7B i N B 5 i

$IE6 il B ZHD (Change Password) LLRAS 4.

7£ Cisco Secure Workload i EZ 4R E [
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Note fHunZiihy 8-128 ANF4F, HEDMUTLUN&IIL—:
s NEFEE (abed...)
* KBt (ABCD...)
¥ (0123456789)

CBERERE (" H#S% & () F+, -l <=>2@[\]*_ ‘{|}~) BT

KRBT A BT A0 BB IS o] B S5 4

Before you begin

LR EE N, BBIUCIHHT K. R E IR ST AR

Procedure

F 0 AT 7 AL Cisco Secure Workload URL, #&J5 riihiisi2 %583 (Forgot Password) #5#%. R4
BI/REIEERY? (Forgot your password?) X iGHE .

iy N 62RO A AL B ISR 1D

%3 M EE®D (Reset Password).

it O R A B A R IS
Note {iff FII XU LRI R B (i o UE e [ A5 RIS, 5 200 A% o i A7 B B2 R A PR F 34

ASHB S AU g B HSAR D (1 B

Procedure

DLk B B IR 5 B ok Cisco Secure Workload, 4R 5 M3 & A% HHiE B & I2 (Manage) > A Fifsid)
(User Access) > Fi P (Users)s

FYR2 R4 (Actions) IR, rliSEERbr. HRPR B A AIFME R (User Details) 1 .

[l 7 Cisco Secure Workload i B R4 R &



I £ Cisco Secure Workload i & RSB B

Table 12: Fi P #id B F IR BA

FH

prnEzshrir [

1t AR

B FHRFEE A A 2 (Email or Username)

AR s P AR KNS, HA
REE @ et

Note {fohufimEIRE, & LUMEH] /40
SV W B 5 £ P A e e A

I 24 s KK BEANRE L 255 474

#&77 (First Name) WA A
# K (Last Name) BN IR

Sl (Scope)

NZ MUy Eogs R ARV . Rl gkt o A 2
D

SSH /4348 (SSH Public Key)

(k) AESEN (Import) LS SSH A4,
AT I S RN

T3 sl %Y (Generate Password) LAES—MIwINE D . 5615 65 IF 55 35K i 1A 3

Figure 40:

Note  F /o m LA F = 42 RT3 5 65 s o 0 4 A o

ERXEZS 0

AHR I3 AU 3 HIXUR 38 B AR B

Procedure

TR sl R

7£ Cisco Secure Workload i EZ 4R E [
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$IR2 EFHA P EIER (User Preferences).
$1E3 L EWEZEFHIEIE (Two-Factor Authentication) % H1K /B A (Enable) 1241 RI0H W Bi i
E = 558 (Two-Factor Authentication) T [f .

LB A4 NI,
HIBS I T ) — %8S (TOTP) WA (4 Google Authenticator Android B¢ iOS iz 5% Authenticator
Windows Phone Jiit) 1 & B %545 (Current Password) 7B F /R 46,

HIR6 G A EEFEN) TOTP N WS 96 ES .
P& 4B (Enable).
Figure 41: “EZZ4IIE” (Two-Factor Authentication) & 1%

Two-Factor Authentication

Two-factor authentication is disabled.

Current Password:

Scan QR Code:

Scan this code using any Time-based One-
Time Password (TOTP) app, such as:
* (Google Authenticator for Android [
and i05 [}
» Authenticator for Windows Phone [§

Verify:

Cancel

B RG I TOTP N B R GBS AT 8 5, b8 AW E & B4 583 (Use two-factor
authentication) 5% HE.
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Note {7 L4455 L4 XUA 28 40 B0 UE &R 350y, 5 &R i 52 B 38 3 B) Cisco Secure Workload & /7 372
Fro

ZRANE=ESIE

AT TR 5 S R0

Procedure

P sl AP B,

WIF2 EFA P EIED (User Preferences).

HIB3 AN ZESUE T, AidiZEH (Disable) #44l. KRG W EZEF#HIIE (Two-Factor
Authentication) % #%

p LI PNNIIER TR
SRS HIA LR (Disable) %4 .
T AN A X S I R P A A SR R B TR RS

N4,
(of
[H]

N

Note 35| (Scopes) Wi & A48 % (Inventory Search) & 3. A CTEAIME B, 155 Y0 FE A8 7 I

i IR SINE PSR P AT NS E U & (Platform) > # (Tenants) 3¢ ¥~ K8 R
(Tenants) Uifi. “HL/"” (Tenants) GTIRIRKE 27 24 H L& AOFL AT VRF. Cisco Secure Workload Filc
BT A VRE, GRT LS, i RTHERAL o

)

Note  Socute(fy 2 B WA B 10 R, AL S O S L 2 T Y50 MR TAC, L T AR R ZE .

7£ Cisco Secure Workload i EZ 4R E [
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B s

Figure 42: “78 " (Tenants) T1E

Tenants
@ Filter Tenants ... X
VRFID 1} Name 1 Description Switch VRF Count TenantIDT] Action
1 Default 0 0 Ea ]
676767 Tetration 0 676767 Fal ]
0 Unknown 0 0 P
e A
Before you begin
At R BB RN E R ZE .
Procedure
BB M FMEss T, sdiFEE (Platform) > A (Tenants).
$IE2 piitlEHHEF (Create New Tenant).
FI3 LT BT A S M
FE 1% AA
B VL iDRE TVNIET IR Y i,
it AR (ATae) YWl Be A7 SR P i LA A R

$E4 it (Create).

mEEFA P

Before you begin

BIUE i R E TR R AR

Procedure

TR M HiEE T, A& (Platform) > 27 (Tenants).
IR 2 AN, ARG A T R KR

[l 7 Cisco Secure Workload i B R4 R &
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FEB iR

&R SRR A4 FR

15 AR (RT3 ST I 2 B & OGP 1 LA R

VRFID BRI E ML B VRF 1) ID.

B AE stk S S0 H 2 BEIARRE S — AN B, b R L B VRF
s H &,

PIE3 A EH (Update).

ST A (Users) DU, ol n 5 PG NS HUE b TPk £ BT 0710 (B3 (Manage) > A A7 1E)
(User Access)) -

PP (Users) Bt s sia & w1 BAR Db e B G R T

EE R EATEE . RGP I SR VAT AR B AT AR A

AN A

Before you begin
o IBNIUE U B BB B ) HEFE Cisco Secure Workload H8 I o
s WUERSH RIS T 2 A E L W R EE AR IR Y L AR 1

o« BREHIE RS, A IR Sk R 5 AT LLAE T 19 ) 44 2 BB R A R W 2
fide

\}

Note b il 2342 /5 T Eb e 93 oy e kA 7 9 -

Procedure

P WG, 15 TS I PEAR Y AR .
P2 NGRS, EREEEME Ui (B (Manage) > F P a 4R (User Access) > Fi R
(Users)) &

PR3 miditliEA P (Create User).
UEIN K 2o F P LRSS (User Details) U .

7£ Cisco Secure Workload i EZ 4R E [
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B4 FOH A PIEMAES (User Details) FIHLLT B

Table 13: | P 3 22 R i AR

T 152 FA

B F R Ak 2 & O B EEID. IS AR X A KNS .
SRR (R A A A BE, A B /N B R
A,
BN s F P AARK S RANE, IEA
REEAL S @ 502
aF NI E
35 AN FH Pk 1K

SEE AZA R R R . O] itk ST
SUREHD

SSH 24 (A3E) SN (Import) LA SSH A4,
AT LI S R N

F$ES i T—% (Next).
PIE6 EHEAE (Assign Roles) T, [a] I/ s In s B 23 Be ik £ €.

s iR E (Add Roles) DL BL#i A th, ARJG midhiiRin (Add) S IEHE.
Figure 43: KRB R A&

@ Cisco Secure Workload ®Default ~ @ L. | Wl SECURE

AN

User Details

J User Details —————— o Assign Roles 3 User Review

Auvailable Roles Edit Assigned Roles

© Filter Roles ... x

Name T} Tenant T} Capability Users
Agent Installer - Install, Monitor and Upgrade Agents @® Unknown AGENT_INSTALLER @ Unknown 0
Agent Installer - Install, Monitor and Upgrade Agents @ Default AGENT_INSTALLER @ Default 3
Agent Installer - Install, Monitor and Upgrade Agents @ Tetration AGENT_INSTALLER @ Tetration 1]
Agent Installer - Install, Monitor and Upgrade Agents ® Tenant AGENT_INSTALLER @® Tenant 1]
Customer Support - Technical Support or Advanced Ser  Service Provider OWNER All Scopes 8

I
O ol 0 Ot

[l 7 Cisco Secure Workload i B R4 R &
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mappeasesse ]

s WHEBCHIAAE, SihdmES BRI AR (Edit Assigned Roles), SR )5 sidiiER (Remove) Kl

o B8nT LU H] R R R PR I8 F P A
Figure 44: 3 ERF AE&

alnstl ey
cisco UR

&

Cisco Secure Workload ®Default - @. L.

@

‘You do not have an active license. The evaluation period will end on Mon Nov 01 2021 00:39:18 GMT+0000. Take action now.
User Details

~) User Details — o Assign Roles 3 User Review

Auvailable Roles Edit Assigned Roles

@ Name contains Customer b4
Add Name 1) Tenant 11 Capability Users
Customer Support - Technical Support or Advanced Ser  Service Provider OWNER All Scopes 8
< Previous | | Next > ‘

I I =

F$ET 5T —% (Next).
FIR8 (AP EFE (User Review) T, &F M AN BB A . midi€)& (Create).
WA TAMBS A R, W2s Sos S e RN S B
1t Cisco Secure Workload "SI J5,  ZRGe2s () ) HL -~ S 1D A 3L 005 vl 1~ S LAV %%
i
Note A7 AR ID ¥ H 7 m LA H i sm B BB B AL 2 T P AT I 5 i 6 s . O k), M4
R[] A B K A B

WERPIFRERESAR

Before you begin
BRI S EIR R A fedniE Cisco Secure Workload T ).

7£ Cisco Secure Workload i EZ 4R E [
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\)

Note b i 2342 7 JUiE b4 03 o e I b A T 9

Procedure

PR WG, 1E MBI EAH N ARG .

W2 NFHER T, EEEEA Ui A (B (Manage) > B P A E1HBR (User Access) > I
(Users)) &

T3 T IARH kS, {ERAE (Actions) N sidi4REE (Edit).
IR s A PRS2 (User Details) Gl

LR A L NG R
a) FHAPIEMER (User Details) FRILL N 7B

Table 14: F P2 3735 B = B 5 AR
T 5 EA

YA AR 2 BRI IR ID. P AA X KNS,
AR S @ BUSK

Note S TGtk ID B/, shSEER
B P 4. P sk K
FEK 255 NEFT.

Z2F FOHH 4T

WK SO

SEE HEM T BCE S HRRTE R . ks s
R

b) M T—% (Next).
c) TESNBLAE (Assign Roles) v, [n) H A Inal I B 4 TE 1) £ €4,

* MR A R (Add Roles) LI BB/ th, AR5 i iR AN (Add) RIEHE.

C EFEE AT, MBS BRI AE (Edit Assigned Roles), A5 riidifiBR (Remove) &
bre

d) siili™—# (Next).
e) EAFEE (User Review) T, A& M) FE4IE SO BCHIMA . sl EH# (Update) LUSEH I
TR

[l 7 Cisco Secure Workload i B R4 R &
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wamaks ]

IR T AN BRI E, W2 SR B A AR E

5P A P P
.

Note 4 7 {RFAZSE AW I —2rE, HEssEHH o, A EE T ER .

Before you begin
it st R E IR RERSEE A E M .

\}

Note b i 242 /5 T bb e (930 oy e Ik A T 9 -

Procedure

TR LM FHR T, AGLEIER (Manage) > A R a8 BR (User Access) > P (Users).
B2 WAGEM, AT AT A PEAT N AR v
B3 AEEUEMR A, S A FH 1R (Deactivate) 144 .

WAEFCEMHM, YRR EMREA P (Hide Deleted Users) 144 .

EfAER PR
LT P LT, T LA T

Before you begin

AL st E TR R ERSEE A E

\)

Note b I 2342 /5 TUE b4 ()30 o T b A T 9

Procedure

HB LM FHEF, SEIE (Manage) > B P 4R (User Access) > i A (Users).
P2 WRIEH, 1MW A A IEPEAH N ARG .

7£ Cisco Secure Workload i EZ 4R E [
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SR 3 VNI MERA P LU R, ma e
SR XTI O, 3 R A R E DL K .

S A SSH 4R

LA SRS TP kL ta quest A1 B4 HI SSH Vi, W wr LI &R 7 N SSH 24
o ISR I R B RAERYE AT scope_owner WJREMIHT AT H . SSH A8H7E 7 K5 HE)
234

Cisco Secure Workload 1% & P HIih S ECE

AE - uk = E R B A E Cisco Secure Workload ¢ B it 42 H 4 B il £

FE 5 FR

Ul B 5 ER4 (Ul Admin Email) | ZE45 941230 71 575 B Cisco Secure Workload () A 5 I 244
i 8

Ul EZ % P SCHFERME (U1 Primary | 230 F 7 N Sl ek . 42505 “UTE FE BIE2E” (UT Admin
Customer Support Email) Email) A A,

Admiral EREBH (Admiral Alert | bl bk RO G HEREISATIRBUADC M . WS “UT 3
Email) SAIRAE” (UL Admin Email) Fl “UT 3325 52 REIB {7 (UT
Primary Customer Support Email) A4~ [A] .

MEFA I IE AN D KNG o QR IEPE L 7B, WS NS RRAS
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Figure 45: T & VI B2 5 . £EZ P X0 Admiral &8 53 Z3RA0E
Tetration Setup  RPM Upload » Site Config » Site Config Check » Run
Site Config

Complete this form to create or update the site config.

Ul Admin Email*
General

admin@tetrationanalytics.com
_ The email address of the individual who will be responsible for administering Tetration within your organization. The

email addresses are non case-sensitive. We will use the lower cased version of your email if it contains letters.

L3

Carefully ensure this address is correct before proceeding.
IPv6 Ul Primary Customer Support Email*
Network admin@tetrationanalytics.com

Must be different from ‘Ul Admin Email'. The emall addresses are non case-sensitive. We will use the lower cased
Service wversion of your email if it contains letters.
Security Admiral Alert Email*

admin@tetrationanalytics.com

ul

This email address will receive alerts related to the cluster health. Must be different from 'Ul Admin Email’ and 'Ul
Advanced Primary Customer Support Email’. The email addresses are non case-sensitive. We will use the lower cased
version of your email if it contains letters.

Recovery

£ | e

+Previous Next—

Cisco TetrationOS Software
TAG Support: http:hwww.cisco.com/tac
Copyright (¢) 2015-2020 by Gisco Systems, Inc.
All ights reserved. This product is protected by U.S. and International copyright and intellectual property laws. Cisco products are covered by one or more patents.

TEHE-HF

Ul S TR ROFIEARYE I LA SEE A &AL M T LUE L AT THRAE (Actions) 51 FIME R HE
(Change Log) kA A R H ) 3 S H & .

ARVEAFER, WSWAETEHE. REEPTAE A REEE T HIEEN SR M2 T H & H .
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