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WL 22 AR

o FRE AR, on page 2

o A HEER I, on page 27

o AR IR 455 22, on page 30

o A AL AT S0, on page 32

o BAHRHEIECE , 2 56 T

o A AR SUBUN ESCA A E TR AR EEAR A, on page 66
o HUHTIE AR, on page 68

o B AREE A, on page 71

o JA AT =ML TP Huhl 525, on page 72

o FHEIRAAREE , 55 73 7T

o MBRIRAFAREE , 55 77 0T

o TARSEARTICER AT () 8iE, on page 80
* PATEHR, on page 83

o fRIBAR AR, on page 89
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Note  i:4)i5, i H 30 ML I LDAP 58 AD MK/ N e f P A £ R0 Lk 2035 R e AR AN [
Wrih 15 SRR, 1A AT ARG 58 UE” (Use Local Authentication).

FESBE I, Cisco Secure Workload #E#E 2 MR 121 TACBE I EHURF 22 10— 4L S HOR N AREE 2 e — 5
o AR N FI BIOS UUID /&S AL —5B4), WA HESIE 2 LUF ) 8-

1. BN BIOS UUID Fl M4 I DL K RIS 5 B VDT IS M R M0 A ARy A 2R I g Jist A
& Cisco Secure Workload TV A7 — M FHAH R S BB I MHR AR EE . 4807 LS A OpenAPI KA
B OV EM AR, AESELEEAUT, 5 B0 L E W S BIOS UUID 75— B 0] 5 &4 VMware B
%, A ARl Cisco Secure Workload R4 )5, AAFRIEMSIKE

2. R ENAIFE R BN, WS R S0, Lk — B, ZRlHCRRR
BARIC AT ARG, WS W BT

XIFHEEEX
B =L TG A RH P AL SR 5 B, 1ESH:
o HIRIBIIRAPIRA UL, 1S RAS UL o

* Cisco Secure Workload Web '] P AR 2235 10 . fE RHEEEF, SdEIE (Manage) > T1E
fa# (Workloads) > {32 (Agents), ARG s RERERF (Installer) i+~ . EPELETVE. 1 H
FREER CantkiE ) , DLAEBZFIF G A,

o FLAMAIIR 2R 1) SCRF AR o
o LURSAT RN A5 T 6 RACEEE R g LA 20K

I AT R E A AR RN ITAY Linux X IR

24 Linux (RIBRYE KRR X4
WS BRI T 6 R
o T 2@ AT IS5 FIRALRR .
* 1 GB it [m), FHTAREER H &S0

o FEMEPE U 22 AN LR 2 A HE BRI, LAB 1K 8N B AP 2 R s B B . A7 R
A5 S, WS L R
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https://www.cisco.com/c/en/us/support/security/tetration/products-release-notes-list.html
https://www.cisco.com/go/secure-workload/requirements/agents
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w5t Linux k2 5x

* RASELERILM FEN A A AMEFRH P tet-sensor . WA FHL_EACE T PAM 8% SELinux,
N0 $%F tet-sensor JH ' HAT tet-sensor FEFEFIZE B S8 1K) 38 AL PR o G SR 4R E T B/ 20
HIFlc A 7 SELinux, 58ROV R i%A7 B AT

o WS AutolInstall CZZEEFEPRIA) J7ykzz e ARRE, A2 B RS H unzip 4.

T #FAY Linux KIBREE 5%

22%% Linux ACEE DASEHLER BE n] AR PA T 1 7772
o fFHAREE A 2235 7 7 7 22 2% Linux G2, on page 4
o fif AR BEILAG 236 R )7 770 %2 2% Linux fX#E, on page 3

FRRERGREREFHER S Linux K12

TIE2
SIE3
T4

SIE5

$IR6

BT B 8l 2 ey BIAS T oK 2228 Linux ACHL. G0 RAT R ok Jst DR 7 A0 T T3l i, A e
B LR Y T

AR &

XF - SaaS BB LA KAEHAT 2N A MU AR B AR BRI L2e B ARBE, U5 7E user.cfg SCAF AL E
ACTIVATION_KEY #1 HTTPS_PROXY. H KIF4I(E R, EZSH (LT BH Rl E L
.

LT ARG T 12k 223 Linux AOB, 34T LR #4E:

Procedure

SRS 22 1k
s WGBSR, RS “PRE I 57 (Quick Start) 115, ARG A REARIE (Install Agents).
s AESNER T, EFRETE (Manage) > RIB (Agents), RJGIEFFLEIEF (Installer) LTk .

AR RS 2 T2 (Agent Image Installer).

& (Platform) ‘7B, i\ Linux.

NI I ACEE R AR B IR A, AR5 NG5 b R 800 75 AR AR
¥ RPM AT 00 S BT Linux EHLEATHE

Note UL pL b e fRBE, TEANTERE P3N BT RAEL, 5 S W TR 43
A RIZAT RPM i, HARBOLE TG

° Xﬁfﬂ: RHEL/CentOS/Oracle E'ZZE(', J\Z\_/Tﬁ/&\ rpm -ivh <rpm filename>

o % Ubuntu “F-5:

* BRrR MO RSN IR L T IO R, THIB4T T4 rpn -gpR <rpm_filename>
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s WIE TR a4, ffiH « - nodeps” ﬂlﬂl;ﬁﬁ’%’f’ﬁfi rpm -ivh \\--nodeps <rpm filename>

ERAIEM AR RIEF AR % Linux K32
FRA T LA ) 22 2 R P B AS U 00Kk 828 Linux ACRE,  DLSEILRBE T AL EAN AT -

)

Note * AL Linux AUBESCRFREE AT ME AT -
* BOATHOLT, SATRHBEER] . ZRAMAT, TES AR R E .

T A 22 3Ry T VoK % 8% Linux AREE, 1HHUT L A
Procedure
Sl ShNEREER

s MPRESEHH T, B REBFES (Quick Start Wizard), #RJ5 i R IE (Install Agents).
s NSEHIE KT, LFETE (Manage) > RIE (Agents), RJGEFLELIERF (Installer) LT,

L2 SHREMAREIRRF (Agent Script Installer).
$E3  NEETE (Seect Platform) 4512 ik Linux.

PR LFN Linux 6, s BRZHFTE (Show Supported Platforms).
DIRA  EFERAREAL .
Note  (Cisco Secure Workload SaaS B AN T ZLILFRFH ) .

FRS WO TAR R BOARSE, THIE RS IS AR RS (E .

BRI L TP HhhERy,  BEARIE PR L LEFE Y CMDB #3285, DL EAECS Z E LR
S IP ) HAth 2 L AL CMDB 28, ¥ B3I lesS Brad IP k. a0 bR CMDB b2 5 23558y
HJ CMDB #5325 KA 5 «

* MG D) 1P A ARSI G T oS T R AR 2
* MG D) 1P MUk AT BRI T 2R [ CMDB #R% .

$E6  WIRTE HTTP ARFL A fit 5 Cisco Secure Workload il 15, 5L (Yes), RJGH AL ZAHE
URL.

SR (CRERFEN (Installer expiration) 7, HHE— ML
* LIt (No expiration): ZZZEFEF JIAS o] Z A &
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K (One time): ZZ3ERE A L BEAEH — K.
B[] B 1 (Time bound): & ] LA ¥ e B FE 7 JHIAS T AT IR R 2
HBE KEL (Number of deployments):  #51] DLk B 22 2R 1y BAS ] LI (0 /8

TIR8  piili TE (Download) -k SCAFORAT SA MR -
PR £ Linux AL EEHI 2R shell WAIFIEAT LR iy & LIS FIIAPATRR: chnod wex

tetration installer default sensor linux.sh

Note  JRIAC 44 K mT fiE DA Tk A R SR TR ANV [ 1

é55%10 %Ei%%%fﬁii, iﬁ{ffﬁ*E*ZKE%;TTEljtﬁE4>: ./tetration_installer_ default_ sensor_ linux.sh

Note i fLAH /" g2 TAREE, WITGikgkst 2.

P i e A F PR B P I e s AT TR £
Linux ZEREFHAREREHEE:

bash tetration linux installer.sh [--pre-check] [--skip-pre-check=<option>] [--no-install]
[--logfile=<filename>] [--proxy=<proxy string>] [--no-proxy] [--help] [--version]
[--sensor-version=<version info>] [--1s] [--file=<filename>] [--save=<filename>] [--new]
[--reinstall] [--unpriv-user] [--force-upgrade] [--upgrade-local]
[--upgrade-by-uuid=<filename>] [--basedir=<basedir>] [--logbasedir=<logbdir>]
[--tmpdir=<tmp dir>] [--visibility] [--golden-image]
—--pre-check: run pre-check only
--skip-pre-check=<option>: skip pre-installation check by given option; Valid options
include 'all', 'ipv6' and 'enforcement'; e.g.: '--skip-pre-check=all' will skip all
pre-installation checks; All pre-checks will be performed by default
--no-install: will not download and install sensor package onto the system
--logfile=<filename>: write the log to the file specified by <filename>
--proxy=<proxy string>: set the value of CL HTTPS PROXY, the string should be formatted
as http://<proxy>:<port>
--no-proxy: bypass system wide proxy; this flag will be ignored if --proxy flag was
provided
--help: print this usage
--version: print current script's version
--sensor-version=<version info>: select sensor's version; e.g.: '--sensor-version=3.4.1.0";
will download the latest version by default if this flag was not provided
--1s: list all available sensor versions for your system (will not list pre-3.1 packages);
will not download any package
--file=<filename>: provide local zip file to install sensor instead of downloading it
from cluster
--save=<filename>: download and save zip file as <filename>
--new: remove any previous installed sensor
--reinstall: reinstall sensor and retain the same identity with cluster; this flag has
higher priority than --new
--unpriv-user=<username>: use <username> for unpriv processes instead of tet-sensor
--force-upgrade: force sensor upgrade to version given by --sensor-version flag; e.g.:
'--sensor-version=3.4.1.0 --force-upgrade'; apply the latest version by default if
--sensor-version flag was not provided
--upgrade-local: trigger local sensor upgrade to version given by --sensor-version flag:
e.g.: '--sensor-version=3.4.1.0 --upgrade-local'; apply the latest version by default if
--sensor-version flag was not provided
--upgrade-by-uuid=<filename>: trigger sensor whose uuid is listed in <filename> upgrade
to version given by --sensor-version flag; e.g.: '—--sensor-version=3.4.1.0
--upgrade-by-uuid=/usr/local/tet/sensor id'; apply the latest version by default if
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--sensor-version flag was not provided

--basedir=<base dir>: instead of using /usr/local use <base dir> to install agent. The
full path will be <base dir>/tetration

--logbasedir=<log base dir>: instead of logging to /usr/local/tet/log use <log base dir>.
The full path will be <log base dir>/tetration

-—tmpdir=<tmp dir>: instead of using /tmp use <tmp dir> as temp directory

--visibility: install deep visibility agent only; --reinstall would overwrite this flag
if previous installed agent type was enforcer

--golden-image: install Cisco Secure Workload Agent but do not start the Cisco Secure
Workload Services; use to install Cisco Secure Workload Agent on Golden Images in VDI
environment or Template VM. On VDI/VM instance created from golden image with different
host name, Cisco Secure Workload Services will work normally

\)

Note * Ubuntu {f FIA M .deb FAFAL, i 2 e AR R GE AT o e X AR A 2R o AR RRCAS ) T 2 4%
G rpm AT

* Ubuntu .deb KL % 2E74E /opt /cisco/tetration Fo
o .deb BABASZREE AL, Ktk Ubuntu ANSCKF - basedir 210

IS Linux (RIE &3S

Procedure

ﬁéfffﬁ4>sudorpn1—qtebsensorsudo rpm -gq tet-sensoro

sudo rpm -g tet-sensor
BN 4% AN 0L E 2236 Linux AQH.
%ﬁ“}ﬁ%@ﬂ: tet-sensor-3.1.1.50-1.e16.x86_64

LA AT RE S DR 5 AR 5

225 TR E AR RN 1T AY Windows {XIE

%% Windows (X IERYZE K FARTIE &G
B “SCRFRITE SRR 4y,
o LEAEFIPAT IR SS 7 2 B A B H ARURR o

* Npcap U4l 2 {1247 Windows 2008 R2 1) TAE S EE b, 124 e (M ARER IR AR T Wi A 3.8 i s
W . A M AR e Npeap IRBNFET, AEESTENRSSJH B0G 105 & e 1Y) Npcap Jix
Ao HRVEAE R, 1EZ 0 Npeap A .

* 1 GB fefifi =2 8] il TACHLAN H &3
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4540 Windows 1827755 ]

o i FARHE 2225 BT 75 1) Windows AR%s . WA 1) Windows TAL O & 2 45dfl, i T EA
BO'E, MHEEL Windows M4 I RECHZEH . A XRTEAIE R, S0 “ 751 Windows k557 3

7o

 FEME NN 2 ] ERCE N 2 iR, TR B E B 2 AR 3. AT KT
WS LRI

X #58Y Windows (RIBEZ2E /5%
A WA EN] L2 %e Windows fCEE,  DASEILYRFE vl A RIFRAT
o Al AR BRI A 23R 7 7 v % 2% Windows fX#E, on page 7
o A FARERMLAG 22 B RE T 7 v Windows AR, on page 9

R ] DME T 3 AR AT 2. ORI, TS PUAE VDI S245] 5 VM RS L 5 AR
(Windows).

E AR AR 312 F 7775 R % Windows X IE
VA I A 22 A5 7 7 oK B Windows ACEE,  DUSEILERBE i) AL FIHRAT -

)

Note * ZAEN) Windows AUBHSCFRRAR L W MEPERIEAT -
« BOATHOUT, SATEEER]. 2R AT, TES 0 QI8 CBLEC S F, on page 58.

LR I IAS 22 B FR PP T VK 222 Windows AURE, 15 4RAT LUR #R4F: -

Procedure

L1 SRR LLE 7k
s WRBSEHA T, s “R)E 57 (Quick Start) 15, AR5 T RENRIE (Install Agents).
o NS T, EHEIE (Manage) > RIE (Agents), RGEIFLLIEF (Installer) LI .

P2 JHRIBBIARIEIRZRF (Agent Script Installer).
$IE3 MIRFETEE (Select Platform) Nz, k£ Windows.

BIAH CFF) Windows V&, 1H Al R R X #FHIF & (Show Supported Platforms).
DB 4 EFE AR
Note T Cisco Secure Workload SaaS M, ANTHELEFA ).

PIRS WUREN TAE B IOARSE, IR BT A bR 25
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ERAREMARRZEFAZERE Windows X IE

M BE PAREH EHL L TP Huhbiy, SEACIE R 23R P CMDB #r%%, DL B Beg 1% FE LR
L1 IP B HAL & L% CMDB #5285, B Rcs B 1P bk, 408 A& K CMDB FR25 5 2 3558 P HY
CMDB Fr25 ko

« SECLA Y] TP Mk ARSI T BL L M IR RRZS
* LY TP Huhk A bR 24 5 T2 257 > CMDB #r%8

L6 WETFE HTTP /AP A e Y5 Cisco Secure Workload B, iHERR (Yes), KRGk AT R ACHL
URL.,

$IB 7 (FRERFEIE (Installer expiration) #1701, M AT FH 30 ik AN 1k 1 -
* il (No expiration): ZZZEFE 7 AT 2 AEH
* —K (One time): 4R IIA LR — K.
fof 5] B ] (Time bound):  #5 FJ A B 2 B PP BAS ] LUAE FH 1 R4
B R EL (Number of deployments):  f 1] DL B 22 35 R JIAC ] A FH () 240

FIR8 ili T# (Download) JF44 SCAF R AT B A HU R A o
PRI Kk f5 T PowerShell A S H1 247 Windows EHLEATHSE, I LUE AU AT XA

Note * IRAERGEBE, W R EARIEAT HMh iy & L BTIEAT unblock-File i1 2o
© AR EE AR, MAAAZIETT

P e e A FH PR S b e I2 AT TR A .
Windows R FRIAERIFAEA:

# powershell -ExecutionPolicy Bypass -File tetration windows installer.psl [-preCheck]
[-skipPreCheck <Option>] [-nolInstall] [-logFile <FileName>] [-proxy <ProxyString>] [-noProxy]
[-help] [-version] [-sensorVersion <VersionInfo>] [-1ls] [-file <FileName>] [-save <FileName>]
[-new] [-reinstall] [

-npcap] [-forceUpgrade] [-upgradelocal] [-upgradeByUUID <FileName>] [-visibility]
[-goldenImage] [-installFolder <Installation Path>]

-preCheck: run pre-check only

-skipPreCheck <Option>: skip pre-installation check by given option; Valid options include

'all', 'ipv6' and 'enforcement'; e.g.: '-skipPreCheck all' will skip all pre-installation

checks; All pre-checks will be performed by default

-noInstall: will not download and install sensor package onto the system

-logFile <FileName>: write the log to the file specified by <FileName>

-proxy <ProxyString>: set the value of HTTPS PROXY, the string should be formatted as
http://<proxy>:<port>

-noProxy: bypass system wide proxy; this flag will be ignored if -proxy flag was provided

-help: print this usage

-version: print current script's version

-sensorVersion <VersionInfo>: select sensor's version; e.g.: '-sensorVersion 3.4.1.0.win64';
will download the latest version by default if this flag was not provided

-1s: list all available sensor versions for your system (will not list pre-3.1 packages);
will not download any package

-file <FileName>: provide local zip file to install sensor instead of downloading it from
cluster
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-save <FileName>: downloaded and save zip file as <FileName>
-new: remove any previous installed sensor; previous sensor identity has to be removed
from cluster in order for the new registration to succeed
-reinstall: reinstall sensor and retain the same identity with cluster; this flag has
higher priority than -new
-npcap: overwrite existing npcap
-forceUpgrade: force sensor upgrade to version given by -sensorVersion flag; e.g.:
'-sensorVersion 3.4.1.0.win64 -forceUpgrade'; apply the latest version by default if
-sensorVersion flag was not provided
-upgradelLocal: trigger local sensor upgrade to version given by -sensorVersion flag; e.g.:
'-sensorVersion 3.4.1.0.win64 -upgradeLocal'; apply the latest version by default if
-sensorVersion flag was not provided
-upgradeByUUID <FileName>: trigger sensor whose uuid is listed in <FileName> upgrade to
version given by -sensorVersion flag; e.g.: '-sensorVersion 3.4.1.0.win64 -upgradeByUUID
"C:\\Program Files\\Cisco Tetration\\sensor_ id"'; apply the latest version by default if
-sensorVersion flag was not provided
-visibility: install deep visibility agent only; -reinstall would overwrite this flag if
previous installed agent type was enforcer
-goldenImage: install Cisco Secure Workload Agent but do not start the Cisco Secure
Workload Services; use to install Cisco Secure Workload Agent on Golden Images in VDI
environment or Template VM. On VDI/VM instance created from golden image with different
host name, Cisco Secure Workload Services will work normally
-installFolder: install Cisco Secure Workload Agent in a custom folder specified by
-installFolder e.g.: '-installFolder "c:\\custom sensor path"'; default path is "C:\Program
Files\Cisco Tetration"

E AAIEIR & R 212 [F 7775 R % Windows X IR
IR HY B 3l 2R P BAS T 0K 2228 Windows AURE . I RAT R IR I N s ZEAE T T3 Jridk, s 1]
WAL 2 R RE Y 5 s o

)

Note ViEifQRE CfE EHL EIZATI, 520 T30k 8 IH AR MSIACRE .

B 5 3 A DG I ST A
* ca.cert - i - I TALIEERIEE ) CAET.
« enforcer.cfg - A LAEHAT R IRA I R 0 77 - AL PAT 2ty (RO T o
* sensor_config - W5 - ¥R B AT AL AR AR AT e o
* sensor_type - fR KA 2R (BT EREE v LD S
* site.cfg - W77 - A Rk Al E .
* user.cfg - XJ I SaaS - W7 - AL KA IOE A P AAC B AL
BIHR &1

X} T SaaS FEHE LA A HAT 2 /ML A HUAR B (AR BRI 226 BE, 15TE user.cfg SO L
ACTIVATION_KEY Ml HTTPS PROXY. fAXKVE4IMEE, 1SR (MR T-3h2ede) 5 il S
G

TP A G T 0ok 22 %¢ Windows AURE, AT L R #84E
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Procedure

1 SR 2Lk
s WRGEER T, R sh “PR)E 5”7 (Quick Start) 1S, ARG AT RERIE (Install Agents).
o MBS, EHETE (Manage) > K1 (Agents), RGiEFLEIRF (Installer) i1k .

FIE2 HRIBBGERIETZF (Agent Image Installer).

FI®3 £FE (Platform) 7B, i A Windows.

WA NPT A R AR RRA, SRS 5 R 80T i AR A

HIE 5 tet-win-sensor<version>.win64-<clustername>.zip S5 12 Windows EALHHAT HE

FIB6 AR A FIRR IR ZIP S

ST ERBUA S, 2 TPA N LA B 0. msiexec.exe /i TetrationAgentInstaller.msi
BEAh,  BAREIA] H T MSI 222k fE

Table 1: MSI & 3532 5 W9 AT A 1 1R

e F:pu

agenttype=<AgentType> AgentType [ 4 sensor 2% enforcer, HARELEL T
A EZPAT . BT, s din—
e sensor type SCHFII N ZE,  FHEFTZ A2
KHE AL SH HE, WRELE /quiet £
AR, T EZE .

overwritenpcap=yes X Windows 2008 R2,  ERINEHL T, Wik Npcap
OAFAE, WIARHEIA S 298 T2 Npcap. Rt S
O] FH R Npeap. WA AL, J5 2L 1)
B H BT+t 2% Npeap T2 21 8T 52 32 FF
AR

nostart=yes 7E VDI IR EE % VM AR A F 2 4 5 e 3R 2
N, AR ST B 1 AR EE R S5 TetSensor

TetEnforcer H3lJH 3l . R4 H 28 G804 A0 2 HAf
AR ENLA K VDUVM 32 |, X e R4 445

WA 2R3 .
installfolder=<FullPathCustomFolder> e A KRB IS8, DMELE Q€ X0k
e 2R AR

B Iz SRR E
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£ iR

serviceuser=<Service UserName> TEZENASRKEM LS H AR E RS H . B
INRSH P28 “LocalSystem”

SFFAHLT FY, serviceuser=.\<Service UserName>
XTIk

serviceuser=<domain_name>\<samaccount name>
55 L b BN A LA B PR
JIR 55K o BT AT AS b B el B O3 B PR

servicepassword=<Service UserPassword> f ARG A RIBAA LS E, UAE RS H i
HEN B Al A

proxy=""<proxy address>" i e 2 #omT v & 11U 18] Cisco Secure Workload
SEREI HTTPS {3

activationkey=<activation Key> WRARAEEAFL P T 22250, Sk
fREM

\}

Note o WURAE T B e Tl H S 2 A AR B T, TG T3 IC & user.cfg.

* T Windows 2008 R2 LLAMY Windows #4FE 2248, AT BIRA 3.8 I, Windows {CFE<: B
B EIE L2 1 Npeapo

© WERTHLEC AR, HAER R AR, ZTHREE, WS TR AR )

IG1F Windows IR % 3%

Procedure

"fq%1 Eﬁ'fﬁjti’ﬁ:% C:\Program Files\Cisco Tetration (@ZQI’EXI#{:%) ﬁf
W2 WO TERBE nT R FNPAT IR 55 - TetSensor A7-7E H AL THaA kA& . A BB RIZ AT i 4 omd. exes

lﬁ_'/fgﬁﬁ/?\ sc query tetsensor
W AR 2R N IEFEIE T (Running)
j@.{fﬂfﬁ/?\ sc gc tetsensor

AT s A PR 75 i Cisco Secure Workload 3R B R4 (Cisco Secure Workload Deep Visibility)

| eIz rnsnercE i
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B =cEEnms B o mEHRiE Windows 52

IZ{T i 4 servicesmsc
74k Cisco Secure Workload 3R E AT #1114 (Cisco Secure Workload Deep Visibility) 44 Fx
KRR AL AN IEFEIEST (Running)

B E RS A P F =P L8IE Windows K32
1. H{FRSS TetSensor (JHTREEE T #ME) A1 TetEnforcer (JH T-#UAT) ZEBCE MRS FH P i s dhia
4T+ TetSensor fil TetEnforcer 7F [7)— k45 H i s P i 4T

FHERRNRIEIT M2 cnd. exe

N AL

BT sc gc tetsensor

¥ #r SERVICE_START NAME <configured service user>

(ﬁ

’f 7 sc gc tetenforcer

£ SERVICE_START NAME <configured service user>

%

fﬁI
t—ll

4 services.msc
£ $& Cisco Secure Workload SR E A] 1114 (Cisco Secure Workload Deep Visibility) 144 #x
K £ <configured service user> {1 & F &4

Pk 4 Fx Cisco Secure Workload #1147 (Cisco Secure Workload Enfor cement)

K2 <configured service user> {1 & F &4

THT4S tasklist /v | find /i “tet”

J@ffgﬁ&ﬁ/\(\ tasklist /v | find /i “cswengine”

A AR IS AT EERE T s 5 5 81D

fE AR 550K
(£ Windows fBLAT, A FTLL R 74k — 0T IROTRRE T AL R AT IR SG -

* 1§ F{| services.msc.
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7E VDI 2555, VM 4245 H B 1£32 (Windows) [l

1: 1237 services.msc i F & 350 BR 55 i

Cisco Secure Workload Deep Visibility Properties (Local Computer) x

General LogOn  Recovery Dependencies

Log on as:

() Local System account

(W) This account: |.'¢EtlE!r Browse...

Pazsward:

Canfirm password:

e e ————— e m

o A HIAEAR 565 =5 W FH R B IR 55
s LR A%
1. DUEELOI B rEAT emd.
2. WRLEATRAUR A, RIS IR ) A4 R RAE U 55 -
1. sc config tetsensor obj= <service user name> password= <password>

2. sc config tetenforcer obj= <service user name> password= <password>

3. IS AT AT Ay AR I R 45 e
1 sc gc tetsensor

2. sc gc tetenforcer

4. JEIE TN ir 4R E B tetsensor Al tetenforcer IR 55

1. sc stop tetsensor / tetenforcer

2. sc start tetsensor / tetenforcer

£ VDI 333k VM 454 _E &R E X 32 (Windows)

ERAEOLR, AR AR5 A A8l BB Ly, WAl 2hefe P hrid ok
BHAEIX LS5 fR 2o S G R vo e Sl AQRRR 55 2% U A 3 5 30«

REEASTEE S VM | %23%¢ Npeap, (HUNTAT 7528, /R MNBEIE s B VM SE E B 8haedl.
KIEANE R, 1S Windows A 2382 7 Al Npcap - 1& H T Windows 2008 R2.
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£ VDI TRE L VM 154R P B B S AR b K38

Procedure

ELERE EBERHRE |

SR AL MST 2R 17 57 PowerShell 24 FE )¢ JIA,  £E VDI FAEE BB SUNUBIRR ) 5 e iR 1 22X

1§ ] nostart=yes [\] MSI %3552 7

s ARTEAGEE, WS ARG e /5 7 71425 Windows 1R, on page 9.

* msiexec.exe /<MSI installer> nostart=""yes” /quiet /norestart /I*v <installer log_file> &,

g
{7747 -goldenl mage 45 & 1Y) PowerShell %2575 7

s ARVEAE R, ISP AR AR 22582 )7 5 1 2¢ 3¢ Windows REE, on page 7.

J,j%E%Z Eﬁf%)l’ﬁ:% C:\Program Files\Cisco Tetration (ﬁkﬁféﬁ(i{#%) ﬁ?fo

HIR 3 i} TetSensor Ik5s TR WM AA7EJF B 1k
FHEE AN MIZIT WA cnd. exeo
JBATH4 sc query tetsensore
KR A2 B2 LE (Stopped).

FIB 4 1 {4 TetEnforcer (] T-HUAT) f7AE H.E5 b

Z1T4 scquery tetenforcer .

AR A A 75 O CA5 11 (Stopped)

(ﬁ

o

IS BRINBR I ACE
L6 IS VM FEAR

B FEY VDI L5 AL

Procedure

S e B S RUSTRR G 201 VDI SEF1 BRI
S8 2 F )5 VDI 4] VM.

$I23 &5 VDI %4 VM )5, iﬁ iR % - TetSensor (JHT¥REE A #LM:) A1 TetEnforcer (HHTFHAT) -7

e B RS 1 S hig AT . IS5 UE Windows U234,
$IR 4 78 VDI SLHERINL E, itk NPCAP SRENFEIT O 23 IEAE IS AT
'TE)EH EEEJ\ *XIK li_ /Q\ cmd.exe

B Iz SRR E



| EIfEsE EBBRERE

=

TS £

Windows {£22% 4572 FF 0 Npcap - &3 T Windows 2008 Rz [J|]

T4 sc query npcap

R R IEFEIETT

VDI SBEAUNLE, B ERAEHIAT 2L sensor_id KIEAHCHE:

o R e SR sensor_id SCAF.

* 412k sensor_id BA “uuid” Pk, WIEAZA R sensor_id.

o WRARERE M M, {H Cisco Secure Workload Web Fi1ii (2 7 AR FE CU3F: M -
* {81 OpenAPI MIFRACEE . A OCTEAIME R, 152 B ATHACRE.

Note * T 2) B R B VMR LA

o G0 RIE S WUE BB RINURARAE 235 B R B8, W Cisco Secure Workload JIR 25K 11 5
Ja FFURIZAT

* QR VDI SL REAALTGTE IR & 4RI, TS B M Z5 P ¥ VDI SEG] RSBy o

Windows X 38 %2 2532 50 Npcap - i&F T Windows 2008 R2

1

H R SRR Npeap WA, 3 2 [ https:/www.cisco.com/go/secure-workload/requirements/agents |
(S RFRELRE o

g7&y

WRAR 2% Npeap, ARBESAEMR S5 A 80 e 252 SCRFIIRAS . W AR 7 2% Npeap,  {HH
AL FSCRFIO AR, U Npeap JoikH 2. T-2h T+l 2 Npcap, {1112 over writenpcap=yes
KigAT B2 e)y, sifi ] -npeap Kis AT 2R P IIAS, ARG R (1 Npeap A . W2RAT:
T NP IEAE ] Npcap SKEhFE,  WARBEAS 5 22 714 Npcap.

Ttk

WIS Npcap & HH Windows Agent “Z3[1), HAAR T 3CRFIRRAS, W Npeap 27655 5 8140
JETHR B SRR IIRAS o A RATATT N FH A48 FH Npeap BB RE S, WAREEAY f5 2 TF4 Npeap. i
Npcap A& i1 Windows fCEEZ2%:, WAL TH Npcap.

fiEIE=

1R Npcap 2 i1 Windows ACH! 23511, MACHEHIZ Npcap. 415 Npcap H1/H )2¢3%, {HHAR
PR35 R A1 overwritenpcap=yes AT T4, WA EIZE Npcap. 41 AT Au] i H 1EZE S F Npcap
IKENFE Y, DUAREEA S EIZK Npcap.

Windows {XIB5HE%%: & A FF% Windows Server 2008 R2 Z MY FT & Windows I2{E R 4

M EHT AN ) Windows FF46,  ZACEEH F ndiscap.sys (Microsoft P& ) IXANFE T A48 H Windows )
FAFERES (ETW) HEROR IR 43

eIz rnsnercE i


https://www.cisco.com/go/secure-workload/requirements/agents

ETEnS L BERRE |
B =smFrEanrnmg ax fm

TETH 28 2 I FT A 1 1)
* fREE M npcap.sys V)3 F] ndiscap.sys.
* TELU NGB, ARBE 228 7 25 4 Npcap:
* Npcap HIACHE 2235 .
* KA H] Npcap.

o P RGERRA I F Windows Server 2008 R2.

RIFARSS S 85, ACHE4 68 ETW £33 CSW_MonNet A1 CSW_MonDns ([ J- DNS ¥#5) , [q]i
JE B R 4 A 3R o

\)

Note * 7t Windows Server 2012 I+, Z Gt fifaT B 45 5050 LLSREL DNS #030

A\
H

L A TR E A EFIHITEY AIX IR
\)

Note it ffut. cfft0 (CVE) UGS E ThfEAE AIX LRI BEdb, i FHRIERSEHUH, X2
(S T T REAE JAR S RF 10 T 65 IS5 RS AR AT AL

R

L4 AIX KR ERFAIE &S
s TH S SCR N SRR
o RBE TR I oAt 225K
o T 2L FPAT MR 25 B ARA B o
o ARBEFN S SO AR 2K . 500 MB.

o FEMEAE EHURAEFT 2 4 0 ] _ERCE R 2 Ae R o IR EEHERRIE DY T BT ik HAt 22 4 LA
Bl e RHNE B . A ORTEAE R, 1S % R

o AIX AUSCHF 20 B WM& & I lsk (WS hCAS A ATX 7.1 TL3 SP4 5., A 6 & 4%
WD o RETTRIPEAREESZ N 16 & ME Bk, 1At 4 AN sk &1 v H 4% H il
HA&A4 (Flan, tepdump)

© I RTRPEACBE AT DUR 84, LABERXT 20 65 28 BE s b AT Ut 3k

o REESZEAREE H 5% (Jopt/cisco/tetration/chroot/dev/bpf0 - /opt/cisco/tetration/chroot/dev/bpfl5)
A 16 4 bpf BT AL

* tcpdump FIFLARAE H bpf 1R G T HBEHHE RS &1 11 (/dev/bpfo-/dev/bpfl9), HE
BBNARAEH K1 5 (EBUSY)

B Iz SRR E |



| &Ifens rmsnnKe
RrmmizErrrreeAxce i

o ARERLGIEE 1 bpf 5 AR RS bpf 7 2 SL AR R /RSO, RS F 2EBIR EE S
A —AN 525 (tepdump BACER) T

o RREEASVI I RGBT, WASG tepdump IFERIHE RGEE 4T AL (I SRANTAE,
tepdump-D 23617 /dev/bpf0. . . /dev/bpfl9)
s FERAEEDUR, fER Y LIsAT iptrace M 1K B tepdump IR L i EHACEE (iR . 1X
R—ATH RS, FELS IBM 5L,
o BRI 5, TR R eI L TIST tepdump.  WHERES A B4 tepdump:
BIOCSETIF: en0: Fileexists, W) iptrace T BH Eidli%k. 1511 iptrace LMok ] {5,
* FFAEPTA R EE TR DI BEAE ALX T ERANZ SCHE . B G AR O T AN SRR

* S AT I LAR ZEK

s WRJEA T IP 24 g (W) smitty IPsec4) , WIRBE 2RSS AETRAEA A b 2R M. 2 LI
FELRARBL L HTAE I 1P 2 4L Y84 -

« WRAEIBAT Cisco Secure Workload #UAT#HCHIIN G T 1P 224, WIS IREH R 1R
1Te WHIERFFAN R, DMEEHATAARELISAT I 2 2R 1P 224t yE s .

FERRIBRARIEREFAEARLE AIXKIE
VRBE LRI AT ATX A B SRS P BT I AS 22355 07 b A7 228

)

Note * LR ATX AR SCRFIR S AT ILE AT -
« BUOATEOL T, SATHEEN] . 2R AT, TS0 QI8 CBLEC E S F, on page 58.

TR AIX AR, THHAT LA R 4k

Procedure

P PR A
s WURGEOEE AP, W RS “P a7 (Quick Start) [T, ARG AR ERIE (Install Agents).
« WEHIE R, EPFEE (Manage) > K12 (Agents), RJGiEFREIERF (Ingtaller) LT
P2 LEREMARIIEF (Agent Script Installer).
$1E3  NEETE (Select Platform) FHiscsird, E# AlX.
BAEFEF AIX P&, AR RXHERITES (Show Supported Platforms).

FRA PR AL .
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ETEnS L BERRE |
B srremangemaRe AX ke

Note T Cisco Secure Workload SaaS 27, ANiFZkEEM ).

PBS W TAEABICAREE, TR PEbr A S T4 AR 25

M BE FREH S EHL B TP Mk, SEANE R R CMDB #r%%, DL CLAr 4 % EHLR
5 IP A B AL CMDB #5258, ¥ B8 Begs B 1P bk Witk BAL ) CMDB #r%8 5 2 3558 7
# CMDB b5 K A= 58 «

* ML HIY) 1P AL RIARZEIL G T 0o 4 1 M IR %S
* PECAHD) 1P HhE B PRSI T2 kR CMDB #5%% .

SIE6  WIRTEE HTTP AR A HE Y Cisco Secure Workload 115, 1HIERE (Yes), REHMANBRAICEE
URL.,

BT RERRFIE (Installer expiration) #570 F, M ] LI bk — kI .

JoIL I (No expiration): 223 FE 3 A ] 2 AL o

K (One time): ZZHEFEFF A BEAL T — K

I (] B3] (Time bound):  #&W] LA B 222885 1 BAS TT LU 10 R4

HlE M (Number of deployments): 45 1T LA B 2 e Fe e AR o] LAAE R 2K

LS Ll T (Download) JFA SCAHRAF B AL
S| H T shell IASTHIBITA AIX EHL LIRS

B0 EETHAPITER, HIZTL R4 chnod utx tetration_installer default sensor_aix.sh

Note JJiAx 42 K ml BE DA AXHE A LRI FL 7 57 o

BN TR, E R R IEAT L N ./tetration installer default sensor aix.sh
Note I R TAL I Cge e TAURE, WIJGIRAR S 24,

FATEE UL BEAAL ] P05 B P R s T I e A
AIX RERFEAERIFARER:

ksh tetration installer default enforcer aix.sh [--pre-check] [--pre-check-user]
[--skip-pre-check=<option>] [--no-install] [--logfile=<filename>] [--proxy=<proxy string>]

[--no-proxy] [--help] [--version] [--sensor-version=<version info>] [--1s]
[--file=<filename>] [--osversion=<osversion>] [--save=<filename>] [--new] [--reinstall]
[--unpriv-user] [--libs=<libs.zip|tar.zZ>] [--force-upgrade] [--upgrade-local]
[--upgrade-by-uuid=<filename>] [--logbasedir=<logbdir>] [--tmpdir=<tmp dir>] [--visibility]

[--golden-image]

--pre-check: run pre-check only

--pre-check-user: provide alternative to nobody user for pre-check su support

--skip-pre-check=<option>: skip pre-installation check by given option; Valid options
include 'all', 'ipv6' and 'enforcement'; e.g.: '--skip-pre-check=all' will skip all
pre-installation checks; All pre-checks will be performed by default

--no-install: will not download and install sensor package onto the system

--logfile=<filename>: write the log to the file specified by <filename>

--proxy=<proxy string>: set the value of HTTPS PROXY, the string should be formatted as

B Iz SRR E



| EIEag EHERERE
wif Ax ezzs: [

http://<proxy>:<port>
--no-proxy: bypass system wide proxy; this flag will be ignored if --proxy flag was
provided
--help: print this usage
--version: print current script's version
--sensor-version=<version info>: select sensor's version; e.g.: '--sensor-version=3.4.1.0';
will download the latest version by default if this flag was not provided
--1s: list all available sensor versions for your system (will not list pre-3.3 packages);
will not download any package
--file=<filename>: provide local zip file to install sensor instead of downloading it
from cluster

--osversion=<osversion>: specify osversion for --save flag;
--save=<filename>: download and save zip file as <filename>; will download package for
osversion given by --osversion flag; e.g.: '--save=myimage.aix72.tar.Z --osversion=7.2"

--new: remove any previous installed sensor; previous sensor identity has to be removed
from cluster in order for the new registration to succeed
--reinstall: reinstall sensor and retain the same identity with cluster; this flag has
higher priority than --new
--unpriv-user=<username>: use <username> for unpriv processes instead of tet-snsr
--libs=<libs.zip|tar.Z>: install provided libs to be used by agents
--force-upgrade: force sensor upgrade to version given by --sensor-version flag; e.g.:
'--sensor-version=3.4.1.0 --force-upgrade'; apply the latest version by default if
--sensor-version flag was not provided
--upgrade-local: trigger local sensor upgrade to version given by --sensor-version flag:
e.g.: '--sensor-version=3.4.1.0 --upgrade-local'; apply the latest version by default if
--sensor-version flag was not provided
--upgrade-by-uuid=<filename>: trigger sensor whose uuid is listed in <filename> upgrade
to version given by --sensor-version flag; e.g.: '--sensor-version=3.4.1.0
--upgrade-by-uuid=/usr/local/tet/sensor id'; apply the latest version by default if
--sensor-version flag was not provided
--logbasedir=<log base dir>: instead of logging to /opt/cisco/tetration/log use
<log base dir>. The full path will be <log base dir>/tetration
-—tmpdir=<tmp dir>: instead of using /tmp use <tmp dir> as temp directory
--visibility: install deep visibility agent only; --reinstall would overwrite this flag
if previous installed agent type was enforcer
--golden-image: install Cisco Secure Workload Agent but do not start the Cisco Secure
Workload Services; use to install Cisco Secure Workload Agent on Golden Images in VDI
environment or Template VM. On VDI/VM instance created from golden image with different
host name, Cisco Secure Workload Services will work normally

IUE AIX REE %R

{‘—_:L
i

ig’fﬁﬁ%%’lslpp -c -1 tet-sensor.rte, ﬁ%t&??%EﬁHT:E@éﬁﬁﬁo
R FLA ] RE DN RRCAS T

$ sudo lslpp -c -1 tet-sensor.rte /ust/lib/objrepos:tet-sensor.rte:3.4.1.19::COMMITTED:L: TET tet
sensor package:
$ sudo lssrc -s tet-sensor

Subsystem Group PID Statustet-sensor 1234567 active

$ sudo lssrc -s tet-enforcer

| eIz rnsnercE i



EIeng EmEngrE |
. %4 Kubernetes = OpenShift ({32 LA SKEUR E AT FAALT

Subsystem Group PID Status tet-enforcer 7654321 active

% % Kubernetes I OpenShift {CIE LUSEIURE AT AR M FAAT
ERNAMREH
BRAE R G SCHE B AT AR AR OS SCRFFEFE (Agent OS support matrix) 14k £
ZK
* AT B Kubernetes 5% OpenShift & B FEIE, DMEAEEEREY mi EE R Pod.
* Cisco Secure Workload SEZAAYE tetration iy 44 25 A - A1 2
* 19 RLEL Pod 22 A MG L Z0 SR VPR Pod .
* busybox:1.33 G220 T 22 ¢ 5 1] M\ Docker Hub K.

o ST ARLIATI, WK E config_path, EIEE config.toml C(ERIANAL
‘H: /etc/containerd/config.toml) , Wl FNff/R:

[plugins."io.containerd.grpc.vl.cri".registry]
config path = "/etc/containerd/certs.d"

)5 containerd J5 & 5P FE T .

* BL{E Kubernetes 2% OpenShift 4% I V- [f1 17 £ _Fiz4T, - toleration A5 & ] H 4% A Cisco Secure
Workload Pod (7%, ¥ 1L )2 25 /2 NoSchedule 7, M <xBH 1E Pod 784~ M 5 0 1
BAT.

* %FF Windows TAE5 5i:

* CFFH Windows T AR fi 4812171 : ContainerD.

* ContainerD At % : Fl ' LT containerd 5 ¥,

[plugins."io.containerd.grpc.vl.cri".registry]
config path = "/etc/containerd/certs.d"

MIBR registry.mirrors T ELE . BRIAECE SCAHALE A C: \Program

Files\containerd\config.toml.
R E T M)S, A containerd 5 & 5P FEF .

* B4% mcr.microsoft.com/oss/kuber netes/windows-host-process-container s-base-image:v1.0.0
WZBAE Windows AESY f_EIR 2R Bn] .

B Iz SRR E
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| ZEIERBLERBRHKRE
EARIERI AR KR F /75 R % Kubernetes 5¢ OpenShift ({32 .

o EAEFZBNBHIRA KB Kubernetes [AH < H 3,4 Windows 7§ SRR BT . {HAZ,
HF—/NMEAA L #3, Windows P4 HEFESACEE . TR 35/ P A, DUEE2L
Windows 7§ BEFE AR,

© CHFIN A
* Microsoft Windows Server 2022
* Windows Server 2019

* Kubernetes 1.27 J 58 A

REEHITEK

OpenShift AN EFIET IPVS 1) kube-proxy # 2.

XA G E A e AR BRI . A7 G 245 8, 155 I 6 g QR e S
EPAT IEHIEAT, AT O 230 CNI HifH#R 2420 :

* FEPT T RUM Pod Z AP Ak S ) (TP W4 ) o ANSCREOR3EUE Pod 1P LLHEATAEAE A A5
IR 28 4 1 o

o INT3i Cisco Secure Workload $ 4T 4CFE A F 1Y) Linux iptables MM zkkric (Ficd7 21 F120 T
FVFAIHELS NodePort Al 45 3 &)

PLR ONI el iat, ml 2 Bid 2ok,
* Calico (3.13) 5 LLF Felic it & : (ChainlnsertMode: Append, Ipta- blesRefreshinterval: 0) &,
(ChainlnsertMode: Insert, Iptablesrilter AllowAction: Return, |ptablesMangleAllowAction: Return,
IptablesRefreshinterval: 0). 147 HoAt B SIS A% FH & I ERIAE
A RBCE XIS, 1§50 Felex ILES % .
EARIERI AR %I F 7 /A% % Kubernetes 3¢ OpenShift {LIE

\}

Note ({3 A 224 R 7 N ik e ERN SR AL (K715 s B B 2 AR

Procedure

T PR 2Tk
s IR, RS “Hed )7 (Quick Start) 15, AR5 AT RERIE (Install Agents).
o NS, B (Manage) > RIE (Agents), RIGEFRLLIERF (Installer) I .

PIE2 JUHRIBBIARIETZRF (Agent Script Installer).

| eIz rnsnercE i



ETEnS L BERRE |
B =mTFRETRrEniTeY Solaris {32

$IE3 MIERFETE (Select Platform) Nz, %+% Kubernetes,
B G SCRFI) Kubernetes %, OpenShift *F-55, i siii B /R ZFFRITF & (Show Supported Platfor ms).

DB A GRS
Note T Cisco Secure Workload SaaS £E#, ANTHELEFA .

SIS AT HTTP AAH A B85S Cisco Secure Workload {5, 1HEREZ (Yes), ARJHiANA AL EE
URL.

FIE6 i T (Download) FKs SCAF ARAF B A MR 5 o

IR T {F Linux Hlas BISAT 23R P A, ZALA8 v U7 i) Kubernetes APT k4525 FLE A4 BEAL PRI kubectl
e B S, R AR BRI R SRR
LHFR T S BRI (~/ kube/config) BEHUCAF. HJE, %0 LLEH --kubeconfig i 4>k B 45
78 NC B SR A B

BB PHAERAE T 5364F Cisco Secure Workload AU HE SR R FRAE FIT 222 Pod 111 .

N

Note |~ a i /6 CBE 22 2R P2 e 0 17 _EJic & f¥) HTTP QB2 Cisco Secure Workload 4G %] Cisco Secure
Workload ZEHEAI 5 3. B A2 520 Kubernetes 5 OpenShift i £13KHL Docker BUZ 1) 53, K4
IXLEHT L E AT A B A AREI AL E . W1 3BT M Cisco Secure Workload 23K HL Docker
Mg, IE TR AR VR R DO R, IR NG E ¥ HTTP AR,

L AT RE AL EFIHITRY Solaris /X IE

24 Solaris (XIBRYEKFAFTIR K
* HS SR G FE5R
o H T 22 g AT MR 55 IR A B
* 1 GB 174l % ] FH - TACBA H & S

o FEMEPE BN AN RO A HERR, DB 1k F0A 22 4 3 Y BRL A CER 223 AR ES 3. A%
PR R, HS AL TR

EAREM AR RKIZFTT /AR %K Solaris {LIE
L5225 Solaris £ R 1 WL AIIE LB P R o

B Iz SRR E |



| EIfEsE EBBRERE

fERR M AR ERF T ERE Solaris ft32 ]

Procedure

SR AT 22 v
s WIRBSEHH T, S “PREE 57 (Quick Start) 115, ARG A REARIE (Install Agents).
o MBS, EFETE (Manage) > K (Agents), RGiEFLEIRF (Installer) i1k .

MR IBBI AR R332 (Agent Script Installer).
MIEETF & (Select Platform) Nz, %4 Solaris.

B E SR Solaris V-5, E Mt BT S (Show Supported Platforms).
PR L BB o
Note  Cisco Secure Workload SaaS $EREANFFE LA o

UREON TAR TR RCARSE, TR PEAR S S Ity A BR A1

R RS FHL 0 TP Mok, SEARIE R 2R CMDB A DL BV R4 I LR
A TP (1At A% CMDB F2545 B 2h /0 BLgh B0 TP sl o 2222 AR ML L1 TP Huhikm,
AR PRI 2235 FE > CMDB #5258, DA O RCES iZ RS A 1P (Al O A% CMDB #3258, Kk
A ZN LS T 1P Motk Wi FAE () CMDB Fr28 5 35 R 5 () CMDB FR2s kA2 phoe

* MG D) 1P ML AR ZE LG T o4 1 R AR 2
* SPRCEETIY) 1P HUhE R ELA PRSI0 SE T 2367 CMDB #5465 .

R THE HTTP AAF 4 85 Cisco Secure Workload 15, 1HIER= (Yes), RJGHAG I CEE
URL.,

R FE R (Installer expiration) #73 F, A AT F LT S 3E 0«
* i) (No expiration): 223 FE 3 AT 2 AL o
* —IX (One time): “ZHEFEF A L BEAEH — K.
* IR (Time bound): 5T LR B 22 e FE 3 A T A ) L
* ¥8E K (Number of deployments): 5 1] LA 8 B ¢ R 5 BRI AS ] LAt FH AR 8K

mili T # (Download) 44 SCAF R B A U REA o
1t Solaris FHL LKl HRE 7 shell BIA AT LU A & LAFE T IIAHATALR :  chmod u+x
tetration installer default sensor solaris.sh

Note  JRIA 44 K Tl fiE A Tt A SR AR ANV [ 1

B AR, TEAT AR IZ AT A R s ./tetration_installer default_ sensor_solaris.sh
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. EIeng EmEngrE |
I&3F Solaris X IEZR4E

Note 2 RAH)" L2023 TAREE, IJGIRgkat 23,

FATHE DA% AL PR 4R 5 R P IR E Is AT TG e 2
Solaris RE R FHIAERIFAESR:

tetration installer default sensor solaris.sh [--pre-check] [--skip-pre-check=<option>]
[--no-install] [--logfile=<filename>] [--proxy=<proxy string>] [--no-proxy] [--help]
[--version] [--sensor-version=<version info>] [--1s] [--file=<filename>] [--save=<filename>]

[--new] [--reinstall] [--unpriv-user] [--force-upgrade] [--upgrade-local]
[--upgrade-by-uuid=<filename>] [--basedir=<basedir>] [--logbasedir=<logbdir>]
[--tmpdir=<tmp dir>] [--visibility] [--golden-image]

--pre-check: run pre-check only
--skip-pre-check=<option>: skip pre-installation check by given option; Valid options
include 'all', 'ipv6' and 'enforcement'; e.g.: '--skip-pre-check=all' will skip all
pre-installation checks; All pre-checks will be performed by default
--no-install: will not download and install sensor package onto the system
--logfile=<filename>: write the log to the file specified by <filename>
--proxy=<proxy string>: set the value of CL_HTTPS PROXY, the string should be formatted
as http://<proxy>:<port>
--no-proxy: bypass system wide proxy; this flag will be ignored if --proxy flag was
provided
--help: print this usage
--version: print current script's version
--sensor-version=<version info>: select sensor's version; e.g.: '--sensor-version=3.4.1.0';
will download the latest version by default if this flag was not provided
--1s: list all available sensor versions for your system (will not list pre-3.1 packages);
will not download any package
--file=<filename>: provide local zip file to install sensor instead of downloading it
from cluster
--save=<filename>: download and save zip file as <filename>
--new: remove any previous installed sensor; previous sensor identity has to be removed
from cluster in order for the new registration to succeed
--reinstall: reinstall sensor and retain the same identity with cluster; this flag has
higher priority than --new
--unpriv-user=<username>: use <username> for unpriv processes instead of nobody
--force-upgrade: force sensor upgrade to version given by --sensor-version flag; e.g.:
'--sensor-version=3.4.1.0 --force-upgrade'; apply the latest version by default if
--sensor-version flag was not provided
--upgrade-local: trigger local sensor upgrade to version given by --sensor-version flag:
e.g.: '--sensor-version=3.4.1.0 --upgrade-local'; apply the latest version by default if
--sensor-version flag was not provided
--upgrade-by-uuid=<filename>: trigger sensor whose uuid is listed in <filename> upgrade
to version given by --sensor-version flag; e.g.: '--sensor-version=3.4.1.0
--upgrade-by-uuid=/usr/local/tet/sensor id'; apply the latest version by default if
--sensor-version flag was not provided
--logbasedir=<log base dir>: instead of logging to /opt/cisco/secure-workload/log use
<log base dir>. The full path will be <log base dir>/secure-workload
-—tmpdir=<tmp dir>: instead of using /tmp use <tmp dir> as temp directory
--visibility: install deep visibility agent only; --reinstall would overwrite this flag
if previous installed agent type was enforcer
--golden-image: install Cisco Secure Workload Agent but do not start the Cisco Secure
Workload Services; use to install Cisco Secure Workload Agent on Golden Images in VDI
environment or Template VM. On VDI/VM instance created from golden image with different
host name, Cisco Secure Workload Services will work normally

I53F Solaris {t IR 3

* X}F Solaris 11.4, 15121714 sudo pkg list tet-sensor
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| ETtEnsrnsnmre
(umFpze sxareaxy [

BN A H A AL 223 Solaris AAFE. DUR 2ol -

ARR CRAT RS %) FRAS IFO
tet-sensor (cisco) 3.8.1.1 i--

XRFHRE) BEHMAPREXH
SV B F AT B 24 A T BT LA TR

* Cisco Secure Workload SaaS 2 AT 2 AN IACHBAERE (AU HTERIARL P A AR AN 7 2280
PP

- P

* Linux 8% Windows /- &

AR T SR B A S W2 Cisco Secure Workload 22 8E . ‘A5 S0 AL 2 4H . Ak, 1
{10] e Ad F] HTTPS ACHE k17 M 4E T

\)

Note 7 Windows FRBEr, U2 e e T Wb s I AARBIE ST, WG REF3) L & user.cfg.

FEZCHERT, VAR IO SO C BT 5 (1AL

Procedure

P11 ERREEEY, W INEERE (Manage) > K12 (Agents), miiiREREF (Installer) LIk, rith
FRZMITERERRFFHRLE (Manual Install using classic packaged installers), X5 ST
JEZH (Agent Activation Key).

1% 2 F]FF Cisco Secure Workload fXEE 2225 A [ user. c£g M. (fl80: Linux L /usr/local/tet
¢ Windows [ C:\Program Files\Cisco Tetration ) o lZI’ﬁ:@J/a\ “key=value” ﬂéi‘ﬁ‘]@{%ﬁu
x, BT

I 3 KOS PR In 2 ACTIVATION_KEY 485, 7w
ACTIVATION KEY=7752163c635ef62e6568e9e852d07bd21b£fd60d0

FIE 4 U FACHR TS HTTPS AAFE, 58/ HTTPS PROXY AZE K71 http WS ACH IR 45 28 A . 7

WJ HTTPS PROXY=http://proxy.my-company.com:80

eIz rnsnercE i
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B =exnma

HihKXKETR
AnyConnect {XI2

HAT W 4 nf L (NVM) 1) B8R AnyConnect 228 SIS HF (1)1 & A 75 2 Secure Wrokload X
. AnyConnect 485 S EMHXLEAHE, IR IS L. Bt Fkr%s Tt 2 Cisco Secure Workload s
HXRFEMEE, EZ 0 AnyConnect HEFEAS

XF Windows. Mac 8¢ Linux “V- 55, 520 S0k} AnyConnect 4880 7 i = i T«

ISE (X 32

] Cisco Identity Services Engine (ISE) y3: I} 1) £ i AN 75 245 #8322 Cisco Secure Workload fX3 .
ISE 3&E4% 85385 ISE 45 _F 1 pxGrid 45 M ISE WHEA K & i o B . &K &k Cisco
Secure Workload -] ISE AXCHH, JfHEilixeese Fvt = hnss. A CHAE R, 1EZ0 ISE
s

SPAN 1% 38

SPAN fUH 5 ERSPAN a8 lic & H . 05 B, 152 W ERSPAN #4545,

B=HMEMBR=R
* X} F{# 1] Cisco Secure Workload it B it 4/h s bl 7 (1) 4 1 »
i# 2 [ Cisco Secure Workload H [ b ifi 25«
o X Tl FHE Cisco Secure Workload 77 it & i 2 2% I B 1 o
LR

EEER
TR AR Lz 3R, Bl 25 Cisco Secure Workload £E4E 4T 1 Jo it Ik 45 2 57 2 N R 4%
R B PRERE R A L T T
RS T S AR EE SR T 1) B R AT

Table 2: (X 32 %E %

KEEn BCERS = e sg WITR i
FTRLE (ASH) CFG-SERVER-IP:443 | COLLECTOR-IP:5640 | £33
T (SaaS) CFG-SERVER-IP:443 |COLLECTOR-IP:443 | £i&
A CFG-SERVER-IP:443 | COLLECTOR-IP:5640 |ENFORCER-IP:5660
(A

B Iz SRR E


cisco-secure-workload-user-guide-on-prem-v38_chapter5.pdf#nameddest=unique_86
https://www.cisco.com/c/en/us/products/collateral/security/anyconnect-secure-mobility-client/datasheet-c78-733184.html
cisco-secure-workload-user-guide-on-prem-v38_chapter5.pdf#nameddest=unique_87
cisco-secure-workload-user-guide-on-prem-v38_chapter5.pdf#nameddest=unique_87
cisco-secure-workload-user-guide-on-prem-v38_chapter5.pdf#nameddest=unique_88
cisco-secure-workload-user-guide-on-prem-v38_chapter4.pdf#nameddest=unique_36
cisco-secure-workload-user-guide-on-prem-v38_chapter5.pdf#nameddest=unique_89

| ETtEnsrnsnmre
zefnm [

KEER BCERR S5 =% Lre 3 WAT R i
AT (SaaS) CFG-SERVER-IP:443 | COLLECTOR-IP:443 | ENFORCER-IP:443
docker 1515 CFG-SERVER-IP:443 | & ff] g

Kl 51«
* CPG-SERVER-IP & Mt & JIRk 55 #5 11 1P Hiudik
* COLLECTOR-IP /2 {4 a1 1P Mkl o R 2wl MR A PIAT AR B 1 30 I ] T AL B 4%
* ENFORCER-IP & AT &3 ) TP Huhk. AT ARIAZE B2 2 I rp— AN mT F iy .

* % T Kubernetes/OpenShift fCERFE, 228 A S AR - 0 B AREL A1) Docker BUZ 1
#31~ Kubernetes/OpenShift 7 & A Cisco Secure Workload FEHFHRIN . X L8 H R A8 1a T B A%
SIS, JF48 1 CFG-SERVER-IP:443.

S E T & (Platform) > £8#ELE (Cluster Configuration), T AL E IR 25 4% 1P AL 2 P,

« fEREE VIP (Sensor VIP) H THCE B4 #5 IP: T oA ILAETE b (R0 A 45 2 VOB 1) TP Hisdik o

© NGB 1P TS 1P FIBAAT 38 1P: WS T RE, WIZEAMRLOMAARE 1P B RT, R T
BT 5 SR TSI 4 16 1P Bt

\}

Note * Cisco Secure Workload fRCH 4R 24 78 955 F o LA SEEBE N FE A RS 0% #z:, I HEMAASHE

RS BT FFIER
o SCEEA AR EE S 0w I I AR REAL ST VIP 04T HTTPS 63K (g1 443) , DL o] F 4R
i,

o fRET] DALE T NAT JRSS 28 ) 1 -

R TAR G TP KBS JA T, 3 LB KBS ©R T, BRI E R ] Re s 4. 7Rt
TEOUR B L2 G 3 2 1R 7 R SRS oK S VRIS

2 EHEFRIN

AR IE BT AW S TV ARG H . WHEAF AT eSS S ECENL 222 1) Hidt 22 4>
N (EmB st e REAE) k&R, s L Cisco Secure Workload fCBEfr)#1E
e, AR ORAREE A s D) I IE B AT, A AE I ML 2 4 b A ) 2 A HE R

Table 3: (X328 B R HIR £ HFRIRN

EHRIERS B

AIX /opt/cisco/tetration

| eIz rnsnercE i
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EHRIERS

=

Linux

/usr/local/tet BY, /opt/cisco/tetration BY, <user chosen
inst dir>

/var/opt/cisco/secure-workload

Windows 1] ISE %435 {CH

C:\Program Files\Cisco Tetration

C:\ProgramData\Cisco Tetration

Solaris

/opt/cisco/secure-workload

Table 4: (X 32312 By 2= £ HEFRIR

FHNIRIERSR JEid
AIX tet-engine. tet-sensor. tet-enforcer
Linux

tet-engine. tet-sensor. tet-enforcer. tet-main.
enforcer

Windows ) ISE 241G

TetSenEngine.exe. TetSen.exe. TetEnfEgine.exe.

TetEnfC.exe. TetEnf.exe. TetUpdate.exe.
tet-main.exe

Table 5: (X I2HEF2 HY 22 £ HEFRI

ENRIERS

#iz

AIX

csw-agent

tet-sensor

tet-enforcer

tet-main

Linux

csw-agent

tet-sensor

tet-enforcer

tet-main

AT &

B Iz SRR E
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zefnm [

EHRIERS rit

Windows ] ISE ‘224> PB4 T TetSenEngine.exe
TetSen.exe
TetEnfEgine.exe

TetEnfC.exe

TetEnf.exe

TetUpdate.exe

tet-main.exe

Solaris csw-agent

tet-sensor

tet-main

Table 6: (X IB1RERY R £ HEFRIR

FHIRERS IR1E
AIX 1Jj i) /dev/bpf*. /dev/ipl. /dev/ kmem

W cfg_ipfy curl. ipfy ippool. ipfstat Islpp-
Isfilt. prtconf

14 /proc

Linux P H curl. ip[6]tables-save. ip[6]tables-restore
rpm/dpkg

4 /proc, F1IT netlink 25
Windows (1) ISE %4> PFfili Q2 Vi TRVENE R
ARG KBS

YA H c:\windows\system32\netsh.exe

Solaris 11.4 P H curl. 1spp. pkg. smbios

14 /proc

4 /proc

| eIz rnsnercE i
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Table 7: (X3RRI A S Z #E ) ST T B T2 S HERRIR

EHRIERS 8 PR BB A — 3 R ST 4
AIX ]

Linux _

Windows (1] ISE 24 PFAli4 Q3 dmidecode.exe

npcap-installer.exe

sensortools.exe

signtool.exe

Solaris -

RIBRIIR S EIE
HAFACHAE ) — TR S B S G o ARE A B PR Fh I BEFI S S 10 IR 45 10 715

)

Note  pR-fl- 537 Ui, 5 MUk sy b (K FT AT fir & #0752 Linux 5% Unix b #HACE 2 Windows L ) 5 LAY
BRI riEAT

RHEL. Cent0S. OracleLinux-6.x 0 Ubuntu-14 840K 55 & I8
KB # SEAT 4
C BIRE: stort couagent
CEEIERRS: top con-sgent
CEREMRS: restart cou-agent

° *ﬁﬁﬂﬁ%qk,{? status csw-agent

i& - RHEL. Cent0S. OracleLinux-7.x 5 & S AR AR Z & 18

i A HaE T
* AlmaLinux, Rocky Linux-8.x 5 =i A

* Amazon Linux 2 X ¥ &= A
* Debian 8 M 5 =il A

B Iz SRR E |
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Windows Server 5 Windows VDI i &2 ]

« SLE-12SPx J% i g A
* Ubuntu-16.04 K 5 i il A
H LU & WS AT i 4
* BERE: systemctl start csw-agent
* {Z1FAR%S: systemctl stop csw-agent
s ERAR%E: systemctl restart csw-agent

* *ﬁﬁﬂﬁ%ﬂk?& systemctl status csw-agent

Windows Server 5 Windows VDI BR & & 18
UL F 4 BUE T fr 4+
. Eij]ﬂﬁ‘% net start <service-name>

s P TR B T RLPE IS5 () net start tetsensor - FH T 4T IR S5 ¥ net start tetenfor cer

1%‘.”1’1&% net stop <service-name>
s BT R E AT RLME AR 25 1) net stop tetsensor - F T4 T AR 45 1) net stop tetenfor cer
ERRS:

1. net stop <service-name>

2. net start <service-name>

.

*ﬁﬁﬂﬁ%#ﬁ?& sc query <service-name>

s FH TR BTV IR 4514 sc query tetsensor - HI T-#AT Ik 5511 sc query tetenforcer

AIX BYBR S & T
MU # s T4
* BEIAR%S: startsrc -s csw-agent
¢ {Z1FBRE: stopsrc -s csw-agent

* ERMRS:
1. stopsrc -s csw-agent

2. startsrc -s csw-agent

* EE*&EHE%'{*?& lssrc -s csw-agent

| eIz rnsnercE i
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. Kubernetes {XI2 R AR S5 18

Kubernetes {XIE Z 22 B AR 5 & 18

* BERISUFIERRSS . JoVAAER e Y R B R S ssE AR, DU EAIARAE G A IR S5 2286010, T
RN G 6 SRR e

- e A FERAI, WE I 1 Cisco Secure Workload {4 Pod, JFiZ {74 1) Kubernetes
G AP LR, Pod ¥ AR .

* *ﬁﬁ Pod H"sz_ﬁ kubectl get pod -n tetration Ej‘ oc get pod -n tetration (Jﬁﬂﬂﬂ:
OpenShift) <411 Kubernetes £28£H T Cisco Secure Workload 18H Pod FR A .

Solaris AR5 &2
LU R S BB AT T
* AEIARS: svcadm enable csw-agent
* 1%‘.”2’1&% svcadm disable csw-agent
s EBARE: svcadm restart csw-agent

* *ﬁﬁﬂﬁ%ﬂk?& svcs -1 csw-agent

s L= th
s IR ITIR R
BRNAOL R, 2 TAE G B A AT SR (R DD e, HIAT O #Efmigs)n, ot
AT LLE X SEARRE, A TG ) A P e o 1) L AT S

PAREEHAT RS, AN 4G PN, MRIEIE. HAs. amlid . UhRTT WSS, el
KEGN, ALLOW &/ DROP 5 M8yt . A KRS IPE4IE R, 1EZ U 1E Cisco Secure Workload
H A SR A A T

ERRESRNT
o ARBRLIE 224> 1) TCP B SSL 18 1 K AL
o RELERFBUEHIEAT . 7F Linux WAL L, ARFLLL root 431817 7F Windows 1AL F, L3
LL SYSTEM S 13iE1T .
s WP SR, RIS AT fE . AREE S DASE sl i,y DU A R TR e )
o B IGPATIET LA K 3 A AN B AR EE LAAAT SEms I PR AR5 L, 1 S B A @R SC A, on page
58.
SRIFEMER

JRSATIE, R E SN, eV RELE S Sl . ACHDE R A H] TLS 5 SSL PR X ji % 4
A 5 g B AT (BFE) BEATIEAR . O B P IA% (K7 8 Sk A i as 264, I e A QBRI .

B Iz SRR E


cisco-secure-workload-user-guide-on-prem-v38_chapter7.pdf#nameddest=unique_42
cisco-secure-workload-user-guide-on-prem-v38_chapter7.pdf#nameddest=unique_42

| ETtensrBEnmrE
Linx £& teorkzpir

ARSI IEEMCT & I NG . ALK SRINT T & [ SIS IO R 2E 11 5 13RS
e £ _Eox B K BR AT o

AREES B AT KRPIRZS o WRACEEAS I 2 $AT (K SRS AT AT 22, & 5 YR AT IO IS AT
BB K EEH . AL 2 I F 50 CPU FIAA-4E R G BRI B L«

ARELAL ] BFE 5 391 1 42 il SRS AN GETHE B o RS BT B i FESIS (KR ZS, Qg
Ui RWeRss R () o o B s g g, i avEmE S, UL A
IR T 5.

Linux & LY IEHIT

7F Linux *F & L, fXEA{H iptables. ip6tables BX ipset AKFHAT M4 Mg . 78 EHL LA AR S, ERA
UL T, AL iptables. W E A T IPve M4 HERE, WIREE Sl A ipGtables K45l IPv6
By K3 o

Linux iptables =} ip6tables

Linux P 1% H A5 iptables fl ip6tables, T8 . 4Ed IS A IPv4 Fl IPve Zdis it yE MR . iptables
Al ip6tables €& VF 2 e XK. FEANRAE S 0E KWEE, o] VRS e SO dE . 1XLehtfo
TORUNAE, RSN AR T A I IR AR, Tl R ALEE raw. mhole. filter FII NAT. TiiE
MBEAHS INPUT. OUTPUT. FORWARD. PREROUTING 1 POSTROUTING.

Cisco Secure Workload fQHEN A0, 15 A/l 2 57 £ G iy L () sk AT S A o I 9B 88 38 th 1l L
# INPUT. OUTPUT Fl FORWARD 4 Ji. BRULLASE, ARHLGEZS7RIN A € L TA BE, LA R H 4%
TS B S HEAT 20 R P . 3X 28 TA BEAL & A HEBE IR 4211 Cisco Secure Workload KU LA S AR EE A=
BRI o AR 5P 5 To OGN, 2 JLAR BT 314 4 2 iptable. ip6table 5X ipset AU,
FRG X LER AR AN TA fEid I e W BErh . EXTpy Kamii T fe, AR iy k2B H
PRI R w22, WA, WS FHrRT By KA T iR o e S MR BRIy I b G R 0 SR, I M
Il i 2R g THE B

PUR &AM IR AT 4 (K75 451«
AST TP 5 1R 100 24 SRONGS TSGR St R SRS (4«

source set id: “test-set-1"

destination set id: “test-set-2"
source ports: 20-30

destination ports: 40-50

ip protocol: TCP

action: ALLOW

set_id: “test-set-1"
ip_addr: 1.2.0.0
prefix length: 16
address family: IPv4

set_id: “test-set-2”"
ip addr: 3.4.0.0
prefix length: 16
address family: IPv4

ARER S A BAZ SRS AELANAS B, PR O s € 7 5 (1) ipset A1 iptables JEN:

| eIz rnsnercE i
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i
I

ipset rule:

Name: ta f7b05c30ffa338fc063081060bf3

Type: hash:net

Header: family inet hashsize 1024 maxelem 65536
Size in memory: 16784

References: 1

Members:

1.2.0.0/16

Name: ta 1b97bc50b3374829e11a3e020859

Type: hash:net

Header: family inet hashsize 1024 maxelem 65536
Size in memory: 16784

References: 1

Members:

3.4.0.0/16

iptables rule:

TA _INPUT -p tcp -m set --match-set ta f7b05c30ffa338fc063081060bf3 src -m set --match-

—set ta 1b97bc50b3374829e11a3e020859 dst -m multiport --sports 20:30 -m multiport --
—dports 40:50 -j ACCEPT

IR
If

ipset AZAE IR

MEACBR L E SO A AT A FH R R RUUIET, 7F Linux FHL E@AT AR SR ipset N AZBLER
WK max_sets Bt & . WIFT e, ARS8 FB ) max_sets (i >k FB N4 ipset W%, 4
A TR BRI, AR A AT ipset B max_sets{H, (HASBHATAEATE M. METECE M)
max_sets 1 7E cat /sys/module/ip set/parameters/max_sets .
EHFG X IEZ D

T IRAEACERAC & SO AT, Linux EHL E@A7 FARER S 742 ] E LB K8 HKs: ipset A1
ip[6]tables ]2 HI WA A7 7E /opt/cisco/tetration/backup Ho

AT ICE (LA T 85 H e e A A s A o AEENEAREE G A MIBR 1% H 3.

WAF 53T Windows & £ B KIBH 1T

{F Windows “F-& |, Cisco Secure Workload fXHE <1 ] Windows [ K BEFHAT 28 Sl .

=R/ %4 Windows 5 A 1E
Windows LRIAHIAIME (Rig2e 4> Windows 7 i) ARG LT 287 ) 1 B A 15 109 296 37
o RN 10 4 R R
o M HE Ol Y 4 R PR
o AR 19 265 S YRR R 1 B A SRR A S 7 5 R o

* FHT IPsec Vit = A1 Windows R 25 R

A5 N 35k T H 38 B 2k RS FR % Cisco Secure Workload W 4% S5 IS R4 T 2 B

B Iz SRR E
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Cisco Secure Workload 31 1 1 Windows [}/5 ‘X 1 .

Cisco Secure Workload #1710 Windows Bf A 3%

el &M

7t Windows “f-f3 |-, Cisco Secure Workload [ 4% Sl i1~ 77 AT

1. Cisco Secure Workload P4 5l H Az -1 & 1) By BRI UHE 4% 486 2% Windows B K BRI .
2. LK 7R Windows B K3 h 4 e .

3. Windows [ K3 AT HEI o

4. RN IEEE Windows B KB S HLRMAE . WA B, RA S W2, HAE Windows i
kK hE R Cisco Secure Workload Network Sl .

Windows [J7 I 2 A LIS K R 06 UEEAT 20 2 IX SN AR PR O G S0P, 36T =Nt
EN W S

o BRCE ST
o L HIBC E S
« ASCBCE S

Cisco Secure Workload K& w2 2 A e & SO, (H R SRFS IR 3% S0 IC & SO A r st )

BHREMRETIFRRIG

Windows 7 K 35 FF R 6 RARIEAL e AT HE P o A2 AN 5 B0n L VS HE I, 5™ A R R DK
R, IX RS DENY UL SET ALLOW B0 5SEENM5 &, 124 Microsoft TechNet I ) 3
o,

HHLE “PATARE” F TP REA SR etr ARG S .

ALLOW 1.2.3.30 tcp port 80

. ALLOW 1.2.3.40 udp port 53

. BLOCK 1.2.3.0/24 ip

ALLOW 1.2.0.0/16 ip

. Catch-all: DROP ingress, ALLOW egress

My AL 1.2.3.30 TCP Gty 1 80 AOZHE L RIIA By KBS, &S UCHCETA M, rf g P e )
3IBBEPAT, B E ST . XPATNIET TP ROU . BT RN 1 RLR SR L )
.

i T34 Windows Bl KBS BETE, IXFIAT k2 5 4E Windows T & L2 B RN . A8 AT AN A )
BRI TSN R A B R g, A O S RIX R AT A o

%,

1. ALLOW 1.2.3.30 tcp
2. BLOCK 1.2.3.0/24 tcp

g w N

eIz rnsnercE i


https://social.technet.microsoft.com/wiki/contents/articles/13894.troubleshooting-windows-firewall-with-advanced-security-in-windows-server-2012.aspx#Rules_are_evaluated_in_a_specific_order

B sxsonss

EIfEnE tnBRtRE |
& B H Ath B KIS R BE A9 T4

AR T AT Windows 7 KR 58 A HHBPER S, DUEFZIUHHAAT Cisco Secure Workload 4
Fmg o TELUNIEOUIN, QB IC ] SE AT SR
s AAEHE=T7B KBS, (Windows 7 KE& W AUE AL BRSSP KE ™ i e
RETI WSSO NEPE
o AT 2 SR 2 P SR OB KBS VL . R R Y A
o 7 K EERL)

1 i HE B S R g SR PR A R AN ] PR ER DA N 328 Y it 5 A
* TG E SO TR K

BRESHHIT

Windows 15128 Bl KB AL 0 B IR TS RO By K

, BT IR (1l TCP) , By KBS 4Ed Py ik s
PRER,  DAR I 2152 B 5% 8 Bt o 2 75 )%?u%nu% B T R i 1 e 0TI e A 2 7 K B
MRA ] RVF e RSB KBS SRR RS, 11 L F7 £ INBOUND F1 OUTBOUND & H 8t 37 R o
filtur, 152 &IEH T Web k%545 (¥ LR AL : - Accept all TCP connectionsto port 443
IXREASIC H )2 252 3 11 443 kiﬂﬂ&%ﬁ%ﬁ@ﬁfrﬁ TCP %R, IF VPRS2 5 % b b AT M
Pl R, INBOUND 38 HH 2 A— 400, AT e 2R H 443 L) TCP#E#:. Hii4E OUTBOUND
2% i AATART ) EOUB@MD%*EAMWEWM@%m&%ki
A

Fo fEX
Note

i B AT
PRI EE RIS T M ded B aUERE . T HAh s, 24204 INBOUND F1 OUTBOUND
FOWBEA T g AR, LUS XA T8 A

AHPITIE, AP TCP I, 25 5@ I AR 8 a0 B IR (ARBE SR S v e B i e )
f# N\ INBOUND #if & OUTBOUND %) .
F1 OUTBOUND # 1.

%
of

A
ST HALMY CRFEANY) , 2R ZFE INBOUND

E MBS A IE 9

B IRAEACHRNS S SO e AT, £F Windows AL s 4T ARERAE SR AL KBS 2 /i, K
AT Windows 1Bl kBN A5 3 ProgramData\Cisco\Tetration\backup. FITHE 1
TESEAE Bl A AN AR Ay ARBREN I AN SR % H 5%

WEFP &3 T Windows & L BJK IR

7E Windows V- & L, fCPLM L 3% Windows i3 F & (WFP) ]
Windows 1= 2% 7 K 4 B i 1Y) 465 S s

I PEARAANAT A 25 S . AN
Bl EIlfEns BEnRsRE
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Windows 1=

Windows iTiET & .

giEEE
Windows &L 1€V 5 (WFP) /& Microsoft #24it ()41 API, HTHC & il i 4% AL EE 48y . 489 i

Wb ERREIE A% FH A% 2 APT AN 7 0 APT HEATICE . WFP L85 v 7E AN 2 TICE . WZ)2. 1%
= MAHEHAT (ALE). Cisco Secure Workload WFP i € #57F ALE EACE, Z3LLIT Windows [k
W AR 2 TR, N ENE R . AT, IR REE N = 2R HE T .
M HAR ST AT 2. TERAFIE, WA EER AR E M S B F Vit pE 48, I
REAHR AR RiFabH L. WA T2, BdRR s “PHIE” AR T “ i B4k
IR EAT Ab 2

WFP 8%f T WAF 8%

* JE 5 Windows Blj K BEIC BHOBOC R o
* ik GPO PR

* PR AR IR A SRS P
o VPRI HET .

* Jit 4 Windows B 3 (177 4 BEL LB 6 SR G5 o
* kD S BRI (1) CPU T4

A R 101 SRR g 2% o

o DR BEBR A B SR

WFP B9 IR 2 35

MPATHCE 9 ] WEP B, Cisco Secure Workload 1 %% 23 7 o Windows [ Kk 35 BRI .
£ WFP 80 F, fRHERFELE LT WEFP X4
« R4 HA GUID RIAAFR, Ik agasir s, Ao g il ik
* TIZHA GUID. #FAAE. Cisco Secure Workload 122 it & HIA FE 5 T Windows 4455k
BT

o dpEg B 48K GUID. ID. BUE. 2 ID. FJ2%4. #4E (PERMIT/BLOCK) 1444, A
Golder FLII. B 5 FHIUFH S ms FUAC S WEFP I giE4% . ARELIA ST B o DR P €45 . Cisco
Secure Workload id J€#:/it & 7 FWPM_FILTER FLAG CLEAR_ACTION RIGHT #ri&. IHhrid
AR Cisco Secure Workload 1 Ji€ 25 /N2> Microsoft [ KBS RINNFE 75 . GFT- 44> Cisco Secure
Workload M8 SEMEHIN], FREEaMiE i (ONBEER o) FIBMSCREL & — A a2 4> WFP il &
En

T TCP A5k,

id: 14 , TCP Allow 10.195.210.184 Dir=In localport=3389

FiC B ) WEP 1fJEae T,

eIz rnsnercE i
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. R 32 WFP 3435750 Windows [ A 1%

Filter Name: Cisco Secure Workload Rule 14
EffectiveWeight: 18446744073709551589

LayerKey: FWPM LAYER ALE AUTH LISTEN V4
Action: Permit

Local Port: 3389

Filter Name: Cisco Secure Workload Rule 14
EffectiveWeight: 18446744073709551589

LayerKey: FWPM LAYER ALE AUTH RECV ACCEPT V4
Action: Permit

RemotelIP: 10.195.210.184-10.195.210.184

Cisco Secure Workload 18R 43731 A N 3k A1 H 0l F 34535 SR WS i . Cisco Secure Wor kload ZRIAN kA1
Cisco Secure Workload BkiA kit 2% .

X IE WFP 3 3:%0 Windows Bf A 35

BRI E

BARTEEIPIT

o fRHELA B2 WAF LUk WAF JC & S0
o ARERR SR JCHPIRAS o

o MBERFZE D BT KRS

« REARS GPO KBgIHZRE.

R YRR

WFP 50T B ABRAT SCHRFIR A 8113 SR A2 PRS0
THHRE “HATARL” H R SIR SRVPRHEL) SRNE 7R -

1. ALLOW 1.2.3.30 tcp port 80- wt1000
2. BLOCK 1.2.3.0/24 ip- wt998
3. ALLOW 1.2.0.0/16 ip- wt997
4. Catch-all: DROP ingress, ALLOW egress - wt996

R IR FEHL 1.2.3.30 tep G 11 80 FEE A BIABG KRR, e UCECLJERS 1 IRt foiF. (Bl Tikg
PR, WML 1.2.3.10 IEER SR, SuERR 3 AYFRAETHL 1.2.2.10 IR,

Cisco Secure Workload WFP i JE#7E ALE JZUFATHLE . PILE UL & S5 EH7 connect() listen() Al
accept() B T I YE . BNERE, 5 L4 ARSI W H t A Sk v .

SEc & B WFP 3 EsR BRI AT AL

A LUME ] c: \program files\tetration\tetenf.exe REFH Ol E 1 Cisco Secure Workload
WFP P88 . SCRFA LTI

o fFHEHABRIZAT cmd. exeo

iéﬁf’c:\program files\tetration\tetenf.exe -1 -f <-verbose> <-output=outfile.txt>o

B Iz SRR E
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Ewre gx TERrsetEs [

o B FARIZIT cmd. exeo

° iéﬁf‘netsh wfp show filterso

o B filtersxml SCAFELLSRE LB & ) Cisco Secure Workload 1 JiE %5 .

£ WFP R TER R SR TIERSR

SR SR g AS G DRI IERS)  THHAT LR A

g3z
B 4% \conf\enforcer.cfg.
$I2 2 31 disable wip_stealth_mode: 1
PR3 RAFATS
FRA A PIRRR, LN J7E ) tetenforcer g5

a) BITM2: sc stop tetenforcer LUF 1L TetEnforcer 4% .
b) BATH4: sc start tetenforcer LLJE Bl TetEnforcer JR55 .

Bk
a) 1%)% B A FRIZAT cmd. exeo
b) ﬁﬁ%} c:\program files\tetration\tetenf.exe -1 -f <-verbose> <-output=outfile.txt>o

“Tetration Internal Rule block portscan” filters are not configured.

Al F& 2 BZ & BY WFP 1 jE 28

A PUME ] c: \program files\tetration\tetenf.exe JMERCHLE 1Y Cisco Secure Workload
WEP 3628 . s AMH R JE s, MIRIEAT delete iy &I, LA <yyyymm> #0iRE 4, H
o yyyy TG, mm o Er O ECE B B, iR AR H I 2021/01/21, AR
-token=202101

SRR T AL F :
o B HAARIZIT cmd. exeo

B BT B E ) Cisco Secure Workload i JE#%, 151847 c:\program
files\tetration\tetenf.exe -d -f -all - token=<yyyymm>

o FENHNERATA ENCE 1Y Cisco Secure Workload WFP %1%, 15iZ4T c:\program

files\tetration\tetenf.exe -d -all -token=<yyyymm>

o B Z BRI Cisco Secure Workload WFP i € 2%, 11247 c:\program

files\tetration\tetenf.exe -d -name=<WFP filter name> -token=<yyyymm>
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B we e Trears

WFP &30 T B9 E #IPR I

¥ “PATHIL” (Enforcement Mode) B2 & 4 WFP i), AREERCE SO 4R BB 2L (PreserveRules)
WA AN .

71 Windows & 14 & SR HE

LRI T Windows (1 T $ 280 AT SO IR SORS AR AR AT S, Dy BLIE L DA 75 2R 38 9 4437

B

* N4 FR

* g5 A R

o s T AL T 44
WAF Fl WFP B SR It T~ Windows BRAT 28 40 11 Ik 318 45 70 A Jsd 1) 199 205 SR s v 43 A 4
PR AR A e RS o A I P AR Sl UEAEAT T TAE A AR M 2, SR i g
AR IR R AT SR AL AR M 2 i
FIRZ Al

PERE PP EOE 18 2B SO RO SENS . WR R G ZAS AL T Windows A R GE A JEA% (1SRN,
S B .

| &

BEEBIM 7 & Windows JBIEMISENE, HS S, 443 TWRICHIPE . %65 43 T,

UK

ESRHiER T, AR (Defend) > 9B (Segmentation).

A 2 O B L T Windows F1E 28 88 3 D8 25 1) S5 s PRI

R A G A g B SRS P AR S T

M EIBREE (Manage Policies).

PR LG B 1) TS

BEE I HHARAE LIRS Windows TAE 3.

Iy

RGO SEIE I R AT, s i FNE% O (Protocols and Ports) 1) b B 11
EAME ARG, i #nER O (Protocols and Ports) R IHELAT{H -

fEA R, fish TCP : 22 (SSH).

B Iz SRR E
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71 Windows B 14 & 5% .

Protocol and Port Edit

Rank Action Priority
Absolute 100
Consumer

@& vm-229
Provider

@® Default

Protocol and Port
TCP : 22 (SSH)

Description

Show advanced options

$IE8 B RSRIE (Show advanced options).

While using process level controls a consumer/provider scope or filter should only
contain Windows agents. Otherwise, non-Windows 0Ss (Linux, AlX) will skip the
policy and report a sync error in Enforcement Status. See the user guide for more
infomation.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @

Praovider Service

Pravider Binary Path

Provider Users or User Groups @

PO RN HARR MRS HAREU A B A Ik s .
o A FRAL I IE SEHE R AR A o
* W55 A PRADITUE R 55 2 K

| eIz rnsnercE i
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B 2esT windows 2R g RBER

s P AT LORAM A 4 (B, tetter) B34 (40, sensor-dev@sensor-dev.com BY,

sensor-dev\sensor-dev)

s P e AR A 20 (11, Administrators) Bl H P 4l (41, domain users\sensor-dev)
s WTLMREZAH P AR P A A IR )7 rBR. (B, sensor-dev\@sensor-dev.com,domain

users\sensor-dev )

* Bk 55 A BRAUH - A4 ANBETR] IR C

P RN AFR RS SR A E S L ug 2% .
b2 0 i A P 2 el D B A KA [ v
PN AN BRSO R CiERD .
Biltn, %N c:\test\putty.exe

P$IE12  pLEH (Update).

LAY ET Windows 1R 1E R FRIKREE AL E
R SR G TR YL, SO RO VHERTAR (T
AT, ELA i LA LR e

dst ports {
start port: 22
end port: 22
consumer_ filters {
application name: "c:\\test\\putty.exe"
}

1}
ip protocol: TCP

G WA SEVT iperf.exe AT B SCRAEAR] S 1 AHEC IF WO 2634 45, D) 22l ) SRS e G Tz«

match set {
dst ports {
end port: 65535
consumer filters {
application name: "c:\\test\\iperf.exe"
}

}

address family: IPv4
inspection point: EGRESS
match comment: "PolicyId=61008290755f027a92291b9d:61005£90497d4f47cedacb86:"

}
X+ LR €SS, Cisco Secure Workload 3158 — 4% S AU DL Ao AF4R 5 BRI SR &, W0 F AR

match set {
dst ports {

B Iz SRR E
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& #APRHI

IR
If

}

EET |

end _port: 65535
}
address_family: IPv4
inspection point: INGRESS
match comment: "PolicyId=61008290755£f027a92291b9d:61005£90497d4f47cedacb86:"

PR 28 I AT T it BB o o JRAT T8 2 AN 24 T Any BRSURGIEESE T A R g i

* Windows 2008 R2 A7 7T Windows 41 2 48 1) JE s .
o AT DU R BN P 24 R TE X 45 SR, 1 MIS Bk B% UL SCRF 2 AN

o LEATHIJET Windows #4F RGE MK FEME I, A F 2 AR A YO T mlned 8 2 B AR A0 5 Windows A RE
A, dE Windows #:/E R4 (Linux. AIXD Bk SRS HAE “HITIRE” (Enforcement Status)
R A AR

o G AN JESAT TEAA 1) Windows #/E R IL UERS o ST T RE S 4T T AN 210 1 46 i [

o WAERE RGU IS YRS AT Z AL E I, IS sms FOEH T, [FRE, Wi i fhaame
B, A e S TR .

o TR S RERE BN S, R R SCEORSS BRSO TR BB TR T AN, 0 SR SR SR F AR
T Windows #:/E RGN I ELS, SIS it s th IR 22

{£ A& T Windows #R1E R GE AT IE R 143 SREG 1T I UEFN AL FEHERR
I AL P IE T Windows #A ROCIEIEIRPE, LT 046 4 5 5 00 UE AL ACEHE R 5 8.
SR TAC T LU 528 0 PSR (5 S KON IS ST e

BT A afra sk

AEF B A5 B SR IE Windows 541 ARG T A S g b LT N 44 PR K SR - HE B b
LU SRS TE NN ¢ 2 \test\putty . exe (W H] I SCHR 19 AR gk bR U o

T N A BB RBISR

dst ports {

start port: 22
end port: 22
consumer_ filters {

application name: “c:\test\putty.exe”

}
}}

ip protocol: TCP
address_family: IPv4
inspection point: EGRESS

eIz rnsnercE i
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B zrumammss

5 RRCHIRF A SRR
Mwﬂ;m&wmumw
Tetration Rule 1 Properties XK S Newl
Protocols and Ports Scope Advanced Local Pincipals |V Filter
General Programs and Services Remote Computers " Filter
Prog[m V Fllter
FH Al progra o e : View
G Refre:
i,":"t&ﬂt\ptl‘l'yﬁﬂ | Browse s Expor
ﬂ Help

Application Packages

.+ Specify the application packages to which = no—
~p«, this rule applies. Settings... etration

# Disab

Services & Cut
“H aSgpegyﬁtm services to which this rule Settings... 2 Copy
- B Delets
=] Prope

Help

15 A netshE A AY i i 28
T AL Windows T HIGFIT 8282 15 TR N2 S ZORms b, AT LA T Ak
o A BALBRIZAT emd. exe.
* JZ4T netsh wfp show filterso
o FE AT H s A i SO filter sxml
* & FWPM_CONDITION_ALE_APP_ID LIkl SCAFH N 4 FK: - filters.xmlo

<fieldKey>FWPM CONDITION ALE APP ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>

B Iz SRR E
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<type>FWP BYTE BLOB TYPE</type>

<byteBlob>
<data>
—5c006400650076006900630065005c0068006100720064006400690073006b0076006£006
—</data>
<asString>\device\harddiskvolume2\temp\putty.exe</
—asString>
</byteBlob>
</conditionvValue>

{% A tetenf.exe -1 -f & f B4 WFP 3 jE 28

Filter Name: Cisco Secure Workload Rule 1
EffectiveWeight: 18446744073709551592

LayerKey: FWPM LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 22

Protocol: 6

AppID: \device\harddiskvolume2\test\putty.exe
ToR B9 A FR

* FE WAF B, S e BT A AR B T B KB U o

* 7E WFP BN, AN b BRI N ARG WEP i yds, (HASHELE NPC. APl &
ERSIRL R USSP

ET RS 2 fRAIRER
AL B S Windows #RAF 2R 48 TAF 73 IR 55 4 PROR S8 UL SRS - BEAT Wb FIR B
PATR 75 A 48 SR A A A7 b s i 5 e

ET RS 2R AR OISR AR

dst ports {
start port: 22
end port: 22
provider filters {
service name: “sshd”
}
}}
ip protocol: TCP
address_family: IPv4
inspection point: INGRESS

| eIz rnsnercE i
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ETIRE BFRAY AR
& B BRIBA K AE A
'rotocols and Ports ~ Scope  Advanced  Local Principals ~ Remote Users A &R New Rule...

General Programs and Services Remote Computers ﬁ  Filter by Profile

Programs gl| ¥ Filter by State

= B/| 7 Filter by Group

R -

Customize Service Settings
Apply this rule as follows:

Application Packages pply to all programs

=y Specify the application e -

-;.ﬂ-f' . this rule applies.

Services Name Short Name )

M mtm RURERAS S, Network Connectivity Assistant NcaSve

- ' ., Network List Service netprofm
%, Network Location Awareness NiaSvc
. Network Setup Service NetSetupSvc
., Netwaork Store Interface Service nsi
%, Offline Files CscService
%, OpenSSH Authentication Agent ssh-agent
&% OpenSSH SSH Server sshd
.. Octimize drives defraasve e
[sshd |

1 F netsh: B 89T IE 25

LA Windows T HIGIE 77 U0 sy MG NI JE &, W AT BA T 2 4F
o A BIALBRAZAT cnd. exe.
* JZ4T netsh wfp show filterso

* 54T H s A e H S filter sxmlo
Ki#r FWPM_CONDITION ALE USER_ID LIFREU H ST filters.xml FF G J1 44 .

<item>

<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>

<type>FWP_SECURITY DESCRI PTOR_TYPE</type>

<sd>0:SYG:SYD: (A;;CCRC;;;S-1-5-80-3847866527-469524349-687026318-
—>516638107)</sd>

</conditionvValue>
</item>

{F A tetenf.exe -1 -f & f B WFP i jiE 28

Filter Name: Cisco Secure Workload Rule 3

B Iz SRR E
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EffectiveWeight:

LayerKey:
Action:
Local Port:
Protocol:

User or Service:

TR HIBR 55 & FR

srmpasapangs

18446744073709551590

FWPM LAYER ALE AUTH RECV ACCEPT V4
Permit

22

6

NT SERVICE\sshd

* fE WAF BT, RGE N AL IR 55 4 K QIS Bl K S o
* £ WFP BEUR, RS NAMAAENI IS AR QI WEP i JE45 -

* 4% SID A5k A2 B (Unrestricted) 5857 B (Restricted). 4151k 252578 4 ¢ (None),
DR LAV B K B0 AT WEP 138, (EE IR .

FGUE SID M, HIZTLL R iy

sc gsidtype <service name>

E TR P A AR ZRRE

FEFH UM E B2 i Windows 1#84F R TAE TR BRI 40 G R - LA RRD SRS IE s I

BEAT MR HERR .

A TR R B A SRS N AE A S B s K7 5
/e 80 AP 1B S R G OE I A SN L G- o i
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B z2rrrasmsangs

Figure 2: £F Fi P4 A A 2 IR B

Description

While using process level controls, a consumer/provider scope or filter should
only contain Windows agents. Otherwise, non-Windows OSs (Linux, AIX) will skip
the policy and report a sync error in Enforcement Status. See the user guide for
more information.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @
sensor-devidomain users,sensor-dev@se

Provider Service

Provider Binary Path

Provider Users or User Groups @

ET P &R KRR

dst_ports {
start _port: 30000
end_port: 30000
provider filters {

user name: “sensor-dev\sensor-dev”
}
1}
ip protocol: TCP
address_family: IPv4
inspection point: EGRESS

ETRPEARZRRERA

dst ports {

start port: 30000
end port: 30000
provider filters {

user name: “sensor-dev\domain users,sensor-dev\sensor-dev”

}
}}
ip protocol: TCP

B Iz SRR E
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address_family: IPv4
inspection point: EGRESS

A R HIRE A SR
T H P2 B985 A&
s 3T 144 sensor-devisensor-dev [ [95 K 350 )

grmrasippanEr ]

Tetration Rule 1 Properties

General Programs and Services
Protocols and Ports Scope Advanced
Authorized users
1 Only allow connections from these users
" % SENSOR-DEV\sensordev
;

Exceptions
[] Skip this rule for connections from these users

2

ETRPER R 2R ERN

e FETH 44 sensor-devisensor-dev A1 7' 4 domain users\sensor-dev ) [57 2K 3 50 )

Remote Computers
Local Principals

+

B E X &

New F
Filter |
Filter |
Filter |
View

Refres
Export
Help

Tetration R

Disabl
Cut

Copy
Delete

Prope
Help

eIz rnsnercE i



ETERH EBERHERE |

B 2rrrasmpanzs

.ocal Address Remote Address Protocol Local Port Remote Port
4| Tetration Rule 7 Properties *
4
A General Programs and Services Remote Computers
A Protocols and Ports Scope Advanced Local Principals
e Authorized users
A [+] Only allow connections from these users
4

| SENSOR-DEV\Domain Users Add...
A % | SENSOR-DEV\sensor-dev
A —
A
4
16
A Exceptions
A [] Skip this nule for connections from these users
Y
Y :$EE; Add
i Re -
Y
Y
LY
Y
A

Cancel Apply

{5 F netsh4 B BY 3 2 88
FAf A Windows T HIGUE 15 Ok RS It €2, 1T BA T 3

o il A BEAUBRIZAT cmd. exeo
* ﬁiﬁf’netsh wfp show filterso

o 7E 20T H S AR R H SCEE filtersxml .

Authorized Computers
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any

« #7#% FWPM_CONDITION ALE USER_ID PLZREU H S filters.xml W 2 44

<item>
<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>

Au

An
An
An
An
An
An
An
An
An
An

An
An
An
An
An
An
An

An
An
SEI
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7£ Windows T3 52 _E#4T Kubernetes Pod .

<type>FWP_SECURITY_DESCRIPTOR_TYPE</type>
<sd>0:LSD: (A;;CC;;;S-1-5-21-4172447896-825920244-2358685150) </sd>
</conditionValue>
</item>

{F A tetenf.exe -1 -f & f B WFP i jiE 28

ETHRRIE

Ml BT P 44 SENSOR-DEV\sensor-dev (1] WFP |

Filter Name: Cisco Secure Workload Rule 1
EffectiveWeight: 18446744073709551590

LayerKey: FWPM_LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\sensor-dev
ETRPEMARZTIE

. 3T-H P44 SENSOR-DEV\sensor-dev A1 ' 4144 SENSOR-DEV\Domain Users [{] WEP }{ U]
Filter Name: Cisco Secure Workload Rule 1

EffectiveWeight: 18446744073709551590

LayerKey: FWPM LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\Domain Users, SENSOR-DEV\sensor-dev

TCVE Ay P 2% SR KI5 B I 95 4 PR AT P 44

\}

Note i SfLH 2 A4 sl P AL TERL, WU SHEms 22 4 Windows AR

£ Windows 15 & _E #1197 Kubernetes Pod

1F Windows TAET 5 _F 4¢3 Kubernetes ~FP SRR EE RIS, 'E27E AKS PR 4fi3kk 1 Windows
TAEYT 5 F1 Kubernetes Pod [ W28 7 .

=K

* £ EH Windows 77 &) AKS 855+ 32 £ 4T Kubernetes Pod.

« PATHIR L0 WP, JEEAREE MM (Preserve Rules) HE 2“7 (Off).

* 32 ¥F Microsoft Windows Server 2019 F1 Windows Server 2022
IXEESEMEAE vSwitch &6 VFP 1828 Pod (K13 AT . MEALILSEF & (VFP) /& vSwitch )
ANAPE, T ECE I IEAS LAAC B 25 iR . AT SRR, “PRETEEN” (Preserve Mode) 4t 1~ G FATIR

| eIz rnsnercE i
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. 7£ Windows T3 52 _E 34T Kubernetes Pod

FEASIEDEAS HATLUR Jm
* Id: RLUER AR
* Direction: f& ANBA%H;
* RuleType: AC#BLELEHL.
o« RAN CATHBL” I, WILE vSwitch FRCE L JEEE
« HIRBOY TN I, MEE WEP g

* Action: FOVFECRHIE
* LocalPorts: X A] PLJ&u D s yu . #1401, 80 8% 100-200.
* RemotePorts: 5 AXHb it I AH A

* LocalAddresses: 't &Ml akyuiEl. #l4n, 10.224.0.5. 10.224.1.0/24 (A RRVHAEH
10.224.1.1-10.224.1.10) .

* RemoteAddress: 5 A<tk AH[H]
« Protocol: ICMP/TCP/UDP/IGMP H}¥ 255 Jy IPPROTO_RAW, 256 - PROTO _MAX

B8R UDP Rl TCP fisw it 1, JF HERAEARE T WM, 75 WSS h A e ve A o 1 .

L0 11 1 SR — TOUSE T 45 A o SRS — AN BB ARk, A S i BT 25
PRI

KR AREPIAT . A SRR T P B S5 1 Sems o

5 Calico B9 A 1%

Pod HUATTE “LREAFIN” SCHIREA T TAE. 4 Windows fRELFE Pod EHATHINIES, & 24MlkR Ol &
RISk o Uik Calico HAFAEACEL L JEPAT & Sfems, WACERAS FL U Nz, JFMIER t Calico fiCE:
(VIR 28 Segs I OB AT ACER s

\)

Note  7F Windows 5 55 I 1%k Windows fCHEHS, KR L BRAT (1 5065 o

B EE VFP 3 E 2SR AT 014

18 H Cisco Secure Workload 1| H{ Pod i JE 2% IR AT . 78 AKS M, ] DU N & PowerShell
A, B4TLLF PowerShell JiiAS: c:\k\debug\collectlogs.psl. Trf CHCE I I3 1%
A vipoutput.txt F1 hnsdiag.txt.

fIB% Windows X 32 Ec & Y VFP i3 888

1. RS HARIZTT cmd.exe.

2. Jéﬁt”uﬁ?/&\ <installation folder>\tetenf.exe -d -f -pods -token=<yyyymm>o
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AIX & ERRIERAT

\)

Note iy &2 HFRITH Pod ) VFP i JES .

SFRAT B SR BE A 4% At AT M PR HERR

1. iBfTH%: netsh wfp start capture keywords=19.
2. BTG,

3. BRI netsh wip stop captureo

4. M wfpdiag.cab 3C#F P $2E wipdiag.xml. &F & E K.

LR SLVFERZ S E% LIS 21 Pod SIS, TEPAT AR BRA4F

1. Eﬂiﬂ ET\N’%?ﬁ%: logman start <session name> -p Microsoft-Windows-Hyper-V-VfpExt -o <output
file.etl> -ets

2. IBITMS .
3. P%ltﬁﬁ%%ﬁﬁ: logman stop <session name>o

4. Eﬁ“ﬁé\%%ff#ﬂ, i@/?: tracerpt <output file.etl>o fﬁ/y\’%ﬁljﬁ dumpfile.xml I’ﬁ:o ﬁ%ﬁ]
28 o

AIX E& ERIRIEHIT

IPFilter

7E AIX V-5 I, Cisco Secure Workload fXE 2 ] IPFilter S FHFE 7 K PAT 45 605 o BRIV L,
TN BB ARG, AAFE B IPv4e T I8E . ASZF IPve $UT.

AIX Fff IPFilter A THEAERT KBRS, HAE AIX BN NS et et efE WD i
B fusr/libldrivers/ipf AT IN#%. e 445 T-4if% ipfilter LUK ipfy ippool. ipfstat. ipmon. ipfs
M ipnat SEFIREFY, BEASIUAE 2 B WRIILECAE. A OTRAIME B, W20 AIX TP ) IPFilter
U

Je AT, ARERAL ] TPFilter X7 fuiF k& 57 1Pv4 S0 B I (¥ TPv4 R S8R BT 4 . fRER
SR IXBERIN Sy A, DA P P ko) SEMS HEAT 3 SR B . X SR N) C04% M FEME IR /L= 1 Cisco Secure
Workload FiIUJFI A A fb i R0 o

ACESCEII ST T S AN, AR IX LR DR S A ipfilter B ippool KRN, JFRpiX 42
RN L E SRR o 0B SR EAT ARG , PATARRE 2 M P05 IR A A AR AT AT AR BN i 22,
RS, W ARG kg o ARBE S ERERDT S P iR K SR, 52 00 P i s i o JOIR 2

HST TP 5 1R 100 24 SRS 7 JE P St 8 SRS (A «

source set id: "test-set-1"
destination set id: "test-set-2"
source ports: 20-30
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destination ports: 40-50
ip protocol: TCP
action: ALLOW

set_id: "test-set-1"
ip addr: 1.2.0.0
prefix length: 16
address_family: IPv4
set_id: "test-set-2"
ip addr: 5.6.0.0
prefix length: 16
address_family: IPv4

ARELS H HAAE B A PEEENS, IR UK€ TF & ¥ ippool A ipfilter KLY :

table role = ipf type = tree number = 51400
{ 1.2.0.0/16; };

table role = ipf type = tree number = 75966
{ 5.6.0.0/16; };

pass in quick proto tcp from pool/51400 port 20:30 to pool/75966 port 40:50 flags S/SA group
TA INPUT

pass out quick proto tcp from pool/75966 port 40:50 to pool/51400 port 20:30 flags A/A group
TA OUTPUT

FEHBHAIEZ S

T IRAEARERACE SO AT, E ATX EHL RIS AT IARE AP EMLBG KRS 2 1T, 4% ippool
Al ipfilter fR) 24 A1 P9 2577 3] Jopt/ciscoltetration/backup . 047 it B (1) S48 T B S FH R A 2342 i
B e ARBEENES A MIFR 1% H 3%

SRR IPv6 04T .

*Ag'ftiﬁ'{k:u-ﬂ] Q;E1-|_1I=I i

Procedure

FE1 N BEK T, ROEREE (Manage) > T1ES# (Workloads) > {XI2 (Agents).

$122 4% (Distribution) i1 F .

FIE 3 Nl UL T AR A

HA (R b, AT DU A CPUJFAY . W S JFAS . ARELEATIRGL . AR A . ARE RO 2 A1

%Mﬁ@?ﬁf’%f’ﬁ%/ Lo A .
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Figure 3: “{X324>%5” (Agent Distribution) T1TH

Enforcement Agents Distribution

installer  Upgrade  Convertto Enforcement Agent  Configure  Monitor  Distribution  Agent List

Workioad Agents - Enforcement () - Endpoint Agents - Flow Ingest Agents ~ inventory €0

CPU Overhead Bandwidth Overhead

AN

tes)

&
H
H
3
) e o e W o 0 e P B )
Agent Health [YJ(=]  swupgrade status =]
====== ok
Agent Software Version Distribution (Y]  Agentos Distribution RAER
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Note {RIBiZ{TIRIML: APLLAE 10-30 20BHE IR — K. WIEAGELE 1 /N 30 2 BloRZEN, UARER
Mo FARRE SR o ik D iRaR, R AR ALE 1 /NI 2] 1 /M 30 20z n), AR
R e v B TR BRI AEANE SRS o

ARPATREEAE L, WS “PITIRE” #53.

EEREFMAER

PURD BRI T S0 E “ TN S SCE” (Workload Profile) I [ A &I 2 —, 1% 7 &
TG K TAE AR B O e B HE I PR A o

Procedure

HB1 P iE kT, A8 (Organize) > > SEEFIE = (Scopesand I nventory).
P2 WREEF LG B TAE .
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FREMGE (RSB EEO .

ARG, WS G TR,

REREEE
R ER AR ERNERFMATR &Y

o HR1E B AT BT 1) Cisco Secure Workload H /' 1 (4 4% 4IF

o LY
* KPSCRE

ELERE EBERHRE |

Wl BRI, ATl Wil

ARVEME R, WS A ORI E 117 A, on page 56,
* HEREAE BN LI AR TAR R EIs TR AR S5 OB . A RPRAR (5 R, TS AL

FEEL

* BAEMRHERSFP G ZRMZRUM . ARTFUER, ES M E R

P A e ERE & R B 1R

1 WRVE R T A G e B SO ATE B R R AU -

2. VEOMNEIE BT, BRI LLEIEE RS By VG B AR ORIR K BC B SO, R L lie B S s A

FAREE

)

Note /p: “{QPic & 1" (Agent Configuration Profile) F,

AR E.
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Figure 4:SEE Fi B HEHMRERIBRE

Agent Config Profiles Agent Config Intents

Name Config Actions
Apply profile Default to filter Everything
Enforcement
X Enforcement

Wi e Mode - WFP
: Pr:n;:«::;;rcemenl lode View Deleted Agent Config Intents i=

© Allow Broadcast Interface Config Intents Create Intent

© Allow Multicast
© Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%) No intents found
© Memory Quota Limit - 512MB
Flow Visibility
© Flow Analysis Fidelity - Conversations
© Data Plane = Agent Remote VRF Configurations
© Auto-Upgrade Edit |i=
Default % PID Lookup
% Service Protection Used by 1 Intent
@ CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB.
X Cleanup Period
© Flows Disk Quota - 512MB
Process Visibility and Farensics
X Forensics
@ Process Visibility
© Package Visibility
X Meltdown Exploit Detection
@ CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 256MB

No configs found

3. Ui A AN LI “ARHACE " (Agent Configuration) T A ATA 4l4F, WHGHE e O/ E
L R RIS A R .

Fio & 2R

1E “IRMAREERCE " (Software Agent Configuration) UUTHI I, Fc B 4K CHE LG 5 & 72 3 i 88 uliSE
BB E. NFEAMREL, N AR E . BRIENEE, 1ESHEHE Cisco Secure
Workload ¥ %577,

)

Note 5 J-{L.fi] Cisco Secure Workload %, i 7 A5 AT K5 5 i B SO I IBE (1 BT AT ACFE b4 T ERAACER
fi .
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Figure 5: SRR IBECE

Software Agents Configure

Inssitalber Upgrads Convert fo Enforcarment Agani Configurm

Agent Config Profiles

Hame Conha
Enforcement
& Enforcarment
@ Wndows Enforcaman: Moda - WEP
3 Preserve Rules
& Al Bmedcast
@ Alow Mukioast
@ Alow Link Loca Addre e
@ CPU Cusma Mods - Acjusted (3%)
& Mumary Custa Limi - S13MB
Flow Wisibiiny
@ Flinw Asabgais Fidkaling
& D @ane
B Aunn-Upgrada
0 P Lockip
¥ Swrvica Protec
& CPU Cunia Mode
& Mamary Qucta L IMB
@ Cleanup Heriod
) Flowss Diskc Cucta - 512ME
Frocess Visblity and Forensics
& F =
& Proces Vishiity
B Pockage Visibii
- 3% n Explot Detecion
8 L Dt Wlodke < Acfusted ()
@ Wemany Quota Limit - 25508

[s ]

E-forcnmund
& Enforcoment
@ Windows Erforcoment Mode - WEE
2 Presense Rules
& Al Brosdcast
@ Aliow Mukicast
B Aliow Lisk Locsl Addresses
8 CAU Guotn Mode - Arjusted | 1%)
@ Memory Quota Limk - 5128
Finay st iy
© Flovw Anaksis Fidelly - Comamations
& Cutn e
& Auto-Upgrade
X PID Lockig
2 Gemaice Pratection
@ CPU Custa Mode - fojusted | 3%)
0 Memary Cugta Limé - 57200
X Cleanup Period
0 Pl Dbk Cudita - S12MB
Process Wisibiiy and Forensics
8F e
& Piooss Visitl iy
& Package Viski ity
T bachorvens Exe kit Dot
@ CPU Cunia Mode - Acjusied {5
O My Chanitia Limit - 256048

SENMOZE

Wiews Debetind Agent Canfg Profikes IS

BIEREREE XA

Before you begin

Moritcr Distribution Ageni Lisk
IR e contig intens | cresns o
Acsans -
Apply profie SENADES 1o Fie: SENAD2S,_Aganta_2 Eclz m =
Apply prafie SENADZE o titer SENADZE_Agents Exlt m =
Apply profile Defast 1o fite Everything
Wierws Deleded Agent Canfyg Inlents i3
Interface Config Intents m
[ ean |=

Mo interas found

Agent Remote VRF Configurations

N sonhas Tound

=

B2 B0 B AR R FI T $E 4518, on page 56,

Procedure

TR NFHE R, KOO EE (Manage) > T{ES1#k (Workloads) > X2 (Agents).
$122 LEE (Configure) XTI,
PR3 nii R E XY (Create Profile) %4 .

TR A MANCE SRR, FFIERERCE SO T VG
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FIRS A8 FRAIH I T BOR G 2 (1 1E

Table 8: €32 R IR BC B 34 EL I BR

FH 5L AA
AT
AT B -AEAREE BRI AT . SR I AT R, AR BT Sl B s B . 28

(Enforcement) | F (L) - FRELAHT HeM

Note 4 Gi7efREE [ Ja . 25 H A E B A F SRS HAT, &SRB KERIR ST
PR AT EOA A R E N ALLOW,

Windows HU4T4R | 7t Windows TAE 5% [, ARHL AT LUE Ik LAR 7 AT I 4 S -
I (Windows

Enfor cement * WFP - Windows i J€ -4 (7F Windows 1 & 2% 5| 4 b H B4 5 WFP i €
M ode) ) o
WEZ I WEP 0 T Windows V- & L [JACEEFAT, on page 36.
* WAF (2RiL) - Windows & 2B K di% .
152 HWAF #2F Windows I & _LIACFEHAT, on page 34.
REB AN BH - R DA G KBS .
(Preserve Rules) . e o
=E (BRIN) - £ H Cisco Secure Workload A7 [F1FWAT SRS FL I 2 BivE R B B
KB HEI o

BRAPAUR LR T WIUCT RARP . SEATRAERA A1 “ (R (Preserve
Rules) 43 A7 P 1 P45 4.

SRVEHE (Allow | R (BRI - B KN, DLAC VTR 6 LA LUR 1) HR 8.
PO RO, MBS 0 DENY, U R 2 .
ARVFBIE (Allow | B (BRI B A LN, SCVF LR 6 L% A B LA
WSS s e, I GOSNy DENY, AL B2 5
AVFREEAS | 2R G - B3 KRR, LA VF A S0 R B A b

#E (Allow Link
ooa) A oy |28 USRS, 015 CER - fOS0IA R DENY, AR 2 59

| eIz rnsnercE i



B oeremsxs

B Iz SRR E

ELERE EBERHRE |

FH& 118

CPU ECEIRIN | 2% (BRIA) - CPU MU R&Erh i CPU Bkttt AT %, filln, W4T 10
ﬁ%fwma A~ CPU, 5 CPU WIS 3%, WIARHELESLIUREREA 30% (TS
ode

T5ER - CPU PR AIME~F-15) 5 AL VSR . Bdn, dnifs CPU BRI &4 3%,
MARGFH 104 CPU, W CPUERIFN 3%, X PR HIER L, R

AAELEIN AL
ZM - 250 CPU [RiIZhRE . ACRE AR RS H AT K CPU B

HRVEYE K, 124 Cisco Secure Workload 7= i T/t o

CPU Ec %7 PR 1
(%) (CPU Quota
Limit [%])

LAZR GERLBEBE T3 (¥ 77 23 LEORAR R S B A

R 77 EC 7 PR
(MB) (Memory
Quota Limit
[MB])

T BERE M AF PR (MB).  WERBEFEA RILEIRA, sl

AT AL

IlILJj\iﬁ* E%E{

xHiE BN - FEPTAAREE R AP T

(Flow Analysis . . v e
Fiddity) SEAR - AEFTATACHE LT At
KEFME (Data | BA (ERIAD) - Jo AR DL AR B R4 55
Pl
ane) ARE - A
B AR BHRE GV - FHAa T N B3 AR E,

(Auto-Upgrade)

R - A AT,

PID &#% (PID
L ookup)

- FEACEE R FRERE ID A4k G, BRI 2ulf 4 3t 55 T4 i

?JZEP s AT AR . AR AR e, AR 2 PRI A 3 HE R
B, DAl CPU TP BIAEE T T RCE, RELbiith nl BER S AR RERE
7

A CIRIA) - AEEAREE LR IR ID Ak,
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FE i RR
AR S5 RAP (Service| B - 7EACHE_ LIRSS R4 R, ARERaT BB LT 25 A4S AR
Protection) EMEEYE R CEE DL T VS R CRIPE e T e die i B
Note « FEIEH ASHTHEARTLR, 52 IR AR
o AR TF BT A -SSR A .
o MRS PRY S BH AT AR 5 il TH 25, Wil 22 &7 7 BIAS - forceUpgrade
I
1R IR RS RIS, ATFT RS )E BT %
B (%) - BOAENCR, SRR ERIRS TR
LR CERIAD - ZET A AR S H R
Note it 3fifEANi&E HIF Windows {03
CPU ECERX | BiF% (B - IR¥E KL CPU B % CPU M. Bitn, Wi KRG+
(I\;JEdLé)Quota 10 /> CPU, ¥4 CPU FRHIBEE N 3%,

PRI AT R VAR LT 30% CHETHRINE) .

TER - CPU PR&ME 3 S5 THEMLEIUCES . i, ¥ &S84 10 4 CPU ) CPU [R
HIEE N 3%, W CPUAEHIHAN K 3%, 31X & —Fh R vE s sm iz, I H R
LE DB AE

ZR - 250 CPU [RiIZhRE . ACBE AR R ZUH AR CPU B

CPU Ec %7 PR 1
(%) (CPU Quota

F g ARBE AT (K AR GE AR B RE T A SE B BRI T 23 B

Limit [%])

WAEECERIRE] | J55 R A VR PO AR (LU MB e o o Rk Bk b,
(MB) (Memory |,

Quota Limit

[MB])

HEA (XD BR - AP R AshiEH. AR AR S AR /i AR

(Cleanup period o N . -

[days)) B (BRIA) - REERIE L @i
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ELERE EBERHRE |

FH

AR

G R ECER (MB)
(FlowsDisk Quota
[MB])

BN T AT A s 1) e KR/ R (MB) 6
i “PRERLICAT” (Flows Disk Quota) BN :
© 0: ARHEIACEAHAT il B ER I

* FH: JAH “UWRTEE 7 (Flows Time Window) 7 Bt. 7RI [A] & 11 4
NFFEERSE S,  “URBERLTCAL” (Flows Disk Quota) B4 H i Z 0 i &
4 16 GB.

AT LA “ERL AT (Flows Disk Quota) B8 “ ¥ B 1A & 117 (Flows Time
Window) BT AT H & g2 ol,  DASTARH RIS 2 18] (1) 452 v 1B

filtn, WA CK “URINTRIE 7 (Flows Time Window) & 24— /N, IF HAR
PICE SRS, WARERS At o — DI g . AR e TAE 1148
R /N IS R A A AR S e A S ) H RS G

LA MB P Fi G CAFfift A 1 5 K/ R

REEEO G
BT) (FlowsTime
Window [Hour g])

LAINIS S B A5 5 AR A 0 AE AR Ml SR A7 Ak R I 1)

PEPER A ECEN (Flows Disk Quota) 57T B & O (Flows Time Window); &7
K/NEETI ) e 4 . EHe “UWB % 17 (Flows Time Window) J&, K “¥i
WEABCAT” (Flows Disk Quota) % &k 16 GB. ¥ “UiiiLHCA” (Flows Disk
Quota) W E k) 0 2RI RE

RIS BRI BRI eI ) BRI, St s e e
DCYARAE “RBEALTCA” (Flows Disk Quota) 7B NAE I, A4 WoRib 7B .
LN g BT i N AR SRR I8 AT £ AR L P4 S I 1)

o HARENERWS A, AL AOL SN R -

 FESOR T A RN, AR E5) EARGEpREIH . S H
LN Bt A R T e RS

o MR 2 o I KRR 1A K/ AL e 5, B3 AT G o Ml s 222 AN TR
o ARBH 20 M R A A7 Ak RO U K
FEA A At R S A B I A R/ st TRI BRI g FEM B

REE RS, IR AT EGE

RKEE A

B R - 5 IR AR A5 8 A B e B 0 2 22 A il IO R 2 BLZ T
VEGE T (CVE) BTl s i -

R GO - ERE BRI,
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FH 15t AR
Az RIALIE BB R - J5 DRI R AT (MR PR R o I A IR /s AR i rh KA 7 1)

BERESIZR S IE CPU RN AF I B 3 DL R IR SCAF B B b i (0 LA, 3 AT HY
IEHEREDRIEI, IR R S B R R R, A fERERE PRI b R iR
7755 CVE AHREk.

R GERA - R AT

HUIE BA-EARE ESHBGE. AR AEAE R G i IR & IS . 1%
FE RO A5 R 0 BT AT 2 g R BOGUE R =R AR BT L T 1) o I A A R R AN
FHR S RS, S E . HAm AR I, I Refs /e 2 Higk
R 25 9 S R R A 24T

BRRRIEIE | B - ACE S BGEA S BRI . VRS R, ES AR
gl “PEIE” o

B (BRI - EACHER AR IR R A .

CPU E&itE= 2IAE (B - B RLH M CPU & HFE CPU R, #lan, wmRARSEH A
10 /N CPU, 5% CPU FRHBIVEE M 3%. EBEHA S mId B St 30% R TRERm
) .

TRER - CPU PRAME -3 5T EI VS . 40, # CPU BREILE N 3%, 1 &
GHPAT 10 > CPU, U CPU 1 R ARHF A 3% FAT 75 00 B A FH 3 Fofr B s
Ko

B - 25 CPU FRMIZhAE, ACERAAEHERAE RS AV CPU HR

CPU BC&RBRSI | e fQH A 31 ¥ R GEAL BE Ak )3 1 92 B BRI 17 43 L
(%)

MEFBECERPRE] | S AR (MB). 01 A Al BRI e B A, DR 7
(MB)

YR 6 LHIRTF (Save)

What to do next
B0 B SO S AR B R B OGS . A OCTEANE R, 1ES 1 SN & & &, on page 63

flEREREEE

l

Before you begin
* 15 S B OB A AR R R AT $2 454, on page 56,
o QUL B S 1S ORI S, on page 58,
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Procedure

P AN SR, AHEEE (Manage) > K2 (Agents).

P®2 ShEREEIR.

$IE3 piiEAOBREZEE (Interface Config Intent) #7855 11 (1 X IR B B Z & (Agent Config Intent) 441
PR A AL N R BB NG 2 A

FB it BR
Bo B3 (Profile) (30 i NIRAT G BSR4 FR, AR A NN R F b ik
PRA%CE A
diERs (Filter) (435D WAIAT L DR BV I A FR, BN N R
TEFEAI BT JE 45 (Create new filter).
ARV IESR TR R, SIS .

IS L RTFE (Save).
Figure 6: RIEFLE =R

Agent Config Intents

Apply profile| select a profile | to filter m Cancel

Apply profile Default to filter Everything

ARIEBEZITIE VRFELE

X Cisco Secure Workload 4% FACEE43Hid VRF H#ERF 77k, i FILACE , Cisco Secure Workload
B2 EMRYE S Cisco Secure Workload B4 HIER: L AUCHLE B AOYR 1P Mok FIYsus 0K VRF 4rfdss
AL GRS o

Procedure
BB MY, ATHEE (Manage) > K2 (Agents).

$122 LiEE (Configure) XTI,

$IE3 AR IEIEFE VRF BLE (Agent Remote VRF Configurations) 458553 [ €| 32 & (Create Config)
Y

B Iz SRR E
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| ETtEnsrnsnmre
peznessmn ]

FRA TP MAHNKE, AR5 SHRT (Save).
Figure 7: =72 VRFECE

Agent Remote VRF Configurations
Apply VRF
Source Subnet

Source Port Start
0

Source Port End

65535

flEEOREEE

IEAEAE R VRE C & B o ACEE ) BC R AU B A & (VRF). AERRAD SO0, 24 CEE AL
12 M Fogs ANF] VRE [R5 I, A7 LU FAE 82 DR E R B 8 EAT1 70 B VRE .

Procedure

$IB1 S EEIE (Manage) > £IE (Agents).

$1E2 NiECE (Configure) LI+ .

$IE3 HdENB E=E (Interface Config Intent) 785534 {1 132 = & (Create I ntent) #4H .
P4 TERTH T B i S 2 1A

FE 15t AR
VRF M FPFIRFEFE VRF (DD
Filter NI eSS sl Va4 7R, BN R Rz

YEB OB il JE 2% (Createanewfilter) (A3 .
ARVEAME B, SR IER.

YIS LN RTF (Save).
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Figure 8: 3O EE

Interface Config Intents

Apply VRF | Default | to filter ||
@® Everything

@ Filter
No intents found @ Test
@ Default
Agent Remote VRF Configurgd  ® Unknown
@® Tetration

No configs found
@ Tetration:Campus

@ Tetration:Internet

Create new filter

5 of 42 matching scopes shown

Note 4 f il br AT S s D SE M B R I R IR, ARBRAN R BIBRA “ A ffish” &I

ETERBEREXEREFFMIRIBIRTS

Procedure

P IHIER FIRD A A ACHRR A .

FIB2 7F “PATAHL” (Enforcement Agents) T L, i RIBERIERSH % (Agent OSDigtribution). #$
BAERSE, RJFSHES AR e mIL .

T3 “HAAREESZR” (Software Agent List) U1 [ _FoKF 41 H A BT ik 8 4E R4 00 A AR,

PB4 SR (Agent) LA FEMREEANE R, A58 P dhhik. 78 “ TAEFEAECE L (Workload
Profile) JUIfi I, #0] IAYH EHUACE SO AQHEAL B SO R R i VRN RO VEAN 5 B, Bty
Ty KIEAEMBERE . b, BEREDUR. OB, B0, goils . g, A g,

$IS i ECE (Config) K DL A A &t EHL AT E
FIR6 il 5REg (Policies) 10 LA & & ML AT I S

B Iz SRR E
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Figure 9: TAE AR B E X - BLE

LABELS AND SCOPES Config

AGENT HEALTH

LONG LIVED PROCESSES

AETERHREXHHEEFANRIBIRT

Config Intent ¢

Apply profile enforcer to filter Enf-Workloads

Config Profile ,#

PROCESS SNAPSHOTS

INTERFACES

PACKAGES

VULNERABILITIES

CONFIG

STATS

ENFORCEMENT HEALTH
CONTAINER POLICIES
NETWORK ANOMALIES
FILE HASHES

DOWNLOAD LOGS

Figure 10: TAEGa 8B & 34 - SR A%

LABELS AND SCOPES

Aug 3 12:20pm - Aug 4 12:20pm ~

Concrete Policies

AGENT HEALTH
LONG LIVED PROCESSES
© Enter attributes...

PROCESS SNAPSHOTS

Displaying 218 out of 218 concrete policies

Enforcement

@ Enforcement

@ Windows Enforcement Mode - WFP

X Preserve Rules

@ Allow Broadcast

@ Allow Multicast

@ Allow Link Local Addresses

@ CPU Quota Mode - Adjusted (3%)

@ Memory Quota Limit - 512MB
Flow Visibility

@ Flow Analysis Fidelity - Detailed

@ Data Plane

@ Auto-Upgrade

X PID Lookup

@ CPU Quota Mode - Adjusted (3%)

@ Memory Quota Limit - 512MB
Process Visibility and Forensics

X Forensics

X Meltdown Exploit Detection

@ CPU Quota Mode - Adjusted (3%)

@ Memory Quota Limit - 256MB

INTERFACES Loading stats for 0 / 218 m
policies

PACKAGES Y oty 1 Packets 11 Bytes 11 Actions 11 Direction 11 Family 11 Proto Tl Src Inventory 11 srePorts 11 DestInventory 11 Dest Ports 11
VULNERABILITIES 1 N/A N/A ALLOW INGRESS 1Pva TP any any 172.21.95.163/32 22
CONFIG 2 N/A N/A ALLOW EGRESS 1Pua Tcp 172.21.95.163/32 22 any any
STATS 3 N/A N/A ALLOW INGRESS 1Pva Tcp any 22 172.21.95.163/32  any
ENFORCEMENT HEALTH 4 N/A N/A ALLOW EGRESS 1Pva Tcp 172.21.95.163/32  any any 22
ONCRETERGIBIES 5 N/A N/A ALLOW INGRESS 1Pua st ubuntuhosts any 172.21.95.163/32  any
CONTANEREOLICES 6 N/A N/A ALLOW EGRESS 1Pua st 172.21.95.163/32  any ubuntuhosts any

¥ N/A N/A ALLOW INGRESS 1Pva ST ubuntuhosts any 172.21.95.163/32 any
NETWORK ANOMALIES

8 N/A N/A ALLOW EGRESS 1Pva ST 172.21.95.163/32 any ubuntuhosts any
FILE HASHES

9 N/A N/A ALLOW INGRESS 1Pua stP ubuntuhosts any 172.21.95.163/32  any
DOWNLOAD LOGS

10 N/A N/A ALLOW EGRESS 1Pua stP 172.21.95.163/32  any ubuntuhosts any

17 N/A N/A ALLOW INGRESS 1Pva sTP ubuntuhosts any 172.21.95.163/32  any

12 N/A N/A ALLOW EGRESS 1Pva sTP 172.21.95.163/32  any ubuntuhosts any

13 N/A N/A ALLOW INGRESS 1Pua SUNND ubuntuhosts any 172.21.95.163/32  any

Note
fF R

Windows fAE EHIALRREUER B SIHE R (Fetch All Stats), Ja# FH Toh A Semsde it gevt

ETAEGH EBERAHKIE
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BINEFZIE

REEFPER ARG I A 58 46 7 1] SaaS B SaaS Fe A% BIA M HE K775
ARt
* R P O
M IRAE BT S
T LUIE RS B SaaS #45¢, W n] LA SaaS M 85E
WIE A BRSNS AT

R

o JUHIE I SaaS MEGITW BIA M AL Z IR TN, &

TR
BN AL R TP ML R UE B MU ML (CA) A1 3 HTEDHIE S, on page 68.

o RPN ACRE, on page 70.

o Z5H 0% 2, on page 70,

)

Note  VEAEATINF, 1H0 HAEKARILAS ) 2

A HbRe AR SIS S A g R .

BRERERE
Procedure

S LA SHEE G, SEEE (Manage) > T{ESH 2L (Workloads) > {£32 (Agents)

$IE2 LHRIETIR (Agent List) ETIR.
PR3 pidi s Eby, RFEFERERENKIE (Rehome Agents).

Figure 11: EFTEZRIE

Software Agents
Installer  Upgrade  Convert to Enforcement Agent  Configur Monitor  Distribution ~ Agent List
AGENTS FILTERED BY TENANT Default
© Enter attributes. . x m + Download all results
Rehome Agents
Displaying (1 to 3) of 3 matching results (1 selected) @ First Check-in~ | 4 | Show| 20 v | ltems per page
Y © Hosname  AgentType  IPAddresses  SWversion Plattorm  FirstCheck-ln  LastCheck-In

TR A ERIEEHIEE (Agent Rehoming) & HH, S5 LR FFAIE K-

B Iz SRR E
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Nil

=

preFzz |

FH

152 AR

BiRSEE A E A

a.

S £ &1 (Manage) > T1E 1% (Workloads)
> {RIE (Agents).

i REREF (Installer) IR,

M ERZ BT AR EREFFHILE Manual
install using classic packaged installers).

Mii T—% (Next).
MR IR A (Agent Activation Key).

SHIE AR RGN 2 B BY3E BR0E 2 4R
(Destination Scope Activation Key) =B+,

HirfE R VIP

SHIE T4 (Platforms) > E£EELE (Cluster
Configuration).

S EER VIP IR LRI 2 B AR S| VIP
(Destination Sensor VIP) 7B,

HTTPS X IE

UWERARHE AT 2, i A A QR el i
PAAE P ACEREEA T Hh 3t {5

BirfE a8 CAES

a.

S EEE (Platforms) > &AL E (Cluster
Configuration).

m T EfERES CA iEF (Download Sensor
CA Cert).

Figure 12: 5 AR I E FiE

Software Agents

Installer  Upgrade  Convert to Enforcement Agent  Configure  Monitor  Distribution  Agent List

0 Encr atvbutes «
Displaying (1 to 3) of 3 matching results (0 selected) @
Y O Hostname Agent Type
collectorDatamover- 3 Enforcement
collectorDatamover-2 Deep Visibility
collectorDatamover-1 Deep Visibility

5 i BRARIEEHIERE (Enable Agent Rehoming).

¥ Download all results Rehome

First Check-in~ | 1 | Show| 20 - |items per page
1P Addresses SW Version Platform First Check-In
3.8.1.2.230120.21.43.main.d. Ubuntu-22.04 Feb 2 2023 11:41:40 an
3.8.1.2.230120.21.43.main.d. Cent0S-7.9 Jan 21 2023 06:26:02 ¢
im
3.8.1.2.230120.21.43.main.d. Cent0S-7.9 Jan 21 2023 06:26:02 ¢

eIz rnsnercE i
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B zezsrepore

FCE CORAF . “HHNER” (Rehome) H4 oA EA .

IEEEFEHIEEAKE

Procedure

7 BBVt S R AW
PR 2 L EHIEE (Rehome).
Figure 13: 133 EEIEEAIEE

Software Agents

Installer Upgrade Convert to Enforcement Agent Configure Monitor Distribution Agent List
© Enter attributes. x m * Download all results Delete Rehome

First Check-in~ | 1 | Show| 20 « |items per page

Displaying (1 to 3) of 3 matching results (0 selected) @

AgentType  IPAd idresses SW Version Platform First Check-

collectorDatamover- 3 Enforcement 3.8.1.2.230120.21.43.main.d. Ubuntu-22.04 Feb 2 2023 11:41:40 an

O collectorDatamover-2 Deep Visibility 3.8.1.2.230120.21.43.main.d. Cent0S-7.9 Jan 21 2023 06:26:02

collectorDatamover-1 Deep Visibility 3.8.1.2.230120.21.43.main.d. Cent0S-7.9 Jan 21 2023 06:26:02 ¢

PR3 AT HRIA

HHEIEE
A

Note Jp iy 24 7 BT 42 2] SaaS B\ SaaS FHIERE,  Wif mUE B L0053 RS B A AL P ik 4%
FPATIRAT, B ERNER LIS ERBCE, R 0BT B R

Procedure

I AU SR E R IR B EFNIEZKIE (Rehome Agents).
T82 /& “REEHER" (Agent Rehoming) & A, i Z AKX IEEHiEH (DisableAgent Rehoming).

B Iz SRR E
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Figure 14: 2 AR IBE I EZ

Agent Rehoming X

Enabling this configuration will allow rehoming of agent to a new tenant or a
new appliance entirely. First, enable this feature by providing information
about the new destination for the agents. Next, select the agents on the
agent list page and select the "rehome" button.

Currently enabled agent rehoming configuration:

Destination Scope Activation Key
Destination Sensor VIP

HTTPS proxy

not provided

i

Close Disable Agent Rehoming

H RRIES R
EACHELE e, el LUE RS Ry, DABTIEEIE . 22 A4 1F Windows ACFRARSS . B CHE

PATHEATE B, AT AEACERC B S0 AR R R e EE,W%m?E%@%W%%mmﬁﬁ )
AT LLAE A A B AAE T CAE S8 BRSSO . A RAT 28000 15 434,

SCHFAE R R A PR £
c WHAEEAR: O TR
* BRSE: G
c REBRERF: RS,

)

Note  fi LUfiE BT~ Windows #AF R GE I ER A AR A Bt I [R] KA R4 o

TR AT AR, AT LT D ER:

| eIz rnsnercE i
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B =rnaeEne sy

pZ-

$IE5

Procedure

PGS, Sl &8 (Manage) > T{E$1 & (Workloads) > {XI2 (Agents) > 1L 8513k (Agent List).
PG TR, ] DI EACHE A R 2 — 4R, FL ol e ACHE . 6 AR e A, EH AL
s,

R SRR E bR IR R TE S R (Agent Token).

Note {XIE< {8 (Agent Token) 3 IHAN K st s 45 B 63 ok 3 7 S 4R L A € ml i

Bt =g LI AR
« SEREA I (Token For Cluster) - JEie TUASO 3 i B B A AT WL, I HARLE FH T B AR B
* #1* 44 (Token For Tenant) - 3& ]+ ikl -~ RI4CEE.

PR AR, 15 AT E$hE (Download Token).

LA FT B0Re e QB I 2 TR B RS R, 1T DL T #R4E:

a) HE|KIEBIIF (Agent List) ikIii~, ARJ5lpraE fREE . fEREBIEMES (Agent Details) > X
S (Agent Token) T, 0] LA 4 RN 42 REA SHFI BHPEAE B

b) ZENEARERRE AR, 15 AT E$ HE (Download Token).

What to do next
T%JC'T&E%HEi#FE: EﬁﬂL@ﬁuTﬁﬁé\U\%@ﬁHHlﬁ%%ff' "C:\Program Files\Cisco

Tetration\TetSen.exe” -unprotect <token>, /ﬂ\:':':' token %T%ﬁﬁ‘]ﬁiﬁé\ﬁﬁc

A AR IS5 R ), IR S5 DR RT RE S AE IR 55 83 I3 3 Cisco Secure Workload SN H 51
EC TN

R RATES 41 IP ik B R

A
g
N

A
>
w

VRS9 ol R B DY, WRAEACER | R AT RO D8 SE S RURS TP ittt U7 =BT K LU v
PLZ TN 1P bk HAx iR BEE hy “Hhgs” Iy, rRes g m.

FEIXFAEOL R, WEAT AR 2B BOR S SCEHL TP ik

Procedure

1t Cisco Secure Workload UT |-, Gt B AQHEAL & S AR I 25 AT
O 62 75 LE 5 50 TP kb (1) AL S L H M bk R ik 1) 1
P AR IBECE TN H T R IR A = B

PR L TP MU AL, IR OR AR X L EH L HAT .

B Iz SRR E


https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/user-guide/3_9/cisco-secure-workload-user-guide-saas-v39/software-agents.html#task_874731

| EIfengrmEnnrE
asure ]

LIRS STk AL P k.

$IR6 1L Cisco Secure Workload UI |, i £, 551X 48 4L 1KHT TP Mk > ST 1 9 100 i 24

T 3O (Interfaces) > RIBTEfa B & X4 (Agent Workload Profile) i ~, KF [P Hihlk & 15
CL B AR 1P Hiuhik

PIR8  {EIRME (Policies) IR T, HLRAEHIHr IP bk f Sk .
FER MRzl s E B E
FIR10 5B AT (Enable Enforcement), £ CLAS AT (R 2R e B G B S 1090 FL A TR

THER AR AR
A UL FHR AR

AU AR B B ARG RE T ARER, W R Png: BHACE G . e B AR B SO, A7
ANTBLE s EE T 1 B sh 4R (Auto Upgrade) JE30. W JE HIZIE T, 5 5 AT I DE A P X AR RERE
37 44 2 deeF il L RRCAS

EERHRER (Software Agents) > R ERFIIZR (Agent List) BT I, HA I HINCA AR AR B2 R 5 4 IR
A (SW Version) 51 R R, Il B S bR . S5 IX SRR T2 BRI b IR R al H A

TS A AR BC B B AR R B B A AT 2, 1 AT LA T 384

Procedure

HER1 EEFTIESR (Inventory Filters) GTI LA B ™ igds . ARG R, WSS

| eIz rnsnercE i
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ETERH EBERHERE |

B Jounanre

Figure 15: & 7= id jE 8%

— Create an Inventory Filter

o Define 2 ) Summary

Name

Development Linux VMs| 2]

Create a query based on Inventory Attributes:

Inventory is matched dynamically based on the query. The labels can include
Hostname, Address/Subnet, OS, and more. The full list is in the user guide.

A preview of matching inventory items will be shown in the next step.

Query @
Hostname contains linux X

Show advanced options

P2 NP PR PR A G AT E . B, T BUS H B 3 AR (Auto Upgrade) 65 P 1
BT TR

B Iz SRR E
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Figure 16: (XI2FLE

Agent Config Profiles

Name 1 Config Actions

Enforcement
© Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
@ Allow Broadcast
© Allow Multicast
@ Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB
Flow Visibility
Default © Flow Analysis Fidelity - Detailed
@ Data Plane
© Auto-Upgrade
X PID Lookup
© CPU Quota Mode - Adjusted (3%)
@ Memory Quota Limit - 512MB
Process Visibility and Forensics
X Forensics
X Meltdown Exploit Detection
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 256MB

Enforcement
X Enforcement
© Windows Enforcement Mode - WAF
X Preserve Rules
@ Allow Broadcast
@ Allow Multicast
@ Allow Link Local Addresses
© CPU Quota Mode - Adjusted (3%)
© Memory Quota Limit - 512MB

Edit Delete
VM © Flow Analysis Fidelity - Detailed

© Data Plane

© Auto-Upgrade

> PID Lookup

© CPU Quota Mode - Adjusted (3%)

© Memory Quota Limit - 512MB
Process Visibility and Forensics

X Forensics

X Meltdown Exploit Detection

@ CPU Quota Mode - Adjusted (3%)

© Memory Quota Limit - 256MB

View Deleted Agent Config Profiles i=

FIR3 QUEUHACE R, DU G B SO A B i e a0 ACEE . WA A3 TH 0T,
W B ACEE 2 B BT

| eIz rnsnercE i
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I AR B S T RAR B 6 d 22 7 22 30 70
Figure 17: RIBEE S E

Agent Config Intents

Apply profile Defaulﬂ to filter | Development L

Apply profile Default to filter Everything

Note  ERIARERFCE A 10 A 8 TH s B G T T ERSPAN.

FHREAR
AR 384344 A1 S P £ R R L B AV O 3 T B

Procedure

FBA LM SFHUEA T, A EE (Manage) > TEf# (Workloads) > {£38 (Agents).

H1B2 N FR (Upgrade) £ .
RYOK Won R BE AT AL RIPAT AR, B MREE B T TR BB CA . BRIME DL T, REGiaik
PRIHTIA o

P 3 ZIER e, IE I IERE AN R A, filln, %\ Platform = CentOS-7.6.

PR A EFETI RPN Pk AR, K5 S AR (Upgrade).
Note 7riEW1ENL T, SMAVAN VIR AZh T, XM — SRk . mRALE I F3) ~

BT RRCAS T 3 38 3 A AR s AT AR I T 0, T 1 DR 22 4 YOS i I

Kubernetes/OpenShift {XIBRY AR IT A

A FH SRR e RSP IR AR 22 3% 7 Kubernetes/Openshift 5 & EFAREEREDS AT T4 THOS R H
H 2 T sl T 3 fid A Kubernetes/Openshift 424 F AT 1 sl O ORI LIRS R IO LI
ST T AP BRGNS P 1K) Docker R, XA — MBI TF 02 5 W0 53 57 RS e 4R 3 i ) T A7 R
LR BRI REAT R R

B Iz SRR E
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MSFPFR RS Pod RS & 2E TERURY,  Kubernetes/OpenShift ¥ i & 1F 5 5141, SREUHT ) Docker W4 51
J 8] Kubernetes/OpenShift 21 =1 45717 55 _L[¥) Cisco Secure Workload fX# Pod. 1X:¥f T EHI Al fLiF
TR g Ko TR i — AN A, oAby s B A ST

WA T B R BB, AT DOl I BT I e AR AR I B ie AT e BRI T T A
Po AL AR T 248 5T RINA 2L ML, FFERN R O 22 T3 A e i i A
Pod.

AR R AR (4K T2
AR B SR I AT AR M B 1T Linux {38

T RPM By
1. iZf7f4: rpm -etet-sensor
IR SR AR, I HARIE AR IR (Software Agent) LT FoRic ok CEEk.

LEERHR IR (Software Agent) T LM UL FahBRACHE, sl - vl DUE A6 A QB B S a
TEIRHA (cleanup period) >k e HIAREE K B s BE M .

\)

Note ZRi\|%y R, SEEREA (cleanup period)it TG HRES .

ETF Ubuntu .deb By ZE:
A2 A% 1 Ubuntu A EBLZER A H A deb k%X,

1. 12174 : dpkg - purge tet-sensor

RELEV R F A AR e, I HACELR (L3R H-X 32 (Software Agent) T Ebric oy 14k

FEER IR (Software Agent) UTIHT B UL F-aIERACHE, sl FH - n] U 74 QRE G B SR R
FHEHA (cleanup period) kA HIARERK) F )i 2 ol il o

)

Note « BRUIEWL R, SETEHA (cleanup period)it T PR A .

o FEACEERAEIIN, AR AT RES A NBCRELE IR Billn, Ui RAE Linux SR 74007, )
A RES INEK Netfilter Fbt. ACHAAT ARZINBIIRBER IR . L, fEACELE N, e AT hE
EIER A LA .

o DR AT ACHILRE SEmE N H] T R Ge 0 Kt U A 2 7 B I 0 SR I 4TI R e B K i«

| eIz rnsnercE i
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B iR s Windows fei2

Figure 18: (R IBENF E3R

(@ Cisco Secure Workload S o. 1.

Software Agents

e e bt oot o i
/AGENTS FILTERED BY TENANT Default
s - I
Displaying (1 to 14) of 14 matching results (0 selected) @ First Check-in - % g ‘ Show | 20 - |Items per page
7 . —— = P S -

Ll

0038122501021 Fob 2023043544 pm 51 oe
Fob3 2023 120231 am o5 oo
ou
ou
b2 2025 127443 05 .
Feb2 2023 08:45.08 am (65T Detut
reb 220230884 et
o0
-
Feb2 2023 083505 am 65 oot
©©35.1.2.230130.21.£3 main dev-e. Ax-7.2 Feb 12023 06:44:31 am (PST) Feb 92023 09:08:44 pm (PST)
0035122501021 43 mancer-s..  Cenios-79 031 2023080847 o 51 Feb s 2023 030839 m 45T) b

[ 1 i EE

[E AT AR s 31T Windows X I8

H AR H T #13% Cisco Secure Workload fC3# ;

Procedure

i E = HIEmHR (Control Panel) > 32/ (Programs) > 12 F#1LI ¢ (Programs and Features), #R )5 i
%}, Cisco Secure Workload X I .

W, EWNRIE T HEEDT A Uninstall.Ink .
C:\Program Files\Cisco Tetration
BURPATACTRE S Y FH T R G0y K di, W ENBACEE 2 B N I R SEms , IF4T IT R GE0s ks

HIEACH)E, ARG HOFEMEE . ROUGEREAIE (Software Agent) Ui _EHEH RELRAS, JF
KA bR LI 3.

TERR IR (Software Agent) BT N UL T2 MIERACHE, sl w] DLl 7oA QHE iC B ST rh ot B 3R
HA (cleanup period) > J3 FIAREL ) B 27 BE a5 o

Note ERIATHLL T, TEIRHASIRIFICH].
Note o WREEAEACRE 2R W) 2235 T Npcap, AR E1Z8 A CRE B 23 12K Neap.

o BRI, R A SR H B SO Bl E SCHRRED . iR E R EAT, WEiE
AT 1) — 32 A et 7 38 Uninstal lAILINK o

B Iz SRR E
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IR 5% S PT 4R M1 T AIX AKX EE
Procedure

Z2iTm4:  ‘ingallp -u tet-sensor ¢
IR AL A4, JF HACHLR /R B 28 (Software Agent) TUIHT A i CLEIE

TERR KR (Software Agent) Ui b UT FahlERACRE, =35 7l DU AEA QRS B S fFrp R
FIEH (cleanup period) KA ARER R A Bl 2L MR -

Note « BRINEUL R, SEIRHA (cleanup period)At Tk HLIRAS .

o WRFETTRLPEAREE i R G PRI I 28 4E A tet-sensor BEATFE . AT LA BN 51k S A
FrE. %55 inittab /E 4 tet-sen-engine FFEFRAlL

o PUTAREL HH RS PRI TN tet-enforcer HEATHE . FTLUR S, 551k, FE AR & .
1% %5t inittab /E 4 tet-sen-engine FFEEHEfE

o FEACERRAE I, PRZ AT RES HI B INBCELE A B, B, WSRAE ATX R T34
17, M2 n# ipfilter b, ACELAAT AL NI . I, AEACELETEN, &
AN EET R AL AR

o WERPATACELRE Sems I T AR Gl okt B A8 A QB 20 B N R S T 0T R 48 K

o

A& 18 F Linux {32

Procedure

HIB1 ST EIRHA:  ‘/usr/local/tet-light/uninstall.sh ¢
S22 /EREERIE (Software Agent) GUTHT 1A UT R4

fIps 18 F Windows {XIE

Procedure

HIE1 ST EIE A ‘C:\Program Files\Cisco Tetration\L ightweight Sensor\uninstall.cmd

| eIz rnsnercE i
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. B #A1T Kubernetes =X OpenShift {32

IR 2 {EERHR IR (Software Agent) UL A UT JH A FR

il f& 44T Kubernetes =5 OpenShift {{3E

Procedure

FB1 LB IR 2R A B Cisco Secure Workload UT R 2587 (1A
L2 BITEIEED: install.sh - uninstall. 22 KT8] [R5 2 FEIAH A .
* {V{E Linux x86_64 %) 37 HF.

* B2 ~/ kube/config 5 & B AL UEH 7, BLAME ] -kubeconfig ZE 1 $5 M) kubect] 5 # 53 FEIIE 3¢
.

T3 N IE (Software Agent) T _E A UL #IBxFTH Kubernetes 7 . A HEL

ARl B& SR Z AT 4014 Solaris {38

Procedure

* X Solaris 11.4: pkg uninstall tet-sensor

° X‘J:J: Solaris 10: pkgrm -a /opt/cisco/secure-workload/noask.admin -n tet-sensor

122 {EER R IB (Software Agent) U _EIIBRACHE .

TERHRIBREINZHAIERE
ASHEIP I BHIATARBE ) LB AR FARBE I v W 25 v R 55« OB St PR 3L 2t B4R
LAEAT 73 #r o

E A

BRI 2R R S8, 2 a6 RSN, DR R ME—bRiR T JEIHE R BT
=

[ERY

B Iz SRR E
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RIBHL

BLE AR S5

NN EFS)

L

wzrg ]

* FHL4

* BIOS-UUID

* FEMEE (Bl Cent0S-6.5)

© FERE Sl (1] openssl fir 4 E B
o fREEER CATRLPEERHAAT . D

WAARERTGIE MR G5 a8 BRI 1D, ER AR EIS, ERRA L. AR R, &
W, HHABRS CUeRELS) BT 5 SE A5 AR A 4

ARELSEW CRZ) 30 7381 1) el 55 A0 S, DR FEABTRAS . Ja & 55 A AREE R 1D &
FEAFTRRCA R POE SIS AR A . AR E B

 ARBLH ID Qe 3RBO
* YT RRAS

FREESK LR AR B3 H 21 UG & 1 TS R 25 2%«
2
« fRELM ID CReiid it i 3RO
O, BRI
1. ENMSHK
2. 1P &% (IPv4 5% IPv6)

1P Hiik:

o 2% i 1L

Mac Hihl:

6. HIIRSI

o > w

— EARATE DB MR A AR A CUnBLAT B LV TP Sk R AR AR Ak, sl e D), 120 R 2 Bl
BT 45 e B R 55 4% o

W& AR VLR TG RGP A8 AR B “ g A s o BRIA
oL T, FESAH TR S MRS T BRSSO B

eIz rnsnercE i
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o WFRIRTF: ME—AR IR, B E R, . TP PR, YRR H bR IP LS 4 2,
PR BETEIPHLTERMGE, Fltn: TTL. IPFrd. HdRAID. IPIETRIZ Bibri.
* TCP {5 B & TCP bk P ERINGEE, Bl 45, fihS. TCPEmM. BBE 0K

N,

cViEE: WATHER (Bl st B, TCP &gt fE B SR KESHEER
MEETGIERD « WHBLEBIFE DRG] FUHTTAIN R A1 45 A (8]

o £ K8s H8i, ACHLATHHOR [ pod LN MR, R EX ek, S A%
o XFFELLT CNI B4

* Calico

* Flannel

* Weave

* AKS/GKE/AWS VPC CNI
* Openshift CNI

* Cilium CNI

\)

Note )\ Pod A EHLIHZRM 453, EAE ] Cilium CNI I, TEEER; 48 HE4T 56
178

E “PE7 U, AREIA S AT B XA ) TCP i BA S Hofl o %820 . Windows. AIX F1 Linux
RSN R SORAY . 5 W S O ORALY . B W RE 2211 = W S DO R O W

\)

Note ¢k Kgs FFHi, Pod sk EHLITREIIHIIERLE “ X B FIEAT
CAEAEBGUF, (RERAR 2 S L T i
* ARP/RARP X}

R AEEES bR

HEHES
VSN B T RN LTI TR, Bhob, e o SR ING 4 5 B LR T 3
MR 4 o THSEHLAE AR Bk, Horh A LR 8

* YRR ID
 H/ ID: WFETE &

B Iz SRR E


https://www.cisco.com/c/en/us/td/docs/security/workload_security/secure_workload/user-guide/3_7/cisco-secure-workload-user-guide/flows.html#concept_424331

| &Ifens rmsnnKe
wegites I

K2R ID
T AR 64 AT

s BT E: UM (40 UDP 8¢ TCP) . Huhlt2R%Y. IPv4 ok IPv6. J5ATH b5 IP. J5A1 H A
. TCPRZS . HEFETFUAANGE R TR] . HERE 3B SR 4%

* BUEE R AXRFEAER, WS HACRTES

REBZIHER
REESERER S PG5 R, RGO A S G5 &, fln:
o ARELF T 7)1 5 347 I i)
o AREEAE PR R N A T (K32 A7 1 1]
o FROR 7 (B e 2
IR IGCH SSL i H
o RRUEE RO T A
o 5 HH BSOS 1 SRR I 5 KL
* fRELA N AERT CPU %

MITER

I

PATEAR > Ty =R
o AR ATy R Pk

DR A AR EE AT B L ) o 40 SRARFE AR 55 Cisco Secure Workload SEFEIE A5 1 I 18] 18 1 i
EIIFDEL, )2 Al R AR

| eIz rnsnercE i
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B

Configure Enforcement Alerts X

Configured Alerts

W Scope: Tetration when ~ Agent not reachable (seconds) > 300
W Scope: Tetration when  Firewall = Off
W Scope: Tetration when  Policy = Deviated
More details ...
Types

Agent Reachability @ Workload Firewall @ Workload Policy @

For Scope: Tetration

@ Agentnot reachable (seconds) > 3000 X
Severity
Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Summary Alerts

Hourly Daily

o A S K b

WERAE TAE A RS 73T, (RIE] TAE B KR OO, WISl b4, RO 4%
K5 FRIE Cisco Secure Workload £ $0AT ¥t 5 SFe & o

B Iz SRR E |
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Configure Enforcement Alerts X

Configured Alerts

o)

Scope: Tetration when  Agent not reachable (seconds) > 300

o)

Scope: Tetration when  Firewall = Off

o)

Scope: Tetration when Policy = Deviated
More details ...

Types
Agent Reachability @ Workload Firewall @ Workload Policy @

For Scope: Tetration

@ Firewall is Off >4
Severity
Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Summary Alerts

Hourly Daily

o AR SRS

WS TAE S35 KBS AN [R] T35 1 e TAE 801 Cisco Secure Workload el (T AE 13511
“EARTEME” D, ek LR

| eIz rnsnercE i
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Configure Enforcement Alerts X

Configured Alerts

W Scope: Tetration when ~ Agent not reachable (seconds) > 300
W Scope: Tetration when  Firewall = Off
W Scope: Tetration when  Policy = Deviated
More details ...
Types

Agent Reachability @ Workload Firewall @ Workload Policy @

For Scope: Tetration

@ Policy is Deviated *
Severity
Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Summary Alerts

Hourly Daily

T DL AR K FEE R A RN ST R E B2
RCEPATEAR, HSHICE .

B Iz SRR E
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Figure 19: Bt B H1TER

Configure Enforcement Alerts X

Configured Alerts

o)

Scope: Tetration when ~ Agent not reachable (seconds) > 300

o)

Scope: Tetration when  Firewall = Off

L 1]

Scope: Tetration when Policy = Deviated
More details ...

Types
Agent Reachability @ Workload Firewall @ Workload Policy @

For Scope: Tetration

© Agent not reachable (seconds) > 3000 X
Severity
Low Medium High Critical Immediate Action

Hide Advanced Settings ~

Individual Alerts

Summary Alerts

Hourly Daily

Figure 20: T EMEETNH L EF SR EMNITER

Alerts Trigger Rules

© Enter attributes... X Filter Alerts

Alert Type Tl Configuration T Actions 4

Scope: Tetration when

EHRCHRE ERIERIT Agent not reachable (seconds) > 300 v
ENFORCEMENT Scope: Tetration when  Firewall = Off ™
ENFORCEMENT Scope: Tetration when  Policy = Deviated ]

| eIz rnsnercE i
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Figure 21: I TERIEMIE 2

Alerts configuration &

Filters (& Status = ACTIVE
Event Time Status Alert Text
9:49 AM ACTIVE enforcementPolicyStore-1 Cent0S-7.3 Policy Deviated
Details
Host Name enforcementPolicyStore-1
AgentType ENFORCER
Agent UUID  1c5fc95866ae6f424973bcd4e2f130cd4078f102
Current Version  3.5.2.75180.happyhyz.mrpm.build-enforcer
Desired Version  3.5.2.75180.happyhyz.mrpm.build-enforcer
BIOS  4232F8FC-79DE-2533-E84E-D6C308629FFB
P 11152
Platform  CentOS-7.3
Scope  ® Tetration
vrfID 676767
. 3 . s 4B AR Y =B
Figure 22: 7 =¥ L B AR IBET IR ITERITAER
10:14 PM ACTIVE b4-ui-hj-centos76 CentOS-7.6 Flow Export Stopped

Host Name
Agent Type
Agent UUID

Current Version
Desired Version
BIOS

P

Platform

Scope

vrf ID

PITERIFHER

AR BB ARG R BUNE R, 1

LUR T AT B R 0 17 B

Details
b4-ui-hj-centos76
ENFORCER
03194b139: 085: 0f30488df

3.8.1.2.220919.17.48.main.dev-enforcer

59101142-3840-F571-2BC0-4186683D7BEC
172.20.207.106 (Gateway IP)
Cent0S-7.6

@ Default

1

Severity

MEDIUM

MEDIUM

S EAR G . alert_details 7B 4

ELERE EBERHRE |

Actions
ENFORGEMENT 70
SENSOR e

Ffery, s

AR

1%

152 AR

AgentType all

1t
e
y

“ENFORCER” &}
“SENSOR” , H{&kHL
PT 2 B

HostName all

3

i
2

A ACHL B4

IP all

R/ G TP Huhik

Bios all

+
=
| | B

<
&

7 15/ BIOS UUID

B Iz SRR E
88
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BT alert_details 1[I

i A ey 1t AR
i all A H WERFEARERSE
JSi
CurrentVersion all FI S EACER R A R AR
DesiredVersion all FIF AR P 75 IR AE R A
LastConfigFetchAt all B ARHE_FVRORI% https 173K
[ Unix I ) 8%
PITEIRAY alert_details 7= 151
{
"AgentType" : "ENFORCER",
"Bios":"72EF1142-03A2-03BC-C2F8-F600567BA320",
"CurrentVersion":"3.5.1.1.mrpm.build.win64-enforcer",

e R LR

col
5
|

"DesiredVersion":"",
"HostName":"win2kl2-production-db",
"Ip":"172.26.231.193",

"Platform":"MSServer2012R2Standard"

P IEAVEAR T B IR AL T IO E AN RIS AVEAR K T RE, 1 n] DL B AR 0 7™ BRE B RITIC B S HU 6 2
ARVEMER, TS BRI ER

\}

Note

M Cisco Secure Workload 3.5 FF4f, 1] DAL 2 e B R IE B AL IS 4
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Figure 23: Bt & 1% B 2 E54R

Configure Sensors Alerts

Configured Alerts

U Scope: Default when Agent Upgrade Status = Failed

U Scope: Default when Agent Flow Export Status = Stopped

O Scope: Default when ~Agent Check-In Service = Inactive
More details ...

Types CENABTEGNON Agent Flow Export @ Agent Check In ®

For Scope: Default

When ©® Agent Upgrade Status is Failed

Severity Low Medium High Critical

Hide Advanced Settings ~

Individual Alerts Disable
Summary Alerts Hourly Daily

Immediate Action

B Iz SRR E
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msen

Configure Sensors Alerts

Configured Alerts

O Scope: Default when Agent Upgrade Status = Failed

O Scope: Default when Agent Flow Export Status = Stopped

U Scope: Default when Agent Check-In Service = Inactive
More details ...

Types VYo G EOR Agent Flow Export ® Agent Check In ®

For Scope: Default

When ® Agent Upgrade Status is Failed

Severity Low Medium High Critical Immediate Action

Hide Advanced Settings A

Individual Alerts Enable Disable

Summary Alerts None Hourly Daily

F B AR A AR, DMEEARBE T RO BEAT HR o i RARBLTGIE T R B P FAS D2 e e
o

eIz rnsnercE i
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Configure Sensors Alerts

Configured Alerts

O Scope: Default when Agent Upgrade Status = Failed

O Scope: Default when Agent Flow Export Status = Stopped

U Scope: Default when Agent Check-In Service = Inactive
More details ...

Types Agent Upgrade @ WACENEA=STed08 Agent Check In ®

For Scope: Default

When ® Agent Flow Export Status is Stopped

Severity Low Medium High Critical Immediate Action

Hide Advanced Settings A

Individual Alerts Enable Disable

Summary Alerts None Hourly Daily

B AR AR AR, LIS I I o 25045 L EAR R o S AR SRR 2 IRV ARE R 2B, TSR &
BRI R LE S, Wb A R
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msen

Configure Sensors Alerts

Configured Alerts

O Scope: Default when Agent Upgrade Status = Failed

O Scope: Default when Agent Flow Export Status = Stopped

U Scope: Default when Agent Check-In Service = Inactive
More details ...

Types Agent Upgrade @ Agent Flow Export @ BACEdel L ALN6)

For Scope: Default

When ® Agent Check-In Service is Inactive

Severity Low Medium High Critical Immediate Action

Hide Advanced Settings A

Individual Alerts Enable Disable

Summary Alerts None Hourly Daily

OB AR B R, DURT AR BE check in B I (A O o 0 AR TEAE B L 90 20 B 5 AT AR U BARER 2SN
WK, S i R R
Figure 24: {2 3R B B P L B L LSS E4R

Alerts Trigger Rules

Filters ® Alert type = sensors Filter Alerts

Alert Type 2 Configuration 2 Actions $
SENSORS Scope: Default when Agent Upgrade Status = Failed g
SENSORS Scope: Default when Agent Flow Export Status = Stopped ju]
SENSORS Scope: Default when  Agent Check-In Service = Inactive u]

eIz rnsnercE i
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Figure 25: 1% BR 38 &4k

Alerts configuration

Filters ® Status = ACTIVE

Event Time Status Alert Text Severity Type Actions

11:13 AM ACTIVE b4-ui-centos76 CentOS-7.6 Agent Inactive MEDIUM SENSOR 720

Details

Host Name  bd-ui-centos76
Agent Type  ENFORCER

Agent UUID 3b98d30ad! o

Current Version  3.6.1.2.201213.21.41.main.dev-enforcer
Desired Version
BIOS  59101142-3840-F571-2BC0-4186683D7BEC
P 172.20.207.106
Platform  CentOS-7.6
Scope  ® Default

vifID 1

ERFERFARER

ARE AT ST BUNGE R, WS W EREH” o alert_details v B2 4L,
BT AR VBRI LU T 77 B

FH e e L
AgentType all FrEHR ENFORCER &{

SENSOR, HARH kT
GRERAY

HostName all FAF R T EARHL LA

IP all FrHR ARSI TP Ml
Bios all T ¥ 4 BIOS UUID
Platform all TR H TR EARE RS

CurrentVersion all TG R S AR A A
DesiredVersion all FI AR T 35 B A A

LastConfigFetchAt all LSS FEHR | YRR 2E HTTPS %
K11 Unix I )%
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FE RS ER A alert_details 7] [

& B 22 EE3R /Y alert_details 7= 51

"AgentType":"SENSOR",
"Bios":"72EF1142-03A2-03BC-C2F8-F600567BA320",
"CurrentVersion":"3.5.1.1.mrpm.build.win64-sensor",
"DesiredVersion":"",
"HostName":"win2kl2-production-db",
"Ip":"172.26.231.193",
"Platform":"MSServer2012R2Standard"

= D (5] @R R

ACHRAY Bt T A BRIE A4 AR SR T 2SS

iz

HECHE: HE XA <install-location>/logs 5%, <install-location>/log (3. H &30/ Cisco
Secure Workload JIit 55 1JE4T i #25 FH 8 46t

KIBERE
Linux
iB): My ik AR I WR DU BRI,

rpm -Uvh tet-sensor-1.101.2-1.el6-dev.x86 64.rpm

error: cannot create transaction lock on /var/lib/rpm/.rpm.lock (Permission denied).

B W REARAT BRI AR, 1 D)3 BIARAR 8 sudo SRk e fXBE .
i8): 21T “sudo rpm -Uvh tet-sensor-1.0.0-121.1b1bb546.el6-dev.x86 64.rpm” JFi#F| LA N RIS, £
KA AAE DL

Preparing... FHEF R R (1005

which: no lsb _release in (/sbin:/bin:/usr/sbin:/usr/bin:/usr/X11R6/bin)

error: %pre(tet-sensor-site-1.0.0-121.1blbb546.x86 64) scriptlet failed, exit status 1
error: install: %pre scriptlet failed (2), skipping tet-sensor-site-1.0.0-121.1blbb546

E: RANFFE AR ER . XM E IR, K24 Isb release T H,
HRVEAEE, SR EE R, JH i R R .

ia: 1247 “sudo rpm -Uvh tet-sensor-1.0.0-121.1b1bb546.el6-dev.x86_64.rpm” JFi#F L N RN, &
KA ATEDL:

| eIz rnsnercE i
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B windows # 1SE 22 %5405

Windows A9 ISE

Unsupported OS openSUSE project

error: %pre(tet-sensor-1.101.1-1.x86 64) scriptlet failed, exit status 1

error: tet-sensor-1.101.1-1.x86_64: install failed

warning: %post(tet-sensor-site-1.101.1-1.x86_ 64) scriptlet failed, exit status 1

B BRI REA ST AR (R ERS UL, “openSUSETH 7 ZASLRFHIF6) o
ARVEAFER, WS PAABLEERRZE” Ho

B FEF R TP HOBR ROF LG S RIEAT e Ry, 3o IR . i AnE e 2
LRI ?

& BRI R B T e ), I TRl Far 4

$ ps -ef | grep -e csw-agent -e tet-

root 14158 1 0 Apr03 ? 00:00:00 csw-agent

root 14160 14158 0 Apr03 2 00:00:00 csw-agent watch files

root 14161 14158 0 Apr03 2 00:00:03 csw-agent check conf

root 14162 14158 0 Apr03 2 00:01:03 tet-sensor -f conf/.sensor config
root 14163 14158 0 Apr03 2 00:02:38 tet-main --sensoridfile=./sensor_id
root 14164 14158 0 Apr03 ? 00:00:22 tet-enforcer --logtostderr

tet-sent+ 14173 14164 0 Apr03 ? 00:00:21 tet-enforcer --logtostderr

tet-sent+ 14192 14162 0 Apr03 ? 00:07:23 tet-sensor -f conf/.sensor config

A HE S cow-agent [ =AN4H, LK tet-sensor (I E /DA H o B IRS RisAT, iHfELL T
HmTH, 75 0 B 223 R

* /usr/local/tet (IEMTKZH Linux KATHO
* /opt/cisco/tetration (GEMHF AIX. Ubuntu)

* /opt/cisco/secure-workload (i&HF Solaris. Debian)

ZEIFERIE

i8]: 1247 PowerShell fAHLZAFE P IIAIT, TEILL R RL
1 ERRERCOCH: B R R AME iR .

2. AR ST A ORI, DU e AT I8 SR M A

B AR AT RER RN AR AR SS 25 B0 B 1K) SSL/TLS Prs AN R T, mJ LA LA R iy &K 7 SSL/TLS
FfAS :

[Net.ServicePointManager] ::SecurityProtocol

BRE S RSASULECH SSL/TLS, nDMEALL F a4 OEEFE, XHFAERAMEE N, H2& 2
PowerShell 215 [l B B 250 -

[Net.ServicePointManager] ::SecurityProtocol =
[System.Net.SecurityProtocolType]’ Ssl13,Tls,Tlsll,Tlsl12’

B NN BRI IZAT MST 2RIy, B LU R 4 it

This installation package could not be opened. Verify that the package exists and that you

B Iz SRR E



| EIfEsE EBBRERE

Kubernetes

Kubernetes .

can access it, or contact the application vendor to verify that this is a valid Windows
Installer package.

Z: #fifr C:\Windows\Installer B¢ 42 47 7E . A1 JE MAin 2 ATI8 1T MST 225127, 15 R (EFR 17 MST 3
PR AN AN B AR IEHTETS N )

msiexec /i “TetrationAgentInstaller.msi” /l*v “msi install.log” /norestart
i8] PR IR NIC & Nutanix VirtlO MZ$SREIFE/T, W Windows f& @& 01T 21

& BT R BAE IS UL R, Npeap 0.9990 15 Nutanix VirtlO 8BRS R 1.1.3 2 Rif IR
KR Z AFAEARHEZE )

UMb ) A (R i e 7V 2 Nutanix VirtlO P48 SR 5P T BIROAS 1.1.3 B i iAS
ig): KA T Windows f&IkAE . RS RN, IF H. sensor_id SCAFEL 7 DU A 2

uuid-invalid-platform

Z: X} Windows, PATH Arirh ] g% f system32. i PATH H /& 54 system32, W4 %A,
MEEAT LA R 4

set PATH=%PATHS%;C:\Windows\System32\

ia]: 7F Windows i i I, KA WEHIK H Kubernetes Pod 1% 45 i -

B EIGIFIT RS 2w IEAEEAT, LUME M Windows 5 55 _E 1) Kubernetes Pod fii 353, 54T LA
T HERAE:

1. A HAURZ4T cmd.exe.
2. IBITLL @4 : logman query -ets
BOREL T 430 IEAEIS T :
* CSW_MonNet: i3k M 4% i
* CSW_MonHCS: ¥ Pod (1167

« CSW_MonNat: 5% NAT ()i

U AAE Kubernetes ST 47 9 4 22 2 JUTR) 22 B RE e IIA R I, T REAT AR 22 AL

&) AT ] LAY s U5 in) Docker VM IR 55 i A5 2

Z: I EEL Cisco Secure Workload SEHFHE IR AR (1) EE 1) Fi 2 50 HTTPS AR i)

8] AT A 2R SSL/TLS A2 4 fifin?

& RUEPTH Kubernetes 5 il @& CAEAAHSATIN (138 24467 % %3¢ T Cisco Secure Workload HTTPS
CA EH.

i) WG TR Docker Y326 B 47 B8 UF AIFZAL 2

eIz rnsnercE i
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B ERA AL, 2R Helm B2 G171 %8 TP 1) Docker $7 U3 AHTF 8 I\ 74 HERE SR IV h
M3 URL $REUMAS . an R Fah g b Mg, 5 22\ Cisco Secure Workload SE#FE MR &
YA RS HRE H &, DAt — 253k o) f.

i@: 7E Cisco Secure Workload 15 % P FL7E ] Kubernetes R & 75 17 2

Z RIS T, BRI A AR SIR S IE R BT . WERZR U IZAT dstool PRI IFALER
AR H

i8): Docker MG AN 8% 5 & SF YR 215 IEAEIBAT?
&: M dstool HEKAEME G & T T2/ IEEET,
[a]: #J% Docker WUE IA/E NV & 752 R ?

Z: M\ dstool HEIAE 2B AWML . Docker #)% Pod H &m0 & T H AT FE A HY
R PAT PSS B e n] B T3k — 0 R g R .

i@l {17 Helm PR AI/E 2 75 2RI ?

Z: M dstool HERUE AT AR Helm EZK . HATHMARS H EK S Helm M@ /ENL %, =T H
TR Helm R A S AE L I A 1) SR A

[ Z25E bash A CHIIR?

B IR R B3 bash A . bash JIAS AL EL N b B SO B0 i SRS SCAR G 8% DA
T4 77 2\ 4 bash BIAS B0Ks JLCRAT A SCARSCAT, BB SCAF B BRI - 155 1T e 2 Bl SO Y o
TRV A O

i@): Kubernetes HEHFACE - WARFRMEIT L, TAILRZ M K8,

B WRE BTN S Kubernetes AR,  DIIEHE FIAS [RIBY BE v BEAF ARV 2 MOkl Xy
BYHEAT 4325 - kubectl iy 21247 KM, Helm iy 18T KM, Pod BRAZ UK. Pod AU 2% i g
40, Pod WREAT N AL KM, Pod MUGZ AR KM Pod 3 SCHTGIRIZAT (ZEMARIL
fii) + PodizfT, {H Cisco Secure Workload JIk55 752 )5 3), Cisco Secure Workload JIle45 o T [ 8
YEREE T a5, (H IS TIN5 .

[a]: Kubernetes RBAC fEilF & 75 254 ?

B N TIBATHERGF R AR, BATTRR B K8s EREME L DA . 36 1E kubect] it & SCAF FIERIAE 5t
TR M) B PR AR FNZ AR & 2L 0V AR o

i8): Busybox WG & n M SEAE 1T s R T~ 48?

B BEIERERNBE, HTahER0E 50 LR 28 Busybox M5 . Pod A YE 4% H ) busybox A4 25
RSB SN LT (TeEMT) sin] N4

i8] et R I APT 45 43 F eted BN — R 2

% T Kubernetes ZHE P FTE T A _ L9 3EFEEE Pod 264k, SERE AT CPU/MEAL/ M &8 a3k ]
AE SR o IXAEAR KRE RS L T8 7 (14 235V Ean (s B B Takdl, 2t (FEpra 1y
A EIRIUOE S ARSI EERT BRI ], 83 Kubernetes API fIR 45 %% 58X, Cisco Secure Workload
Docker { R Zeumal, CanBCE) ARBRARSS s I it 2. R B S e A 10 B BR P IS E Rk
Kubernetes S 115 m_E 1) CPU/REE /M 25 8l D I, PR 224 . >k H Kubernetes $5il >F- [
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il

obF

B L
>t B

RERAETN

FHRR M

sexn |

f] API Server I eted {14 W], Kubernetes 2l 1 [f 17 5 Al BERC B AN, B2 FIN5 3 S AR P 1 5%
M,

[a]: Cisco Secure Workload {CHRAEIZ AT N 48 232 4T I ) R 2

Z: W Pod CIEHE HACE CIT AR AT HB RS AT IN R 8, 120 “Linux ACREABE AR 7 5
7% Kubernetes #8224 IF A 5l Pod Ji, B HEER AL BRAR A o

LT 24 FH A48 B Cisco Secure Workload AR B TAE AR P &5 WL A o) i,

ARE A LA AR IRST . HIX PG BAT 2 R A«
« BHLATREC ORI
* PIE% I TR K SRR by BB L
© ZARR S B L

AE+Ta
* WAk BN A TSRS Hig T IEH
* WAEACEEAR 55 © R 8 HIEAEis AT
© PR SRR 4% E RS 1T IR

RIBFARKRY. XATRERDEIFRME, Fila:

o ZENAS N BAT I A BN - T T AT BRI A 1) 23R
e

o LR R A BRAE R G ) A AR 1T I

Windows £ ISE 22 &1 (4L T8
o B CAMRUEP: FH A i

o W RAREER AT AT MST 2 AR T3l 223510, TiPA & Windows A Z 15 55 1 7 48 P SCHF
M B FIRILEL: KA A S &

o KA LI fR ok Windows Installer B 4F IEAITC B #FE 2 58: Windows 223 FE 7 ) i
 BORENL B 0 1T F RG2S 1R

eIz rnsnercE i
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| T
Linux
s AR A ERZBARE LR O AR FHRAER G, ERUE ST RAZ S 5 P 4R SR E &
FIRILES: A A Y PG
o WER B R LR BT OB RAR R AT BT LAE - no-install i kiz 474 CHE
LRFRFIA,  DUH R RIE X LG 2
o AORFAL AT LI AT FH A 7 1A
AIX
o WPk B LR LK T OB R AR AR AT LME - no-install i kiz 47 A Q2]
LRFEFIIA,  DUH R RIE X LG 2
* HOR AL AT RS AT T A 7 1R
FEHRIR I
LR 5 il R AR AL S, JF el By o ARBEHAT check_in "N #1100 EK
wss IR AR BE M ACHEHELE convert_commnad I, A REREE H LB ),
FrEEa
© IR FTRRA R AR 5 5 T P FR B SRR B AR ILEC: WA S S 5 SRR S
FEHRIRE
FARITAT AR AR SRR AN — P2 (AR B n PR By o —Fh2RAY (Bl tnghAT) o i
TCFIAT A ARBTG5 o
REERED

ARBE LU A B 2 BT S (NPC) RRAS 5 SR AE AR AR BT AROAS AN — 88 3 J I G DL AR i PR i
ARBEAARAE 2 T AR B R s AQBE R REE I A i By RGP T S A CBE AT IR 55 R I2 AT

Windows FY ISE & &1L {LIE

© MRPATHI N WAF, BERAE N EAEAES B K88 R T GPO, AT IR (¢ ]
CORBREN” D BRBCEBRANERAME: GPO FLE

o BAE LA [0 2 T AF e . SSL kbR

o BOUEAE B FUU o EU- 5 /T 2000

* I%iiF WindowsAgentEngine [Jx45 72 17 IE/EIZ4T: sc query windowsagentengine
* BAE R AT AT N R G s

B Iz SRR E
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Sif
Jo

i Peap 77

Linux
* {§ [ iptables Al ipset fir 22K U IE iptables 1 ipset /& A7 AE
o IR ENUFIEERE Z e AP (EIE L SSL b HERR

* IHIE tet-enforcer WEFE & 1T IEAEIZAT: ps-ef | grep tet-enforcer

AIX
o AT H] ipf -V iy 2 HHIE ipfilter &7 O 23 IEARIEAT
© BAE EHURERREZ (02 B AF A% SSL kiR

* I1IF tet-enforcer FEFEIE 1T IEAEIZAT: ps-ef | grep tet-enforcer

S H: Pcap #TF
Wi Cisco Secure Workload fREETCIAHT IF peap a4 KAfilighin, WIE MM HEHH B R. 2
17T Peap BAHGIRE W B
Windows H&: C:\Program Files\Cisco Tetration\Logs\TetSen.exe.log
I0609 15:25:52.354 24248 Started capture thread for device <device name>
I0609 15:25:52.354 71912 Opening device {<device id>}
Linux H&: /usr/local/tet/logstet-sensor.log

I0610 03:24:22.354 16614 Opening device <device name>
[2020/06/10 03:24:23:3524] NOTICE: lws_client connect 2: <device id>: address 172.29.

—>136.139

St HTTPS FiE

AR EEREZ M PRERAE AN L, PRIV A A R G5 S . X2 T M4 B7 k8. SSL
il M 45 B B AL BB 56 — 5 e AR AE— AN B /NS ) 8 B
o WIERACERFNERHE 2 (M A7 AE NI BT KB SSL il 24 2%, PR SLiF 5 T4 Cisco Secure
Workload W EEZS AT VIP IP Huhbtfrilif5 . XA EERE, WAL Cisco Secure Workload
Web G [ 2 SR v () B BE HERR (Troubleshoot) > EE$I4L (Virtual Machines) F#1JH. 7wk
collectorDatamover-*. X}-T Cisco Secure Workload =, #&I%17)™ Aol 5 i BTG 75 22 fa VY 1P M
k.

o N T G E S ATAE SSL a5, [ {fi ] openssl s_client >R V&R WoRIR I UEF . 8
BIE A B H AT A HARAE P s AR ER A CA 548, SSL ks HERR

| eIz rnsnercE i
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B cse=

WE T 8] @
Windows B9 ISE &2 &L T8

MSI %312 Fr BYIEH 5] RE
MSI 2 e R Al AR 25 A4 UE 15 AT 25 44 «
X T MSTZHERET, A 3.6.x B S RRCACR 3.5.1.31 J B AR
* 4332 UE: Cisco Systems, Inc
« HEIETS: DigiCert Trusted G4 Code Signing RSA4096 SHA384 2021 CA1
* fidiE15: DigiCert Trusted Root G4
X MSEZHEREF,  FRA
* /3 UFP: Cisco Systems, Inc
 [EHIET5: Symantec Class 3 SHA256 Code Signing CA
* H2iE45: VeriSign Class 3 Public Primary Certification Authority - G5
B I 1) R IE 45 -
KT MSZHREY, A 3.6.x S S mifRACR 3.5.1.31 BB A
* S 3UEF5: Symantec SHA256 TimeStamping Signer - G3
» IS : Symantec SHA256 TimeStamping CA
* Hi3iIE15:  VeriSign Universal Root Certification Authority
X F MST LRy, FIRCAS
* 43 3ZiE15: Symantec SHA256 Timestamping Signer - G2
i f5:  Symantec SHA256 Timestamping CA
* f1FFS: VeriSign Universal Root Certification Authority
QIR MSTZ R P 28 44 oA, W) Windows AR K88 22 28 U POk e LR DL £ 4544 0
e

* MSI 2R P28 4 ARUE A5 5 MST 2238 R I [ BRARUE TS AN “ 25 AR AORIE BRI " A4
XM

* MST L4 2844 MRAUE 5 80 MST 22 F2 - I 1) SRR AIE 15 3 4] A i

Bl &1
IR e R, TetUpdate.exe.log 43 I LL N4 1%:  “Msi signature is not trusted. 0x800b0109"
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Windows & ISE 2 2%k ]

FRIRTT %
* Wi &R Is 4T A4 certmgr

o KO ET MSI 226 F5 72 44 HUIIE B MST 22 F 7 1t [ BRARIE 15 2 5 7E AN Z A5 AL IAIE TS (Untrusted
Certificates) f7fif[X 1.

o BB 22 AE AT RIE 15 A K LA (Trusted Root Certification Authority) £74i% X .

ja] =5 2

Windows 1&J&K2E I 2 W, TetUpdate.exe.log "L LA F45i%:  “Msi signature is not trusted.
0x800B0O10C"

A5 AU WA -
FRRTT
* MR8 47 fir 4 certmgr

o KA MSI 2225 F5 725 44 HRAIE P05 MIST 2B F2 P I [ AR ALE 15 02 5 ZEAS 25 AR I0AE TS (Untrusted
Certificates) f7fi[X H o

o B H A B B2 AF AT AR UE T3 & H LA (Trusted Root Certification Authority) £7f# X

e 22 3

Windows f&JE45 TH R, TetUpdate.exe.log 1 HIBLLL RN ZE:  “Msi signature is not trusted.
0x80096005"

FRR T %

* MA@ S s AT 4> certmgr
o KA MSI 22 R 25 4 MRUE A5 5 MST 222 F 3 I [ BRARAIE T /2 75 A 32 A5 AR RARAIE F A& L
7 A
WAAEFER, AT AL AR
RN, EPAT LR D ER:
FEMEL P AN TR S &2 ) VeriSign I HGE-BATA MM LTS W& LD 2D Bag At
* MR fs 47 A4 certmgr

o AN “SZASAT AR IE T AR LR 7 (Trusted Root Certification Authorities) | [ “VeriSign il
FHARUE P MUA ALK (VeriSign Universal Root Certification Authority) ilE 15, SR %53 “ Fra (T4
FH” (All tasksExport).

« B HAIER RS EIE TAERS 4, Ra SAES.

RN, WHATUN PR

| eIz rnsnercE i
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B neoar meFmiEsiaE

IR — A TAE RS 45 VeriSign 38 JHHRUE B MUK BIUE o 1544 RLUR 2D B4 A
* M S HEIRFFIZAT AT 4 certmgr

o A BT RIARIEBAUE LA (Trusted Root Certification Authorities) I f{IE T3 &+,
RIGH R “PFr 15 S A7 (All tasksImport).

o JEF S AHRAE P A A I B A7

NPCAP %312 FF HYE F [9]

1& 1 F Windows 2012, Windows 2012 R2. Windows 8. Windows 8.1
NPCAP ffiA: 1.55
NPCAP 244 1E45:

* /3 3CUET: Insecure.Com LLC

* JAJiE$5: DigiCert EV Code Signing CA (SHA2)

* fi2ilF15: DigiCert High Assurance EV Root CA

NPCAP 5 [H]BEIE 15
* S 3CUET: DigiCert Timestamp 2021
« HHENES: DigiCert SHA2 Assured ID Timestamping CA

* fi3E15: DigiCert Assured ID Root CA

2] 3 1
Windows fAHL 2222 A 2, msi installer.log H1 4y tH L LA £ iR

CheckServiceStatus : Exception System.InvalidOperationException: Service npcap was not found

on computer
‘.7 . —> System.ComponentModel.Win32Exception: The specified service does not exist as an
installed service

IR T %
* M S HEIRFFIZAT AT 4 certmgr

< G CRZAEATIIMAIE AR LR 7 (Trusted Root Certification Authority) /74X H1 ] “DigiCert
High Assurance EV Root CA” .

© WARAERE, i AR TSRS AR
LFANIEF, EHATLL PR,

oM — AN TAERS 28 5 HAE 15 “DigiCert High Assurance EV Root CA” o 154 LR 0 B4
(=
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o Wi 2R AFIs 1T T 4 certmgr

s BT COZAEEMIRIERMUR A ” P RIET “DigiCert High Assurance EV Root CA” , X5
R AES S,

< B IR R G EAE TR S 4%, R S AIES.
R NIEAS, EAT LR D8R
* Iiir & Rfis 47 fi 4 certmgr

o frf S “RAGATHOARIE T A A MR~ (Trusted Root Certification Authorities) "~ FHE 7L<,
SRR “ A4 2 A (All tasksImport)

o EF R AOHAE P I A A I 217 5

i& F F Windows 2008 R2
NPCAP fiftA<: 0.991
NPCAP 44 1E+:
* 433ZUETS: Insecure.Com LLC
« FiEIETS: DigiCert EV Code Signing CA

* H3E: DigiCert High Assurance EV Root CA

NPCAP I [H] B IEA5:
* 43 3ZiE15: DigiCert Timestamp Responder
« HialIEP: DigiCert Assured ID CA-1

* filE15:  VeriSign DigiCert Assured ID Root CA

=] &5 1

Windows fUH 2245 AT GE2 I, msi_installer.log "4 HH B DL R £ %

CheckServiceStatus : Exception System.InvalidOperationException: Service npcap was not found
on
computer ‘.’
exist as an

installed service

. —> System.ComponentModel.Win32Exception: The specified service does not

IR T %
* WA &S AT i certmgr

o S SZASAT IR IE AT & HLF (Trusted Root Certification Authority) £74#% X 111 DigiCert High
Assurance EV Root CA.

o WEARAEPES, T WIS AR

eIz rnsnercE i
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. Windows EHEHZ

NS, T TR

HAMNH AP —ATAERS S S HUET “DigiCert High Assurance EV Root CA” . 5% LU T DR
1E:

* M-S s AT i certmgr

o f N CRAGATMARIE AR AR RIAETS “DigiCert High Assurance EV Root CA” , 4R )5
R TAEE T

o K PRI BEAE RS &, AE EAUET.
TRNUEF, AT LT D ER:
* M & 3R fiiadT 4 certmgr

o AN “SZASATHARIE R ALK 7 (Trusted Root Certification Authorities) N [{I3EH 2T,
IRJGHER] “ PTS53N (All tasksImport).

o SRR AL P A A0 217

Windows E£HE 4
W 1: T4 Windows ENUG CIEEE 1P Huhbfl VRF (5 B, f#yeiZ i) S 53 an R
* M TaaS UI MRS H (fFR S/ 1P ik A VRE 15 B 204D

* M Windows FHLEIZL “Cisco Cisco Secure Workload Agent” , FFHlE “Cisco Tetration” H 3%
(Z H M A2IE S M. “C:Program FilesCisco Tetration” ) .

* 7F Windows £ 41 7% “Cisco Cisco Secure Workload Agent” .
Tl BRI, ARELAE RN AE TaaS UL 7R/ IP Huhl AT VRF {5 5.
Yist 2. R Windows EHLE @44 (Ber1) , ZEEND .

* M Windows T-HLEIZ “Cisco Cisco Secure Workload Agent” , JFFMIR “Cisco Tetration” H 3%
(ZH FWZIE S H:  “C:Program FilesCisco Tetration” ) .

» Hiy4 Windows EHLIFEE .

* 7t Windows #1223 “Cisco Cisco Secure Workload Agent”  (ffi i LHLA) .

R BRI BN E a4 )5, AP AE TaaS UL BRI AT

KELREXHFES
Windows B9 ISE &2 &1L T8

s BT 4 winver.exe

B Iz SRR E
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Linux

AIX

Linux .

© WA A 5 ARSI (A AT e SRR P P

* iz47 cat /etc/os-release

o K ERRCA LS IEAR S (KRR EAT LA SCHRFIP 6 REDKR

* 24714 uname -a

YRR FEBERMURL BRI JEA

p7-ops2> # uname -a
AIX p7-ops2 1 7 00F8AF944C00

s FEAGIT, EHAIERE DR R, BT ERRCR, B ATX 7.0 . R thRAS

55 I AR A R AR AT LR SCREIT B R ELR

Windows % 3= 12 [ (o) #1

* HifRATAE C:\Windows\Installer H . XA WoRTE SO BE IR BRES S5 fR) 50 (1) 3G AIE 7 VA 0 7
CMD <=1 H Hi24T: dir C:\Windows\Installer

* fr 7Y Windows Installer ilR%5 & ARBAEH . &2 E A T3 (Manual)

* f 7 Windows Installer J& 5 AH & HARAT 1% . K7 Windows HE (Windows Logs) > Kz
(Application) > j& (Source) > Msilnstaller F[#) Windows R4 H &

P E B9 Windows AR %

DLUR S 7E 2 e A 22205 1) A SR BE A IR 25 136 o et DU IR ml MM E NP A T AR (00 6 22385 DA K
AT T2 JH TR IZ 4 T X EE R 55

Table 9: >3 Windows R 55

BR %5 T HHY
WA BCEE B FHIT 222 Npcap 19 5 0K 2l P2 P (1 6045 DK 8 P 7
B
e B 2235 Npcap 1 yE 2 IRBIFT o
Windows 2 ke FE 7 LA MST B I 75 2
Windows Firewall X T WAF $UATE, 7 BOh L I
S F AR5 FFfse 245 LR RE T AT S

eIz rnsnercE i
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. Npcap a2

\)

Note 5 FH 446 il 451\ 3& FH T Windows Server 2008, 2008R2. 2012. 2012R2 F1 Windows 7 iiA. 1 5Lk
FH, Npcap 2350l B rh af GE 4 I SCPERE, M 3 8022 2

Npcap (5] 30

Npcap & T Windows fCEE ) peap T H o EARHRSS IR AP S, B 2 223 Npeap 2lofs I TT
PN SCHFIIA . W Npeap /45 ik e 36 ali A g, ARBRRFLERE T 2RI 30 70 N HL I 248 . 7E22ik
3 VRIS, R A R R, ACHE 22250 Npcap IR B 2 i SCFEIRAR . 2 )G, ARHG A
23R %05 Npeap. 14 7] LUK i C:\Program Files\Cisco Tetration\Logs\TetUpdate.exe.log A1 C:\Program
Files\Cisco Tetration\Logs\npcap_install.log LA & 4 i «

Npcap F=HE (FzuBTKIE)
o AR M ETIELE A Npeap &, ) Npeap A1 & oV IEMEIE, . BT ILE T i A, 151847 B

T

PS C:\Program Files\Npcap> .\NPFInstall.exe -check dll
WindowsSensor.exe, Wireshark.exe, dumpcap.exe

WERIEEZIPIH RS, WAk HH s 1l ARG A R4k 4l Npcap T4, 4% UEREAEA# H Npcap,
iR AR A B s <NULL>
Npcap T %%
s BB R G 2B CAEF: NPCAP 2B F e (KAF 15 a)
* Ko 7F Windows 3527 M f: Windows 27357 ¢ n)

s BN RGE B HABH T IEAN P28 AT . AT ESs R B COMBE, MM FH1ENDIS
KENFE T
I0iE Npcap EEETEERE

Procedure

HIE 1 F A EHR (Control Panel) > 32 (Programs) 1 Th&E (Features), LA Npcap J& 155104 © 225
(1) 1
WIE2 MR Npcap £ tLIK IR CL462 BIAHOC NIC (fFAE R ERR L)

ELfEn S LB SR
[ I
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M

I%iF Npcap 2EERER

& MNetwork Connections

4+ | E." v Control Panel » Metwork and Internet » Network Connections

Organize »  Disable this network device  Diagnose this connection  Rename this connection  View status of this cor
t -
L- Ethernetd
e tetsensordev.com
W ymxnet3 Ethernet Adapt . . E3)
W= vmn ern apter E Eﬂm_ H'E!{ 1 ‘,I_ Pm,pem perties. |

MNetworking

Connect using:

¥ vreanet3 Ethemet Adapter

This connection uses the following items:

& Cliert for Microsoft Networks

o BB Nocap Packet Diver (NPCAP) | |

| >

gWindcws Wetwork Virtualization Fitter driver
=) 005 Packet Scheduler

E‘, File and Printer Sharing for Microsoft Metworks
~& Hyper- Extensible Virtual Switch

[ -2 Microsoft Network Adapter Mult_iplemr Protocol W
<| ] [ |=

| install..

Description

A MDIS & fitter driver WFP callout driver to support packet
capturing and sending under Windows 7, 8 10

| Uninstall Properties

i ok || Cancel

T3 MAR G T MR

C:\Windows\system32>pnputil -e | findstr Nmap
Driver package provider : Nmap Project

HUE 4 KA IRERL AR 4 2 45 CL AR IEAEIEAT

C:\Windows\system32>sc query npcap
SERVICE_NAME: npcap
TYPE : 1 KERNEL DRIVER
STATE : 4 RUNNING

LB RAEMERIE AL (HAAHEEA % UE Npeap /& 757 CAF(E)

C:\Windows\system32>reg query HKLM\software\wow6432node\npcap
HKEY LOCAL MACHINE\software\wow6432node\npcap

AdminOnly REG_DWORD 0x1

WinPcapCompatible REG DWORD 0x0

(Default) REG_SZ C:\Program Files\Npcap

LIB6 e 2R Npeap P27 AR HFF4

| eIz rnsnercE i
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| T

TR

(B2

1

C:\Windows\system32>dir "c:\program files\npcap"
Directory of c:\program files\npcap
04/29/2020 02:42 PM <DIR> .
04/29/2020 02:42 PM <DIR> ..
01/22/2019 08:16 AM 868 CheckStatus.bat
11/29/2016 03:43 PM 1,034 DiagReport.bat
12/04/2018 11:12 PM 8,908 DiagReport.psl
01/09/2019 09:22 PM 2,959 FixInstall.bat
04/29/2020 02:42 PM 134,240 install.log
01/11/2019 08:52 AM 9,920 LICENSE
03/14/2019 08:59 PM 10,434 npcap.cat
03/14/2019 08:57 PM 8,657 npcap.inf
03/14/2019 09:00 PM 74,040 npcap.sys
03/14/2019 08:57 PM 2,404 npcap wfp.inf
03/14/2019 09:00 PM 270,648 NPFInstall.exe
04/29/2020 02:42 PM 107,783 NPFInstall.log
03/14/2019 09:01 PM 175,024 Uninstall.exe

13 File(s) 806,919 bytes

2 Dir(s) 264,417,628,160 bytes free

RAT sys IRANREF A2 AL T Windows JRa)FE SOk

C:\Windows\system32>dir "C:\Windows\System32\Drivers\npcap.sys"
Directory of C:\Windows\System32\Drivers
03/14/2019 09:00 PM 74,040 npcap.sys

1 File(s) 74,040 bytes

NPCAP %z 3% 5 45 A (8] B ) 4% 12 4% (6] 35t

{XiEFF Windows 2016

WREAERE T EAE = LWF GEEgatiEsy) W (Fli0netmon) BACE T 414G AL 4%,
It HAEAREL IR AR %23 T NPCAP, & nl R B3

RDP CVHHERE

NetBIOS k45 L H#

AL 5 3% 4 1) 7

X2 Windows 2016 #{E R Z H B BUG SBIHY

NIC 4H& 5 NPCAP B3k 2& 4% o] @

14 NIC ZhREEE TR EWFE NIC (Intel. Broadcom. Realtek. MS UG AL #825) FI4 5 KAL)
BO'E GEFASHAL. G335 1 BOhf OR 185 1 SR S BE AR AN i LA 28 R AR IR AE sh R 00, G e e
%, W& ’\‘Vﬁﬁﬁﬁﬁ%%\ TEZ /N NIC Z W4 REHE A EE)

Ho2e NPCAP JRAAAAE S 44 NIC (2 M8, JUHIEAESRE ) F 1 414 NIC 0] .
L Hi{sE A A8 Cisco Secure Workload £ 2825044 2 1F F Microsoft 323589 NIC A& 31Tl

NIC type : Intel(R) 82574L Gigabit Network Connection

Teaming Mode : Switch Independent

Load Balancing Mode: Address Hash

0S : Windows 2012 , Windows 2012 R2, Windows 2016, Windows 2019
NPCAP version: 1.55

B Iz SRR E
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Note  Windows 2008R2 A~ £} Microsoft S ¥ NIC 414,

VDI L5 B UM AR &5 R 4% 578

1 NPCAP JIR5-i217H), TetSensor 43 B Al gk e B IIML_E I 483t Wi A H MSI 22 364%
2z B AR PRI nostart Brak, 048 FH PowerShell 2255 5 6 78 FE AN LR bR B8 38 4 B 4% b 22 SR B I
%A goldimage brids, mia HILIX RS

FEXPE DL R, Cisco Secure Workload fXEE iR 45 K5 FF 4R 1E VM KR 1247, © %% NPCAP FHK5 45
SE BRI UM LR 2 MR o MB RN URERR v [ 0 SERAMLIS, NPCAP AR IEAAZE 5 2187 v % B UL
Mg HERR . BRI, NPCAP TCiEEHli3k M 4837k

15 FH NPCAP B Ry [ £ 4 BE

PEM 5, 4 Windows TetSensor AR 45IZATIN, ML MERES 225 M . Windows Tet- 14885 Ak 55
(tetsen.exe) {1 J]] NPCAP i35 M &8 iti NPCAP LU 3k M 2% 9 LA S it 7] tetsen.exe [ N Z8 It 23 5%

) Xl 25
1E 455 tetsensor Jo ELES I PERE, %) ¥: Windows 2016
NPCAP 1.55

TetSensor FCE : HATHATHI WFP X 1 A
K% %%: Windows 2016

NPCAP 1.55

TetSensor FCE : HATHATHI WFP XS 1A

1217 omd : iperf3.exe -c <server_ip> -t 40

Table 10: 121071: 15 F3 NPCAP 155 B+ Y P 45 14 B

HE P
ASE TetSensor (1D L 4l
& NPCAP [ 4] 0.00-40.00 7 18.2 GB 3.90 Gbit/Fb K% i

[ 4] 0.00-40.00 £ 18.2 GB 3.90 Gbits/Fr 45 J7

LB TetSensor [ 1D] Il kit
L %3¢ NPCAP [ 4]0.00-40.00 £ 17.3 GBytes 3.72 Gbits/Fb K 1% )7

[ 41 0.00-40.00 % 17.3 GB 3.72 Gbits/F 7

d F§ NPCAP 0.9990 It 1] X 2% 11 e
1F 223 tetsensor Ji& LU W8 L fE, %) . Windows 2016

ELfEn S LB SR
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. RIER G REFN/SFR E 115 RE

NPCAP 0.9990

TetSensor FCE : HATHATEI WFP 0 1H A

K% %%: Windows 2016

NPCAP 0.9990

TetSensor FCE : HATHATHI WFP X 15 A

1217 cmd : iperf3.exe -c <server_ip> -t 40 .. table:: fif F} NPCAP 0.9990 I [ [ 25 P4 G

class K%
wE P 4% 1% e
223 TetSensor [ ID] ] b A% it 5
UL % %% NPCAP [ 4] 0.00-40.00 F» 16.3 GB 3.50 Gbit/Fb K i% Jj
[ 4] 0.00-40.00 7> 16.3 GBytes 3.50 Gbits/FHH1 J7

)

Note | & 1 i A 2255 1) Windows NPCAP hiiAs. Windows $:E 22 45 F1 ) 4% e & 1 S

BRAE ARGt EAD/SHAR ETE 9] R

U5 Cisco Secure Workload 244 /A 7 7223 ) NPCAP JiliA<al NPCAP Bl &, FfE RS n] fe<siBi sk
S e BRSSP 1]

SZFEHI NPCAP WeA: 0.991 1 1.55

GPO fic &

AT SR AN T 2240 A B B B GPO JE BT ki e AN BCE Iy Hodth GPO &, IR HAR
A “ARBCE” (Not Configured).

« TR AT GPO BB S BHIEIAT, #nT LUK A C:\Program Files\Cisco Tetration\Logs\TetEnf.exe.log
H IR LU iR -

* 5 “Preserve Rules=No” B MRAIMM:  “HIHMEH % & T B KBS HU . Cisco Secure
Workload X3 TEAUMIBRIX L (There are firewall rules set in the Group Policy. Secure Workload agent
does not have permission to remove these)

* FHAIEIRBE HEA: “GPO . DomainProfile 25 Bjj k5% ” (GPO has disabled firewall for
DomainProfile)

s BIRERINRIE:  “4151% 5 DomainProfile FIERIAAN G EE/EPZE” (Group Policy has conflicting
default inbound action for DomainProfile)

B Iz SRR E
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o FERLET [ FEHLNH T WELE GPO SR, 151217 gpresult.exe /H gpreport.ntml 4T 4 () HTML
W E R pd, s “RE N7 (Preserve Rules) BE'E A “45” (No), NI Cisco Secure
Workload R B7 k33525 B FHPREH5 AT S RN Sl K0

Setfings
hide
Security Seitings .
hide
Account Polices/Password Policy
show
Account Policies/Account Lockout Policy
show
Local Policies/User Rights Assignment
show
Local Policies!Security Options
show
Public Key Policies/Encrypiing File System -
show
Windows Firewall with Advanced Security
hide
Global Setiings
show
Domain Profile Setfings:
hide
Palicy Setling Winning GPO
Firewall state On Tetration Agent Firewall
Inbound connections Not Configured )
Outbound connections Not Configured v Recommended Configuration
Bpply local firewall rules Not Configured Firewall state = On
Apply local connection security rules Not Configured All other settings = Not Configured
Display notifications Not Configured
Allow unicast responses Mot Configured
Log dropped packets Not Configured
Log successful connections Nt Configured
Log file path Not Configured
Log file maximum size (KB} Not Configured
Private Profile Seftings
show
Public Profile Sciiings
show
i e Inbound/Outbound Rules Not Recommended o
HTTPS Inbound Rule Tetration Agent Firewall
Ihmi; r‘sle might contain some elements that cannot be interpreted by the current version of GPMC reporting
ule
Enabled True

KRB ERRIBE

Cisco Secure Workload fCELH It 2 MA@ K 440 SAEBEM & . MRPSCBEMRIY, SRS A
G

* WSS: Jiid i 443 SEREE A AVE SR TIE R

© N BE15-20 0 BORHARAFEAT K HTTPS AT, DURE A S ARCE . A5 A BOBT DL RCREACER K3
PIRASTRBIERE . X Wi TH R R

TS, @O 443 (TaaS) 8L 5640 (PNFEEHERE) ZELFRAME SSL &R, LUK TR K23

LT
o 4T: Ly O 443 (Taas) B¢ 5660 (PHERERE) HALFEAME SSL &, DIRININAT SRS 41 25
PATIRE

| eIz rnsnercE i
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B icszeus

MEEEIRTS

B ULKHR & AR TARE SRS CRFEA) WA SR (7 “REETAE I E S (Agent
Workload Profile) LI _F[F) “Hiitf5 57 (Stats) F) D) SRHAT R HRHAEIRIITEHL, AT LR A T
YES BRI &R, DA I i it PR AR

FEEENRIE
Windows H & : C:\Program Files\Cisco Tetration\Logs\TetUpdate.exe.log

Linux H#&: /usr/local/tet/logs/check conf update.log

T HTTP W ACAS Sk 304, R ARE . RS =2 tL2MWHME. 47 HAh HTTP Wi AL
i #8F 7~ Y Cisco Secure Workload 27 F 1] WSS IREAFAE RS 0] 7K,

Tue 06/09/2020 17:25:25.08 check_conf_update: "curl did not return 200 code, it's 304,
— exiting"

Tue 06/09/2020 17:25:25.08 check conf update: "error code after running check conf
—update = 2"

o 304 FUAME, LEEFEN. SN
© 401 FEMEAS RS, SR /D 3T % (TaaS)
403 fCEE LA M 3 LA AH TR UUID RS

* 000 7~ SSL EHAEAE I B . curl TV ] WSS RS 58, B E BAELE N S, 1524 SSL ik
HERR:  SSL ikt HErg

RESHBR

Windows H&: C:\Program Files\Cisco Tetration\Logs\TetSen.exe.log
Linux H&: /usr/local/tet/logs/tet-sensor.log

PAR 5 ERoR 42 2 WSS

cfgserver.go:261] config server: StateConnected, wss://<config server ip>:443/wss/

—<sensor id>/forensic, proxy:

PUM R B3R I R A4

collector.go:258] next collector: StateConnected, ssl://<collector ip>>:5640

W R WSS BSCER AR AR, TR 2 5 KL G IE A 5 Cisco Secure Workload Z [H] /2 15
IEAERAATAT SSL fif % . 1 & SSL MbHERs:

REEPITRRG

Windows Hi&: C:\Program Files\Cisco Tetration\Logs\TetEnf.exe.log

Linux H#&: /usr/local/tet/logs/tet-enforcer.log

ssl client.cpp:341] Successfully connected to EFE server

U IEE T EFE RS 280 A, TR A B K B B B IFAR RS Cisco Secure Workload Z [A] & 75 I
LER AT SSL 5. &4 SSL HikeHErR

B Iz SRR E
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SSL AR HERR
REBIB AR

Cisco Secure Workload fCEEff ] TLS k{#4" 5 Cisco Secure Workload = SaaS k4528 1 TCP %4,
IRLCEFE 4y Ay =N ANTA] (1)

* fRBE > ¥ 1 TCP/443 (TLS) (sensorVIP) L (1] E} Cisco Secure Workload SaaS 44 il i &

XE—AMEAEEEHIEE, RFCHE A Cisco Secure Workload v M,  Jf- L A # B0 B 128 7
(ESIE/SiFIR

o fCBE > BE} Cisco Secure Workload TCP/443 (TLS) 1) SaaS it (L)

B R EBUR o CEYEE B Bl — Rk ka2 —41 16 A 1P Muhk. 55 — 41 1P Mk T4 H
Bt X KAFEEFR RS FMET 1-5%.

* f{# -> Cisco Cisco Secure Workload TCP/443 (TLS) (efe) _[ff) SaaS #4417 %
PATE I TE 2 —/MCA R, TR RS EL BB, PR IT SRS B

AL S 2R N P Bt A 222 i A i CA B641F 2K H Cisco Secure Workload = #47H. Z0E FIFAT ik 25- 25 1) TLS
WA A AL CA, R RIE BACEE FAE AT A UE 0K T 8GR RN, HAREDE k%
o XBSEACHTEAM . BN AL e AT SR .

ERENREBENIPRE

KEHEW T, AN EZAE/RH (T/ERMA) F Cisco Secure Workload TaaS 2 [8] ¥ & i1 FL B k.
BEAA] BE A HE

)

Note  Cisco Secure Workload 2375 & A WA AL S/NAT IP {5 8., FFAEGIEERL ) I A SR is B . i
FET TP a0 e TP i hk B s o 1P Hiuhil, X 48 51 B0 L Cisco Secure Workload T A 54 1 H 75 A1l
HeHE.

K& 7 7E TaaS [1)7 W uh_ER 0 OC/NAT 1P HhhibAh, n] feid 75 20 N 45t 47 3 2 2, DL AR Ve i
uh HABAT 1B

o LRI BT KRS b A FE IS TLS/HTTPS H st 11 443,
o T SEA R (4 2 R 25 Web ARHE, 35 Web fCHE F 0 B AC L4 T SSL/TLS 447

o G SRAE S O R E ] Web AREE, U2 FHASE E 1) SaaS TP Hhik IR E ST N A5 K A%
EICEEAT A Eh HTTPS 58 ) R4

5 ARHIEAE ) TP FIZR T /5 TaaS 1/ Mol L& %ﬁﬁﬂﬂl@ik H i P B AMREESEA TR TP AR

collector-n. efe-n (fNAEFEPATHT) F sensorVIP, TN 17 3] 33 A4~ 1P AR, H
WA RE T 2 BT /b, HARIR T8 TaaS BiLE .

eIz rnsnercE i
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B ssums s

SSL/TLS %

B FEHERR

W b TR, BCE W aCEiE ] Web /CFE,  LLZEE SSL/TLS fif s BEATACHIE A5 IR B, an %
HECE ST, XEARH ] A& 22l g o

SSL/TLS ¥itfe, FANFERZEH CRUET . B TACE A CA BAFiET, KX S CHE 154
FEREFACEE TR EM B ERE . ARBRSE N . ACHLR KAk i A/ A HE R B AT L (il 2 s
HAT) &

\}

Note ) it i Hi B 20 SRR B A T BRIN 202588 4% . Windows: C:Program FilesCisco Tetration Linux:

fust/local/tete UM IEMGARH 2234 FAMA, B, IEE R P EIZAT S .

ﬁfiEluqﬂAﬂi SSL/TLS JEHzir) il s BEIGUE H B /& A7 AE SSL AR, T EF XML 21 11 AH O 1n] i@t
BATLL N4

M. BN

Linux

grep "NSS error" /usr/local/tet/log/check conf update.log

Windows (PowerShell)

get-content "C:\Program Files\Cisco Tetration\logs\TetUpdate.exe.log" | select-

—string -pattern "curl failed SSL peer certificate"

pray
1L

K20 SSL/TLS 3EF2 1) AR K AL AE VT WA AR B MR o KI5 I 77 A S B v 5 1 i
X B LA SSL/TLS 4535 & T S48 sensorVIP 1P {BAS fo V5l FH IS £E 28 1P FTdd.

Linux
grep "SSL connect error" /usr/local/tet/log/tet-sensor.log
Windows (PowerShell)

get-content "C:\Program Files\Cisco Tetration\logs\WindowsSensor*.log" | select-

—string -pattern "Certificate verification error"

T

Linux

grep "Unable to validate the signing cert™ /usr/local/tet/log/tet-enforcer.log
Windows (PowerShell)

get-content "C:\Program Files\Cisco Tetration\logs\WindowsSensor*.log" | select-
—string -pattern "Handshake failed"

WERAE Bk HEART A b & SSL Az, ] DS R BLR s & B0 ik Rk 45 AREE I UE 15 .
FERAEE - A HAE user.cfg L E
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IR IRE

wazigk [

Linux
curl -v -x http://<proxy address>:<port> https://<sensorVIP>:443
Windows (PowerShell)

cd "C:\Program Files\Cisco Tetration"
.\curl.exe -kv -x http://<proxy address>:<port> https://<sensorVIP>:443

BRI - T user.cfg fCHIACE . Tt —AMUHE, 6 MACERSIH I 19§74 HTTP(S) Ji 2 [l fid
E,
Linux

openssl s_client -connect <sensorVIP from TaaS Portal>:443 -CAfile /usr/local/tet/

—cert/ca.cert

Windows (PowerShell)

cd C:\Program Files\Cisco Tetration
.\openssl.exe s_client -connect <sensorVIP from TaaS Portal>:443 -CAfile cert\ca.cert

1 IEFE openssl s_client M i H Ax 4k DL 2%

Verify return code: 0 (ok)
WA HIET R, ERAIE . W BB R NALEFE LR IE (CNIP h7Rfl) -
Uk EE

0 s:/C=US/ST=CA/L=San Jose/O=Cisco Systems, Inc./OU=Tetration, Insieme BU/CN=129.146.

—155.109
i:/C=US/ST=CA/L=San Jose/O=Cisco Systems, Inc./OU=Tetration Analytics/CN=Customer CA

WA E B HABIETS, WAREEFN Cisco Secure Workload 2 [i1] 1] REAFEAE Web i35 ACHE . TH BRI %
AN AN, BT AT ORI E R E 1P i SR A TP B E TAREESRAT .
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