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s BUEZALIR , 516 0T
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to A0 B Bk 1% &

fic & 1832 PR i (5]

Rn] LUK MG C B0 DU 8 RO 55 B B EAT I PETT A AOE R . AREAE TG B3
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B ==oucrizm

* WEEIUR LR FHRFMA Cisco KB EHLF RN
< RELIR LR &R

 RELIR EFBEX CA #N

* AL (n) LR _EAARERA s R

FiaZ |
Vi 5] B35 Web FLI.
SUE ]

B EPHES > RS

S %
5
N =

{E System Configuration 4} [1J Restricted Access Domains 7B, 4 N & [ 55 45 10 56 4> IR o 5
% (FQDN). JHi€5 7} k% FQDN.

T

voiceip.com, voiceipl.com

R LB N DU AR S 74 1, AEHLTEEC S XML SCPF (cfg.xml) FPACE LS4

<Restricted Access_Domains ua="na">voiceip.com, voiceipl.com</Restricted Access Domains>

#1123 .5 Submit All Changes.

Bic & DHCP 1£IR

fas ] LAV B 1 B WA A ] DHCP JEIR I . 4 < DHCP 3£ #5 8, 1524 DHCP 0% FF
530,

FriaZ /i
i A B 1% Web FLHI.

UK

T RFHES > HE-

#1182 ¢ Configuration Profile #4>, 1 DHCP &Il & 2% , 3 ikt ik E DHCP Option To
Use f1 DHCPv6 Option To Use 4.

$H®3 il Submit All Changes.
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DHCP ;

DHCP ;

RINEL B S

e T HLUE Web FLTH H Voice > Provisioning 111K Configuration Profile 4> #' DHCP Options
Configuration ZH D REF L. & e T WU BC & SO TP I 7455 B (0 iEE, Hrp s T
fic & S 4 K XML(cfg.xml) 185,

RIS H5

% 1: DHCPiETEL E S5

pHep i Es%

S LRA
{8 HI1¥) DHCP &5 | DHCP EI5H I 5 4B,  F TR 2R [ A0 e S A
PAT FAIRAEZ —

R4 7 XML(cfg.xml) ) FIGERCE SO, AN BL M A U 455 R
<DHCP_Option_To_Use
ua="na">66,160,159,150,60,43,125</DHCP  Option_To_Use>

« TEHAEM T F, FNLLE 5 BRI DHCP BT
=f5: 66,160,159,150,60,43,125

BRIME: 66,160,159,150,60,43,125
DHCPv6 Option To | DHCPv6 £, FI3Z5 k%, TR & - RECE SO
Use

PAT FIERAE L
* FEAL T XML(cfg.xml) [ RTEAC ESCAEH, B BU A U 4

<DHCPv6_Option_To Use ua="na">17,160,159</DHCPv6_Option_To Use>

* FEFUEM T L, Hr N LUE S 2 FE ) DHCP &0 .
=~ 17,160,159

ERINE: 17,160,159

NRHIH T 27 4 HLiE SR DHCP 150
P 4% 4 A WEEA

DHCP #£5 1 ERAE (AL

DHCP %15 2 I ) i %
DHCP £ 3 W A

DHCP 115 6 R4 I 55 s
DHCP 3£ 15 4

CiscolP iz 2t [}



Cisco IP liFR 2t |

B =sseivwvime samin

W & R A 15 AR

DHCP %75 41 IP Hs 31k AH ] i )
DHCP £ 42 NTP JIk%5 %%
DHCP %17 43 VARSI RS,

AT TR TR.69 HBhHL E 4525 (ACS).

DHCP #1156 NTP k%5
] TPV6 ) NTP %55 2 e &
DHCP #£77i 60 MR STk AN AREE
DHCP £ 66 TFTP filt 55 #s 2 Bk
DHCP #73i 125 AR 2 TR Y RS R S A R

Al TR TR.69 [ BhIE E k55 4% (ACS).

DHCP & 150 TFTP Mk %5 %%
DHCP #5159 W RS s 1P
DHCP % 160 % & URL

Bic & SIP INVITE ;5 2 i

T LK FL S B e A5 T T U SIPINVITE GGG W8 . 1% 5o BRI o 17 5 IR 254 (i 7 M9 2% 1
(K1 BEA BEATACELIT SIP 525 X AL T B kil 2 B Bk . L ThRefs, 1 SIP AR
KIHILR INVITE 5 R 5 224

f3am] LA XML(cfg.xml) 4G B Fs i & S 24

FiaZ /i
Vi 7] B3 Web FHfI.

UK

EPHEE > S (n), Hdn Zahls .
£ SIPIRE RSy, M Auth INVITE FIZREF R LU HILThRE, oA BRI
fr] LB N LR AR S 74 1, AEHLTEEC S XML 3CPF (cfg.xml) FPACE LS4

<huth INVITE 1>Yes</Auth INVITE 1 >

ERIME: No.
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3245 Rrc-8760 ]

$® 3 il Submit All Changes.

3 ¥ RFC-8760

0] LU e RFC-3261, 1] LAS Iixt RFC-8760 57 A HABIGAIE digest 3k FF. RFC-8760 fi
5 Digest 575, 1t SHA256. SHA-512/256 Al MD5. %} 1 RFC-8760, Hiiikt &% “SIPyEM” B

CHAET BT iR ORERRER L TBD o SIP RS ASE Y 401/407 IRAACHD K www BRI
BACHIGAIFAR S B SIP RSS2 N A www BiFAR k. R AL T 2Rk, WEEAM Rk
WA AR S, Forbds & R — R R L s e A . % RFC-8760 [ SCRFL T RFC-3261, oAl
BAE R RPN

PR SIPiEkAME  |RFC-3261 RFC-8760
I HL% 2] SIP R%S | K C P A o] 3% SIP | K I AL R ] 3% SIP i K .
2% kK.
IR 2 SIP %58 21 H1 | SIP JIRk45 #3448 ] MDS Sy | SIP JR 45 28 44 AN [A) (R S92 i 3 401 Bk
1% N401 IRE R www B | S —ADEEZA www BAE, #10
o SHA-256. SHA-512-256 1 MD5.

U3 HIGE SIP IRk 55 | I ELBUAIATE SR, RN | ARl R, IRy A i L

2% K HI MDS5 FIE AR o | I0h5 Sk 7B (SHA-256) K4 AL .
g4 SIP JIR4- 423/ | SIP R4 S I F B2AL SIP k5525 S AEFZ AL -
T

/2 F Auth INVITE #0 Auth Resync Reboot

AT DL H RFC 8760 [# LG AL .

FHIa Z |l
s ViR E T WS U7 HLE Web S

« 7E SIP&E M, Auth Invitel & N 2.
pUR
HIE1 % Voice> Ext(n), HA n EHHLI5,

$1B2 7F SIP&E /51 Auth 33 RFC8760 71| £ T ik & .
ML RERN, BRI R REC 8760, A LIEL B N A & .
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Cisco IP liFR 2t |
B sssormEssam T ienEmsiE

feon] LI N LR A% U 747 5, AERTERIC S XML SO (efgxml) TG E LS4

<Auth Support RFC8760>Yes</Auth Support RFC8760/>
BRIME: No

13 #idi Submit All Changes.

SCFFERSN R R B A T s B R A IR E

FLTGILAE S FF RFC 8760, HIKREAFI0AE. ASCRFILINAE, iR T SHA-256. SHA-512 DL
SHA-256 digest 5k, 27, HIHISCEF MDS 5k,

1= TLS &/ME

T LMERDET ) TLS 240370 TLS i/ ME.  FREZS T TLS fe/MESs RN 240K .

& Fim TLS &/ MRA RS [E& e TLS A RS
TLS 1.0 TLS 1.0 TLS 1.0
TLS 1.1 TLS 1.1
TLS 1.2 TLS 1.2
TLS 1.1 TLS 1.0 PR
TLS 1.1 TLS 1.1
TLS 1.2 TLS 1.2
TLS 1.2 TLS 1.0 WM
TLS 1.1 AR
TLS 1.2 TLS 1.2
FIRZ B

s ViR E R T WS V7R HLE Web Frif .
i

T EFES > RS
P2 HREREMNT, NTLSHRIRMAIIELTIEFETLS 1.1,
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2 Webex i5ixm s mizt ]

feon] DL N LR A% U 747 5, AERTERIC S XML SO (efg.xml) TG E LS4

<TLS_Min Version ua="na">TLS 1.1</TLS Min Version>

PRAME: TLS11
13 #id Submit All Changes.

FR OOt OV TR HEl A AR S Bh I TLS % e 918 TLS (%) SIP. XMPP. E911 i3}
& Wifio

Ja F Webex 57k 5589351

R AR, R R BT $E b I 55 ) R

FHIa Z Bl

s VIRATE B T WS 7R FLE Web S
i

TR LR EE > BIE
TR 2 1& Webex 77, NBRIEIRIIRPIEFR.
EFER A, WP IRRE B kIE . BRI, B UENE.
T Ui AN L AR U 747 i, AEHLTEECE XML SCPF (cfg.xml) FPACE LS4

<Webex Metrics Enable ua="na">Yes</Webex Metrics Enable>
HIVE: No

$I1 3 #iidi Submit All Changes.

R IRARSS £ /R A PRT LAz

AT SRS A5 HL S B N TR PRT R4 H 3 AR 2R S5 45

FHIEZ Al
s W AT B T, TS0 Uil L Web S .
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B oz

UK

Cisco IP liFR 2t |

$HI®1 %% Voice> Provisioning
$IR2 EREIRE TR, B PRT &SR TIEHR.
PR, IR R B A g bk . AEIEREN, LA .
T LB I i N BA N R U R R, AE R TIC S XML SO (efg.xml) LS IS4

<PRT Upload at Crash ua="na">Yes</PRT Upload at Crash>

%j(i}\{ﬁ No

183 i Submit All Changes.

fRHMERE

Rt )2 22 4% (TLS) & H T fRGE M i Internet BT 22 430 (5 JF 50 UEIE A5 AR MEYL . 3ET TLS 1) SIP
SN RS HEAERT SIP AREEFN i 24 FH 7 2 [A] [ STP 45 AW ST I .

Cisco IP FELUE{H ] UDP 14 SIP ks, RN IEZFFET TLS /Y SIP DA o 22 41 .

TERUH T A TLS )2

R2TISE

&R | IR

TLS idsg bl | %2401 SIP 5 TCH 25 Al gLt b, RADSFRE N, AR (B Al
W A7 PERTA] HEE

TLS 42T | SAiE MR A% F s, FFE R R B SO i sl OB iy B i I 25 SR R 9.«
W

{ERET TLS 4 SIP MEES

FEAEHIZET TLS [ SIP s {5 W 2, fn] LARC B #AM ) 22 4 D fig

Fia Z |l

Vi la HE 1l Web St B S A Z 44, 5 8 L.

UK

TR EFHES > 241 (n), b n 20 b5,
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$IE2

$IE3

mELT s war |

7 SIP Settings #5743, M SIP Transport 41| & HEHE$% TLS.
fs ] DUE R SN CL R U 2R R, AR R E XML SO (cfg.xml) L& 25

<SIP Transport 1 wua="na">TLS</SIP Transport 1 >

o P25
 UDP
* TCP
* TLS
SNEE
Bilfii: UDP.

#.1l; Submit All Changes.

BcE & T TLS &Y LDAP

0] DABCE LT TLS 1) LDAP (LDAPS) LS FIARSS 28 555 52 H UG 22 0] 1) 22 4 B A 0

P

AR Cisco MR U EMERMETE. Wik T BHEMRS 2% 7 BSiL, AMET. &8 DIGEST

LI

$IE2

MD5. WATAEMT ] THAEI TLS {Ho  BAFREMIRSS & 745 5 1) LDAPS B3t sE ik 5%

f3amy LI XML(cfg.xml) 4G & FE s e & S 24

FHIEZ Al
Vi) AR B G, TSP D71 T Web SR

UK

HPEE > B,
£ LDAP &7 (18R 55 28 7 BUH A A I g5 s ik
Ty DUE R A A LI AS R 45, AEHIRACE XML SCAF (efg.xml) "PACE LS4

<LDAP Server ua="na">ldaps://10.45.76.79</LDAP_ Server>
Wﬂﬁﬂy ﬁﬁ)\ ldaps://<ldaps_server>[:port]e.
S

* ldaps: //= IR& 4 bk~ 75 B ) Ik .
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Cisco IP liFR 2t |
B == sans

* ldaps_server = [P il 5l 44

* port =i 5. BRIAME: 636

$H®3 #ili Submit All Changes.

fic & StartTLS

BRI LUy UG S LDAP R 45-#% 2 (8 1815 73 H A s &5 )2 224 (StartTLS).  EX 22 A 22 4 11l
(S FIAR RN 483 1 CERIA 389) T LDAP iR 45%8 373 StartTLS, TLS #5347 s .
0, WA A ASCATE
Fri&Z 8l

o Vi HIEEFFEM . TEZ0: Uik H ik Web FL1f o

UK

S| LHEE > RiE.
PR 2 (& LDAP #7) IBR 55 28 7 B b AN IR 55 as ik
WJ}L(H, Z—?ﬁﬁ)\ ldap://<ldap_server>[:port]o
Horpre
* ldap:// = IS5 asstiib 747 83 (10T 3k, URL (7%
* ldap_server = IP il B 4
* port = 4 15
T BLE A A LU IR AT s, AERLTEAC B XML SCAF (cfg.xml) HHAC B IS 4L
<LDAP Server ua="na">ldap://<ldap server>[:port]</LDAP Server>
$1E 3 4 StartTLSEnable FB % E 4 Yes.
ST DUl N PU R RS A5 . B ERCE XML SO (cfg.xml) HECE IS4
<LDAP StartTLS Enable ua="na">5’:</LDAPistartTLsiEnable>

1B 4 Hid; Submit All Changes.

HXER
LDAP HxEZH
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wres i I

HTTPS iz &

HLE S HTTPS I T8, DA i B R B e 2 1 2 V. B Sipura CA JIRSS S8 HAIE 152 41,

BE L TR HE AT ME— [ SLL 2 7 il 15 (BAMORBERI B 340D o o il ik B i iR 32 B v B IR 5%
2, IR R AR RS %o 710, 2 u il Al Lk B AR AS  UU) H A R SR A BN

%o

BAEIRS PR 1 ] HTTPS B REEEE, 404 Wi ] HTTPS 8 R AN B IR 5528 A2 IR
ZARUE T MRS ZHIE TS Z0 H Cisco IR45#% CA IR AL 4, A BRI W &S .
RIS MR SS 2RUE T, RS EEAL I U IE 1525 4238 Sk i K 25 DR, BB 2542 1R D] iR 45 284IF
P LABEAE B B IR S 2% 2,

BEE RS AAE T A5 A A R (CN) 7 Bt DL AE 8 s AT iR 45 4 1 EALA FQDN.  4HL FQDN
Ja RS S, IR () P50 0. LU R B raG 332 45 %% CN 4 H -

CN=sprov.callme.com
CN=pv.telco.net/mailto:admin@telco.net
CN=prof.voice.com/info@voice.com

FRIGUER 5 SR UEAS,  FRITREHRHE B0 R 55 S5 UE 45 T 45 € IOk 55 s 44 PRI DNS gk, il 5545 1P
Hidik o

=+ V. oo ~

RN EARIBRZ=IER
OpenSSL SE A7 ] LLA GIE BAEALTE K. LUR B2 7R T AE 1 1024 A7 RSA A3/ L B B FINIE
PELIEKN openssl 4 :

openssl req - new - out provserver.csr

A7 privkey . pem AR5 25 & % 4H, JF{E provserver. csr AR OGN FAIE 545
Zik. AU SR privkey . pem %P )1 K provserver. esr #EAC A MRIZ A . Wi H|
provserver.csr XfF 2 )5, MRS A MRS 451 provserver.crt.

g2

L1 /i3 https://software.cisco.com/software/cda/home Ff-1# F§ CCO il & 3%,
AR O R R M SR B )RS, WA E DHCP &I, USROS
R8s 2R BT AR E . B “activate.cisco.com” TIAE “webapps.cisco.com”
AT HCE . WOERREEN 11.2 (1) Z AT RCAS, PR ke ] “ webapps.cisco.com” o ATl
AU SRV IX I AN A i T B K
T2 EFHERERE.
TE%# CSR LI~ I, ¥ b2 il Bdr) CSR 254 .
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Cisco IP liFR 2t |
B zreiEcazpmriEs

P 3 MRS N HIERMET, EE: SPALx B4 1.3.3 FATE & i A/SPA232D El4 1.3.3 15 = AR A /SPASXX
[E {4 7.5.6 F1¥E = ki A /CP-78xx-3PCC/CP-88xx-3PCC .,

FIRA {E CSR M7 Brh, Sl BT Jf ke CSR it 4.
ﬂf—qgﬁi 5 liﬁbﬂ mﬁ@i:
* MD5

* SHA1
* SHA256

BRHEUEEPE SHA256 N2 .
SR 6 NEFRIFERTE o RMEE G L 7] (Bl 145 &

P PHEEFIERIEK.
LIRS EFLUT®RI e — WL E -

* BN A R BT R A St e — G SR AR O A ISR ROIE S, AR B b R A S I L
(R ;LN

o TE—n BAE NS LML, R E kI,
PIB9 PR,
NI IS 2AE T, B B e G R 26 4 2 BB A G e B

T EHIECAEZERPIHRIESR
JERHE A Mk 5 PR At p e it 2P & W iE 2 P om AR IE 5o IRRIE 556 11E g5 FEL il 5 17 119 25 7 gk 15 1w
. Z VA WIRIESCREE = A MR, 51U Verisign. Cybertrust & FE (L 1E 15
B E A RN BIE TS, 548 SCCERT & & 248 . MF B AR A ME— 1 & P i il

Mg, AAREEY R Ol s “Reds” o WHRRHBEAMUES, wTReZMN “Hm - 7
B HTTP 38 K b Sk IR EU& & 107 515 o

AR HTTPS il 55 sl B o4 NS % ) i i ok SSLUET . WA M, g s al LA A RHR S
PAIR IR 2 7 i A5 1K) 27 65 A 20 P AR UE S o RSS9 9% Jm il BAIA) CGI S I UE 545 B LAtk — b Ak
M.

UEBAFAEALE T REASAHIH . B, {E Apache 2221, fFAifii B RSS As AL SISO R AR . L

KR L B PIL K 21 6 Hal CA &) S ARAE P U h s

# Server Certificate:
SSLCertificateFile /etc/httpd/conf/provserver.crt

# Server Private Key:
SSLCertificateKeyFile /etc/httpd/conf/provserver.key

# Certificate Authority (CA):
SSLCACertificateFile /etc/httpd/conf/spacroot.crt
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HIRVEAIE B, 155 % HTTPS IR452% Y.

SRR P e AR WU AR ME—HOUE T 2544 . A AOHRIE 5 ] Bt IR 553 it v 1] T30 1R %%
i o

NHEIKERS =

BB MR SS #5 0T LAAR T b TP Huhik 538 0 58 4 B e 3044 (FQDN). {4 FQDN mJ AR TUAR 1 B Al 55 2% 1)
. JHit FQDN i W B IRS- a5, Wik 2l DNS # FQDN f##r 4 1P itk e
DNS A it T & ; DNS SRV Ml f#fr il s EAEH . 7EIRSSA N 2 7, MR 4R ib 2 A
e WARERAES AR RIS AN, IR RS H & RS il sk — AN

Ao HERS &

WARAL ] <Syslog Server> ZH/E il ENCE R G H AR SS &5, SAAT HOHT [0 TR A 2 K06
SPIRGHEMRS A B PR R SCPHERIT i (B SR sls PF 50380 FERAELTR (R 7RI
BRI I A A

K EAELL TS ECP IR, JRRY TRBISCER I R S8 H S

& R BE A5

P 1 L AR A R GOR I o H R 1 2 A 5’%1’%7%% RS B AT D5 ki, R LB AR
?ﬁ‘ﬁiﬁ’ﬂ FHoo P KEE S ERERAR NFE B o . SRR F AR A AL B?IKHJJ:LE
7] o H/]Bﬁ)d TR

5 K 1% ] BE 2 Bh AT PR3 BRI Ao o 4% TCP 328 UDP it 2 B PR3 11 DL [ R 4%

Seftfiiii . AEUALTIESPIRAN, I R R . IR L BRI IR, S R D BILLEAR
P

/BN o

IR B, 1Pv6 £4% Ping B > &% > |Pv6 i& & > Broadcast Echo 4¥£20l vy 357 1B ki %
B,

77 B S O A R EURIRERTA B, HLTAREE R R AN BT K IE 1T
B JARERA R e WSRICREER AT, S mT DAL R )5

FiaZ /i
Vi 5] B 1% Web FHHT

UK
$IE1 % Voice> System > Security Settings.

$IB 2 75 Firewall N5, %EFF Enabled.
] LUl I TN LR RS S 2R/ R, FERC B SO (cfg.xml) R E S 40
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B z=amuos

<Firewall ua="na">Enabled</Firewall>

FOVFIME A HS: Disabled|Enabled. #RiA{4y Enabled.

#1123 #idi Submit All Changes.
IXAFE AT LBy K S5 Ad BRI T UDP F1 TCP ¥ [ .

S4B A SR B o L2 B AT A, Tl ik Disabled PAAER G kS .
TRV T BRI UDP i 11,

& 3 B KIGEBOARIFF A UDP i 01

BHATERLEY UDP 55 01 | 1588
DHCP/DHCPv6 DHCP % /i 11 68

DHCPv6 % J7 bty 1 546

SIP/UDP VMBAKKRKENR. SIPEGRKE N uDp BN, HIEE > HHl<n>>
SIPI&E > SIPim Ot & 0 ORBl: 5060)

RTP/RTCP UDP it G 4 RTP S/ 023 RTP | AiEOS+1

PFS 2% [ #: 3t MBRAARA T EREHLZ N E AN, Ui 4051,

=)

TETP 7% /7 i Ui 1 53240-53245, WIS AR 55 A5 40 FHAR{E TFTP ¥ 10 69 LA 1, T
R YO . SRR SS w AE H Ar v 69, WA DRG] . 1E SR
T A e TR B kRS, 515 T

TR-069 A TR-069#¢ & Jy &I, UDP/STUN i 1 7999,

RV T BRI FF I TCP b 1 .

R 4 B3 KIEEBCABIFFAL TCP 3% 1

EXIAFFAEY TCP im O | 1L BA

Web %45 2% MEHE Web BRESB|BWENZIN, Bk Web RS- 25 um D HC & 1m E (BRI
80) .

PFS 4% [ -3t MBRARF T ERME L ZA G E IR, G 4051 F16970.

=)

TR-069 8 A TR-069 ¥ & 4 ZI5, TR-069 %441k URL H' [ HTTP/SOAP i I .

¥ 1 M 8000-9999 Y [l Fh N Lk HE .
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mzmnrnnsniE ]

188 1d H fth 1 1 Be & B5 K3

T LU RS AOEE TR 7 BUH R E AL I, AR 7 BUOH AR NESTR CHE T, AR 5 () 2Bk
. AT AME. BEUES o) RIT.

FHI6 Z |l

Vi 1) B0 Web FHHT

i

$IE1 4% Voice> System > Security Settings.
$IE2 4 Firewall 7BILEFE Enabled.
IR 3 7f Firewall Options “FBeH, BT ASCHEET . i I FIZR R EH 1 1Pv4 R IPv6 Hpills

VRIS S g R

« IS () KRBT RRIT
MRS () Ko {E R T

= 5B KIE AR E

B A ISR T K

AR

35 KB A BRI R T8 1 384T

NO_ICMP_PING

b7 K 55 2> BHL1E A% N ) ICMP/ICMPv6 Echo 15K (Ping).
BT AT B 2 A ) HL 1 11 L8R K traceroute K. Windows

tracert ;& — /bl
I T2 B (1B K EARTR4% H /=49 :
NO_ICMP_PING,TCP:12000,UDP:8000:8010
87 K 15 A0 FH BRI 1 B R LR R I TS AT
« Z34E N ICMP/ICMPV6 Echo (Ping) i3k .
« AR NIEREFTIF TCP 311 12000 (IPv4 fi1IPV6)

o AL N KT IF UDP %i H G H 8000-8010 (IPv4 fil IPv6) .
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B A 3R T oK 5 o

AR

NO ICMP UNREACHABLE

T UDP i, Hi§A4 K% ICMP/ICMPV6 Destination

Unreachable,

IR PIAMEGLE, AT RTP i 906 BB o 11, dh 2o ki
Destination Unreachable,
BT AT BE 2 A 7 21 % £ 1 L8R ) traceroute 153K
#14n, Linux traceroute A fES1H,

NO_CISCO_TFTP

* HLIEARATIF TFTP % 7 i Y0 H (UDP53240:53245).
o XHAEARUE (A 69) TFTP JR 25 %5 3 1 (1175 >R KM
« XFRUE TFTP 4w 11 69 MR IEH .

E LN TR (S YN R
1 8 2 SONIREF P, LU
R T FIIEIOE ] o

UDP: <xxx>

FTJT UDP % [ <xxx>

UDP: <xxx:yyy>

¥ JF UDP % AVEH, <xxx to yyy>, WHEEN .

WZ A LIAG 5~ UDP 5 3ET CFp—ug O flus Ve RD o fldn, 4
LI 3 /N UDP: <xxx> 1 2 4~ UDP: <xxx:yyy>.

TCP: <xxx>

FIFF TCP ¥ ] <xxx>.

TCP: <xxx:iyyy>

FTIT TCP ¥ I YE H <xxx to yyy>, WFELEN

LA 5 A TCP 3 ST O3 ORI CIEED . fldn, 4
Tuﬁ 4 /\ TCP: <xxx> %D*/\ TCP: <xxx:yyy>.

Rt m LU I A A LU RS SCIR 775 H . FERCE SO (cfgxml) G E 24

<Firewall Config ua="na">NO ICMP PING</Firewall Config>

S 4 .1 Submit All Changes.

'

BLE %53

AT LU € FL il TLS NIRRT s i 1F . 4 € (18 (5 1 233& F T TLS st i i A3 1
FEfv. SRS B TLS N HIALHE:

« B CA KHE
* E911 Mg A7 &

[l CiscolP miFRe
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o 81 AL IR E LT
* LDAPS

* LDAP (StartTLS)
* BT

* Bbr Tk

o N E

< WE

* it bk

* PRT L1k

* J@jd TLS 1) SIP
* TR-069

* WebSocket API

* XML 45

* XSI fk%

$3E ] LS TR-069 2% (Device.X CISCO SecuritySettings.TLSCipherList) BRIH

(cfg.xml) $5EMHEN . FERCE SN — D LUR R 745 -

<TLS_Cipher List ua="na">RSA:!aNULL:!eNULL</TLS Cipher List>

T2
i LRI 5, 2 3 ] P i Web

i

EREE > BER.

7t Security Settings 7> (/) TLS Cipher List ‘7B NS0 s s i =k 4145 .
e

RSA: !'aNULL: !eNULL

SCREAEH] RSA G IER SIS EME, (EAGIE AR AN S ML) B E T

CEEATIEN |

L AC E A

AR ARCEM YR AUEAG LT LR E A% X hitps://www.openssl.org/docs/man1.1.1/man1/
ciphers.html. & [ HLIE AN SZHF OpenSSL W 01 _E i (1 FT A7 S 245 8 o A7 RS RFIM 45 |,

WSS E S PR 8, 26 18 1L,

i TLS Cipher List “FBIRME A Z 803 oG WA A RS- % Y AR = ESRLCT

PN, BLT R ey BO 28 s TE AN B RS e B I 22
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B oswmmrns

* Web [Ig5 &% (HTTPS) N TFE A H] LR B A% £

* ECDHE-RSA-AES256-GCM-SHA384

* ECDHE-RSA-AES128-GCM-SHA256

* AES256-SHA

* AES128-SHA

* DES-CBC3-SHA

« XMPP 1ii [f] % %1) % HIGH : MEDIUM: AES : @STRENGTH.

* A curl JE[¥) SIP. TR-069 FIFCAdN FFE -1 A BRIA #2102 BRIAS 65 7 15 e A 5 LA S0
LA B B

DEFAULT

Cipher Suites (28 suites):

ECDHE ECDSA WITH AES 256 GCM SHA384
ECDHE RSA WITH AES 256 GCM SHA384

DHE RSA WITH AES 256 GCM SHA384
ECDHE_ECDSA WITH CHACHA20 POLY1305 SHA256
ECDHE RSA WITH CHACHA20 POLY1305 SHA256
DHE RSA WITH CHACHA20 POLY1305 SHA256
ECDHE_ECDSA WITH AES 128 GCM SHA256
ECDHE RSA WITH AES 128 GCM SHA256

DHE RSA WITH AES 128 GCM SHA256

ECDHE ECDSA WITH AES 256 CBC SHA384
ECDHE RSA WITH AES 256 CBC_ SHA384

DHE RSA WITH AES 256 CBC_ SHA256
ECDHE_ECDSA WITH AES 128 CBC_SHA256
ECDHE RSA WITH AES 128 CBC SHA256

DHE RSA WITH AES 128 CBC_ SHA256
ECDHE_ECDSA WITH AES 256 CBC_SHA
ECDHE RSA WITH AES 256 CBC SHA

DHE RSA WITH AES 256 CBC SHA
ECDHE_ECDSA WITH AES 128 CBC_SHA
ECDHE RSA WITH AES 128 CBC SHA

DHE RSA WITH AES 128 CBC SHA

RSA WITH AES 256 GCM SHA384

RSA WITH AES 128 GCM SHA256

RSA WITH AES 256 CBC SHA256

RSA WITH AES 128 CBC SHA256

RSA WITH AES 256 CBC SHA

RSA WITH AES 128 CBC SHA

EMPTY RENEGOTIATION INFO SCSV

#1123 il Submit All Changes.

R BRI &R

A A SCRF R S AT 3 3 T OpenSSL 1.1.1d FrifE.

[l CiscolP miFRe
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F 6: ZHEERLFFF £ (OpenSSL 1.1.1d)

waFnuswse aAEnzwiE

FFER FFER FER

DEFAULT kECDHE. kEECDH CAMELLIA128.
CAMELLIA256. CAMELLIA

COMPLEMENTOFDEFAULT  |ECDHE. EECDH CHACHA20

ALL ECDH SEED

COMPLEMENTOFALL AECDH MD5

HIGH aRSA SHA1. SHA

MEDIUM aDSS. DSS SHA256. SHA384

eNULL. NULL

aECDSA. ECDSA

SUITEB128.
SUITEB1280ONLY. SUITEBI192

aNULL

TLSv 1.2, TLSvl. SSLv3

kRSA. RSA

AES128. AES256. AES

kDHE. kEDH. DH

AESGCM

DHE. EDH

AESCCM. AESCCMS

ADH

ARIA128. ARIA256. ARIA

AET TLS 89 SIP E AR EHZ I UE

WAL TLS, ATLAE IR 2 bR G sm i i ih e aeth e Al i vl DURHIE ML A% LUR 2 JE 12

T LA

I TLS 3, WLl LU UE M LAL OB B 554 S 4o PR AT LUK #8043 44 Pk (SAN) A1 3
A (CN)e WERATRAEAS LR BN 5 T RSS2 A5 I BN VERC,  TLS JER RIS a7,

0], TLS 42 KM

LR AR 28 B0 IR LA N R 1 LA -

* LDAPS

* LDAP (StartTLS)

* XMPP

* JEF HTTPS [ T2
* JLF HTTPS [ XSI

* 557 HTTPS [F3CfF F#
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B isvrazsnsrzrzRamER

* TR-069

M HLG LR AL T TLS A&d SIP W R, %] LU I 4 (n) JETR 1K TL'S 2 FRIGIE 7 B & 2k % LA
BT EHLA SRR
FraaZ 8l

s Vil iAEE R L. S Uin) G Web St .

* fF Ext(n) &I+ L, ¥ SIP Transport % & 4 TLS.

UK

FI1 4 Voice> Ext(n).

$ I8 2 {F Proxy and Registration #8543, ¥ TLSName Validate 7Bt % & 0 Yes Ji HH EHLAZRAE, sk E A
No ¢t FEH LA E

St T LU I A AN LIRS U 775 H AERCE SO (cfgxml) HC B 24

<TLS Name Validate 1 ua="na">Yes</TLS Name Validate 1 >

RFHI{EATS Yes F1 No. ERINEE N Yeso

#1183 ¥l Submit All Changes.

AR TFEEEMEERE P imERIER

SRR s, T DARC B HOE DU 5 IR 25 48 I B P 1 2 A i o ML RFC 3329
N e B AR 2 L A R TR AR (G221 https:/tools.ietf.org/html/
draft-dawes-sipcore-mediasec-parameter-08#ref-2) o FLIE 5 R4S %8 2 18] A1 F A& 4 al BAE L UDP.
TCP F1 TLS 1/ SIP ¥rill.  #mT EARRSEIR, DCUF ALK A TLS F, A N AR 1 2 4 1

JIA AT DIAERC B SO (cfgxml) PEEE S8 ERESNSE, ESWEAA T2 Sz,
521 SRR R

FHIaZ Al
ViR I B G, 2. V7R HL T Web ST .

UK

S HAHEE > HH ().
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| CiscolP mif%e it

wrmzenansy

FHIB2 7 SIP Settings ¥4y, WHEEACT I 2 W S50, 5 21 TR BTiA % & MediaSec Request #ll
MediaSec Over TLSOnly 7Bt

$H1E 3 #id Submit All Changes.

HINTEZ E MRS

FHAE LT L Web FEIT BT > 44 (n) HIUE T SIP B 250 D) BT 545 B 1 ¢
SN B BT R RIS . BRI X T HEREE SO (cfgxml) PR IO T8 (0L, JOh ]

TR E S5 XML 18,

R7FERTARENENSH

SH# i3t BB
MediaSec Request i R FE T AL 7 ) IR 55 2 R A A~ T 22 A R
PAT FARAEZ

o PEALE XML(cfg.xml) FHLIERS & SO, AN BL R 55

<MediaSec Request 1 wua="na">Yes</MediaSec Request 1 >

* FEFLG Web Fifi AR, R EOR LT BN B Yes B No.
SV :
* Yes— 7%/ i AR AR . R AR AT T 22 4 bR

« No— 4 SRR . IR SRR IA P22 4. AR AR
JRNET, AT BLARS R 11 45 4 00 DN s A7 22 A

%(U\{E No
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S 152 AR
MediaSec Over TLS Only | 45 xi i o 3 S FH SEAAF- 10 22 4 By 1S 1R A5 A A B 3L o
TN T B Bl Yes 207, I ORE A& TLS.
PAT F AN ERAEL —
* RS XML(cfg.xml) /1 HLTERAC B SCAFTT, N DU RS 0 1 R
<MediaSec_Over TLS Only 1 ua="na">No</MediaSec Over TLS Only 1 >

* 7EHLTE Web S, MRS T 2 b Bk BN Yes B No.

FVFIIME:
— DCEHAF AL RPN TLS I, HE A 23 Aok sl Ak BEGEAR-F- 1

G
* No— JCifi ARSI S T, TG AR 2 A ke I Ak 3 A4 1 22 4 Bl
HRIAE: No

802.1x & F

Cisco IP HL i F BELRFR BLEMY (CDP) AR5 LAN A2 #eH L 31 2 VLAN 23 Bc F0 4 py H g5 5 sk 2%

. CDP ANRBIAHEZM TAEs . Cisco IP FHLIEHEAE EAPOL f& 3L A BEALH], ﬁ%?ﬁ
Cisco IP HLiFE ) TAE R 239 EAPOL W AL B4 LAN AT HH ALK 802.1X Wil 8s . 1A% WL A vl 1
&, ZEVF IR PG HT TP H A2 78 29 LAN AZ b IR 56 B ¢ 0t

Cisco IP FEIEISHRAL/CEE EAPOL VML . W RAHIERE R PC 5 1P HLIEWIIT, LAN AZHHLEA
P PR S, PUOARRE T LAN S5 1P F il 2 (R ARG . o 7 ettt 3 M 4k 52 35k, 1P H
TESARZER N PC [MAS bl ki — N EAPOL {45 HIVH B, X itk LAN A G RR T iF PC K

iF4H .

Xt 802.1X I6IE A 37 s B2 AN A

* Cisco IP Hi%: HLG s &t iy i) P48 13K . Cisco IP HLiGA & 802 1X 5K J7. M 4845 3 51 A
DLl e SRk oy $as il 1P HL T 2 LAN AZ# Lot 1 FERE . G 802.1X &K 7 M BoB AT H
EAP-FAST Fl EAP-TLS L I0 3347 P 48 B3 iF

* Cisco V5 42 HI Ik 55 4% (ACS) (IS =5 bR a%) « Wb MRS58 A H 1l i 25085 1 H
Kok LR I = A TG

* LAN ZZ#HLSCRF 802.1X: AZHML e U iESS, IFAE AT AIRHIE IR 55 4% < M AR TN E . AEACH
SERE, I T A £ HL A Uy 1) R 45 AR o

TEZHAT DL B E R B 802.1X.
o ZEHLE B 802.1X Beik fiy ic & At 414

[l CiscolP miFRe
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s [

il & PC ¥ : 802.1X ApUEARLHFE VLAN, [ 80 06 41F 3 482 2545 5 A8 Wb Lo 1 1) BRS¢
o (B, HULTTHHL S FEZ IRIGAE . AWML E P AL 15 0 LUK PC i RE 2 s AN Y PC i .

o JEr WUEREAE AR SCRFZ SRR S AL, W] LUA H PC i K K PC R 2 1% . £
WAL, CiscoIP HLiE % F-ACHE EAPOL /41, SRIAFEATHM L BT PC 2 8] B IEAS #e

o B WRAZHNA T FF i ERZ DS 802.1X M4, VAR 802.1X B iF i 2%
FHPCuty 7. WERAEEH b 1, J5 R 20 PC e 221 %0 1, AT L2 .46 5% v v Al
PC M £51)5 1)
o fd B E S VLAN: T 802 IX ARUEAFHE & VLAN, MR AT H b S Ff R e B s
o A T SR AT ) S SR 2 I E A b, AT LAk S8 FHE S VLAN.
o ZEH . INRAHN AL RFZ IS, WZEHTES VLAN 2% Rl i 1 /0 e 45 A8 L VLAN,

2 FA 802.1X I&3iF

AT LLLE G R 802.1X BiiF. 802.1 X BeiF /8 M5, LI d FH 802.1 X B 3iF 175 3K P 2% 17 1]
802.1 X Wik )5, HL ikl ] CDP $KH VLAN MR8 17 ) . #5ib v] DAAE F Al R s b Y G =
RN

UK

T PUTLLUFEAEZ —LUA H 802.1 X KAlE:

* fEFLTE Web FIIH, ¢ Voice > System, 4R )5 Enable 802.1X Authentication ‘7Bt & N
Yes. #XJ&, i Submit All Changes.

© FERCE SO (cfgxml) H, A AN BUR S U 745 5

<Enable 802.1X Authentication ua="rw">Yes</Enable 802.1X Authentication>

s fediE b, sempRE B> MERE > AR S >802.1X WiE. K5, iR kg
EWIE TR E N T IR .

P2 () EHFEBFKELUEE TR
* BHRE: TR 802.1x BAERPIRE . REW N
© IEAERHIE: fRRiubd R R T .
« CEIE: fR/R I QAR
« Z5H]: ARoRAEHE EAEH] T 802.1x Kk,

o Wl BoRAT 802.1x BEHY EAP fvk. BRI LLJE EAP-FAST 8 EAP-TLS.
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B zsremnmss

\rLI:I:I:I A Y | = | |
WEIERSEES
s a] LUK H LE B NS P ACH AR & g LA e e o ACHEARSS 9% 78 24 WG A0 B EE A 22 [A) B B <k s o
B R Ih o, WGl AR AR 45 2 i 3 B e, AQER AR &5 2R3 1k F 52 X 28 T it

fnr LB A A S0 E A BT S E BN UR S s (ML BIP Mtk ) ANACEE A 55 4 1A 3 1 KRB
EACR IR S5 4%

PCE A, HTTP ACER R N T+ B A HTTP stk N AR e

* GDS CEUEIS A

* EDOS & % #0%

* M\ Webex == (iliid EDOS F1 GDS)

« ETRAE
*WE

o [EAF T

o BIRRES IR
* PRT Lf%

* XSI %

* Webex /R %%

FHIEZ Al
V] AR B B

UK

TR EES > AR

$E2 FHTTPRIFRE S0, WRIEEERE & SRR A HAb T K.

J¥o
PR3 YT PIIERIEL

- RIBENXN B3

WS Vi) H TS Web S .

Cisco IP liFR 2t |

I HFE P 45 LU N A

LUR D BRI 7 PR KR

 MAERBHMAT (WPAD) N2, WIATEI—DHEME. ik Web Q3 A 30 &I
P ST RACEE A AL E (PAC) SCAF.

s MBMER B s A (WPAD) A, IE7E PAC URL H#i N —AN 4401 URL.

« RIBERAF5h:
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e kszigEms s |

c MARRIBARSB|/EREIENT, WARBENHMANRIEMSE, RO MR
Ui

c MARKIBARSB|/EREIENZ, WARBENHMANRIMS S, ERERR DM AR
. JHERPRTRMANS 4, EERBHRMAEN.

s REEREI K, HIE LA HTTP A RL ) e fl 2%

Rk v A AR IC B AT (cfgxml) HICESH.. ERERDNSH, WS HTTP A BCE NS5
» 5 25 BT TR HR R

$12 4 i Submit All Changes.

HTTP RIBZ E RIS
TREXTHLE Web ATTIES > REATR N HTTPIBIEE 341 HTTP /CEE S 507 Zh e T
V5. EibE T HURALE SCE (cfg.xml) S INPFAF B RE, HPaSH FRE S50 XML AR
g,
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R EHTTPRIBRBERSE

S HIRFNBRINE
ARELRE FRE iR A A HTTP AAHRESC, o225 HTTP ARELIIfE.
« A3

HLIES A RAH B3NS (PAC) S/F LI FACREAR 5 2 o AEIX P
T, T Dy 2 A Web ACEE 1 3 K I (WPAD) PRSCR A % PAC SCAF,
2 T-3hi N PAC U145 %% URL.
HRZHEMFAEL, ESHMAH A8 &I (WPAD) #1 PAC URL.

* F3)
ISITF e e s oy (ENLAA D IP Huhl) FIACEE IR 55 2% it 1
HRZHEWTEAMGE D, S A BN 1.

S
TS T HUE B HTTP ARBEINE .

PAT T AIEE L —

* fEALE XML(cfg.xml) [ HEIERL E SO, Fr N B AS 27 He

<Proxy Mode ua="rw">0ff</Proxy Mode>

* FEHLE Web FHf b, EPEAHA A i D fE .

RVERIME: B3, T

[l CiscolP miFRe
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e kszigEms s |

HIRFIEINE

i H B 8 I
(WPAD)

iff i FELT 2 A8 ] Web ACHE F 3 A& B (WPAD) W SR AR PAC A%

WPAD 133 f# | DHCP 5k DNS % F ) 25 30k B 86 e A AR EE H shid & (PAC)
E. PAC SCHFFH T A4 2 1) URL IEFARER MRS w5 o BESCPE AT AZE Al Bl )
@ FAEE .

s MREBEXREANBHN, SHECEEN.
s WA ZHCE N E, WL AHEE D PAC URL.
ARIZSHI RN L, T§Z0 PAC URL.

PAT T INERAEZ
* L F XML(cfg.xml) FTHLTEECE SCIE, B LL RS 7455 3 -

<Use Auto Discovery WPAD ua="rw">Yes</Use Auto Discovery WPAD >

* FEHLIE Web FHHI L, MU SR T .

RVFIIE: Yes fl No
ERIAME: Yes

PAC URL

PAC U1 URL.
ﬁﬂﬁﬂ; http://proxy.department.branch.example.com
S #F TETP. HTTP Al HTTPS.

IR RERR A BRI PRER B3 &I (WPAD) I E AR, W AZ0HC
S HL.

PAT T ANERAZ
* fEALF XML(cfg.xml) ¥ FETERCESCAE T, A LU RS 74 o
<PAC_URL

ua="rw">http://proxy.department.branch.example.com/pac</PAC_URL>

* 7EHLTE Web FUHIE,  HAN—ANEANALE] PAC SCIFIIA R URL.

NN
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2% HIRFNECAE
B EHL HLB S i (RO AQRE LR 55 2% 1) 1P Ml s EN LA . il

proxy.example.com
ANTEEZ L (ntep:// Of https://)o
IARHAREBRN I E N F a3, WL ARCE LS.
PAT IS
o (EAL XML(cfg.xml) B HITEAC B SCAET, B BL I A U 4
<Proxy Host ua="rw">proxy.example.com</Proxy Host>

* {EFLTE Web St b, A AARELIRSS 2516 TP kb sl A4 .

NN P

BRSSP R S5 a3

IR R BRI E A F B, WL E LS.

PAT FIIRAEZ
* FEAE XML(cfg.xml) (7 RITERC ESCAEF, B LU A U 4T
<Proxy Port ua="rw">3128</Proxy Port>

* FEFETE Web FHI F, AR S5 A i

. 3128
AREE RS54 75 E 5 | i A P 2 5 W BRI AR 45 28 I T3 S E S Ps (P A0S o S
HiF SEAR AL AR 25 2% H SRR AT AT E 11

MR SRR N2, WA E R RN,
RSHINTEAE R, WS 2.
MRERNX K E N F I, SHRCE LR
PAT FANERATZ

* fEA A XML(cfg.xml) [FIHITERC & SCPE, B LL PR U 755 83 -

<Proxy Server Requires Authentication
ua="rw">No</Proxy Server Requires Authentication>

 FEFLLE Web FHif b, MR EREIL B 27 B RT .

RVFI{E: Yes F1 No
BRIME: No
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& F FIPS =3\

AT LU RS AT SRR SAL BEARTEE (FIPS).

FIPS J&— 47 AR 2 FBURF 8 F DS SRS B A (R BSURT 7560, s R R A FH ) SRS AR B o s A0
AIHABAS EHEANRE. OpenSSL FOM  (FIPS AR AELH) & — AN e At A A, st T5
OpenSSL FESE 7, K48 H OpenSSL FEFN API 7™ i o] LU FA L 40 0 48 FIPS 140-2 B0 1F BN

FIPS 532 A LA BRI
* TRO69 .24

L el |

HIRFIEINE

ARBRIR S5 & L Se o i 44

IRRIBER BN T, Jf HRBRSBERBIERH HR, WLANCH %
B

PAT T INERAEZ
* FEAL XML(cfg.xml) (7 HITREC ESCAEF, B LU A S 54

<Proxy Username ua="rw">Example</Proxy Username>

* {EHLTE Web St F, BIAH 4.

P ARG IE H 98 L 2 B

IR W E N T3, JF HREBRSBF[EREIEBE NZE, WAHNE %
2.

PAT IR Z
* R XML(cfg.xml) FUHLTRACE SCPFH S S A LU IS U4 H
<Proxy Password ua="rw">Example</Proxy Password>

* FEFLTE Web Fifn b, O P ARG RS A AT RO RS

RN =

* HTTP Digest :1iF 2%

FHiaZ |l

o Vil HIEEBEM UL, 5SS Vil HiE Web FUHI .
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ST LTS > R4
ST EREQEMNT, N FIPSERS DR RAE.
AT FIPS BN, i L2 R e 2 RSN B, I EL AT 2 RT3
JESh, T FIPS BRI, ol i 2 RS BT 1 G FIPS ARG B 20 .

#1183 #id Submit All Changes.
JE R FIPS I, LA N ZhREW] e L il b IC4RIsAT

EUZRIIE PRT 1% —HEImA (OBTJ)

LA li] 1125 JEid TLS i SIP

%Eﬁiﬁ‘ﬂﬂ i SCA T IR A SRTP

802.1X E AT 05 TR 4% SIP Digest (RFC
8760)

HTTPs k% | Webex HATHG . Webex FFIY H . Webex H | Http /CEE

o K

B T = O oo g
BRI A= ik
AP L ST RS, 1 . SR P 7 T 26 R 24 M MR ok . A B
P R AT 1L AR A HOBUR) . IR R AR R R S
o A T 5 S . (A=, B0 ) B i PR . SRR Al 2
L e, 3 S B A

fIEEH D &BIPEGNME R, &Y https://www.bis.doc.gov/policiesandregulations/ear/index.htm
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