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ZNE

<LdapSupportedMechanisms>GSSAPT EXTERNAL PLATN</LdapSupportedMechanisms>

3. W%, PC'E LdapUserDomain 4 UL & Jabber H Tl ik LDAP 45 25 3EAT AR (145, 41
g

CUCMUsername@LdapUserDomain
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Cisco H X R (CDI) BURIEA H %42 1% (BDI) Al s Al H sk 8k (EDI) 240, CDI ZH0EH T fy

T i o

Cisco Jabber BREHE

HE1: WRELRFHZE 11.8 B8 Jabber

?ﬂaﬂ] BT RS R, LA LDAP R4 [ 33 T & B 5 4 560 E
A Tt LDAP R 45845 KA THURN AT 1) 56 11E 2% 301 o

FE2: REMEDIBEEHLKE 11.8

IR A HCE AL EDI 24, I Jabber K51 H( EDI Z #0085 ] T80 H SRR G FAT5

BWETHE EDI 25, ¥ H N 53407 CDI 4.
BE3: WREMN BDIEEALKE 11.8

WA ECE R ATH] BDL 248, WAZ0K BDI 2240 55 A4 55
BDIPrimaryServerName, &7 226 2 40% 4 4 PrimaryServerName. BDIEnableTLS ##5#: 4 UseSSL

=z 4: NRENES EDUBDI BEEEHRKE 11.8

Ln G4 BT B RIS EDIL A BDI, W 2AZ5 K 25 BDI fRCE, R4 Jabber 751823 LDAP IR %52/

14 H EDI 244,

TRFIH T BDI M1 EDI %%, #5W] CDI %04 Mol H

BRARE |

M CDI 24 fltn, X+

TS T Jabber 11.8 BY T s A .

BDI 3 EDI 3 CDI &

- DirectoryServerType DirectoryServerType
- ConnectionType -
BDILDAPServerType - -
BDIPresenceDomain PresenceDomain PresenceDomain
BDIPrimaryServerName PrimaryServerName PrimaryServerName
- SecondaryServerName SecondaryServerName
BDIServerPort1 ServerPort1 ServerPort1

- ServerPort2 ServerPort2

- UseWindowCredentials -
BDIUseJabberCredentials - -
BDIConnectionUsername ConnectionUsername ConnectionUsername
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BDI &4 EDI 53 CDI &4
BDIConnectionPassword ConnectionPassword ConnectionPassword
BDIEnableTLS UseSSL UseSSL

- UseSecureConnection -

BDIUseANR UseANR UseANR
BDIBaseFilter BaseFilter BaseFilter
BDIGroupBaseFilter GroupBaseFilter GroupBaseFilter
BDIUseANR - -

BDIPredictiveSearchFilter

PredictiveSearchFilter

PredictiveSearchFilter

DisableSecondaryNumberLookups

DisableSecondaryNumberLookups

SearchTimeout

SearchTimeout

UseWildcards

UseWildcards

MinimumCharacterQuery

MinimumCharacterQuery

BDISearchBasel SearchBasel, SearchBase2, SearchBasel, SearchBase2,
SearchBase3, SearchBase4, SearchBase3, SearchBase4,
SearchBase5 SearchBase5

BDIGroupSearchBasel GroupSearchBasel, GroupSearchBasel,
GroupSearchBase2, GroupSearchBase?2,
GroupSearchBase3, GroupSearchBase3,
GroupSearchBase4, GroupSearchBase4,
GroupSearchBase5 GroupSearchBase5

BDIUseSipUriToResolveConta
cts

UseSipUriToResolveContacts

UseSipUriToResolveContacts

BDIUriPrefix

UriPrefix

UriPrefix

BDISipUri

SipUri

SipUri

BDIPhotoUriSubstitutionEnab led

PhotoUriSubstitutionEnabled

PhotoUriSubstitutionEnabled

BDIPhotoUriSubstitutionToken

PhotoUriSubstitutionToken

PhotoUriSubstitutionToken

BDIPhotoUriWithToken

PhotoUriWithToken

PhotoUriWithToken

BDIPhotoSource

PhotoSource

PhotoSource

LDAP_UseCredentialsFrom

LDAP_UseCredentialsFrom

LDAP_UseCredentialsFrom

LDAPUserDomain

LDAPUserDomain

LDAPUserDomain

LdapSupportedMechanisms
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BDI EDI 53 CDI &4
BDICommonName CommonName CommonName
BDIDisplayName DisplayName DisplayName
BDIFirstname Firstname Firstname
BDILastname Lastname Lastname
BDIEmailAddress EmailAddress EmailAddress
BDISipUri SipUri SipUri
BDIPhotoSource PhotoSource PhotoSource
BDIBusinessPhone BusinessPhone BusinessPhone
BDIMobilePhone MobilePhone MobilePhone
BDIHomePhone HomePhone HomePhone
BDIOtherPhone OtherPhone OtherPhone
BDIDirectoryUri DirectoryUri DirectoryUri
BDITitle Title Title
BDICompanyName CompanyName CompanyName
BDIUserAccountName UserAccountName UserAccountName
BDIDomainName DomainName DomainName
BDICountry Country Country
BDILocation Location Location
BDINickname Nickname Nickname
BDIPostalCode PostalCode PostalCode
BDICity City City

BDIState State State
BDIStreetAddress StreetAddress StreetAddress

Cisco Unified Communications Manager User Data Service

H PR RSS (UDS) 2 tEC R N fEPTH Cisco Unified Communications Manager | REST #21.
FELLVFEO R, UDS HF3AT1 R N T
* WIIR ¥ & DirectoryServerType 2 LI %% F v ic & SC A4 1) UDS i .
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R RC B IS, 2 i e 2 =) 7 K B8 A A M A8 ] UDS BEATIE R A AT
o W LB ER 2 Expressway for Remote and Mobile Access.
fFFHEIC BT, % i e A 7 B K s 258 B B UDS i1 T R AR -

OB R N B S H s %5 %5 1Y Cisco Unified Communications Manager |5 . Cisco Jabber X )5 [
EIM UDS K R iz R N

Cisco Unified
Communications
Manager

)

HTTPS

QCHEM %
ZNBE B R AR

XF45 24 Cisco Unified Communications Manager FEAE (K156 2R A fiAT, KA H b 0 B F 7 )
R . PRALE BRI P T A

ol 41437 40,000 AN 20,000 AN JEAEAEIESE . 20,000 ST EAELERR . R FTAEAL
BT B #BHA AR Cisco Unified Communications Manager 742

* cucm-cluster-na (J£3)

* cucm-cluster-eu (EXKIN)
TEdt7RGI, KT AT 40,000 N RS B AMEEE . 1E cucm-cluster-na THEAEIESEN 20,000
NS, 1F cucm-cluster—eu FRALRRPIK 20,000 4N .

SRR I AESE TP I, - Cisco Jabber 23 cucm-cluster-na HRTR KR FITEAIIC R (F
B

B REIY BRHHT S, - Cisco Jabber 3 A cucm-cluster-eu AR LS FITEAIIR R (F
Bo
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1 FEHY UDS BX & A KR

R AN RN UDS § e 214 1) LDAP fIli45 %% . 7E Cisco Unified Communications Manager 11.5 (1)
i RAH, ST DAL E Jabber A& 15 R 1) LDAP g5 25

LDAP JER 514

Cisco Jabber fff AN [F [ @ E A RIER AR, BRIATEOL T, JFAEX T X L)@ AR d T R 5. Iif
A8, 2% Cisco Jabber i F ) @ 1T & 5] .

WA BN R RS, A PR 7E LDAP Rk 554% LR 51 LUR @t
* sSAMAccountName
* displayName
*sn
* name
* proxyAddresses
* mail
* department
* givenName
* telephoneNumber
* otherTelephone
* mobile
* homePhone

* msRTCSIP-PrimaryUserAddress

LDAP B 55k 7

Bt Jabber E 3] LDAP 4548, BT E w2 X LDAP HAlF Jabber F )7 #0753,

o UTRAE ARSI E SO R Jabber-config. xml XA E UFEE, BAITEA LA 2 T BRIN LTI
BRINIE T E Jabber 1 ] Kerberos 5% %% )7 it il 15 (SASL External) [ 2113 82 21 B R AR RS #5% .
PATERUAE FH b 0T, (KR e A B A )

* L 444k LdapSupportedMechanisms Z$(ic & PLAIN{H, {HAMCE H 3600 & SO H P 4 s,
UL Fon DA E A% P i h N H S AR IE .
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Jabber ID & 4RR 5 .

o TN, INHLERFI RS ECE SO A w1, WA DA jabber-config. xml LA
LDAP_UseCredentialsFrom Fit. & 2% #5 3¢ Cisco Unified Communications Manager 55 iiF K& X
Jabber M4 I R N KR S5 8077 5

© WER SRR IRAN T, AR AR 55 il B S BR j abber—config. xml SCAFRAEK— AL A1
MIPEE . AT 2 45 R B AIK. Cisco Jabber A MK ™ 3l i 1 58 ACKIE RSS2 HEAT B0k . FRAT
VLR O H A R BT R BR, JF HOR R S AR AR . FEROUT, T Jabber
HI B X AR IR EAT I R

\}

¥ H Cisco Unified Communications Manager 12.0 FASIES , 148 Joy2 76 IR 45 e B S L FH 7 44 F a0
Jabber H #3845 FATREATIS UE LA B SRS BT . Y 55— 6 5k 3] Jabber B 23 5@ %1
WU P S — A BATHEATIRUE, AR 12007 B R A BRI, AbATT 2 e B4 .

Jabber ID /T4 5F

H ) 1D B9 LDAP J& 144 sAMAccountName. X220\ JETE.

WHRA ) ID )EEAE sAMAccountName, - HAELE Cisco Unified Communications Manager IM and
Presence Service H{ T ERIAI) IM ik 5 58, WA 200 12 J 1 45 5 oh %% ) i i S AP I 25U
Wk prs:

CDI %4 UserAccountName. <UserAccountName>attribute-name</UserAccountName>

WIRARAERE PR i@ e, HizEMEA L sAMAccountName, W% 7 Bk o2 dr H b 1 I5E &
No 853, HIPASTIAERPARE, IF HARE AR ST R .

825 Jabber Id
Cisco Jabber {8 il Jabber 1D 442 H 31 (U6 RS . 7 JLASEIAT HI TR A0 H e 42
CHREE BRI, AN H RO B T T2, ST LU P R e AN R 4

RO, B R R RGO € 4l B, HResm i T BA RINE EZhRE. B ou
HIARLE I, SRR R IR R E TR

« BRTIRRE — AU H X, OUEE Ha FIAARK, DUSRER X R UM 5 .

© TR 2SR RS — W LUE X2 E S R E DL IR & . BRIAMEN ANR O]
AR

A RIX LRI VEANE B, 1S (Cisco Jabber NS HZH a1 A ¢ H AT .

N HUBX R A RIR

Cisco Jabber fg 5 7 il ML ZAHI R AR IXLEAMI R NPT FELL F 2535
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* 174i#7E IBM Notes H {4 HIEC R A AT i Cisco Jabber Windows iIRA (FRAS 11.1) Vil

o M TR R A\ AT I Cisco Jabber Mac fiiA< . cisco Jabber Android iR 4~ F1l Cisco Jabber iPhone
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AHGAT A5 K AE 24 /DI JE L3

RITEEREKARA

Jabber TR AN RIS A 2 FA R BRI Jabber W] LLLE 2Nk R KU 4k 21 [/ — MR A RIIL
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1. Jabber ID (JID) — &1 905405 JID, Jabber ¥ 3& T VLA IC 5% . Jabber NEARYE “HEAE” Bk
CRG TS FBAEE— P

2. BB — WRAC A CHBLE” B, Jabber B 3E T ILUCHCIC S . Jabber ANA R FE G S A
AR

3. BIESH — WU B E TS, Jabber KL T HEILHLIC K .

* Jabber EEALIC IO E BN IL Rk 5 7] — N AVLECH, eI FIRR A S LA — MR R Al

RS T5 SRR G
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HE I PTIC
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[z A2 FF# S A
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BREHRLSHM
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TR 40890231309 #l 23139,

Cisco Unified Communication Manager UDS (i&FH T #3h#0
Remote Access)

Cisco Unified Communication Manager UDS 2 Cisco Jabber 1ff ] Expressway for Mobile and Remote
Access FEATIER AL FH IR AR . Ut RARAE 2 W B K BE N EE LDAP, FATTEEKs LDAP H
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TR ANKIE
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o Yy — W HR R AN IO, & ey IR EET 30%, MR R ES
70% o

fFlan, R HEFETREBCRAM A TR 100143, S8 200 1425, Cisco Jabber 77 2 M L
HEY 100 155, DASEHL 11 e s bh. ZESETEOLR, & e MR R T A EY 30 1955, MY
JEEBIRDT 70 & .
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o WAWARIIAE S, 5 109 T
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o POE BALEERRUE , 25 110 5T
o G FHARE, 2B 111 T
« %4 LDAP, #5111 it
s CIRUEM UDS KRN, 112 1T
s EP, E 112 50
o ZHPFEEYMER U ERIRS B AT R SCRE 5 5 116 1T

R G = AR A & RN SR BRI H

W RAESE Cisco Unified Communications Manager IM and Presence 10.5(2) B 5 & A A FHFE A S0
AR ISR SCATAL R B 3, 8 PT LIORE SO Ik 1) 5 R IR 55 i LASBEAT A% A SRS S

ARG TEANE S, W21 Cisco Unified Communications Manager I IM and Presence Service [f]
BRI RS T

A RHBC B AL A FERER R TEAIE &, W52 (Cisco Unified Communications Manager IM and
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N MR T A b R SN TR AE
EE il W ETIE AR Nk

PR IRASE [t TLS v12 1 XMPP | X.509 AFARERLALHIE T | AES 256 i

RSB ER S & PRt &
PLR HRSS 2848 X.509 ABHFERESER) (PKT) EFAILL R 5 Cisco Jabber B TLS 1% .
* Cisco Unified Communications Manager IM and Presence
* Cisco Unified Communications Manager
FEMRSS & 59 % 7 i VRS TLS N6 2 e, % )7 i MR 95 ds B o AL ORIAZ e cx i 91, Loln s RIS v 6L
T&RFIH T Cisco Unified Communications Manager IM and Presence Service [ PKI ilF 18K .

R HIAKE

Cisco Unified Communications Manager IM and 2048 fi7
Presence Service XA 9.0.1 Fl 5 =il A

XMPP finz

Cisco Unified Communications Manager IM and Presence Service i Ffl K] AES 5772 N2 1K) 256 A7 K J&F
SUEEH, LMRA Cisco Jabber 15 7E 2R A e 55 2% 2 18] R RIS 71 RV &

I SR T A i IR 25 281 R TR R 1R 22 4%, 1) BAAE Cisco Unified Communications Manager IM and
Presence Service /0 # XMPP %2 UH . A RZERERNTEAGEE, ESHLLTNEA:

* Cisco Unified Communications Manager IM and Presence Service — IM and Presence (1% 4L &

BIRHH RiER

fn] DURRYE W848 5 O Sk B I W BT AE RS . B0 sk B W R, T ARG B AN B e, sl 58 =T
EIPEMR S 2845 . Cisco Unified Communications Manager IM and Presence Service AN EAESMT
s PR B =T A U IR 25 2% ac sk (R RV B, o 8 D6 20T i I 5 A S s 2 B = 6 P i
2%, DAMRI DRI S

ARG MIER TR R, TES LT N

* Cisco Unified Communications Manager IM and Presence Service— IM and Presence Service 1R
EPSSE N

AR )RR A FE (RN FREHEL, W AES, BRAHENVE, WRSA) MIEMER, HS
% LE 8 H2 https://www.cisco.com/c/en/us/about/security-center/next-generation-cryptography.html ¥~
— RN (Next Generation Encryption) .
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