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= CHAPTER 7 0

Monitoring System Processes and Logs

FEEs 3

This chapter provides details on monitoring the health of the switch. It includes the following sections:
e Displaying System Processes, page 70-1
e Displaying System Status, page 70-2
e Core and Log Files, page 70-3
e Online System Health Management, page 70-6
e Default Settings, page 70-7

Displaying System Processes

To obtain general information about all processes using Device Manager, follow these steps:

Step1  Choose Admin > Running Processes.

You see the Running Processes dialog box shown in Figure 70-1.
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Figure 70-1

@ c-18B6 - Running Processes @

rFHS
Processld  Mame MemAllocated (B) - CPU Time (us)
1 init 16620 437E300]
2 kevertd u] 1150
£ k=oftirgd_CPUO 0] 1943380227
4 k= aped ] 2
5] bdflush u] 3
B kupicated u] 8570879
1376 kjouriald u] 1443394
13583 kjournald u] 5583509
1578 partmap 17000 1081
1587 hittpdd 746040 91308014
1504 rpc.nfzd 22304 31492455
1396 rpc.mauntd 23005 J1660425
1:295 EyEmar 4031 464 72131431
1796 mping-thread ] [55]
1797 mping-thresad ] 35
1879 =dip-rmts-thread u] 06777
2617 inetd 100340 26575
2618 titpd 5820 7638
2619 ysiogd 259485 888109476
2620 sohwrapd 170412 37699
2622 platfarm 1431165 713545891
2626 usd_mts_kthread ] &
2633 kfu_fem-app-137 0] 18
2634 kfu_mts-app-137 u] B
2630 hel_mtzs_kthread i) 23
2654 redun_kthread u] 21
2655 redun_timer_kth ] 2
2659 |z-rotify-mts-t u] 40517005
Refresh ] ’ Help ] ’ Close ]
142 rowe(s]

Where:

Step 2

e Processld = Process ID

e Name = Name of the process

Running Processes Dialog Box
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e MemAllocated = Sum of all the dynamically allocated memory that this process has received from
the system, including memory that may have been returned

e Runtime (ms) = CPU time the process has used, in microseconds

Displaying System Status

To display system status from Device Manager, follow these steps:

Step 1

You see the System dialog box shown in Figure 70-2.

Choose Physical > System.

Click Close to close the dialog box.
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Figure 70-2 System Dialog Box

sw172-22-46-220 - System [

Cisco SAN-03(tm) m9500, Software (m9500-sF1ek9-mz), Version
5.1(3), RELEASE SOFTWARE (Fc2) Capyright (<) 2002-2005 by Cisco
Description: Systems, Inc, Compiled 4/22/2007 16:00:00

UpTime: 1 day, 02:05:09 {2007/04/30-12:21:10)
Mame: | swi72-22-46-220
Location: | bldg 7
Contact: | Mani
SwitchivwhM: | 20:00:00:05:30:00:34: %
ClockDateandTime: | 2007/05/01-13:26:19 GMT-03:00
TimeZone: | GMT-08:00

ProcessorRAM: 1.053G
MYRAM: 199,329M [ 374,354M (53% used)

[] FIPSModeactivation

[ Refresh ][ Help ][ Close ]

183044

Step2  Click Close to close the dialog box.

Core and Log Files

e Displaying Core Status, page 70-3
e C(learing the Core Directory, page 70-4

For information on copying core and log files, refer to the Cisco MDS 9000 Family CLI Configuration
Guide.

Displaying Core Status

To display cores on a switch using Device Manager, follow these steps:

~

Note Be sure SSH2 is enabled on this switch.

Step 1 Choose Admin > Show Cores.

You see the Show Cores dialog box shown in Figure 70-3.
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Figure 70-3 Show Cores Dialog Box

@ 172.22.46.223 - Show Cores X
Modul e—num Frocess—name FID Core-create-time
1 prefpath 1473 Oct 5 14012
1 prefpath 1480 Oct 5 14:15
1 prefpath 1633 Oct 5 14:15
1 prefpath 1645 Oct 5 14:15
1 port-channel 1458 Oct 5 1427
1 port-channel 2423 Oct 5 15:14
[ Clear H Refresh H Close ]
&
Authentication successiul o
@

Where:

Module-num shows the slot number on which the core was generated.In this example, the £spf core was
generated on the active supervisor module (slot 5), fcc was generated on the standby supervisor module
(slot 6), and acltcam and £ib were generated on the switching module (slot 8).

Step2  Click Close to close the dialog box.

Clearing the Core Directory

To clear the cores on a switch using Device Manager, follow these steps:

~

Note Be sure SSH2 is enabled on this switch.

Step 1 Click Clear to clear the cores.

The software keeps the last few cores per service and per slot and clears all other cores present on the
active supervisor module.

Step2  Click Close to close the dialog box.

First and Last Core

The First and last core feature uses the limited system resource and retains the most important core files.
Generally, the first core and the most recently generated core have the information for debugging and,
the First and last core feature tries to retain the first and the last core information.
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If the core files are generated from active supervisor module, the number of core files for the service is
defined in the service.conf file. There is no upper limit on the total number of core files in the active
supervisor module. The defined number of core files work for every VDC.

To display the core files saved in the system, use the following commands:

Command Purpose

switch# show cores Displays all the core files saved in the default-VDC.

switch# show cores vdc-all Displays all the core files saved in the system. The number
of core files is defined in service.conf file.

First and Last Core Verification

You can view specific information about the saved core files. Example 70-1 to Example 70-2 provide
further details on saved core files.

Example 70-1 Regular Service on Default-VDC on Local Node

For example, pixm crashes five times. The output of show cores vdc-all displays five core files. Three
minutes later, the second oldest core file gets deleted to comply with the number of cores defined in the
service.conf file.

switch# show cores vdc-all

VDC No Module-num Process-name PID Core-create-time
1 5 pixm 4103 Jan 29 01:30
1 5 pixm 5105 Jan 29 01:32
1 5 pixm 5106 Jan 29 01:32
1 5 pixm 5107 Jan 29 01:33
1 5 pixm 5108 Jan 29 01:40

switch# show cores vdc-all

VDC No Module-num Process-name PID Core-create-time
1 5 pixm 4103 Jan 29 01:30
1 5 pixm 5106 Jan 29 01:32
1 5 pixm 5107 Jan 29 01:33
1 5 pixm 5108 Jan 29 01:40

Example 70-2 Regular Service on vdc 2 on Active Supervisor Module

For example, there are five radius core files from vdc2 on the active supervisor module. The second and
third oldest files get deleted to comply with the number of core files defined in the service.conf file.

switch# show cores vdc vdc2

VDC No Module-num Process-name PID Core-create-time
2 5 radius 6100 Jan 29 01:47
2 5 radius 6101 Jan 29 01:55
2 5 radius 6102 Jan 29 01:55
2 5 radius 6103 Jan 29 01:55
2 5 radius 6104 Jan 29 01:57
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switch# show cores vdc vdc2

VDC No Module-num Process-name PID Core-create-time
2 5 radius 6100 Jan 29 01:47
2 5 radius 6103 Jan 29 01:55
2 5 radius 6104 Jan 29 01:57

Online System Health Management

Note

The Online Health Management System (system health) is a hardware fault detection and recovery
feature. It ensures the general health of switching, services, and supervisor modules in any switch in the
Cisco MDS 9000 Family.

For information on most Online Health Management System procedures, refer to the Cisco MDS 9000
Family CLI Configuration Guide.

This section includes the following topics:
e About Online System Health Management, page 70-6
e Performing Internal Loopback Tests, page 70-7
e Performing External Loopback Tests, page 70-7

About Online System Health Management

The Online Health Management System (OHMS) is a hardware fault detection and recovery feature. It
runs on all Cisco MDS switching, services, and supervisor modules and ensures the general health of
any switch in the Cisco MDS 9000 Family. The OHMS monitors system hardware in the following ways:

e The OHMS component running on the active supervisor maintains control over all other OHMS
components running on the other modules in the switch.

e The system health application running in the standby supervisor module only monitors the standby
supervisor module—if that module is available in the HA standby mode. See the “HA Switchover
Characteristics” section on page 17-2.

The OHMS application launches a daemon process in all modules and runs multiple tests on each module
to test individual module components. The tests run at preconfigured intervals, cover all major fault
points, and isolate any failing component in the MDS switch. The OHMS running on the active
supervisor maintains control over all other OHMS components running on all other modules in the
switch.

On detecting a fault, the system health application attempts the following recovery actions:
e Performs additional testing to isolate the faulty component

e Attempts to reconfigure the component by retrieving its configuration information from persistent
storage.

e Ifunable to recover, sends Call Home notifications, system messages and exception logs; and shuts
down and discontinues testing the failed module or component (such as an interface)

Cisco MDS 9000 Family Fabric Manager Configuration Guide
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e Sends Call Home and system messages and exception logs as soon as it detects a failure.
e Shuts down the failing module or component (such as an interface).

e Isolates failed ports from further testing.

e Reports the failure to the appropriate software component.

e Switches to the standby supervisor module, if an error is detected on the active supervisor module
and a standby supervisor module exists in the Cisco MDS switch. After the switchover, the new
active supervisor module restarts the active supervisor tests.

¢ Reloads the switch if a standby supervisor module does not exist in the switch.

e Provides CLI support to view, test, and obtain test run statistics or change the system health test
configuration on the switch.

e Performs tests to focus on the problem area.

Each module is configured to run the test relevant to that module. You can change the default parameters
of the test in each module as required.

Performing Internal Loopback Tests

You can run manual loopback tests to identify hardware errors in the data path in the switching or
services modules, and the control path in the supervisor modules. Internal loopback tests send and
receive FC2 frames to/from the same ports and provide the round trip time taken in microseconds. These
tests are available for Fibre Channel, IPS, and iSCSI interfaces.

Choose Interface > Diagnostics > Internal to perform an internal loopback test from Device Manager.

Performing External Loopback Tests

You can run manual loopback tests to identify hardware errors in the data path in the switching or
services modules, and the control path in the supervisor modules. External loopback tests send and
receive FC2 frames to/from the same port or between two ports.

You need to connect a cable (or a plug) to loop the Rx port to the Tx port before running the test. If you
are testing to/from the same port, you need a special loop cable. If you are testing to/from different ports,
you can use a regular cable. This test is only available for Fibre Channel interfaces.

Choose Interface > Diagnostics > External to perform an external loopback test from Device Manager.

Default Settings

Table 70-1 lists the default system health and log settings.

Table 70-1 Default System Health and Log Settings
Parameters Default
Kernel core generation One module.
System health Enabled.
Loopback frequency 5 seconds.
Failure action Enabled.
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