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CISCO ASA 5500 SERIES ADAPTIVE SECURITY APPLIANCES
SOLUTION OVERVIEW

Cisco ® ASA 5500 Series adaptive security appliances are p  urpose-built solutions that combine best-of-breed s ecurity and
VPN services with the innovative Cisco Adaptive Ide ntification and Mitigation (AIM) architecture. Desi  gned as a

key component of the Cisco Self-Defending Network, the Cisco ASA 5500 Series provides proactive threat defense that stops
attacks before they spread through the network, con trols network activity and application traffic, and delivers flexible VPN
connectivity. The result is a powerful multifunctio n network security appliance family that provides t he security breadth and
depth for protecting small and medium-sized busines s and enterprise networks while reducing the overal | deployment and
operations costs and complexities associated with p roviding this new level of security.

The Cisco ASA 5500 Series delivers a powerful coratibn of multiple market-proven technologies isirsgle platform, making it operationally
and economically feasible to deploy comprehensaeeiisty services to more locations. And its mutiiftion security profile virtually eliminates the
difficult---and risky---decision of making tradefsfbetween robust security protection and the djoeral costs associated with multiple devices in
numerous locations.

Figure 1. Cisco ASA 5500 Series Adaptive Security Appliance

The Cisco ASA 5500 Series helps businesses mazetiotly and efficiently protect their networks ehdelivering exceptional investment
protection via the following key elements:

« Market-proven security and VPN capabilities---Full-featured, high-performance firewall, introls prevention system (IPS), network antivirus,
and IP Security/Secure Sockets Layer (IPSec/SSIN ¥ehnologies deliver robust application securiser- and application-based access
control, worm and virus mitigation, malware protent and remote user/site connectivity.

« Extensible Adaptive I dentification and Mitigation services ar chitecture---Leveraging a modular services processing antyp&amework,

AIM enables the application of specific securityn@twork services on a per traffic flow basis, @eling highly granular policy controls and anti-
x protection with streamlined traffic processingeTefficiencies of the Cisco ASA 5500 Series AlMtatecture, as well as software extensibility
and hardware extensibility via user-installableBig Services Modules (SSMs), enable evolutioexéting services as well as deployment of
new services without requiring a platform replacehwe performance compromise. As the architectioahdation of the Cisco ASA 5500 Series,
AIM enables highly customizable security policiesiainprecedented services extensibility to helpgetagainst the fast evolving threat
environment.

« Reduced deployment and oper ations costs---Multifunction appliance allows for platform, cfiguration, and management standardization,
helping to decrease the costs of deployment anding@perations.
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MARKET-PROVEN SECURITY AND VPN CAPABILITIES

The Cisco ASA 5500 Series leverages Cisco’s exggeiti developing industry-leading and award-winrsagurity and VPN solutions, and
integrates the latest technologies from Cisco®P3B0 Series Security Appliances, Cisco IPS 420@%Séntrusion Prevention Systems, and

Cisco VPN 3000 Series Concentrators. By combiniege technologies, the Cisco ASA 5500 Series dslie unmatched, best-of-breed solution
that stops the broadest range of threats and mevidsinesses with flexible, secure connectivitjoog. The breadth and depth of security and
networking services provided by the Cisco ASA 55@0ies enable it to protect any area of the netwndiuding the most common threat vectors
such as mobile users, remote sites, and unmanagitbgds and servers. As a key component of Ciguteptive Threat Defense and Unified
Secure Access strategies, the Cisco ASA 5500 Sewieserges a wide range of security and VPN teduies$ to provide rich application security,
anti-x defenses, network containment and contral, secure connectivity.

Application Security

The Cisco ASA 5500 Series provides strong appbeoakayer security through 30 intelligent, appliocatiaware inspection engines that examine
network flows at Layers 2—7. To defend networksifrapplication-layer attacks and to give businessesrol over how applications and protocols
are used in their environments, these inspectigines incorporate extensive application and prdtkiowledge and employ security enforcement
technologies that include application/protocol caanahfiltering, protocol anomaly detection, and &milon and protocol state tracking. As another
layer of application inspection and control, thespection engines also incorporate attack deteta mitigation techniques such as buffer
overflow defenses, content filtering and verificati and URL deobfuscation services. Inspectionrewgare available for a wide range of popular
applications and protocols, including Web servifigs transfer services, e-mail services, voice andtimedia services, database services, operating
system services, and 3G Mobile Wireless serviches@& inspection engines also give businesses tomtepthreats such as instant messaging, peer-
to-peer file sharing, and other tunneling applmasi, allowing businesses to enforce usage policidsprotect network bandwidth for legitimate
business applications.

Anti-X Defenses

The Cisco ASA 5500 Series provides advanced, hegfepmance protection against network- and apptinaiayer attacks, denial of service (DoS)
attacks, and malware, including worms, networksaés) Trojan horses, spyware, and adware. Effeatitiex defense requires broad attack detection
coupled with advanced analysis techniques, resyitirnighly accurate threat classification thafplsetnsure appropriate mitigation actions are taken
without impact to legitimate network traffic.

Advanced detection techniques---To help ensure that threats do not go unnotiteziCisco ASA 5500 Series offers numerous detectiethods

to detect policy violations, anomalous activitydamlnerability exploitation. These methods incledateful pattern recognition for stopping attacks
hidden inside a data stream; protocol analysisatidate network traffic; traffic anomaly detectitmidentify attacks that cover multiple sessiond an
connections; protocol anomaly detection to iderdifacks based on observed deviations in the ndrfR@l behavior of a protocol or service; and
Layer 2 analysis to detect man-in-the-middle agaS8pecialized safeguards are used to “scrub” mkttaffic to prevent “detection evasion”
attempts; these safeguards include IP fragmenteg@ssembly and normalization, TCP stream reasgeanbl normalization, TCP evasion control,
IP antispoofing, and deobfuscation.

Combined with the extensive detection techniqueswio innovative analysis and correlation techni@edrom Cisco Systems that enable accurate
mitigation of the detected threats: Risk Rating HrelMeta Event Generator.
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Risk Rating---To help ensure that malicious attacks are stdpgthout impact to legitimate traffic, the Cisc®@A 5500 Series makes use of
Cisco’s innovative Risk Rating technology. Goingdied the typical single factor methods in determinihreat risk, Risk Rating incorporates
four measures to accurately determine the riskaheent:

« Event severity---Rating indicating the relative impact of thedht
« Signaturefidelity---Rating indicating the accuracy of the signature

¢ Asset value---Customizable value indicating the importance¢hef attack target (low value for a print serveaiwiring closet, a high value for an
e-commerce server in a data center, for example)

Attack relevancy---Value based on susceptibility of the targetite attack type

These four factors combine to produce an accuhagat rating that allows for confident mitigatioctians to take place.

M eta Event Generator---To quickly and accurately identify and stop werthat can rapidly propagate and cause extensivagk the Cisco ASA
5500 Series includes Cisco’s Meta Event Generatdmiology, which provides unique on-device coriatatapabilities. This is achieved through
real-time modeling of worm behavior, including adation of multiple event types and the time betwigelividual events. As worms attempt to
move through a network, they propagate throughrdresmission of multiple packets, which in manyesaappear to be legitimate traffic. The Meta
Event Generator uses its real-time correlationisesvto identify the initial packets associatechwitorm propagation and stops the follow-on
packets necessary to complete the worm infestafiis. results in the worm not being able to redhihtended target intact, thereby “killing”

the worm.

Network Containment and Control

The Cisco ASA 5500 Series delivers a wide rangeetivork containment and control services to giveitesses precise control over application
access and network traffic flows. As a secure fatiod, Cisco ASA 5500 Series appliances provide stateful inspection firewall services,

tracking the state of all network communicationd areventing unauthorized network access. Busisesse enforce their corporate security
policies, as well as application and resource upagieies, using the highly flexible access contetvices provided by the Cisco ASA 5500 Series.
Policies can easily be constructed using a vadeglements, including user identity and group mership, network resource addresses, predefined
or custom application types, associated VPN tuntiete of day, day of week, and more. Ongoing adstiation of these policies can be simplified
using the network and application object groupiagabilities offered by the Cisco ASA 5500 Seriesl#ing businesses to easily add a new
network device or application to an existing objgup, resulting in the new device or applicati@ving the same policies applied to it as

other members of the object group.

Secure Connectivity Services

The Cisco ASA 5500 Series provides robust sitettoand remote-access VPN services, enabling besdisdo create secure connections across
public networks to mobile users, remote sites, launginess partners. An integrated approach to sgésiprovided, enabling organizations to gain
the connectivity and cost benefits of the Interméthout compromising the integrity of the corp@aecurity policy.

By integrating VPN services with the wide rangesefurity services offered by the Cisco ASA 5500e8ebusinesses benefit from a stronger, more
secure VPN connectivity. Integrated Cisco Adaplitkeeat Defense capabilities help ensure that VRNsad become a conduit for network attacks
such as worms, viruses, malware, or hacking. Betapplication and access control policies canladsapplied to VPN traffic, so individuals and
groups of users only have access to the serviakseaources to which they are entitled. Additionatlistomized quality of service (QoS) policies
can be applied on a per-user, per-group, per-tuonger-flow basis, helping to ensure that therappate priority and bandwidth restrictions are
applied to specific network traffic flows.
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Remote-access VPN---The Cisco ASA 5500 Series offers flexible teclmgies that deliver tailored solutions to suit ceativity requirements,
providing employees’ company-managed desktops mibhist, customizable remote access via an IPSec ¥BNsituations where endpoints

are not company-managed, such as extranets, Ihtéos&s, or employee-owned desktops, the Cisco A5@0 Series delivers WebVPN for SSL-
based remote access. Taking advantage of Cisco®teeaccess expertise, enterprises can deploygke simegrated platform with broad support
for core enterprise applications.

¢ Flexible platform---Offers both IPSec and SSL-ba¥&N services on a single platform, eliminating tieed to provide parallel solutions.
The Cisco ASA 5500 Series eliminates the inefficiea and added costs of deploying separate, digtiatforms for both SSL and IPSec VPNs.

» Resilient clustering---Allows remote-access deplegis to scale cost-effectively by evenly distribgtVPN sessions across Cisco ASA 5500
Series and VPN 3000 Series platforms without réggiiany user intervention. This highly resilienpaaility eliminates any single point of
failure, allows businesses to scale their VPN hedsl@s needed, and provides businesses with extdalestment protection.

« Cisco Easy VPN---Delivers a uniquely scalable, -@fgctive, and easy-to-manage remote-access VEMitecture. Cisco ASA 5500 Series
appliances dynamically push the latest VPN secputicies to remote VPN devices and clients, hgpgmensure that those remote endpoints
have up-to-date policies in place before the cotimeds established, thereby offering the ultim@ibility, scalability, and ease of use.
Furthermore, the Cisco ASA 5500 Series provides k@it software with “auto-update” capabilitiestienable automated version upgrades
for Cisco VPN Client software operating on remagsidops.

Site-to-site VPN---Using the standards-based site-to-site VPN déiped provided by the Cisco ASA 5500 Series, basses can securely extend
their networks across low-cost Internet connectiorisusiness partners and remote and satelliteesffivorldwide.

« VPN infrastructure for today’s applications---Thes€ ASA 5500 Series provides a VPN infrastructapable of converged voice, video, and
data across a secure IPSec network, by combinimgstaite-to-site VPN support with rich inspectaapabilities, QoS, dynamic routing, and
stateful failover features, allowing businessewke advantages of the many benefits of convergéganks.

* Robust security and performance---Branch and rewifites extend a company’s reach into importantkets and locations. Cisco ASA 5500
Series-based VPN solutions enable secure, highldsgeamunications between multiple locations, offgrihe performance, reliability, and
availability that businesses need to communicate.

Intelligent Network Integration
The Cisco ASA 5500 Series takes advantage of nhare 20 years of Cisco networking leadership andvation, and delivers a wide range of
intelligent networking services for seamless inaign into today’s diverse network environmentsy lketwork integration capabilities include:

« Layer 2 transparent firewall---Provides the abitiyrapidly deploy Cisco ASA 5500 Series appliarioés existing networks without requiring
any addressing changes. Delivers high-performateedtls Layers 2—7 security services and providegeption against network-layer attacks
with integration in complex routing, high availatyi) and multicast environments.

« Services virtualization---Enables the logical gantiing of a single Cisco ASA 5500 Series appliamte multiple virtual firewalls, each with
its own unique policies and administration. Thipataility is ideal for enterprises consolidating tiplé firewalls into a single Cisco ASA 5500
Series appliance, or for service providers tharafianaged firewall or hosting services.

« 802.1g-based VLAN support---Provides easy integrainto switched network environments.

« Open Shortest Path First (OSPF) dynamic routingaes---Improve networking resiliency by detectimgwork outages within seconds, and
routing around them.

« Protocol-Independent Multicast (PIM) Sparse Modewd bidirectional PIM routing support---Providesee delivery of mission-critical real-
time enterprise applications, collaborative commytpplications, and streaming multimedia services.

« IPv6 support---Allows secure deployment of next@ration IPv6 networks.

* Quality of Service (QoS)---Low-Latency Queuing (L)-&@nd Traffic Policing features support applicaiarith demanding QoS requirements,
such as voice or video, helping to ensure an eraitbnetwork QoS policy. Latency-sensitive traffdm be prioritized ahead of file transfer and
other more delay-tolerant traffic.

« IP phone “zero-touch provisioning” services---Siifips IP phone deployments by helping the phongister with the correct Cisco CallManager
systems and download any additional configuratidarmation and software images.
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< Resilient architecture---Provides businesses watth Istateful Active/Active and Active/Standby highailability services, as well as VPN
device clustering, to help maximize throughput aativork uptime. The Cisco ASA 5500 Series also sugpzero-downtime software
upgrades,” which allow businesses to install saftwaaintenance releases on failover pairs withffetting connections or network uptime.
Additionally, integrated dynamic load-balancing &hjtities provide high session scalability andlrescy for remote-access VPN deployments.

UNIQUE ADAPTIVE IDENTIFICATION AND MITIGATION SERVI CES ARCHITECTURE

Through its unique Adaptive Identification and Igation services architecture, the Cisco ASA 550@Sédrings a new level of security and

policy control to networks (Figure 2). The AIM aitdtture allows businesses to adapt and extensettigrity services profile of the Cisco ASA
5500 Series through highly customizable flow-specé&curity policies that tailor security needspplication requirements while providing
performance and security service extensibilityusar-installable security services modules (SSWsis adaptable architecture enables businesses
to deploy security services when and where theyaeeled, such as tailoring inspection techniquepégific application and user needs or adding
additional intrusion prevention and anti-x servisash as those delivered by the Adaptive Inspecti@hPrevention Security Services Module

(AIP SSM). Furthermore, the AIM architecture enalilee integration of future threat identificatiomdamitigation services, further extending the
outstanding investment protection provided by tiee@€ ASA 5500 Series, and allowing businesses aptadtheir network defenses to new threats

as they arise.

Figure 2. Cisco Adaptive Identification and Mitigation services architecture
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Cisco Intelligent Networking, High Availability, and Scalability Services

Using the powerful policy framework offered by tBesco ASA 5500 Series, administrators can orchiestfetailed policies that define what specific
services are applied to individual traffic flowsr8ices include more than 30 different applicatiand protocol-specific inspection engines, QoS
policies, anti-x services, and other inspection aetivork services. Policies can be based on nureendteria, including network addresses, traffic
types, VPN tunnel, and application or destinatemgét. By enabling the selection of specific seégui network services on a per-flow basis, this
architecture allows security services to be implateé in a highly granular fashion in support of@fie security policies.
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REDUCED DEPLOYMENT AND OPERATIONS COSTS

While increasing network security, the Cisco ASAB85eries also decreases deployment and operatiostal Its broad VPN and security
services profile makes it a single device for masgs, providing platform and management standdioiizdt can be deployed as a converged
threat prevention device by using its access chrapplication inspection, and worm, virus, andestmalware mitigation technologies. It can be
used as a dedicated VPN termination device by urgghly scalable site-to-site IPSec and SSLateraccess VPN capabilities. Alternatively,

it serves equally well in the network interior faterdepartmental access control and to guard sgaiorms, viruses, and other malicious code that
internal users may unwittingly bring into a netwadirk small business and branch office environmeahtsCisco ASA 5500 Series serves as an “all-
in-one” solution, offering comprehensive threatveretion and VPN services better suiting the budgetsoperational models of such deployments.
This adaptive “single platform, many uses” approaiuces the number of platforms that must be gegland managed. This common operating
environment also simplifies configuration, monitaj troubleshooting, and security staff training.flirther minimize operations costs, the Cisco
ASA 5500 Series is highly network-aware---it canifgerted gracefully into the network without disting legitimate traffic and applications.

Figure 3. Cisco ASA 5500 Series Deployment Examples
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APPLIANCE MODELS

The Cisco ASA 5500 Series delivers solutions fariremments ranging from small and medium-sized iessses to large enterprises through the
Cisco ASA 5510, 5520, and 5540 appliances. Tallisdlays performance capacities and capabilitiesaoh of these models.
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Table 1.  Appliance Models

Cisco ASA 5500 Series Adaptive
Security Appliance Models
Firewall Throughput

Concurrent Threat Mitigation
Throughput (Firewall + Anti-x
Services)

3DES/AES VPN Throughput
Connections

IPSec VPN Peers

WebVPN Peers

Integrated 1/O Ports

Virtual Interfaces (VLANS)
Security Contexts

High Availability/Scalability

Cisco ASA 5510

Up to 300 Mbps
Up to 150 Mbps, with AIP-SSM-10

Up to 170 Mbps
32,000/64,000*
50/150*
50/150*

3 Fast Ethernet + 1
management/5 Fast Ethernet*

0/10*
Not supported
Not supported / Active/Standby*

*  Available through an upgrade license.

Cisco ASA 5520

Up to 450 Mbps
Up to 375 Mbps, with AIP-SSM-20

Up to 225 Mbps
130,000
300/750*
300/750*

4 Gigabit Ethernet + 1 Fast
Ethernet

25
Up to 10*

Active/Active, Active/Standby,
VPN clustering/load balancing

Cisco ASA 5540

Up to 650 Mbps
Up to 450 Mbps, with AIP-SSM-20

Up to 325 Mbps
280,000

500/2000*/5000*
500/1250*/2500*

4 Gigabit Ethernet + 1 Fast
Ethernet

100
Up to 50*

Active/Active, Active/Standby,
VPN clustering/load balancing

For complete specifications and more informatioautthese platforms, please see the Cisco ASA S&0ies data sheet.

ORDERING INFORMATION

Table 2 provides ordering information for Cisco ASB00 Series appliances. To place an order, YisiCisco Ordering Home Page

Table 2.

Product Name

Cisco ASA 5510 Appliance (3 Fast Ethernet, 50 VPN peers, Triple Data Encryption Standard/Advanced Encryption

Standard [3DES/AES])

Ordering Information

Cisco ASA 5510 Appliance with AIP-SSM-10 (3 Fast Ethernet, 50 VPN peers, AIP-SSM-10, 3DES/AES)
Cisco ASA 5510 Security Plus Appliance (5 Fast Ethernet, 150 VPN peers, 3DES/AES)
Cisco ASA 5520 Appliance (4 Gigabit Ethernet + 1 Fast Ethernet, 300 VPN peers, 3DES/AES)

Cisco ASA 5520 Appliance with AIP-SSM-10 (4 Gigabit Ethernet + 1 Fast Ethernet, 300 VPN peers, AIP-SSM-10,

3DES/AES)

Cisco ASA 5520 Appliance with AIP-SSM-20 (4 Gigabit Ethernet + 1 Fast Ethernet, 300 VPN peers, AIP-SSM-20,

3DES/AES)

Cisco ASA 5540 Appliance (4 Gigabit Ethernet + 1 Fast Ethernet, 500 VPN peers, 3DES/AES)

Cisco ASA 5540 Appliance with AIP-SSM-20 (4 Gigabit Ethernet + 1 Fast Ethernet, 500 VPN peers, AIP-SSM-20,

3DES/AES)

For a complete list of all product part numbersagk see the Cisco ASA 5500 Series data sheet.
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Part Number

ASA5510-BUN-K9

ASA5510-AIP10-K9
ASA5510-SEC-BUN-K9
ASA5520-BUN-K9
ASA5520-AIP10-K9

ASA5520-AIP20-K9

ASA5540-BUN-K9
ASA5540-AIP20-K9


http://www.cisco.com/en/US/ordering/or13/or8/order_customer_help_how_to_order_listing.html

SERVICE AND SUPPORT

Cisco offers a wide range of services programstelarate customer success. These innovative egrdgrams are delivered through a unique
combination of people, processes, tools, and pastnesulting in high levels of customer satisfactiCisco services help you to protect your
network investment, optimize network operationgl prepare your network for new applications to eataetwork intelligence and the power of
your business. For more information about Ciscwifes, se€isco Technical Support ServicesdCisco Advanced Servicefor services specific
to IPS features delivered via the AIP-SSM, €&s£0 Services for IPS

FOR MORE INFORMATION
For more information, please visit the followingKs:

Cisco ASA 5500 Seriesrttp://www.cisco.com/go/asa

Cisco Adaptive Security Device Managbttp://www.cisco.com/go/asdm

Cisco Product Certification$ittp://www.cisco.com/go/securitycert

Cisco Technical Support Servicédtp://www.cisco.com/en/US/products/sves/ps3034/seategory _home.html

Cisco Advanced Servicesttp://www.cisco.com/en/US/products/svcs/psll/sevi segment_category home.html

Cisco Services for IP$ittp://www.cisco.com/en/US/products/ps6076/serv_édiml
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http://www.cisco.com/en/US/products/svcs/ps3034/serv_category_home.html
http://www.cisco.com/en/US/products/svcs/ps3034/serv_category_home.html
http://www.cisco.com/en/US/products/svcs/ps11/services_segment_category_home.html
http://www.cisco.com/en/US/products/ps6076/serv_home.html
http://www.cisco.com/go/asa
http://www.cisco.com/go/asdm
http://www.cisco.com/go/securitycert
http://www.cisco.com/en/US/products/svcs/ps3034/serv_category_home.html
http://www.cisco.com/en/US/products/svcs/ps11/services_segment_category_home.html
http://www.cisco.com/en/US/products/ps6076/serv_home.html
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