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Cisco IDS 4200 Series Appliance Sensors

Cisco IDS( ) 4200 

 Cisco IDS Series .
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(Form Factor)

/

DoS1

/

CGI2/WWW 

RPC 

IP

ICMP3

SMTP4/Sendmail/IMAP5/POP6

FTP7, SSH8, Telnet rlogin

DNS9 

TCP Hijacks  

Windows/NetBIOS



Cisco Systems, Inc. 
All contents are Copyright ⓒ 1992-2002 Cisco Systems, Inc. All rights reserved. 

4

TCP

BackOrifice 

NTP10

SME 

802.1q

IPSec11/SSL12

SSH 

SCP13

IDS 

IP

TCP 

ACL14

ACL 

TCP 

IP /

(Destination) 

IDS 

(HTTPS15) 

CLI( ) 
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1DoS
2Common Gateway Interface
3Internet Control Message Protocol 
4Simple Mail Transfer Protocol 
5Internet Message Access Protocol 
6Post Office Protocol 
7File Transfer Protocol

8Secure Shell Protocol
9Domain Name System
10Network Timing Protocol
11IP Security
12Secure Sockets Layer
13Serial Control Protocol
14

15HTTP Secure

CLI (Telnet/SSH) 

Cisco VMS

4.32cm(1.7 ) 4.24cm(1.67 ) 4.24cm(1.67 )

42.54cm(16.8 ) 44.70cm(17.6 ) 44.70cm(17.6 )

55.8cm(22 ) 68.58cm(27.0 ) 68.58cm(27.0 )

10.43kg(23lb) 15.88kg(35lb) 15.88kg(35lb)

100VAC 240VAC 110VAC 220VAC 110VAC 220VAC

50Hz 60Hz 50Hz 60Hz 50Hz 60Hz

115V 2.0A 220V 1.0A 115V 2.7A

220V 1.3A 115V 2.7A 220V 1.3A

10 C 35 C(50 F 95 F) 10 C 35 C(50 F 95 F) 10 C 35 C(50 F 95 F)

-40 C 70 C(-40 F 158 F) -40 C 65 C(-40 F 149 F) -40 C 65 C(-40 F 149 F) 

30 C 8% 80%( ) 8% 80%( ) 8% 80%( )

5% 95%( ) 5% 95%( ) 5% 95%( )

( ) 898Btu/hr( ) 983Btu/hr( ) 983Btu/hr( )



Cisco Systems, Inc. 
All contents are Copyright ⓒ 1992-2002 Cisco Systems, Inc. All rights reserved. 

6

IDS 4235 2200 TCP , 2200 HTTP 
, 438 1200Mbps .

IDS 4250 2700 TCP , 2700 HTTP 
, 456 2500Mbps .

: FCC (CFR 47 Part 15) Class A, CISPR 22 Class A, EN
55022 Class A, EN 55024, EN61000-3-2, EN61000-3-3, VCCI Class A,
AS/NZS 3548 Class A, CE Mark

: UL 1950, CSA 22.2 No.950, IEC 60950, EN 60950, AS/NZS
3260, CE Mark

Cisco IDS 4200 Series Appliance Sensor 

IDS-4210 Cisco Secure IDS 45Mbps Sensor

IDS-4235-K9 Cisco IDS 4235 ( , , SSH, 10/100/1000BASE-T(RJ-45 ))

IDS-4250-TX-K9 Cisco IDS 4250 ( , , SSH, 10/100/1000BASE-T(RJ-45 ))

IDS-4250-SX-K9 Cisco IDS 4250 ( , , SSH, 1000BASE-SX(SC ))

IDS-4250-SX-INT= 1000BASE-SX (SC ) 

IDS-PWR= Cisco IDS 4235/4250 

IDS-SCSI= Cisco IDS 4250 SCSI1

IDS-RAIL-2= IDS 4235/4250 2

IDS-RAIL-4= Cisco IDS 4235/4250 4

CON-SNT-IDS4210

CON-SNTE-IDS4210

CON-SNTP-IDS4210

CON-OS-IDS4210

CON-OSE-IDS4210

CON-OSP-IDS4210

CON-SNT-IDS4235K9

CON-SNTE-IDS4235K9

CON-SNTP-IDS4235K9

CON-OS-IDS4235K9

CON-OSE-IDS4235K9

CON-OSP-IDS4235K9

CON-SNT-IDS4250TK

CON-SNTE-IDS4250TK

CON-SNTP-IDS4250T

CON-OS-IDS4250TK

CON-OSE-IDS4250TK

CON-OSP-IDS4250TK

CON-SNT-IDS4250SK

CON-SNTE-IDS4250SK

CON-SNTP-IDS4250SK

CON-OS-IDS4250SK

CON-OSE-IDS4250SK

CON-OSP-IDS4250SK

1Small Computer Serial Interface 2Next Business Day

Cisco SMARTnet 8 x 5 x NBD2 (Cisco IDS 4210)

Cisco SMARTnet 8 x 5 x 4 (Cisco IDS 4210)

Cisco SMARTnet 24 x 7 x 4 (Cisco IDS 4210)

Cisco SMARTnet 8 x 5 x NBD (Onsite) Cisco (IDS 4210)

Cisco SMARTnet 8 x 5 x 4 (Cisco IDS 4210)

Cisco SMARTnet 24 x 7 x 4 (Cisco IDS 4210)

Cisco SMARTnet 8 x 5 x NBD(Cisco IDS 4235)

Cisco SMARTnet 8 x 5 x 4(Cisco IDS 4235)

Cisco SMARTnet 24 x 7 x 4(Cisco IDS 4235)

Cisco SMARTnet 8 x 5 x NBD(Cisco IDS 4235)

Cisco SMARTnet 8 x 5 x 4(Cisco IDS 4235)

Cisco SMARTnet 24 x 7 x 4(Cisco IDS 4235)

Cisco SMARTnet 8 x 5 x NBD(Cisco IDS 4250-TX)

Cisco SMARTnet 8 x 5 x 4(Cisco IDS 4250-TX)

Cisco SMARTnet 24 x 7 x 4 (Cisco IDS 4250-TX)

Cisco SMARTnet 8 x 5 x NBD(Cisco IDS 4250-TX) 

Cisco SMARTnet 8 x 5 x 4 Cisco (IDS 4250-TX)

Cisco SMARTnet 24 x 7 x 4(Cisco IDS 4250-TX)

Cisco SMARTnet 8 x 5 x NBD Cisco (IDS 4250-SX) 

Cisco SMARTnet 8 x 5 x 4(Cisco IDS 4250-SX)

Cisco SMARTnet 24 x 7 x 4(Cisco IDS 4250-SX)

Cisco SMARTnet 8 x 5 x NBD(Cisco IDS 4250-SX)

SMARTnet 8 x 5 x 4(Cisco IDS 4250-SX)

SMARTnet 24 x 7 x 4(Cisco IDS 4250-SX)



Cisco IDS 4200 Series .

.

htt://www.cisco.com/wwl/export/crypto/

export@cisco.com .

Cisco Intrusion Detection System:

http://www.cisco.com/go/ids 

Cisco VMS (IDS ):

http://www.cisco.com/go/vms 
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