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Multiple IPS Sensors
deliver highly scalable
loadbalanced solution
via Etherchannels on a
Cisco Catalyst Switch

Public Services Segment

Attacker MAIN CAMPUS
' Sensor deployed __| Sensor deployed |
- in IDS mode @ in IPS mode

| | _i —I

Sensor deployed

|

in IDS mode |
| CAMPUS CORE
SERVICE PROVIDER, Sensor or deployed in hybrid
PARTNER, or BRANCH mode to deliver IDS services
OFFICE NETWORK outside router and IPS
services inside the firewall
HE At
H 1. Cisco IPS 4215, 4240, 4255 % 4250-XL Sensors EA
Cisce IDS 4215 Cisce IPS 4240 Cisce IPS 4255 Cisce IDS 4250-XL
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Cisce IDS 4215

X
X

X

1.72 2%|(4.37 cm)

16.8 QIXI(42.72 cm)
11.8 QI%1(29.97 cm)
1.5 I2E(4.11 kg)

X

100V - 240V AC
50 - 60 Hz

1.5 A

+5 ~ +40°C
(+41 ~ +158°F)

=25 ~ +70°C
(-13 ~ +158°F)

410 Btu/hr,
£ MNE H=(65W)

Cisce IPS 4240

1.72 9Ix|(4.37 cm)

17.25 21%1(43.82 cm)

14,5 °1%|(36.83 cm)

20.0 TH2E(9.07 kg)

X

100V - 240V AC
47 - 63 Hz, ta

3.0 A

-20 ~ +65°C
(-4 ~ +149°F)

20 ~ +65°C
(-4 ~ +149°F)

10 ~ 85% (HIS%)
5 - 95% (HI3%)

614.2 Btu/hr,
£ A8 HEH(180W)

Cisce IPS 4255

1.72 9IX|(4.37 cm)

17.25 21%1(43.82 cm)
14,5 °1%|(36.83 cm)

20.0 TH2E(9.07 kg)

XIH

100V — 240V AC
47 - 63 Hz, £

3.0 A

-20 ~ +65°C
(-4 ~ +149°F)

20 ~ +65°C
(-4 ~ +149°F)

10 ~ 85% (HIZ%)

5 - 95% (H

27?)
[SXut

614.2 Btu/hr,
Z AIE MEH(180W)

Cisce IDS 4250-XL

1.67 2Ix|(4.24 cm)

17.6 2IXI(44.70 cm)
27.0 2Ix1(68.58 cm)
35 IR E(15.88 kg)

X

110V - 220V AC
50 - 60 Hz

25 A

-40 ~ 65°C
(-40 ~ 149°F)

-40 ~ 65°C
(-40 ~ 149°F)

8 ~ 80% (HIZ%)
5 - 95% (HIS=)

983 Btu/hr (ZIth)
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IDS-4215-K9

IDS-4215-4FE-K9

IPS-4240-K9
IPS-4255-K9

IDS-4250-XL-K9

IPS=XL-INT=

IDS-4FE-INT=

IDS-PWR=

IDS-SCSI=

IDS-RAIL-2=

IDS-RAIL-4=
CON-SNT-IDS4215XK
CON-SNTE-IDS4215XK
CON-SNTP-IDS4215XK
CON-0S-IDS4215XK
CON-OSE-IDS4215XK
CON-OSP-IDS4215XK
CON-SNT-IDS4215-4FEXK
CON-SNTE-IDS4215-4FEXK
CON-SNTP-IDS4215-4FEXK
CON-0S-IDS4215-4FEXK
CON-OSE-IDS4215-4FEXK

CON-OSP-IDS4215-4FEXK

HE 49

Cisco IPS 4215 Sensor — MAl, AZEQ0, SSH, 2742] 2E2E 10/100Base-Tx /EHO0[A(RJ-45 HHIE ZE)
80 Mbps

Cisco IPS 4215 Sensor — MAl, AZEQ0{, SSH, 2742] 22 E 10/100Base-Tx /EIH0|A(RI-45 HHIE ZE)
4FE QIEH0]A Ft=, 80 Mbps

Cisco IPS 4240 Sensor — MA|, AZEY 0, SSH, 4712] 10/100/1000Base-T QIEIHO|A(RI-45 HH4IE ZE)
Cisco IPS 4255 Sensor — MAl, AZEQ0{ SSH, 4712 10/100/1000Base-T 2/EHE0|A(RJ-45 HHUE Zg)

Cisco IPS 4250-XL Sensor — A{A|, AZEY 0, SSH, St=H 7t47](015 1000Base-Sx QIE{HO[A L
MTRJ 7{4lEf Z&)

Cisco IPS Accelerator Card(0|%5 1000Base—Sx QIE{H0|A 2 MTRJ H4lE| Z&)

oflH18 4FE (10/100 Base-Tx) ALIZ QIEH0|A(4215, 4235 X 42508)
olul8 M9 33 HAl(Cisco IDS 4235 & 4250 Sensord)

ofH|E SCSI(Small Computer Systems Interface) 5t= ClA3 E2t0|E(Cisco IDS 4250 Sensor)
24l ZAE Y 7|E(Cisco IDS 4235 ¥ 4250 Sensor 2AHEE)
4719 ZAE 3|Y 7|E(Cisco IDS 4235 ¥ 4250 Sensor SHER)
Cisco SMARTnet X|& 8 x 5 x NBD(Cisco IDS 4215-K9)

Cisco SMARTnet X|& 8 x 5 x 4(Cisco IDS 4215-K9)

Cisco SMARTnet X|® 24 x 7 x 4(Cisco IDS 4215-K9)

Cisco SMARTnet Onsite X2 8 x 5 x NBD(Cisco IDS 4215-K9)
Cisco SMARTnet Onsite X 8 x 5 x 4(Cisco IDS 4215-K9)

Cisco SMARTnet Onsite XI¥ 24 x 7 x 4(Cisco IDS 4215-K9)

Cisco SMARTnet X|& 8 x 5 x NBD(Cisco IDS 4215-4FE-K9)

Cisco SMARTnet X|# 8 x 5 x 4(Cisco IDS 4215-4FE-K9)

Cisco SMARTnet X|#¥ 24 x 7 x 4(Cisco IDS 4215-4FE-K9)

Cisco SMARTnet Onsite XI2 8 x 5 x NBD(Cisco IDS 4215-4FE-K9)
Cisco SMARTnet Onsite XI& 8 x 5 x 4(Cisco IDS 4215-4FE-K9)

Cisco SMARTnet Onsite X|¥ 24 x 7 x 4(Cisco IDS 4215-4FE-K9)
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CON-SNT-IPS4240
CON-SNTE-IPS4240
CON-SNTP-1PS4240
CON-0S-1PS4240
CON-OSE-IPS4240
CON-0SP-IPS4240
CON-SNT-IPS4255
CON-SNTE-1PS4255
CON-SNTP-1PS4255
CON-0S-1PS4255
CON-OSE-1PS4255
CON-0OSP-IPS4255
CON-SNT-IDS4250XK
CON-SNTE-IDS4250XK
CON-SNTP-IDS4250XK
CON-0S-IDS4250XK
CON-OSE-IDS4250XK
CON-OSP-IDS4250XK
CON-SNT-IDS4FE
CON-SNTE-IDS4FE
CON-SNTP-IDS4AFE
CON-OS-IDS4FE
CON-OSE-IDS4FE
CON-OSP-IDS4FE
CON-SNT-IDSXL
CON-SNTE-IDSXL
CON-SNTP-IDSXL
CON-OS-IDSXL
CON-OSE-IDSXL

CON-OSP-IDSXL

HE 49

Cisco SMARTnet X|& 8 x 5 x NBD(Cisco IPS 4240-K9)

Cisco SMARTnet X|& 8 x 5 x 4(Cisco IPS 4240-K9)

Cisco SMARTnet X[ 24 x 7 x 4(Cisco IPS 4240-K9)

Cisco SMARTnet Onsite XI¥ 8 x 5 x NBD(Cisco IPS 4240-K9)
Cisco SMARTnet Onsite I 8 x 5 x 4(Cisco IPS 4240-K9)
Cisco SMARTnet Onsite XI& 24 x 7 x 4(Cisco IPS 4240-K9)
Cisco SMARTnet X|& 8 x 5 x NBD(Cisco IPS 4255-K9)

Cisco SMARTnet XI& 8 x 5 x 4(Cisco IPS 4255-K9)

Cisco SMARTnet X|¥ 24 x 7 x 4(Cisco IPS 4255-K9)

Cisco SMARTnet Onsite XI¥ 8 x 5 x NBD(Cisco IPS 4255-K9)
Cisco SMARTnet Onsite XI& 8 x 5 x 4(Cisco IPS 4255-K9)
Cisco SMARTnet Onsite X|& 24 x 7 x 4(Cisco IPS 4255-K9)
Cisco SMARTnet X|& 8 x 5 x NBD(Cisco IDS 4250-XL)

Cisco SMARTnet X|& 8 x 5 x 4(Cisco IDS 4250-XL)

Cisco SMARTnet X|® 24 x 7 x 4(Cisco IDS 4250-XL)

Cisco SMARTnet Onsite X 8 x 5 x NBD(Cisco IDS 4250-XL)
Cisco SMARTnet Onsite XI2 8 x 5 x 4(Cisco IDS 4250-XL)
Cisco SMARTnet Onsite X 24 x 7 x 4(Cisco IDS 4250-XL)
Cisco SMARTnet X|# 8 x 5 x NBD(IDS—-4FE-INT=)

Cisco SMARTnet X|#& 8 x 5 x 4(IDS—4FE-INT=)

Cisco SMARTnet X|® 24 x 7 x 4(IDS-4FE-INT=)

Cisco SMARTnet Onsite X|# 8 x 5 x NBD(IDS-4FE-INT=)
Cisco SMARTnet Onsite XI& 8 x 5 x 4(IDS-4FE-INT=)

Cisco SMARTnet Onsite X|& 24 x 7 x 4(IDS-4FE-INT=)

Cisco SMARTnet X|# 8 x 5 x NBD(IDS-XL-INT=)

Cisco SMARTnet X|# 8 x 5 x 4(IDS-XL-INT=)

Cisco SMARTnet X|® 24 x 7 x 4(IDS-XL-INT=)

Cisco SMARTnet Onsite X|& 8 x 5 x NBD(IDS-XL-INT=)
Cisco SMARTnet Onsite |2 8 x 5 x 4(IDS-XL-INT=)

Cisco SMARTnet Onsite X|& 24 x 7 x 4(IDS-XL-INT=)
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